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neoplasms_and_cancer_types_1000_1000.jpg
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Neoplasms and cancer types are broad categories of abnormal cell growth. Neoplasms, commonly known as
tumors, can be benign (non-cancerous) or malignant (cancerous). Cancer, on the other hand, refers
specifically to malignant neoplasms that have the potential to invade or spread to other parts of the body.

There are over 100 different types of cancer, which are typically classified by the type of cell or organ in which
they originate. Some of the most common types of cancer include:

1.

6.

Carcinoma: This is the most common type of cancer, originating in the epithelial cells that line the inside
and outside of organs. Examples include breast, lung, prostate, and colon cancers.

Sarcoma: This type of cancer originates in supportive and connective tissues, such as bones, tendons,
cartilage, muscle, and fat.

. Leukemia: This is a cancer of the blood-forming tissues, including the bone marrow and lymphatic system.

It leads to the overproduction of abnormal white blood cells.

. Lymphoma: This cancer originates in the lymphatic system, which is part of the body’s immune system. It

affects lymphocytes, a type of white blood cell.

Myeloma: This cancer starts in the plasma cells of the bone marrow, which are responsible for producing
antibodies.

Central Nervous System Cancers: These cancers originate in the brain and spinal cord.

Understanding the different types of neoplasms and cancers is crucial for accurate diagnosis, treatment
planning, and prognosis. Treatment options vary widely depending on the type and stage of the cancer, and
may include surgery, chemotherapy, radiation therapy, immunotherapy, and targeted therapy.
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Parameters

Name

type
string

guery)

limit

integer

guery)

marker
string

inCludeMarker

fgrid/groups Lists Grid Administrator Groups

Description

filter by group type

Available values : local, federated

maximum number of resuils

Default value : 25

marker-style pagination offset (value is Group's URN)

if 51, the marker element 5 also returned

boolean
-. - w
order
string pagination order (desc requires marker)
{Qucry
Avaiigbie vaiues | asc, desc
w
Responses
Code Description
200

successiully retrieved

Example Vialue = Modesl

L

“responseTime”: 83-29T14:22:19. 67327,
“status®: “success
“apiversion

“deprecated”:
“data™: [

\
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* IRP  BIEAFEREHEAIRENEE - SIERIINIRE RIS ERA HFREERER o

* alert-history : ¥ B f#RERAVIRIE o

* alert-receivers : HERBRIZWES (BFEMH) AURIE -

* alert-rules : ¥ ERRAIAYIRIE o

* alert-silences . ¥ EREFEAAVIRLIE o
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* auth ! $TEAE TIERSERERSEAVIRIE
Grid Management API 321& Bearer Token §gs814H c EEE A » S ETEEREE KR JSON A HigH(E
BERBETIE (WFtR POST /api/v3/authorize) ° HIRFEAEMINEBESE B AABEEEERE

MERERE o AZBETERAEE AP ERBVIZEERIZ AL ("Authorization: Bearer token") o ICHERLAETE 16 /\BF
&BiaHR o

@ YN:R StorageGRID RERMA T E—FA » AIKNERNITARREE SR - 526 TNREAT
B—FA > ¥ APl E1TEEE ) o
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* client-certificates : 5% 7E P im/&80V1R1E » LEFBIMNBEEIE T AL 2 M 7FEY StorageGRID °

* config : B EmIRARAEEEIE AP| IRZASHERARIIESE o (ER]LAFIH E mhR A UK 2 iR As 32 1R R AR E 12 API
FERRAE > WA LUSREBRR API kR4S

* deactivated-features : 17 ] 2 (FFARITHAERVIRIE o

* dns-servers : 7B EERERIMNE DNS AARZZAVIRIE
* drive-details : #H¥1157E 72 ME AL B B SRAVBABRAEIR(E o

* endpoint-domain-names : FH BT S3 nRAEIEAIBHVIRIE o
* erasure-coding . ¥4 HASEE EASEITIRIE ©

* ${post_edited_translations.segment}

* expansion-nodes : EEIRE (BIZLELR) o

* expansion-sites : IE7EF¥ (HBEHK) o

* grid-networks: 7! 08 B IS AN RR R BERVIR(E ©

* grid-passwords : 4R BRIEEIRIR(E o
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* metrics . #1¥f StorageGRID st2#{THIEE » BIEE—RRERMENRGT =T » Uk—KREFRHEEAE
Bzt 2258 o Grid Management API f§f Prometheus R 4851 T B ABIRERIIGE o INEEE
Prometheus ZFHIERAIE N » 55280 Prometheus 48k o

@ 2IBPER private I E2EMHAEER o ELEHERREEEARRIA StorageGRID FrRAsZ
FEE » MARSITEA ©
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* ntp-servers : 5|H o EFIMNEPARERRFRIRE (NTP) fRIARESHUIEE ©
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* recovery-package : TEIREEMHIIIRIE o
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* untrusted-client-network: ¥R Z{EEH A P inARARRIITIRE ©
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StorageGRID FAY Grid Management AP 2<%l

AETEETE AP| fERRRZASEZESI R SRR A EFH R
fgn » LEEAK URL 8T API BJRRZS 4
https://hostname or ip address/api/v4/authorize
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AP| 4 ERTY Ehk Hrhk s

BERRAER 2.1 2.2
BERATEE 2.1 3.0

B R%# StorageGRID EEEES » {ERUARITARZAHI API o B2 » H4RZE| StorageGRID HIFTIHEERRZASE » &= D
AT LATE—1@E StorageGRID SRR s RAEETFENEE AR AY API ©

@ EAI AR E T IRBVARZS  UNFREFAAER » A2MHE "R EIE API" BY Swagger APl X487 config
8y o #FRE APl BRIREMEMIRAE » [SESRHERENZIE

BRENFEREBBUTHNRCRERER !

* [CIfEIZEEEA Deprecated: truel
* JSON EIFEIEX B S ldeprecated] : true
* nms.log FHIE T —KERZANESAE o fu0

Received call to deprecated v2 API at POST "/api/v2/authorize"

FEE B AR 4SS ERMRLE API Rz s

gﬁﬁ GET /versions APl :ER{EEIZZIEM APl FERRAFE o LEEER(IF Swagger APl SXH4HHY config ZB

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

A KISTE APl HrZs

ROl AEFRRRIS B (/api/v4) SUAFEE (Api-Version: 4) 15T API AR o tIREERZHEMIEE - AR
RETBERREE-



curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

BiLE StorageGRID s IL:ERAE (CSRF) E

AT LUE A CSRF Shezk1gsaE Y Cookie BUEREE » EM17BN StorageGRID PhEEEsuLsEK
4% (CSRF) IXE o Grid Manager # Tenant Manager @ BEIEUAILZ 24 IHAE ; Hith
AP| R P is e AT E A FREIEZ T RALETSE ©
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StorageGRID ZEiBfEAH CSRF 31BN, E CSRF X% o BUALEINAE®R » 157E Cookie IR N BEUTEIZ
BESAFRE POST sAREESHHABAERT o

EERALEINEE o 1R HBRIE csrfToken BEERES true ° TAFR{ES false

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/Jjson" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

84 true B » RIFE AT A Grid Manager IEEREABMBIEER GridcsrfToken Cookie » MAE A
Tenant Manager FI{EERE BB FEER AccountCsrfToken Cookie ©
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* Itk “X-Csrf-Token 1258 » HIZEEMERE 24 CSRF token Cookie HY{E
s HMNESREBRIETIEMIEE  AcsrfToken RERIBEMNERTERY o
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MERMETE—FA » 55{EF APl ©

WMBEAHETE—ZA (Active Directory) > :5{EF StorageGRID API

AR IR "${post_edited_translations.segment}"Xi{FF Active Directory {E4& SSO 1HFE
7 BIRZESH—R AP 553K » LUBSH Grid Management API B¢ Tenant
Management APl B3 RUBREE M o


../admin/how-sso-works.html

MREABETE—ZA » sBEA APl 0
ANRIEMER Active Directory £ SSO B3 s FER » BIFEAESLERAA o
FAtaZ Al
* {®ENZEE R StorageGRID FHERENHSFEHER SSO ERAERBIZE o
s MR EBEFEEFEESIE AP REEXBEFARIIES ID ©

RARS I AETS
AENSRETE  ERIUERTIEMZ—

* The storagegrld ssoauth.py Python 5L BAIR StorageGRID ZEERB A 0 (/roms BARR
RHEL > "./debs A} Ubuntu B¢ Debian > M *./vsphere R VMware) o

* curl BRIV TIETRIZEEA] o
WRIEHIT curl TERENREXIE » ZLERENEZAR o SofeEHFIEER - A valid

SubjectConfirmation was not found on this Response?®°

@ ${post_edited_translations.segment}

WNERBEF URL ARESRIRE > ERISEE B EILUTHE5R | Unsupported SAML version ©

HER
1. FEEUTHP A AREVSEREEM :
° fif storagegrid-ssoauth.py Python 15985 o AIfESER 2
° &M curl FK o FIELER 3 ©
2. WNREAB(ERZ storagegrid-ssoauth.py 15 <85 & SRS IHEELS Python FREESR M MITZIESHS ©

${post_edited_translations.segment}

B—Z A (SSO) /5% © & A ADFS 8% adfs °
° SSO fERAE%TE
° StorageGRID Z24&PR7ERYARIE

o ${post_edited_translations.segment}

* MREEFEFHFBIE APl > BIFEZEHFIRS ID ©



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e

s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID 2R E T H PR o /T > EEILUERRER SSO KefEA APl —4% » AL EHE
fthsAK o

3. WNREAER curl 35K > BKIBTHISERIRIE o

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ HE1FH Grid Management API > 55 A 0 {E4 TENANTACCOUNTID ©

b. BEEZINEHEEMERS URL > 55 /api/v3/authorize-saml #H POST B3R » WitEIEFIEIREE
MY JSON 4RES o

IEEFIET T $HH B 5% EE URL B9 POST 55K TENANTACCOUNTID ° 45 RAFEIELS "python -m
json.tool' ATE k& JSON #RA% ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HEEEAIIEIRE S —EALE URL 4ARIERIZEE URL » BFREZERIMY JSON AREEFESE o



"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#TFZCIFEFRH sAMLRequest * UEEREMSHER o
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. £ AD FS V8B 2P imzEX ID FI5EEE URL ©

—EHERERSTAIEIERN URL HREARE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

EfEESARHAXID !

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. eI #EFARIHRANR ID °
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. ${post_edited_translations.segment}

curl -X POST "https://$AD FS ADDRESS
/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=$TENANTACCOUNTID&client
-request-id=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS {&[0] 302 EFfE (M > WEIZERE ZEEINE o

() WRONHSSORMBATIERGE (WFA) - MRERIFIEGOSB-ETRAR
88 o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {EEIFEH#TF MSTSAuth Cookie °
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. fEFEERE POST s5KHHY Cookie MITEE(I B 3IX GET 5K ©

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

[EIFEIREERI 61 AD FS TIERSERE » MUHHBEHER » BRAX 8 ZfREREMRLIRHN
SAMLResponse °
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

I (BIEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {FFE&FH SAMLResponse * [@ StorageGRID 2 /api/saml-response saRUESE
StorageGRID E&sBHERL ©

12 RelayState * FAERAHEFIRS ID > HEWMREEEEZ A Grid Management APl » 55 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

LB SRR



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. fF[OlfEPAYERE L (H1F A MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

MR LUER MYTOREN REZIEEMEENR > BIRKRER SSO A APl —#k ©

MEMATE—EA > 555 APl °

MREMBE—FA (SSO) - AIHAEZEE—FRS APl 55KA BEME Grid Management AP 2§ Tenant
Management AP| E i o #NRIEEA Active Directory E4& SSO B pLFER » B5SLERAFEA
RARLEAETS
MERE > GALUEBABNE—SHERES D > MmiRE StorageGRID API o 5% » & AT U1
StorageGRID &2 E—&H (SLO) > EHREHBMHY StorageGRID FE B o

1. BEELCEENELERK » 3818 Cookie "sso=true" {EHiE4 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EE—EZEH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

13



2. f#FEH URL ©

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

3RO 302 [EIfE - EMERETERIRESE AP ETRIZEE ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. ${post_edited_translations.segment}

fiB StorageGRID bearer token FIZB{EA TN ELIZA SSO FiHHE o AR KR "Cookie "sso=true" > EFHHE
#1% StorageGRID & » MARZE SSO #KEE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content BIERTERAEBREEEE °

HTTP/1.1 204 No Content

MEREXBATE—EA (EntralD) » :5{FH StorageGRID API

WMRIEAH "${post_edited_translations.segment}” B Entra ID £2 SSO {HER > &7
LA fE A B &3 515 < FE 3R EXS A Grid Management API 2 Tenant Management API
B A BB o

MNREEE EntralD E—& A > 555 A APl ©

YNRITAEER Entra ID 1E% SSO S0 1#HFER > BB TEREA -
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FIYAZ Al
* [ZHEER StorageGRID EAEEENISERER SSO B FER 4 ZES o
s NREAEEFEFEE SIE AP > REEXEHEIIRA ID o

RARS LEAETS
EERSEREEN > AIUERTIEAIESHE
* The storagegrid-ssoauth-azure.py Python }5<H5

* The storagegrid-ssoauth-azure.js Node.js I§<HE

EMmEELHEERIY StorageGRID ZEEtEZEBE##H (RHEL % (. /rpms ° Ubuntu 3¢ Debian % . /debs
> VMware 8% . /vsphere) o

EEIRTEE Entra ID BY API 4 > 52 “storagegrid-ssoauth-azure.py 1§95 © =1E Python I§SEE
A StorageGRID #HMIERAEK (F—EARAREIE SAMLRequest » 5 _{EEKAREUSIRIEREN) - |
B PEDY Node.js $5$HEEL Entra ID EBILUHIT SSO $21F ©

SSO REFIUER—ZF APl ZRRHIT » BERMILAFHEE - Puppeteer Node.js #&#H AT FFTHIEX Entra ID
SSO 7TH °

NREF URL ARIERIRE > [CrIGEZHFILLTEEER © Unsupported SAML version ©

HER

1. TS ERLAEFRER VAR M -
a. &% Node.js (2R "https://nodejs.org/en/download/") o
b. Z4LFREERY Node.js €40 (puppeteer 1 jsdom)

npm install -g <module>
2. ${post_edited_translations.segment}
#A1%% > Python 15 < ISR ¥ FERY Node.js 15 S HEZRHIT Entra ID SSO H&f

3. HIRERE » SFMAUT2E8NE (HERSHEHETM)
° A& A Entra ID BY SSO E-FE {4tk
> ${post_edited_translations.segment}

> ${post_edited_translations.segment}

4. HIRGRRES > EAREE - WAEHBYFE Entra ID 2XREHR A MFA 12 o

s\azure_ssodpy storagegrid-szure-ssoauth.py sso-email-address userffmy -domain.com
-gccount-id- @
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https://nodejs.org/en/download/

@ ZIE B REFEH MlcrosoftAuthentlcatori’@ﬁ%l%%ﬁnﬁ (MFA) o EE[REEREERIES
BBELE R EMA R MFA  (BIaNE A BB RS AUREIRERERS) o

StorageGRID SR EAEHILE IR © TUE - LFTLUSORER SSO BB API —i% » ERILRERE IR
LEEE

WMREBE—FA > :5fEMH StorageGRID APl (PingFederate)

WMRIEHEE "${post_edited_translations.segment}" XA PingFederate 1% SSO {HFER
> BAZEEEH—Z S API 583K > LUER{S %S Grid Management API 8 Tenant Management
AP| BRHVEREEREML o

MERBATE—EA > 55EAAPI°
WMNRIE(ER PingFederate {524 SSO B0 itFER > BIERALUTERAA o

FIsEZ Al
* [CEERBI StorageGRID EAERENMESERER SSO EAELIBIE -
* MRERFEFEABEIE AP EEEMBEHEFIRS ID o

RARS IEAETS
SERSEREE <R o ISR UMER TSz —

+

* The storagegrld ssoauth.py Python {5 BAIR StorageGRID ZEEZBIEP 0 (/roms BEAER
RHEL > "./debs K Ubuntu B¢ Debian » Mk *./vsphere R VMware) o

* curl EBERBTIERIZEEH o
WMRIEHIT curl TIERIENREXIE » ZTERIZERIfE B AR o [EnfEEAEIEEER | A valid

SubjectConfirmation was not found on this Response®°
@ ${post_edited_translations.segment}
WMERBEF URL ARESREIRE > ERISEE B EILITHE5R | Unsupported SAML version ©

1. FEEUTHP—E A AREVSEREER :
° ff storagegrid-ssoauth.py Python 3§85 o R HEE 2 o
° B curl XK o BIFP R 3 0
2. MNRITABEAE “storagegrid-ssoauth.py 3§95 » FEIGIE S IEEIRLS Python fREESSNT I TZIS <5 ©

${post_edited_translations.segment}

° SSO A% o f&aI L% A "pingfederate” BY{E{aIEifE (PINGFEDERATE ~ pingfederate &) ©
° SSO fERESTE
° Z2#t StorageGRID Y481 o LLBIRAR PingFederate o &AL EHRE TN » SEAE[IE
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> ${post_edited_translations.segment}

° YNRITCIEZEVHEEIE APl > BIEEEFRFIRE ID ©

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T T T T

T P e P P P S P P TP TP S s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 2R E1EE H IR o IR1E > IR ER SSO R AP —15% > ERALEEREHE
fthsgX °

3. MNREMFA curl BK » SAKIBTFILERIRIE -
a. BERABAFTHRIER -
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ HEFHL Grid Management API > 558/ 0 {E4 TENANTACCOUNTID ©

b. BEIZNEEEMERE URL > 55A /api/v3/authorize-saml ¥ POST EXX » WL EIEFFEIREE
SN JSON 4RES o

LtEEE 8 REH ¥ TENANTACCOUNTID HE2E 58 URL B9 POST EX © ZARKFES python -m
json.tool IA#&FR JSON #RES o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HEEEAIIERE S —ELE URL ARIERIZEE URL > BEFREZERIMNY JSON AREEFEE o
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. fEFEEIERM sAMLRequest * WBERERSTHER °

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. FEH[CIFEF Cookie » i [EIFE :

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. EEH Tpf.adapterld) {& > & CIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. ${post_edited_translations.segment}

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

o EWL 1780 5

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. {#3% Cookie /& :



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I (BIEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {FFEF#FH SAMLResponse * A StorageGRID 2 /api/saml-response saRUESE
StorageGRID B&sEHERL ©

5 RelayState » sAERFAAIRE ID » HEWREAEEE A Grid Management API > :5fER 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

CIfEE = EREHE

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. eI R BB AL (#7743 MYTOKEN ©
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
IREERIAGER MYTOKEN JREEIREMEEK » FUERARER SSO RHEA APl —i5% ©
MRBATE—EA » FHEH APl ©

MREEHAE—ZA (SSO) » EERH—RS API EK » LB H Grid Management API 5 Tenant
Management API o W1REfER PingFederate 1% SSO B3 5I{EMER » BEAELEREA

RARSUEAETS
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NWEFRE » EaLUEBABHNE—SHEEmE » {EMiRE StorageGRID AP o 5% » St e AT
StorageGRID &3 E—&H (SLO) > EREANM StorageGRID FFHEMER o
1. BEEELEHENETHEK » 5518 Cookie "sso=true" {BiE4S SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EE—EEH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {#FEH URL °

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

3R[0] 302 [OIfE - ERTEMEUETERIMEZER AP ETHES ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. ${post_edited_translations.segment}

filf& StorageGRID bearer token FEIESFVELRA SSO K48  UNRKIRMH "Cookie "sso=true" > EHE
H1% StorageGRID i » MARZE SSO #KEE ©
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content BIERTERAEREDEN -

HTTP/1.1 204 No Content

&£/ API {=F StorageGRID If&E
&R LAEERS Grid Management API 52 2% StorageGRID R4EHAISFEINGE o FAIIEE
% > BEEAIS AT ABITELZINSEARRA TERIREIR o

BB LEAETS

EFRAINEE] RFTEEEHY StorageGRID RAPFELEINFEANITZEN © E=AIHEERMLL root FREXENE
& Root access ¥R EIRSEHANFEREFERZINENME—T% ©

= TERILTHEERN AR > FEBUTER ©

A RBEIR—RIRFGHIER - BBRIUMEFIRFINALHEE StorageGRID ZMNFEFRE = T REHFAYH
%2t ) A REFERFEE TERPHERXEELZFREMERIRE ©

B A FJLUEBER Grid Management API IRy HERTHRE] RARIERMLEE R © BBTE Grid Manager (8

IEERENEMN AP PE2ER MZEHEE root 5 IhEE » AB AR EEEMHEE (81F root FHE
BN EASE TRoot FEVE H#IRZBHENMERE) BAESFEIMHELIRAB root (EREZH o

TR

1. FEUEREIR APl B9 Swagger X « 2R"${post_edited_translations.segment}" o

2. }3 M=EThEE) ImEh o

3. BEEHAEIBNEE (Flu] MEEFHE root (FAEZHNE ) B AP FEMTFAIEERAN -

{ "grid": {"changeTenantRootPassword": true} }

BERSTARERF 0 TEEFF root 051 IHEEENE(EH o © B root ZHE BB ABHIREFEREN
mF > BFEEERETEHRD root ZEEHI API ERERESEL » I HIR "403 Forbidden" ©

${post_edited_translations.segment}

TERERT > eI LUER Grid Management API E3EYF EEREITHAE © B2 » NREHEN LEEFHBIINEE
WEIREA > B LU activateFeatures THAEZ S ©

@ activateFeatures INEEE ZEHEE) c MNREREFAULINGE » FHEE » Tk AKEEFEA
FRIEMEFAINEENFES] o KA BRI EE R MTSTIBLUEREMIERAIINEE o
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1. ${post_edited_translations.segment}
2. 35| =FATHhAE) UhHES o

3. ${post_edited_translations.segment}
{ "grid": null }

EUILERTERE - FREThaE (EEEEARREGREEIEE) HSEHMEA o 2EHRFREREE B1E
ERFEESEREERENET  BEAEMEREEHEFRESENEN API ZXERAT > AR EAER
E Troot FHVE) = MZFHFIREEEN SEER

FIEMVEE B2 EFENRTE BEAMNINEE c REF EME EREEFRIFEREKEENINEE » B

JB7E PUT sARAREBREIEE M o A0 » EEEHEA 2 EHARBERENE) sl EEEA
storageAdmin BIEHERR > s TH PUT E3K | + { "grid": {"storageAdmin": true}
}
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LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
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EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
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HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -
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