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= ILM scan Background verification
18]
= — Is the object Is the object’s
a;n placed correctly? data correct?
3]
% No
b= v
= ILM action
8 Make new copy. MO‘-’E_ copy.

Delete copy. Repair copy.

Client application deletes object Deletion is triggered by ILM or 53 bucket
’ lifecycle. (Objects in buckets with S3 Object
Lock enabled must have met retention date
and cannot be under legal hold.)

Is

synchronous No, or > Objects are marked as deleted and copies
(= removal are queued for removal.
o ossible? background
pres gueues are idle. *
< ILM action
(] Object copies are removed.

v

All object copies removed.
Space is reclaimed.
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Client application saves
object to StorageGRID

Dual commit

Interim object copies

stored.

“Ingest
successful”

Object queued for ILM
evaluation.

ILM evaluation l

Copies created to satisfy
ILM.

Any interim copies that are
not needed are deleted.

Balanced Strict

“Ingest
failed”

Can day 0 copies be
made immediately?

Can day 0 copies be
made immediately?

v

Copies created to satisfy
ILM.

“Ingest
successful”

Legend
[C1 StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Proposed policy name

Example ILM policy

Reason for change

Example

Manage rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.
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B > EEIAE ILM > REEE EEAEE—RA) o

2. 7 TRAL REIREL - ENERINRIBIZETS IR - 7A183EE Activate ©
3. FBIKBUT L ERIRIE
* MRLFESABRTEHEDESSERMEZER - FEE HE) -
* MRBRBIAMZ/RFEEANESAE
I BEFAER > BRERGEHNRAEESY -
i. NRFERRARIHREFERNKRE > FEEREE > REEXFHRFPEAZKE -
iil. yNRFARFRAKA Y - E—EAHSEAMRIBEARNGRE » FEXFHRPEA
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iv. B2 TERBHRA

RxEnZERR
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i EURE o
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HERAE

"EGf 6 1 B ILM [RA)"

StorageGRID H1#Y ILM JR R EHEE &5
${post_edited_translations.segment}
55 1 : &5 ILM RBRFEREIRAY
${post_edited_translations.segment}

TEUEEERIF > RFIEHEMIE bucket FAERRIYIM > #&#E Example ILM policy ° ZREIBZ AT =I5

 ${post_edited_translations.segment}
* FTIEHRA - EC ¥ > 1 MB > BRRFIAERER > BEFER 1 MB B9 o
* BZIERE MEEZD > MEERAL BTERRE c EFES1EMEREESS ° BARER Noncurrent 2E K o

RERAE - RS EYHEREIERAVRAER

Simulation results

Use this table to confirm the results of applying this policy to the selected objects

Clearall | @

Object % VersionID % Rule matched @ 4% Previous match €@ % Actions
bucket-a/bucket-a object.pdf Two copies, two years for bucket-a X
bucket-b/test object greater than 1 MB.pdf EC objects > 1 MB X
bucket-b/test object less than 1 MB.pdf Two copies, two data centers e

${post_edited_translations.segment}

* “bucket-a/bucket-a object.pdf IEFEFCE T 55 —1KFRA » sZFRBIETEE “bucket-a” FEIHIHF ©

* bucket-b/test object greater than 1 MB.pdf fiif bucket-b > EUIEARFEE—IKRE o T2
[ERFEHEZRAR » ZRAGEHEKR 1 MB 8944 ©

* bucket-b/test object less than 1 MB.pdf KRFFEAIMEFRAIFVEESS » FILEBEAESEM
EmisE2s N TRSRFARBEITIRE

${post_edited_translations.segment}
LEER B RAAI EFHET FRAATEAR R R B R4S R -
A EFIE7E1EHE Demo [RA o LLRAISTES AR series=x-men FABHES Y » U T=(EREA :

* B—%RA PNGs FEREL ".png EERFES ©
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* FTEFRR X-men (EEARES A Y4 > MEFE series=x-men FEREPEZE
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1. FE A #TZRAZ > BEEY Simulate ©

2. 17 T WAL BIACRIEMMEY S3 RETEREMANGEE > RBIEIE TIERY o

TS REET > 7% "Havok.png #1474 PNGs #RE| o

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID % Rule matched @ = Previous match @ = Actions

- -

photos/Havok.png PNGs »

FAM > "Havok.png EBMEA 7RI (XEE) #REY

3. BEMRILERE - SAEMBEFIFRA -
a. BE4Z Finish UGS TRE ILM [RR) 7% -
b. ${post_edited_translations.segment}
c. ${post_edited_translations.segment}
d. Y Save ©
4. FE R o
AR S $H N B RRRRIEIETIME - WRTETBIIREER o TEUEEAIH > TRule

matched] B8R Havok.png YHFIRTEMNTEERARRT & X-men AEERIFRE] o TPrevious match) {#EERTE
SeRTBVAERE T > PNGs 3RBIEBAZY AR o

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Havok.png X-men PNGs x

${post_edited_translations.segment}

${post_edited_translations.segment}
TEUEEEFIG > IETEHE#EE Demo [RE) o ILRBISHESHE S series=x-men FHEEPEBSEBYHE o 28m » 1£H
‘Beast.jpg ¥ EERLERAIE - HIRT BRI ZIMIGER o MRS X-men PEZERA] > MERETTE

%4881 Two copies two data centers ©

78




Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object % VersionID % Rule matched @ % Previous match @ 4% Actions

photos/Beast.jpg Two copies two data centers X

${post_edited_translations.segment}

1. 4 SoRk LURIRR BURRAY BETSIR - ERAIREENEE L BN FEER - AR NEEASERI
JEEY 2 EDERY B RN o

2. ${post_edited_translations.segment}
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° MNRUIRAZFRFRRBF—ES > L 7A Clone FZFRAY o EEREIEAR/RAPRIRA > hEER
hRSERIRA o
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LSRR > EIERB X-men FRBIREIEUTERR » F1RIR series=x-men FREPEBE LY
Beast.jpg Yt o

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Beast.jpg X-men %
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System Metadata

Object 1D AT2E96FF-B13F-4905-9E9E-453T3FEETDAS
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

“TYPE": “CTNT",
“CHND": "Al1ZE96FF-B13F-49@5-09E0E-45373F0ETOAE™,
"HAME™; “testobject”,
TCEIDT: “Sx382IDEFECTCIBAIE",
"PHEDY . "FEABAES1-5385-11EA-9FCD-31FFERC 30056
"PRTH™: “source”,
"META":" {

"BASE": {

"PANS™:- =27,

FERAE
"f§£F S3 RESTAPI"

£ StorageGRID F{£A ILM [FHIF] ILM #RH]

EEEEFREERRINEL » [Ere]seHEESIEREINYE RS E L
B LER ILM st2EREE RAUFE ©

A Z Al
* BEFER "ZIENAEEZIESR" B A Grid Manager ©

* BE"REFIUER"
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2 copies 2 data centers

Compliant: No
Ingest behavior: Strict
Reference time: Noncurrent time
| Clene | ‘ Edit | | Remave
Rule detail Used in policies

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy

Rule analysis: » Objects processed by this rule will not be deleted by ILM.

Reference time: Noncurrent time  Ingest behavior: Strict
Day 0

Day 0 - forever
L 2 replicated copies - Data Center 1

EC 2+1 - Data Center 1

ESh > IERIIAEAEFAAE R R E R Clone  #REEZIFARR - MRRRIEEEMRAPER > AIEEETHRENR

TR o

${post_edited_translations.segment}

MRERER T ERFARAFELER TR > AU Clone IRBRAY - MRICHEEREE MR PERIR
Al > 550874 Clone 5%#381l » WMi¥3Z Clone EITEE o ¥ Clone E1TE#E %R > A/ LRR BRI PRIRRIER
A > WAFEHEARIER R AR -

(D) @R ILMIRAIREP StorageGRID KR 10.2 HELAFATRIIH - AIFE Clone BRI o

HER
1. 3542 ILM > 3REY
2. FEHVEE Clone FIRBIZENG IR > FABIEE Clone ° 5{# » HEURAIZTE - JABIRBHAAE K B S

Clone °

3. AR <<${post_edited_translations.segment},4&&8 ILM #RB>> F "${post_edited_translations.segment}"
K BRR BT R B RYFR AN ©

84




${post_edited_translations.segment}

${post_edited_translations.segment}

R REMRE ILM RACE SRR N B -

R EEEM ILM [RRIFER > BIEEEITREE o (BRI ${post_edited_translations.segment} i ¥

Clone #A#EITIERNEZRIEE -

@ HAREERTE FEERAY ILM JRAAIA E@iﬁf:&ﬂt/iﬁérﬂ?ﬁﬂﬁg& ERE LM [RRIZ AT SBFAAEE
[RAKRE ILM 581 » A8 EEZ ILM JRA - F4FERD ILM [RBISES0UNTRERE T’E °

ILM

1. 42 ILM > 3581 o
2. RIS EARERIARBRTEEM ILM RBSEER

3. WNREERENRBKREMERAY > FREIGLRARIZEUT IR - ARER S > R - HE > EEEZRA

21 > ARERAFABE R RE LS R o

4. SERE T4REE ILM FRE)) BENDP R - ANE » B "${post_edited_translations.segment}"

"${post_edited_translations.segment}" B EBIRIE o

AREE LM FRAIER > EASTEHRHE o

${post_edited_translations.segment}

${post_edited_translations.segment}

HERRFREMTEANRRFERR ILM iRE

1. ${post_edited_translations.segment}

2. ${post_edited_translations.segment}

3. {#7F ~ RENLRAENHIRE » R IRTAIAZ ZIRE o

4. ${post_edited_translations.segment}
EEBREREIFMERRRAIPEERN ILM FRA

1. FEEGEERHARA -
2. fERA)PFERR ILM FREA » F${post_edited_translations.segment} ©
3. SEHIR T ISR IRBE AR AR ILM 78 o

LERPREFIARGERDN ILM FHREY :

1. 5842 ILM > 3RBY o
2. RIS ERIRIRBREEMRAPER o

3. MMREBFRRAIARMER - FEEZIRA > RREE T9F) > B8R - ERLUEESERRLFRZ

B o

85



4. JHZ Yes MIRERICEBIR ILM 1R o

${post_edited_translations.segment}

WRTLAURAR ILM BIETE > BUMTHI R BEM ST AR o (7] UBEIEIE o5t BIRFEE RARMAE ° AT
SEHERASERTAMEAR LHEEE - ARERARANEHES  SETREEREER

1. ${post_edited_translations.segment}
() enmsRaLE:T > it LM 23 B TR AR o

2. BE¥E LM Z3|1RE ERYETE ©

ISR LOERNREISE () B E ILM R |IZFH EIEERA -

Overview Performance Storage ILM Nodes
ILM queue (Objects) @ 5 Month v ! ILM evaluation rate (objects/second) @ B Month ~
12 12
0g 09
06 No data 06 No data
03 03
0 0
Nov27 Nov28 Nov 27 Nov28
Tobescanned @ Tobe deleted Scans

ILM information @
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503: Service Unavailable
Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid

administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches

the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 X| # X
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou
SRS 1 replicated copy - Site 1
1 replicated copy - Site 2
Duration Forever
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LEEEA ILM FREERHRRISREREM S3 RERIRAEMHRIHFAUENFHFREA -

RAES EHHE
BAZELRNHEE R * —ERFFERNDMHE=([EE (IhE 12+ 3)
* £/ 6+3 RIS 5

1RAIZFE S3 Bucket finance-records

2ERHE HREXPF

${post_edited_translations.segmen #1}/44 % finance-records B S3 {EZBHAIIY > EEHBREIER TS
t} ERNE R R —EHRARIBIER o KARBZUIEZ

94



Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.
Select rules

Rule order Rule name

Filters
+ . Tenant is Finance
1 o S3Bucket finance-records @ R
Bucket name is finance-records
Default Two Copies Two Data Centers
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Filtergroup1  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 - MB v
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X

Object size ~ greater than v 1 < MB v X
and Key w ends with w Jpg »
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 & MB v ¥
and Key ~ ends with L .png N
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Rule order Rule name Filters

1 3 ECimagefiles>1MB Object size is greater than 1 MB
2 : 2 copies for small images Object size is less than orequal to 200 KB
Default Default rule
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Compliant: Yes . Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

| Edit |
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Remove
Filters
# "~
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® Location constraint is eu-west-3
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Retention diagram Placement instructions
Sort placements by Time period Replicated copy
Rule analysis: « StorageGRID site-loss protection will not apply from Day © - Forever.
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