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* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-tagging

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>
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${post_edited_translations.segment}
"CreateMultipartUpload"
"DeleteBucket"

URI T 28 MNERIZE
StorageGRID iR ILEKIIFAA F A2 HMITE o

${post_edited_translations.segment}

"HIFETRE EAVIEXE"

"DeleteBucketCors"

URI T2 ¥ EREE

StorageGRID ZiEILFEKRMIFAE & RS HMIEE o
ERAX

—
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${post_edited_translations.segment}

"EFATRE LRV
"DeleteBucketEncryption"

URI Z 2 HMERITHE

StorageGRID & ILEKBIFAA & A2 HMITE o
B RAL

S
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${post_edited_translations.segment}

"#TFATRE LROIERE"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html

"DeleteBucketLifecycle™

URI EH 2 #AERITE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
FERAX

.
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${post_edited_translations.segment}
© AR EOfER
* "ERII S3 A eniEHpAARS"

"DeleteBucketPolicy"

URI EH2#EKIRE

StorageGRID iR ILEKBIFAA & A2 HMITE o
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e
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${post_edited_translations.segment}

"EFATRE LRIIER"

"DeleteBucketReplication™

URI EH2MFKIRE

StorageGRID 1B ILEKRMFAE & HSHAIZE o
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.
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${post_edited_translations.segment}

"ETFETES LRVER"
"DeleteBucketTagging"

URI A2 M AREER

StorageGRID ZiEIL:EKRMIFAE & RS HMIEE o
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—
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${post_edited_translations.segment}

"EFATRE LRIIER"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html

"DeleteObject"
URI EH 2 #AERITE
StorageGRID X#RILFEKRNFAE =HSHAITE » R THINERRE !

* x—amz-bypass-governance-retention

FARAL

S
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7y

${post_edited_translations.segment}
"SI ETTIRE
"DeleteObjects™
URI EH28MERITE
StorageGRID XIRILFERFAE = ASHUAIRE » URIATHINGEKRIRE !
* x—amz-bypass-governance-retention
FRRAX
StorageGRID 323% Amazon S3 REST AP| T B{ERFEENIFI AR KRB X ZH -
${post_edited_translations.segment}

"EYIHETTIRIE

"DeleteObjectTagging”
StorageGRID iR ILEKRIFAE EHASHMITE o
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${post_edited_translations.segment}

"I ETTIRE

"GetBucketAcl"

URI EH2MERITE

StorageGRID ZIEILFEKRMIFAE & RS HMIEE o
B RAL

—
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${post_edited_translations.segment}

"EFETRE LAV


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html

"GetBucketCors"

URI 28 HMARIZE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
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.
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${post_edited_translations.segment}

"#EFETRE LAV

"GetBucketEncryption"

URI EH 2 #AERITE

StorageGRID iR ULEKAIFAA & A2 HAITE o
FERAEX

S
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7

${post_edited_translations.segment}

RE2ediy: Mal-0l(=
"GetBucketLifecycleConfiguration"
URI EH2#MNEKRIZE

StorageGRID iR ILEKBIFAA & A2 HMITE o
FARAX

—
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${post_edited_translations.segment}
* "EEITRR EAVER"
. "ETL 83 EET:'AFT?\@/HE:%H"

"GetBucketLocation"

URI B2 #AERITE
StorageGRID ZiEIL:EKRMIFAE & RS HMIEE o
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${post_edited_translations.segment}

"EFATRE LRIIER"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html

"GetBucketNotificationConfiguration"
URI EH2#HMEKTE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
FARAX
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${post_edited_translations.segment}

"#EFETRE LAV

"GetBucketPolicy"

URI EH2HMERITE

StorageGRID iR ULEKAIFAA & A2 HAITE o
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S
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${post_edited_translations.segment}

"EFATRE ERIIER

"GetBucketReplication"

URI EH2#MNEKRIZE

StorageGRID iR ILEKBIFAA & A2 HMITE o
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${post_edited_translations.segment}

"EFATRE LRITER"

"GetBucketTagging"

URI EH 2 A RIFHE

StorageGRID iR ILEKRIIFAA & A2 HMITE o
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${post_edited_translations.segment}

"EFATRE LRIIER"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html

"GetBucketVersioning"

URI EH2MFKITE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
FERAX

Y

${post_edited_translations.segment}

"EFATRE LRITEE"

"GetObject"

URI T2 M A KIZE
StorageGRID Z#EILARBIFAE & HASHAIZE URI EHZ2E > UKRLTHIID URI EH2# -

* x-amz-checksum-mode
* partNumber
* response-cache-control
* response-content-disposition
response-content-encoding
* response-content-language
®* response-content-type
response-expires
DU A My INEASKAREAR ¢

* Range
x-amz-server-side-encryption-customer-algorithm
* x-—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since

A RAX
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${post_edited_translations.segment}
"GetObject"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

"GetObjectAcl"

URI A2 M AKEZE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
FARAL

.
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${post_edited_translations.segment}

"R TIRME

"GetObjectLegalHold"

URI EH2HMERITE

StorageGRID iR ULEKAIFAA & A2 HAITE o
FERAX
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${post_edited_translations.segment}
"{FF S3 REST API 5% S3 ¥4 7E"

"GetObjectLockConfiguration"

URI ETH2HHM A RIEHE

StorageGRID iR ILEKBIFAA & A2 HMITE o
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${post_edited_translations.segment}
"{§FH S3 REST API %7€ S3 ¥ HE"

"GetObjectRetention"
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"f§EFH S3 REST API 5% S3 ¥I{4HE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html

"GetObjectTagging"

URI A2 M AKEZE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
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${post_edited_translations.segment}

"EYIHETTIRE

"HeadBucket"

URI B2 HHMARIEE

StorageGRID iR ULEKAIFAA & A2 HAITE o
FERAN

S
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${post_edited_translations.segment}

"HEFETRE EROTEE"

"HeadObject"
URI E#28MERITE
StorageGRID iEIL:AEKIFAE EHZSHAIRE » R THIINEREE !
* x—amz-checksum-mode
* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since
* Range

sARAEX
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${post_edited_translations.segment}
"HeadObject"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html

"ListBuckets"

URI 28 HMARIZE

StorageGRID iR ILEKRIFAE E A2 HMIEE o
FARA
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${post_edited_translations.segment}
ARF5#2(E > ListBuckets

"ListMultipartUploads™
URI ZH2HMERITE
StorageGRID IEIL:AEKIIFAE RS HAIRE MR TS -
* encoding-type
¢ key-marker
* max-uploads
* prefix
* upload-id-marker

sARAX

e
it
7

${post_edited_translations.segment}
"ListMultipartUploads"

"ListObjects"
URI B2 HMARITE
StorageGRID XIEIL:EKIIFAE RS HANIREE MR TS :
®* delimiter
* encoding-type
* marker
* max-keys
* prefix

sARAX

e
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7

${post_edited_translations.segment}

"#EFETRE LAV


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html

"ListObjectsV2"
URI &0 2 M ARIRE
StorageGRID XIEUILSERBFAA A2 HAIRE DR THINS#
®* continuation-token
®* delimiter
* encoding-type
* fetch-owner
* max—-keys
* prefix
* start-after

sARAEX

e
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7

${post_edited_translations.segment}

"#EFETRE LAV

"ListObjectVersions™
URI &2 M ARIRE
StorageGRID XIEILFHEKAIFAAE & A S HAIRE MUK THIMS#
* delimiter
* encoding-type
¢ key-marker
* max—-keys
* prefix
* version-id-marker

sARAEX

f—
it
7

${post_edited_translations.segment}

"#EFETRE LAV

"ListParts"

URI &2 A KIZE
StorageGRID X #EIL:ERNFAE & A2 HAIZE UKL THINZ2E :

®* max-parts
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html

* part-number-marker

* uploadId

sARAX
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"ListMultipartUploads"
"PutBucketCors"
URI EH2#NERITE
StorageGRID ZIRILFHERIFAE EHSHAIEE o
FARAX
StorageGRID 1% Amazon S3 REST API X E1FRF EEMIFIAEAREAX B H o
${post_edited_translations.segment}
"HFETRE ERYEE"
"PutBucketEncryption"
URI EH2HMEKITE
StorageGRID ZiRILEKRIFAE EHSHMITE o
5REE XML 128
StorageGRID Z1EMU TFiAERAX XML 125 -
* ApplyServerSideEncryptionByDefault
* Rule

* ServerSideEncryptionConfiguration

* SSEAlgorithm
${post_edited_translations.segment}
"HiFiTEe EAYEE"
"PutBucketLifecycleConfiguration™

URI E 285 R1Z5E

StorageGRID iR ILEKBIFAA & HASHMITE o
FAREE XML 125

StorageGRID 1B TFARA XML 125 :

* And

* Days
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html

* Expiration

* ExpiredObjectDeleteMarker
* Filter

* ID

* Key

* LifecycleConfiguration

* NewerNoncurrentVersions

®* NoncurrentDays

* NoncurrentVersionExpiration
* Prefix

°* Rule

* Status

* Tag

* Value

${post_edited_translations.segment}
* "EFITRE EAVER"
* "EEII S3 A piEHRMAR

"PutBucketNotificationConfiguration™

URI EH2#HNEKIRE
StorageGRID iR ILEKRIFAA E A2 HMITE o
sAKEE XML AR5
StorageGRID ZIBIUATARAX XML 125 :
¢ Event
°* Filter
* FilterRule
° Id
* Name
* NotificationConfiguration
* Prefix
* S3Key
* Suffix
* Topic

* TopicConfiguration

18


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html

®* Value

${post_edited_translations.segment}

"#TFATRE ERIIER"

"PutBucketPolicy"

URI A2 A RITE

StorageGRID iR ILEKIIFAA & A2 HMITE o

FERAX

BRAZIED JSON AXIRUMNFAEN > FF2RA EAGEFRMEEFEURE]"

"PutBucketReplication™

URI EH2#MNERITE
StorageGRID iR ILEKIIFAA & A2 HMITE o
5KEE XML 128

* Bucket

* Destination

* Prefix

®* ReplicationConfiguration

* Rule

* Status

* StorageClass
${post_edited_translations.segment}
"ETFATHE ERVIER"
"PutBucketTagging"
URI A2 A RTE
StorageGRID ZigIL:ERIFE S HZSHAIEE ©
ARAEX
StorageGRID 321 Amazon S3 REST AP| T E R EEMNFTA B REAXZH -

${post_edited_translations.segment}

"#TFETRE LROIEE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html

"PutBucketVersioning"
URI EH 2 #AERITE
StorageGRID iR ILEKRIFAE E A2 HMIEE o
A2
StorageGRID 1B AKX 2 :
®* VersioningConfiguration

®* Status

${post_edited_translations.segment}

"EFATRE LRITER"

"PutObject"

URI EH2#NEKIRE
StorageGRID XIRILFEKRNFAE = A2 HUAITE » DRI THIINEE :
* Cache-Control
* Content-Disposition
* Content-Encoding
* Content-Language
* Expires
* x—amz-checksum-sha256
* x-—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* x—amz-tagging
* x—amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x-—amz-meta-<metadata-name>
FARAX
© IR T E R
${post_edited_translations.segment}
"PutObject"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html

"PutObjectLegalHold"

URI EH2MFKITE
StorageGRID iR ILEKRIFAE E A2 HMIEE o

FARAX

StorageGRID 1% Amazon S3 REST AP| X E1FRF EEMIFIAAREAX R -
${post_edited_translations.segment}

" S3 REST API 527E S3 ¥{iHE"
"PutObjectLockConfiguration™

URI EH 2 #AERITE

StorageGRID iR ULEKAIFAA & A2 HAITE o

AR

StorageGRID 321& Amazon S3 REST AP| T E1ERF EEMFIA A REAXZH -
${post_edited_translations.segment}

"{FF S3 REST API 5% S3 ¥4 7E"

"PutObjectRetention™

URI EH2#MNEKRIZE
StorageGRID iEIL:AEKIFAE EHZSHAIRE » R THIINEREE !

* x—amz-bypass-governance-retention
FARA
StorageGRID 1% Amazon S3 REST AP| X EFRF EEMNFIAEAREAX B H -
${post_edited_translations.segment}
"f§ 8 S3 REST API &€ S3 ¥4 sHE"
"PutObjectTagging”
URI A2 M AKEE
StorageGRID iR ILEKRIFAE E A2 HAITE o
FARAX
StorageGRID 1% Amazon S3 REST AP| X B1FRF EEMIFIAAREAX R H -

${post_edited_translations.segment}

"HYIHETTIRE
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html

"RestoreObject"

URI EH2MFKITE
StorageGRID iR ILEKRIFAE E A2 HMIEE o

FARAX
BRAZENASURUREFAE > 5528 "RestoreObject” °
"SelectObjectContent”

URI EH2HMFKITE
StorageGRID ZiRILEKIFAE E A2 HMITE o

AREX
MBENAEMUNFAEN > F2RTIIRES !

* "{£F3 S3 Select"
+ "SelectObjectContent"
"UploadPart"

URI T2 A KIZE
StorageGRID Z#EILERIFAE & HASHAIZE URI B2 > UKRLTHII URI EH2# -

* partNumber

* uploadId
DB AT M hnsAsRAREE
* x—amz-checksum-sha256
* x—amz-server-side-encryption-customer-algorithm

* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

ERAX
- SN TEER

${post_edited_translations.segment}
"UploadPart"

"UploadPartCopy"

URI T2 M AEKIZE
StorageGRID XiBILERMFAE = HSHAIZE URI TH2E » MURLTHIIN URI TH2E :

* partNumber
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html

* uploadId
MR LA M INsAsKAREE ¢
®* X—amz-copy-source
* x—amz-copy-source-if-match
* x—amz-copy-source-if-modified-since
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since
* Xx—amz-copy-source-range
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* x—amz-copy-source-server-side-encryption-customer-algorithm
* Xx-—amz-copy-source-server-side-encryption-customer-key
* x—amz-copy-source-server-side-encryption-customer-key-MD5

A RAEX
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${post_edited_translations.segment}
"UploadPartCopy"
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1. 3] AWS CLI B EUERETE StorageGRID RAEHEIIMIRE :
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--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"
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put-object --bucket testbucket --key s3.pdf --body C:\s3-
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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1T JAER "s3:PutBucketObjectlockConfiguration  #[R » SUEHEIR AR B EFEE > 7 SESTRUIEIRIE o

The Content-MD5 FEKIZTEMZATE PUT A5 KHISE ©

R
ESEH A fE7F1REN A S3 Object Lock » i AR fREIRTIUAR A COMPLIANCE - TSR B RARIRR A 6 &F ©

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

YN{RTFEE fr AR Y TR SR (R BB HARE
EEMTEHFRESRAT S3 Object Lock » M EEFTERMRBEAMRELRME » SAEATIE—FE !

* FIHFBIEEPEERER - A2HR'EE S3 HER" -
* 3 GetObjectLockConfiguration 553K °

GetObjectLockConfiguration

GetObjectLockConfiguration 5K A :BICHEE BB AE TR T S3 MHHE » WRERA » IEEEEA%
RERIE T ERFEEXNRBEEAME -

SR IR BN E FERR > TNRKIEE x-amz-object-lock-mode > BIEATERMFBER - RKIs
E x—amz-— object-lock-retain-until-date? B AfER R R AR R ERBE LB -

& AZEER “s3:GetBucketObjectLockConfiguration' #£R » SR A fEIRF IR B SRFEUE » A RESTRILEIRIE o
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A KEEH

GET /bucket?object-lock HTTP/1.1
Host: host
Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft

botocore/1.17.29
x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[E1FEEE )

HTTP/1.1 200 OK

x—amz—-1d-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX

k=

x—amz-request-id: B34E94CACB2CEF6D
Date: Fri, 04 Sep 2020 22:47:09 GMT
Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>

<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>

<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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RIS SEMHEELTRE

257 . COMPLIANCE 2 GOVERNANCE ©°
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g ERRTRINEMTERRE

[e]

* Retain-until-date : 57 StorageGRID A/EREMHIRAZ AR B o
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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BB EER  FE@ Y PutBucketLifecycleConfiguration ;5K i§ HE R RIFE1FIE o

IEEAKR S HIERFRIE R BIERERERA testbucket NEZATEERHVMIM -

aws s3apl —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EEESEEMEIPAREESTEMINERIHTER > 5552 GetBucketLifecycleConfiguration 553K ° 40 :

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket

RRIhEIE S5 IS BIEE AR £ e BERAERS o

R B B E TE RN

IRATAIEEE H PutObject ~ HeadObject 3% GetObject s73KEF » FEE 4 dniERA4E ':F'E'JLHHEEU BERAREE
W - NRMRAGER - RIERERE S —18 Expiration' 28 > ARIETYHHE Hﬂﬁf’ﬂi&ﬁ’ ABHAFRA o

@ HRREERLEGEIAGE®R ILM > EIt "expiry-date BRI B EAZ ¥4 ERMIBRAY B EA - NFES
HE > F2RMEREYHRE" -

40 > It PutObject s53KK% 2020 £ 6 B 22 HEH » MiFMIHE A testbucket TG o

aws s3apli --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FIhEIERTZMMEETE 100 X% (2020 £ 10 B 1 B) @H > WHRNE L EHA4AREAIRAI 2 o

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn » tt HeadObject 55K AL EXS testbucket fEFEFHEFEMGHNPES KL
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RZHEIFE B SRR E R - WASTREMMHRTE 100 XEBIBHT - BEFFaRRAI 2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

(D) HREBIRAEHINGEERE  x-anz-expiration EEBIEEERIMLEN BB -

f£F8 StorageGRID E1E S3 REST API BYi#:%
7L E 2 FL StorageGRID fEFIAY S3 REST API B » (SFEZBELUUTES ©

HERFZEYHE HEAD &
MELHERERZHITHREREMH RS EENTEEZYGER L REERRE » BIFEFER lAvailable

1 "${post_edited_translations.segment}"—Z14% o BN » MR EHEARREREREBUIERIT PUT RIEZRIE
1T HEAD 121F > BIFERER TlAvailable; —E41%

TR > IR HEAD #RIEHRAEIY - ER—iE 8 MBS BT AR RS & BIAERE » 7]
AEFEIRE 500 AERFEIARSIEEER ©

ICRILUERA"PUT Bucket —E04"SERBBERFRRE FIA1 —2% » I UTEE— APIHREREERIZEF
faE—EI%E -

VI REVR R

AIREHEFITRRERBURRE - BEUA TGRS BREES

£ StorageGRID 11.4 2 R R AR FIHETFR

* FEFERBREESYAERIIEF T - E8 AWS FRIBINEATRIERER - Bk > BRI -
FEME—BIRIAR > BN image ©

* NRITBIE AWS ZRIBVER: » TERATRPERBIK AT - SAEYHEAITIN LB BB ERRER
R > SBEAU TR

mybucket/mydir/f8e3-image3132.jpg
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3 Amazon S3 REST API

StorageGRID F371EAY S3 REST API 1EZFIPEH
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StorageGRID E1EH S3 REST API {2 1BE %A HTTP BHAR o
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CSV sAKaEA%H

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSVv>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

Parquet :5K&5A 0451
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &

LEEFAEIE M % ~ 2010 FALOER ~ 2015 FAOMGSHERUREREAOSEERBLENEZEE DL - 1EXS
FEIH A Y SCERR 15 BB ©

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

FEHEZRMAIL1T "SUB-EST2020 ALL.csv ¥ FFA -

E&
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI %% (CSV)

L)
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

HEZRIAT441T "changes.csv W1 FFA -

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI %% (Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

B H#E22 changes.csv FURTZ41TANTE :

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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Date: date
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Date: date
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Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1

Date: date

Authorization: authorization string
Host: host

LEEBRU A TRV R R F AN o

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

£/ StorageGRID Ay DELETE Bucket A4 & @A EREAESE SRS
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%’ELIZ\?EEE% F(Ef#TF1@AY s3:DeleteBucketMetadataNotification #FR » SiEMRFIRE EREAZE » 7 AESTALEIR

A KEEH
LSRRI AEREFRNVESESRT -

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

£ GET Bucket 7TtERERZHREEKTE StorageGRID F:X CSE S

GET Bucket FAZERIEMAAES R AEEHEINANRE S B#FHESESHIER
XML o
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1EAZBER s3:GetBucketMetadataNotification ##R > S & MRS root EAZE > A BETTALLIRIE o

Rl

IEEER EHREN G %4 "bucket MfETFIRAV B RIEBAIAERS
GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

B3

[EIFEIE X B S REFRI RS RBAMAER - hEERIBMER PR ISR E AR E RERLUE TR

Bt 0 EARRGHEMENHEHRERS] » UREMGHEEN S EEELERR,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

S5

o it

SEPESRENERA B2 —RASHRA - SERRAISERBRBYIFUK StorageGRID FERHIHFHHER

EHEEEERY B AV o EE’J%Z\’E@H@ StorageGRID i#25H) URN 357 ©

Name STL)E] WAIE

MetadataNotificationConfi  FRRSE FRAEE RHEAI MM BHARAIZTRIE 21
guration %o

BE—EZZERATE °

89



Name

A

>
e

2z39
Bl fsx

Byt

Urn

90

=R EH

PR B R H i B RIS S E RS | 2 MR
A SRE

AR E BB RR RS RIEAE o

& 1E MetadataNotificationConfiguration JtZ&H °

MRBBYME—R RIS
BEERBITES -

ARG TERAL 3 TEFAL - BREFAN
RA > REREUEMITE

BEERATERES -

BRTGIATT R S REIZMRANTE - HhlEEr
BEEEIEENEAM -

AETGFRBEYN > BIEEZEBERIR ©

BEERATERES -

18 B MO B0 S ST o
BEERATES o

MM EE R EHXTIRIERIMAY URN » WBEEREBU
T B StorageGRID #2489 URN
*esWHRE=ETE -
* URN AP EBEEHREFNRS FEEEE - &
%A domain-name/myindex/mytype °

I B5FEE Tenant Manager SifE A B8 AP #EITERE ©
EfREUTER :

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

WABYCER TR IR » AB T BEIRRARRE XML » FRIAERE
BT B3R 404 $8352 ©

Urn B2 7E Destination JTTEH ©

[

17

[

=H

[

y=3i



[El R RG]

"<MetadataNotificationConfiguration></MetadataNotificationConfiguration>"
SHZHERY xML

RIBERIAIAEEFRRCHESESIRMNES « 40P » TP ESHIREXEISAS
‘current ~ $EEVZTEA 2017 BY Elasticsearch R5| ZRGIFEEESRA records’ B
AWS A o

HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FERIE
"EREEAIRE"
£ PUT Bucket ;TERHERIER E 55 K1E StorageGRID FEYAESE SRS

PUT Bucket B FEEMNARRRKAIRERE—REFREAESESRT - TEFKAX
IR HAYPEE FEB AR XML 5 2R H P B FHEXE B RIS SRS B9 -

T AR E1FITAER s3:PutBucketMetadataNotification #R » SYRIRFRBERERE > 74 SETTALLIRIE
X

AREXHFYUABSPEBEBNER - SEPESHBENERES -SRI - SFRAEEHERM
» L StorageGRID &R REERMEXER BB o

I LUREY 4 R BRI A & TERIE © A0 > ERILGR BB RISR /images' AV P AEERHBXEI—EE R
> WAFABRIER /videos' FU¥ I R E FHEXE| S —E BRI
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AR E M RVAARG RS IR G RHEAE o Al > EEAEREIWMIFRA 0 —IRHEAIRS test (I > 5—1%
AR “test2 UMM > RURZMEREAS TR AET o

B BB StorageGRID UnEsHY URN ZRIETE o IR PHEERIBAERRE » inFaBFE » BRIBREGK
% 400 Bad Request © $EEREIEUNT | Unable to save the metadata notification (search)
policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

XML YT ©

s

HEFRFRBAFR A E FEE RN AR

Name S| WAIE

MetadataNotificationConfi R IEEPEBE LN YEHF ERMBRAIESIIE W
guration %o

BE—EmZERATE -

358 ARSI LSRN ISR 2R B
BORESIRE ©

AR E BBV RR RS HRIEAE o

1 & 1E MetadataNotificationConfiguration JtZH ©

ID MRBBIME—RE RIS

7]

BEERATERES -
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Name S| WNIE

REFAIUZ TERA) & TERFAl - BREFRAN  EN
MRA > REREUERTITE

>
e

BEERATES -

AR BRTSRIATTRMI S REZMRAINEE - HPEEN =28
BEEEIEENEAM -

AENGPEYMN > BIEEZERR

BEERATERES -

=]l RAB RIS B[RE o y=3i
BEERATERS -

Urn M EERZEXZNERMEY URN - W BREEU =8
TEMB StorageGRID %2587 URN :

‘e WBRE=ETE

* URN B RS RHHEFRIRS IFREAEE - 1%
% domain-name/myindex/mytype ©

ImehiEiE Tenant Manager S(FH A BIE AP| #EITHRE ©
EfHRAUTER :

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

IAAR R ElmE 0 AR BEIRASAHAE XML » THIAHRE
PSRBT 3R 404 $E5R o

Urn B2 7E Destination JTZE ©

R
IESEFIREBIMNARRFRABESES - EARRET - FIEMHERNYGFPESHE S EXEIER B -



PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEULEERI > FFERIAR /images B Z M PEEN SFXE—EBRIM > MATSAIE */videos I 24
HREFNRSEXESE _ERRM -

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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ESESIRIBELER JSON
~FEFRBAESESIRTER - SN « EMEBBROG P EBEN SIREER - BEEE—E JSON XL

HEXE BRI IRRS

o

IEEBIBERIE RS test NEFEITREPEIABEIE sGWs/Tagging. txt BIYMEEF » RIREELERY JSON &

Bl o test EFITEERBNRRZASIES > Bt versionId 2R A ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata":

{

"age": "25"

}o
"tags": {
"color":

}

"yellow"

PEERHENPE S PEER
RS LR SRS REXEEBIMIFER JSON XHAHATEZRIPRARIL -

X aiBE S EEFRRE U RENRE ID WRE) -

kY
EERINYHER

EERANYHER

EERINYHER

EERYHER

RgPEER

YmsaiE
#FETRE

versionlD

&1

R~

md5

Bt
#FITRER TR

iR

YRR > AR CREFITRS
RS

EEFEIrIEE > FIM0 us-east-1

HTTP AR mA KRR/ (X
A A EE D)

MitsE=
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Y Ymsais siLPH

EREPEER HagE R key:value 2B EREPEER > L
REHWAEAZIR

2E 1RH¥ key:value MR B ERMHEE - LERE
HHOERER

HPIZBMEREPAEER > StorageGRID €18 HEBMEFEEAF R S3 HHBRNEIRS
@ Elasticsearch « HE:&E Elasticsearch #&ELF R RS H AT #F » ;5128 Elasticsearch B9
ENRERAIE FEN H IS N FESRBREITIRE - (BN ERS| LEVBENEBIEE » AR AER
TESESIRT - XHRBIERS|E @ [EEEAERS | PREZ S RIRAILER o
i =El
“EREFIRA"

£/ GET Storage Usage :5K#EHY StorageGRID FHIIRE M #F@HFERE

GET Storage Usage EX & &HirfSik P IEEERANVAERFREE - UREZIRFRBNE
EEERIERE o

AILUEBEE x-ntap-sg-usage B REHIEEHR ListBuckets 55 KRS IR B R EEFBFrERA N HERET
R o FEFRNHEERBERBRERAERIEN PUT # DELETE :5XRE N BEHN - BRAKREIEEERRE > L
HEAZGEHRENERT » FREEHETEREZFEEERE —LEE -

TR T » StorageGRID EEEAMEH—RMRBEEAEEN - MREXERGEREH B
» StorageGRID RIE &l fEARIARE — 2 REBIEREE -

W AR s3:ListAllMyBuckets #[R > 5(E IR IR BERERE > A BESTRILIRIE o
A KEEH

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

[EIFEEE A

bR —ERS - ZIRPEMERFRPESEYH 12 BATENER - SEFFREImEYI4H
6 B TTAERYE R ©
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hR s

SEENYEIRASE S B EIFETAY "ObjectCount 1 "DataBytes (BEEE SR © MIREEFAE A
"ObjectCount 488 o

GLEE]
— i

EERNERERERHTRR:
ERMOEEEER (HHER StorageGRID EREE)

Fﬂ%%gﬁm&mm&mmsnEmAm%%ﬁﬁ%%%ﬁﬁ%ﬁ%%@ﬁmﬁ@
% o

ERERINEE R

JCH StorageGRID kRS89 StorageGRID EFERINSEE 1B » W EHM S3 Object Lock B ©
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MREZAIEA T 2ECEREERE » B7E StorageGRID 11.6 P ERE 21 S3 YHHETERT o T E %
BEMEAERERNIGEHTER ; B2 BRI EER[EA StorageGRID S3 REST APl REIE{EAIREHIERR
BHREERE -

* &5 S3 REST API 22 S3 ¥4 $4E"
s “EH ILM SR
* "NetApp &1 E : {N{E7E StorageGRID 11.5 P EIBERRT & ERNEER"

EEREREBERRX :
* "BEEA - AEREREME PUT Bucket 55 KETTRMERL"

SGCompliance XML TtEBEEH © AT » &aILATE PUT Bucket s5KAEVER XML 55 RAXHEF It
StorageGRID BEI7tEk » UEBILERBEH#TR

* "B EH - GET Bucket compliance"

GET Bucket ;ARREEFERERRA < B2 » EINARTUERIERREEIRAERR Compliant {#F#EERIE
MEVEFRBRRTE o

* "EZH - PUT Bucket JERREE"
PUT Bucket ;ZfREEARE R © B2 » EINATTUER AR RKIENIRA ERT AR FEFRAVERE
BERE © flEn - SRR B REFREN QA AL MERE AR o
StorageGRID 2% SGCompliance Jt&

SGCompliance XML JcEBEEH © 7hl » ErI LU IE StorageGRID BEITEZERTE
CreateBucket s5KHVER XML s KA » B FEERIEER ©

SeR1 StorageGRID HrZA<H 1R 1HHY StorageGRID EFREEINAE D 1B » WE M S3 Object Lock BX
o MNEFME > AR TIAR ©

* "{#A S3 REST API %7€ S3 ¥4 E"

* "NetApp Z0:8EE : {1fAI7E StorageGRID 11.5 PR ERRT & AR HTEE"

TEEBRUMAEREREVIHTR - MRICERGEMA CreateBucket ARBBHFREREILMNTEIER
#ER > RIEELTIHERAR -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

StorageGRID FEZ R GET Bucket &334 E R
GET Bucket 7ZfREEARKEEMR o BE > TR LUERLLERREEIRAERR
Compliant #1741 B AIE MRV ERREERE ©
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SER1 StorageGRID R ZA<A1g AT StorageGRID EFREEINFEE 1BMF » WE M S3 Object Lock Y
o MNEFME > AR TIAR ©

@ * "{§F S3 RESTAPI ;2% S3 ¥4 HE"
* "NetApp Z0:BEE : {0MAI7E StorageGRID 11.5 FE IR ERRNT & ERIHTEE"

G JB¥ER s3:GetBucketCompliance 1R > & BIRFIRBiRFHEE » A BESTAILIRIE o

sAREA
LEEERIER IR ITFEE %43 "mybucket RIEFRBVERERERIE

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EE

TEEIFE XML 51 > *<SGCompliance> 7 T R EMENEREIERE © LB HEIRERR T —ERFFRENER
BERE » HPSEMHRIEREIREIER BERE—F (525,600 7i8) - LEEFHEMNLEGEFAE &
BHRE—ER B EMER o

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name siEA
RetentionPeriodMinutes MG E ILREFRPAERIREBEIE - UDEREN - REBEABEYHH

ARIBEFEETHE o
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Name ZRBH

LegalHold * True : UL RBRIRN G/ARAMRS - AMEMHRRZIIRES
TEEAFAERERZA - EARBRILREF R0

* False : ILREFRBAIKRENGERA  ILREEHRPOOMEIEERE
HARI AR MIER o

AutoDelete * IEFE | IBRIERERREIGEER - SAILREERPIYHRERRE
HAR 2 AR B ENMIER o

* $#H5R | ILREFRTET EEREHBEIARESMER - WREFE
EMBRELEW - BISBAFEMIFR o

HHER O

MRBEFREIURARTEER » BB HTTP ARAEACHE%A 404 Not Found ’ S3 #EER{UHEA

XNoSuchBucketCompliance ©

StorageGRID B EAHY PUT Bucket SHRMEX

PUT Bucket Z3REEFREER © B2 » ENARIUER LA RKEDIRB ERT G AR
HEFREAREERE - A1 > EAILGRIREREFRENR GQAFA DB MERERARE -

%R StorageGRID hRZASH1Z{tHY StorageGRID JEiREEINAEE @M » I EH S3 Object Lock BY
X o WNEEEFMAE » ARRETIARRE ©

* &3 S3 REST API s%7E S3 ¥ HE"
* "NetApp HIF#E - #NAI7E StorageGRID 11.5 R EIRERTT SERNFHER"
@, 7B¥EAR s3:PutBucketCompliance H#R » ERIRFIREIRERE » 7 RETERULIRIE o
B PUT Bucket JAFB1EARES » AR ERBERENSEMUIEE—EE
B KELH
HEEEBIFERIEEB % "mybucket BRETZ AT RERY AR BIBERTE o TEULEEHIF > "mybucket BV TEY 1 HEER

%ﬁlﬂ%ﬁ%@ﬁ%ﬁﬁﬁ (1,051,200 7388) - MIF—F - ILREFITRELBGERA - BEMHRERER M

100


https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

Name B8

RetentionPeriodMinutes I EILHEEFR P RIRBERRE - UDIEREL o (RE BRI
A BB RtaETE o

EIRTR 72 RetentionPeriodMinutes ISEHER » HWBISESEN AR
FHEEBERRZHENE - FERNFRZEEERERER R zE R

BEHEND -

LegalHold * True : ILEFRBRMER GARARE o AIEMHNREHHEERS
TEEAFARERZA - EEARBRILREF R

* False : ILREFRBRIRERGEARA o ILEEFHPOMEFIEERE
HARI AR MIER o

AutoDelete * IEFE © BRIEREERREIGEER - SAILREERPIYHRERRE
HARIZIHART B ENMIER o

* $HER | ILREEFRTRYTEEREHBEIRESMER - WREFE
EMBRELEMH - RISBFEMIFR o

ERBEREN S

E10MEH PUT Bucket JZRBIEEREH S3 EEFMEEREERER » StorageGRID B EREEEAEIEHEHN
ZAFRNDAEER - FERIERT > StorageGRID £ Strong-global —E M ARERFAABRIFOIES A
BEHERPHENNREHE > BN EEEAREEREHEE ST ABEBN—M -

MEBERERP O EEHILE _ERIZE Storage Node #AF R » StorageGRID #&;43E | Strong-global —E14%
> BI|[EIFERY HTTP ARREREZ 503 Service Unavailable.

YNREURELEEIFE - B EIHMEERAREIES - URFRSRIZHAENRERFERT - IRERAREESE
;éﬁ%@ﬁﬁ‘a?%ﬁﬁgﬂﬁ’\]ﬁ%ﬁﬁﬁ%ﬁ » BT tR P SE G TR B ITIEBEBIFIT Strong-site —EEREHKKBVE

@ BRIEFAMTSZIB A BIERCERMN > W BEE T RERIEBRAISEEMNER » [RITI/58H] PUT
bucket JEFREELXF Strong-site —E1% o

101



E—RMMEE M85 B > StorageGRID ERFEEMRIEZREBEREHILENNARFEFEREERA
BB - EERETFRALSHEFEHRAAZA > StorageGRID RFRIAEE LR AZHFRRESE
A—HHIRTE - BEFA—HIREAETERZINEFAFELTENGTS 1N > MRERFFRENSEFENR
& WEREIFRME—EE > BIREERARIERERSRE BIMMAGETR) AEREERFOMLENAR
2 o At > EERRENEGARAERERM » AIsEEEERB AR ZIHARE EAEMPR - STERA AutoDelete
BY1BI S EEMIBR o

= Eo8hlfER Strong-site —E14 » FBEFEEH PUT Bucket £3REEsEK » W H S Consistency-Control
HTTP 55KAE8E > WA

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

$EEROIFE
* MRFEWHNELANTER > BIEIER HTTP ARREAEEA 404 Not Found ©

* Y1 RetentionPeriodMinutes  sARFIE/NAFEFENBEFIREEAR > Bl arTe AREEEA 400
Bad Request ©

HERIE
"BER | AEREEME PUT Bucket SBXREITHEL"

BEFHRE

StorageGRID #0{alfSEF8 AWS R AIZRIZEHI¥ S3 E7ZRT i FN 4 HITEEY

StorageGRID f/ Amazon Web Services (AWS) [REIZES » :2 S3 AR I HERE K
HAZ4B7FEL o StorageGRID RAAE(ET S3 REST API [RAIFESHIF& - S3API B
ZENERAILL JSON R4S o

FEURAAEE
StorageGRID & = 7ZEURA :

* #1FABRE > I8 GetBucketPolicy -~ PutBucketPolicy #1 DeleteBucketPolicy S3 API $#2{ED} Tenant
Manager 3% Tenant Management AP| #1TE1E - #FRIRBIMINEFETR - AL REAZEGFFRER
FIRFHEMIEAPHFERAEHETFRAERYGHNER - —ERERRINEERR—E#ER > Ea5EE
AR Z{E84E -

* *B¥ZAR A" 23FE1B Tenant Manager FH A B2 API #£1T:RE o BH4ERASMIINZIRE hrEEEEAE > Fitt
AR EA AT ZEHAERZIRE AN EER - —ERHERE RBRAMN—EEHE - EAEBERRZ AR
FHg o

- TYEMSEIRR] » BATEE AssumeRole FRINBRER - T(FMBRAEBERAMISEN TR  E—5%
BEREFEANRER - LURBHARRIR B RRIRE TR -
() mams - BERERN TSR FRNEIEF EEER -

StorageGRID 7 BERIBHARAI(E Amazon ERIVIEEE - SERAINHE S —EREHES > S
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BREIUTTE:

* BERID (Sid) (3ER)

-S4

e —

* Principal/NotPrincipal

* &iF/NotResource
* B)E/NotAction
* &4 (ER)

[RREREEALAEBEIN - LUSERR : 85 <Effect> LIAAEFHE4LR <Principal> 7£ <Condition> & F Bt

<Resource> #1T <Action> ©

SRERAZRMBEEETERITIAE :

TR
Sid
T

/

Principal/NotPrincipal

&E/NotResource

#1E/NotAction

=
e

55

Sid FTTREERR © Sid ERARAERERUENITIHE - EgH%iH#F > B
G StorageGRID R4FMR ©

£/ Effect TRICRER T NFIIBMBISEBVIRIE o LU AERAIEN
Action TTER AR F AR B R FREM T T (SHEME) BUIRIE

WRILLREFERE ~ BEMRA FREEERLIITIREEE - WNRHA>
hRET S3 FHE > AIAIUEERERFT (*) EEATRRAFELTF
B o FERIBER T 0 RARFRESA SEFINZIRFEENER

1R QB HFERIRATIEE Principal 7TTE& © SRE¥4ERA - [REIFRHIAN
REF4HEN ABE S 8Y Principal 7TTE ©

Resource Tt AR MAIATZ AL « EIL{EA Amazon Resource
Name (ARN) ZEHBIEIE > LA SIBBEHIERALELER o

Action ] Effect TR HERBIMIEERMED - EFHEARERE > 2T
BT IEBETFIZERIVER o FRIECPRRISEEIR - [RIFERHHE
A8 5 BRI LU APRREE R B E M RAIR T RUHEIR -

Conditon TEDIEMAM o RATNCEIDEER U ARRERE
EIR

7E Action FTTE » ERILUERBRAFTT (*) RIEEFTAEIEHEERIFEE © FIU0 > Lt Action RF &N
s3:GetObject * s3:PutObject #] s3:DeleteObject Z FERIHERR o

s3:*0Object

£ Resource TTET » BRILUMERBERFIT () M (?) - 5% () 4 0 BAxZEFT > M (?) NS ESE

—Fo
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£ Principal 7TtEP * FREEREFI (EFREAER) b FZRERFT o AIM » ERILWERFT (*) &
E 7 Principal {& °

"Principal":"*"

"Principal" :{"AWS":"*"}

LU &8I0 » BER{ER T Effect * Principal ~ Action #1 Resource 7% ° L& HIBT T —ETB#ZITEERA
E2PF > 5222 PR(FEH Effect lAllow] #25 Principal ~ B2 E8#4H federated-group/admin  FBAFE5E$4R
‘federated-group/finance #fT Action “s3:ListBucket (H¥%%A mybucket BIfEFITES) UK
Action ‘s3:GetObject (HHZEEFITRRAFMEYIMG) BIRER o

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

HFRIRAIRIA/NRFIZS 20,480 {iUycAl » BF4ERBIAIAR/NREIZS 5,120 fiI7ThE o

[RAR—EiE

AsER T » BEHERAFMEBVERERREEHE Y - BRRAVREUES] - BHERAER—% - EFalhe
RERRIN 15 DEABEE - BRIBR T » BHEFITRRRAFMEBVERERHZE 28 -

TRAIUIREREE ERHFRFRENN—EIERE o flt > CAJEFERLSFEEHRE » FERRAEE]TA
B -

EEREBERT » eI UTE PutBucketPolicy :5RHERE "Consistency-Control #2588 » 3 {FF PUT Bucket —21%
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K o BfFFRRAZEN—2 > ARRAVRE - SE A SeFEEEEI 8 A BEERL -

@ RS T EHRERERME—BRERESTRNE » FHUETRERFEFRERNREERS
[RYa(E - BRI > FRARENFEFRFARERERERNRIRE
HERTIERERIRA] ?

TRERFRAIR—EEFIRR  CEERETEREIAE (BIMNMEREMARERER) TRIREIERENE
PR o TYRPEFRIRAIRBEARFF—EBOHEIR > MARER FREIMNIRERR o BFHEA S IR BREZRIEIR o

ZIRAIEAAfEA ARN
7E/RB)EBAA > ARN AR Principal #1 Resource 7T ©
* A T5IEEAIERE S3 EIFRARN :

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* EAEEEES HEIRARN (EAEMEFE)

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

HthEZEHEZE :

* WRIMERESE () FRERFT » UEEYHRSIBPNTEHZEFT

‘ %%#f@ﬂlﬂﬂ?'éiﬁ’\][‘%?ﬁ}@%ﬁﬁ% JSON UTF-8 #RF5EfEF JSON \u EBERFFETRS - AZIEE DR

"RFC 2141 URN z&7&"

PutBucketPolicy $#1E8Y HTTP 55 RANWZE(ER charset=UTF-8 E{T4RES °

FRAPIEEER
TERANERRAH > fEB]LUGEA Resource TR IRIEE 5T IBBEIRN R ©

SRR BHEEFTE—EERTE o EEEF » BIRLUITE Resource TN ? UL NotResource Rk
BRIE ©

* eI LU S3 BIR ARN IEEEIR © filun :
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https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt

"Resource": "arn:aws:s3:::mybucket/*"

s AT ATEY R P R R IR B8 - BIYn -
"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

© ER T LSRR YRR AR AR o

FRAIPIEE X
€A Principal JTEKH A RRI BB AFTIEEEFINERNERE « BENEAIRS o

* EERRAPNEERRZRE L AEE S —E Principal 7t& o B4HRBIPRIRAZRATREZE Principal 7t&

» KRB AR S EIRARAS ERE o

* ERAAF > ZEEALITR MPrincipall =7 > 3L TNotPrincipal] FRm#ERR o
* WZEEA ID 5{ ARN IEELUIRE AR S DH

"Principal": { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

* LEEFIERTEAIRE ID 27233906934684427525 » HAGiEIR 1R B ER kA PRFIEFERE !

"Principal”: { "AWS": "27233906934684427525" }

* WRAIIRIEERPIREER -

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* EEILEE —ESERE S ERE ( TAlex )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-

user/Alex" }

* eI e E — B E VB SEF4E ( TManagers] )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* WRILUEEERERS :
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"Principal": "*"

© BERE o EEIERERE UUID REAERERS

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013

BN > R’ Alex BEFE T #B4 > (ERAE BT Alex #MIFR o NSRFTHY Alex MIAABRIIL AR T HEERY "Alex”
fERERME > AEREFETERPUARIGERENER -
* HEALEEER I AFRRRE S NFEREE/ERERME -
ERAPIEEREIR

ERAIF > Action TTRAR AFFAEBH ERAVER o KRIUERAPIEE—RY#ER - SLEERAT
2 TAction) %7K > (LA TNotAction) R o BETTHRELI ELTERT S3 REST API #21F ©

RAPTIH T EARFEFREVERAE BRI aIRERR o

Amazon S3 IR7E#H#f PutBucketReplication 1 DeleteBucketReplication 178 » B
@ s3:PutReplicationConfiguration #[R o StorageGRID $#¥EE1TEIER D FRAVIEIR > BEERIAN
Amazon S3 FREHERT o

() 2@ put REBSRITAER - BITHR delete 1F -

RN EFRAVER
REPR S3 REST API #21F StorageGRID E&
s3 : CreateBucket CreateBucket 2/ o
AR L EREHAER
AlFR{ER o
s3:DeleteBucket DeleteBucket
s3:DeleteBucketMetadataNotification MIF: Bucket 48 & R EEN4A 8 2
s3:DeleteBucketPolicy DeleteBucketPolicy
s3:DeleteReplicationConfiguration DeleteBucketReplication 289 PUT
DELETE EEZ5 RN
RERR
s3:GetBucketAcl GetBucketAcl
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FEMR

s3:GetBucketCompliance

s3:GetBucketConsistency

s3:GetBucketCORS

s3:GetEncryptionConfiguration

s3:GetBucketLastAccessTime

s3:GetBucketLocation

s3:GetBucketMetadataNotification

s3:GetBucketNotification

s3:GetBucketObjectLockConfiguration

s3:GetBucketPolicy

s3:GetBucketTagging

s3:GetBucketVersioning

s3:GetLifecycleConfiguration

s3:GetReplicationConfiguration

s3:ListAlIMyBuckets

s3 : ListBucket

s3:ListBucketMultipartUploads

s3:ListBucketVersions

108

S3 REST API 1&/E
GET Bucket 5581 (248K

GET f#fFiTas—2%

GetBucketCors

GetBucketEncryption

ST 18 R F AN

GetBucketLocation

HY1§ Bucket RAEE KIBANAHRE

GetBucketNotificationConfiguration

GetObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersioning

GetBucketLifecycleConfiguration

GetBucketReplication

ListBuckets
BSREEERBR

ListObjects
HeadBucket

RestoreObject

ListMultipartUploads

RestoreObject

B FRhRkZs

StorageGRID &
=1

=i

=
ERY

=0 0 WA GET
Storage Usage °

AR ERERER
ARfER o



FEMR

s3:PutBucketCompliance

s3:PutBucketConsistency

s3:PutBucketCORS

s3:PutEncryptionConfiguration

s3:PutBucketLastAccessTime

s3:PutBucketMetadataNotification

s3:PutBucketNotification

s3:PutBucketObjectLockConfiguration

s3 © PutBucketPolicy

s3 : PutBucketTagging

s3:PutBucketVersioning

s3:PutLifecycleConfiguration

s3:PutReplicationConfiguration

BRARYHBIRER

FERR
s3:AbortMultipartUpload

S3 REST API 21 StorageGRID &

PUT Bucket £37E1& (BEZEH) =1
PUT Bucket —21% =R
 DeleteBucketCorst
» PutBucketCors
* DeleteBucketEncryption
» PutBucketEncryption
PUT #FITREREBFENEE =/
PUT Bucket R4 E BRI AERE =0

PutBucketNotificationConfiguration

* CreateBucket &1 x-amz-bucket-
object-lock-enabled: true 5K
1Z88 (3BZEZE s3:CreateBucket #R)

» PutObjectLockConfiguration

PutBucketPolicy

* DeleteBucketTaggingt
» PutBucketTagging

PutBucketVersioning

* DeleteBucketLifecyclet

» PutBucketLifecycleConfiguration

PutBucketReplication =H > PUT D

DELETE EE2REH
REPR

S3 REST API 121E
* AbortMultipartUpload

StorageGRID & &

» RestoreObject
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FEMR

s3:BypassGovernanceRetention

s3:DeleteObject

s3:DeleteObjectTagging

s3:DeleteObjectVersionTagging

s3:DeleteObjectVersion

s3:GetObject

s3:GetObjectAcl

s3:GetObjectLegalHold

s3:GetObjectRetention

s3 . GetObjectTagging

s3:GetObjectVersionTagging

s3:GetObjectVersion

s3:ListMultipartUploadParts

110

S3 REST API 121E
 DeleteObject
* DeleteObjects
PutObjectRetention

DeleteObject
DeleteObjects
RestoreObject

DeleteObjectTagging

DeleteObjectTagging (FZ¥{FHI4FE R Zs

)
DeleteObject (FZMHFBI4FERRZS)

» GetObject

» HeadObject

» RestoreObject
 SelectObjectContent

GetObjectAcl
GetObjectLegalHold
GetObjectRetention

GetObjectTagging
GetObjectTagging (FZ¥1148945 EHRZS)
GetObject (Z¥HRIFFEIRZS)

ListParts + RestoreObject

StorageGRID &



HEPR S3 REST API 21 StorageGRID &
s3:PutObject » PutObject

» CopyObject

» RestoreObject

* CreateMultipartUpload
» CompleteMultipartUpload
* UploadPart
* UploadPartCopy
s3:PutObjectLegalHold PutObjectLegalHold
s3:PutObjectRetention PutObjectRetention
s3:PutObjectTagging PutObjectTagging
s3:PutObjectVersionTagging PutObjectTagging (FZHIFHVSRERRZS)
s3:PutOverwriteObject » PutObject 28

» CopyObject

PutObjectTagging

DeleteObjectTagging
» CompleteMultipartUpload

s3:RestoreObject RestoreObject

£/ PutOverwriteObject R

s3:PutOverwriteObject #FRZ StorageGRID BB TR » BRAMNEIL N EMYHERIIRIE o LR ERER
FineE I UBRYHNER « FAEEENPEENE S3 MHIER -

HEHEPRAY AT BERR E B4
* 5T - BRI UBEYIM - EETERIE ©
* 1BAE | BRIREABEYM - RES B8 B > PutOverwriteObject #EFRZE(EAS VAN ¢
° MREF—BETHREIEFENIMG
" YHRER ~ EREESPEB RS S3 MRS EEER ©
* IEFEEITRVRR A ERBUREIIREUE » WBREIEHES

* WNERERA T S3 hZAiZH > Bl B4R :REZPELE PutObjectTagging 2 DeleteObjectTagging 1&1E
&4 B 2 IEB RTARZASEY TagSet ©

° MRHLAZIREYM > RIILHERER -
* MRILERAEFE > AIMREARET 257 #IRER -
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R BRI S3 [REIAFFEE » B PutOverwriteObject #[R:REA T1E4E) > BIEFIRELEE

@ MHENER ~ FREEENPESEISYHIRR o thsh » MR AE THEHARRESL ZEG IR
PH( T4ARs) > TZ2MRE > ERANYHt) ) > AIEZREEEE PutOverwriteObject RS
E o

ERAPIEE RN

R EERT RAMIRER o RFREFFNEEREMN -

IR ERRERETTHE - —@ Condition TTRAIUE S AR - BEKFHEXAIUE S ZEREY  FHFER
AURTUEN T -

Condition: {
condition type: {
condition key: condition values

ELLTEEBIAH > IpAddress &4 Sourcelp 42515 o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}s
TEEHEET

RHEEFRTIGRNDE

© FE

* BB

* ftk(E

* 1P fifdik
© EERE

RHEEF siLPH

StringEquals iR BEETHRELEE (BAXNE) o
StringNotEquals RESECE (BHOANNE) FREFHREETER -
StringEqualsignoreCase iRl REETHRELYE (BBRANE) o
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FRHFHEF
StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals

NumericNotEquals

NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

mikE

IpAddress

NotlpAddress

Null

[fExists

SRR

=RER
T REF REETIEE » AT ELE (BEBEKX/NE) o

AT REETRELR (BOXNNE) R *M?EBRFRT
iR BEETLER  RARRTE (BEDANE) A5
R¥7T °

i SR BUEETTIBRELL Y o

iR AREETIER » BREETA -

e IREBEEITILR Bt TR TS -

iR AREEITIER - IR TRINEER) AILEERAY

i IREBEEITILR Bt Tty TS -

iR AR EETIER - IR TIIREIER ) BYLEERAY

R THESR) E¥ > iFREAMEETTIER -

HrE iR P iitsy IP (It EBEEITILE -

RIFSETH » iFEIRE IP (IUEEY IP (It SEEITILE -

BEBRRERABTPEEFERERSIHE

FEONZIRR Null iR ZSMYERIRHER 7 » LIREZIFRHRSIBES

F1E - MRIFHRS|IBEAFE » BIE[D TRUE -

M2 8
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(355

aws:Sourcelp

aws:username

s3:delimiter

s3:ExistingObjectTag/<tag
-key>

s3:max-keys

114

aREn

s3:ListBucket 1

s3:ListBucketVersions 1
PR

s3:DeleteObjectTagging

s3:DeleteObjectVersionTa
gging

s3:GetObject
s3:GetObjectAcl

3 . GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl

s3:GetObjectVersionTagg
ing

s3:PutObjectAcl
s3:PutObjectTagging
s3:PutObjectVersionAcl

s3:PutObjectVersionTaggi
ng

s3:ListBucket #

s3:ListBucketVersions 1
R

=R EH

i BMEIEFAREY P (HETTLEER - AT AR EE R
FHEE -

AR D UNR S3 AREE B EEMAMFE R LR
B E TSR IAR - RIS B e & TH8RARES Lk
B9 IP fiib#EITEERR o

AR MRERBE=FIFEHAAH TES > AgRZ

BETEESH IP AIUEEITEES o 1Efa] “X-Forwarded-
For iIZEEE[ #7288 » AAEEREEHANE

i PR SASEIR A B EAELBEITIER - ATAR
EF R IHIRIE -

#& 8 ListObjects BY, ListObjectVersions 353K 5 ERY
DIRFSR2BUEITEEE ©

EXFEMAERENRERENE -

14 E2 ListObjects 3¢, ListObjectVersions K HI5EH
max-keys 2EUEITELER o



(355

s3:0bject-lock-mode

s3:0object-lock-mode

s3:object-lock-remaining-
retention-days

s3:0bject-lock-remaining-
retention-days

s3:prefix

s3:RequestObjectTag/<ta
g-key>

s3:x-amz-server-side-
encryption-customer-
algorithm

FERAPIEESH

IS
s3:PutObject

s3:PutObjectRetention

s3:PutObject

s3:PutObjectRetention

s3:ListBucket #

s3:ListBucketVersions 1
FE

s3:PutObject
s3:PutObjectTagging

s3:PutObjectVersionTaggi
ng

s3:PutObject

=R EH

Bl PutObject ~ CopyObiject #1 CreateMultipartUpload
AKAVEERIZTER RRARY “object-lock-mode #1TEE
B o

£ PutObjectRetention :5KH XML IEXXERIRY
“object-lock-mode #{TLEE ©

£ *x-amz-object-lock-retain-until-date 35 R IZFEH$5
E R B HAPR S IRIE R IR TR (R B HAR ST AR
PBHAPRETITLEE » MRS LEETE U TAERNTFE
[N

* PutObject
» CopyObject
* CreateMultipartUpload

£ PutObjectRetention :&RHI5E IR B &L LE HARE
1TEEE » LR REEAHEER o

##E2 ListObjects I ListObjectVersions 5K H15ER
A2 BUEITILES

EMHRRESRER  BERENRREZRMNE -

£ *sse-customer-algorithm" {27 PutObject

~ CopyObject ~ CreateMultipartUpload -~ UploadPart
+ UploadPartCopy #1 CompleteMultipartUpload 5>

IZTEH R copy-source-sse-customer-algorithm®

EITLERR ©

TR UTERAPERER - UWEERIRRHEARRE o RILUTE Resource TTREPEARAIER > hE]IX
£ Condition TEFMFHRILRPERRAIEH -

EEEBIFE > B8 ${aws:username} & Resource TTEM—EF45 :

"Resource":

"arn:aws:s3:::bucket-name/home/S${aws:username}/*"
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ESERFH > ZEE ${aws:username} B IR EIRPIFHERN—Z7 -

"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"

}s
28 I
${aws:Sourcelp} fEF8 Sourcelp £IBIEAIRHAVEE o
$ {aws :username) (B R E R R R A R o
${s3:prefix} FRRBEEBAEFATBEAIRMIES -
${s3:max-keys} EARFEEBA max-keys DIREAIRHAVEIE] o
${*} RBHFTT o FAZFTEAFTFERRLN * Ft o
${?} BH%FTT o BFTREXF ? Ft o
${$} BHFIT o BFoREEEMNETAR S Fit °

B RE R EARAY

B > RARFHEIRAIGEENZ 2 ESFHESEBEE » AISNHEERF R root fEFAE ° StorageGRID S3
REST API EERRBIEREEIREILE Amazon T3k » (BIRBIFHEEIRERAE

[FRIHITIHE [RR$EE Amazon 1775 StorageGRID 177
EEECHATARERIRE #HETE FRIEMEBEREIHIT B EHE
RERR root EFEEIRBREBEHFIE
S3 EERIR AR IERVERR
BB CHEAE/EHENEM B¥4E B E&EHIHIT il
FERR
AFFINEBIR P BB A A (HEITE EMWETA B BERRBAKE > A
R S3 fAFATRE R AR ERIRERR

& 1E[5] 405 Method Not
Allowed ££35
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[RAIBITIHE [FRR$EEY Amazon 1724 StorageGRID 1774

FUEFSIMEBIRE root (FRAETE (A7EETHS BN BERAAHR > FrE HEE
BEBEEMAER S3 HFITRE R B2 IERVEERR
#B&{H[o] 405 Method Not
Allowed $£38

AREFFE ABRITAREIRE HEITRE B > {BFFE S3 H#IFITRERE HE
BIRERVRERR £ SMEBIR B root
fEREMEREER 405
Method Not Allowed $£32

B4BFRE ABITERAIRERIE  (E1FETEE FRIEMEEaH#T 8 4EE
PR root EAEIRPREHAE
S3 HIFE RIS ERVRER

Principal 2—fEFEFERIER 7T BHHETEA BHH
AoEFE
;%ﬁ%—ﬂi%ﬁ?’fﬁ’ﬂ S3 f#fF B B el
FRER A HEHE f#FATRE BYHESEA B
IWRARFIFFAEERA (B RHFiTHE BN - MHERRIUERPFIAE BN - YHRHEERESER
EERIRE) MEYFIE FEEFRRAAER - BUE FFAA o RERERRIER -
MR o MRF AR ACLIRT

WHFRIFEER o

—RBEAZSREE (WORM) {r:€

eI LR —RBEAZRGER (WORM) RFHRMEEE « FEHAE TR REZRF S3 ¥MHZE o &0
|E WORM #771% > UASFEI LG B S HMPRIREASR o sSAERAILEFMRNEP—&ERS X o
AFERAIEREREE > ol .

* ¢ Grid Manager # » Rij{¥ Configuration > Security > Security settings > Network and objects > 721
#2EY Prevent client modification fZEX/5 IR ©

* SAEAMNTRRAIF S3 R
° £ S3 JRAIFFIE PutOverwriteObject DENY 121 o
° 1£ S3 [RAIHFIE DeleteObject DENY $21F ©
° [A) S3 [RAIFIE PutObject ALLOW 2/E o

@ 7£ S3 [RAIHH# DeleteObject 22 E 2 DENY » I ARFERHLE ILM E7F7E 130 KEZDEL 248
BIAR R BRI BRI ©
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@ BMEERTAABLERAIMERR > efMtEEMLETITEA F2RBERA) - BEMaURL
BENETHER F2REERB) o

BERA:HERA CREREG#ER)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

B3 B EENTHER (EREUEHHL)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

FERAE
* "StorageGRID ILM FREGN I E R 4"
* "EFIEFRREA"
* "EBIEEHARRA"
" TERSER R A EE A"
* A ILM EEYH"
* “EREAIRE"

StorageGRID S3 REST APl T {EREES R B &E
ERLL T &L StorageGRID TERSERRE! o

A RE AT RREE TIEREER IR A

FEABIR > TEBSERRY ERR(EW REFIE bucket! FREYIM o FRAE HMENFIIMEIE Z1E48 > {8 StorageGRID $¥5H
HBIE (BIENMER "s3:PutOverwriteObject” #EPR) BRSM o TEFZERIRRIBIIATEIFDY AssumeRole API BRI
JSON 12z iR -

"Statement": |

{
"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"
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StorageGRID S3 REST API {#77 & R Al &5
AT PRE ) A EERSEIL StorageGRID FZEURA! ©

HERRAEEZ/RRIFAMIINR R EF R FEER  MRILUEB T EFP—TETA » A S3 PutBucketPolicy
API s EREFRIRA

* "${post_edited_translations.segment}" o
* £ AWS CLI 81T T &< GR2RA'H#EITEE EAIEE")

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

BIan © PR NSRRI MEETE o

TEEGFF > BEELEREEANFRAEAEL RIS L EFITIETRG » W EEFITRRPRFREYH
1T GetObject #1F o FTA ER(FERRIEAR - 5HER » ILRAIAISEN IR RIA R > AR TR root (EAE
Z5h » EfhfEREERRB R AMEITRIER -

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

I : REF—ERFPIFIE AR REFFRER TE2FE > MASTS —ERFPIFE AEEMEEFH

FLER » —(@EIEERE PHFIBE AT IIU R 2 EIHER » M3 —@EEERE PRFAE A RS HE#EER -
W EHEF R L “shared/ Y Ei8RIARFIZEIIHHIT GetObject 321E ©

@ 7 StorageGRID /1 > JFEAERE (RIEERIRF) BINMHBREERESERPRE © #fF
RIRAERREEYM -
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

BN © REFFRE ARHEEFREAMEEE LA EHEREE T2 TN

FEILAEHI » EIEE S BN IFRE ARG (7 8 X (47 B RO M4 3117 GetObject 1R » T
REBRISEIES TS EHE Marketing HUREFIE 7 AL 1SS B 72 BUHEIR o
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

#H © AFFFABELIR IP (ASEERR AP S HE R ETEEN R AT
TEEGFF > FrEERE (BEERFERE) ALY LEERLSEERTHNAMEMHRITERYIHRE

AR B AR BERBIEEN IP iIit#E (54.240.143.0 El 54.240.143.255 > {BEREIE 54.240.143.188) ° FiH
HARERERIELR > FRBRE IP It EE 2 SMIFER M AHERHEAE -
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

P EAFHEENHASERETEEINEER

TELLEERIH - FEIRFERAE Alex R AFTEEEE examplebucket PR EMH - FREHMERE (8
¥ Trooty ) HEWEAMEIEABFIBIER © (BFFER » RFEAGIEE Troots ¥ Put/Get/DeleteBucketPolicy
HYFEIR o
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

&35 : PutOverwriteObject R

:federated-user/Alex"

:federated-user/Alex"

TELEEBHBIH > Deny PutOverwriteObject 1 DeleteObject BY Effect BIFE{RIZ A ABESIE R MIBRMHFRIE R
EREERMPEERIN S3 ¥R

123



"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

StorageGRID S3 REST API &48/& Bl &l
fERZAE VSR fI A& B4B72E StorageGRID 7ZEUREAY o

BHAIRAIEE Z R BIFRHMIINE 4B A9/ EIERR o [RAIFRE Principal 7T& ° AATEESH - BH4ARBITIFER
Tenant Manager ¢ API #1T:% % ©

& . 5/ Tenant Manager 38 E 24058

7£ Tenant Manager FFTIE S AREAF AR - (R LUSZRHEIR B SRIE E % B AR SR R TLE S3 ZEVEIR © 57
BR"% S3 HPEIAHE" -
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* # S3 FEVEIR : TERRIETE o ILEHEPMFEAERZFI S3 BR » IRIEEBHEREIIRFEIUER - 1
BRISEEILIEIE > FER A root (FRERILUIFENS3 BIR ©

© MERTFEY - ICEHEPRIEREY S3 BiRAER MRFE o fIE0 - ILEHEPRYERE A AT hY (A 1
i:ﬂ  REERIRE o BHRIEEE > WIERERRN JSON FERBREXF IR « R AREILT

* TEEH  ILBHERIEAEEAY S3 BR (BERHFER) B2 FiE - ERULERR - XFHRPR
FERTERTFENEHERAIAY JSON F & o BFEERELILF S o

* Ransomware Mitigation : IEEEHIRAERIC UL R BIFRA R o ILEHETRIERERTURITE BRIkl
BEIANE ERBYIhRAIZEH B R R PR A MR -

H TEEFAA TR #IRB Tenant Manager fERE R UERILEHERA - 1§ TEIEFIARER. H#IR
REISZEENARE  LERNBREBSEARRE (MFA) -

* BF] | BFEAERERESLEXF H IR IEERIRER -
#Eh : AFFEHENFAEREFRESTETH
EAGIT > FRIFFFRRAIBPEEE - TRIBENFIERERH A USTEFEER IR EE R A R o

"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

#h - AFFEHEHN A R RETHETH

FEEESGIP - FRIFFFRRAIBPRERLL - SRIBHEFRFRAREEY S3 HRER MEFEVER - fIg0 > &8
HEPRERETUT LY NER M ER - PEERRE -
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EABIF - BHERBER T B REFRIEE#EF R BRI EERR (EAR)
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126

"Statement": |

{

ngid":

"AllowGroupReadOnlyAccess",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

ListAllMyBuckets",
ListBucket",
ListBucketVersions",
GetObject",
GetObjectTagging",
GetObjectVersion",
GetObjectVersionTagging"

"Resource": "arn:aws:s3:::*"

o

AR EREEEEN



"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

StorageGRID f51% HEEHEHEHY S3 121E

StorageGRID Ar# & EERILME L HEFEXTF BetigsH o LRI ERIEHE
S3 FHAEMEIZNE - UES A RFEEFRANYHRIERFEE

S
i)
(73

=t

l:||||

1% B BRI R IR(E

» CreateBucket

* DeleteBucket

* DeleteBucketTagging
* DeleteObjects

» GetBucketTagging

* HeadBucket

« ListObjects

« ListObjectVersions

* PUT Bucket 73381
* PutBucketTagging

* PutBucketVersioning
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TE% SR ER BV HRIE

* CompleteMultipartUpload
» CopyObject

* DeleteObject

» GetObject

* HeadObject

PutObject

* RestoreObject

» SelectObject

* UploadPart (& ILM #7815 T f7ak B #EER)
* UploadPartCopy (& ILM #3BI){# 8 %5 o By A #RER)

e EE
* "FEEZBEEIEE
* "ARERAEZAR"
* "R ImEIIEZE
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