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View endpoints

Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usage
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining 8
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
=5
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Bucket name Space used Number of objects
Bucket-02 9447 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 645,619
Bucket-07 T30.8 GE 808,655
Bucket-04 T700.8 GB 420,493
@® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 0 other buckets 23TB 5,171,588
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

X API 355
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* [CIfEtZEEEA Deprecated: true
* JSON EIfEIEX B S ldeprecated] : true
* nms.log FFMIE T —EEZRANESHE © fla :

Received call to deprecated v2 API at POST "/api/v2/authorize"
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GET https://{{IP-Address}}/api/versions

{
"responseTime": "2023-06-27T22:13:50.7502",

"status": "success",
"apiVersion": "4.0",
"data": [

2,

3,

4

#EARIETE API HRZS
TR AEFRERIS 28 (/api/v4a) THAZEE (Api-Version: 4) 87 APIRRZS o MR EREHR HSHEE > AIE
RETERREE-

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

BhLE StorageGRID RRIEAHILERABIE

&R LAfEEF CSRF < ERIZIaE Y Cookie BUEEES » {EM17BN StorageGRID [hEEEELLEEK
4% (CSRF) IXZ o Grid Manager #1 Tenant Manager & B&IEUA It Z 24 IHAE ; Hith
AP| AR IR ] AT & A R E S R RUALEIHAE o

${post_edited_translations.segment}

StorageGRID ZEi&fEF CSRF <R 17 EE CSRF E - RUALLTHAER » 15 Cookie WABKERSER
ERESE POST SAXREES#BIABIRTT ©

i

EERFALLTHAE > SATEEE AR csrfToken B#RER “true o TARES false©

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

24 true B » RIRE AT A Grid Manager I{EERTERBMEER GridCsrfToken Cookie » M AE
Tenant Manager BI{EZ£:EE A B MEI#ER AccountCsrfToken Cookie ©
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${post_edited_translations.segment}

* It "X-Csrf-Token #3538 » BAFEERVERE # CSRF token Cookie HY{E °

* BRI RERIBIENIHE | AcsrfToken RERBHEREIBLH o
EERE CSRF 1R > sAEMA "R EEAPI" 5 TR EEAPI" o

@ ${post_edited_translations.segment}

e PR AR B S AR
£ StorageGRID AR SR A BHAREME

WNREBI S 4REETE P RE A 7 AR S ELR - BIZEA P 21 —1E StorageGRID &4 (KR
HE) #BHRE|5—E StorageGRID 4t (EATHEE) - HHEENTHE » FMEERIFEHES
BMERIBFAHF(E R EEZ Clone EEAKEE ©

P RYEIB StorageGRID A ETHF HIZKIEAN - THEHERFIR StorageGRID 47 2TH A BB A
1% o MERAIRA EAEHERENRSE ID - &8 « FITHE « FERELRENEISRAER - EENMERRYNE
A root FEFAERNE o MNFFME » 2R "HHEEIRE Clone" 1 "${post_edited_translations.segment}" °

ERERIRPEFZ" "${post_edited_translations.segment}"ETZEME N EFH o IEMELER _EEA AR
BEHANERE » IRERIEEET—ES L FEEENHEENYE

FHEIEE Clone TIERIZ

MRECWHEFIRFERSR MERAERMSER) #R > FEELEMIER > I TH# Clone B#HH - fEAEM S3 7HX
TIRRITER

Permitted

o Sign in to tenant
tenant account on source grid
Yes,
. . tenant Using
9 Configure same identity ¢ identity No

sgurce on both grids £, tion?
¢ +- Yes, grid

Opt I eat
prionaly, create Create local groups and

o Crest= f sted . federated groupson .
groupson source grid X userson source grid
source grid
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys Q—‘

Optional: Clone 53
e access keys from source
to destination

UTFRIERENEEDER
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Q..

BAKRERE (RPBIBRMER) ERBERIRS -

9 (FIEE) RIES 7! HHER
MREHIIAFMRF R Use own identity source #ERUUEABISEHEMERE > s5RRIREMN BRIMIBRIRFR

EHENERKE UKRERNRE) - REEMEARERHERNE DGR » 758 Clone B& B4R
& o MNEARRIIET » 52 "${post_edited_translations.segment}" o

e BIEEMERE

BiBEMERER - FREIERBIRIFEERLG - FiEE#4EE > StorageGRID §BERH Clone ZIB A
AR o

* WNREAE(E StorageGRID RFIEHIEFIRP RE S 73R! HER - "2 R 2440 B AT EB RS 2 H
RIZRIRE AR EEEHEAR BT o

* MMRERER I DB » "B AR AR B A ERE" o

o #3783 ISR

%sﬁnx"@ﬁ@ B CRFIE R S B 1 B & RF I E R TR ARRAEAS ¢ B AUt AR _E AL A LR

e (A]3%) Clone S3 IZEXNE 18

MELEREEMEEAE L ERERNERESRERETR » SAERRER EEIFEEE 0 ABER Tenant
Manager API i EF &) Clone = BBU4A - WNFTABREATE » 552/ & H API Clone S3 ZEE#E" ©

U01al Clone E#4H ~ (FFIEM S3 EENEE ?

BEAREHAS » THRNAEERRRERNER BrtAER ZE Clone 8548 - fEMEM S3 FIEHE o

RIS LRI A B AERK Clone ©

B R F IR B S ELAS B R B 19 A8 % » StorageGRID & B EN EHIL £/ 5 SO RAAR I A B¢ 4R
Clone EJf2 5 BYE RIS o

[RIGEF4E H Clone EABERIMNFEUER - B¥AHMEIRH S3 B#4HRA - BRARIA » FF2R"% S3 HREILLEHE
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Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ TERIRAERS R U AR EHER PTEI BV EREAE - A EE ST Clone EBRIMAERAVEHEZ
B o FIE > B BB R7ENERE o AR RILEREREEIEE -

R LRI A ERERH Clone

TEER RS BRIV A ERR &R > StorageGRID & BEi%fEAE Clone EHAVMAAR o [RIAERERE
Clone EAMHENZR « ERAEREMN HEEERU RE - MEFRENEIEREE - MFAERET > 72
B "EIEERE"

BERNZE2MEE > FMEEREZELRTE Clone EHAVMER - RAKEREFTEFIERIMERE LR Tenant
Manager > RIFERIRFRY root EAEWZATE B FMAEM L S EREMIEEE - IERRET » F26R "EEE
FAE&" -

Tenant source grid Tenant destination grid
Create local user —1J» Local user cloned
Local user » Local user must get
has a password new password

TEARRAES LRI MBS EF 4B E X Clone °

REZEAMRE Clone 1BEZ "${post_edited _translations.segment}" 1 "${post_edited_translations.segment}" FIE
KReEmE  MEARFEAE ENEFEY (BBA) MESEH AR B8 Clone ZBERIMARNE EAIFES ©

WEE B A AERMFIET « BHEMERM S3 BHERA -
ERRFERRIBMAEELRH Clone B|BRMIAR 2% > BSEAERTUEE @R LEAER -
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Tenant source grid

Create (import) federated |_|
group

Federated user can signin

Tenant destination grid

L Federated group
cloned

—1» Federated user can signin

S3 7FENE & ] LA FH) Clone

StorageGRID & B &) Clone S3 ZEN &R ° AASEMEREAFTRANERAIIRERLZ 2 -

HEEREMEMER LNERERE > ST IIE—RE !

* MRAFREASEERPERBERNEER - AIAIESEERS L 20 CHFNER N B EMERE

AUFELER" o

* MRTEEEMEEE LERERNERE - TUATERIFAE LIS > AR ER Tenant Manager API
G H Clone &% "B A BRIMAAE o

Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

Tenant destination grid

Create 53 access keys
for destination

l Optionally clone access
keys with API

(D) sfamafEmE Clone S3 EMSHN » (EAE S3 EMEHHTERIIE S -

IS E BRI ERNEHENEREREH Clone ©

Clone 12/EEHEFE P RIRIRAGISE R EIFE 5 8V B RUAEN - W RETHEF B Bt AR 27 st A B 4AEMNERA
# > StorageGRID A g i§i54EIEH Clone [EI1F8 5 BIZRIEAEME o
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Tenant source grid Tenant destination grid

@ No change 4—— New useror group

® No change E | New S3 access key

EAREIMEREIEHE « EREMNMEFINEIRTZH Clone °
Clone R {HETERIBHEMERERREE

MRCTEE—ERPREMEREAE - FRAENEFNER - CRIEERTE Clone 15 —EHEE -

Tenant source grid Tenant destination grid

Edit or delete
group or user

1 » @ No change

Edit or delet
@ No change 44— It ordelete

group or user

fEATE A E EI2 API 1£ StorageGRID 488 2 EEH S3 7S 8

ANRITHY StorageGRID FHF A IRF AAE Use grid federation connection #[R » BIJaTLYL
Eﬁﬁ TR A EIE AP FEMSRIRAN LA AR S3 FENEIRENE B 24 LA A

FAsaZ Al
* HRRF¥R [ERMERBISER) #R -
© ERREREARI BRI A B AR o
* BEER "2 ENEEZES" BAMP KRN LB Tenant Manager ©
© ER—ERA "EIEEECH S3 /REEDS Root FEUVEIR" NEMAERHAE -
* MNREE Clone AEFEREMNEFINER > AIZERECEENMEREES -

(D) sfeamafERE Clone S3 EMEHN » (FAE S3 EMERHTMED S o
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Clone {E B CHFEER
NREFEEEMEAE EFEHERBFEER » BrIL Clone B EWIEENEE ©

1. FERRRAAME LAY Tenant Manager » "1 G H O RIZENEE T FE .csv iEZE o
2. 7£ Tenant Manager THif > ZEEGREAEIR > 7A12%%EEY APl documentation ©
3. £ s3 9 & BEIBLU T ImES -

POST /org/users/current-user/replicate-s3-access-key

Jorg/users/current-user/replicate-s3-access-key Clonethe current users 53 key to the other grids. i

4. ${post_edited_translations.segment}

5. 1£ body XF /18 » 1% accessKey #1 secretAccessKey HIEiH{E B EHAAIETHMN .csv FEEFHE o
EESRESETFEAENESSE -

hody % reguired

(body )

Edit Value | Model

{
"accessKey": "AKIATOSFODMN7ENAMPLE™,
"secretAccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™",
"expires": “2028-89-04T0@:00:00.0007"

1

6. INREIBZBHEA > 751 expires MEIFIIRE &% 1SO 8601 BEAREIRNAVIBEA B A= E (B »
2024-02-28T22:46:33-08:00) ° MNRBIEAZIALE > 3545 expires (FEREE A null (TR
Expires TR EAIEAVESR) o

7. 3% Execute ©
8. FEsDMEIARASEIFELAS 2 204 » RREIRE A Clone 2B HIMATHE -
Clone HfinEMENZIEE
R E A FAE BEFEREADIE_LRHERIEEEE » (TR Clone EtfEMEMFEEH o

HER
1. {ERARIEAME LB Tenant Manager » "J237 ELf{ERER S3 FEEE "1 & ".csv iEE ©
2. 7£ Tenant Manager T8I » #EURBAEIT » SA%835E APl documentation °
3. BUSEAE ID o (IKEE LA Clone HMERENEFEEE ©
a. 7t [EAE] &b > BEL T uRES -

GET /org/users

b. ${post_edited_translations.segment}
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C. IEE T EAEREERANERMSH

d. 342 Execute °

e. $FIZ Clone HEHMFERAE » LWHEH id WAPHEF -
4. 1 s3 S5 FEIELUTURES

POST /org/users/{userId}/replicate-s3-access-key

jorg/users/{userld}/replicate-s3-access-key Clone an 33 key to the ather grids. a

5. ${post_edited_translations.segment}
6. 1% userld XF AR » B EEIERAERE ID

7. 7£ body XF 1R > #& example access key 71 secret access key FIEE5|IEE EAAZFEREDN .csv
FEEHRIE ©

AR E TR A ERES|5E o
8. MREIREIBHA > FHE expires RVEEHIFE E1% 1SO 8601 HEAR MR IUAVBHA B AT (Bl -

2023-02-28T22:46:33-08:00) ° MNRBHBAZIAH > 351 expires (FEEEB A null (B
Expires TR EAIEAVESR) o

9. 542 Execute ©
10. FEER(AIARZSEIFEMEEA 204 » REIBERLIN Clone E) B AYMAEME o

£ StorageGRID HEIREAISIERS

WMNREHIFE B IRB R IIBFRIEIR T Use grid federation connection #£R > BIATLAfEA
BREE - HEIEHE,RIFEAR LR EFERANEL BRVthES LN EFRZEERSY
o EAEREE T B R ERETT o

${post_edited_translations.segment}

TERZERL T EMEARNFEEFRZEREBERERNT R - BESTWIFARAN FTEFT
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

\

Delete object from source
(delete marker inserted)

v

Delete object version N Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—> replicated to destination
(optional)

REBFEBER
EfERBEERERZA KA ASEREE B EE R IRP T2 T MERHFR - 241% » ST UEEF—ESR
W E#FR LR B ERER -

Bt AT
- CEBEHEMEBNER - HSMHEREEEER -
- AR —E S BN EE NS -

* HARPER TERMERGSER) #IR > EMEMEE LHFEERNERRS - F2R"EEERFEEER
BRREFER" o

 BEANEAEHEEEFEENMEREET » T HERER "${post_edited_translations.segment}" BIEHHE
B¥4H o

* MRELUSEEREZ D EAR LB RGN > BIFHFIRFRY root EAE BEEXMERE L AERIERERS
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K

SRIE 7B o

BumfEf#EEFE
Bt EASEMER LNHEBEAIRE - BWESEMRS LR —ERFFR -
1. {EHEASE S AR PRV E— AR BRYA - EBIEV TR
a. EAREREFERWEMEFRARERENEREAERIRE

MRBEEEUAREERES D EAEFREBMAER - s5HESHEARAR root EAEERTHNERER

REZHS o

b. $ZERRBAEST "L S3 fETFE" o
SEMEIE LR B A MR -

c. 1z MEEMMRE) BE L Bl TRUBYHhRAIER
d. yNRERY StorageGRID RARRFAE T S3 ¥MIHHEHE » HBREFA S3 Y HEETIEMSIER" o
€. #E1Z Create bucket °
f. 342 Finish o
2. EEELSER > THERKSEENS —ERR LAEEHEAIRPEILFETR

HEE > SEHFRTNERTRNES -

B RBERER
ERE—FEFRPISEAIZE 0 BRRITELEDER -

1. REERHYEERES > A EREERER"

a. FAREFRIERKRE o

b. ${post_edited_translations.segment}

- R PEEGEFRLE > e FIFEFRFAEENER
EEEERERRIIRE -

. ¥81Z Enable » EEEREFE

L MRFABEREEWE > FEEEEAERFERELR

g. (\J#%) &% Replicate delete markers B E ° UEEE S3 AR RARBAARZEHAESIRAS ID B9
fBReEKEF « BRI S REHEIER ¢

o O

]

= (FEx) : MRS SIS ERIR bucket > IR E BHBIM bucket ©
* B MRS EME ERRHETR - EREREBBIMEEER o
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Source bucket Destination bucket

Replicate delete markers: Yes

Delete marker

Delete marker added ——» replicated

Replicate delete markers: No

Delete marker added ——P» ® No change

@ YNRMIPFEARELZhRAS 1D > AU AR ASRAE SRR K AMIER  StorageGRID A~
SEREEZThRZA ID BIMIBREXK > FIEA G B Bt EEFR P RIFRERED RS o

HIER2H "TERERRER"

a. (%) 2% 'BERER) BZERNRE - UEERZNS/ Volume !
* Error (F85%) @ HBEZBALPECSIMNBHEBERFNK
* FE  OEMAEBERERRK  EREEEMNEZE LM Volume °
b. FEEMHEE - RIFMERERBEEN » SRR EEEELRTE
C. i#3Z Enable and test °

HWERZ  RETAYAE - MEEILREROIAREEEHER IS @RS " BRERER TR
FRFEENEE LTS RANINEE o

2. (I#) pifE5—ERER ENBRFEFRL AL HEFERER"

A EREER

MRBHEFRRA T BERER > A EFEREEGNBEMARERESESENF - UAKIFEMBMEERE
BINTEFRAER (FIM > IREEFESHARA) o

FRtAZ Al

* EEFER—E 2 IENEEZER" -

s IRBHI—EEA "${post_edited_translations.segment}" BIfEAAEEFAH o
1. BARERNERIRE ©

2. ${post_edited_translations.segment}
3. ERBPEEFTFRRE > A FIHEEFRFAENER
4. BB EERERRSIRE -
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5. 3%1Z Test connection °

NRBARIET > MGETRINEE - T > FRRERAR - ENEREES T UERAZA S RAEREE
IFEFHAE - H2R "HHREREREER"

6. INRBARBREEREALERET > FRIES —ERER_LRR RS - A2EEE Test connection LU Eg:E
BERER eSS —EAmERERE -

FREMRES
MREFRBRERMHERE S —ERER > AIRLUKAFLEEERER °
EIFRERERERZA  FERUTEIE !

* FREBERERASRIREAEBRAERINYIMG - A9 > Grid 1 £ "my-bucket REESE] Grid 2 L "my-
E;cket‘ﬂ’ﬂ%# ) BEERZEERNEERER R SR - MRCEEMFELEYG  LEFHH

* MIRBERFRIEMA T EARER BIEEER) @ EalEREP—ERMERFRIVEREEER © 4
> {EEIREARE(Z Y "my-bucket 7E Grid 1 E "my-bucket 7£ Grid 2 9IS » FEFRFAEERE "my-bucket’
1E Grid 2 B "my-bucket 7E Grid 1 BIIEEE o

* WRSFREERER » AR BERIREAR ERERI S ERIER - 5525

"${post_edited_translations.segment}" o

* MRFAELSVHNRFROEBMEBES » FRIFERRBN BB RERFIEYM - SRIREAENRRA

(D wrmERERSREN  SURAERRRES -

RS Z Al
* BIEEFER—E S IENEEZESR" -
s IRBR—E%EE "${post_edited_translations.segment}" BI{EREEF4E o

1. REFBEEZEREYAERERLE © FLEZFFRNEERER !
a. BAREFRIERIRE o

b. ${post_edited_translations.segment}

C. WERMPEEFEFHLTE > A FRHFRFEENER -

d. B BERER RIRH -

e EIERER" -

L MMREFEEEFAILRFRNEBARIESR » BEXTHIRTHEA Yes > FA1%8EIZ Disable ©

HERA > \REETAIIAE  FiE EIFEEFREOYHSELS BSER I HER - BERER 78
A [#EFH) BEE EERARITHEE o

2. IRERBEBERREALMET > FAIES AR LR EREER  FELES—ESRNEERE
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£ StorageGRID FRG17 481&HhERIELR
MEECHNBAIRP RS ERARIGSER #IR > AT LAEtR A FTHIELR ©

FRtEZ Al

* HRIRFHEE [ERMAERIEER #R -

* MEMR ENEEESR EARREIES -

s IRBHI—EEA "${post_edited_translations.segment}" BIfEAEEFAH o
HER

1. 3% STORAGE (S3) > Grid federation connections °

HERHIEET Grid BEREREE » HPES—EXRE - BETUTENR

18 Bl
BIRE EFR R A REfE PR RV B BRI AR -
R ERREER HNSEMRBSER  FTERABERERIER R o fig

FEEERTRIMEREREERTHS —ERERS -

RBHER HNSEERBSER > CHREMMER I EMEREERNRNER (
mA) - 2RBKRRE—EHSR -

2. (A EERTERABU R FEFRFEER -
ARRE—(EER

FEREESR) WAIPHIRERAISER THREZ—EM -

* AR RS ©

* HAREIRIRHEFAR o

© BESFEFREMR o

© BRtFEFRE B EMMIRE ERMEIL -

© BEStEFRE G ERAES -

* BRtHEFRBERRAERRIL - BRAERETRAIES] o

() imEBRERE—REEEEEER ; AR LN TRET -

1 MR TEREER) WAUPHFRR > FEFEASXF -

fign > IEEERRREARE RN B AIMEFRENERGREE » JieRERRAEH EEENERRA S3
Object Lock °
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Grid federation connections

Q Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name g
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and

53 Object Lock disabled. (loglD 4791585492825418592)

2. PATEITERRVIRIE o HI0 > MNREERER K Bt FFRIRSZET EEE - FENAZHFRAR
ZIEH] o

PRSP EEEVELR o

#E1Z Clear error ©

B Yes LUBIRA R I B AMARES o

%1 5-6 DiE ) AERIGHEINE TR o MlHERAEREHR -

o g > »

()  »rEmsRanER  SEASROREEEZ G ELSE 5 H > SRR -
7. EERERTALAME RHERERTIRAES » SR R B R R R o
${post_edited_translations.segment}

£ StorageGRID H1FFH & 43 8 B 28

ERAS DG AT EREM R ERFEENERE - LAFTHREREERATIERE
AAIRS ©

7 Tenant Manager %€ &%) #5728

MBREZHPEHANEREES —ERL (B0 Active Directory ~ Microsoft Entra ID ~ OpenLDAP § Oracle
Directory Server) H#EITEIE » BRI LA Tenant Manager 587 & 735 5B ER o

Rt Z Al
c CBEFER "ZEVEEZESR BARAEEREN -
* BB —{EBEA "${post_edited_translations.segment}" BIfEAEEE4H o
* {&{EFRIZ Active Directory » Microsoft Entra ID ~ OpenLDAP &, Oracle Directory Server {54 & 2 {HFE
o
()  mBCeEmsRSILE LDAP v3 BRF » SABHERITSIE -

* MREITEEA OpenLDAP » BB TE OpenLDAP fAlARES o 352 RI0penLDAP AR EIEM o

© MRCTEERGHEZIERTE (TLS) 5 LDAP FIRISETEN » RIS SRR L AL TLS 1.2 3
1.3 BSBISBIVGLE TLS BRMEBEL" o
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o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername
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Criate and manage local and federated groups. Set group pérmissions to contral acoess to specilic pages and fealures,

Q
() This senant has Use grid federation connaction parmission far coanastion Grid 1te Grid 2, New tenant groups will be automatically clarad o tha same tenant on the ather grd in the connection, |f you sdis ar
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2. f£F3 Actions THRERNF E FFRIFHAENER °

IRIERE
a. FEEEIEPRER R S ERFRE ERIZES I

b. ##3Z Actions > Delete objects in bucket °

BN ER
a FEHEFRABUBEREFMAETN -
b. 3242 Delete objects in bucket °

3. SN EIEHIRE - BEFMEN > BA Yes > A%BIER OK o
4. EXEMIBRIEZERRLE o
HoTER -
° EFEAEN ERE L ZRET—(AEaIREREE o EEYEREMBRYEINE DL o
o EAFEITRAERER L > #FITREABRE TR (read-only) ©
° (B4 © MERE) BERTE TREFEE. Bl LEEHRES -

Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

& All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read only. To stop the operation, select Stop deleting objects. You cannot restore objects that have

already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects

5. 1R{EEEITIBIET - NAEE > OJiEIE Stop deleting objects ZKIZLEZBIZ o FA1%% > TEILUEIE Delete
objects in bucket I8 ZBIL o

ECEE [FUEMEYMG B FERSMEIIRARR ; B2  GREZFNSEREMEMRRYE o
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6. ERHRIETTR °

EREFRAZER  IRERBGEN > BREFRHDREMEREIRES o

Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-17-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental $3 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

« Toremove this bucket, select Delete bucket.
» Toreturn this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects ‘

7. BATTHIEAP—IEEE

* SRHBERNERHEAFRARFEREREER A0 > ST —EZREERFREEMEEER - WREZHE
RaiEHERER -

° MIBREETERE o KETLUEIE Delete bucket 2k ffHIBRE — {718 > TR0l Buckets BE » /A1&1EHE Actions
> Delete buckets KPR ZEHTF ©

@ SNRMIBRFR A RN EAMERAR A CEEER - RIRIBEM S REMIPFTC - EEMIBRZH
=18 > WATBFRFRA RIEREIMIFRIRAC ©

° BEFRMEABARR » MrlSIEREBARITHE o a5 E— #7255 1ZE Stop deleting objects
» AJLUR[E] Buckets B » FATE3EE1E Action > Stop deleting objects 24 ZEAFBHITILIZIE o

filk% StorageGRID S3 &7FETHE
R AR Tenant Manager IBR—{EZX ZEZEHY S3 774 o

B2 B
- CEER SENEEIES BANAEES -
- R EIRFA RS oot FEUVEIR NSRRI o BN G BABHAS T EREIR R

© CEMFFRFEFRAZE - IREEMFNFEERARE > EREEFEPMEFDE"

RARSHEAETS
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BLERIAN B UMAERE A EEEM R S3 #FE o Sl UFEH "THFEIE API" 8¢ "S3 REST API" fllpf S3 f#
1248 o

R S3 FAFREZWH ~ IEERIHFRRAHMIPRESS » BIEIERIBRZEATER - BRAMMARIER S3 ARAEYIERY
B > s528"${post_edited_translations.segment}" o

1. ${post_edited_translations.segment}
M#FR) EERBENHIE > WETRFERAR S3 #Fm
2. {3 Actions IIAER S EMEFHNFAENERT -

BIEE
a. ENMEMRNSEFEFEREEAZEUS IR o
b. 352HY Actions > Delete buckets °

SHAEREmE
a. FEIEFERABUBTREFAEN -
b. 15842 Delete bucket ©

3. ERETHEEMELIRE > B0 Yes o
StorageGRID SRS ERFRERE » AERMIEFSERTR o ILIRFAIETEERDE

%%ﬁ%ﬁﬁx%%  AIERRREERAS o SR MIFREFRREIFRE WA FT A RS 4 BEM PR T

7£ StorageGRID H{§£F S3 Console
1&A]LAER S3 Console 1R EIE S3 EEFEREPEVIHE -
S3 Console AJFEIGEIT FHIRIE -

© HETEH - Eff ~ BR - BE3ARERIYG

AR~ B8 ~ TEAMERY 4IRS

* RIS SYH

© BIEMHER

* RGP EER

IR~ B~ ERfe S ~ B - BEFRIFRERIKR
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S3 Console $tHAZHE BB NIRHT BEEMNFERENTREER - BELIEEERRFAEBE R TH
CLI B¢ AP $21E

@ YNR{ER S3 Console ERURIFFERAR (FIgN > HOEIH/N\E) > FERE

© BOFTEYIFRIEE
* EAIEEREAE (API S CLI) FEERER

ez Al
* CEMER ZENEEIES BAHREES -

* MRECBEEBEYH > CRABIRYER Root ZEUEIRRIERERE - 3E » KUREBINHER [EA S3
Console Z5|1R# 1 #RUK MRMEREE. #Rs EEMARETEE #IRMEAERE - F2RE
FERRER" -

* ERERAERTE S3 BESNRFIFRRA - F2RAEARFEAEHEFEURA" o
* BAEFRENEIRERE D MMEENEE o CaLUEEFRIBILENN csviER - F2MA"ELE
N iBAIERAR" o
1. 5242 Storage > Buckets > bucket name °
2. 3EHY S3 Console F&5|1Z% o
3. BEEEE ID MMZFEERAGEIH FERAIFP - & > 2B Upload access keys MIZEEUEHY ".csv 1EZE o
4. ${post_edited_translations.segment}
5. (EAFRYHRIBENEER Mo URREEEMHG
Hth&:h
* RRIBEE | RS ENSERERRPLUS EEFHENYH - ESFgEITHMIEESZE
FHMG o LWRBtERRER KRNI o U0 > #5 folder1/folder2/somefile-" #EEIi AL
“folder1/folder2/ Bl 38 A B LAEEF “somefile-" BEERV4IMH ©
*© HEERIRME | R LEHE RN B EREIEZ RS S3 Console © B2 » A HEERK

. ?*ﬁ?&?ﬁ%?ﬁ | BERE - ERUEMORELIKE  BRRPHREYGEEE BN > ERERELER

* FRRFAFRARAZERIR R KAMER | EERRSEFBBRT » BRAMRREERPRERKAMLR © 55
SR E AR IR A EER]" o

B2 83 FaRF

S3 F &R

T f# StorageGRID BT & IRFS
EEFRTERBZA > B EERFHNEENERTIREE -

B8 S3 WK » 52 R S3 RESTAPI" o

71


https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/web-browser-requirements.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
../s3/use-access-policies.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
changing-bucket-versioning.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html

FERFGEE

StorageGRID F & RFBAINUEBMEEFRSER > BEALREGHEMUK S3 MNP ESHNEIZE
ZEISMNER B R ©

R FEIRFHI BRI EEF (IR StorageGRID FERIMNE » FILF & RFIESREF BINIREFER » B
AR LU B FHE S B AT ARSS » (MRS R ARITIREMEEE -

TAIUBE— S3 HEEFERRETETaRFBHES - fIg0 > EFILIFE StorageGRID S3 {#F#_LRIFRERTE

"CloudMirror fR#5" #1 "@EH" » LUERAFEYH$R5TE] Amazon Simple Storage Service (S3) @ IR A& EELLLE
M RBRIEE G I RE TR AER - HEITER AWS &

StorageGRID RABEIES M BEA Grid Manager 3 Grid Management API Z&&{ETH 5 1R A BB
FERFS o

TERBHNEZREAN

& IRFSIEBIEFER "${post_edited_translations.segment}" 8¢ "fE A EIE API" R E RN IRELETTE - &1
InFa N ER—EINEE B > BI40 StorageGRID S3 {#7F1#@ ~ Amazon Web Services f#7Z#@ + Amazon SNS F
& ~ webhook IFBEEFE BT A « AWS SHEM{IE R Elasticsearch #E o

BILSMNERIRRLTE o CRTLUEB RIS XML AHRESR A AR T A BRFS o XML ABRE AR T8 FE
IR~ REFREITIVTE) » URFEFRERIN ZARFSAIRES o

A AR SEERERNT & IRFSATEERRY XML 487 - Fli0 :

)
om

* WNRICFHLZRLL fimages’ FHIRMFIBYI4HE R E) Amazon S3 #771% » BIABE IR PRIEE AR -
* MRECEVEEEMHRFIREREEEMN > QSRS AR -
* MRBABEYMHNPEBEHEIRS|  RIEMEAR B FESBENTEERIENAER -

C

4HRE XML MUAR A E1F StorageGRID & BRFSHY S3 REST API #2544 -

T LR S3 REST API A2H
CloudMirror 5 + GetBucketReplication * "CloudMirror 5"

» PutBucketReplication o “EI{ZETEE Hy{ERE"
A - GetBucketNotificationConfiguration « "EE"

+ PutBucketNotificationConfiguration o “EIZETEE Hy{ERE"
BsRG * EXS Bucket FRHEEFEERIAERS - EEEL"

* PUT Bucket FAEE RIEXN4ERE * "StorageGRID BHiT#

/IE"

ERTERFIERER
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B HYsthinRE BRI T REEE(E B BMIRREAY AT A E © Y1RE B pthinRipEGRER S > B
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BRH - BlnAINEERR > G AEABERMATEXK

B Ysthin RGFR R YNREBRFIXRKGBIE B RIIRRIZEWRE > StorageGRID #RASFISEE RFIHF
EfEFIRE S3 FARER - AEEAREFKERSFHFEXT BRI > 48
PRI o

ME—A] RV EREAR S3 ARATREFIER o MNRMAERRRR T » BUFERHE
HERR Y ERAATEERRIRR - IRFREEFFENR » ARIR S3 1#&(F (A
g0 PUT 38K) RA&GRK -

CloudMirror ZXE R 52 2 BRMIRRMAENRE - HABEEREBILESE
BREMBNERIREZSHELHEE

HErfReE StorageGRID fR&& 4 & AYIHEIERIIER - RSENYIHHIFTEIRIFEER—IEE
WET > YRR (ANER) K1a4&E StorageGRID FBIARRE—E o

StorageGRID & #7115 StorageGRID ILEBITHVIRIEBARIETTHER © FI40 » 40
RICRTBMHE AL A » SABTHETILE: B BRRE—E¥% > ) CloudMirror
RAER D BRIt EF TR R RE S B4 -

ILM EESh a4 MBR 77 B AWS CRR # Amazon Simple Notification Service FIMHBRITARIF—2
AR AT P AR StorageGRID ILM FRBITI#HMIBRES » REEx
CloudMirror FIEHEHFIFAR o B0 > YNR ILM FRRUTE 14 KEMBRYE > AR T
fB23%1E{T CloudMirror SR {4FBANFER ©

MR > EYIHE ILM MRERE > SEXESEaHEK -

R Kafka ImEh Kafka iG@h Az 2 & @ TLS o ALt » WRITE Kafka RIEEBABREHH
ssl.client.auth &% ‘required® RIREEFER Kafka inBhAHAERTRE ©

Kafka Im#bRIBEEE (B T34 @5 4A0 o SRRV M HE MiRRE (FIU0 Amazon
SNS) RIEREHRTIAE > It B REEAERBNBEERSE o

+ SASL/PLAIN
* SASL/SCRAM-SHA-256
» SASL/SCRAM-SHA-512

*Mizt  *ERTEETFRE Proxy sSREABAR Kafka & IRFSIHEL ©

£ CloudMirror & RFEH T = HIE

R BN
${post_edited_translation = StorageGRID ~31E "x-amz-replication-status 1Z5H o
s.segment}

73



s SHEER
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</S3Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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3. EEURIRATFITEER TS o

BnfEERAAENER -

93


https://docs.aws.amazon.com/s3/
https://docs.aws.amazon.com/s3/
https://docs.aws.amazon.com/s3/
https://docs.aws.amazon.com/s3/
https://docs.aws.amazon.com/s3/

4. 342 Platform services > Event notifications °
5. 3ZEEY Enable event notifications #ZE{/5 1 ©
6. REBRIAERE XML BE EEIXF SR 5 JR1%31%EHE Save changes ©

@ StorageGRID &4t B2 S/ BER Grid Manager 2 Grid Management APl A& @R A RS
B FEARTS - MNREREFAR XML RFEE 41558 - A48 StorageGRID RAEIES o

7. EREREHEME RS
a. HRRHEFITRRP RIS/ XML R ENEZ BN ERNGHITITE ©
EEEEBIF - EERIUITHE inages/ BRI » BEEXEMHBE o
b. DA EEEZE BRI Amazon SNS F& « Kafka E &5} webhook i o

ﬂﬁﬂ » NRERIBREESTETE Amazon SNS £ > SRR ERRTS » UEEXEBNR R XEFH
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"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity": {
"principalId":"111111111111113113111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
bo
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"1111111111111111111"
br
"arn":"arn:sgws:s3:::testl"
by
"object":{
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

+
YNRB AUt E B E 7B > AIRTRIEEMERE StorageGRID BANBYIIRHFAR o

HEREE
s T ERATERRVE D"
* "f§5F S3 REST API"

 "${post_edited_translations.segment}"
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7£ StorageGRID i FE M SE SRS

SR LB BB S E S XML L ER Tenant Manager #& XML ER EH#1F@RKEUBFH#TF
WSS ES o

BRtE Z Al
* StorageGRID 2#EESEAKHNMEAIRF AT ART
* MBI S3 #ER  WREBERHARREIERS] -
* ITERESSESRFEENMNIGHEREE > BEBEAHE URN -
© B R "EIEFAFFREL root FEUEIR" EAE B4 o £/ Tenant Manager 2 EfETFITRER; > iBLE
RS BB RFATRRR A PAVEPRERE ©
BARS LLIERS
ﬁ?iﬁﬁ%ﬁﬁ%ﬁi@%%géﬂﬁﬁ?ﬁ s RIS ERH P ES R SRR SRR H P EBREXE BrIthis

WRAEESUHNREFREBESEGRE  IASESARAMHEXTEENEN - FEMEEREYH
» RIS E AP B RIS E B RIS SRS -

&“%
1. HREEREARSES !

© EAXFRESEMAESESENPESHEN XML
° RIE XML B > SHERESESIREN URN fERERM -

BRI R BB AT R (&I TEREE o BN > GRS R AR inages MY FEEREXE—
BB > Wit EBRIRR videos B HEEFHEEEI S —E BRI - FIRERAERRER » 2326
GIRIELE o HIUN > BE—IREHRIRS test BIMFRR > LIRS —IREHRIERS test2 BYIHRRIRY
MERER TR ©

MBEERE > F2RPEERAER XML &) o

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

hEERIBRIAERE XML FRITE ¢
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Name

MetadataNotificatio
nConfiguration

A

>
e

A

Bt

sE8
BRI EPEEREERBYG B Bt BRI B2 HEE o

BE—EZSERATE -

FARS S e L B R SR R5 | 2 M RAIN S 3:1R

% o
AR B BRIV RR ARG ARAERE

& 1E MetadataNotificationConfiguration 7t ©

ARAEIME— BB o
BEERATES -

MRRERIIAZE TERA) 5 TEFAL - HREFAREE > &

GEREEAITTE) ©
BEERATES -

SIRTRAEFTRII E R EZIRAINT E - HPlENSEXE

HERER BB -
EEFAFEME > HIREEEE o
EETHRAITTRS -

AR RS SIBE o
EETHRAITTRS -

D &
Z

iy
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Name s7ER

Urn M PEB R EXEIRI B RIRAET URN - KB EBUTEBMHN
StorageGRID i##4HJ URN :

D &
Z

e WMBERE=ETTE
* URN ABLFHERGEENERS|IIERER » 8154

domain-name/myindex/mytype °©

s 26348 Tenant Manager AR B2 API #ITRE © ©FIFE
FHL/(—Fﬂ/T :

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

* urn:mysite:es:::mydomain/myindex/mytype

WIRTTRRTE IR » AR BERRATARAE XML > BRAERSHR KL
IR 404 $558 ©

URN B &7E Destination 7tZEH ©

N

EF P &1 8 Hi5E STORAGE (S3) > Buckets °
- BERUCRIREFITRE VRS o

w

BnfEERAENEm -

s

#$Z Platform services > Search integration
#EY Enable search integration 1ZE{/51% ©
- FEPEE RUBENARRERY ERIXF 1R 0 JR18EIE Save changes °©

o o

@ StorageGRID R#AEIESHBER Grid Manager HEIE AP ABEHRAIREEATER
% o UNRIEGETFAERE XML BFEE A $5ER - sEHI4RITAY StorageGRID RAEIES o

/. RS SESRFEEERERE -
a. ERRFEFRDIIE—ERS4ERE XML hiRE S hEE AN ERYIE o
EriEAEFIS - FE R FEFERPNRE YA S E S P EE B
b. EAERE SV P EERFIZEA JSON XXHHIE EiRIIEEESERS o
FERE
WERE G UERUTE—FiERRFEFRNESES !
* %32 STORAGE (S3) > Buckets ° 7A1&;5F% Enable search integration 1ZE{/51# ©

* MREEEEFR S3 API > :5{EH DELETE Bucket RAEERIEHEK o 520 S3 AR HERENEER
BH o

98



P . BRRFIEYHHPESERAR
EUtEB AT - FREYHRNYHFESRESEEEERNERM -

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

6 . SEmERRAPESRIENAR

TEUEEEHIT » FFERIE /images' I Z Y REERN EEXE—EBM > MAFSHIER /videos' I Z 1)
TrhEEN R SEXESE _ERRM

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

P E BRI

HFEFRBAESESIRER - SN « BRI PEBEN SIREER - BEEE—E JSON XL
HEXERRIMIRES
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LEEIFIFETRIER S test REFEITREHPIRII AR £18 scws/Tagging. txt BUMIHEF > RIREELERY JSON
il o test BFITIEARBBIRAEZES] > EIt versionid 2R A% ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

JSON X & BRI
X aB e S fEE R M RiEMikRE ID (WRE) -

HEERANMEER
bucket ! {HEFREVHIE

key . YRS
versionID : ¥MhRA > BRARKRAICHEFREPHYG
region | EFREE > FIU] us-east-1

R
size D MHEARNN (UGITABBEAD) + W HTTP AEAIR o

md5 : Object hash

fEREREER
metadata : YIFBIFMAEAEREER - LREHNNTAZR

key:value

RE
tags | BRI ERNFIENHRE  UREHRNTAZR

key:value
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UN{A7E Elasticsearch FiGRAE R
HMERMEAEPEER > StorageGRID &1 HEANEBFEAF R S3 FHEANFIRL, Elasticsearch ° &
ER T Elasticsearch i35 F B iFE4A BRI E T » 551kHR Elasticsearch BYENREHR (¥ FEA] B HAME X FEER A

EITIRIE - ERTERSBEMBZAT > FERS| LRABIREUHE - XHERIRSIE - EREEERSIPHRE
XAFBIRLER o

{5/ S3 REST API

StorageGRID S3 REST APl X iERIRRAFIE £

StorageGRID %1% Simple Storage Service (S3) API > 5% API L —#HFRM 4 ARAEEETS
(REST) Web BRFFRIFZINELE o

321% S3 REST API RIERIT 2y S3 Web ARFSHZEAIARFSEMREAREILEARMA StorageGRID RFR A EFIRIEY)
HHRETFEIEER - BPIRMEMAENBATE S3 REST API MEALAYER REREITIR DAYEEE -

RIBMIRRZ
StorageGRID XA FHFERZASHI STS ~ S3 FI HTTP !

1E5H hR s

STS AssumeRole API #R&z "Amazon Web Services (AWS) X4 : Amazon
Assumerole AP| &Z&"

B AssumeRole RIEFHIE > 52H "=E
AssumeRole" °

S3 API #R&E "AWS X4 : Amazon Simple Storage Service AP| &
%Il
HTTP 1.1

AR HTTP MEHEEH > 8B HTTPA.1 (RFCs
7230-35) ©

"IETF RFC 2616 : X FEF#HinE (HTTP/1.1)"

7% | StorageGRID Az#8 HTTP/1.1 B4%

S3 REST AP| ZiRAVEH
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Eigis i

12.0 * AEENEINYT BRFEIRLE (CORS) 1B AN ST ERERE AP 7
EX StorageGRID HFHE R} o "R ABER"

* g% STS AssumeRole I TERSERRAIRIZIE o 552 B "LIEFSEL/REIEEH]" o
B]LA7EFE P B$4H T 5% E AssumeRole ©

11.9 * MG AT EERMNZIRITERTASTEHE SHA-256 Checksum ERYSZIE o ERJIAGER
HEIhAESRERE _EEIFRE TN ¢

° CompleteMultipartUpload : x-amz-checksum-sha256
° CreateMultipartUpload : x-amz-checksum-algorithm
° GetObject | x-amz-checksum-mode

° HeadObject | x-amz-checksum-mode

o ListParts

° PutObject : x-amz-checksum-sha256

° UploadPart : x-amz-checksum-sha256

* BT AR AGEIES TSR BARREF Compliance SRERIINAE - BLREZ
2 S3 Y HTERE ©

gn%?'ﬂ%i‘ﬁ RAERANMHRERN AENEREE WRERRAREESRFT

o {HIFARTERIF ZHARIANYIE Retain Until Date : BN ENR R AGEIES
REMRAREEARIFT AEFHE ©

* BET ¥ aws-chunked RAARFEFI 7T “x-amz-content-sha256 RISz 1E - PR :
° YNERTF7E > “chunk-signature' BIl&R]#E » BRA&KEERS
° NRTFTE > “x-amz-trailer B ZBRZ AR ©

1.8 BT S31REMIATE » FEHEL "Amazon Web Services (AWS) X4 : Amazon Simple
Storage Service AP| 2% "HR{FERILTEIERT

1.7 © BHTE "RER2E | ZIRMY S3APIFEXK" o
* FIEEERDC S3 Object Lock {8 GOVERNANCE Ez{ Y% o

* ¥MZ T ¥4 StorageGRID 4588 x-ntap-sg-cgr-replication-status GET
Object #1 HEAD Object 5K EIFEIZEERISZ1E o LtEIFEIREIR MY EEAKEREH
IR AR o

* SelectObjectContent requests IRTESZ1E Parquet ¥4 ©
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Eigis
11.6

11.4

11.3

11.2

11.0

SR
* ¥ME7E GET Object #1 HEAD Object 555K partNumber FARKBHHIZIE o
* % S3 Object Lock TEfAFME AL TER RBEXMIER R L HABMNZIE

* FMEHREEEHE s3:object-lock-remaining-retention-days B8 > A
SR EMR S ET R G HARIEEE -

* BAE— PUT Object I#ERIRA_HEE K/NEES 5 GiB (5,368,709,120 {iyt4l
) o MBEMME K 5GIB > sFBADEREE -

* IMEEEATRNBNEIE -

* ¥mE¥F S3 Object Lock RY21% » W EAEREREEANK °
* ML ERRAEFATEREER DELETE Multiple Objects BYZ4E ©
* The "Content-MD5' 53R 1R5AIR B [EfESZ 1% ©

* 71T ¥ DELETE Bucket tagging ~ GET Bucket tagging #1 PUT Bucket tagging #9
ZiE o AIEAADECIRE o

* HIR7E StorageGRID 11.4 FEITRIHFR » FERERGH M BB AL

REB -
* Ffi¥ "s3:0bjectRestore:Post BB FIHIER BT IE o

* AWS IRTEEHIHI TR LERA/NRE] o DEE HERMESEZIDEBHENT 5 MiB
# 5 GiB Z [ - RE—EZBDAILUNA 5 MiB ©

* %Y TLS 1.3 BB

* AR EREFRENZREYGEETRAMRSRNE (SSE-C) BI%IE -

* ¥ DELETE « GET #1 PUT Bucket £#piBHRI2E ({ZFRRIHBITEY) UK x-
amz-expiration [BIFEIZEERISEE o

* E# T PUT Object ~ PUT Object - Copy #1 Multipart Upload > LAt 7 #EER B 5E A2
B RER ILM RAIRZE -

* TLS 1.1 I EE EEFRBEXIE o
i POST YW ERMNIE » AJANEIREHEEA o FIHEEHERBMHFITIERE)
AR AWS sBARES ARN ~ [REMEGHRM RSB AVZ1E o (£ StorageGRID &8
ERIR A BRI AEEITRR RS R EESTIE o
<EE  fEEMAARE JSON/XML FfER ARN/URN B4R, (B357£ 85T StorageGRID
INRERMERM A ) RENE °

HIEHERRE R A (CORS) » S3 AR IREMREMKENRLE HTTP » DURFEEFERER
BIERERISIE

T AREERZEFT SR (CloudMirror % ~ BK1H] Elasticsearch IS 4) B
T o LS 0 IBFIE T BEAEEYIIZR A ERFIF Available —E MBI IE ©
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Eigis AR

10.4 g LM RS ENZIR - GIEIRASIES) © mEAEIS BB E ISR « RAPEVRGM
12 ~ [RBIERFIL B PutOverwriteObject #[R o

10.3 B ARSI RIS 1% o

10.2 R EHAN FEEFERFINRAIUKRZE DA (Upload Part - Copy) BISZi%E ©

10.1 GRS HE - ERFEENA KK v4 BEsERIIE

10.0 StorageGRID KB #$ %1 S3 REST API - HATZIER Simple Storage Service API

Reference Rr7s% 2006-03-01 ©

StorageGRID 1371y S3 API ZE3K
Bt StorageGRID f{aIz#8 Amazon Simple Storage Service (S3) APl o

AEEES StorageGRID £#ER S3 #21E ©

() ==eESERENAWS X SRERERNEE

o

# A URI B2 #AERITR

PRIESAMRA > BTRIXEUATERN URI EHZSH
* versionId (WHIRIEFRER)

BRIES AR » BRIEUTERBKRE

* Authorization
* Connection

* Content-Length
* Content-MD5

* Content-Type

* Date

* Expect

* Host

* x—amz-date

HERAEER
* "S3 REST AP| EfFs¥lE "

* "Amazon Simple Storage Service APl 2% : & 5 KIZEE"
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"AbortMultipartUpload"

URI AL HMARITE
StorageGRID Z1EILAEKRMEAE EHESHAIEE » URUTHIIN URI B2 -

uploadId

A RAX

4

Y

${post_edited_translations.segment}

"ZE D LEFE"

"CompleteMultipartUpload"

URI T2 HMFEKIZE
StorageGRID Z1BILAERNAE & ASEAIZEE » UKL T URI EH2E :

uploadId

x—amz-checksum-sha256

FHSREE XML 125
StorageGRID XU TERAEN XML 2% :

ChecksumSHA256
CompleteMultipartUpload
ETag

Part

PartNumber

${post_edited_translations.segment}

"CompleteMultipartUpload"

"CopyObject"

URI B2 #AERITE
StorageGRID iR ULEKAIFAA & ASHAITE » DURMTHNARSE !

X—amz-copy-source
X—amz-copy-source-if-match
x—amz-copy-source-if-modified-since
Xx—amz-copy-source-if-none-match
x—amz-copy-source-if-unmodified-since

X-amz-copy-source-server-side-encryption-customer-algorithm
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

* x—amz-copy-source-server-side-encryption-customer-key
* Xx-amz-copy-source-server-side-encryption-customer-key-MD5
* x—amz-metadata-directive

* x—amz-object-lock-legal-hold

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x—amz-server-side-encryption

* x—amz-server-side-encryption-customer-algorithm

* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class

* x-amz-tagging

* x—amz-tagging-directive

* x—amz-meta-<metadata-name>

AKX

i

${post_edited_translations.segment}

"CopyObject"

"CreateBucket"

URI EH2MFKIRE

StorageGRID iRLEFERMIFAE FHSHARE » MR THNEREE
* x—amz-bucket-object-lock-enabled

ARAEX

StorageGRID 321& Amazon S3 REST AP| T E1ERF EEMFIA A REAXZH -

${post_edited_translations.segment}

"EFATRE L RVIER"

"CreateMultipartUpload"

URI EH28MERITE

StorageGRID ZiEILEKRMFAE EHSHMNIRE » R THIINREE !

* Cache-Control
* Content-Disposition

* Content-Encoding
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html

®* Content-Language

* Expires

* x—amz-checksum-algorithm

* x—amz-server-side-encryption

* x—amz-storage-class

* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x-—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging

* x—amz-object-lock-mode

* x-—amz-object-lock-retain-until-date

* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

R

i

7Ny

${post_edited_translations.segment}

"CreateMultipartUpload"

"DeleteBucket"

URI EH2#EKIRE
StorageGRID iR ILEKIIFAA & A2 HAITE o

${post_edited_translations.segment}
"ETFETEE ERVIER"
"DeleteBucketCors"

URI EH2MNFKITE
StorageGRID ZiRILEKRIFAE E A2 HMITE o

${post_edited_translations.segment}

"fEFATRE LRITER"

"DeleteBucketEncryption"

URI EH2EMFKITE
StorageGRID XiEIL:EKRMFAE & HSHAIZE o
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
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A RAX

ey

7y

${post_edited_translations.segment}

"EFATRE LRITER"

"DeleteBucketLifecycle"

URI EH2#NERITE

StorageGRID iR ILEKRIIFAA & A2 HMITE o
AR

=

7y

${post_edited_translations.segment}
. “ﬁ%ﬁﬁ?gﬁ%tﬂg{?%“
. IIETL 83 Eﬁi@ﬁ\ﬁ%ﬁ%u

"DeleteBucketPolicy"

URI EH 2 #AERITER

StorageGRID 1B ILEKRMFAE & HSHAIEE o
FRRAX

4

Y

${post_edited_translations.segment}

"EFATRE LRITER"

"DeleteBucketReplication"

URI B2 #MNERITE

StorageGRID 1B ILAEKRNFAE & HSHAIEE o
ERAEX

4

Y

${post_edited_translations.segment}

E

"DeleteBucketTagging”

URI EFH 2 HMERITER

StorageGRID iR ILEKRIFAA E A2 HAITE o
HERAEX

Er

Y

${post_edited_translations.segment}

108


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html

"EFETRE ERVTRE"

"DeleteObject"
URI B2 #AERITE
StorageGRID ZIEIL:EKRMIFAE EHESHMIEE » URMATHINGERESE !

* x-amz-bypass-governance-retention

A RAX

S
Hit
70

${post_edited_translations.segment}

"SI ETTIRE

"DeleteObjects”

URI EH28MERITE

StorageGRID XRULFAERIIFAE % HASHANIRE » MR THINERIZE !
* x—amz-bypass-governance-retention

AKX

StorageGRID 32#& Amazon S3 REST AP| EEEREBNFIERAE KRB XBH -

${post_edited_translations.segment}

"SI ETTIRE

"DeleteObjectTagging”

StorageGRID ZIRILHERFE S H2SHUMAIEE o

HERAX

S
Hit
7

${post_edited_translations.segment}

" ETT IR

"GetBucketAcl"

URI ZH 2 HMEKRITHE

StorageGRID iR ILEKAIFAA & A2 HAITE o
FBRAL

S
Hit
7

${post_edited_translations.segment}

"#TFATRE EROTEE"

109


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html

"GetBucketCors"

URI T2 M5 RIEE

StorageGRID iR ILEKRIIFAA & A2 HMITE o
HERAX

e
it
7

${post_edited_translations.segment}

"EFATRE LRITER"

"GetBucketEncryption"

URI EH2# B RITE

StorageGRID iR ILEKRIIFAA E A2 HMITE o
HERAX

=

7y

${post_edited_translations.segment}

"EFATRE LRITER"

"GetBucketLifecycleConfiguration™

URI EH2#MEKRITE

StorageGRID iR ILEKBIFAA F A2 HMITE o
HERAX

S
it
7y

${post_edited_translations.segment}
* "EEITRR EAVER"
. "ETL 83 EET:'AFT?\@/HE:%H"

"GetBucketLocation"

URI B2 A RITE

StorageGRID 1B ILAEKRFAE & HSHAIEE o
AR

4

Y

${post_edited_translations.segment}

"EFATRE LRIIER"

110


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html

"GetBucketNotificationConfiguration™

URI EH2HMEKRITER

StorageGRID iR ILEKRIIFAA & A2 HMITE o
A RA

e
it
7

${post_edited_translations.segment}

"EFATRE LRITER"

"GetBucketPolicy"

URI T2 8 MNERI1ZE

StorageGRID iR ILEKRIIFAA E A2 HMITE o
AR

=

7y

${post_edited_translations.segment}

"EFATRE LRITER"

"GetBucketReplication™

URI EH2#MEKRITE

StorageGRID iR ILEKBIFAA F A2 HMITE o
AKX

S
it
7y

${post_edited_translations.segment}

"EFATRE LRITER"

"GetBucketTagging"

URI A2 EMARTE

StorageGRID iR ILEKBIFAA & A2 HMITE o
ARAEX

S
Hit
7

${post_edited_translations.segment}

"#TFATRE LROTERE"

"GetBucketVersioning"

URI EH 2 A KRITE
StorageGRID iR ILEKBIFAA & HASHMITE o

1M


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html

A RAX

${post_edited_translations.segment}

"EFATRE LRITER"

"GetObject"
URI EH2#NERITE
StorageGRID ZIRILFERNFAE EHSHAIZE URI TH2E > URLUTHIIN URI EHSH
¢ x—amz-checksum-mode
* partNumber
®* response-cache-control
* response-content-disposition
* response-content-encoding
®* response-content-language
response-content-type
° response-expires
MR LA M INsAsKAREE -
Range
x—amz-server-side-encryption-customer-algorithm
x—amz-server-side-encryption-customer-key
Xx—amz-server-side-encryption-customer-key-MD5
¢ If-Match
* If-Modified-Since
* If-None-Match
If-Unmodified-Since
A RAL

7y

${post_edited_translations.segment}
"GetObject"

"GetObjectAcl"

URI EH2HMFKITE
StorageGRID ZiRILEKRIFAE E A2 HMITE o

sARAEX

112


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html

e
it
0\

${post_edited_translations.segment}

"HYIHETTIRE

"GetObjectLegalHold"

URI EH 2 A RITH

StorageGRID XZIRILFHERIFE SHSHAIEE o
HRA

i

e

${post_edited_translations.segment}
"{£F8 S3 REST API %7€ S3 #{4#H7E"

"GetObjectLockConfiguration™

URI B2 M ARITE

StorageGRID iR ILEKRIIFAA E A2 HMITE o
HERAX

i

Y

${post_edited_translations.segment}
"{#F S3 REST API s 7€ S3 ¥4HE"

"GetObjectRetention"

URI 2 HMERITE

StorageGRID iR ILEKIIFAA E A2 HMITE o
AKX

4

7y

${post_edited_translations.segment}
"{§5F S3 REST AP| 527E S3 ¥4 8HE"

"GetObjectTagging”

URI T2 A RIEE

StorageGRID iR ILEKIIFAA E A2 HMITE o
ARAEX

e
Hit
7

${post_edited_translations.segment}

"HYIHETTIRE

113


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html

"HeadBucket"

URI EH 2 A RIFHE

StorageGRID XiEIL:EKRIFAE B HSHAIRE o
ERAX

e
it
7

${post_edited_translations.segment}

"EFATRE LRITER"

"HeadObject"
URI EH2# B RITE
StorageGRID IEIL:AEKRIFAE EHZSHMNIRE » R THIINREE !
¢ x—amz-checksum-mode
* x-amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since
* Range

FARAL

—
Hit
7

${post_edited_translations.segment}
"HeadObject"

"ListBuckets"

URI T 28 MNERIZE

StorageGRID iR ILEKBIFAA & A2 HMITE o
FARAX

S
Hit
7

${post_edited_translations.segment}
ARFS121E > ListBuckets

114


https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html

"ListMultipartUploads"

URI E:H2HHM B KI1ZE

StorageGRID XIEIL:AEKIIFAE A2 HAIRE UL THMSE -

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker

sARAX

—
Hit
7

${post_edited_translations.segment}
"ListMultipartUploads"

"ListObjects"

URI EH2#MEKRRE

StorageGRID ZIEILFERBIFAE & A2 HAIRE DR THINSH

* delimiter

* encoding-type
* marker

* max-keys

* prefix

sARAEX

4

Y

${post_edited_translations.segment}

"EFATRE LRITER"

"ListObjectsV2"

URI 2 HHMARIZE

StorageGRID ZIEUILSERBIFAA = A2 HAIRE DR THINS#

* continuation-token
* delimiter

* encoding-type

¢ fetch-owner

* max-keys

115


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html

* prefix
* start-after

sARAX

—
Hit
7y

${post_edited_translations.segment}

"#EFETRE LAV

"ListObjectVersions"

URI A2 EMAKIEZE
StorageGRID ZiBILFEKRIFAE & HASHNIRE UKL THIM2E -

* delimiter
* encoding-type

* key-marker

* max-keys

* prefix

* version-id-marker

B RAEX

e
it
0N

${post_edited_translations.segment}

TPET I TR

"ListParts"

URI B2 HMARITE

StorageGRID %R ILFEKRNFAE = A2 HAIRE LR THMSBE
* max-parts
* part-number-marker
* uploadId

AR

4

7y

${post_edited_translations.segment}
"ListMultipartUploads"

"PutBucketCors"

URI T2 M FEKIZE

116


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html

StorageGRID iR ILEKIIFAA & A2 HMITE o
FERAX

StorageGRID 321 Amazon S3 REST AP| T E R EEMNFIA A REAXBH -

${post_edited_translations.segment}

"#TFATRE EROTERE"

"PutBucketEncryption”
URI EH2#MEKRE
StorageGRID XRULFERIFAE % A2 HAIRE o
AREE XML 25
StorageGRID XIEMU FEKRAX XML 1R% -
* ApplyServerSideEncryptionByDefault
* Rule
* ServerSideEncryptionConfiguration

®* SSEAlgorithm

${post_edited_translations.segment}

"#FATRE EROTERE"

"PutBucketLifecycleConfiguration™
URI B2 - RITE
StorageGRID iR ILEKBIFAA & A2 HMITE o
FAREE XML 128
StorageGRID 1B TFARA XML 125 -
* And
* Days
* Expiration
* ExpiredObjectDeleteMarker
* Filter
* ID
* Key
* LifecycleConfiguration
* NewerNoncurrentVersions
®* NoncurrentDays

* NoncurrentVersionExpiration

117


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html

* Prefix
° Rule

® Status
* Tag

®* Value

${post_edited_translations.segment}
* RETFRTRE LROfEE
- "ERI7 S3 AniBEERE"

"PutBucketNotificationConfiguration"
URI B2 M ARITER
StorageGRID 1B ILAEKRNFAE & HSHAIEE o
FAREE XML 125
StorageGRID ZEMU TFEKRAX XML 125 -
¢ Event
°* Filter
* FilterRule
° Id
* Name
* NotificationConfiguration
* Prefix
* S3Key
° Suffix
* Topic
* TopicConfiguration

* Value

${post_edited_translations.segment}

"#TFETRE EROTERE"

"PutBucketPolicy"

URI EH 2 A RITHE
StorageGRID iR ILEKBIFAA & A2 HAITE o

FARAL
BRsER JSON ARV EEN » 5520 ERFHEFRANEETFIRA" -

118


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html

"PutBucketReplication"

URI EH2#NEKIRE
StorageGRID iR ILEKRIIFAA & A2 HMITE o

FHKEE XML 2%

Bucket

Destination

Prefix
ReplicationConfiguration
Rule

Status

StorageClass

${post_edited_translations.segment}

"#TFATRE LRIIER"

"PutBucketTagging"

URI EH 2 #AERITE
StorageGRID ZIEILFEKRMIFAE & RS HMIEE o

sARAEX

StorageGRID 31% Amazon S3 REST AP| T B1ERF EEMFIA A REAX R -

${post_edited_translations.segment}

"#EFETRE LAV

"PutBucketVersioning"

URI A2 EMAKEE
StorageGRID ZiEILEKRIFAE & A2 MRS o

EREE2
StorageGRID 1B FAR AN 2 ¢

®* VersioningConfiguration

Status

${post_edited_translations.segment}

"EFATRE LRITER"

"PutObject"

URI EH2HMEKRITER

StorageGRID IEIL:AEKIFAE EHSHAIRE » URATHIINIREE !

119


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html

* Cache-Control
* Content-Disposition
* Content-Encoding
®* Content-Language
* Expires
* x—amz-checksum-sha256
* x-—amz-server-side-encryption
* x—amz-storage-class
* x-amz-server-side-encryption-customer-algorithm
* x—-amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* x—amz-tagging
* x—amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
AR
* MR TENER
${post_edited_translations.segment}
"PutObject"

"PutObjectLegalHold"

URI EH 28 MNERIZE
StorageGRID iR ILEKRIIFAA & A2 HMITE o

HERAX
StorageGRID 321& Amazon S3 REST AP| T EFR EEMNFTA A RAXBH -
${post_edited_translations.segment}

"{§FH S3 REST API %7€ S3 ¥ HE"

"PutObjectLockConfiguration”

URI T2 8 MNERIZE
StorageGRID iR ILEKBIFAA & A2 HMITE o

FERAX
StorageGRID 321 Amazon S3 REST AP| T E{FlR EEMFTA A RAXBH -

120


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html

${post_edited_translations.segment}
"] S3 REST API 527E S3 ¥{4#H7E"

"PutObjectRetention™

URI 2 HHMARIZE

StorageGRID IEIL:AEKRFAE ERSHMNIRE » URIATHIINIREE !

* x—amz-bypass-governance-retention
BRI
StorageGRID 1% Amazon S3 REST AP| £ E1ERFE&EHIFR
${post_edited_translations.segment}
" S3 REST API 527E S3 ¥{#HE"
"PutObjectTagging"
URI EH 2 #AERITE
StorageGRID iR ILEKRIFAE EHASHMITE o
B RAL
StorageGRID 1% Amazon S3 REST API fEE1ERFE &EAIFR
${post_edited_translations.segment}
"HIEETTIRE
"RestoreObject"
URI EH2HMFKITE
StorageGRID 1B ILEKRMFAE & HSHAIEE o
FARAX
BRAZERNASRAIRFAE > 5528 "RestoreObject” ©
"SelectObjectContent™
URI EH28MERITE
StorageGRID ZIRILFHERFE EH2SHMIEE o
AKX
MBS BN AR ANFAEN > H2RTIIRES

* "{§H S3 Select"
» "SelectObjectContent"

AR BH o

ERAEISH -

121


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html

"UploadPart"

URI E:H2HHM B KI1ZE
StorageGRID Z#EILERBFAE &AL HAIZE URI EHZ2E > LUKRLTHIIN URI EHZ28 :

* partNumber

* uploadId
DU AT M A sk ARER
¢ x—amz-checksum-sha256
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
B RAL
* BN TEMER
${post_edited_translations.segment}
"UploadPart"

"UploadPartCopy"

URI B2 #AERITE

StorageGRID Z#RILAERIFAE = HASHAIZE URI BH2E > LUK THI URI EH2E .
* partNumber

* uploadId
MR LA MR sKAREE -

® X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* Xx—amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* Xx—amz-copy-source-server-side-encryption-customer-algorithm

* x-amz-copy-source-server-side-encryption-customer-key

122


https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html

* x—amz-copy-source-server-side-encryption-customer-key-MD5

B RAEX

e
it
0\

${post_edited_translations.segment}
"UploadPartCopy"

st StorageGRID S3 REST API #HA&

AT AER Amazon Web Services 88257 E (AWS CLI) ZRAIFCERAMAVELR > I
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a. AR | aws configure
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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FEREE T RRAEEXNRELAE -

/

SRR ASFEENE ERE R 0 WRKIERE x-amz-object-lock-mode * HIERATERMREER - MRKIE
iE x—amz-object-lock-retain-until-date? e ATER R B HARI Rt B R G BHA -

R JBHER "s3:GetBucketObjectLockConfiguration #FR » st A IR IR EERFENE » 7 BESTACIEIR(E o

aa KEEH
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

MABYHEERERE

1R

ANy

AT S3MHHENRERAIUES AR S UHHEFRERENMHMNFRE S3WHHERERENMMT
HEE

M RERNREREZER® S3 RESTAPI 15 - MHFHNRERE G ERREFRNEMNERRE

o

AIUASEMHEENATRE :

* {REE#ET, . COMPLIANCE 8 GOVERNANCE ©
* Retain-until-date : 5% StorageGRID ABREBYIHEIRASZ AR BER -

° 7£ COMPLIANCE &3\ » NRIRBE L HHATEARZR > BRI LABEEGZ 1 - (BECEIEREMIES o (REBE
IEBHARILE R » (BRREMEREETERR o
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° 7 GOVERNANCE R\ » SRS HERNERE I UGB MRBIRRE © tfIa]UEWHRAERRE
HARIAE SR AT ELMIER o thiPIERTLUENN « iR D EERIRMRBHAIR -

* GERA | HYMHRAERGERA S UREEZRYM o HIM > ERISER BN AT IR MR+
ERGZERA - ARAERARNAN  §—HEN » EEIFREBIRALE

MHENGEFAREB LN FREENNREER LAY - MREEWHFIRERER G7EFE » BIERASEZER
BReZhR s o

BB IRAS E TR IREFSE S3 Object Lock :27E » 553 "PutObject” ~ "CopyObject" B,
"CreateMultipartUpload" 353K °

SR UERUATAE -
* x-amz-object-lock-mode > AJLLZ COMPLIANCE 3 GOVERNANCE (&9 A/NE) o
@ WRIEE T x-amz-object-lock-mode * BYMBHIERE x-amz-object-lock-retain-
until-date ©

* x—amz-object-lock-retain-until-date

c (REE HHINEXNERASERT 2020-08-10T21:46:00Z o AFFEAFINEES > BEERE 3 I
N (BREE) o FAFFMEREM ISO 8601 L ©

° REBLERHARETERK ©
* x—amz-object-lock-legal-hold

MREEFAERES ON) (@FKNE) - HMHERERSEFERE - NIRSEFERES
OFF] » BIREETEMEEFE  EAEMEZEER 400 Bad Request  (InvalidArgument) #55% ©

MRISER A TERFERITE » sHETUTIRE

* YN PutObject ZRAEIEIE( x-amz-object-lock-* EKIFHE » BIFEZE Ccontent-MD5 BEKIZHE o
Content-MD5 FAEER CopyObject 3% CreateMultipartUpload °

 MRHTFAREIA S3 MFFME » B x-amz-object-lock-* #RIBTEF1E > AIESIE] 400 Bad Request
(InvalidRequest) #&3% ©

* 3% PutObject 55K X #B1FF “x-amz-storage-class: REDUCED REDUNDANCY LUfF& AWS 174 - B2 »
EVHENE SRR S3 MM HE TR » StorageGRID f&—RHITEEIRHEEN ©

* %488 GET 3 HeadObject Kk Zs[CIFEHS & 21258 x-amz-object-lock-mode ¥ x-amz-object-lock-
retain-until-date M x-amz-object-lock-legal-hold (MIRBEEE > HiEFRFEXEHEEFLEEN
s3:Get* HR) o

B LAER s3:object-lock-remaining-retention-days RENEGRERFYEN R/ NIRAKATFRE
HARS o

INAERTA B RERE
MRFEEFTRAMERENSEZFAURERTE » ATUARIT NG FERIRIE

* PutObjectLegalHold
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put-object-copy.html

MR EERAES ON » ZVMHRERGERE - IRGERFAER OFF » §ARAR R

* PutObjectRetention
o #EILERILLE COMPLIANCE 3 GOVERNANCE (B9 A/NE) o

c (REE QHENE XN BB EMRI 2020-08-10T21:46: 007 ° AFFERAFHNEERS » BEERE 3 I
N (BRRBE) o FAFFEREM ISO 8601 &L ©

* MRMHRAEREFRBERHR > AIRBEEMZBHE - FrELARARKEH

{N{af$E A GOVERNANCE &5

#A "s3:BypassGovernanceRetention #EREY fEFAE AT ABE fE A/AER T RV ER AR ERRIE © 117
DELETE g} PutObjectRetention 121E&R A4 ZEEL S “x-amz-bypass-governance-retention:true 55 K1Z5H o ZLE(F
FAZERTLABITLA T RESMEE :
* EYIEFRRZASBIIREZHARIZIRA Z A1l > #1717 DeleteObject 5§ DeleteObjects 12 {ELUMIBRYI 4R ZS ©
RREFRENMGEERR - SEFBE AR -

* #1T PutObjectRetention 1##{F > FEVIFRIREHARZIEAZ AT - R¥IFRRZASBIIEINHE GOVERNANCE #8872
COMPLIANCE ©

BHETAFTHREIE COMPLIANCE #8% GOVERNANCE ©
* 31T PutObjectRetention #&{F » LUEM ~ RSB BRYIFRRASBIFREZHAR o

HERAE R
* "fFF S3 Object Lock EIEHI4"

* "M S3 Mt HE SRR B
* "Amazon Simple Storage Service & TER : SHEMH"

T ## StorageGRID B S3 4 dpiEHBARRR
BRI AL S3 S apsEHAAARR ARIEHIRIFF L StorageGRID 4R RIBRIFE M o
REFHP AV EE EEFIERERUN(PIEE S3 A apiEHAAR R ARIEFAIRFIEAS ER S3 EFRPMIER (GBHE) ELMH o K

EPREHMERRERAB /M - BRAEIL S3 $ Lﬂﬂﬁﬁmﬁﬁmzsu#lﬂéuﬂ » 582/ "Amazon Simple Storage
Service (EFAETEmM - MMM EIEIEIE" c 55FR » StorageGRID £ IRBHIEIE » FZIREHAEN(E o

Eﬁﬂﬁﬁ MR — MR E S3 EERTWHFRRR - SIFRAEEEMEMHERITE » UKELEMH
] (EHE QRSB —EX#E) -

StorageGRID E4 miBHAAHREP T IR % 1,000 (RERERRIRE - #ERBAUEELLT XML jT& ¢

* IBHARERE C BERIEE BHATGEREE R (IEMH Rz BEE) - MIBRZMM -
* NoncurrentVersionExpiration : E3ZEIEERREF » M4 EIEBRIREZ BERIBRZMHE ©
© ERE (RIAR 0 12D
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ILM RRIBRERE ° MRV TS REFREmEAERESS - (EREAEIEEEHEE - AIAERER ILM RRIBY
RERE > W BFERYFIRARKAGRE © 552R "S3 #FREMEIN ILM [REIFETIEFEE" o

[EILE » BIE ILM FRA BV EIE L MABRAN R EY(T - 2RISR PSR - 3E - BME Nz
BOESA ILM TREIE S ERER > ZM ORISR BEMR T - FFHMEE » 5528 "ILM MEEY BV EEE
aniEHARE (" o

@ EFRE B EA4RAE T A B BXA S3 Object Lock BIfEETZIR > 1BERR Compliant F1FAR 2 1B
FARE e EHBARRE o

StorageGRID XA T EEFERIRIEREIEE crE AR ¢

* DeleteBucketLifecycle
» GetBucketLifecycleConfiguration

 PutBucketLifecycleConfiguration

B EaniBRRAERS

BiuEaBEHERNE P BRI —EE S RS FRARI JSON 1855 A0 » LIT JSON #EREZ=I5R
H

1. RA) 1 (BERRAISA categoryl/ B key2' {B% “tag2 B9¥14F o IIL "Expiration’ 2815 E R S EHEIR R
RS 2020 £ 8 A 22 HFRIBHA -

2. 1RA) 2 EEARAISRA category2/ B o IIb “Expiration’ 2835 E f S EFEE IR AV ERIERE 100
KIBHA

@ BERBHVRA AN ET S RY - MR E R HHREB AR B RN LIS E R
AIEERL R BAERR - REYHAISES LA RHFRPIBEE o

3. 1RA 3 EFEANRAIARS category3/ B9 o Itt "Expiration’ 285 E TR SMHEIIEB RIRRZS G EE R
JEEAIRRZAE 50 KiBHA o
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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R BIEEERERTR
B 4 e B ERARASAE R R » BB K PutBucketLifecycleConfiguration sERIFHEREIEER o
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*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\",
id=\"rule2\"",
"ETag": "\"9762f8a803bc34£5340579d4446076£7\""
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136

rule-


../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html
../ilm/how-object-retention-is-determined.html

aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CsVv>
</InputSerialization>
<OutputSerialization>
<CSv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8Vv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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Parquet :5K:E/AE04

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &)

FEM I% E’J.:Eﬁ“’#l—:%)?iuﬁ% °

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S3Object WHERE
NAME = STNAME

FEEZEMAI21T SUB-EST2020_ALL.csv I FFAR :
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI {FF#3%) (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

B HHAEZZAIAT449T "changes.csv T FFA. -

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

172



AWS-CLI {FF#i%I (Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME =

= STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

B H#E22 changes.csv FURTZ41TANTE ©

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

ZED E1EEE
StorageGRID Az iERZ 30 EEEE

ZEiz7BE StorageGRID RISz 5 L 2[5y H1BIEZE o
UTMMEHREREEERRE DR EEEE

© FERE—EFRARETEE 1000 RWSHH L » FARGFHY ListMutiparUploads ZH45RE]
SRS -

* StorageGRID 3&HI#1T AWS ZEFDBIR/NRS] o S3 R IR BBIEL 2R :

o ZEH HENSEZOUENT 5MIB (5,242,880 fii7t4H) #15 GiB (5,368,709,120 {ii7téH) =~
fﬁ°

o JB—IEABILUINE 5 MiB (5,242,880 {i17c4E) ©
o —REIRER > DENEA/NERBIAEA o HIE0 > ¥ 100 GiB BI¥1 » AILUERA 5 GiB BN EI&@ A/ o i
FEDEEHERA—EB LYY » RILERRANDE&A/NTLURL StorageGRID H4EE RIFI1T
B o
o BN 5 GIB B9 > SAERERIEDER EE o
* YNR ILM FRAVER TFEf 3 Mgy "FEECEE"  AITEERSHMEFNSEE DR - ILM 2R EETTT
i ; EZED EETAE » ILM 2 HBREYIHETIME o CREZERE S HYHFE DR E EE L

S4B .
2

° WISR7E S3 ZEPD LIEBIZT ILM SHEEME » A RRVREERDES o LETM R AISEELmER

7w/,

AIRY ILM 23K o AIRER EFRRIEB D EREHEATS - F5F ILM EXETL > TEHBBEERNGE -

° TEFHEEERIRY ILM B > StorageGRID S1RIFEF D RIA/NEITENE > MARIRBYIHFRIKR o BRTY)
VLD AR REFERT YRR ILM ZRIME - FI > MR—FRAREFRE 10 GB HEKX

173


../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html

HIYIEERETETE DC1 > MFREBV\YIEERETETE DC2 » BiE—EES 10 A2 S I D L EEZR
TEREENES > &8 1 GB MBI D EBZATE7E DC2 ° B2 » EFMHYIHEREN ILM B » YA 24 E
BEDC1 o

* FTE a0 EfEE1IZIE StorageGRID "—E[4(E" ©
© BEEADR EFEABEEYIME - IRA "D EERFE (1 GB) " AEA -

*CMBRE  EeIUER ARSI EITOER L1E - HEFH SSE (£ StorageGRID BIENEIRETT
AIAR2SIHINE) » REE7E CreateMultipartUpload 553K E S x-amz-server-side-encryption sAKIZE
SHENA] - BEEHE SSE-C (AR AIRMENEIHETRRSIHINEG) > BEE CreateMultipartUpload 83K
RE#BEE UploadPart 553K RIEEMEFR = ENNE £ 855 KITHE o

* MREEAKHFRE Before R BECZAIRBIRAE - RIZH LEMHSESE "H@" > Em LEA
R TEAK ©

121E B

AbortMultipartUpload B E1EFFA Amazon S3 RESTAPI 1724 - IEFX » BARBITE
o

CompleteMultipartUpload s5 2@ "CompleteMultipartUpload"

CreateMultipartUpload E2 [ "CreateMultipartUpload"

(ZzA1% TRENZERD LE) )

ListMultipartUploads FH2 [ "ListMultipartUploads"

ListParts B E{EFfA Amazon S3 RESTAPI 174 - IBEEX » 8ABITE
Ao

UploadPart :A2/[ "UploadPart"

UploadPartCopy #5220/ "UploadPartCopy"

StorageGRID S3 REST API {I{AI52 S &0 L&

CompleteMultipartUpload & {E&EiB4REE SR HERBREERD » TGN ZE D LE -

@ StorageGRID 1% CompleteMultipartUpload BY partNumber ;ARS8 ERIEEEE » WKFH
FHE o IESEAI U ERIERLA -

fRREZR

=R P ImREREEGHRE > AImERRIKERREAR—EER  RATERE [RMESL HRAIRERES -
EE MBSk BFIERRIEE StorageGRID R4FTeREE KBV » MARE S3 AR IRFAGIRIERIRE

174


https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/what-object-segmentation-is.html

ZIRINEKIZEE
SR T AKIZE !
* x—amz-checksum-sha256

* x—amz-storage-class

The x-amz-storage-class IZEEFZ StorageGRID B MYHELRE=ZE (MEFSH ILM FREJBSTE

TEERETERREUER") o

¢ STANDARD

(F85%) =S ILM #HBIEA Dual commit %1 » 3(E Balanced EIE[ER IR EERFERRFHITETIER

FREUR(E -

* REDUCED REDUNDANCY
FBEE ILM RAERLBRER » SE FEBEROIREZIERFRERE - PITEREHIURIE

MBI IEEIE TR S3 MIFERENGEAE - A REDUCED_REDUNDANCY BB
() - MR ERMEEIRASEHEHS > 8] REDUCED_REDUNDANCY MEER§(E]
§#4% o StorageGRID — AT BRI » LIRRB S ERGEER -

@ YIRS E LB 15 RAKRTTA » A IERRIREEAIFERTRE - BFrBERERRIE RS
IR

@ ﬁ@ﬂ’\]ﬁ "ETag' N2 E KB MD5 4270 » EE1E Amazon S3 APl i Z & 0¥14HY "ETag EE

RZIRNEKIREE
PRI EARITER !

* If-Match
‘If-Match header B#ES > BEZIFEFEA
* If-None-Match

‘If-None-Match header B#iE= > BEXIFEMER

* x—amz-sdk-checksum-algorithm

* x—amz-trailer

175


../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html
../ilm/data-protection-options-for-ingest.html

hR s HE
HEHRIETER D ER L1E - MNREFEFRENAR 7 hRAES - RISED R EETm BB IIYIFIRE -

WREHFEEA T hRZS1ZEH > B S BENAREYHFNAREESE —EM— versionld # 5 o It "versionld 58 5!55
H&EB “x-amz-version-id' ElfEIZEETE EIfERE[D] o

MRRRAIZHIEF > IHFhRASHELL null versionId Ef#7F ; MIREFE null hRZA > BIGHER ©

NREEFRRA T RRAIER > BMEER—MU SR LRANFESERTANZS D £EF > Tili—
@ REHBH LENER TR —ERRE - MRFEFRARBBIRAIESR > BIRTSERIRUTER © B
H—RZSHH LER > B—IOERLHNS—EZED LESRRENLTT © B AREBhRAE
HIREEFR - RETRBVZED LERERL
EREW ~ BRIKMRFEEREERKM
MRETOR ELBNRFRERERTARTE > BEERNERIGENTERKR > SR EFhEMI -

TR T LOBB BRI R S B R AR R PV M R S o P TSR IR WS (TR
TR -

H2H " eIRTERR R o
StorageGRID HfY S3 CreateMultipartUpload 5K 1ZEEFNEEIE

CreateMultipartUpload (LARi#8% Initiate Multipart Upload) 12{FEAMEEIZ S0 £
E > MEELEEFID-

The “x-amz-storage-class saRIZZEZ ZIE o I23XH “x-amz-storage-class {EE 52 StorageGRID 7E#AEVHAR]
WEMRENEFER > MAZRZ StorageGRID 2 HEFENMHFAELRHEE (ZEER ILM RE) o

NSRS B FRERY I ARRTEY ILM #REN{ERS Strict "#EEVEEIE" » BY “x-amz-storage-class 12EBHERY o
UTEERAEMN x-amz-storage-class -

* sTaNDARD (FEER)

c BEIER [ IR ILM RANEE T EERIMEGEE » A RREE BN MRS @8R 5 I
BEHD B AENHEFONE (BFIRX) o 7£57HE ILM B > StorageGRID & REELEAIAFRERIERZE T
RFERAFPHNREIES - MRAFE > AIRIfEREEARNUERILHTNYGES - It Bl sERERIBR
YEEERSHE AN o

o I MNR ILM FREFEE T T35S » B StorageGRID A3 BN RE RIS ERNFRBEE A

» StorageGRID @7 [EHY Storage Nodes I MBI 1FHEZ o

Y02R StorageGRID RIAIZ BN ILM FRAIPISERIFIEYIHES (APKE) Al x-amz-storage-

class {ZEEHERY o
° REDUCED_REDUNDANCY

© BERR IR ILM RABEE T L EHRIIER » StorageGRID BIEYIHRIAESE B —EREHEA (8

_IEX) °

176


https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/troubleshooting-platform-services.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-120/ilm/data-protection-options-for-ingest.html

° IR LM RABEE T TFE) BIE > IEERREAIARIRAPISERNFIEEARE
» StorageGRID 7 &1 BE—EREFEZ o YR StorageGRID AILIBITREIF M E » BIILIZEEEN o
REDUCED REDUNDANCY EIRRBESTEEYMHETIN ILM FRAE I E—EREARFER - TE@ERT
» {3 REDUCED_REDUNDANCY AJ# RS REARUERE N EMB I ANMIBRERIMI 18

FEZHTEHMIENR TFEH REDUCED REDUNDANCY #£IH o REDUCED REDUNDANCY &3S NNHREURREYI4HE
FHERBELE o AN > MNREB—EXRYVEAFEREFHNRL > MZRFFHRT ILM sHMETER 2 518 £ =
Al RegERER

EEAREEA » ERE—NERELSHSEEHEBKABERNER - NREEYIHEFTE—
@ P8R8 > H)—B Storage Node 35EEENHEEAIAR » AWM GERK o IS > EFAR
FEREFRE > ChEERAEEZIANEE

5 "REDUCED_REDUNDANCY £ 24 B REERFTEIINELRHE - SAEXEERP ILM REFH G
YIRS FRE SIS A E > h RS E I StorageGRID RPN ERIABRRIEIB S REET

YRR E BRI S3 M HTE V#7748 > Bl 'REDUCED_REDUNDANCY IR K2
() B - mBKEEIRE iR ARSIERE#E Al REDUCED_REDUNDANCY EES B
8 o StorageGRID — 2 THTE BRI - RRH S HUBEER -

SIERERITER
SR TARRE

* Content-Type

* x-amz-checksum-algorithm
HAi{#%4#E x-amz-checksum-algorithm BY SHA256 {§ °

* x-amz-meta- > BEGOIFEAEEERPESNREBEEY
IEEEAE BT PREN N E-EHE > FEAUTERER :

x-amz-meta- name : “value’

WMRER MERETRMEIRE) BEEMAE ILM RBINSEERE > BIAARER creation-time {EACEY)
U RERPEE TS o Fu -

x—amz-meta-creation-time: 1443399726

HY{E "creation-time WA B 1970 £ 1 B 1 BLURBIFEOIRETH ©

@ MRCER YL EERBERSRIERFEERTD » QIR RFE creation-time HIBA
EREBTTHEER - RAREOER o

* S3 Y IRTERRITER !

177



° x—amz-object-lock-mode
° x-—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold
MRFBRFRAELERE » AERRFFRERFRERERS B HRAHIREHAR
"5 S3 REST API 3&7E S3 ¥ #H7E"
* SSE ZERIREE :
° x-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
(AR 23 im N2 B B SRAREH]

() %P9 StorageGRID MR UTF-8 FEMEH » HBBI PulObject” o

ARSI AN B ERIRER
CRIUfER TFFERIRE » LUAEMRESSHINE S NE SO EITINE - SSE A SSE-C FIAEfF ©

* SSE : MNREHLEFFHAH StorageGRID BRI —IIZEBIRNMZYIM4 > 551F CreateMultipartUpload 353
F{ERE TYAZEE ° 557075 1EfT UploadPart 553K P$5E LEAZEE -

° x-—amz-server-side-encryption

* SSE-C : fIRTAEACRENEENE—SIBEYHINE » 557F CreateMultipartUpload 5K (MU &{E
&#4& UploadPart 555k) FRfERE =A% o

° x-amz-server-side-encryption-customer-algorithm : }§%E AES256 ©
° x-amz-server-side-encryption-customer-key : ISEMYEHINNZEEIE o

° x-amz-server-side-encryption-customer-key-MD5 : IEEFYMEFINZEEIEN MD5 FHE o

@ RN EBES /A EREHT - MREERNEER - CREXHENYG - TEATPRMEN
TIRRFEYHER 2R > FEE EAARSHNE" FERESEE

AN EKIZE
AR TAERIEE -
* x—amz-website-redirect-location

The x-amz-website-redirect-location fZEEIR[E] *XNotImplemented ©

178


put-object.html

hR s HE

Lo LEESEI LE - 7 LEER - LEREZD « AEE LEBD KRR L EEDIRIZE - BiT
CompleteMultipartUpload $&ERFE I (WRBER > EEITHRAES) o

S3 ListMultipartUploads $&{E# StorageGRID Xz RS2

LIt ListMultipartUploads #&{E5| B #F R P IETETHZ A2 LBEF -
SEUTHER2H

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker

° Host

®* Date

* Authorization

hR s $E )

ZED LEESE LM - 7 EEEE - EERERD - BEE LB D R LEFDIRIRE - AT
CompleteMultipartUpload RERF &2 (WRERA > W EETHRAES) o

StorageGRID H S3 UploadPart {E¥ 7 12 11z BV RAZEE

UploadPart ##1F& L EYHZ &0 EEPRI—EERD

S IRIEKIZEE
SR TAEKRIEE !
* x—amz-checksum-sha?256

* Content-Length

* Content-MD5

AR IR ERIREE

NR#% CreateMultipartUpload :53K$5E 7 SSE-C NI1% » AEEXBESE UploadPart 55 KA B F A T :AKIZE

* x-amz-server-side-encryption-customer-algorithm : ¥§%E AES256 ©

* x-amz-server-side-encryption-customer-key : 5 EE CreateMultipartUpload 5 K2 tAY4EE]
ML -

* x-amz-server-side-encryption-customer-key-MD5 : F5TEEL CreateMultipartUpload s5KFPig(d
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AYAERE MD5 HE o

@ TCRENNZE /A TWHT - MRCERNEER - CFERHENYG - EERATFIEMN
TIRFEVHEERIZR > FEE "EAARSRINE PREEEERE-

AR T CreateMultipartUpload s53KH$5E 7 SHA-256 Checksum » BIWAZBTESEE UploadPart 5K EET
HIFERITEE -

* x-amz-checksum-sha256 : 5ELEERHY SHA-256 Checksum ©

IR EKIREE
RZIBIATEARITE :
* x—amz-sdk-checksum-algorithm

* x—-amz-trailer

hR s $E 5

Lo LEESHEI LG 7 LEER - EEREDD ~ AR LEBD KRR L EESIRIZE - BiT
CompleteMultipartUpload $&{ERF SR (WRBER > M EEITHRAES) o

f£F3 S3 UploadPartCopy &1 —EB 7> L{EE| StorageGRID
UploadPartCopy 2{FEBREREMHERECHEATEERER » EEWHERI—387 -
UploadPartCopy #{E5E23#Z88 Amazon S3 REST APl B{TA A NEE - B FEH » BABIT@EA ©
HEEREEINAIE A StorageGRID &#iH x-amz-copy-source-range FRIIEERMIFER o
R T AR

* x-amz-copy-source-if-match

* x-amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

EARAS IR AN B ERIRER

R % CreateMultipartUpload #K3IEXE T SSE-C 1% » BIEZBTESE UploadPartCopy AR EZ LU TAES

REA

x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©

* x-amz-server-side-encryption-customer-key . 57 CreateMultipartUpload 553K HHYAEE
NEEE o

* x-amz-server-side-encryption-customer-key-MD5 : F§REEL CreateMultipartUpload s53K gt

AIAERE MD5 HE o
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SRR ERE FIRMHIEE (SSE-C) 1% > BIZATE UploadPartCopy sEKAAEZ T ={E1REE » X

(ERRE MR -

ML -

x-amz-copy-source-server-side-encryption-customer-algorithm : 5% AES256 ©

£ R

x-amz-copy-source-server-side-encryption-customer-key : I§EKLEE IRV EFRER

* x-amz-copy-source-server-side-encryption-customer-key-MD5 : ISEEIEEILKIEM TR

289 MD5 f§E -

@ CRENME TIWA ST - MRL

BERINFER > CRERBEHYG - EEATFREHERN

TRFREDHERZA > FEE ARG HIIE" RRESEE -

hR s HE

Lo LEESHEI LG 7 LEER - LEREDD ~ AR LEBD KRR L EESTRIZE - BiT
CompleteMultipartUpload $&{ERFEEIIYMG (WRBER > EEITHRAES) o

StorageGRID S3 REST API $£:2[E]|fE

StorageGRID R4t Z1EFTA B AMIZEZE S3 REST API $£:R[CIFE o b5 » StorageGRID &

RS 7T —LB5TEE -

F1EM S3 API $HER S

Name

AccessDenied

BadDigest

BucketAlreadyExists
BucketNotEmpty
IncompleteBody
InternalError
InvalidAccessKeyld

InvalidArgument
InvalidBucketName

InvalidBucketState

HTTP #RAE
403 2 )F77EY

400 Bad Request

409 &2

409 1&3E

400 Bad Request

500 AIEREIARAS 6 R

403 221F77EY

400 Bad Request

400 Bad Request

409 1&3E
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Name

InvalidDigest

InvalidEncryptionAlgorithmError

InvalidPart

InvalidPartOrder

InvalidRange

InvalidRequest

InvalidStorageClass

InvalidTag

InvalidURI

KeyToolLong

MalformedXML

MetadataToolLarge

MethodNotAllowed

MissingContentLength

MissingRequestBodyError

MissingSecurityHeader

NoSuchBucket

NoSuchKey

NoSuchUpload

Notimplemented

NoSuchBucketPolicy

182

HTTP iREE
400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

416 EXRNEHEEEZRE

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

405 Method Not Allowed

411 KBIRERE

400 Bad Request

400 Bad Request

404 ¥AE)

404 HFF

404 ¥AE)

501 REBE

404 HRAE]



Name

ObjectLockConfigurationNotFoundError

PreconditionFailed

RequestTimeTooSkewed

ServiceUnavailable

SignatureDoesNotMatch

TooManyBuckets

UserKeyMustBeSpecified

HTTP #KEE
404 ¥ AE)

412 SRR B

403 2 F7FEY

503 AR5 ATER

403 22 1F7FEY

400 Bad Request

400 Bad Request

StorageGRID E:]#:2H5

Name #RA HTTP #REE

BT EERNFEEFR A REEFREmE 400 Bad Request
HRAARE o

XBucketLifecycleNotAllowed

XBucketPolicyParseException 400 Bad Request

HAMITERRBVHFARIRA] JSON o

XComplianceConflict RN ERRARBIERE > 1RIFEE - 403 22 1ETFEY

XComplianceReducedRedundancyForbidd ERR&G S EIREER R AR (EERE 400 Bad Request

en

XMaxBucketPolicyLengthExceeded ICHEBFBE T AN R AEIFRENE 400 Bad Request

E

XMissinglnternalRequestHeader 400 Bad Request

RIEREASR R D ARER o

XNoSuchBucketCompliance ISR R R IR AR o 404 $HRE

XNotAcceptable BEXRPEE—ENZEEERERN Accept 406 Not Acceptable
1Z8E o
XNotimplemented TIRENERT RIHRE AR EE © 501 RE1E

StorageGRID B:TiR{E
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StorageGRID Xz iRHIEETEFETRE(EE
StorageGRID 4 EHIEZE S3 REST APl BYBETHR(E ©
T&RFE StorageGRID BRI BTIRE ©

1R1E AR

"GET f#fziras— 2t BEIEAEREREFIEN—3E -

"PUT Bucket —E2 14" REERERERFITREN 2T -

"ENAS AT AR L R A AR BRI EREHI S RASER L RFIESEERR ©
"PUT 17T IS R F X" RHFERAR AR ERFRNREFIERER

"fHFR Bucket RAEEFEENERS"  MIFRES EREFRRBABBPES FEEMAER XML o
"EVfS Bucket RAEEREAIMERS"  BRIEREREFREAMNPESRIENAER XML
"PUT Bucket FAEERIBAIMERS"  AREFHREPEBSEBNARTE o

ISR BETIES EFEEAMERTERES  WREZIES MU SRR
FREE -

"B : CreateBucket #41E BREAFBRIE | CAEBRIMAHREREIONHER -
Fd

"BEEFM . GET Bucket EFREE" ?%Fﬁ@%%i‘i?ﬁ : fBEIREB ERR Compliant #TF 1R B A EXAVERRIEME

BRE ©
"EEHM ! PUT Bucket jAiREE"  BERBEMNEXE | AFFTENIRBERR Compliant #FREIEREER

E °

£/ GET Bucket consistency :53K7Ef StorageGRID FiGZRHFRE—HIE B

GET Bucket =455 K AR EHE ER NS EFFRAV—EIE -

B — MR E R TR RITE AR A BREEY o

UL 7EHER s3:GetBucketConsistency #[R » S(& E1RF root fEFAE » A BETTALLIRIE o

ARER
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

E1Jji
7E[EfE XML B > <Consistency> BR[| FHEP—EE :

—34 55

e PRAEENRLAZAII B B R » BRIFERIGKH -

strong-global fReEFT A UGS _EFRE R IRA RIS A BB —E -

strong-site fReg UL B NPT A AR IRAERIE AR BRI -

MR ®EN (FERR) #RIYHRUSABER -3 > AMEERRERE 2L -

RUESFTAENERNRERE - ERRANAZHIETR

1)z AIEYENYGBEIRERA BT - H1Y S3 #H1ER » EENERE
B (fimn > BREe SRV ERNERFENGHER  IEAREENREIT
HEAD 3 GET 1#£1E) o A3#& S3 FabricPool #7Z1& °

EIS

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

A
—

£/ PUT Bucket —2{14£:5K7E StorageGRID F15E—2I4E 4k

PUT Bucket =R ERAEEIEE EER N AT LATITIRERR—BE -
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A — B R E AR IRV RIR AREE

FtaZ Al
CWAZERER s3:PutBucketConsistency #[R » StEIRFIRBERERE » 7 BESTAULIRE

2K

Ilt “x-ntap-sg-consistency 28 BB EUTEZ—

—2% siLPH

g PRAEREAE BN EIE R > BRIFBERRRRK -

strong-global fReEFFA LS LR AR iRAERIE A BB

strong-site fReg il & AT A AR IEA RS AREN 2 -

MR RE (FamR) AT RESABEN - » AMHERRHEE -2 -

RHS I RENERRERS - BEZANAZEIER -

Gl)::) AIEYENYGERIRMERA L « $Y S3 H1EE » EENERE
B (> AReaR A OERNEEENGRER  EAREENERT
HEAD ¢ GET #2E) o R41E S3 FabricPool #1F1@ ©

AR BREBERT > GREZER REEDL —H - IRFBREEEREF AR REERAEAAR
%ﬁﬂ’ﬂﬁ% o HE > REMAPIHASE API sERIEE—RE - EEBEFNSENER T EHEAFHERRE —
B K EH

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: date

Authorization: authorization string
Host: host

R
"— B
M GET Bucket last access time ;53R StorageGRID FHIEUHZE R % 77 EEFRIARAE

GET Bucket last access time 55K AJ:EGHEE = B AR HFREVE IE A L R IFZEEF R
B o

A EER s3:GetBucketLastAccessTime #E[R » 2 & EMRF root (FHE > A BESTRILIRIE o
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R

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

[EIFEEEH)
LEEARTEBFFREARBEFEIEEER -

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

&£ PUT Bucket last access time :5K7Ef StorageGRID FEYAFERAREFENEEEH

PUT Bucket & EFEREF KA ZERASNERE—FFRNRBEFINEEER - FRAK
BB EMARAMAEE » BERMER 10.3.0 AEMRARIMFIBFEFRITERSETE °

1S ABEER F1F@MY s3:PutBucketLastAccessTime #[E > Si2IRFEBRERE > A RESSRLLIRIE ©

1/ StorageGRID 10.3 xR Z&FAA » FAE iR HFRNREFINRE EMTERAEHERE « IRE
BfERAREARRZ StorageGRID EIIRIEHFR » I B HEEEFMNTERITARIT—E > X JEREHE

@ AEERIHEREERBEIERER o A LAfEA PUT Bucket last access time 35K 8 1£FH
AR EBEEHERNGAENEEBANCERARBEIEREER o 552608 "BRmER EXF
BRI " o

MRBHEFEERT REFEIRBEEN » IR EENIRERERTIITA .
* GetObject + GetObjectAcl » GetObjectTagging #1 HeadObject :5 KA Z B _E RIFENFER] o :ZYEARZH
WMEENEGEREE (ILM) FHMETF)

. %opyObject M PutObjectTagging {EEMPEERIRVFR T G EH_LRFIERE  WHEHILE ILM Hh(T
1| o

* MRRFHFFROREFINFEHEENRSIEA > CopyObject BRI G BN RIRFEFRAVREBFINEGRE - HR
BUI A GRS EARGEEFRRY ILM SHE(TS) - B2 > HitEAMH > CopyObject 5ER—RE ERMEEFE
R o MIIFRIERGIIEE ILM SHE(TT ©
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* CompleteMultipartUpload 5K E# & FENRHE o ETHBEZ A ILM 5H&{T3) o
ERE
L& o] BN T R R B T AN o

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

LA EBREFRIRRE IR

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

fF8 StorageGRID 1y DELETE Bucket FAE & EEBAHRE RERHSE SRS

DELETE Bucket A RH@E X1 4ARESE K I B[S iE A MIBRABRE XML R{EFR{ER | E @A
SEORTE -

%ELIZ\ZE??E% FE{E{#1FI@M s3:DeleteBucketMetadataNotification #[R > Sy 2IRFRBRERE > 74 BE5eltig

R

LSRRI AEREFRVESESRT -

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

£/ GET Bucket st ERBBAHRSEKTE StorageGRID FREHSES

GET Bucket FR#EE R B AMARA R AR TCHNARSREZERFHESESHAR
XML ©

A JBEER s3:GetBucketMetadataNotification #[R > (&SRB root EAE » A RESTALLIRE ©
AREH
IEEE R EHEENE % "bucket IREFABRYPAE B R RIAERE ©

188



GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

IS

[BIFEIE X B S REF R PEERIBMAR - PESBNERRCRENAREFERLETRSES - il
it 0 EARRCHEMENFERERS]  UREMGPEEN S EXELERR,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

FEDESEENBEHE T —EHNZ KR - SIERIISEEBRIYIH LR StorageGRID FERFYIHHEE
FHEX BB R - B RVt ZBER StorageGRID im2hHY URN 3573E ©

Name SL)E] WAE
MetadataNotificationConfi FARIsEFEBE LA YEHFM BRI IIE =W

guration %o

BE—ERZERATE -

3528 ARG TR R SIS 2 MRA R
SEEE R

AR B T R R B R IER

B & 1E MetadataNotificationConfiguration JTtZH °
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Name AR
ID AR ME—B BB o

BEEHRATERES -

>
e

ARERIAZ TERA) 3 TERFAL - BREFAN
MRA > REHREUERTITE

BEERATERES -

AR ERTBARN MG SR BIZRAINIRE » HplEER
SEXERENEAM o

BENGPAEYMN > BIEEZERR

BEERATERES -

B i $RBI B BUHL O S o
BEERBTES o

Urn M EE R X B RIMEY URN - B EBMU
TEMB StorageGRID %2489 URN :

‘e WBRE=ETE

* URN R AL RS RHREFRIRS IFREAERE - 1%
% domain-name/myindex/mytype ©

ImEGiE@ Tenant Manager 5¢iH A BIE API EITRIE ©
EFRAUTRER !

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

IAAR R Elmes 0 AR BEIRASAHAE XML » T[HI4HRE
HEABI HH 3R 404 $838 o

Urn B2 3 7E Destination JTZE ©

EiE
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"<MetadataNotificationConfiguration></MetadataNotificationConfiguration>"

BRE 2 xML

EBETNAAEERRE EESESHMNES o TGP » MEFPESHREERISS
‘current ~ FERIATEA 2017 BY Elasticsearch 5| ZRSIFEEERA records’ B
AWS A o

HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HERIE
“EAEARE"

fiEF PUT Bucket TTERIERNREAKTE StorageGRID FEAESE SRS

PUT Bucket RUEE FEEHERSE K AIRERSBE—RFREBESBEIRT - LEFRAX
IR AP E FEB AR XML i5E 2R H Pl EFHEIXE B RIS S RS B9 -

RN EERETZITEER s3:PutBucketMetadataNotification #[E > S 2MRFRBRERE > A AETSRLLIR(E -

23K

AREXFUABESPEBBNER - SEPEBENBENERES —NSFRA - SFRAEEHERYH
» WA StorageGRID &R B FHEXERIERIM o

AIURIEYI 2 BRI A EATEREE o BIEN > ISR ABRIE /images M B RHEXE —E B/
> WAFEBRIER /videos' FU¥ M RAEE FHBXE S —E BRI

AR EDAVAERGERY - 1R G HRIERE o A0 - EEAERRE MR > —IRHEATES test B > Z—1%
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HTERIRA “test2’ BUMIMF > RURZAAREAG TR ALET o

B4 B StorageGRID inmEEEY URN ZRIERE © IR PEB AR » IR BFE > BRIEEKEX
A 400 Bad Request°\§§5§L§ﬂﬂT:: Unable to save the metadata notification (search)
policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

HEFRERBAFPEE REERN RS XML RRYTTER ©

Name 3198 W

MetadataNotificationConfi  FEjt4EE B AN BRUtBRABR[ETE  2H
guration %o

BE—ERZERATE -

35 AR BRI EISE RS 2R B
SESHE

AR E BB RR RS 44

157 MetadataNotificationConfiguration 7T ©

ID AR A ME—RIAS

iy

BEERATES -

REFAIUZ TEBRA) & TERFAl - BREFRAN 28
A > FEREUEMITE) ©

>
e

BEERATERES -
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Name S| WNIE

AR BRTSGATTRMIG S REZRAINTE - HPlEEN =28
EEEERENERM

EETGFAEYN > BIEEZEBERIR
BEERATERES -

=]l RABRIMAI S B[R o [
BEERATERES -

Urn Y PEEREX IR BRIME URN - pZBZEABU 2B
T B4R StorageGRID wE4AY URN -

*esWERE=BETE
* URN KB FHERHEEFENSRS I NERERE > &

% domain-name/myindex/mytype ©

#5348 Tenant Manager SfH A EIE API ETTRE ©
AU TER :

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

WA E nRG » AR BEIRSTAERS XML > BRIAERS
s R I BT 404 $EER o

Urn B2 7E Destination JTEH ©

ARER
LS AIREBMARRFRABESES - ERBET - FIEMHRYGPESHE S EXEIER B -
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEULEERI > FFERIAR /images B Z M PEEN SFXE—EBRIM > MATSAIE */videos I 24
HREFNRSEXESE _ERRM -

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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HESREGIRFELN JSON

HREFREAESESREER - SIS « BWRMIBRY P EE N SIREE - G ELE—(E JSON XHIkR
HEXZE B pYithim®s o

IEEFIFERIER A test NREFITIRPTEILABEI® sGWs/Tagging. txt BIYIHE > AJREELRY JSON &
Bl o test EFITREARENRAIRAIES > B versionid IREEABE °

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

PHEERENP eI EER
IERS B R A SR S RHEXE B rYtinRiRY JSON XA FFEZRIPFRERIL
X 2Ee SR RSE  YMrREREe ID (RA) -

G2t YmatE z5iRH

EIFEMYHEER HIFETEE HIFETRE A

FEEEANYHEER &8 MR

EIFEMYHEER versionID YIRRZS > BRI CFETFETRE
R4

EeaEpkyI=gil Eig HIFETREE > 80 us-east-1

RBPEER R~ HTTP R iRA] R R/ (XL
vy P=%==K{T)

RighigER md5 MR
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Y Ymsais siLPH

fEREDEER R E ZMFRIPR A EREREER > L
key:value REHIOEAZIR -

RE RE YHRIFTE ERHRE - LRE
key:value HHERER

¥175A7f“§§$ﬂ1§ﬁﬁ%qﬂﬁlzﬁﬂ » StorageGRID E#& HEAMEFFAF R S3 EHBENEELS
@ Elasticsearch « HE&E Elasticsearch #§iEttF R EEAL HEASEF > 5% R Elasticsearch BY
R FERD EHH%TﬁFE'ﬁEELﬁ?EPT’E o fRNBFTERS| L ENFENREB (I EFE » JART RERR
THESESIRT - XHBIERS|E @ EEAERS | PREZ U RIRAIEER o
HEREE R
“EREARE"

£/ GET Storage Usage 53k #EHY StorageGRID F#ik B FHE R HZERE

GET Storage Usage ZX & &HiFfSik P IEEERANVAERFREE - UREZIRFRBNE
EEERERE o

I LUEBAR "x-ntap-sg-usage TR SHUAVELIAR ListBuckets s5RAREUS IR S K EL TP E AR #TF R EE
o REFRENRFEERABRERAFKEIEN PUT #1 DELETE SAREDFIER - ANAREIEEERME > L
HEARBEHERSNERT » CREEARREZMAEEE —EEE -

FIERT » StorageGRID ERFAASIEH - REEERAEEN - MREAEMRDH K
) StorageGRID AIES AL — MR EREE -

S, 7EHER s3:ListAllMyBuckets #R » 5¢E& BIRFRBEErERE > A BETTALEIRIE o
AREH

GET /?x-ntap-sg-usage HTTP/1.1

Date: date

Authorization: authorization string
Host: host

[l FE a1

AR —ERRE - ZIRFEMERFRPESIEEYEH 12 BEATENER - SEFFREImEYH
6 BTN ER ©
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hiR 212l

FEREFENYFIRZAE L HCIFEFAY "ObjectCount #] "DataBytes {EEE ERE - MIBRMZZAZETA
*ObjectCount 482§ o

R
—5i"

ERAN BN E RS
ERANFEEFERAR (SHHEHR StorageGRID JE#E1E)

;a: BJREEEE(F A StorageGRID S3 REST API KR EIBF R ERR AR EIEINFEE I AHE
% o

ERRBIEIAEEER
FtAl StorageGRID hrZAsH12{H) StorageGRID EiREIEIIAEEAEF > M EH S3 Object Lock BX ©

MRS Z AR T 2EERBIERE » AITE StorageGRID 11.6 Rt ERYAZ I S3 448 o I IRIA
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B AERBRIETR ; B2 > SR LREBEE StorageGRID S3 REST API REIZEMIRAMERR
BRRHER o

* "{FF S3 RESTAPI %7€ S3 ¥J{4-$H7E"
* "E/A ILM EIBYE"
* "NetApp X038 E : Y07 StorageGRID 11.5 FE IR ERRT & EIRHHER"

EEANERERERX !
* "BEEA - AERERME PUT Bucket 55 KETTHMER"

SGCompliance XML TtEBEEH ° AT » {AILATE PUT Bucket s5KAVER XML 55 RAXFEF I
StorageGRID BFI7oE » UEBILEREEHTRE o

* "E©%H - GET Bucket compliance"

GET Bucket ;A REEFRERRA < B2 > EINARTUERILERREEIRAERNR Compliant #F#EERIE
MEVEREERTE ©

* "BEH - PUT Bucket JE3R&EE"

PUT Bucket ;Z3BEFRERR © (B2 > EHATUERILFERRKENRBERT S ERFEFROERE
B o BIEn - LR ARERER SARATUIEMEREAME

StorageGRID A EZEH I SGCompliance 7t&

SGCompliance XML JtEBZEH © 5thi > ErI LIt StorageGRID Bt BT
CreateBucket s5KHVER XML s RAXH » B FTEERNEER o

%cA StorageGRID HrZ<F1g AT StorageGRID JAFEEINAEE BT » W E M S3 Object Lock EY
£ o NFEHMAE » B2RETIARR .

@ * "5 S3 REST API :27E S3 ¥4 sHE"
* "NetApp HN:#E : {EI7E StorageGRID 11.5 P IBRERRT &5 RN HTER"

TEEABRIUMAERERIVHFHTR - MRICEF A CreateBucket AR EEFRERRILMHTEIER
#EE > AIgEL TIERAR -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

StorageGRID FEEFH GET Bucket 511 EK

GET Bucket ;2B 1EFKEEHR © B2 » AR UERIERREEIRE &R
Compliant f#771% BRI E XAV ERBERTE ©
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SER1 StorageGRID R ZA<A1g AT StorageGRID EFREEINFEE 1BMF » WE M S3 Object Lock Y
o MNEFME > AR TIAR ©

@ * "{$F3 S3 RESTAPI :87E S3 ¥+ HE"
* "NetApp Z0:BEE : {0MAI7E StorageGRID 11.5 FE IR ERRNT & ERIHTEE"

G JB¥ER s3:GetBucketCompliance 1R > & BIRFIRBiRFHEE » A BESTAILIRIE o

R
IEEE AR PIRICHEE %4 "mybucket BIETFRAVERBIERE

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

[ElFE &)

E[EIFE XML 1 > *<SGCompliance> 5|t T #FREMEVERBIERTE o IO T —(E#EFRER
BiEmE » AP SEMHRIERIBIEIERZ BERE—F (525600 738) - ILEEHENREGEIFAE &
BEHRE—FREEMER

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
xX—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name = FA
RetentionPeriodMinutes IMEEFEFRPNYGIRBEAR - U EREN - (REHARRYIHGAR

AEMERtasTH o
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Name ZRBH

LegalHold * True : UL RBRIRN G/ARAMRS - AMEMHRRZIIRES
TEEAFAERERZA - EARBRILREF R0

* False : ILREFRBAIKRENGERA  ILREEHRPOOMEIEERE
HARI AR MIER o

AutoDelete * IEFE | IBRIERERREIGEER - SAILREERPIYHRERRE
HAR 2 AR B ENMIER o

* $#H5R | ILREFRTET EEREHBEIARESMER - WREFE
EMBRELEW - BISBAFEMIFR o

BR[O

MRAFREILRATSIER » AICIFER HTTP ARREMIEA 404 Not Found > S3 #H:2(HEA
XNoSuchBucketCompliance ©

StorageGRID FEZEHY PUT Bucket &#R14E K

PUT Bucket Z3REEFREER © B2 » ENARIUER LA RKEDIRB ERFT G AR
HEFREARERERE - A8 > EAILGRIREREFRENR GAFA DR MERERAME -

%R StorageGRID hRZASH1Z{tHY StorageGRID JEiREEINAEE @M » I EH S3 Object Lock BY
X o WNEEEFMAE » ARRETIARRE ©

* "§/ S3 REST API 27 S3 ¥4 8HE"
* "NetApp FI#/E © WN{AI7E StorageGRID 11.5 FEIRERM &AM GEERE"
fCAZERER s3:PutBucketCompliance #R » & EIRFRBEERE » 7 He5TAILIRIE o
W PUT Bucket AfREEFKRE » S BAERERERENSEBUIEE—EE -
AR EEF
ILEEEBEERIERH 2 "mybucket FIETFETES AN AFRIIBIERRE o TEUEEEAFIH > “mybucket FREVIH G IEY I HEER

Bﬁ:fﬁlﬁ%ﬁ%ﬁ_ﬂﬁ%ﬁﬁﬁ (1,051,200 7388) > MIE—%F - ILREEFITEIERASERA - BEMHRENERBEHM
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

Name =R EH
RetentionPeriodMinutes g E EEERTIYGREBHIRE » U EAE o (RE AR 44
AEISEFRBETE ©

EIRTR 72 RetentionPeriodMinutes ISEHER » HWBISESEN AR
FHEEBERRZHENE - FERNFRZEEERERER R zE R

AEEN ©
LegalHold * True : ILEFRBRMER GARARE o AIEMHNREHHEERS
TEEAFARERZA - EEARBRILREF R

* False : ILREFRBRIRERGEARA o ILEEFHPOMEFIEERE
HARI AR MIER o

AutoDelete * IEFE © BRIEREERREIGEER - SAILREERPIYHRERRE
HARIZIHART B ENMIER o

* $HER | ILREEFRTRYTEEREHBEIRESMER - WREFE
EMBRELEMH - RISBFEMIFR o

ARBEREN B

E1GfERA PUT Bucket A3 IEENREF S3 AFRAVEAREERER > StorageGRID & E Sl A BB PER
ZETFRAVPAEE R - TERIBE R T » StorageGRID &£/ Strong-global — 14 JRFERFAE BlP OILSFHAE
BEREFRPEENRRHTEHR > HRNEEERAREEREHMAEEAREN Y -

MRARERPOIES LS ERIZ{E Storage Node #7EfEF » StorageGRID ##7%#Z | Strong-global —21%
> BI[E]FERY HTTP ARAEREA 503 Service Unavailable.

NRCULELEEIFE » B ERHEERAREES - URASRIEHAENHERERT - IRERAREESE
%Eﬁﬂﬁlﬁﬁé%ﬁﬁ%ﬂﬁ’ﬂﬁ%ﬁﬁﬁ%ﬁ ) BT SR I SE G TR B ITIEBMEFBIFIT Strong-site —E I REHKKBYE

@ PRIERNTZ IR A B EERM > BT RERLERAIAEEMNER » TRITI/I5EH] PUT
bucket EZFEEIRA Strong-site —Ef ©
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E—RMEEE MMIk5) B > StorageGRID EREZEMRIEREEREHIEARNAR KA REERAR
BN - EEREEFBLANHEFERL I A ZAT > StorageGRID R4FFISE S B R AZHEFRRE ZET
—HHRTE - BEFA—HNREASEGENTINEAHRELIRAITA - fl ﬂﬂ%‘”ﬂ%ﬁ%ﬁﬁ%ﬁ" EFRRIRE
> WERFIFHE—ENNE » RIRKEERAANERERERE (BIRMSERSA) AEREENROLATIAB -
FEE > EERB/ER AR ERENYG - AISEEEHREHREEIERE A E MR > S7ERUA AutoDelete Y15

T TNEEMIRR o

EEoahl A Strong-site —E14 » FBEFEEH PUT Bucket £3#R#ZE1EsEK » W HE Consistency-Control
HTTP 553R1%88 » IFFR ¢

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

BR[O

* MRBEWMBILARTTE AR > BICIFER HTTP ARRECHEA 404 Not Found ©
* Y12 RetentionPeriodMinutes  FBXRPE/NRFHEEOBRI{REEAR > B) arTe AREEEEZA 400

Bad Request ©

e
"BER | AEREBIEME PUT Bucket s5KEITRIED"

EEEFHRA]
StorageGRID #N{AIfEA AWS [REIZRIEHIY S3 #TFRTREAIY(HRYTZEY

StorageGRID f§£/ Amazon Web Services (AWS) [RBIZES » 2 S3 AP IEHIE#EFRK
HAS4DH4RI7FEY © StorageGRID RIREET S3 RESTAPI [RAIZESHFE - SSAPIHY
@HYJ_\/EIJJ’/( JSON 1%_%1\ HH °

FEURAAEE
StorageGRID & =1z EURA :

* EEARIRR] > IR GetBucketPolicy PutBucketPolicy # DeleteBucketPolicy S3 API #2{E5{ Tenant
Manager 3§ Tenant Management AP| E1TEIE o FEFRRRBIMMNERER > BT REAES fn%ﬁﬁﬁﬁﬁ
ERP S EMIRA PRERAEEHEERREPEREN - —EffFRRERANEERN —ERER > B8

AR Z{E84E -

. *ﬁ%ﬁr‘?ﬁu* i53B Tenant Manager S P EIE API E1TRE o BHARAZHIMNEINR A PRI FE@EEE4E - FLt
EA T ZEHEEEIRPFIEENEEER - —EE4ERAIBAR—EEAE - B se@EAN ZEH
Tﬂ% o

* TYEISEIRR] - GA7ER AssumeRole FRINBRER - T(FMBRAEBERAMSEN TR  E—55%
BEREFTRAIER  LUR BRI ARAIFT R T 1R -
() mamn - BERERN TSR FRN BB EEER -

StorageGRID {#7ZETREF B 4H R AZEE Amazon EEEEZE - BERAAEHE T —ERAIZAMET) » SE
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BREIUTTE:

* BERID (Sid) (3ER)

-S4

e —

* Principal/NotPrincipal

* &iF/NotResource
* B)E/NotAction
* &4 (ER)

[RREREEALAEBEIN - LUSERR : 85 <Effect> LIAAEFHE4LR <Principal> 7£ <Condition> & F Bt

<Resource> #1T <Action> ©

SRERAZRMBEEETERITIAE :

TR
Sid
T

/

Principal/NotPrincipal

&E/NotResource

#1E/NotAction

=
e

55

Sid FTTREERR © Sid ERARAERERUENITIHE - EgH%iH#F > B
G StorageGRID R4FMR ©

£/ Effect TRICRER T NFIIBMBISEBVIRIE o LU AERAIEN
Action TTER AR F AR B R FREM T T (SHEME) BUIRIE

WRILLREFERE ~ BEMRA FREEERLIITIREEE - WNRHA>
hRET S3 FHE > AIAIUEERERFT (*) EEATRRAFELTF
B o FERIBER T 0 RARFRESA SEFINZIRFEENER

1R QB HFERIRATIEE Principal 7TTE& © SRE¥4ERA - [REIFRHIAN
REF4HEN ABE S 8Y Principal 7TTE ©

Resource Tt AR MAIATZ AL « EIL{EA Amazon Resource
Name (ARN) ZEHBIEIE > LA SIBBEHIERALELER o

Action ] Effect TR HERBIMIEERMED - EFHEARERE > 2T
BT IEBETFIZERIVER o FRIECPRRISEEIR - [RIFERHHE
A8 5 BRI LU APRREE R B E M RAIR T RUHEIR -

Conditon TEDIEMAM o RATNCEIDEER U ARRERE
EIR

7E Action FTTE » ERILUERBRAFTT (*) RIEEFTAEIEHEERIFEE © FIU0 > Lt Action RF &N
s3:GetObject * s3:PutObject #] s3:DeleteObject Z FERIHERR o

s3:*0Object

£ Resource TTET » BRILUMERBERFIT () M (?) - 5% () 4 0 BAxZEFT > M (?) NS ESE

—Fo
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£ Principal 7TtEP * FREEREFI (EFREAER) b FZRERFT o AIM » ERILWERFT (*) &
E 7 Principal {& °

"Principal":"*"

"Principal" :{"AWS":"*"}

LU &8I0 » BER{ER T Effect * Principal ~ Action #1 Resource 7% ° L& HIBT T —ETB#ZITEERA
E2PF > 5222 PR(FEH Effect lAllow] #25 Principal ~ B2 E8#4H federated-group/admin  FBAFE5E$4R
‘federated-group/finance #fT Action “s3:ListBucket (H¥%%A mybucket BIfEFITES) UK
Action ‘s3:GetObject (HHZEEFITRRAFMEYIMG) BIRER o

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::mybucket",

"arn:aws:s3:::mybucket/*"

HFRIRAIRIA/NRFIZS 20,480 {iUycAl » BF4ERBIAIAR/NREIZS 5,120 fiI7ThE o

[REUB—E1E

AsER T HEHERAFMMMEVERERREEHE N - BRRAVREUWES] - BHERAES—1E - EFajh:
FEEEIN 16 DIEABEER - ERIBRT - HiEFITERRRFA M ERERIB SR8 -

ERILIRBEZZLEREFRREMN—BERE o Al - EREFERMSFENRE » FERERANEEMNA
B o

EEREBERT » O] LUTE PutBucketPolicy :5KHz&E "Consistency-Control #2858 » 3 {FFH PUT Bucket —21%
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K o BfFFRRAZEN—2 > ARRAVRE - SE A SeFEEEEI 8 A BEERL -

@ RS T EHRERERME—BRERESTRNE » FHUETRERFEFRERNREERS
[RYa(E - BRI > FRARENFEFRFARERERERNRIRE

TR TIEREERIRAY ?

TEREERIRRIR—BEEURR » EEESE LIERSERIAE (PIINEREMATERAER) TRIRGIERENE
IR o TYEREFRIRAIRBEARFF—EBDHEIR > MASER FREIMNIHERR o B¥HEA S PIEHEA ERZRIEIR o

7E/RA)ZE A ER ARN
7ZIRB)EEAA > ARN AR? Principal #1 Resource 7T ©
* A TIEEAIEE S3 IR ARN !

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

* EAEEEES PEIRARN (EAEMEE)

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name

HtZBRAE :

* R LMERESE (%) (FAB BT » UEHYHRSIRBPHNSEHZEFTT

) E%T%EEPEHEEE’\JB%?EE%{E% JSON UTF-8 #RHSEIfEMA JSON \u BEFIEITHR - FEB DR

"RFC 2141 URN z&7&"

PutBucketPolicy $##E8Y HTTP 55 RAAZE(ER charset=UTF-8 1 T4RHS ©

ERAFIEEER
EIRB)EAA > S0 LU#EF Resource ToRIRIEE A F BB R R IMH o

s SRR ZHEEFTE—EERTE o EEEF » BIRLUITE Resource & ? UL NotResource FRnHE
BRIE ©

* IXE]LAEA S3 BER ARN H5E &R - i :
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"Resource": "arn:aws:s3:::mybucket/*"

s AT ATEY R P R R IR B8 - BIYn -
"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

© ER T LSRR YRR AR AR o

ERRIPISE X HE
£ Principal TR AR BPRAAFTAEBEINE RNERE « BHENEAIRE ©

* HERRD PN EERD)EEE N EE S —IE Principal 7Tt o B#4AR B REIZBEEAREE Principal 7t
» KIAEHAAR S EIWAR A RS
* FERA)FR > ZEEALLITE MPrincipaly = » 8tLL NotPrincipaly FRHERR ©

* WEEFA ID 5 ARN $EE MR BEHIN S 2 H#5)

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

LEEEHIEATEAIRE ID 27233906934684427525 » HARG1iEIR AR HERFR A PRVFIEERE -

"Principal": { "AWS": "27233906934684427525" }

* WRAIIRIEERPIRE &R -

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* EEILGEE — A ERE A ERE ( TAlex) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

s S LIEE— A ENESEHE ( TManagers) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-

group/Managers" }

* RIS EERERS :
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"Principal": "*"

© BERE o EEIERERE UUID REAERERS

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-

eb6b9%9e546013

PIa0 > fRE Alex BERA 7484 > (EFE R "Alex #MIER o WNERFTHY Alex NIAABRIL RIS/ T HEERY "Alex’

fERERME > AlEREREEE

B ARG EAERER -

* HEILEEER I AFRRRE S NFEREE/ERERME -

ERA IS E IR

EIRB)A 5 Action TTRANR ASFAERHERIHER o [T UERBIFPISE—RIIHER » SLERRHT
£ TAction] T > LA TNotAction) FTEEbR o SETTREHER TR S3 REST API 121E ©

KPYH T BARRFRRERNERRYFRIER -

Amazon S3 IR7E#t#f PutBucketReplication #1 DeleteBucketReplication 178 > E5fEA
@ s3:PutReplicationConfiguration #[E  StorageGRID $#¥EE1TEIER D FRAVIEIR > EEERIAN

Amazon S3 RRIERF o

() =R putIREBHIRAIES » BITHR delete 1R(F -

BRARHEFRBER

FEMR

s3 . CreateBucket

s3:DeleteBucket

s3:DeleteBucketMetadataNaotification

s3:DeleteBucketPolicy

s3:DeleteReplicationConfiguration

s3:GetBucketAcl

S3 REST API 1&1E

CreateBucket

DeleteBucket

fiIE% Bucket FRAEE I BAN4HRE

DeleteBucketPolicy

DeleteBucketReplication

GetBucketAcl

StorageGRID E&

2 o

AR ERERER
ARfER -

=
ERY

=R > PUT
DELETE EEZ5RHY
R
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FEMR

s3:GetBucketCompliance

s3:GetBucketConsistency

s3:GetBucketCORS

s3:GetEncryptionConfiguration

s3:GetBucketLastAccessTime

s3:GetBucketLocation

s3:GetBucketMetadataNotification

s3:GetBucketNotification

s3:GetBucketObjectLockConfiguration

s3:GetBucketPolicy

s3:GetBucketTagging

s3:GetBucketVersioning

s3:GetLifecycleConfiguration

s3:GetReplicationConfiguration

s3:ListAlIMyBuckets

s3 : ListBucket

s3:ListBucketMultipartUploads

s3:ListBucketVersions

208

S3 REST API 1&/E
GET Bucket 5581 (248K

GET f#fFiTas—2%

GetBucketCors

GetBucketEncryption

ST 18 R F AN

GetBucketLocation

HY1§ Bucket RAEE KIBANAHRE

GetBucketNotificationConfiguration

GetObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersioning

GetBucketLifecycleConfiguration

GetBucketReplication

ListBuckets
BSREEERBR

ListObjects
HeadBucket

RestoreObject

ListMultipartUploads

RestoreObject

B FRhRkZs

StorageGRID &
=1

=i

=
ERY

=0 0 WA GET
Storage Usage °

AR ERERER
ARfER o



FEMR

s3:PutBucketCompliance

s3:PutBucketConsistency

s3:PutBucketCORS

s3:PutEncryptionConfiguration

s3:PutBucketLastAccessTime

s3:PutBucketMetadataNotification

s3:PutBucketNotification

s3:PutBucketObjectLockConfiguration

s3 © PutBucketPolicy

s3 : PutBucketTagging

s3:PutBucketVersioning

s3:PutLifecycleConfiguration

s3:PutReplicationConfiguration

BRI EIRERR

FERR
s3:AbortMultipartUpload

S3 REST API 21 StorageGRID &

PUT Bucket £37E1& (BEZEH) =1
PUT Bucket —21% =R
 DeleteBucketCorst
» PutBucketCors
* DeleteBucketEncryption
» PutBucketEncryption
PUT #FITREREBFENEE =/
PUT Bucket R4 E BRI AERE =0

PutBucketNotificationConfiguration

* CreateBucket &1 x-amz-bucket-
object-lock-enabled: true 5K
1Z88 (3BZEZE s3:CreateBucket #R)

» PutObjectLockConfiguration

PutBucketPolicy

* DeleteBucketTaggingt
» PutBucketTagging

PutBucketVersioning

* DeleteBucketLifecyclet

» PutBucketLifecycleConfiguration

PutBucketReplication =H > PUT D

DELETE EE2REH
REPR

S3 REST API 121k
* AbortMultipartUpload

StorageGRID E&!

» RestoreObject
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FEMR

s3:BypassGovernanceRetention

s3:DeleteObject

s3:DeleteObjectTagging

s3:DeleteObjectVersionTagging

s3:DeleteObjectVersion

s3:GetObject

s3:GetObjectAcl

s3:GetObjectLegalHold

s3:GetObjectRetention

s3 . GetObjectTagging

s3:GetObjectVersionTagging

s3:GetObjectVersion

s3:ListMultipartUploadParts
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S3 REST API 121E
 DeleteObject
* DeleteObjects
PutObjectRetention

DeleteObject
DeleteObjects
RestoreObject

DeleteObjectTagging

DeleteObjectTagging (FZ¥{FHI4FE R Zs

)
DeleteObject (FZMHFBI4FERRZS)

» GetObject

» HeadObject

» RestoreObject
 SelectObjectContent

GetObjectAcl
GetObjectLegalHold
GetObjectRetention

GetObjectTagging
GetObjectTagging (FZ¥1148945 EHRZS)
GetObject (Z¥HRIFFEIRZS)

ListParts + RestoreObject

StorageGRID &



HEPR S3 REST API 21 StorageGRID &
s3:PutObject » PutObject

» CopyObject

» RestoreObject

* CreateMultipartUpload
» CompleteMultipartUpload
* UploadPart
* UploadPartCopy
s3:PutObjectLegalHold PutObjectLegalHold
s3:PutObjectRetention PutObjectRetention
s3:PutObjectTagging PutObjectTagging
s3:PutObjectVersionTagging PutObjectTagging (FZHIFHVSRERRZS)
s3:PutOverwriteObject » PutObject 28

» CopyObject

PutObjectTagging

DeleteObjectTagging
» CompleteMultipartUpload

s3:RestoreObject RestoreObject

£/ PutOverwriteObject R

s3:PutOverwriteObject #PRE StorageGRID BB TR » BERAMNEIL HEMHFAVRIE o LERNZRERER
FisR B UBRMHNER « EREERMNPEER N S3 MHEE -

IEHEPRAY R BERR E BL4%

* 5T - BRIEAUBEYM - EETERIE ©
* {648  APIREZBEYMN - REA [B48) B > PutOverwriteObject #ERZB(FA N -
© MREF—BETHEEFENIH
" MGRVER - EREERNPEBRS S3 YT RCSELEER °
* IEFEEITRVPR A EBUREIIRECE > WBREIEHES

* WNSRERA T S3 hirAsiZHl > B ME4R) :REZPELE PutObjectTagging I DeleteObjectTagging 1#1E
&4 R 2 IEB HikR B TagSet ©

° MRHAZEREYM > BULCHERERL -
* NRILERAEFE > AIMREARET 255 #IRER -
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R BRI S3 [REIAFFEE » B PutOverwriteObject #[R:REA T1E4E) > BIEFIRELEE

@ MHENER ~ FREEENPESEISYHIRR o thsh » MR AE THEHARRESL ZEG IR
PH( T4ARs) > TZ2MRE > MERANYHt) ) > AIEZREEEE PutOverwriteObject H#EPRER
E o

ERRIPIEE R
M ERT RAMAIRER o RBREFFNREREMN -

IR ERREYETTHE - —(@ Condition TTRFIMUE S ZEIRM - BEKFGXAIUBEIZSEREY - KRHEEHR
BUMIUENT ¢

Condition: {
condition type: {
condition key: condition values

ELLTEEBIA > IpAddress &4 Sourcelp 42515 o

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
b
SENRHERTF

RHEEFR TG DE

© FE

* BB

* fth(E

* 1P fifdik
© EERE

RHEEF siLPH

StringEquals iR BEETHRELEE (BAXNE) o
StringNotEquals RESECE (BHOANNE) FREFHREETER -
StringEqualsignoreCase iRl REETHRELYE (BBRANE) o
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FRHFHEF
StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals

NumericNotEquals

NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

mikE

IpAddress

NotlpAddress

Null

[fExists

SRR

Btz
iR T REETIER  FATECE (BEEANT) o

AT REETRELR (BOXNNE) - R*M?2E8RFTe

iR BEETER  RARRTE (BEDA/NE) - AE5*M?8

R=Fte

i SR BUEETTIBRELL Y o

iR AREETIER » BREETA -

e IREBEEITILR Bt TR TS -

iR AREEITIER - IR TRINEER) AILEERAY

e iRAMEETIER - Bt it T o

iR AR EETIER - IR TIIREIER ) BYLEERAY

R THESR) E¥ > iFREAMEETTIER -

HrE iR P iitsy IP (It EBEEITILE -

RIEEEUCH > BB igi P {Uiksk IP (3t EEEITEEE o

BEBRRERABTPEEFERERSIHE

FEONZIBR Null iR ZSMYEIRHESR F » IREZFRHRSIBEST

F1E - MRIFHRS|IBEAFE » BIE[D TRUE -
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(355

aws:Sourcelp

aws:username

s3:delimiter

s3:ExistingObjectTag/<tag
-key>

s3:max-keys

214

aREn

s3:ListBucket 1

s3:ListBucketVersions 1
PR

s3:DeleteObjectTagging

s3:DeleteObjectVersionTa
gging

s3:GetObject
s3:GetObjectAcl

3 . GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl

s3:GetObjectVersionTagg
ing

s3:PutObjectAcl
s3:PutObjectTagging
s3:PutObjectVersionAcl

s3:PutObjectVersionTaggi
ng

s3:ListBucket #

s3:ListBucketVersions 1
R

=R EH

i BMEIEFAREY P (HETTLEER - AT AR EE R
FHEE -

AR D UNR S3 AREE B EEMAMFE R LR
B E TSR IAR - RIS B e & TH8RARES Lk
B9 IP fiib#EITEERR o

AR MRERBE=FIFEHAAH TES > AgRZ

BETEESH IP AIUEEITEES o 1Efa] “X-Forwarded-
For iIZEEE[ #7288 » AAEEREEHANE

i PR SASEIR A B EAELBEITIER - ATAR
EF R IHIRIE -

#& 8 ListObjects BY, ListObjectVersions 353K 5 ERY
DIRFSR2BUEITEEE ©

EXFEMAERENRERENE -

14 E2 ListObjects 3¢, ListObjectVersions K HI5EH
max-keys 2EUEITELER o



(355

s3:0bject-lock-mode

s3:0object-lock-mode

s3:object-lock-remaining-
retention-days

s3:0bject-lock-remaining-
retention-days

s3:prefix

s3:RequestObjectTag/<ta
g-key>

s3:x-amz-server-side-
encryption-customer-
algorithm

IS
s3:PutObject

s3:PutObjectRetention

s3:PutObject

s3:PutObjectRetention

s3:ListBucket #

s3:ListBucketVersions 1
FE

s3:PutObject
s3:PutObjectTagging

s3:PutObjectVersionTaggi
ng

s3:PutObject

=R EH

Bl PutObject ~ CopyObiject #1 CreateMultipartUpload
AKAVEERIZTER RRARY “object-lock-mode #1TEE
B o

£ PutObjectRetention :5KH XML IEXXERIRY
“object-lock-mode #{TLEE ©

£ *x-amz-object-lock-retain-until-date 35 R IZFEH$5
E R B HAPR S IRIE R IR TR (R B HAR ST AR
PBHAPRETITLEE » MRS LEETE U TAERNTFE
[N

* PutObject
» CopyObject
* CreateMultipartUpload

£ PutObjectRetention :&RHI5E IR B &L LE HARE
1TEEE » LR REEAHEER o

##E2 ListObjects I ListObjectVersions 5K H15ER
A2 BUEITILES

EMHRRESRER  BERENRREZRMNE -

£ *sse-customer-algorithm" {27 PutObject

~ CopyObject ~ CreateMultipartUpload -~ UploadPart
+ UploadPartCopy #1 CompleteMultipartUpload 5>

IZTEH R copy-source-sse-customer-algorithm®

EITLERR ©

FERAPIEEEH
TRIUERBIPEREE > UEENAIAFEAREN A UTE Resource TTRPEARAIESR > thATlL

7E Condition TEPFMFHRILRPERRAEH

EEEMFT > 3ZE 8 ${aws:username} & Resource TTEMN—EF7 :

"Resource":

"arn:aws:s3:::bucket-name/home/S${aws:username}/*"
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ESERFH > ZEE ${aws:username} B IR EIRPIFHERN—Z7 -

"Condition": {
"StringLike": {

"s3:prefix": "${aws:username}/*"

by
B SR
${aws:SourcelIp} R Sourcelp EiR{EAIRHAVESL o
${aws:username} ERERELTBRIERIRMEAVEE -
${s3:prefix) ERRBEER BRI IRF AR MAVEE -
${s3:max-keys} EARFEEBA max-keys DIREAIRHEAVEIE] o
${*} FHFTT o FAZF L ERAFEERLR * Fite
${?} FHRFTT o FFTTRIEXF ? Frt ©
${$} BT TT o R FTAFBERNETRR $ Ft o

B RENHREENRR

BE > RARTFHEIRAISESHREMSITEEERNEE - FISNEHENRFRY root £ © StorageGRID S3
REST API B8R AIERE R LE Amazon R 5% » BIRBIFHEESRERN

[FRIFITIRE [RR$EE Amazon 172 StorageGRID 1774
EEECHATMRERIRE #ETRE RAEIEMEEREMIT B  HE
FERR root EFFAEIRAREHAAE
S3 EERIR AR IERVIERR
B4R B CHERAE/FHARNEM B#4E BME&HIHIT Gl
RERR
REFIMNIIRPBHAEER (A  RTFETRE mYIETEA B BERBAFE > A
iR S3 fETFETRR R IR ERVHERR

#3&{#[@ 405 Method Not
Allowed $#£:2
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[RAIBITIHE [FRR$EEY Amazon 1724 StorageGRID 1774

FUEFSIMEBIRE root (FRAETE (A7EETHS BN BERAAHR > FrE HEE
BEBEEMAER S3 HFITRE R B2 IERVEERR
#B&r{E[o] 405 Method Not
Allowed $£382

AREFFE ABRITAREIRE HEITRE B > {BFFE S3 H#IFITRERE HE
BIRERVRERR £ SMEBIR B root
fEREMEREER 405
Method Not Allowed $£32

B4BFRE ABITERAIRERIE  (E1FETEE FRIEMEEaH#T 8 4EE
PR root EAEIRPREHAE
S3 HIFHERAIEEAVRERR

Principal 2—fEFEFERIER 7T BHHETEA BHH
AoEFE
;%ﬁ%—ﬂi%ﬁ?’fﬁ’ﬂ S3 f#fF B B el
FRER A HEHE f#FATRE BYHESEA B
IWRARFIFFAEERA (B RHFiTHE BN - MHERRIUERPFIAE BN - YHRHEERESER
EERIRE) MEYFIE FEFRRAAER - BUE FFAA o RERERRIER -
MR o MRF AR ACLIRT

WHFRIFEER o

—REAZSRERN (WORM) {7:&

EOI LI — R B AZREEE (WORM) EEER(REER « FRETEENOYGPESER S3 MHIZE o &0
R WORM f#7F4 » UASFRBIIFGN B EHMIRIREAR o SAE BRI ER—TER X ©
AIERIGAIEREBESIEE » KL -

* ¢ Grid Manager # » Aij{¥ Configuration > Security > Security settings > Network and objects > 741
HY Prevent client modification #ZEXA5 1 o
* FAEAUTRAIA s3 RAY
° 7 S3 [RAPEIE PutOverwriteObject DENY #21E o
° 1£ S3 [RAHFLE DeleteObject DENY 121F o
° [ S3 [RAFTIE PutObject ALLOW I21E ©

@ 7£ S3 [RAIHi& DeleteObject FRE#3 DENY » M ARFERILE ILM 7EFTE 30 RETREZA 248
HOFR RS RIBRAD(F
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@ BMEERTAABLERAIMERR > efMtEEMLETITEA F2RBERA) - BEMaURL
BENETHER F2REERB) o

BERA:HERA CREREG#ER)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

B3 B EENTHER (EREUEHHL)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

FERAE
* "StorageGRID ILM FREGN I E R 4"
* "EFIEFRREA"
* "EBIEEHARRA"
" TERSER R A EE A"
* A ILM EEYH"
* “EREAIRE"

StorageGRID S3 REST API T {FR&EER R B &)

ERLL T &L StorageGRID TERSERRE! o

EH | REAFFYIEREE TIERSER A

FEARFIF > TIERSERRYERREW ETHE bucket! BFREMIM o FRE HMEIEOIEIE S B4R » {8 StorageGRID 55

BENME (BIUNER "s3:PutOverwriteObject” #EFR) BRIM o TYERSER/E BT LATEIEAY AssumeRole API BRFLL
JSON HEZEHFIEM o

"Statement": [

{

"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"
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StorageGRID S3 REST API 7z & R A 54
fER AR EIPRYEE I A EFREIL StorageGRID ZEURA] ©

HERRAIEEZR RPN HTER N ZEER o ST EA T Edh—&E T A » £/ S3 PutBucketPolicy
AP| R EBFEERA :

* "${post_edited_translations.segment}" °
* £/ AWS CLI $\TIXFane (AR #FITRE LHV/EE")

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

BN REFFRA ABHEEREA MR

TEEMNFF > BIEERERAETANFIEERAET U LFEEFITIRPYG  WHEEFTIETRAEYGR
1T GetObject 1#21F o FIA EMIR(FERASHRIEAE © /2R > WWRRAIFISENIFAFRIB A » ERFRTIRE root EAE
Z5h » EftfEREERRARAMEITRIER -

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

a0 - AF—ERE PR ABRERFRERER TE2F 0 MAsTS—ERAPEFRE AEAWEFR

FEUEEEHIF - —EIEENRS FRIFE AR U2 FEUHETR » H—EIEERS FEIFE AR LR
A EHHEFRPLL “shared/ ¥ ZIRATERFIZERIYIFHAIT GetObject #1F o

@ 7f StorageGRID # - JEEAERE (BEERIRF) BUNHRREEREGERFAE © #F
RRRBRRELENMG -
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operations-on-buckets.html
operations-on-buckets.html

"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

a0 AFFPRE ABREFRESETE > LA ERAERS TE2FN

FULEAHF - SFEERERETERNFIE AZRR LS L HFR I SR FR PR EYHAIT GetObject 11 > T
REBRIEEIRFE P ER4E Marketing’ UEFRE 7 SERISSTEFIVER ©
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

6 : AFFFRAANIR IP (AL EEE RAY A P IR AR E I TRE B AFE

TEERFFH o FIEERE (BEERMERE) AT HEEFRET ERFRT R E G TEAYIHFIRE
IR R RN ERBEISEM IP (itEE (54.240.143.0 B 54.240.143.255 > {BERE13E 54.240.143.188) ° FRB
HR (g ERIE4R - FRERE IP (ISR 2 JMIE RIS ERIE4E o
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

) EATHEENMSERAETE2FIEER

7EUEEEHI > [FIER(ERE Alex WA FFTETZE examplebucket ITESREMIH - FREEMERE (8
& Trootl ) #HEHEAMIELMMAEEE c 1R » RMEAFIERE Trootl ¥ Put/Get/DeleteBucketPolicy
HIRERR ©

222



"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&5 : PutOverwriteObject R

7EUEEEFIF > Deny PutOverwriteObject #1 DeleteObject BY Effect BIFEIRZHE ASESIE B MIBRIEIER]
FRETRNPEERF S3 WHERL -

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

:federated-user/Alex"

:federated-user/Alex"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

StorageGRID S3 REST API E#4R/= 81|34
ERAREIF IR AEFHEE StorageGRID FEURH! ©
BHRIR RIS E ZIRRIPRMI NN B 4E RV ZEAERR © [RBHRE Principal 7tk ' AAEREEH  BHERAIFFER

4o

Tenant Manager 3 API #1T5R7E ©

&3 : {5/ Tenant Manager =2 & Ef4H R B!

£ Tenant Manager F#TIE S REEEF AR » G DUBZEHER AR EZEHEN SR ER ML S3 ZEUEIR © 55
2R"4% S3HPEUAFE" -
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* # S3 FEVEIR : TERRIETE o ILEHEPMFEAERZFI S3 BR » IRIEEBHEREIIRFEIUER - 1
BRISEEILIEIE > FER A root (FRERILUIFENS3 BIR ©

© MERTFEY - ICEHEPRIEREY S3 BiRAER MRFE o fIE0 - ILEHEPRYERE A AT hY (A 1
i:ﬂ  REERIRE o BHRIEEE > WIERERRN JSON FERBREXF IR « R AREILT

* TEEH  ILBHERIEAEEAY S3 BR (BERHFER) B2 FiE - ERULERR - XFHRPR
FERTERTFENEHERAIAY JSON F & o BFEERELILF S o

* Ransomware Mitigation : IEEEHIRAERIC UL R BIFRA R o ILEHETRIERERTURITE BRIkl
BEIANE ERBYIhRAIZEH B R R PR A MR -

H TEEFAA TR #IRB Tenant Manager fERE R UERILEHERA - 1§ TEIEFIARER. H#IR
REISZEENARE  LERNBREBSEARRE (MFA) -

* BF] : BHEAEAERERTEXFHRPIEENER -
P . AFFRHEHAREFREA TEFN
TEAMF > BRIERHFRRABAFEELR - DRIBHENFIE SR U2 FIEP IR A BFIE HFR o

"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

FH : AR A REFRETHEETR

TEEEEAHIT - FRIFEFRRAIBPRERLL - [RIBHEPNFIA NS S3 EREAMEEFIVER - G40 > %EF
HEREYE AR E P AT R SRR E R ~ RIEE AR
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

StorageGRID &1z HEEHPEHIEY S3 1#1F
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* CreateBucket

DeleteBucket
DeleteBucketTagging
DeleteObjects
GetBucketTagging
HeadBucket
ListObjects
ListObjectVersions
PUT Bucket 7A#R381E
PutBucketTagging

PutBucketVersioning
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