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© BB RAPESE Admin EiREITEREARE R (3 IP fith) FEEREEHAE o LRILIE StorageGRID
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* IRIETEfEA AD FS Management SR ARNEIEE T » BB Administrators B$48 ©
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EZR o NREBEAIEM » 552/ Microsoft AD FS X {4

{# A8 Windows PowerShell I8 /&:5E =T
f&A] LUER Windows PowerShell [RiERZE I — A ZESEBHE1E o

1. % Windows BASATHAER » LUB R A HEEEEY PowerShell BT » ARIERURREEEFHHIT ©
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2. 7£ PowerShell GiRIBTRETT F » WAL THS !

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata" United States (US)- Company name: NetApp -
Source text: Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata" - The source text only contains animage

placeholder tag. - According to the instructions, | must keep all ™

text and return only the correct translation.

Output: "Add-AdfsRelyingPartyTrust -Name "Admin_Node _Identifer" -MetadataURL
"https://Admin_Node_FQDN/api/saml-metadata™ _

tags exactly as they appear in the source
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» (R BT AP FE S EREERY 1P (iIilt o SAT » MBEITUEEHA P il > 3515 > R P (Uit 4cEsE

’ ‘TZ\ZEE%?‘JZE%L.LJH:F%EM mEREE )
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7ERREYZRAY LDAP B4 » A objectGUID (%12 User-Principal-Name ©
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#2412 Finish > JA181%E1E OK o
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7.

b. FESD Nimdh) ~ TEHAEE) # TE%) RELOBUEES -
SNIRiR/ DB L - 55FEY Federation RAEE RPN ERIERE » S(FENWAE ©
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1.

7£ Windows Server EIEE 7 » EEY T A » 7A%EEL AD FS Management ©

2. 1£ T#&1E1 T > 42 Add Relying Party Trust ©

3. FECIEm L > #E42 Claims aware > A% IEHE Start ©

4.

5 1F THi&hEERAIE (FHRTEE URL) 1 F > BALLSIEERLAY SAML PEEFRIALE

EE TEABRKES R L@ EEes L mpERly -

https://Admin Node FQDN/api/saml-metadata

#1¥ Admin Node FODN > :F#IAMEE Admin Node HIFEEEARNE  (WARE > SRl UACKAAEIRERT IP
fisit o 2R > WISRISTELEEREA IP (it > 553 % » WRZ P U BEEEE > S AERSEREIIERE
REEREE )
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- HTIEEEARA

a. ${post_edited_translations.segment}
b. ZE4E LKA
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d £ NRERA BEL > MAZRBNETRRTE o
${post_edited_translations.segment}
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f. 7EBRETRAY LDAP BT > A objectGUID 5{i%#2 User-Principal-Name °
o EHERN MBEHEHEE) B > R THDEEPEE M2 D) o

h. 342 Finish > ABEEE OK o
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10. SERt8 > 35R[E] StorageGRID It AIEFIA (E/8/8:E & EE " UM HE [ERRTE o

FERIUEBAEE
MRICEEREAKBAEFENER » I UFEIMAZLERE o
1. 7€ Windows Server EI2EH » 2 T A » /A% %EE1 AD FS Management ©
2. 71 T32fF) F » 42 Add Relying Party Trust °
3. ¥ E®E L > 842 Claims aware > FATE3E4Z Start o
4. 342 Enter data about the relying party manually > 7A%%35#2 Next ©
S. ERERRAEEESE !

a.
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ARF—HN  BEREEMMNEEAMANE - sZMBEREE Grid Manager E—E A Bl _EEERAYGH
AESSEE—% o 40 > SG-DC1-ADMI ©
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A SIEEELAY SAML BRFS 2L URL -

https://Admin Node FQDN/api/saml-response

#+¥ Admin Node FODN > :E#iA Admin Node MITEEEATIY o (WIBRE - o] UACKFAAEIRER IP
itk o 2810 > WREELLETA IP il > 5FHFEE > WRZ IP B EEE > R AEMEENREILLL
EREREEEE )

${post_edited_translations.segment}

"Admin_Node_Identifier _

EDN Admin Node Identifier’ R A BRIV SR A MRS RS ERE—SABR LR
THIABTE—H ° HI0 > SG-DC1-ADML ©

f MERE > HEFERAEME X RAREREE

MREESHERA) HEABRERLER -
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d. 7EBRETRAY LDAP BHEED > A objectGUID 5342 User-Principal-Name °
e TEHRERN MEHEEHE WP > THDEEFREE AW ID) -
f. 42 Finish » A%2%82 OK ©
7. LB RARE—TMMEBAEE > URAREEBM -

8. ${post_edited_translations.segment}

a. ZE$E FE SAML ©
b. ${post_edited_translations.segment}
c. ${post_edited_translations.segment}

d. ${post_edited_translations.segment}

https://Admin Node FQDN/api/saml-logout

I Admin Node FODN @ :EEIABIREFRISTTREAEERTE o (MBEKE > TthaJ UERERRLAY IP (it
;E  INRITFELLEA 1P (idlk » 3553 » R IP (HBEST - CU AR ENEIULUIEBAEE -

a. EEOK o
9. 71 NEE) RE L IEFIEBAEENSE
a. IMEEFTRE !
* NREE S LEZE StorageGRID WEFTEIEESE » (AEEZRSE

* MNRBEBTES ' A ABIEEE » g EIEEEEAY /var/local/mgmt-api’ B » AB T
‘custom-server.crt ZREHEZE o

'ﬂlll

@ TEZERAEREMMNTARRE (server. crt o IR BIREBLF LT - MIRENRY
BREMELTERESE > BRCEEENEEAEERME -
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${post_edited_translations.segment}

10. ERFLEDER » % StorageGRID RAHIFIE BIEE MR EERBAEE ©
1. 5ERL#% » sA3R[E] StorageGRID "Bl A EHE/REE ST UEREBIERRE ©

£ Entra ID 9% StorageGRID 2 (¥ ERER
{SETLUERS Entra ID ARRNSETEHRT— AL ERARS -

FsaZ Al
c RERBS StorageGRID REE—FA > I#EEZFT Entra ID % SSO 88! -
* {&7£ Grid Manager 5 "“EANVEIE" o
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../admin/configure-sso.html#test-sso
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* BEARGTESETENHM CERAENLE - EAMUKE 'RE SSO1 EH LNEEMAFEERRRE
PERIELE(E o

@ 1CA7R% StorageGRID RFEFHNEEEEHIR UL —ELERARER - ASEEEDHRACH
CERAEATREEREIUZESMBANE R EFNEIEHE

* CHEAEMA Entra ID B ERAERVEE o
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* {&7% Entra ID tRE R UTA®BZ— : Global Administrator ~ Cloud Application Administrator
» Application Administrator SXARTS EREMIER & o

ZEX Entra ID

1. & A "${post_edited_translations.segment}" °
2. M= "Entra ID" o

3. EE "hEERER" -
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EE1E StorageGRID H{3#7F Entra ID FYE—F A4 » CZB(ERA Entra ID ASESEIREEET —ETX£ER
22X o EHEHE Entra ID BRI FEBRPEE R URL » TG HEHRE MREE—S A1 BE LHEN FEPHEEN
URL #{iA ©
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o

#EZ Create your own application °

HNGME  sSFRALK NRE SSO1 HE LW TSEEIHAER) ROERNCEEREAMRE -
REPEN BECEEREDTXRAINEAEMERARER GFERE) | EERE -

e. 3E§Z Create ©

L1 N2 REE—BAL HRFEEE BAMER) B4 TEAAERFEE T8—8A) B -

9. #EEY SAML #ZEXA 3R ©

h. #8454 App Federation Metadata Url > f&B]LL7E Step 3 SAML Signing Certificate TiLEITE ©

L AiFE TEE SSO) EE 16§ URL BSSISUCERM [RAEMRRATE) W IFlm
URLJ i o

2. AESERIREHLR EFIETEER URL I8 SSO MASEITATE MU BNEEE > £ NQE SS0) HE
HE Tt o

e o
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https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
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1. ${post_edited_translations.segment}
a. REPEBEE A StorageGRID ©
b. 3%4Z Configuration > Access control > Single sign-on °
C. BRI T EHXEIRERAY SAML HRAEE R o
d. REFIEE > ABKHE EES Entra ID ©

i SAML B K LEEISEREEAREI
%1518 StorageGRID BIEEIZE T # SAML ARIBERIEER > 1 Entra ID RPUTFIISEE |

1. ${post_edited_translations.segment}

2. AECEERAEXEEEESHR .
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a. ${post_edited_translations.segment}
b. # Assignment required %% No (PRIFFCREEERTERIK) o
C. FIFE—FAEME °
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e EE [ HEPEBRMER) 2 ABEETAHEN SR THMN SAML PEBRIESE -
f. BB ASTHE > B2 Save » ARIEE X LIRARIEE o EHHRE [ER SAML REE—F A HE °
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£ PingFederate H7& StorageGRID &1 [RFSIE(HEELR

CEEEH PlngFederate ARFEPNSEEIENRET —ERTSHER (SP) E4E A
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FYaZ Al
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y };ﬁﬁﬁ?\“ﬁqﬂﬂﬂﬁ] SIRENELAY SP 4% ID o &R UE 3R E SSO) EHEMEIEMEFAERRPIREIE

* BETHAAPSESIEHRLAY SAML RAEER o
* 8B 7E PingFederate Server 21 SP HARAVASES o

* [MBEUE "EIEE2E 15" PingFederate {ElR23IHFTSERVIEZE o PingFederate X {4FHig it T s HARVZE TR
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s IWBEE "EIE SR PingFederate AARESIHFTTRAIFEZEE o
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R H R TILIRE » BRI BRHEFELE PingFederate 42 %= AD FS LDAP falfRas © BiEE

StorageGRID A "${post_edited_translations.segment}" BEFF{EFRRI(E o

* 558 : Bk (LDAP)
» ${post_edited_translations.segment}

» ${post_edited_translations.segment}
BAUREREER RS
${post_edited_translations.segment}

» ${post_edited_translations.segment}
* ${post_edited_translations.segment}

 ${post_edited_translations.segment}

* ESEREFEM | sAMAccountName=${username}
* ${post_edited_translations.segment}

BII IdP /T ERHITERE

YNREBLBEIL 1P MTERHITER > 5527 —@E -
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https://docs.netapp.com/zh-tw/storagegrid-120/admin/using-identity-federation.html

1. A1 Security > Signing & Decryption Keys & Certificates °
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7£ PingFederate F#£E1 SP &R

7E PingFederate FIZ237 SP E4RES > REEE AL StorageGRID TEHMEBIREIZE SAML A&k - ;2P4EE
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3. 342 Next ©

4. ${post_edited_translations.segment}

5. 1 TERSEIL FE L > BN TREEFEL o
a. 7z Te 75 R L > BEEY Standard ©
b. ${post_edited_translations.segment}

MBLEREH > 5515 Delete UFEFR urn:oid CGRIEA) ©

®

n7

19



HEAERRITER

1.

10.
1.
12.

13

in
574

2
3
4.
5
6

Bt

MBS ACTREIFE) 128 E » #542 Map New Adapter Instance ©
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TBMREFERESK 2% L > 242 Add Attribute Source ©
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FAEERIEE AR (Binding 23 POST » Endpoint URL & /api/saml-response) ©
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