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. . Perform prerequisites
Grid admin i
Create HA groups (optional)
Add DNS entries
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Configure connection

Grid 1
Add configuration

Download verification file .
StorageGRID generates security

* certificates for each grid.

Grid 2 A
Upload verification file —— |
Save and test
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Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates
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Grid

admin No

Using identity
federation?

Yes +

Configure same identity

source, identity provider &
admin group on both grids

v

Create S3 tenant

connection permission

StorageGRID creates tenant

P Assign Use grid federation —» on source and replicates to

destination

Permitted
tenant account

Yes,
Configure same identity tenant
source on both grids
Create federated

groups on source grid

I

Sign in to tenant
on source grid
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Using
identity
federation?

+ Yes, grid
Optional, create
federated groups on
source grid
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StorageGRID imports
federated groups to
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Create local groups and

users on source grid

v

StorageGRID clones

local groups and users

destination grid to destination grid
Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination

${post_edited_translations.segment}

ﬂj%%ﬁéﬁﬂﬁﬁ’\]b’zﬁ%ﬂyiﬁﬁé MR ERIEAR" By StorageGRID MR SEEAE—EA (SSO) HEH D
=) o

${post_edited_translations.segment}

YNRABIR IR S EIZ PRI —1E StorageGRID R4 SSO » BIMEMAMREBLARMER SSO » EAMEREEE
MAERRAZA > FARRIEN B Bt AR AR AR EES R BRIT IITER -

1. AMERARRERRNE 2 HBIE - 5520 "${post_edited_translations.segment}" o
2. ZmEMASREERN SSO BN #A R (IdP) c FF2R'REE—FA"
3. "B HRENEIE S EHAE TE M EAE L E AR S B

${post_edited_translations.segment}

@ ${post_edited_translations.segment}


using-identity-federation.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/admin/managing-admin-groups.html

#MRF Clone sREMIMER S D HAME (GER)

YNR{E— StorageGRID RRERKRENA SSO K& rsnIFE - RImEERERLEERS 2HFRE - 54
MERZIBRIRE 2R > A ZKIFEN Bt ERERER AR EES U ARITEEDHE -

HER
1. ZMEARZEERNE 2 HBZKIR © 552R"${post_edited_translations.segment}"

2. I RBSEHAY IR B RIMIE A IRFE A B Root ZEUER » RIFTLUEBTE MAEAEHE L BB A R —1E
BRAR ETERNEES R E"BIRILER -

(D) MR Root HEEIRIETRATHEARN LT ENK AR - AT EEBE R -

3. ${post_edited_translations.segment}

BIIFFRY S3 AR

EEEMRTE SSO HEDHEZE » ARBIESWNIT TR » LFEEWLEHE R I U HERMER S A
StorageGRID %#% ©

ﬁu%
1. REERIMEERERTERIRE Clone 12{FRIZIRANE o

RAEIMEPRERTERER N _RKIFENE_ - EREFNERESERN_BEBER_ -

2. ${post_edited_translations.segment}

3. ${post_edited_translations.segment}

4. MRBPIRFREERCHBSERE > Alisk (MEAECHNEDRIF #R -

GNRIFIR T LERERR » BUZRIRAN B BythiR R iR B R EABRIBN G D IRIR » ARRA SERI G EHE o BRIFM
BB ERERRNE 2KIR - BRIFIEERIRTE RS B4EEE Clone ZIBRIMIER ©

O. BRI AU FRIELR

6. ${post_edited_translations.segment}

EREFEE [ERERKSER RIS > StorageGRID B BENI1ES — B4R L@ ZMF 84
» NIRRT

° mEEFIREEBHERERIRE ID -~ 218  FEFRHECEN B15KAVER o
° MNREEET —EBSE4E > EHHEREA Root FEVEIR > BIFZE¥4ErF Clone ZHAIMIAS

° MRICEFFEAREEREREBEFB Root FEUEIR » AIXEAERW Clone ZIBHIMES - BER >
ZfERENEHE ARG Clone °

MBFAEN > F2HE "EEERBFRRERR"

PRV PIRE TIEMIZ

BAA TERERHABE RRNESEREEMMBIEE - AR RS ST TFFIZER Clone 12
FRHA - (ERER S3 BRI o


using-identity-federation.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html

1. EHFARIEAEE LEARRRE ©

2. NRAFF > FERFHEARAMNBMERIRE LRES SIS

3. ${post_edited_translations.segment}

EEAGRIEE FE AT ERERS > StorageGRID € BHEIHEHE Clone ZIBRIMIFEE » EXAGR B
Clone [E]ZKJ& ©

4. $B1I S3 FHIEHR
5 (FIE) RRIRIEFEY S3 ZEEER Clone EIBAMARS -

BRIA LIRS IR5 TS24I » LURIN{T Clone BH4R « {EAIEH S3 77ENEHH » H52R "Clone 25
BHEFEAE" § B8 AP| Clone S3 ZERE " o

BEf# StorageGRID FHYEEKIES

B EREEEmEL "R EER" 7 TVERR StorageGRID R4t » fEEERY S3
FEFRZEBESERYM o "IRF Clone" BEMBERILERMY -

${post_edited_translations.segment}

${post_edited_translations.segment}


https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/grid-federation-clone-keys-with-api.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html

Tenant Create versioning-enabled
user bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

\

Delete object from source
(delete marker inserted)

v

Delete object version N Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—Pp replicated to destination
(optional)
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors

3. (\I3) E#Z Grid federation Z3|12HLL "${post_edited_translations.segment}" o

AR D ST RIBVAR P

NRECEEREER ERMEKREEELR EENMEF » 55E81E "${post_edited_translations.segment}" BI—A%ER A8
» WARMUTEIE !

* WRFAF AA Use grid federation connection #[R » {&a] LGELRPHVE— IS RETR D EAE R - AW

» B ERA SR RIS —EENE - MRECBTER ZERFEPFEERED » Bl ATEWE
HatE_LETTIERRYMREE -

© REETHPRS - BORBMR [ERMENRIHSER #IR -
» ${post_edited_translations.segment}
PR EESFRIE A

MRERERIRES [ERERESER) #RNER > FRR—AREARE
"${post_edited_translations.segment}" » MEHIzF LA FHIE !

* AR ERIRIGIE R Z AT » RIRFTREIRIRMEMN LEIR P BIFR A 1R o
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* £ BBUthAEM L5ER Clone FHFR Z AT » A7ATBIRE BN LKA BIFRA HEFR -
* WRBFFRIGTAF K Clone 15 > BItRFREEZBARERAKER -

* MRECEBRRES LHRIGHES - BIERE BpMEREMEREHE - FRENZR/BIARZTE - &
AIMIBRERMER » SIAFHEEB CHEHE « A% - FIE\MATE -

* ${post_edited_translations.segment}

AP REEER » A ICZERPRIERER Z A1 - BERER ERMERRERERIVER o

${post_edited_translations.segment}

H2DIEERERERRRER » CUERR TERERRRER H#R -

Grid1 Grid1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant

EBIRE R ERERE S ERNERZA  FEENUTEER !

*E%ﬁﬁﬁﬁﬁ{n%ﬁffﬁﬁ%ﬂ*mﬂ%@% °

* B [MERMRRRER ERTSRREETMBZEEBTHEMIER - fIg - ERFFERERE - 771
R LB EMERERE « BENYHEF S —ERBTMER - WREVERFELEE > &
WEFENUE MBS PR EL B o

 ${post_edited_translations.segment}

@ SRR [ERMRRIEER) ERE » SEERSNAIRER > LA Clone EFTEHMKIR
RIERISERVERAENE - MRBPIRF EEFENERAEES - B Clone IS EREZRREER

FtAZ Al
© BEEFER—E"ZIENEERERE"
s [RE A MBI "${post_edited_translations.segment}" o

${post_edited_translations.segment}

${post_edited_translations.segment}

1. ${post_edited_translations.segment}

2. %42 Configuration > System > Grid federation °

. ERUERLTEURRREFMEEN

4. 71 TREFMMER) BEB L > MEHFREEEEFERZER

S. MNRFH T %MP » sFHER I B EG P MEEE LA TR FAERERER"
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T BRE P HEIR
FREFFERNBRERERR  CRILUBRER ERMERBSERER -
&u%

1. REESEEHEE A Grid Manager ©

2. ${post_edited_translations.segment}

${post_edited_translations.segment}

a. 332 Configuration > System > Grid federation °

b. EEEAR L BN N HAENER o

c. £ TAFFMIEF1 R5IFE L - EEFEPAERKR
d. $5E4E BERIERR o

HREHE
a. EEFFHP o
b. VAR LB R FAENEE
C. £ THEMREREE) RSIIRE L - BEECERBVEEIRIGH o
d. BEE BERER o

3. BEMRHFELSRPNES » RBEE Bk
° WNRATLIBERAHER - SRR ORISR I RTINS o R RE LB ERMERSER

> ${post_edited_translations.segment}



connection

Canicel

Force remove

Remove permission to use grid federation X

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Remove

${post_edited_translations.segment}

(3% o) B A Tenant Manager » ZHRSEF#HEFRIER c 2R "SEEFRER" - A&

B1E Lt P ERLIFBR Use grid connection 1E[R o
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SRR BRIERR

${post_edited_translations.segment}

TERHIBIREPREIRZ AT > FER BIFER N—REEEER ) URUTHMERSFIA

* WNRE5EFIFEER Use grid federation connection (FEAEKEIEREL) #RE > A HEEEES —EH
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3. ${post_edited_translations.segment}
4. ${post_edited_translations.segment}
S. EIEHA LU ENETR o
6. 5E4Z Retry account clone °
Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
' used:
Quota: -

Actions w

Em (o

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Errar

Retry account clone

MRIERERR - HAPIRPIRERFERE S —EES -
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G

rid1-Grid 2

Local hostname (this grid): 10.115.96.170
Port: 23000

Remote hostname (other grid): 10.115.96.175
Connection status: @ Connected

5

Edit

Permitted tenants Certificates

Q Displaying one result
Tenant - o A
name 4+ lasterror ) %
2025-03-13 15:54:59 POT
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source bucket 'my-bucket’ to destination bucket 'my-bucket'. Errar
Tenant A code: DestinationRequestError. Detail: InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled. (loglD

13371653720226059496)

Check for errors

=R

HESEERSERE - [ ER#ER) RETEPERERIEMERREENRENESR (0A) - RERT
EREERERIER ; ZATASERERERTERT  ILHPBVIERAIBERU T IREZ—5[#E !

* RIEIRFI RS o
* WA EIZRIREFR -
* BRI EFREMER -

* BRtFEEFREREMIRE BRI -

© BRMtETFIR B S {FhR AT o

© BRUMEFREBERIRE BRI - BIREREITRAIZES)

* ORI S3 MR 52 E £ B MU AR BT P B AR R B R E AT ©

* RIFEMHEE S3 Object Lock 527E > H BMIMIEFIRESA S3 Object Lock ©
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#E1Z Clear error ©
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNjJQ3MyOxMUVELTg2QjEtODIBMjAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]JQ3MyO0xMUVELTkzMOYtOTgIMTAWQkKkI3NEM4 error:general
error

CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAENJQ3NCOxXMUVELTg2NJMtOTYSNZzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQI1ODUwQkKUtNJQ3NCOXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
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