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StorageGRID API

ARG R "${post_edited_translations.segment}"Xi{EFH Active Directory {7 SSO 1HFE
g o AJAZEERH—ZR 5 API 553K » LUEEET Grid Management API 8% Tenant
Management APl B3 FUEREE M o

MREMATE—FEA > HEAAPI©
ANRITMER Active Directory E2 SSO B3 s8I FER » BIFEAESLERAA o
FIsaZ Al
* ISENEEH StorageGRID FAE BRI SFERAER SSO ERAE LB o
s MREAEFEFEAEIE AP > EEEMBEHEFRS ID o

RARSLLIERS
AESEETHE R UER TSNz — !

* The storagegrid-ssoauth.py Python 5L HE{i StorageGRID ZEEEZ Bk > (/roms BN
RHEL > "./debs A} Ubuntu B¢ Debian » Mk *./vsphere R VMware) o

* curl BRIV TIETRIZEEA] o
WMREHIT curl TERIZRREXIE » ZLERIZAIERER o [MOJfEEFEITHER | A valid

SubjectConfirmation was not found on this Response?®°

@ ${post_edited_translations.segment}

WMFRBEF URL ARESREIRE » ERISEE B EILUTHE5R | Unsupported SAML version ©

1. sBEEUTHAP—E A AREUSEREEM
° /] storagegrid-ssoauth.py Python 5<% c gIiEFER 2 ©
° {#F curl BK © BITFFER 3 ©
2. WNREAB(ERZ storagegrid-ssoauth.py 15 <85 & SRS IHERELS Python FRZSR M MITZIESHS ©
${post_edited_translations.segment}
° BB—E A (SSO) 753% ° #iA ADFS 5 adfs °
° SSO fEHE %S
° StorageGRID Z24&PR7ERYAEIE

> ${post_edited_translations.segment}


../admin/how-sso-works.html

° MREAAFEFEAEIE AP > BIEZEHFIRS ID o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID FRAERIE B ieRiR{  FUE - CATLUGSRAER SSO SR API —1f - SRILHER Bt
LEEE

3. MNREMEA curl 7K > BB TIILEIRIE o
a. BEABAFTRIVER o
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EE7FH Grid Management API > s5f6 /A 0 YEA TENANTACCOUNTID ©

b. BEEHZINEHEEMERS URL > 55 /api/v3/authorize-saml #H POST E3K » WtEIEFIEIREE
SMEY JSON #REE o

HEEEAIET T HHE R EE URL B9 POST 553K TENANTACCOUNTID ° 45 RABIELS “python -m
json.tool" LAFZ R JSON 4RHS5

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

IEEEFIMIEIEE S —(ELL1E URL ARISMVEE URL » BB ZEESMI JSON 4RIEFESE -



"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#TFZCIFEFRH sAMLRequest * UEEREMSHER o
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. £ AD FS V8B 2P imzEX ID FI5EEE URL ©

—EHERERSTAIEIERN URL HREARE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

EfEESARHAXID !

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. eI #EFARIHRANR ID °
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. ${post_edited_translations.segment}

curl -X POST "https://$AD FS ADDRESS
/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=$TENANTACCOUNTID&client
-request-id=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS {&[0] 302 EFfE (M > WEIZERE ZEEINE o

() WRONHSSORMBATIERGE (WFA) - MRERIFIEGOSB-ETRAR
88 o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {EEIFEH#TF MSTSAuth Cookie °
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. fEFEERE POST s5KHHY Cookie MITEE(I B 3IX GET 5K ©

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

[EIFEIREERI 61 AD FS TIERSERE » MUHHBEHER » BRAX 8 ZfREREMRLIRHN
SAMLResponse °



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

I (BIEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {FFE&FH SAMLResponse * [@ StorageGRID 2 /api/saml-response saRUESE
StorageGRID E&sBHERL ©

12 RelayState » FAERHEFIRS ID > HEWMREEEEZ A Grid Management APl » 55 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

LB SRR



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. fF[OlfEPAYERE L (H1F A MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

MR LUER MYTOREN REZIEEMEENR > BIRKRER SSO A APl —#k ©

MEEVBETE—FA » SBEH APl ©

MREMBE—ZA (SSO) - AInAEZEH—ZRT API KA FER Grid Management API 8% Tenant
Management AP| & o ¥R IEEMA Active Directory E4& SSO B4 pLFER » BI5SLERAEEA o
RAR LEAEFS
MBERE > GALUEBEBNE—SHERED > MmiRE StorageGRID API o 5% » S aT U1
StorageGRID g3 E—&H (SLO) > BFEEAMM StorageGRID FHHEER#M °

1. BEEEAXBEEEMNTHEXK » 55i% Cookie "sso=true" {HiE45 SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

fEE—EZH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"



2. f#FEH URL ©

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

3RO 302 [EIfE - EMERETERIRESE AP ETRIZEE ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. ${post_edited_translations.segment}

fiB StorageGRID bearer token FIZB{EA TN ELIZA SSO FiHHE o AR KR "Cookie "sso=true" > EFHHE
#1% StorageGRID & » MARZE SSO #KEE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content BIERTERAEBREEEE °

HTTP/1.1 204 No Content

MEREMATE—ZA (EntralD) ° :5{#H StorageGRID API

WERIEH "${post_edited_translations.segment}" BfEF Entra ID E4 SSO /&R » {&A]
LUERMIEEEGIE < IEARENSE A Grid Management API B¢ Tenant Management AP
BB MERTEHERL o


https://docs.netapp.com/zh-tw/storagegrid-120/admin/how-sso-works.html

YNRERIA Entra ID E—F A > 55E A APl ©

WMRIEHER Entra ID 1243 SSO S HAER > B TEREA o

FYRZ Al
* B EH StorageGRID {ERE AN SEAERN SSO EFEHULFIZZH o
* MREEEFREFEIE AP KEEXNEHEFIRE ID o

RS LEAERS

LERVSEREEN - ATUER TS AESHS
* The storagegrid-ssoauth-azure.py Python }5§<H5

* The storagegrid-ssoauth-azure.js Node.js }§< 5

& METE < IBER(IHY StorageGRID ZE#EEZE B+ (RHEL & (. /rpms » Ubuntu 3§ Debian % . /debs
» VMware 8% . /vsphere) ©

EEREMTBCHE Entra ID B APl B4 > 3520 “storagegrid-ssoauth-azure.py $#5$ 55 o &1@ Python 15$ B E
/7 StorageGRID #ZHMEREKR (E—EAKRBAREYS SAMLRequest » 5 —{EAKARESIREEN) > F
BRFOIFEO Node.js 359 H5EL Entra ID BEILUETT SSO $#1E o

SSO EXRILUER—ZRY APl ERH#HTT > BEKRMI A FIE o Puppeteer Node.js #R4EA] AR HNEY Entra ID
SSO '@ °

WRBEF URL ARESRIRE > ERISEE B EILUTHE5R | Unsupported SAML version ©
1. TP BR LS PSR AAR K -
a. &% Node.js (FEZR] "https://nodejs.org/en/download/") o
b. LEEFFEER Node.js 1240 (puppeteer # jsdom)
npm install -g <module>
2. ${post_edited_translations.segment}

SR > Python 15 S IEHEMEILEFERY Node.js 5 HE2R#1T Entra ID SSO H&j o

3. WIRRTEF - BWMAUT2HNE (HERBHEECH)
° A& A Entra ID B9 SSO EFE 4tk
> ${post_edited_translations.segment}

o ${post_edited_translations.segment}
4. HIRIERE > BIAEHS o WAEFEIFIE Entra ID ZREFHRH MFA 151 o


https://nodejs.org/en/download/

A | L|'.-1"I"'.".|.l'.-l-l""|.[1‘:.lr.um"n:'.'-".||n.'n.|l'E'“-:':-r.l-:'rl'|.' storageprid-srure -ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com

-gaccount-id- @

(D ZIs S IERERMA Microsoft Authenticator 1T REREEE (MFA) o TAISEREEIES
ISR EMAZRBY MFA (BN A Z B REAUREIRVEREEES) ©

StorageGRID A EAEM iR © FUE - IFILUSRTER SSO B AP —if > (BRI Sk
iR o

?n%E&ﬁH%—’é]\ » 551/ StorageGRID APl (PingFederate

WMRIEHEE " "${post_edited_translations.segment}" XA PingFederate 1% SSO {HFER
» AIlAZEEEH— R API 55K » LUER{SE Grid Management API 2 Tenant Management
AP| BRBIERFEHEML o

MRBATE—EA 558 AAPI-

AR IEEA PingFederate {57 SSO B0 HFER » BB LU TEREA ©

ez Al
* WHEEBIT StorageGRID fEAEEHERBSERAER SSO EAERBAMEES -
* MREAFEFEAEIE AP > CEEMBEHFIRS ID o

RARSLLIERS
AENSRETHE  ERIER TSNz — !

* The storagegrid-ssoauth.py Python 3§ <5 StorageGRID ZEtEZ B+ » (./roms BAK
RHEL > "./debs K Ubuntu B¢ Debian » Mk *./vsphere R VMware) o

* curl FERHITIERIZEESH o

NRITAIT curl TIEARNERENE > 2 LIEAERRES AR o SRS ERHER | A valid

SubjectConfirmation was not found on this Response?®°
(D ${post_edited_translations.segment}

MNRBE URL 4RIERDRE » Ee]sE B EIUATEEER | Unsupported SAML version ©

1. FEEUTHP—E R ARG REER
° {#f storagegrid-ssoauth.py Python }5<H5 o BifFH R 2 o


../admin/how-sso-works.html

2.

° {8 curl 383K © RITFHER 3 ©
AR ITIE(EF % "storagegrid-ssoauth.py 15 < > 5AIFTE T IB{FELS Python FEEZZSR M HITHIESHS ©

${post_edited_translations.segment}

° SSO A% o f&rI LA A "pingfederate” BY{E{aIE#E (PINGFEDERATE ~ pingfederate %) °

° SSO fEAEXTE

° &8 StorageGRID BI48IE o LIRS PingFederate © el HREEH » @A EMAE o
> ${post_edited_translations.segment}

° MNRERAENHAEIE AP » AIFEEHAIREA ID o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

T e T e T T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 2R E1EE H IR o IR1E > WOIUEBRER SSO R AP —15% » EALEENREHE

iR -

3. MNBRE(FH curl 553K » BB T T ERIR(E o

10

L INE

export
export
export
export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

EETFH Grid Management API » 55/ 0 {7 TENANTACCOUNTID °©

b. BEEIZNCEEMERE URL ° 55A /api/v3/authorize-saml ¥ POST &K » WL EIEFTEIREE
SN JSON 4RES o

tEEBHIEE Rt TENANTACCOUNTID HNEZEEERE URL BY POST ZE3K o & RIHFIEE python -m
json.tool IA#&Fk JSON #RHSE o



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

IHEEEFIRIEIEE S —E4SE URL RISHERE URL > ERESERIMNY JSON 4REEFEE ©

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#7ZEIEFRR saMLRequest » UBIEREm<THER ©

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. BEH[CIFEF Cookie » i [SIFE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. [EH Tpf.adapterld) {& » i#iHCIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. ${post_edited_translations.segment}

export BASEURL='https://my-pf-baseurl’

11



echo "SRESPONSE" | grep 'form method="POST"'

g BEH 178 B

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. {#3% Cookie &/&EE :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I (BTEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- {FFE#FH SAMLResponse * [ StorageGRID 2 /api/saml-response saRUESE
StorageGRID E&sEHERL o

12 RelayState » FAERHEFIRS ID » HEWNMREEEE A Grid Management APl » 55 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EIfEEZERESHE

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ EIEFRIBEE M 74 MYTOKEN ©



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

REEAIUER MYTOREN ZREZEEHMEEK > BLEAREEA SSO R ER APl —#% ©

MEREXABTE—ZEA > 55EH APl -

MREEHAE—ZA (SSO) » TERH—RS API EXK » LUEH Grid Management API I Tenant
Management API o W1R&EfEFA PingFederate F% SSO B3 5L MR » BEAELEREA
RARS LEAEFS
MERE > L] LUEBEMNE—SHEEE L » MR H StorageGRID API © 5(& » AT UHRE
StorageGRID s B —&H (SLO) > EHEHBMH StorageGRID FEERER o
TR

1. BEEXCHEEBENELAER > /i Cookie "sso=true" {4 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID_ADDRESS/api/V3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

&R —EZEH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=£fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. #FEH URL ©

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"



#R[E] 302 [EIfE - EFFERMIENERRESE API ETHE -

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. ${post_edited_translations.segment}

14

fiIB& StorageGRID bearer token FUZEEA TVELZA SSO BHEE] o AR KR "Cookie "sso=true" > fEAHE
#1% StorageGRID & » MARZE SSO #KEE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content BIERTEAERECDEN -

HTTP/1.1 204 No Content
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