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# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax
documentation

vm.max _map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60

vm.watermark scale factor = 200

vm.dirty ratio = 90
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# Turn off slow start after idle
net.ipv4d.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
8388608

8388608

4096 524288 8388608

4096 262144 8388608
net.core.netdev _max backlog = 2500

net.core.rmem max

net.core.wmem max

net.ipvé.tcp rmem

net.ipvé4.tcp wmem

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl 8192
net.ipvé4.neigh.default.gc_thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096

net.ipvé4.tcp max syn backlog=4096
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RHEL

RHEL hR7 RIEZO RS BIOEMHRTE

8.8 (BEHA) 4.18.0-477.10.1.el8_8.x86_64 kernel-4.18.0-477.10.1.el8_8.x86_64
8.10 4.18.0-553.el8_10.x86_64 kernel-4.18.0-553.el8_10.x86_64
9.0 (B=EMA) 5.14.0-70.22.1.el9_0.x86_64 kernel-5.14.0-70.22.1.el9_0.x86_64
9.2 (BEH) 5.14.0-284.11.1.el9_2.x86_64 kernel-5.14.0-284.11.1.el9_2.x86_64
94 5.14.0-427.18.1.el9_4.x86_64 kernel-5.14.0-427.18.1.el9_4.x86_64
9.6 5.14.0-570.18.1.el9_6.x86_64 kernel-5.14.0-570.18.1.el9_6.x86_64
Ubuntu

AR D E Ubuntu RR7S 18.04 1 20.04 BIZIREBK » iSTERRAVRAFIEE o

Ubuntu frzs  &{BRZCORRZ BIDEFRE

22.04.1 5.15.0-47-generic linux-image-5.15.0-47-generic/jammy-
updates,jammy-security,now 5.15.0-47.51

24.04 6.8.0-31-generic linux-image-6.8.0-31-generic/noble,now 6.8.0-
31.31

Debian

A . ¥ Debian iR7 11 IR BIBE » iSTERKAIRRA LR

Debian ii7s RI{EZ O RRZS ZIODEHATHE

11 (BEER) 5.10.0-18-amd64 linux-image-5.10.0-18-amd64/stable,now
5.10.150-1

12 6.1.0-9-amd64 linux-image-6.1.0-9-amd64/stable,now
6.1.27-1
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2. BRFAE XS EREFINEM#TRE » 63E RHEL B Extras 3@ o
3. MERARMNEE :
a. HITFFEL © $ sudo swapoff --all

b. # /etc/fstab BERFIA swap IHE » UFERERHELEN °
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sudo ln -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/

sudo apparmor parser -R /etc/apparmor.d/<profile.name>

g

sudo ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/

sudo apparmor parser -R /etc/apparmor.d/bin.ping

* SE212H AppArmor © $12 Ubuntu 9.10 SRESHRZs > ;5328 Ubuntu 43_E3H B AVERBEETTIRGE © =4
AppArmor" o TEEFHTEY Ubuntu kRS9 » AISEERLSE 2 S AppArmor ©
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* "RHEL B /etc/sysconfig/network-scripts ZE 5"

7 Linux ZPEBCE StorageGRID F 1477

WIRAEE Linux E¥DEC&IERETE Volume °

ez Al
TERBEUTERE » BETERME T TRt TEFrENEN :

R E R

* "Bk Container 2 E K"

@ MLinux) #5892 RHEL ~ Ubuntu ¥ Debian ZpE  NFEZE/IRARBE » 5528 "NetApp BIE
EMERETAE (MT) "o

BARSIEAERS
HERDECELRFHT Volume (LUN) B> 5FER MEFER) FRRBEREEUTAR -

* SEETHFIERN Volume B2 (RIFKEZEM LHENEHBEFMIER)
* =@ Volume B9EEEER] (BIRAERTMGERD
* 1@ Volume HIA/\

fEEHE EBBE StorageGRID EiF4RT > EASEEAILE LK Linux 2 SEERE Volume 15IRIIFTA %M o

()  cmEBmehzE Voume BTHE « BRICHEE ; TREFWERTHTUETISL Volume BIFT ©

()  EreEmEmns I RmE—EEEE LUN .

TE#217 Volume Li8BER > ;FBRER TRIG) HHREERESE (/dev/sdb (FIHN) - BEEREASESETH
BB ELEEME  EMEERRAERENF - (IRIEEEMA iSCSI LUN MIXEHRRSERK » FERE
/dev/mapper BEFPERZERERHR 0 LTHREELHN SAN IHEE SERHZHEEFERENBEARREE
T o 5E > ERAIUERRFRIIES /dev/disk/by-path/ {FRRFARERME o

fgn


https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-network-interfaces.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/example-etc-sysconfig-network-scripts.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/storage-and-performance-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-120/swnodes/node-container-migration-requirements.html
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome

1ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
./../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl

-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part?2

-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

./../sdb

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
./../sdc

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
./../sdd

=

BRZENEREBEERAR o

AESERLRETF RS Volume JERSHIZMIEHE - UL StorageGRID MG L EM B MIZ - IR
FREBHENS ERCEISENRELZHERME Volume EITHIEREFE EU—ILU@EH “alias #L (IAMERY
*Jetc/multipath.conf #§22HR) o

fuan
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multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573c2c30
alias sgws—adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573c2c30
alias sgws—-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0

LiERE A ERRIRRNAL > B R AR E HIRTE T ERY /dev/mapper BErH » B4k - SEMRIHEE
EREREIEEENR#FRE Volume B » MIAJLUEE—BRE B S INERENGTE o

MREEERELZHEERMEUZIE StorageGRID &i#5#%58 » B{FF Device Mapper Multipathing » & B IATE
FREHEE M PRI ZEEA /etc/multipath. conf o REMBFRES S T EEATRREA Container 5%
#17s% 1% Volume BIA] - E:RFEARR > WIEE(E Container 51 24477:%# Volume LUN BB E S BIZE1%
518 > ERBEBIECIE o

@ B2 Docker {EA4IEREEERZERY Container 5|Z o Docker #7ER ZRBIRRZAS P Efth Container
5| ZEEAY o

HERAE R
* "R Container 5|%f#7Fa# Volume"

TR ES
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"&i25 Container B EER"

7E Linux £% StorageGRID EEE%‘%%@ LAFHRE

1£Z % Docker 8¢ Podman Container 5|12 2 gl » & EISEEEMR{LEETESRSE Volume M
HEEH o

@ B E A Docker fEAATEREEFZER Container 5|2 o Docker FF#TERRHIARZAFIZE M Container
5| o

@ MLinux] #5892 RHEL ~ Ubuntu 3 Debian ZpE  MNFEZE/IRARBE » 5528 "NetApp BIE
HMEETE (IMT) "o

RARSHEAERS

ANRITITEAFR Volume F31E Docker 3% Podman #7Z&# Volume » I E F#DEIE B BT AZEM » 8l
A LABKBELE S BT

* Podman ! /var/lib/containers

* Docker . /var/lib/docker

1. #EContainer5 | #7175 E Volume LR ITHEZRRR4T ¢

RHEL

sudo mkfs.ext4 container-engine-storage-volume-device

${post_edited_translations.segment}

sudo mkfs.ext4 docker-storage-volume-device

2. &8 Container 5|2 {# 7% Volume :

12
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RHEL
o ¥41° Docker :

sudo mkdir -p /var/lib/docker
sudo mount container-storage-volume-device /var/lib/docker

° &% Podman :

sudo mkdir -p /var/lib/containers
sudo mount container-storage-volume-device /var/lib/containers

${post_edited_translations.segment}

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

=7 Podman :

sudo mkdir -p /var/lib/podman
sudo mount container-storage-volume-device /var/lib/podman

3. 7 /etc/fstab FIFRE Container {#77:%# Volume £ ERER o
° RHEL : container-storage-volume-device

° Ubuntu 3 Debian : docker-storage-volume-device

e BRRTFER EMME IR - 7R Volume B EEIEHE -

Z4E Docker
StorageGRID R#AAIA{EZ Container &£&TE Linux LEE o
* £ Ubuntu ¢ Debian %% StorageGRID ZHil » 7B L% Docker ©

* YNERTEEIZ(B A Docker Container 5|2 » 54KER N7 F EEZ 8L Docker © A » %24 Podman °

(D B E M Docker fEAATEREEFZE R Container 512 o Docker fF#TERZRHIAR A E M Container
5| o

1. fRERIGAY Linux 4888k A 893REA%E%E Docker ©
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(D MR Linux EHRA PR EE Docker » LRI Docker 816 FH ©

2. FERFCEAILEE) Docker > HEEHITUTMESS -

sudo systemctl enable docker

sudo systemctl start docker

3. FBEAMUTIESHE EREFFERRZAAY Docker !

sudo docker version

R iR RESAR A AZEZA 1.11.0 HEFThRZS ©

24 Podman

StorageGRID %##LL Container £ & RIAZTUENE o MR EIEEEA Podman Container 5%
&t Podman o &8l » %4 Docker ©

1. SBREBEARIEEY Linux 2£1THRAVEREEZ2E Podman #1 Podman-Docker ©

@ 24t Podman B > 47824 Podman-Docker Ei2 &4 o

2. FHMAUTIESHEIBELEFENRZAR Podman 1 Podman-Docker :

sudo docker version

@ Podman-Docker #/38 & A] 2 {#F Docker 65 < ©

FA R inFNEIBR SRR A 4784 3.2.3 UE AR ©

Version: 3.2.3

API Version: 3.2.3

Go Version: gol.15.7

Built: Tue Jul 27 03:29:39 2021
0S/Arch: linux/amdoc4

e
"RE EE T RA"
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E Linux %% StorageGRID FH#4AR7SE

eI LAfERERR
7 o

1R
NN

EE R HLEEA StorageGRID BEEEH KL StorageGRID FH4AR

@ Linuxy #§A9%2 RHEL  Ubuntu 5§ Debian ZFE o tNFEZIERASHYEEE > 5526 "NetApp E1E
EMERBETE (MT) "o
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RHEL
&R]LUE A StorageGRID RPM B 2K %8 StorageGRID F#ARTS ©

RS ILEAETS

BRI BN RPM B RE TR - 518 » SAIMERREHFETOSE DNF #EEEE
K Eingest RPM B o S AEMANIEN Linux fELRASHI DNF (77 R0 o

1. #& StorageGRID RPM Ef RN EIG & T > SiEHAIEH=HEEFERE LER -

HIgn > EEMIMIE /tmp BERR > UEE TP HERSEMNGS
2. Bl root ERHEMEAA sudo #IRARFBEAS ST » WIHIEEIEFHITUTEHS :

sudo dnf --nogpgcheck localinstall /tmp/StorageGRID-Webscale-Images-

version-SHA.rpm

sudo dnf --nogpgcheck localinstall /tmp/StorageGRID-Webscale-
Service-version-SHA.rpm

(D pEsRE mages A - B Service TERE -
()  mecwusEamrE mp MUMOE ST - SHERH S U RIMEERNSE -
${post_edited_translations.segment}

1R B LAfE R StorageGRID DEB E4% Ubuntu B Debian %%t StorageGRID FH#ARTS o

RARS IEAETS

BEESRBAMANAIYE DEB EMFZEREMARTS - 3iE > LRAIUERZEHFEFESH APT #EERES
# > RiFRE DEB B © 2 RERANINIERY Linux fEERMY APT #1FEREA ©

HER
1. # StorageGRID DEB E4#E8E|SE T » iFEEHERZHERELER -

fign > WeFBIE tmp BEkR > UEE TP RERSEMGHS ©
2. W root SNHEAEE sudo #RHIRFEAS AW > THITUTHL -

WL AFRLE inages BEff » BRE service B - MIREREHNET /tnp SMIEMB SRS
PR < M R PR IT (S5 FE AV BR K ©

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb



sudo dpkg --install /tmp/storagegrid-webscale-service-version-
SHA.deb

B Python 3 » A BELHE StorageGRID Eff o 7E52mLtE&EZ AT > sudo dpkg
@ --install /tmp/storagegrid-webscale-images-version-SHA.deb <

gRK -
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9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME
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HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E
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