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StorageGRID dashboard F—

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.09 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247B
Total objects in the grid @ Metadata allowed space usage breakdown @ e

3.62 MB (0%) of 25.76 GB used in Data Center 1

0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in

the grid
. Metadata space 2]
Sitename o + Used space 3 Allowed space
usage
Data Center 3 0% 271MB 19.32 GB
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications: 1 @ 3 A ’ "
Manage dashboards

Overview Performance Storage ILM Nodes

REBERMR
EEHBERFERPERIKIEIMERIK » 55228 Actions > Clone active dashboard °

L E4REED Clone INAERMR » 55312 lActions] > 'Manage dashboards] ©
ORI

FoE AR > AL


../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html

* AR IRREE

* ENSRERE > UATERER T HE—E

* EERERSIRBFRIE « BIFRHEMY] (ER) KR

* BERRIEEREEE S - M~ L B XL BEZERKFAHIRT

Configure dashboard
Crunrview . Performance . Storage . L ' Wowder . + Add tab

Tab name

Overview

Select cards |

5 M L M L XL
Health status @ Data space usage breakdown @ W
3.50 MB (0%) of 3.09 TB used overall
License
1 Sitename = Data storage usage o Usedspace = Total space =
Data Center 1 0% LT9MB 1.2478
Data Center 2 0% S2L11KB 926,62 GB
License :
Data Center 3 0% T90.21 KB 926.62 GB
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Nodes

View the list and status of sites and grid nodes.

Mame = Type =

Objectdataused @ %  Object metadataused @ =

Total node count: 12

-~

CPUusage @ =

StorageGRID Webscale Deployment Grid 0% 0%

~ DC1 Site 0% 0%
€ bcrapmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
Ay DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaaB-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Metwork)

Show additional IP addresses w
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Alerts

.

Alertname % Severity @ % Time triggered < Current values

Low installed node memory [4
o Critical 11 hoursago @ Total RAM size: 8.37 GB

The amount of installed memory on a node is low.

%18 StorageGRID FBREZ5 |12

rEge) RBRATSEHERD CPU EAXRNIZIREAIEREAENR - UKEBMEREERN
HAMBPESEH o

(D) Grid Manager BREEEIAEH > AASILEE LORHEERETS

FRrEERERERER [HEEG) RWIIRE -



monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)
HEBRTAENRERER » AR ZEER EARIEFIEZ — o SR LEER 1 /06~ 1 X~ 1 B3 1 BB REFERA

AVEE o S AT AR E BRI R REIRERR - 1EmisE B EAFEEEE o
HEEE CPU EAXRNEIREREEA B RIFHEEN  FRFEEESEBRRL -

Memaory Usage 2]

T00.00%
2020-05-20 14:08:00
75.00% = ged (%) 44.70%
Used: 11.30 GB
S0:00% = Cached: 6.55 GB
= Buffers: 14256 MB
25 00% = Freg: 7.28 GB
= Total Memory: 25.28 GB
0%
1350 1400 1410 14:20 1430 1440
== {|5ed (%)
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2. 3542 Overview °©
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° hic : FEFR%EE FRIERE 10 ~ 25 3 100 GbE FEIFIB Y — o BLEEFIBRAI LS ETE—IE » WiEEE
StorageGRID #8t&485& (eth0) FIREAEER (eth2) o

° mtc : FEFSEE FR—(EER 1 GbE EiFR —TIEIEJ?,%TEI mtc N EEE—IE » LY StorageGRID &
BERAE (eth1) o EAILURBEM mtc /ME » HERFOBEMA SRS TAMIELR o

DC2-5GA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10: f0890e03-4c72-401f-3e92-245511a38e51

Connection state: 9 Connected

Starage used: Object data ™ @
Object metadata 500 @

Software version 11.6.0 (build 20210915.1941 afce2da)

|P addresses: 10.96.106.21 - eth0 (Grid Network)

Hide additional IP addresses A

Interface & IPaddress &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name % Severity e = Time triggered & Current values

ILM placement unachievable (£
© Major 2hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

M) RSIZEEY TE35R) BERGREATEEAERERPER o
#E1E Hardware LU R A RZERAEENELEHN o

a. B8 CPU fEA=ACITAREIR > U7 # CPU MIISiR s B AEBRENECENL - SE2RNTH
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15% 1 L
25%
[N S e
5% 0%
14:00 14:10 14:20 14:30 14:40 14:50 14100 14:10 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)
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PRZRAEH o
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StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @

Storage controller Bmanagement IF; @

Storage controller WWID: @

Storage appliance chassis serfal number: @
Storage controller firmware version: @
Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
6d039eal0001T35000000006507HTEL
721524500068

08.53.0.09

11.50.3R2

N220X-B53234-DGL

Storage hardware: @ Naminal 1B
Storage controller failed drive count @ L] ils
Storage controller &; [7] Nominal ]l.
Storage controller B: @ MWominal 1th
Storage contraller power supply A: @ Nominal ils
Storage contraller power supply 8: 7] Mominal ils
Storage data drive type: @ NL-SAS HDD
Storape data drive size: @ 4.00TB
Storage AAID mode: @ DDP16
Storage connectivity: [~ ] Mominal
Overall power supply: @ Degraded ils
Compute centroller BMC i7: @ 102
Compute controller serial numbear: @ T21917500060
Compute hardware: @ Needs Attention ils
Compute controller CPU temperature: @ MNominal ils
Computa controller chassis temperature: @ Waminal ths
Compute controller power supply & @ Failed il
Compute controller power supply B: @ Nominal ils
Storage shelves
::Ietlizr:a*;ls Shra =  chelfip @ Shelf status @ = [OMstatus @ = ::::: sg;ply =  Drawerstatus @ = Fan stafus
721524500063 a5 Mominal Mih Maminal Mominal Mominal
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SANTtricity {EERAUBEEEZRFERIE ©

RTFEEH28 B L EIEEIRIE 1 89 IP (il o R LERALE IP AI3ETFEY
SANtricity fFERMUBFE #TF fERE o

RERHNRRARE A RHFIERZEB -
SANtricity {EE R R RERBIRETFIERIZIBI 2 IR

FEREBERIRAFE o



FEREBERPIIRIL
(R AR R RERR

{#TFIEH23 SANtricity fEZE R4RHR

EiN

ET71ZH]28 NVSRAM RRZs

(#FIERS

(T AR PR AR 5T 8L

fEFERIER A

{#fFiERI2s B

RFIEGIZRERME A

EFERIZREIRME B

HF BRI AT

HEFERHIREEE

#1758 RAID iR
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SANtricity System Manager ¥R &8I 7FIEHI28 NVSRAM hRZK ©
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BIBERIZHISS A BURRZS o NSRIEHIZS A RZE KR #TT > BIEETIES
25 B BYRRZS ©
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${post_edited_translations.segme
nt}

HERR PR HRAE

=R EH

EREHISRPEREIEEHR (BMC) EHHER IP (it o eI UERA
It 1P {UHHELRZE BMC 7TE > UESIEMZ EifE AL ERERS o

HRAE3 BMC NEREERSE » AERRILHAL -

BEIEHIZRHIFSR o

BEIEHIAREERRANAR - HIYRA D IRERERNFETRAERERNER
HERSE » ILRAIFER o

EHZEHISE CPU RUREARE o

EBIEHIZRAREARS

55
EFREEEAASE o

(R B ERI B LRRES

* 99 RETFIER S THAR
* 0 F—EETE
* 1 ETIETNE

${post_edited_translations.segment}

${post_edited_translations.segment}

EEETETRAGLEE (OM) HIREE - IREF2IE7HE > B
BRI ©

${post_edited_translations.segment}

EF R AIARS - SHES I HE - BIEA -

EFRFEEET A AR RN

(#F R BN R BB AR B, -



(# 7 R AT ERAR A siLPH

=AY ${post_edited_translations.segment}
BRI AN fEfFRERER E—BRIRE A NAE °
TRENFE BRI ${post_edited_translations.segment}

${post_edited_translations.segme  {E{Z:& B R/ VRERBERISRIAR /) o 3BE > FrA REVBEHRIEHI A/
nt} ERAEE) ©

${post_edited_translations.segme ${post_edited_translations.segment}
nt}
a. ${post_edited_translations.segment}

WMRMKEARZ Nominaly » FEEEMBERIRNER o EHAILAER SANtricity System Manager 2855
ABREPEDIEISE o A2 MR Mg ERREENERA -

4. 2 UER) UsRESEMERNER -

AR EER B MENHRE -

1 hour 1 day 1 week 1 month Custom
Network traffic @
650 Kby's
800 Kb/s
550 kbys
500 Kb/s
450 kb/'s

16:10 10:15 10:20 10:25 10:30 10:35 10:40 1045 10:50 1355 11:.00 11.05

== Received Sent

a. ${post_edited_translations.segment}

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

ethl 00:50:56:A7:66:75 10 Gigabit Full Off Up

${post_edited_translations.segment}

@ ${post_edited_translations.segment}

15



${post_edited_translat @EitjEz{ ${post_edited_translat ${post_edited_translat
ions.segment} ions.segment} ions.segment}

=i ${post_edited_translatio 25 100
ns.segment}

EER ${post_edited_translatio 25 50
ns.segment}

EEHY i 25 25

=4 ${post_edited_translatio 10 40
ns.segment}

EEHY ${post_edited_translatio 10 20
ns.segment}

EERY ESi 10 10

AR "HEERER UEUSARRE 10/25-GbE EIFIBHNEZEH ©
b. ${post_edited_translations.segment}

${post_edited_translations.segment}

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
ethg 2.89GB 1l 19,421,503 1l o 1l 24,032 1h o il 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 il 0 1l 0 1l 0 1l 0 1l

5. ${post_edited_translations.segment}
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Storage Used - Object Data @

160.00%
T5.00%
2021-03-13 14:45:30
50.00%
= Used (%) 0.00%
2E AD% = Used: 171.12 kB
= Replicated data: 171.12 kB
- o = Erasure-coded data: 0B
D a0 T 120=iulih 310.81 GB
== ||ged (%)
Storage Used - Object Metadata @
100.C0%
To00%
2020-08-04 14:58:00
50.00%
= Used {%): 0.00%
— Used: 539.45 kB
? = Allowed: 1327TB
= Arciual reserved: 3.00TB
0%
14:50 15200 1510 15:20 15:30 1540
= |zed (%)

- AT EEIUEEEE Volume MMM FRER I BRESE -

SERFF 2 IRBEHE SANtricity (FERGF (EIZTIEREERFIEGSRNEIENEE) PinRgsE
Volume B4REEETRAY Volume 2IK8 IS (WWID) F87F o

27 EEIGIBMREL Volume ZEEEMBRANMIR BRI S ALK ER » BREERDN T8 HhERy
ZiBE—3D (BD sdc ~ sdd ~ sde &) £ Volume R MEE | HPEERMEMER o

17



Disk devices
Hame € = World Wide Name 8@ = Woload @ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) M8 0.00% 0 bytes/s 82 bytes/=s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
LealtE 10732 GB 9644 GE . 124 60 KB 1, o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
opo2 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdirs

${post_edited_translations.segment}

Mefkh) BEYIH T SERFEENRRFENMINRBRAKENRGEEMRNERNURAEER « HiRRE
MERER - CHOALUSRECISREE « FEREHERE  EREIR - MR TE © AR BAZRRAEEER -

SER
1. 71 TEREL) BEEY  EiEEAEE IR o ERE EREEE, -
2. 52 Overview ©

MRS, REEy TEIRGE MR TERREESN - fIGIENREAIRAE « 488 « ID FFBARAERS < IP (it
BEEIEEUIREN T ERTE > NFAR

18



° adllb 1 adlli : EEEREERNEEREENEDEHERIETR
° eth : Grid 4818 « BIR4HRE AR MK o

° hic : FEFEEE LHERE 10 ~ 25 3 100 GbE EIFIRZ — © BLEEBIB O LUBETE—IE » IFIEE
StorageGRID 43148 (eth0) FIAEIHAEER (eth2) o

> mtc : [EAEE FMHP—EER 1-GbE FIFIR - —HZE mtc NHEELEUT N EEMERNE (eth
) o WRAILUMREEM mic /T E > UEERFORRIEM A SEITERRFASILER o

10-224-6-199-ADM1 (Primary Admin Node) & X

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

Name: 10-224-56-193-ADM1

Type: Primary Admin Node

o: 6fdc1890-cada-4493-acdd-T2ed317d95fb
Connection stata: Q Connected

Software version: 11.6.0 (build 20210925.1321 66ETeel)

P addresses: 172.16.6.199 - ethD (Grid Metwork)

10.224.6.19% - ethl (Admin Network)

47.47.7.241 - eth2 |Client Metwork)

Hide additional IF addresses A

A
Interface = IP address &

ethz (Client Network) AT.AT7.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl AT.AT.7.241

hic2 A47.47.7.241

hic3 A47.47.7.241

MHEEE | RSIZH MEiR) EBRTETEMNEAERRLER o
3. $E#E Hardware MBI AZEREENELEN -
a. BF CPU FERXM:CIBRER » UTH CPU M BRI EFERXERMENEEE DL - EEBETRAR

RUBFEIRERR » SEEEBR LSRR R —EZERIIR o LRI LUERR 1 /06 ~ 1 X~ 1 88 1 {88 B RERFE
RVE o St MU E BETREER  $5E B EAMREEE -

19



20

Overview Hardware Network Storage

1 hour 1 day

CPU utilization @

12.5%
10%

7.50%

0%
17:20 17:30 17:40 17:50 18:00

== Utilization (%)

Load balancer Tasks

1 week

1 month Custom

Memory usage @

100%

oo VAN AR AR

1810

T5%

50%

(o]

5%

0%
17:20 17:30 17:40 17:50 18:00 1810

== Used (%)

b. FTHBUGREREENTIR - ILRESERRE » 755 « EH SRR LURSETHBIRES

Bl o

StorageGRID Appliance

Appliance model: @
Storage controller failed drive count: @

Storage data drive type: @
Storage data drive size: @
Storage RAID mode: @

SG100

0

55D

960.20 GB
RAID1 [healthy]

Storage connectivity: @ Mominal
Overall power supply: @ Mominal |||
Compute controller BMC IP: @ 10.60.8.38
Compute controller serial number: @ 372038000093
Compute hardware: @ Nominal ||l
Compute controller CPU temperature: @ Nominal |||
Compute controller chassis temperature: @ Nominal | | '
Compute controller power supply A: @ Mominal | | I
Compute controller power supply B: @ Mominal ||l
FEREE RPIIRI(L 55
FER L B RYGE ${post_edited_translations.segment}




FEREBERPIIRIL siLPH

(R 2R PR AR ST FERAEARREAIMLBRIA B o

HF BRI AT gfﬁﬁﬁqﬂﬂ’%ﬁ%’f%ﬁﬁ! > {90 HDD  (F@BRi%) ¢ SSD  (EIRRHARR
HEFERHIRSEE B—BHUIRHNE R E -

7z RAID 1= ${post_edited_translations.segment}

EIEERME FEFRRE IR BIRAVIRAE o

EHEHIZE BMC IP EE PSSP AR EIRESI2S (BMC) EZIER IP (it o Ea] UEM

It IP 4R E BMC /TH » UEIERZERARERERE °

HRTE3 BMC NEREERSE » AR -

EHIEHIR R EEIEHIZERI ST ©

EEERE ${post_edited_translations.segment}
EEITHI2E CPURE BEEHI3 CPU FIBERES -
BRI RE ERIEEIZRRVREAAE o

a. ${post_edited_translations.segment}
MBREARZE NEH) > FEEMBAERER -
4. BHE TR URRSEMAERNENR -

MR EER MBI ERENE

1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kb/s
550 kb/s
500 kb/s =F
450 kb/s
16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05
== Received Sent

21



a. ${post_edited_translations.segment}

Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:7T1:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
hicl 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:36:B5:60 25 Gigabit Full On Up
hic4 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
mtcl B4:AS:FC:T1:68:36 Gigabit Full On Up
mtc2 B4:A9:FC:71:68:35 Gigabit Full On Up

${post_edited_translations.segment}

@ ${post_edited_translations.segment}

${post_edited_translat EE451E= ${post_edited_translat FEHAAER/FE 5 iRATERE
ions.segment} ions.segment} B (ethO - eth2)
=HE ${post_edited_translatio 100 400

ns.segment}

EER ${post_edited_translatio 100 200
ns.segment}

EER i 100 100

=4 ${post_edited_translatio 40 160
ns.segment}

EER ${post_edited_translatio 40 80
ns.segment}



${post_edited_translat E4%
ions.segment}

Bl E /Y ESi

R

b. ${post_edited_translations.segment}

${post_edited_translations.segment}

${post_edited_translat FEHALER/FE 5 L4988 E

ions.segment}

40

E (eth0 - eth2)

40

Network communication

Receive

Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =

etho 2.89GB 1k 19,421,503 1l 0l 24,032 1h 0 1l 0l
Transmit

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =%

etho 3.64GB ik 18,494,381 i, o 1l 0 il 0 1l o il

5. ${post_edited_translations.segment}
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DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks
Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s
Volumes

Mountpoint @ =  Device @ Status @ =  Size @ Available @ =  Write cachestatus @ =

TS
TS

/ croot Online 21.00 GB 14.73GB 1h Unknown

fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

1545 StorageGRID {BRIZH
M%) ZRER—EER > BEnEish « R a4ER _ R E AR EERAEEER R

= o
${post_edited_translations.segment}

AERTAREEER - SFEEER EARERIRZ — A LEER 10~ 1 X~ 1183 1 BRKERRA
HEE o S AT AERE BRI RS EIRERR - femisE B EifEfEEE o

HRERMS » MEROE XEHERSENMERARERRINEN - ERES RREEMSERNRN
B EXIR U R RE R SR E RS RSt B3 E -

24



DC1-S2 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks

1 hour 1 day 1 week 1 month Custarm

Mcawork traffic @

650 kbi's
€00 kbr's
550 kb's
B kb/s
450 kb/s
1605 10:14 1315 020 1E25 1033 12:33 40 145 5 1638 11:6d

== Received == Ser

Network interfaces

Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =

ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up

Metwork communication

Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
ethi 30468 1ls 20403428 1l o ik 24,899 il, | o ih
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
ethi 36568 1l 19,061.847 1l, o ik | | [ |

FERAE
"B AR R S AR AN R BE"

%15 StorageGRID {#17EIEF
Mi#fF) BRELTREFUAENEMFEERETZ -
M7 BRESRETAATR - SEWLEFBEERE -

${post_edited_translations.segment}

ST  SELATRESE - ) BRESER  BRYEEAE SRR R T
EA
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@ EERAREGEAERE (FINEA BB SER PEERIARR) » FESTERIERAER > 3K
STAILEMAARBET - RENERERERE > FEFEDBUERERTE -

DC1-S1 (Storage Node) & »
Overview Hardware MNetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - ohject metadata @

100% 100%

75% 75%

50% 50%

25% 25%

0% 0%

1530 1540 1550 16:00 16:10 16:20 15:30 15:40 15:50 16:00 16:10 16:20

= Used (%) = Used (%)

FERE S ~ Volume FI¥IHRETER

HIFRAERL 0 TEF SROSER EHIRRET Volume RUFHRE » HIFMETFENRL > THEITR) RIEM
S{E{E?E Volume BIMERAZEN ©

26



Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = size @ = Avaiable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
TERAEN

"${post_edited_translations.segment}"

1545 StorageGRID Objects 2%
MObjects) ZR5IZEIZMRAR "S3 FAEAIFAERZE" BIEEH ©

SE#FERS « SELSMBEEREEEET Objects R |11RHE - HFMHTFEIRS > Objects &3
STELURA P EE N EANS REENEM -

SREREMM
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Tasks

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50
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1545 StorageGRID ILM Z=3|12%

${post_edited_translations.segment}

BE#FERS « SELRIURBEMRESGERT ILM 28 - BNSEERFMER - ILM RBEEET ILM (75

PERFEEMERIEIR - WA - ILRBESIRMUTHFAIBEYIMHTE ILM FHErTEF KA o
HIEEFER > ILM RIRBRRHARAEREHRYER ILM sHEME REEFEER

DC2-S1 (Storage Node) &

Overview Hardware Network Storage Objects ILM
Evaluation
Awaiting - all: @ 0 ohjects ils
Awaiting - client: @ 0 objects il
Evaluation rate: @ 0.00 objects / second
Scan rate: @ 0.00 objects / second |||

Erasure coding verification

Tasks

Status: @ Idle il
Mext scheduled: @ 2021-09-09 17:36:44 MDT
Fragments verified: @ 0 il
Data verified: @ 0 bytes il
Corrupt copies: @ o il
Corrupt fragments: @ 0 |I|
Missing fragments: @ 0 ils
HEHRAE
o WEEiTE

EsPrE s A apiEHAE IE" Standard Traditional Chinese translation. No explanation needed. Only the tag is

returned. "EE I E A FRiBHAE IR

* "&1E StorageGRID"_
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https://docs.netapp.com/zh-tw/storagegrid-120/admin/index.html
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%18 StorageGRID & & T A28 &5 |12%

${post_edited_translations.segment}

ZRGEE Admin Nodes ~ Gateway Nodes ~ BB & KR E(EAMEEET Load Balancer &5 |12 o #iE(ELL
& » Load Balancer %5 |12 iR HZIt AT A BIRR T BRIV SRR o $HHE(EA91 > Load Balancer &5 |12
BRUEFMBLS A ENN=EHE o

${post_edited_translations.segment}

DC1-G1 (Gateway Node) & X
Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1week 1 month Custom
Request traffic @ Incoming request rate (7]
1b/'s 1
0.800 by/'s 0.800
=)
5
0.600 b/s Mo data § 0.600 Mo data
&
0.400 by/s £ 0400
(‘:E
=
g
0.200 by's = 0.200
Ob/s 0
16:50 17.00 17:10 17.20 17:30 17:40 16:50 17:00 1710 17:20 17:30 17:40
Average request duration {non-error) [7] Error response rate @
1ms 1
0.800 ms 0:800
=]
5
0.600 ms Mo data D 0.600 No data
&
0.400 ms A 0400
g
=2
o
0.200 ms & 0.200
0Dms 1]
16:50 17:00 17:10 17.20 17:30 17.40 16:50 17:00 17:10 17:20 17:30 17:40

${post_edited_translations.segment}

IEERER & & T s inAt M N ARV AR R 2 MERNENRIEER 3 2R Ti9E » BUAKMIT/A -

@ IEETESREKRTMFTERR o FIt > FEREXRRNFEREBROERT » IERTSEEEANE
RIEEREFIARE o LA UEE Network R3|1RE - UEHBMIZRBAIBVFERITS

${post_edited_translations.segment}

IEERETESHERED 3 DB TIE » WKRERER (GET » PUT » HEAD #] DELETE) #1715 o
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EMERREEBIBERER - WEREGERN -

FIIERFHERE (FEiEER)

HEEIR R AR FHER IR 3 D8R8 TI9(E » AMksAREEE (GET » PUT » HEAD #] DELETE) #1747 o
BEFRNVFFER BN e ST HIRFEETFERITERLS > FRTENERAXXERRRIEAL

${post_edited_translations.segment}

${post_edited_translations.segment}

BRI
BRI EE TR
* "&1Z StorageGRID"_

1545 StorageGRID & RFSIZH

EaikE) SRIRHEARMEIE LER S3 FaRFEREHN o

BEIL S EFZ R Platform services B o IEE#1gt S3 FERFHIFERAEN » HI40 CloudMirror R FIIEE

BERT - LEHR ENERSETRFRIEFKE « ARTHENBRBFERSHE -
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Data space usage breakdown @

1.97 MB {0%b) of 3.09 TB used overall

Metadata allowed space usage breakdown @

2.44 MB (0%:) of 19.32 GB used in Data Center 3

Site name & Data storageusage o Usedspace
Data Center 3 0% 621.26 KB
Data Center 1 0% 7938.16 KB
Data Center 2 0% 552.10 KB

) Metadata space Metadata used
Sitename S -
usage space
Data Center 3 0% 2.44MB

Total space =
926.62 GB
12478

92662 GB

o Metadata allowed
¥ space

19.32G8

il
w

"~
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Storage Used - Object Data @

100.00% {
75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
2E AD% - Used; 17112 kB
= Replicated data: 171,12 kB
0% & = Erasure-coded data: 0B
14:30 14:49 14 = Totak 310.81 GB

== |lsed (%)
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health &
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.22 G8 1W07T18GE il o bytes 1l o bytes g, 0.00% Mo Erraies
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Storage Used - Object Metadata @

100.00%
75.00%
2020-08-04 14:58:00

50.00%
= Used {%): 0.00%
I Uised: 539.45kB
0% Allowed: 13278
= Artual reserved: 3007TB
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80 TB
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DASHBOARD

N Nodes
Cument View the list and status of sites and grid nodes.
Resolved
. Q Total node count: 14
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Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
I NODES | StorageGRID Deployment Grid 0% 0%

TENANTS A DataCenter1 Site 0% 0%
LM

9 DC1-ADM1 Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SUEONE Q DC1-G1 Gateway Node 10%
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kb/s
500 kb/s = = =
450 kb/s
16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55
== Received Sent

11:00 11:06

a. YNSRI T HEMRENRS -

AE THEIBUEEREE LR TR E B2

Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
b. B HINRENRL > AR THRBIUEEEE LAY MERER 25 -
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Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
ethd 2.89GB 1l 19,421,503 1ls 0 1k 24,032 1k 0 1k 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1h 0 ik 0 1k a il
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a. JEIE AR > R >

IR EER DREDLHER
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Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L-|- Create || P Edlti | % Remove | L,|_| Meﬁ'ica-!

Name Description 18]
! | ERP Trafiic Control Manage ERP fraffic into the grid cd8afbcT-n8be-4208-D6f3-Teda79%e2c574
*  Fabric Pools Menitor Fabric Pools 223p0chb-6968-4646-b32d-7665bddcR94b
Displaying 2 trafiic classification policies.
a. FEmARETARFABNERSGENER - AEERAARANEERZ » A% —T Metrics ©
b. BEREFRIUT EHAZ/FAERNERETRE o
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Overview Hardware Network Storage Objects ILM Tasks
1hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
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O. MEEEW EHE CSV MR REHESFRBEHRAEAEERN .csv EE

Tenants

To view more recent values, select the tenant name.

Q

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00 GB 10%  20.00GB 100 < 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

() BEEE TEAMRNEN) RPNBAZELS 3] BAHAIRE o

AR ICFRE T csvIESE ©

Coosv HEENATELATER

|Tenant ID Display Name Space Used (Bytes} Quota utilization (%)

112659822378459233654 Tenant 01 2000000000 10
199658234112547853685 Tenant 02 85000000000 85
103521145586975586321 Tenant 03 60500000000 50
IZI42513&5‘3‘8?56‘38&5532 Tenant 04 4750000000 95
{36521587546689565123 Tenant 05 5000000000 Infinity

TR EHEREARETERE csv g% » EBEEHEAZER -

${post_edited_translations.segment}

RS EER

${post_edited_translations.segment}

1.

52

it THR) EEPEEER S -
BnEPFEENER -

- MNERKF| B4 > FIEEHE Actions > Delete RIBFF—ESZEMEF ©

Quota (Bytes)

20000000000
110000000
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140000000

Object Count  Protocol

100 53
500 53
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500 53
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Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
Bl ][

Space breakdown Allowed features

Bucket space consumption @

85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

0 25% 50% 75% 100%

bucket-0l @ bucket0z @ bucket03

Bucket details

Q Displaying 3 results
Name @ 3 Region @ = Spaceused @ % Objectcount @ 3
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50
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15.00 GB remaining (15%).

M bucket-01: 40.00 GB
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B— S3 AR .csv IERERTLELULLTES :

Tenant 1D Bucket Mame Space Used (Bytes)  Number of Objects

64796966429038923647 bucket-01 88717711 14
64796966429038923647 bucket-02 21747507 11
64796966429038923647 bucket-03 15254070 3
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2 Configuration > System > Grid federation ©
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EEGRULER LA EGIEAREN > 5% Connections 5|17 °
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o EEURARVERE "REIGAE" -

Gl’id fEderatlon [B Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Upload verification file Actions ‘ Search Q Displaying 1 connection
Connection name =5 Remote hostname @ = Connection status @ =
@ Grid1-Grid2 10.96.130.76 @& Connected
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secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants

Remove permission ‘ Clear error search Q

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and

Displaying one result
Tenantname = Connection name < Connection status @ = Remote grid hostname @ = Lasterror @ =
@ Tenant A Grid 1-Grid 2 Q Connected 10.96.130.76 Check for errors

Gr|d federation & Learn more about grid federation

AR E R
AT LUEAR S E MR B R AR B AR A ©

B
1. 1 Grid federation EEAFEHEE—RS|1RH » RBURKPEZERRHTE -
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2. RSE AR » BEE TRAFNER) REIER » UBRZEGNAHEFMEEN ©
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Connection status:

Permitted tenants

Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76

@& Connected

Test connection

Certificates

Remove permission | | Clear error &

Tenant name

Lasterror @ &

Displaying ane result

© Tenant A

Check for errors

EUMREEF > SR
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> ${post_edited_translations.segment}
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:56:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.0002

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU

e MR B e il Gy Sieay e A Z BRIV B SRR L mF S ARG Qs T RIS T e e i v e et Pt e

BREERERE
"“EJL,(TEﬁH Grafana H#Y Cross-Grid Replication f&&R MR 2RIR17 A BAAINE L EAESE S 1R/ERN Prometheus 5t

E

1. %% Grid Manager 1 > £ Support > Tools > Metrics °

@ MEt=] E EJ:E’JIQET R T IEASER © BT APHFELEINEE I,\EZ'Jf\E‘QE
%TE%;I@SI}J% ’ AEPBRFELEE o SRR E FBY Prometheus 5t=' ‘;

2. £E@EMI Grafana 24> » &2 Cross Grid Replication ©

gu ¥mHTﬁEH 4 EEQFE "éﬁi?ﬁ% E=NT
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Alert Rules B Leam more

Alert rules define which conditions trigger specific alerts

+ Create custom rule |
Name

Appliance battery expired
The battery in the appliance’s storage controller has expired

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

mEATHRAIRFHEN

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

Conditions
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
Major > 0

storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}
Major =0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN'}
Major » 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major >0

storagegrid_appliance_component_failure{type="REC_REMOVED BATTERY'}

Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE BACKUP_DEVICE_FAILED"}

Major >0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE MEM_SIZE_MISMATCH

Major =0

Type  Status *

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Displaying 52 alert rules.
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Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions
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Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
#
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert {o determine the default minimum reguirement for a StorageGRID node.
See the insinuctions for your platiorm:

« Viware instaliation
» Red Hat Enterprize Linux or CentOS installation
= Ubuntu or Debian instaliation

Conditions ©

Miner
Major node_memory_MemTotal_bytes < 240883808008

Critical node_memory_MemTotal bytes <= 12808050808

Enter the amount of time a condition must continuously remain in effect before an alert is triggered.

Duration 2 minutes v
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Minor
Major node_memory_MemTotal_bytes < 24088086880

Critical node_memory_MemTotal_bytes <= 14000882008
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

Time triggered
Job

DC1-51-226
Node DC1-51-226
Site DC1 225-230 @
Severity Minor

FriJun 28 14:43:27 UTC 2019

storagegrid

Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
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Silences BEEMEENHIR o

Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire arid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.
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Description (optional)
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Severity
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Minutes v

Minor only Minor, major Minor, major, critical

StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-32
DC1-53
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Ivar/local/log/pa- E#IT pa-move. sh IELHBRFENL © FEEE

move-new_pa.log

Ivar/local/log/pa- EHIT pa-move. sh F5SHERFEEIL © FEIRER,
move-old_pa.log

Ivar/localllog/gdu- B GDU BR#E1L - B & HF EERHMEENMENMEEZFIE SR
server.log REBYEE 4 o

Ivar/local/log/send_a ZEEHARIEI o B3 MERA F E BB NERNEEE FRE &R
dmin_hw.log o

Ivar/localllog/upgrad  EI7 iR EREEFH ARIBIZH - B R EASEIEHAIGCER o FRE Ei%G

e.log

T fi# StorageGRID bycast.log

E#EZE “/var/localllog/bycast.log” 2 StorageGRID B2+ ELFEEHHRIE R - BSEABRKRE
#HERB—1E "bycast.log 1% - ZIER B I EN ZAAREBLAIAE o

¥&ZE “Ivar/local/log/bycast-err.log’ = “bycast.log' I FE - EEZHEEZF K4 ERROR 1 CRITICAL BJEFHE ©

SR LUEIRE FREZ H B M > WETEIREZXEIMND syslog EARES © :REIMEB syslog (FIARESE » ZSi
ezt B NS REELENGET - 552/ "${post_edited_translations.segment}" o

bycast.log g 8RR
= "bycast.log' 1§ZEE| 1 GB Ky » IRAERR T > WEILFIBEAE ©
IR BB S27% bycast . log.1 » THMREEM LA bycast . Log » Bl bycast . Log X

1 GB B> ‘bycast.log.l EBWEMMBILERLES "bycast.log.2.gz ’ M bycast.log EHEH %
7 “bycast.log.l°
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AERIA_EBR “bycast.log' % 21 EEZR - EE 22 {ERRZHY “bycast.log t& 2R » BREERIIEZAZHMIBR o
PRSI bycast-errlog’ tEREZE o

@ R BFIE KRB » TETER EEREREAZERZNERMUE - RIEREREEIEEME
ARG TR ARREEH -

EALUEIRE FREZ H B M > W EUZXEIMNB syslog EARES © :REIMEB syslog (EIARESE » ZSi
st BN EEELENRET o 552/ "${post_edited_translations.segment}" ©

FERAER
"W EE HEEM R R ER"

bycast.log FHFE
#LE "bycast.log’H ADE (FEEIZ AMIIRIR) B A ° ADE EEEAREELARTFSFEARIMITIRIE
ADE SRS & :

May 15 14:07:11 um-sec-rgl-agn3 ADE: [12455685 0357819531

SVMR EVHR 2019-05-05T27T17:10:29.784677| ERROR 0906 SVMR: Health
check on volume 3 has failed with reason 'TOUT'

ADE EEEUTEN :

HSEL #5haE

Efi%h ID 12455685

ADE #72 ID 0357819531

R4 HE SVMR

=il EVHR

UTC R4 )2019-05-05T27T17:10:29.784677 (YYYY-MM-DDTHH:MM:SS.uuuuuu
BRERER tHER

R EBIE HEAR T 0906

HE SVMR : Volume 3 BIREIRERMK » [REZ% TOUT) o
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bycast.log P S EREM

‘bycast.log’ HHASERIERKEELER o

fgn

* NOTICE — EEEFELHRNEMN - KZHHFNEEHEBRULEBAR ©
* WARNING — ZE4EEIMAR ©
* ERROR — B4 7 —(EEATER > fFRE=E o
* CRITICAL — B4 EEENR » EREEEFEL o CEILBIRERARE o
FEERCAB IR bycast.log
KZ# "bycast.log' FEVEERA S AR & 2 EEERUHS ©
TRIIHT bycast.log PEANIEHMFARE o IFRFRABHNEIISREUANEEIRN LT ©

HEERIUES mE
sucCs FEgEn
GERR ES
BUH BUH
ABRT la
25 360 R
INVL mUH
NFND HAE
VERS hRZs
CONF #ERS
R R
ICPL R5T
TR TR
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FEERTUHS
SUNV

TRIIET bycast.log FRIBIEEEERCES o

SHERMRSE
001

002

003

004

005

006

007

008

009

010

011

012

013

014

015

016

017

018
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SHERCES
EPERM

ENOENT

ESRCH

EINTR

EIO

ENXIO

E2BIG

ENOEXEC

EBADF

ECHILD

EAGAIN

ENOMEM

EACCES

EFAULT

ENOTBLK

EBUSY

EEXIST

EXDEV

BE&
ARFsEAER

il

&
BRI

ot

RAEKRIERNB i

\|ILREF

AT A SRR

/O $55%

RAIEREE it

SIBBEXRER

HITHE TSR

TE AR EE R

REFEERERF

Bal—=

CIRBERETRR

=113

REER

it FEER

BEEHRE

RENEREIT

i
Bl
o
ot

a5
Wi
m
4
aH



TEERAR S
019

020

021

022

023

024

025

026

027

028

029

030

031

032

033

034

035

036

037

038

039

FEERTUES
ENODEV

ENOTDIR

EISDIR

EINVAL

ENFILE

EMFILE

ENOTTY

ETXTBSY

EFBIG

ENOSPC

ESPIPE

EROFS

EMLINK

EPIPE

R

ERANGE

EDEADLK

ENAMETOOLONG

ENOLCK

ENOSYS

ENOTEMPTY

EES

FREVEZRBS

7%

NFIEREIT

EESIEVAN

RE HRARREM

A=

Lo FrperachEdk ey

HBEREEART

BRSEGEREHE

RE P FARYECERIHE

THEERBE(F

B fRZE
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TEERAR S
040

041

042

043

044

045

046

047

048

049

050

051

052

053

054

055

056

057

058

059

060

108

FEERTUES
ELOOP

ENOMSG

EIDRM

ECHRNG

EL2NSYNC

EL3HLT

EL3RST

ELNRNG

EUNATCH

ENOCSI

EL2HLT

EBADE

EBADR

EXFULL

ENOANO

EBADRQC

EBADSLT

EBFONT

ENOSTR

REFRENNAE
RS E R

SR RS HEEE
Level 2 KFEH
Level 3 BfF1E
Level 3 5%
AR EE
e R ERE
B CS| 4518
—REMEE
BRI

=V G NEE RIS
Exchange 5228
G
EMEARAHS

EEIE

RN FREEREI



TEERAR S
061

062

063

064

065

066

067

068

069

070

071

072

073

074

075

076

077

078

079

080

081

fEER 1S
ENODATA

ETIME

ENOSR

ENONET

ENOPKG

EREMOTE

ENOLINK

EADV

ESRMNT

ECOMM

EPROTO

EMULTIHOP

EDOTDOT

EBADMSG

EOVERFLOW

ENOTUNIQ

EBADFD

EREMCHG

ELIBACC

ELIBBAD

ELIBSCN

stErER EZUHA

MRERRE

ISR BRI

EfRRE

Vit R RinAEY

ekt il

EXZEH

RFS f5E fH5R

FRERHE

EHRRNERNEFHEEME AR

BB LR E—

EESTPIRSY AN EE e

(i EEE

EAFRATENAERENE

FIEHEENHERENE
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FE SR ARSI FaER NS S
082 ELIBMAX ERELBEHNHAERENE
083 ELIBEXEC EEAEEIITHENENE
084 EILSEQ BRI AT
085 ${post_edited_translations.segmen #frhEREY 2 500U FERL & B ENE)
t}
086 ESTRPIPE ${post_edited_translations.segment}
087 ${post_edited_translations.segmen {FHEEIBZ
t}
088 ${post_edited_translations.segmen $IEBE L E TR BRIR(E
t}
089 ${post_edited_translations.segmen ZEIEF #yihithit
t}
090 EMSGSIZE HEBE
091 ${post_edited_translations.segmen @G ELERISER » EiET
t}
092 ${post_edited_translations.segmen @G EEEFEH
t}
093 EPROTONOSUPPORT LB EE
094 ${post_edited_translations.segmen R3ZIEHYEEIEEY
t}
095 EOPNOTSUPP EnimnaL Sz 3R IR 1F
096 EPFNOSUPPORT AZIEIRERR
097 EAFNOSUPPORT HEALZEBINE
098 ${post_edited_translations.segmen it B #{E

t}

099 EADDRNOTAVAIL A IRE SRVt
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TEERAR S

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

116

117

118

FrRUHE
${post_edited_translations.segmen

t}

ENETUNREACH

${post_edited_translations.segmen

t}

ECONNABORTED

ECONNRESET

ENOBUFS

${post_edited_translations.segmen

t}

ENOTCONN

ESHUTDOWN

${post_edited_translations.segmen

t}

ETIMEDOUT

ECONNREFUSED

EHOSTDOWN

EHOSTUNREACH

EALREADY

EINPROGRESS

EUCLEAN

${post_edited_translations.segmen

t}

il
i

7

BRE PR

N

MRS AR

${post_edited_translations.segment}

RS ERERRLE

BRRHIREE

RAEFANEEEZEM

ERRFEER

EHRRRLIRER

${post_edited_translations.segment}

A% EEpHE

BARIRAERE

FHERIRA

REBEEHARE

FEEBREETT

${post_edited_translations.segment}

ERERRE

A2 XENIX fp a8 pytg 2

1M



FHER AR FHRER NS &

119 ENAVAIL RAT AR XENIX SR

120 EISNAM ${post_edited_translations.segment}
121 EREMOTEIO ${post_edited_translations.segment}
122 EDQUOT ${post_edited_translations.segment}
123 ENOMEDIUM BAEIERS

124 EMEDIUMTYPE Y\ AER SRR

125 ECANCELED Ve TEGY

126 ENOKEY PREZREAER

127 EKEYEXPIRED B D IBHA

128 EKEYREVOKED ot it

129 EKEYREJECTED &8 EIRFIESE

130 EOWNERDEAD HREALE R  EAEEBKLLE

131 ENOTRECOVERABLE R E R © YREERAT IS

${post_edited_translations.segment}

StorageGRID FHJ45MF syslog {ElAR2S

4MEB syslog fAIAR2S & StorageGRID SMEEVEIARES » (SAIEHEEE—(UERERFKTE
ZE N o EARYIMEB syslog {alARas AT R R/ D EIRE R AR E » T EAREMEIRE
A o #5? StorageGRID » EHAY syslog sl EF BRI FTS RFC 3164 ©

A ABIXEISMER syslog RIARSS ISR E NRELEHE ¢

* BZEFEIERARESEFRREENEZAR
* ZERMAEREN - AIINBEAMEREAERE &
* MRCBIEERERRRSIEROE TR > AJAIE S ERIEHERENAE -

${post_edited_translations.segment}

MREHEARER - ERSEENY S3 EARER - WBEFRBABEZER > BISMNE syslog AMREFHIB
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A o iSTEREMEEEISNB syslog fAIARES AR !

 ${post_edited_translations.segment}

* HRTEREMEE R ERFEREREIIMNE syslog MRS > MERCBEIERNE » LA LUR D EIEE
R RYERRE ©

@ 2 B EERIIMD syslog fAIARERET > KiL 8,192 {iItAEM E— BiF S SR imEE » IUFT
BIMNER syslog fRIARAS B IERBYE RIRM!

@ %7 RAIEIMEB syslog fAIARASHFE S HHERERIREIVEIE > SEHRL LRZ4E 20 GB
BAHIFEIZECERHES (localaudit.log) ©

${post_edited_translations.segment}
BB TRUNMAIREIMED syslog {AIARES °» F52/"${post_edited_translations.segment}" ©
NRITITHRE MR TLS = RELP/TLS FE#iHE » BN BHEEUTERS -
* {AARE3 CA &% | —SNZEANERE PEM &RI5 25T syslog AARESAVIS1E CA &% o IRERE » FEFERA
TERRAVAEME CA JREE ©
 ${post_edited_translations.segment}

» ${post_edited_translations.segment}

MBEAAARES > MYERBERRRRLESE - IRBUNTOLESE » IWE
()  EmRaEmsEs - cANENLESR s EENE2IHEE  RASRISHEESD
BB ; WBEEAY  REERRNTOTLERE - UARIE -

${post_edited_translations.segment}

wE o TR BEEITRIESE - LUZZIFMERNEIESE > ErlESAET S3 (FEMEEIITE - fidl > &
AIAEE RIS STV ERIE 1,000 ) S3 1E% » HEFVERIE 2,000 MB 8944 R ERELRREY o ARSI BRI E
K > sHESMEB syslog fAIARERAVERAR o

${post_edited_translations.segment}

EEEALPER S3 BIEEH

MRIEHERBSER RS TARN RIS KRERE » BN BRI REER LS S3 128 > A sEFEH
HEA - EEERENRERIES » [SNBLREEFHEYHR) » AR BIRERZARNtE (E) hE
# » WIRRIEHEEA StorageGRID FIFEFRFZTUAY T FRIRSTRL LEIRE o U0 » RN RIER St AEDS

1 2,000 MB BIERIEE » B RIS 2 MB » BIIEHIABRIRIER T A ST EEE 1,000 & S3 #21F (2,000
MB/2MB) o

TS ERIIIINE syslog FIRSSMBRBARA—RIBEREE (THERBEREN © REC
() smsRIfran  CEEEN syslog MBEEN syslog B ATAEBHIERATEH
ff o BEARFHSE o
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../monitor/configure-log-management.html

EzAENEEAT

${post_edited_translations.segment}

Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes

${post_edited_translations.segment}

MREHTFERAESHE > MEETERBENMGE - HitTEZER - REZMERIMNMERZES PUT (1BH
FS GET) B9 S3{EEBZLL » MR S3 BMAIMFHA/N (LXTTLTT:*H%%&) (RIEPEAN 4 BFTER
AIEZ BRI LTE)

ESaR 1R s

${post_edited_translations.segmen S3 FEIRF&E (EREEH) BEFERZERENHEAIRR S

t} o BRAKRA/ZER

SBAC S3tERIRFRE (HERERE) REREAENEPIRFRE A
PERA B IR BERFE o

S3BK S3 f#fFhTER S3 fETF IR

S3KY S3 &8 S3 T TEIHEFRAME -

HEFFRRFD KU -

P P R S 12(EP PUT I2EMNBE DL ) HR o< P <1 (FELE > H12 100% B PUT TEEH > P=1; ¥
X 100% B9 GET T{E&#H > P=0) o

HFIER K RHK S3 1RFTE ~ S3 bucket A S3 key L8FNMIFIGA/ © {738 S3 HRELTE—2% my-s3-

account (13 fiyc4l) - bucket EBEEERER%HE » FIU0 /my/application/bucket-12345 (28 {ii7c4H) » B¥)

HEEBEEEN key » B 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 {i7T4E) o B K BIfEZ 90
(13+13+28+36) °

FOREAILIRERE P #0 K BYME » BUIRTLUMER T ATUEEIMNT syslog fAIAkAS R EEEERVIEZ B Volume » AIEE
ERERERRATERE (MEFRERAIERIN > FIEENIERALES)

Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes

${post_edited_translations.segment}

IFFERIEZERHEE LA

RMEZASANRREAEREZERSRE (f [#EF RES $#R) 5 FAEIIERS TER1 ) -
ﬁﬁAiFi‘Emﬁmﬁﬁ&mE ) RERARGERZASERRM T NREFEAR - B2 - AJUER TRARGEE
R CRAIERRENTEZBEFTIEIRNRN » B5FER > B TEE5N BRSO NN EREZAS
AN FIRE G ER S o
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(U

HRRE ${post_edited_translations.segment}

${post_edited_translations.segment} FEZBEER = 8 x S3 IR1EEK

IHERARDS | PRATEIZBARERE S Debug 3 Normal °  EABETEREHERNAT

ZEMEMHEELN

LZ2MHRME S3 REER > BERGEEHVENAFMNEN - Bt > RAFREGREAR -

${post_edited_translations.segment}

${post_edited_translations.segment}

Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes

${post_edited_translations.segment}

MREHTFEHEBLERE > SEETERRENMGE - HNEARENER - REBNRIMEMEERRERR
(ERHEHBARE) ~ PUT B S3EEE DL (ABEUGE GET/HM) > MR TF S3 MAAFIgA/N (MUiIthl

B RPEA 4 BF TR BEZBFERULHE)

120 ki

${post_edited_translations.segmen S3 FHEIRELTE (BREXEE)
t}

SBAC SIFAFRIRPLTE (REREEE)
S3BK S3 f#FETRE
S3KY S3 &8

${post_edited_translations.segment}

${post_edited_translations.segment}

*ER

» ${post_edited_translations.segment}

MRCERAERETERNRE

55

BERFERZERAENERIRE 4
o BRAKFKARZETR

EEREEENERIRR LTS - A
MBI IR A BERFE

S3 REAF B2 o

S3 HiRBM » NEIFHFHBME -
HEFEFRRERD KU -

2 P &Rn S3 #EH PUT REME DL » EF 0<P<1 (AL > X 100% B PUT TE&H > P=1; HRX

100% B9 GET T{E&& > P=0) o
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2 KR S3IRFA %S - S3 #7FHRMEHN S3 SIRLMBARNBIFIIKR I o RE% S3 IRF BIBIE4R A my-s3-
account (13 fiI7c4l) » HEHWBBRERE ° §I40 /my/application/bucket-12345 (28 fistéH) > ¥&iE
‘)EEIEE > 540 5733a5d7-f069-41ef-8fbd-13247494c69c (36 {iI7t4H) ° B K BYEA 90 (13+13+28+36

${post_edited_translations.segment}

Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes

BN > INREIEEIREAFFD 1,000 X S3 12(E > BT IEEEZA 50% By PUT #21E » HIZAY S3 tRE 478 -
FEFETRE LB YR I8 T4 90 BN c4l » BIRAYSMNER syslog EIARESIESAEARIELISTIE ST 1,800 1EFEH
2B WREUEH 0.5 MB BEXEW (BAEE2HE) EAEREN -

MREERHRRRETERMRE

4 P %51 S3 1B{Eh PUT I/EMIE DL Eh0<P <1 (FEIk > EH7 100% B9 PUT TEEE P =1; HR
100% BY GET T{E&#H P =0) °

<L KRN S IRA%TE « S3 EMAIEN S3 £BAMARTN TR/ ° R5% S3 IRE &IBIRALE my-s3-
account (13 fii7o4l) - EEFWBBRERE > HI%0 /my/application/bucket-12345 (28 {iijtéH) » ¥I&iE
FEEE > 590 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 fiycZH) ° I K BYEZ 90 (13+13+28+36

${post_edited_translations.segment}

Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes

g0 > IRISHERRERETD 1,000 3R S3 121 » TR TIEGEA 50% B9 PUT 12(F > BERY S3 IRF 478 -
RERITRE L BN BiBT9% 90 BIrciE » BIERISM syslog RIARESIRIRIEAES IR ET) 2,250 AR
A& - BFESELIET) 0.6 MB BVZERREW (BEHLEHE) BAREIEN -

7f StorageGRID F:&ECiFEIE
PREERTERIZER « BAIHEIRE » URBIZNEMEZEFHNMUE -

P& StorageGRID EIRLERE EERZNEM B - ARNEMARGEEMEM - LA SN Bt 2Bt 2k
BIWEETR -

AT LU 5 T IMEP syslog fRIARES "MFEIX B SR IRf#TF o (ERSIMNRREIARES PRGNS SC BRI BE R B E ix
& > ERAEFEEZENNTEN - MRCHEAALER - £AZEEEYN S3 BRARANFEZREFMAEZ
&l BISMER syslog RIAREBSLEHAB A ©

FsaZ Al
* REFER "ZEOEEERIESR" B A Grid Manager ©
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* 8B "##E5 Root TFEVERR" ©
* MREITHEREINB syslog AAkES » LEEBWEBIE"EAIND syslog EARZEHVERSEIR" ©

* MNREITHEEER TLS 3¢ RELP/TLS REREIMB syslog fAIIRES > BIICEEHERFIENRIRSS CA AR
REE AR A B iR FALE o

BRI ER
TR UBEZBEFHIU TSNS RERERNTEZER

FEIZER) TERRTE BEEH

E EE "RIREZAR"

#F R "R R

=35 EE "B A"

AR imE FE "FA P s AR A LR

FARIHEA EE "R IHE AIZAE"

ILM EE "ILM FEiERE"

BANRER fhaR "$;[post_edited_translations.seg me
nt}"

()  #emm > BEESRESE TR -

1. #&$Z Configuration > Monitoring > Log management °

2. HtBERIZAE » AR THUREREE—EREZER

BB R SR

] ZAER PR B EERTEIZENR o

fEER fEsCEREEERAN ERAERZE TR (SUCS) MITEIZENE
IE% RERZREMNE Gactt—BNAREAFFRSIRIZERAE
(=65 BEEA - ItERNITRE—ARFEZERER -

HAFERRESNAEHESTESRRTECHNAE - Al - TER) BRESFRE MER) AE -
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BEJHBFERZSAUER 32 @F  BFEBEIERFT o

AR A TR -

= BA
B B9t R B @ AN o



ki BILE

£ ${post_edited_translations.segment}

Higie PRIEMBEREME » TRIZAERER 162 > 52 SNMP [ERIZ%EE
IR o

EEatiE @#ﬁﬁé?&ﬁﬁﬁ TCP > B[HIFEEEA UDP » ©21Z#/8) SNMP trap 1%
E o

USM fER#& A EEERI USM fERE -

’ tg%@%ﬁ? Trap > RIEEETRRBRES|IZ ID Y USM fEF3
’ !g%@i%i%? Inform > BEEERER#ERS|ZE ID By USM fEF
* MFRRERMERERE -

I J2I7 A RETFRER B A o

ii. FIfE 21 USM (£A#E TR ERAE -

iil. 3&[E] MTrap BAYM) R3IRE - RREPENEEEFHNE
HYth > ZATRIEEN Edit ©

v. BEERfERE o

5. 42 Create ©

FEBA B Rt B2 T W HTIE ERAR P o

B EE Nt
ZEIEMH > fFF TOther configurations)  (ELfth4ARE) BERHREY lAgent addresses) (RIBFEZI(Ufiib) ZH5|1HE

BRIGE—HZME MEREAL) - BLEE SNMP RIERRX ] ARIEKREHR StorageGRID izt
MREARZENIBRNMLUL > BIFTE StorageGRID #88& TR IEIE(iIiE % UDP %R 161 ©

SER
1. 3%$2 Create ©
2. BEMALTE ©

1R 55
HEPR AR RS TR TE ZAHAER IPv4 BZ IPV6 ©

SNMP FEE&fEF IPv4 ©
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ki siLPH

${post_edited_translations.segme ${post_edited_translations.segment}
nt}
SNMP F&E&2fER UDP ©

StorageGRID #3#& RIBFZUAFBEEME StorageGRID 43 ©

© AERRAER - EIRMRAA P IRER | SNMP RIEREIRESFIA =
EEER LRYES -

* Grid 48E&
 ${post_edited_translations.segment}

* AR im#aE
AR MRECEAAPIHERERAZENER - WARAP A
BN T ARIEIZIL 0 R SNMP B HiREARZER ©
iR (FJ%8) SNMP RIEZTUFEIEESRYEIZIRIRES o

SNMP RI2F2T0RIFERL UDP E#IB% 161 > BIERI M AERIKRER
BYEEZIRARES o

EE | #7F SNMP RIZF2UEF > StorageGRID & B EITE ISR NS E
ﬁ-ﬁEﬂlT‘be&_U_Liﬂ: HIZIR o (M AR IMIBRA NG ER R F S LE
FEIRIE o
3. &4 Create ©

${post_edited_translations.segment}

${post_edited_translations.segment}

YNRITEEARIZ SNMPV3 > 35 TEAMAERR) EBHRY TUSM ERE) REBRERBEDH MIB SHEIKEH
FZBAIRY USM fERE o

@ ¢ SNMPV3 trap BRUM > BBASEEEHREIL—E USM £RE - MRESEEEEHRE
USM % » EXEEEMABELRER - CHNEERR A SEEXZWERN -

@ SNMPvV3 inform BRIt EEEEE5|% D BERZE « SNMPV3 trap BRI RAEE BB S5|E
ID BYfEAZE ©

MR IZ(EER SNMPv1 5 SNMPv2c > BIiSLE5 BB R o

SER
1. 5842 Create °

2. AN THEA -
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ki siLPH
EREE It USM fE A& RIME— A8 o

ERELBERZAES 32 ¥k BEFASEESEAFT - EAERL
& BEZEEFERAERME -

& MIB 77EX YNSREEE > ILEAERAR MIB RIMEBETZEUER o
FERLS | EHahs ${post_edited_translations.segment}

A 10 B 64 E+75EMFET (55 32 Efiicél) > BEASER o 7
BAAERFE BRI R HEENAY USM EEEEEILE - 71:R[EMRER
Ry RS ERRY USM ERE R ASFERALLE -

${post_edited_translations.segment}

Z2M4ER ${post_edited_translations.segment}

* authPriv : ILEREFEHAREEREL (N%) E1TE - BEE
E B DR EH T EHERE » MU KETARE B o

* authNoPriv : ILEAEEMEEEEITERS » BRNE (BEnE
) o WNBIEE S DR EREATGEMZRE o

${post_edited_translations.segme ${post_edited_translations.segment}

nt}

BRE ${post_edited_translations.segment}

RALEHITHE 272 153EE authPriv BFET » B—ERES AES » B —ZENE
N

= fE7ESGHEEY authPriv FFEE o ILEAERG AIRIRARIEDS

3. 342 Create °
${post_edited_translations.segment}

4. ${post_edited_translations.segment}

By SNMP RIERZTCAHRRERY ©

B3 StorageGRID SNMP {IEF2R,

A LAEFE SNMP @A ~ SERTERe T & > SinE s irAIEE UMt « USM (ERERE
B BRI o

FIsGZ Al
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* [REFER "ZEOEEZIESS" B A Grid Manager ©

* {&8B"${post_edited_translations.segment}" o

RARSIEAEFS

B SNVP REREREE ESERUNHAEN » 552/ "S=E SNMP RIEED" « M RIEREEERER
Save ’ A HERRXASERSIER LPAHHVEE -

1. ${post_edited_translations.segment}
HE SNMP RIEERENER °

2. FEFAFAERER_ R SNMP RIEER » 557k TR SNMP) ZEUA51R » AREEE TR o
YNREFRA SNMP IR > BISREBTAINFAA SNMP ABRERE ©

3. (FIEE) FFr MEAMERE) ZHOEN
a. fHEEE I System contact 1 System location °

b. (RJ#E) ZEEVSKECHEEE BUA SNMP IBFZTVEAN 1ZEUS 1R » LUIZH] StorageGRID SNMP {IEF2T(
BEEXEMAEMAE o

BUHZERULZEN S 118 > SNMP ARIER2T0SZ4RMEE MIB 77EX » {EREFIX SNMP &5 o

c. (AI) EHEAR TRUBEREIEH ZEXGHRE - UEH] StorageGRID SNMP A2 TE W EIRAELE
RSN EN SRR S EEEREMRM

4. NRTEEA SNMPV1 8 SNMPv2c @ BIRTLUEIEE TEREF SR SO Eoig MEEmse, -

S. BEEFTHEHBERM » 557 TEHMAERE ) BERHIEE MfafHEM) FRIIEK -
ERIZEREHE—ETNZ{E StorageGRID FERHEEENAY B B9 - B SNMP RIBIZT0 113842 Save & » &
FEEE AT » StorageGRID EiEEEESEE TR B /M o t4h » hEAZTZEN MIB-II EfE (f
30 > ifDown #0 coldStart) {BIXAZAERBA] o
ERSMARRTIEHAEN » 55208 "ELEHERMH" o

(AI3%E) FERoTBIRTERPEHALES
MR ERBIRTERIEHTEE » AN BLRFEMIRANEH B EER BET1HEFS o

© RERTEIEHE R - FFIEE i1y o
© ARIRHEIEHE M - FEIZEREILE > AREE Edit -
© REBIFEHERM - FEFEEIR 0 ARERE Bk o
c AERREE > FEEREKRSN M#EE o
6. EEEMAERE UL - FE THMAR) EBRPEE TEEX It RSRE -
FERIRERIEE B 2@ TRt o BLR SNMP RIERL AT MUIEKEHR StorageGRID izl o

BERBWARSIEESEN > F26 "EIAEEIUIE o
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o BEIMGAIBIE ML - sEEEIE NI o
o FERENIBIENMUL - SABEIFE IR 0 SARIEIE Edit o
° AERMRAIEREN ML - (ABEIZE SR - JA%%%%1E Remove °©
c REIRREE » AREEEKIMN EEFEL o
7. ZEEEH USM EAZE » s57F THMAARR) EERPEE TUSM EARE ) R IEHK o
FALES IR EEE#EH MIB sSIZURFEHFEEA USM EEE o
BERAMAANBHEAERN > 55208 "Ei USM fERZE" ©
o BHEFE USM EFAZE 5 s5%EE Create ©
o BEMREE USM EHE » :AEEEIER - JABIEE Edit o
féﬁ USM ERENFERELBREIET - NREEELEFHRELRE > Y EBRZERELERINER

@ R IRERENVERSIZE ID - BfEREBMEHRER B » BILARENBHR
Z Bt o [R) » #1F SNMP IR VABRERT & 2 BRsE8ER o

© REBIR USM ERE > FIEERELGH > A%1%EE Remove ©

() BRCBEGEREESFREABGY S ASTRELEREE0N - T

SNMP (IZT2 SRR & B AR SHIS -
| BERIME > WESEERSN HE

8. Eifise SNMP (RIBIRECARE R - BB (7 -

77EX StorageGRID MIB &2

MIB iE#Z B2 AREERTHRZREES RERFBIENERLAEH  SoIUEFINER
StorageGRID #J{+EL7E18Y MIB 1838 - BEAERH N EIETRERIEEER -

YNEE SNMP F MIB 1EZRBVsFAE » SH26 "(£H SNMP &5z o

7ZH MIB 152
${post_edited_translations.segment}

1. ${post_edited_translations.segment}

2. 7£ SNMP IR EE L » BIEZTHER !
° NETAPP-STORAGEGRID-MIB.txt : E&FA EIEER LRI FIMERRMNEN (FaF) o
° ES-NETAPP-06-MIB.mib : E&RE E RIIEAKENYHEMBEL]
° MIB_1_10.zip : £% 8% BMC N EREREENYIGFEA o
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3. ¢ MIB #&ZE#EEY StorageGRID OID :

a. Hyf8 StorageGRID MIB iRE#EH OID :

root@user-adml:~ # snmptranslate -On -IR storagegrid

1S BB T B FEUE StorageGRID &% R MIB 1228 :

/usr/share/snmp/mibs

AR T 01.3.6.1.4.1.789.28669 (28669 $A4R 2 StorageGRID A9 OID)

b. #EE(ERKIFZH, StorageGRID OID (fEF "paste’ K& H#1T)

root@user-adml:~ # snmptranslate -Tso

BARG L(ER -

MIB EEZAS

FRE419B StorageGRID OID °

Vit

MIB ¥t

YiittE

activeAlertCo
unt

14 1D (OID)

activeAlertTab
le

activeAlertEnt
ry

activeAlertld

)% 1D (OID) z

paste -4 " "

grep 28669

#% “snmptranslate’ ap IR T HF LA ANIRER MIB BYEEIS o tbd < AJ1E{EfA StorageGRID

NetApp StorageGRID E58HY MIB 1241 o

ki fFEX
Integer32 B

ActiveAlertEnt #E;%77HEY
ry B3

(=752 HAFEX

NITHEFE MR

MIB 1&4R

NETAPP-
STORAGEGR
ID-MIB

NETAPP-
STORAGEGR
ID-MIB

NETAPP-
STORAGEGR
ID-MIB

NETAPP-
STORAGEGR
ID-MIB

B

activeAlertTable FRHIRE R
= o

%orageGRlD FRYEENESR

B8 — StorageGRID %£4#R > #%#
£ 1D &3] o

LM ID - FEERBBIE
IREME— o
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Yt-aiE )14 ID (OID) %R FEX MIB 1548 siLAA

activeAlertNa J\ITiEEE  MiE NETAPP- EiReE o
me STORAGEGR
ID-MIB
activeAlertinst J\UciEFE  ME NETAPP- ELXERNERLE  BER
ance STORAGEGR &i25478 o
ID-MIB
activeAlertSev N\IT4EF & B NETAPP- EHRNBERE o
erity STORAGEGR
ID-MIB
activeAlertSta H EAFNB5 RS MEEE NETAPP- L IRABEEEER o
rtTime STORAGEGR
ID-MIB

W EEE % StorageGRID &l

E51F StorageGRID ARy PUT 1 GET XAk

${post_edited_translations.segment}

RARSHEAETS

EEEE PUT 7 GET 348t » A B TIFIL8T S3 8<% » tHATLUERRIRRY S3tester FEATZR © £
BETE > IEAILUEILN StorageGRID SMBEIZR (FIMNFE A ikfEAZ AN ERERE) RET(ERMAE o

£#1T PUT 0 GET 2 (FRIEE > SFEELA TR
 ${post_edited_translations.segment}
* B IEFE AL S HITIRE
"TEIZ HE" PRV IS BITH E (FEEFR TR RVAB ) o fIYN > EEME S3 GET EXRMERIER » [EA]UEE

SGET &tz EH TIME B4RIE o eI UE T S3 fEEMFIZNE K E) TIME B4 : DELETE ~ GET
~ HEAD ~ Metadata Updated ~ POST ~ PUT

DTAERES > SARAR M B A RPTERN TR » URERTERINERRERIEZE - EHEERENAFETSCEER
» UBISEHR A sER 2 ERTEE -

* f&ETLL "${post_edited_translations.segment}" o
E5r StorageGRID V4 EREEESE

1Sq:orageGRlD RIS RER LYHFERNTRY - REET A RIRTEKRIY)

sz Al
* REFER "ZEOEEERIESS" B A Grid Manager ©
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* &5 #EE Root FFEVER" o

RS LEAETS
WmiE "Ezsgizf" HREEEURRER TTRBIE

' EREREPBRT ) FEREYHERNVERY -
ARESEEEIENEFAMEHE  LURERSHFEEERAKBHFREERENYIHERINEIER]
Zx o YNREFIRMIRE > StorageGRID R G EHHEARARARPHEMUIBRFFNEIARAKBNYHEL - BR
RSN RN FETFEERTRIHIIT o
@ ${post_edited_translations.segment}

» ${post_edited_translations.segment}

M FE RS AR R TN LR S FEFA TR ER YR AMIEMRRIS A & - Y EEMRER
T —EEE R ETREMNNS L CHREAERERER R EEN TR ENERT -

CRZEREES IR FIRENGER - LAREEMRESERMGERNER - UHERBHER

EREERMHENNEERR > FEE (5 BERPHNEME -

Verification

Status: @ No errors il
Percent complete: & 0.00% |||
Average stat time: @ 0.00 microseconds ils
Objects verified: @ o il
Object verification rate: @ 0.00 objects | second il
Data verified: @ 0 bytes th
Data verification rate: @ 0.00 bytes | second |||
Missing objects: @ 0 il
Corrupt objects: @ 0 ||I
Corrupt cbjects unidentified: @ i)

Quarantined objects: @ o il
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* ERIRELMIE R EXEREE - 553E1E Storage Node > ILM > 2B BB AUMSREIH D HAIBE

Erasure coding verification

Status: @ Idle il
Next scheduled: @ 2021-10-08 10:45:19 MDT
Fragments verified: @ o il
Data verified: @ 0 bytes [1.
Corrupt copies; @ a HI
Corrupt fragments: @ 0 H|
Missing fragments: @ 0 il.

EEB TR ) BRI RERRAXF -

2. ${post_edited_translations.segment}

a. ${post_edited_translations.segment}

b. i@ MIRAZEXRYIMHEL) 8 - IRAEFIIFER 100 BEHEZERYHELS - BEMEE TH]5E]
Kt B0 AR RMIEE o
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‘ Delete

JobiD @

Active job Job history

Status =

Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri
defined by your ILM policy, still exist on the volumes.

Q

Nodes (volumes) @

o~ Ty
I:’ Missing object copies detected\ @

l

=

e S L L Ll o el L L g W L

15816859223101303015

12538643155010477372

5450044849774982476

3395284277055907678

Completed

Completed

Completed

Completed

DC2-51 (3 volumes)

DC1-53 (1 volume)

DC1-52 (1 volume)

DC1-51 (3 volumes)
DC1-52 (3 volumes)
DC1-53 (3 volumes)
and 7 more

e S e gt e S e Y Y

%65 StorageGRID &% 2

E*Zuﬂ:%j'l'mﬂjlﬁ AT% StorageGRID % ;EE/JI:IEE“

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬂﬁo

TERRIEEZEFHAR > FiA StorageGRID ARFFE G EL TR

 ${post_edited_translations.segment}

* WY)H#EFIEZN S B StorageGRID RV H#FRAEIEER - SEYHHHEFEEE « AR R EI AR ER,

A E LR BEsE o

E S3 ARIGERRENEHET « (ECAa B rIERE -

© BRI EKHREREHEIE API HIFEXK ©

S8 Admin BRI ERIEZABRFEXFIER - ERAZ S ERATESR

Z B - MRPHSERNR T G REFXME EEERERENES -

TR BRI EIRMRN L P FEIEZ BEHEE -

${post_edited_translations.segment}

* StorageGRID TE=R{ER AL EIREFE1Z B B o

BIFE

G P IR R ATEIZAE ©

(audit.log) KRBTSR IEAETE

TR LA fERTEIZH R
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 ${post_edited_translations.segment}

* SR LUEREEBRZ BB o WASTEREFFEEIINE syslog fAARES ° REIMB syslog AR E
» AtTERECEk B S EEENGRE

* TR E B EE" o
MEBEZBFAESE ~ BILAES R ~ BRAESNEE » URAARSEZAS 2 TANEEN > F26H

"${post_edited_translations.segment}" o

£ StorageGRID H EiESRAAGE R
CRILAREEY StorageGRID BEfEMAMER (RIFERERN) - Mk EERGRMTER o
BaYA 2 Al

* WEHA HENEENHER BATMEREE LK Grid Manager ©

- CEHEERER o

* B AR o

BRI AETS

A Grid Manager Wg&"H5t1E" ~ RMERRAERER » BRRRESGFTER ERANERERER - Bk
WUEIEREE " tar.gz 1858 » AL H THES B IEEEEGRM IR -

SR LUEIEE FREZ E B M > WETEIREEXEIMNB syslog EARES © :REIMEB syslog (EIARESE » ZSi
ezt B NS REELENGET - 552/ "${post_edited_translations.segment}" o

FER
1. 352EY Support > Tools > Log collection ° &iZ5REEENEET o
2. EEENE R ENARRENE o
RO LURENEA TS ~ WA FIENEAEEVETHIR o TihE ) M TEREMER) HeSEESS > TARKIEEILS
FENZAIARNEITEE o
3. 42 Continue ©
4. BEB ST RFERNER BEAMRFREEE o
UNREEIEE RV A BRIV BRINER > BIBFRETAESESBK » UEREAMH
GFHEE—HLE > FEBAMBE L SIENBURETH c MREIR ERER—EER » AERR/NNENE
BB B EHUREE ©
S BB BEUWEMHFER o

° Eﬁﬁ%iﬁ B3t | BiTERRE AR REENERRENSE R - WENARETREARXAENF

° BB | B ERREREFRBEENEZASHER
° WERREHE ¢ AIAERIRIERIEIE
° Prometheus BH}E : FTAIRL LARF IR S5 E -
6. ST UER e XFAR > BARRKGERWEN B ERNET
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SR U BE LA AT SIRR HCE B E R RN REEN - CHNETZHEEMRFERKES
IS EZ % Cinfo.txt FITEZET o 3% “info.txt 1EREEIFE HEERIEE P -

7. £ Provisioning passphrase XF 534 > #iA StorageGRID RAHIMRERZRES ©
8. 342 Collect logs °

R LUfE A Bt B AR B IE SRR ENRARY B S8R EE -
MRWEIBRIA AN BERAS » FESNEBIERE R IR EREY B 554E o

9. INRBWERK
° NRBIR THRWELB AR > EAUERAARKE  IEFRERTIEBEMAER -

° MNRHIR THFWESDEBY A ERIUERBFURE - ERIIEMRE « T2 HFETRHD
HEEREE3XE AutoSupport ©

10. BESHEURERSTRLTE !

° 352 Download WA & “tar.gz' #&2 o
° BEZ BIXE AutoSupport L% tar.gz IEEERARMISIE

Z " tar.gz 12 B ZFA KRIIWE BRI B EIRERIPAA BE5E - SHER targZ IERE I SEMERED
RARY—1E B SEAEER1E o

AutoSupport Eff#E E% USER_TRIGGERED SUPPORT BUNDLE ©

11. 3%$2 Finish o

(D stmEm Finish B > tar.gz RIS - SAREIRSE THAMHER -

FHfE StorageGRID AutoSupport Eff

AT BB 1B A\ B HEAR StorageGRID RAERIRIE » ErI U FHEEEHX
AutoSupport Eff o
RS Al
* MEfFER "ZEEERIESR" B A Grid Manager ©
* f&¥A Root TFEXS HMAMEARRERER o
HER
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Metrics

Access charts and metrics to help troubleshoot issues.

I (i) The taals on this page are far use by technical support. Some features and menu items within these tools are intentionally non-functional,

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics and to view charts of the values over time.
Access the Prometheus interface using the link below. You must be signed in to the Grid Manager.

https://

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain graphs of important metric values. Access the
Grafana dashboards using the links below. You must be signed in to the Grid Manager.
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Cassandra Table Cleanup [2

Chunk - Operations Overview [%

Chunk - Filesystem Latency Overview [2

Chunk - Filesystem Latency Details [3

Cross Grid Replication [4

Object Chunk Leak Overview
Object Serialization Mapping [
OSL - AsynclO 3

Platform Services Commits [3

Platform Services Overview [

Traffic Classification Policy [2
Usage Processing [

Virtual Memory (vmstat) (3
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. Diagnostic statuses are independent of current alerts and might
not indicate operational issues with the grid. For example, a diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

/1 Nede uptime
E‘J Alert silences

@ Appliance hardware component temperatures

@ Cassandra automatic restarts
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@ CPU utilization

Checks the current CPU utilization on each node.
storagegrid_node_cpu_utilization_percentage is calculated using the following query:

100 * sum without (mode) (sum without (cpu) (irate(node_cpu_seconds_total{mode!='idle'}[5m])) / count without (cpu)
(node_cpu_seconds_total{mode!="'idle'}))

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard [%.

Status © Normal
Prometheus query storagegrid_node_cpu_utilization_percentage
View in Prometheus [

Thresholds \ Attention >= 75.00%
® Caution >= 95.00%

CPU utilization B Hour v

100 %
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25%

® DC1-ADM-010-060-040-205 @ DC1-G2-010-060-040-209

3. B . BEEEEHILZUMERIM Grafana BIX > 51512 Grafana B&RAR ©

${post_edited_translations.segment}

BERN L IRARRARY Grafana &34k o TELLEEAIH > BERILHIE Node &R » HRBRILERAPER EE{CRY
CPU fEAXR » LK ZERBIE M Grafana E%* °

@ ;ﬁ‘lﬂﬁjl}(ﬁé Y& > TTAR) > l5t2) Bl Grafana SHEFEIFESLEILR Grafana &R
I ©

146



Node -

"DC1-ADM1" ~

CPU utilization
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Memory Usage
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== Used (%)

Load Average (1m) and # of CPUs Blocked and Running Processes Context Switches
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *

Graph  Cansole

- 1h L “ Until » Res. (s) O stacked
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Add Graph

Remove Graph
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metrics Cperations on metrics LY
Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
/grid/metric-names Lists all available metric names ﬂ
Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid to view its metadata

Identifier murcf.‘1na!ebjeﬂ’|

Version 1D [optional)
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© RS EBMAENZE YN > BUHDERIBE » SRS EREBIBMER A/ - HItEA 100 @2 BRNY
4 > (ERETAY 100 fEDER

° FREREIEZ AERHEEFREHERINYGREER - EREPESHESEEREESRETZEFERE
HIRBERRAARAEE S o

W EHBREESMEEREERN S3 AWt PESHERER -

System Metadata

Object 1D AT2ESGFF-B13F-4905-9E9E-453T3FEETDAR
Mame testobject

Container source

Account -1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 P5T

Modified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocallrangedb/2/p/06/ 0B/ 0nMEHS TFEnQQNCVIE
99-99 ivarflocallrangedb/1/p/12/04/00nMEHS TFboW2B|CXG%
Raw Metadata

"TYPE" L "CTHI",
“CHND™ 1 "ALZESGFF-Bl3F-4995-9E9E-45373F0ETOAL™,
"MAME": "testobject®,
TCEIDT: "exSB2IDEFVECTCIRILIGS,
"PHND": "FEABAES1-534A-11EA-SFCD-31FFEQL 360565,
“PRTH™: "solurce™,
"META®: {
"HASET: {

"PAWaT: 2T,

T f# StorageGRID H{EZFHIRENYHFEREKE
FEFENRE ENERFEEXRED I AYHENRE - MFERE B AT Volume ©

SR LUSR SER TN FR&EH o 21E Nodes > Storage Node > Storage °
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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fHERE R ?
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© BRYMTF . MR REEREF ERFEEERYAERIR - ASRZBRBIES M ERIGU BB » LIRRERIGE

FEIRE ERVEMAIE - 2418 » RRGELE—ERHRBIEES » TREREEFEEATD ILM RAIN(IE -
MERAISERERETERNFRGERHEEFSR L -

@ KR ER SRR IFE R TRMER - LUENAEFN - FFEIRREY A ERAER
) SRBARITSZ AR o

* AUMBSM - IR EREEREFER MBS R (E R ERE/48 » StorageGRID & BENE S EARIGRNE
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RABEREE =REBEG o
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BEIE Skl
AMENRL (FEER) /var/local/log/localaudit.log

EIRENRL/ A B RS © BIEENRL (EERRGFNIEEENR)

/var/local/audit/export/audit.log

* FREENEs @ 7EUEEICF > /var/local/log/localaudit.log fE 2@ H

4MEB syslog alARES /var/local/log/localaudit.log

BIEEHFREIZENMERTE » 8IA | cd /var/local/log 8 /var/local/audit/export/
LERAERE > B8R EELQGEUE"
f. HEEMLFA R EEEAAR 5 GiB B9 -

i. BiA zgrep SPUT * | egrep "CSIZ\ (UI64\): ([5-9]|[1-91[0-9]+)[0-9]{9}"

ii. WHEERPHNSERIZNE > FEE SSAIRALUEERFIRS ID  FAMSFREMBEGIRIEE
R « EERAYIA LAY 1P it

2% s ER

SAIP iR 1P

S3A #E 1D
S3BK HIFETRS
S3KY it

CSlz KN (fL7cél)
Rz B S S REA
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) : "bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. MRAFKREARE > FEALRFAIES ID RHHHES :

a. gifE T<#&) > TTR) > THElE) - WEERPRHEFHRNVEAENDS - fFEEWELENESR 15
DIENEES - SF2RNEBRENRFER"

b. fRE4EIEZRIAITE bycast . log :
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. EHEEHIEE method=PUT » A “clientlP {RIFIEAL

#ifj bycast.log

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S%CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. HHEF &K PutObject K/\#% 5 GiB » HIKK 5 GiB K44 » SAER R LE -
o MREARAEEE > FRBZETR—E -

${post_edited_translations.segment}

T % StorageGRID HELRMER/ D BIHERL

'—F@#F‘J%ﬁ"%’v@%li’_}*ﬁﬂﬂ BERE AR IHEAEIAEINGEK « ERYMAERNS
REE - ILM B - UREREHRIEREERYGER

StorageGRID ZRfEAY A E PRI B B ASRRE (REHME (L E R o INRETRIUER AR EIHRY
'A > ZGEARARRPHEMUEERNHFNSZ—EEL > AR LM RAIE I EBIIMENZEYHER
HIARRR o

YNSRHRENALTY > StorageGRID RAERFEVVERBMHFEZ o [R) - 1A MM AIREER) B > TR ¢

* BWRNERIES  MREZHINS—EED > AIRMHERERESR > LAEHER -
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* HRAMESEL » MREXRCTRPUERIES » AEESREMUERIEDRZR > MEAZHEIRER
(ECOR)s BMEM— o MRMKILEIEMEL > BIFHEER o

CFELENAEFRAE MM AIsEEk ) L3R > UEEERMNIEARRRE » WHEEMH B oIfeHFEERBIFEE
%ﬁﬁﬁﬁ RIETZEREE TR o 3520 "${post_edited_translations.segment}" o HHSEE » BRI LR AE S RE

MRERNEREESIYHER > AIRBNERRSE - B2 > BHR"EEFAIEERNYHFEEE"UMLER
MBRBYHEEEAMERNYMF -

fi#;R StorageGRID F A AEIE LML
2 e ELmYIe) EnEEEER > BT EERAT - WER T EYHRIE T B4
Ffisz% o
FItAZ Al
* [RAEBR "SZIERVAEZI B8 B A Grid Manager ©
* BE"REFEER" o
* RABEER % Passwords.txt #82E o
R LEAEFS

M EIREIER ) EMAm » RIR StorageGRID FRRIAEN @ AP AEFEREMHHEIZE - ERAIEE X
AR o

VEGREBRMMER - CAEFR2RBUTHMIEE—DHERER - BREBRT > MRERERNITE > %
sTRILUB REREIM -

(D ORSSRXNEEE 10 8  BWASRITZIE « BOEITRIE -

1. 35EHY Nodes °

2. BEZ fETFEARE > WMt o
3. FEEMH S BRTETHNERDHHE -

LEEER RIS EEMERIZIREE(E StorageGRID RAAFIERIMIHAER - 2%{EE LDR # DDS ARFEH
Data store Jof5HJ Lost objects +E{2842H0 o

4. WEIRERL » "FEVEIZ B ARG T RIAEIEK ) EMATHRIM—#EIES (UUID)
a. ${post_edited_translations.segment}
i BIATS#< . ssh admin@grid node IP
ii. s5#IA “Passwords.txt #2225 HAIZRES o
iii. AU TETUTNAERBE | su -

V. A Passwords.txt IEEFIIHNEE - LU root BNBEAR » BN s &5
4o

b. JARIFEZ HEEFRTER B ER o
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BEIE Sl:skul
AMENRL (FEER) /var/local/log/localaudit.log
EIRENRL/ ARG © BIPENEL (EERGFIIETERRL)

/var/local/audit/export/audit.log

* FrEENEE @ TEUEEICF » /var/local/log/localaudit.log fE 2@ E
AR o

4hEB syslog fAlARES /var/local/log/localaudit.log

BIFEHFRBIZEMERTE » 8IA | cd /var/local/log 8 /var/local/audit/export/
EERABRE > B2H EEHGE" -

C. {6 grep 15 <THAEIMHFIES (OLST) FIZENE o BIA | grep OLST audit file name
d FIERHAEFEZHUUIDE-

Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B-
AC72-BCCA72DD1311"]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32) :12448208] [A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

5. 5 UUID SHEEXRMHFMPEZR
a. 3 ILM > ¥R E R & o
b. A UUID » #A1&3%4E Look Up ©
C. BEPHEERFNMNE » MIXEUEENTH

${post_edited_translations.se #ti%
gment}

M <object_identifier> RIKE|  WNRIKAEZHF - BIFEFS "ERROR":" ©

MRIAEM » EERGEERBVYH ST LUBRRETR o WIFER
KERTZDEWE BMEER -
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${post_edited_translations.se #ti%
gment}

fIg >0 RWEFFETUE > B TAIBEERIYIM) ERrIAEEaA ©

SR EFE o R TSILRERS ID MFERERIE - R
PHEZSAINFRFILE ©

MBMHFE - EEARERNYISHHESEUBRER o

IEH =0 NRBEAERPRLERNUE > BRI RIBEER o SRH AR
<% °
TSR FISE G 2R EHE RS F A EEETHREERBINER

12 - FE2RIER "/ Grid Manager ERYIMGEER" M "BYEER
BREREFRE Volume" BIEH ©

6. EMRFEXRMMGRIER > FER TAEEXNYMH) S8R URRFRETRTEERE
a. EE Nodes °
b. 82 Storage Node > Tasks °©
C. 7£ MReset Objects potentially lost countery #F4) > ##E Reset ©

fi# ;R StorageGRID FRYEMIHERHEFE R
MtERREERENE] EnEESARENR_ LIARFEFEHERIZERAN

FsaZ Al
* BEFER "ZIENEAEZIESR" B A Grid Manager ©
* BHE"SEFEHER" o
BER LEAETS
ST L ERMAUMBHERNEERT S ERRAPRENEP—ERMAE > &% Low object data

storage £ ©

BRIERT > BILRFHMEERBER » /HEREAER |
(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

EERERT

* storagegrid storage utilization data bytes EfETFEIREPE R AMSARISRV M E AR
ANEIfEEHE o

* “storagegrid_storage_utilization_usable_space_bytes' S 41F LTGRO HF R4S -
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R T TENREN MHERREREBETE] BT MESRITIERER °

1. 542 Alerts > Current ©

B TE#R) BmE -

2 WEemED  ARERE MAEENEERETE SR  AEENERENES -
(D)  mmemss > mRRSRE0EE -

3. FEEHHEETNFMEEN > WERUTEE:
° RrfEIAE R
° ULREANENRLEBY TR
° WEHRNEERE
4. FIE BhEL > RETFENRAENIA S > RETERRIE ©
o BERFETE EERREER - WHERL BXRL-

${post_edited_translations.segment}

> ${post_edited_translations.segment}
o ${post_edited_translations.segment}
> ${post_edited_translations.segment}

o ${post_edited_translations.segment}

° XBET ¢ LLERRL - ISR LRRTREREE - TER) ER

‘storagegrid_storage_utilization_data_bytes st= ©

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
S0.00%
= Used (%): 0.00%
T Used: 171.12 kB
2500%
Replicated data: 171.12 kB
- 4 = Erasure-coded data: 0B
= yga0 14:a5 14 = Totak 310.81 GB
== |Ised (%)

6. BEER L A RIREIESIIE - DUEE R ERBERIEERFEERE -

EE—REBANREREERER > AN TRESETRRERT S MEERE - WA HEELE AR
HRIERZER PIAE R E S REFE A SiHm o
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7. BREENNFES 2L EEAERT

TRIUARAREFOANEHEREBWMIRE (LUN) - tha DUmE a0 #TFER o

() mFsEs - #200 EEREOHENE o

#23R StorageGRID FByZKENBEE R

SNRIC(ER BTV RTFRMAE Volume F/KENE » RIRFJRERERR MREIMEEFKENE
) B - MRARE » BEZENRFEURIBERRECHE -

TESERIBhRASH » B =18 "#1FaE Volume iFKEN" BRIERE—HRNESERNSERKFHNR _LRFRE
#7721 Volume ° ¢ StorageGRID 11.6 fi%4 » ¥BS R LURIRRETFERREAI A/ )\HI#TF Volume BIEHIARE » §t
HEERHFRE Volume RE(CELEFKEME ©

FH#RZE StorageGRID 11.6 EShRAF » [FRIFFEUTE—RH - SRIFBERFRBHRESREEHERRE
{ERIMESBANER FKED :

- CHARTHEISE LR > IREABECAIRE > SEEBIRITEN - EEBHRT » StorageGRID T
TRETKERE o

s BZBIEBMERIGEERE Volume FKENREA BEET{E o StorageGRID A EFERRE(CHEBRBTE/KED
HRIE ° BZ  MREMNHFRME Volume ERMEZEF KENBFTEXR/N » StorageGRID FISEE #&2E Low read-
only watermark override Z7R o

THRER

WMRIGER B 1EFREFRE Volume JFKEN » BITJSEER—ENSEREFRAEE MEMEKEELR &
T~ °

BEETRRIMITERRE R TMETFRE Volume MR /KENH BETE/NL X #FEIREAVER/ R E1ERYE - (RE
BEAILBFTRE @ FEFMHEREVREIMEREZA 0 ERIFEEEERRE - EMMERIRE LIRE > FLE
{#FRM Volume FIRE GBS HEAEFI (BBNEIH) o

B0 > RERIEA RIS HTFRE Volume BIERMEEZKENERES 5 GB © IRTE(RER StorageGRID BB K HEZEIE,
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1. #EEY Nodes °

2. HPMERTPHNESELES - RS o

3. BEEEILE L EEMRKEMNEN TEERMEER BPRERNEDE -

Nodes
View the list and status of sites and grid nodes.
Q Total node count: 13
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ = -
StorageGRID Grid 61% 444
A Data Center 1 Site 56% 3%
DC1-ADM Primary Admin Node 6%
DC1-GW Gateway Node 1%
@ bpci-sn Storage Node | 71% | 3% 30%
@ Dci-sn2 Storage Node 25% 3% 42%
@ Dci-sns Storage Node 63% 3% 42%
& Dci-snag Storage Node | 65% | 3% 41%
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& Privacy error * 4+

@

[ C 1 A Notsecure | admisgexamplecom/grid/#/server-certificates vy

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

ET:ERR_CERT_AUTHORITY INVALID

Be Srianeed

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection. Your
information is still secure because Google Chrome stopped the connection before any

data was exchanged

You cannot visit adm.sg.example.com nght now because the website uses HSTS. Network
errors and attacks are usually temporary, so this page will probably work later.
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. g A EIRENRGAY IP (AT FAEIE ST - B RTRRIBIEARSEER N7 AN Grid Manager ©

ii. #¢ Grid Manager /1 » #2EX Configuration > Security > Certificates > A1&"EEEGHE E ) /RFHEZRE |12
BRI B TR AR B R TERURE ©

iii. £ StorageGRID FIEIERBAF > 55268 "% Grid Manager # Tenant Manager 5% & Hz A28
3R o

5EEiHH# StorageGRID R EIEEFMERE T EME

ERILIITZIRIESS - LUBBFErE EIRERREA StorageGRID A& 7T EE AR ERIZKE
iR o

B ALER

MRITEZE A StorageGRID EIRFNZERFBEISER » TN RMAIFEIRIE "E4E" o "FEEL" R9E « "SIEMERFE" 19
RIE » SEZRERFEEL E3 4 "Cassandra B} ERIE" o

BISAZ Al
* BEFER "ZIENEEZIESR" B A Grid Manager ©
* f&¥EH Passwords.txt HEZ o
* RSN EFRER"
RAROLLAERS
MREEAEACEMBRBIUTEAHERAR > FEA T RS -
®* Your credentials for this account were invalid. Please try again.
* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.

®* Unable to communicate with server. Reloading page..
1. SAHE 10 D > RBBEABA ©
MRERLBEBEER > HRITF—F ©
2. INREH StorageGRID RAMABZEEIERIR » FERN S —EEIEEHEE A Grid Manager > URE AR
AR EIBEIRARVARRE o
° WNRITEELNE A > BIFTLUEF Dashboard * Nodes * Alerts #1 Support ZEIER BN FEEERR A o
c MRERE—AEEMBHNATEEA > BAIEF—F o
3. FIEREARARVFERE R EREAR ©
4. MNRIEH StorageGRID RMAERMABE—F A (SSO) - FHBH "REE—EAN" WP -

TR e R EYR{E R B/ E—EEERA SSO » LURFREIRE -
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() WREMTEBA (SSO) > MELERSREHEEA o CUAEERERE 443 -

o HECEECEANRFZEBIRBASERE -
RS ERAERPEEER  FERUSKERE (HIU0 root) FHE A Grid Manager °
° MRAHEREATUEA -
L BEEM -
ii. €% Configuration > Access Control > Identity federation ©
iil. BhEe TAIGUEAR) 5838 LDAP EIARSSAVELRRTE o
v. UNSRAIGRRL o SERRRFRA AREEEER ©
© MRAHWEREREZZA » BEHERELER > FET N
6. EAZRIMRIFE (SSH) BA BRI
a. MIAMT®HS | ssh admin@Admin Node IP
b. 58IA “Passwords.txt fEZ 5! H AR o
C. MAUTEHLUMMERBE : su -
d. SEHIA "Passwords.ixt #&ZEH5) HHIZHS o

EEUIRERSDEAR  BTAREN s 8% 4o
7. AR ER R EITHIFT B ARFSAUARAS | storagegrid-status
FAFELR nms ~ mi ~ nginx 1 mgmt api IRFSEBIEHITH ©
WNRARFFARAEZE LM > BHAFIZBNER o
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$ storagegrid-status
Host Name

IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release
Networking

Storage Subsystem
Database Engine
Network Monitoring

Time Synchronization
ams

cmn

nms

ssm

mi

dynip

nginx

tomcat

grafana

mgmt api

prometheus

persistence

ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp2

node exporter

Sg snmp agent

99-211
10.96.99.211
4.19.0
Debian 10.1
11.4.0

5.5.9999+default Running

Verified
Verified
Verified
Verified
Verified

Running

1:4.2.8pl0+dfsg Running

11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
1.10.3
9.0.27
6.4.3
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
0.17.0+ds
11.4.0

8. MR nginx-gw ARFZIETEIETT # service nginx-gw status

9.

10.

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

fEF8 Lumberjack WE&EHEE : # /usr/local/sbin/lumberjack.rb

RingH Eem B RENERAE -

REBUTHS !

° /var/local/log/bycast.log

° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° ** /*commands.txt

#51E M lumberjack -h ©

WNRERBRMEBEERZE » [ LUFEHA Lumberjack 159 HEHY --start 1 --end ZFEIBZRKISEH EHVFRFEEEE o
BRAELEEEAEAAE R -
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M. MREEEHR EIRHROEMARRE > FEHTIE—IES - UREELNILEHIT ADC IRFBN=(EfE7F
ENEERY IP fidk - BE > BERRVLEIL SRR = (E#FER o

# cat /etc/hosts

# gpt-list-services adc

EIRERTERRRIBIZREA ADC fRFS ©

12. REIRENES > A ssh B AEE ADC #1FEE, » FRKHAINY IP Ak o
13. #RIRAENEI R, ESITHIRR B BRFSAVAREE : storagegrid-status

FAFE(R idnt ~ acct » nginx #1 cassandra RFSABIEFITH ©

14. BHEPER (EF Lumberjack Wi B Ml BEEH UBERHFHR LB o
15, yNRMERBMEEMR » BEAERMZIE

A ISR EERY B S R IIG R IE - ZR2HHEESZ"

fFRENERME
StorageGRID ErE&F+4k 1% » Grid Manager I Tenant Manager BI{E & 7\ & rl SE E A UNTFEHAOIFE o

1. FREAGERANRE T ENEEREE"
2. BRI IRER

BRRIRENG FEPREERR StorageGRID BRESFIFERRVIEREIR & :BEAEMTEIMEIERENE - BRIHR(ERA »
A2REEE Web BIZE2SX M ©
5REEHERR StorageGRID FHVARES  FERSHIF & RIE

SR AT T R EEFS 2R 17 BB E B StorageGRID #8E& ~ MERSHIF & RIEAERARY R RE2R
iR e

[[422-unprocessable-entity-errors]]
=="422 : BARIENER TR

SRR 422 | EARIENBE IR SERZSRBIREER - AIRE RS UM E REPATE
NREBDFIHERAR Z— > FHEREUEZERVITE) ©
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422: Unprocessable Entity
Validation failed. Please
check

the values you entered for
errors. Test connection
failed.

Please verify your
Unable to

please verify

configuration.
authenticate,
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
DSID-0C090256,

The server

LdapErr:
comment:
requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the

connection, data 0, v3839

422: Unprocessable Entity
Validation failed. Please
check
the values you entered for
errors. Test connection
failed.
Please verify your
configuration.Unable to
begin TLS,
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EQOF)

verify your

AAIEAEEE MTU FRIER

RAERERRAEEITE

WMREFEHE Windows Active Directory (AD) &€ 5 57 58 51| Bk 25 BF
) BEBWELEM (TLS) BE RER TLS) EIE > BIRIsEEH
IRUEFAE ©

HtsasfER LDAP SE/ AD @RS » AZIBFEHR TR~EH
TLS) #IH o A JEEE I STARTTLS,) #I1EDy A
LDAPS] #ZEIEHREIT TLS ©

MRIEEAFERRZERNZIU StorageGRID MARERIHET
Cloud Storage Pools BVSMBRMEIFHEZ 2 (TLS) ELR
» AERERULEEE o

BEIMNIRARIBENNEZEE L - RN EFREP—E
"StorageGRID ZHERVZHE" FIFMEW TLS &48 » 10
StorageGRID EIE:REAFAT ©

EERPZEHRNERERNE (eth0) NRAFHE T (MTU) REFBEEEZER > FiF%E NERARK MTU R
fF1 ERe
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RERSLEAETS
MTU SR ENEEAISERTEND (BAIEREF) eth0 ARERTEEERMELR - MTU K/NFRTHEIE 1000 AIREEEEY
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* X-Cache 1FEHRETLIREVRFSBRIERIARAIEIEH o PIREAIR2TNARINT ¢
° HIT : 2R ICIRE PR
° PARTIAL-HIT : [RENPTFEXEFIR/ARAVGCE: - (B IFFAE B REBEEBSEREIRINPEUS o
° STALE . fBTFIH/RERENPE —E:08k » (B8 L REIREURMARTELIR » 2B &
° MISS : S FIEIREF

* The nginx-gw/endpoint-access.log.gz A KaCEr B S "unix:/run/cache-svc/cache-sve.sock" » AR

TREVEZIRAIEAK ©

* The "cache-svc/cache-svc.log $RE G REREAM! 555K 320390 : AINER (REXGAHE) | & &S
320375 : REIH5ERR (REXKRERH) 1 BENE « EBREESABMER 55K <number>) FHRIEMEIIRRFIK
FASRHYERTE o

REX AR P ERAR

* BB IEREE T (FEHEFIRN TFEEEEER > (RIS RRAEGRE - AELEFRT @ tap =R
st EEERENHER MRS

* MRZETFEHETERRI > FE5BERED R » LIRER RSN TEEHED - SERE
DHARRIEB R ERE A P REHE - IRFEETFEFBIRIEGHERAE  FEEREELIFEHBBEIRR
FRTREXEY EL thimEs o

* FHETREVBEZ R o NRREVK/) » EEABMIIEE > BIREXR GRS » BT SR PREE o
* FPVR TagElRMR SR E T Fa R hRAYEIR

AR T
* FHEREXER PR o RENEPRE G ENBRSUAE T E ©

* FHMEREGEZR R - (EERZBIET > FLA—LREFERRICHEIREIFREEYNG - IRBZF AR LR
MUTFECRE » RFFIAEEZ IR MK IARRI(E » WFRGAREN -

- A TEBNERRERER A VERNERRERER SERTEERE o
${post_edited_translations.segment}

Tz S M B 58

BLEERAE 2R StorageGRID 81N S X B Z EBMABTRVE » ERIUERLE
B AREEA 21 RATEENRIREZENDT o

?éé‘t:b%ﬁﬂ)%?@ﬁ%ﬁ’:‘ﬁEEEEE%%ﬁiﬁ@%ﬂﬁﬁﬁ%iﬂﬁﬁ%ﬂ’\]%ﬁﬁ ) BLERERE DT StorageGRID RAERIFEIZEN

+
+

EEANTHRHE - GO AENFINEEN L ERENERIER -
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WMEEREFBIZNE B4R EFERIMND syslog {AIARZIAIIERAE ST » 55 2R "${post_edited_translations.segment}" o

etz EU0AiE4E StorageGRID 2472 {FE %! audit.log FEZELETTRE

Fi& StorageGRID IRFESEEEEE R EFHIBELERIZAR - CEZBEBELERIZAE
YN{AT35E%E StorageGRID RAAFEXE audit.log HEE °

THFREZE BRI B RE T IERIZEEAN StorageGRID BEA MSIRETL/ALETE ) = TSIEEEEFI
ZB syslog fAIAR2S EYIE © W1 StorageGRID :RE# MEMRAMKEEIRE (FAER) = MM syslog fRIARES) °
iz BB FE S EEN AR /var/local/log/localaudit.log #E 22 » S IRENELEY (17 ENBLEE £ RIRE LEE1

ARy

${post_edited_translations.segment}

& StorageGRID REA BIRENRH/AHETEL o EIRENELFIIMNE syslog fRIARES Kf > BHIREERIERIZE ;
L5k - EEEEMIFIETI2S (ADC) REHNFEFHENZRERIZIE

YNGR SRAZBIFR T » 18 StorageGRID EIRS SR HIEZA S EEEERPOILERE(E ADC RF - §@
ih & LR = E#F RS BBRUAE ADC ARFS ©

[RiB%K » &8 ADC BRFSFEE il > WG HUREERIFEILEN S FXE| StorageGRID ##EPHEESIEER » £5
EEEMRESTENRGEBCH

18 Admin Node ZRERIEZANSHEFEXFHEET ; (FAPHEFHERSA audit. loge

Site 1
Storage Node
| Storage Node
(ADC service) :
Storage Node — (::Eﬂrg";eNr;iee) —»  audit.log file
Storage Node
(ADC service)
Storage Node /
Site 2 )& \
Storage Node \1\
[ Storage Node Admin Node audit.loq file
(ADC senvice) (AMS service) =
Storage Node —
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A RE

StorageGRID fiE 348 AN M PR 7 REERIEREIZA BB ABRBR Z A A EEREMEZANS ©
ERELNEEELA SR » ZHE SREFE AR AR REIR EERASTIF - BIZARTIFE—H

REZNENER » BEIFZNERE A Admin Node BY /var/local/audit/export BHErFPMEIZHFIES
IE o EEBMHIEEZA S EFHBAREPERK °

—AMS Service——

Audit Message
Queue

l

Text Log File

—Service —ADC Service—

Audit Message Audit Message
Queue Queue __AMS Service

/

\ Audit Message
Queue

i

Text Log File

R EREREENTEZEERRE » IR ST sEE BEIEN - FEE{TFIRIIEN - EfIEERASENR
‘Ivar/local/ B EZRIEIAZEM © MIRMEEFRETE » BREMRIVEZAEBERER > X EITREE
MRS » M E ARG -

BESHER » EAIRE g BN TITA ¢

* 405 Admin Node FRfEBRY /var/local/audit/export BERE M > Admin Node B #AZE0 4 B A1 T
NS » EEIZBERAEmAL - S3 ARRERAZFE - ERZMAEERAERR » ZFEE XAMS
(Unreachable Audit Repositories) %7 o
* YNR “/var/local’ BYA T ADC BRI FEIRFTERANBE 8 EM 92% » BZ BRI AREAER » A
BRIRFEIZANE - BEIERERERRE 87% ALk ° S3 AR IHHHEMEMNBERAIZEE - ERRPERLE
450 > RS NRLY (RTRRERZA4E) xR o

@ WSR2 %E B ADC BRFEBIE] B Storage Node » Storage Node ST B A& EER
/var/local/log/localaudit.log HgZEH o
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* YR /var/local/ Storage Node {EFIMVBEEREM 852 » BIZEREERIGIER s3 APIRAX 503

Service Unavailablev©°
M HENEESENEZNETIEEIEEX .
* 26 ADC RN EIRERL SR FERLEE - MMRARTPNEEIRLE - HEFER ISR HIRARER o
* FENEERERBEAKNEREAE -
* The /var/local/ ADC {##F&i%s L ZE B EBEZN S EEANRER M MG o B EEERE » ZEMRE
LIEEBRBGETREIZAN S » MBS RIREFERAE » SRS ENHMEHIRER -

AEFRZITIETMEZAN S ESE (AMQS) £

A7 BRI TR/ N BER R EME » BATFEIR TR BRI T PR S B EET ELERHE
B > HE#E3% Large audit queue ZRAERR AMQS &R o

${post_edited_translations.segment}

MBRETRFERFEFEEREMEM » FERTIANHWER - MRZBFESNRFHBRAREILGN > BIFE
ZAHFECBERARNEZERE - ARERPIRMEERE » 3 TARHEAL M TARmHEI NEIZER
BEL TR % TEMA) LRSS 8E - 552 "${post_edited_translations.segment}" o

${post_edited_translations.segment}

SétorageGRlD AR R AR B P R S IREURTAIRIE S =, o FEILL » A B FPAIAEg HIRE R

1t StorageGRID EIEEIEL 8 < HFEFEIZEC 171

ERAZEZEE audit.log 1EEMFAE BAEREZ B5HE - ErI U ERNEERNEN S
LYFEUEZ B EE -

The "audit.log 1EZRFIFAZT » RIECE SIRENRL/ AR S IREREFNIME syslog EIARES R E
StorageGRID ° UMNFHFME > FBRREELEUE"

FEYa Z Al

* BE"REFIER"

* S BERZ "Passwords.ixt EZE o

* IS EFREEIRENRERY P ik o

1. ${post_edited_translations.segment}
a. BALT®S | ssh admin@primary Admin Node IP
b. BEIA “Passwords.txt 1825 H IS o
C. AU TaR S UYIHAERBER © su -
d. ;A "Passwords.txt fEZEHFI H AV RS o

ELURBEHEDEAR > IRTAREN s 258 4o

192


../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../monitor/configure-log-management.html#select-log-location
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html

2. fiFEERZAENBER
cd /var/local/audit/export/

3. IRBEFBIGH BRI N ERFHTEZBAE o

T f# StorageGRID HRVFEIZECEREERES

UNR StorageGRID RE4A MEIERRL/AHEETEL) 3 TEIRENEEFSMER syslog fRIARES .
BIfEZHe e 2R T HEFEISIEEEM /var/local/audit/export/ BigH o FRAH
T HESTEA audit. log e

BEIEMM » SIS FRRIZ SR E R » i[tﬁ?rif@ﬁﬁuﬂ%i_ﬂ?l*ﬁﬁ syslog fa AlARES ° SRIEIMEB
syslog EIARESEF » MEEGEELE N EEREIXECERIAE BT o 52 "REBIZNEFIND
syslog fAlAR2S" °

FR—R > EAHM audit.log EEGHEHT ° BB audit. log EE o BERFERENAETIEHE
FEFERR > A yyyy-mm-dd. txt c IREE—HRELZERIZE » ERLABSERAZIERHFEENEE
» WHEBRAMEHF » BB yyyy-mm-dd. txt.no BHI80 > 2018-04-15.txt #12018-04-15.txt.1 BT
2018 £ 4 B 15 HE LM #FNFE—EME ZEHHE -

—X% > CHEEFENEEZSHBRIENMS > BRE yyyy-mm-dd. txt.gz » URBRIGBAER - BEERIHE
» DECLATEZ B SN E IR M AERE R TRER - —(EiESHEEEERRZ AR TRNERER » MENER
fHfs HESAELARERR /var/local/audit/export/ BiFHBIRI R o BIZHESREBEETL BEETR
bk o REMHSEEEMER o eI UTEUTERZRPEITISSTHBIEE . ~ /var/local/log/manage-

audit.log?®°

IEEEHIEETIEEN audit. log HEEE ~ BI—RAVREZE (2018-04-15.txt) MURAI—KRAIBEELEIEZE (2018-04-
14.txt. gz) °

audit.log
2018-04-15.txt
2018-04-14.txt.gz

B EFERT
T f# StorageGRID FFEIZECEFIERET
${post_edited_translations.segment}
BEBZASHESUTAR !
* BLISO 8601 #& AR MREEZE (ATIM) FISEA4MHAE REF (UTC) » BEFEE—EZR -
YYYY-MM-DDTHH:MM: SS. UUUUUU > HH vvvuuu BALAMED o

* BB ABIETESESRA > WX AUDT FHEE o
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KT s REZERERN=ERZAE (BT ERREEMME TRTHR) - EEMEEEHEAET S3
HFRTRE YL M Z TR AT RE AT IS M (B4 (B EE Y o

2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SATI
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ketl"] [AVER(UI32) :10] [ATIM(UIG64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) :7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64):120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAT (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80~-
EB44FB4FCCT7F"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID(F
C32) : S3RQ] [ATID(UI64) :8439606722108456022] ]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl1"] [S3KY (CSTR) :"fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UI64) :1565203410784558] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :13489590586043706682] ]

ETEREIR » % B EPRIEZA BT 5 i SEEN S o R LUER "audit-explain TA" 3REVSFEZ B
SEFPTEIZ R RS EHEEE o MRILAER "audit-sum TE" RIBECER 7 2 LREA ~ BERIMIFRIEE » UREE
EREIEBE T ZVEH -

194



£/ audit-explain TE#}:Z StorageGRID 1% 8
ERIAfEA “audit-explain’ TH » 81z H st P RVEILE S B4 S 1 EERER

FRtEZ Al
* BESEFIER"
* IREHER % Passwords.ixt 82 o
© SNBEE T EEIREEN P Ak o

RS IEAETS
It “audit-explain' TRAIE X EEIRER LER » IREEZBAPEZABHEEHEE

(D #Z audit-explain' TR X ZMHEAM IR R HHAEEDER  Z1E "audit-explain B FIEE £
FXE CPU BR » Er]fc 2 722 StorageGRID BYE(E o

IEEFEER audit-explain TEREEEL - S0OE "SPUT" BN EEEIRE ID &
92484777680322627870 By S3 fHA{HEH S3 PUT EKEII %% "bucket1" BUETFETES » W MIZFAFITRIEMIE =
EYHRIEER ©

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

It audit-explain TERMUHIT FHRIE

* BRIBAE FEYBRAERITEIZ BEE © BN
audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* FRRRIEZEES - fl
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/audit/export/*

* BRREEENBA 0 SREEMER grep Sr T EMS REENFATEERH A © FI40 :
grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain
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HREZBFIEIEE KBTI RERIE » EoIUERERETENID » WHEELEES (MIEREER)
1T audit- explaln RENE SR ©

It “audit-explain' TERERZBEERFAERRA - EEREREES  FIRHHEERLBES
@ 558 > W zcat TRLMEBRMEIEE o It :

zcat audit.log.gz | audit-explain

£ help (-h) BEEREFRAREE © A1 :
$ audit-explain -h

1. ${post_edited_translations.segment}
a. BIALITES | ssh admin@primary Admin Node IP
b. ;E#iIA "Passwords.txt t&ZH% H IS o
C. AU TaSUTHMERBE | su -
d. sB%iA "Passwords.txt $& 2% H Y ZREE o
ELURBEREIEAR > IEMTREUL s 858 4o
2. MATYEL » HAR /var/local/audit/export/audit.log RREEDFZERNLBEUE !

$ audit-explain /var/local/audit/export/audit.log
neoplasms_of_the_central_nervous_system.json (1).zip (1.1 KB)

| am trying to load this JSON file into a pandas dataframe. The file contains a list of dictionaries, where each
dictionary represents a neoplasm of the central nervous system.

| have tried the following code:

However, | get the following error:

| have checked the JSON file and it seems to be valid. What am | doing wrong?

The JSON file is attached.

The file you attached is not a valid JSON file. It contains multiple JSON objects, one after another, but they are
not enclosed in a list (i.e., there are no and at the beginning and end of the file, and the objects are not
separated by commas). This format is often called "JSON Lines" or "newline-delimited JSON" (ndjson).
Pandas has a built-in way to read this format directly using with the argument.

Here is how you can load it:

If you want to read it using the module first (though is preferred and faster), you would have to read it line by
line:

-+

It audit-explain TR GFIENHSERERAAN SR BRE
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@ AT HRETRILIZS AIEY > ARAERFEERGE - MRECEEEEFRBEEE > FEH
timestamp (-t) #&I8 o

£/ audit-sum T A=#42 StorageGRID #E1%:1S

EILAERA “audit-sum TERMETREA ~ 58 « head RMFEZARHNEE > TEEE
RN R/ME - RAREMTEERE (8K o

FsEZ Al
* RS EFEUER"
* I®¥EH Passwords.txt {EZE o

 ${post_edited_translations.segment}

RN LTS

FTEEEER RMER audit-sun TEPEERAELHNEA » SBEFIMPRERERE - UKBE(FEFIEE
YR o

@ It “audit-sum’ TE T EBEES M B ETREHHRIEERMER o RIE auditsum B AIFEEH
FERKER CPU EHAES » EAISET 2 StorageGRID {E% ©

IEEEAIBETR audit-sum TEAVHEBE o LSRR E (FRFRTEERIRRE o

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

I audit-sum TRIBHFEZBFEF T S3 # ILM FEiZA S RIS BB o

AR EREE RN ERMERPAX HFHEE - MRTIBRLLERSHBFEZA > 55
W& I F BV AT R A UEIS EREERY StorageGRID hiR7s o 40 -

"${post_edited_translations.segment}" °
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12U aEA m2H

IDEL ${post_edited_translations.segment} "IDEL : ILM %RV BR"
SDEL S3 DELETE : sk IhFRY Ik fE7ZETHSRY "SDEL : S3 DELETE"
SGET S3 GET : seerp T4y Hi#EFTRE+ "SGET © S3 GET"
MRS ©
SHEA S3 HEAD : 528k INBIRR 57 » LUsEY)Hakf# "SHEA : S3 HEAD"
FRRREEE -
SPUT S3 PUT : se#k B F M S EF@AIAIhRR "SPUT : S3 PUT"
% o

Lt “audit-sum’ TEBIAFIT FFHRME -

* RRIBAL F B MERYTEIZ AEE o AN
audit-sum audit.log
audit-sum 2019-08-12.txt.gz

* FERRRIEZEES - fI0
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*

* ERREEENHA > SAREER grep tn T HEM S TREREMTAITREIESE A o HIU0
grep WGET audit.log | audit-sum

grep bucketl audit.log | audit-sum neoplasms_of the_central_nervous_system.json (1).zip
(1.1 KB)

| am trying to load this JSON file into a pandas dataframe. The file contains a list of dictionaries, where each
dictionary represents a neoplasm of the central nervous system.

| have tried the following code:

However, | get the following error:

| have checked the JSON file and it seems to be valid. What am | doing wrong?

The JSON file is attached.

The file you attached is not a valid JSON file. It contains multiple JSON objects, one after another, but they are
not enclosed in a list (i.e., there are no and at the beginning and end of the file, and the objects are not
separated by commas). This format is often called "JSON Lines" or "newline-delimited JSON" (ndjson).

Pandas has a built-in way to read this format directly using with the argument.

Here is how you can load it:
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If you want to read it using the module first (though is preferred and faster), you would have to read it line by
line:

+

grep SPUT audit.log | grep bucketl | audit-sum
neoplasms_of_the_central_nervous_system.json (1).zip (1.1 KB)

| am trying to load this JSON file into a pandas dataframe. The file contains a list of dictionaries, where each
dictionary represents a neoplasm of the central nervous system.

| have tried the following code:

However, | get the following error:

| have checked the JSON file and it seems to be valid. What am | doing wrong?

The JSON file is attached.

The file you attached is not a valid JSON file. It contains multiple JSON objects, one after another, but they are
not enclosed in a list (i.e., there are no and at the beginning and end of the file, and the objects are not
separated by commas). This format is often called "JSON Lines" or "newline-delimited JSON" (ndjson).
Pandas has a built-in way to read this format directly using with the argument.

Here is how you can load it:

If you want to read it using the module first (though is preferred and faster), you would have to read it line by
line:
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I TETEHZBEERFAEEEA - FERERMEER  FiRHEERLBEAH LTS8
SR zcat TRCHERGEESE - fIM0 -

audit-sum audit.log.gz

zcat audit.log.gz | audit-sumneoplasms_of the_central_nervous_system.json (1).zip
(1.1 KB)

| am trying to load this JSON file into a pandas dataframe. The file contains a list of dictionaries,
where each dictionary represents a neoplasm of the central nervous system.

| have tried the following code:
However, | get the following error:

@ | have checked the JSON file and it seems to be valid. What am | doing wrong?
The JSON file is attached.
The file you attached is not a valid JSON file. It contains multiple JSON objects, one after
another, but they are not enclosed in a list (i.e., there are no and at the beginning and end of the
file, and the objects are not separated by commas). This format is often called "JSON Lines" or
"newline-delimited JSON" (ndjson).
Pandas has a built-in way to read this format directly using with the argument.

Here is how you can load it:

If you want to read it using the module first (though is preferred and faster), you would have to
read it line by line:

CRIUER S S FEIR » BiTFE LREREYM ERERSFHETRE » SRKIrEESS - KEEHRNER
FERRFASHEDE - ARBERT » HEGERE/) - RANTIEERR > BERILINA size (-s) ¥R
REEMHAR ©

£ help (-h) FEIBZREEDHRVEE o F0 :
$ audit-sum -h

1. ${post_edited_translations.segment}
a. BALT®S | ssh admin@primary Admin Node IP
b. BEIA “Passwords.txt 125! H A ZEES o
C. AT LUHAEREEE © su -
d. :E#IA "Passwords.txt fEZE 5 H AV RS o
SELURERSABAR  RATRSHE s BA 4o

2. ${post_edited_translations.segment}

a. MATYESES » HF /var/local/audit/export/audit.log KREBEDZIERZNRBEMNE
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$ audit-sum /var/local/audit/export/audit.log

IEEFIFET audit-sum TERBAEE o LEFIBERIGE FEEPRTEERNRRE o

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

${post_edited_translations.segment}

- EERTERERIEN 10 EHEURIE - AR grep fr<1E1ERE SGET S » LHME long #HEIR

SRR -

grep SGET audit.log | audit-sum

EREEEE (MHEREER) MBRE [

-1

RGBS REEREYHER

Hth

A

S o

CILL
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+
RItEEFFLF - MRIUER = ERIER S3 GET EXRZEHE A/ 5 GB 1t » BILEMH KRR
% o« RANAN/NEERRE BN THRINEEEIEHRE -

3. YNRIEARFETE I E AU AL AR HRER A KD\ » SE(EFR size BEIE(-s)

audit-sum -s audit.log
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message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

274

213371

201906

22716

1771398

.000

.001

.000

5000

10.

5000.

.000

504

000

TELLEERIAR ~ SPUT ROFI9MM4AR/IVINGS 2.5 MB ~ {B SGET I AKNAIKFZ - SPUT ABHEEES
7 SGET SAEHHE  ERTAZ B ERBHAN

4. MREBEEFRNEREER

a. 7EHERFEZ AR LS o LifEMA group-by-time #EIE(-gt)

~108)

grep SGET audit.log |

DRIE -

audit-sum -gt 1H

» BIZEFEEL (g0 > 15M ~ 1H
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message group count min (sec) max (sec)
average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

4E5RBER > S3 GET sARMETE 06:00 ZE 07:00 ZBHIRIE(E o 7EILHEAR » R AARFFREIFF955KEF
MEEEAHS » B IEFEE ARSI INMZ LN - FLtERE » REvAEEBHER > AR
IR > RN ERIEAKEENAmE ©

b. EEMEMEXRS/\RHEIIHE AR » SBIEMSHIAKINEIE (-s)

grep SGET audit.log | audit-sum -gt 1H -s
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C.

g02R grep R R HVBRLLTBHAG B ST

message group
average (B)

2019-09-05T00
1.976
2019-09-05T01
2.062
2019-09-05T02
2.303
2019-09-05T03
1.182
2019-09-05T04
1.528
2019-09-05T05
2.398
2019-09-05T06
51.328
2019-09-05T07
2.147
2019-09-05T08
1.878
2019-09-05T09
1.354

4173

20142

57591

124171

420182

1220371

527142

384173

27591

${post_edited_translations.segment}

0.043

0.083

0.912

0.730

0.875

0.691 5663711385.

0.130

0.625

0.689

1740.

1274.

1383.

1740.

4274.

1974.

1740.

1481.

290

961

867

290

511

961

228

290

867

HETEELHMEN » sAERA "audit-explain TE" BEZ/NKABFMA SGET £ !

grep 2019-09-05T06 audit.log | grep SGET

HHIAR o

5. ${post_edited_translations.segment}

a.

audit-explain

sA/ElER ~go EIA » ILEREG ORI NEEFTIEFRIASETOE ¢

grep SPUT sample.log

audit-sum -go

| less

BA less 8% U—R—E (—EEE) NAXETEZBRE
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message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

${post_edited_translations.segment}
b. EEMEWLEFRAY SPUT IRERERIE » AR -gb EIH » EHEKEFHEMBETHE !

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. HEEMEMLETFEARRAR SPUT MHX/)\ > sBRIFFER -gb # -s #IA !

grep SPUT audit.log | audit-sum -gb -s
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

T EEIRSY i 52
T f# StorageGRID &% 24

StorageGRID R#FERIRRVIEILN S EEFIEMEHARNRESTH » UKEMFrRESEH
BEERIARRAE ©

g0 "audit-explain” A "audit-sum" TERHEIHEESHRE @ F2RAENUT BFAEEIZAEN—REBI

${post_edited_translations.segment}

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516]]

FERZMEME ST —BBMETE - BEFHGLUEN (1 1) 8E » BFSPNSERETRSER TIEE

* FEIA )
* ¥ & CAUDT 5| A » RIR—IKFEZAR
» ${post_edited_translations.segment}

* BUAITFITARILE \n

BETHRES—EBMEAN « —EEEREN—EE > BNWT -

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

AMEFBIETRNHERUANAENEHER - BEBMTRRAERENHIIER
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LT RERBBMITE !

* ATTR AR ETFREBIENNTTRE - ALBERRARZELEN  MALBHIRE TSNS
B o

* type REMNRREHERHRRNINT BB > HI0 Uled  Fo32 % o MELUESRIEE () o

s value BBMNANT  BEANERXTE - ERESRESWEE () o ERUETA CSTR MERYS]
S ") $ERESR o

StorageGRID &% SRR E I EEY

BB P ER T ARNERHREREEFE ©

p i) atFA

uI32 BRSRREH (32iyt) ; ERILUHETT 0 3 4,294,967,295 Z EHIEF ©

Ule4 EARERER (64 iI7T) ; ©RILUETE 0 El 18,446,744,073,709,551,615 BIELTF o
FC32 MFTEH ; —@ 32 (iTERREMNE » RmAEASCH Ft > 680 TABCDI
iPad FARA 1P {3k o

CSTR —Er & RER UTF-8 FoEs o Frorl AERNU THEETES !

* REMIZ o

* BIERFE \re

c E55RE\"

* TR GHTT) R \no

* FAMAEH/NEUEREER (85 XHH » Hf HH @R F i3

fif@) -
StorageGRID #EZA SN EMHHFEER
EZzBFPNSEBZN S E S ERASHFIERRER

TEHBR B A RVEELS [AUDT: Container 218 > T—HE MR ARMELA SR EHSITHRIENR - X
THAFEERETELEEE

208



2018-12-05T08:24:45.921845 [AUDT: \[RSLT\ (FC32\) :SUCS\]

\ [TIME\ (UI64\) :11454\]1\[SAIP\ (IPAD\):"10.224.0.100"\]\[S3AI\ (CSTR\) :"60025
621595611246499"\]

\ [SACC\ (CSTR\) : "account"\]\ [S3AK\ (CSTR\) : "SGKH4_Nc8SOlH6w3wOnCOFCGgk _E6dY
zK1lumRsKJA=="\]

\ [SUSR\ (CSTR\) : "urn:sgws:identity: :60025621595611246499:root"\]

\ [SBAI\ (CSTR\) :"60025621595611246499"\]1\ [SBAC\ (CSTR\) : "account"\]\ [S3BK\ (C
STR\) : "bucket"\]

\ [S3KY\ (CSTR\) : "object"\]\ [CBID\ (UI64\) : 0xCC128B9B9E428347\]

\ [UUID\ (CSTR\) : "B975D2CE-E4DA-4D14-8A23-
1CB4B83F2CD8"\]\[CSIZ\ (UI64\) :30720\] [AVER (UI32) :10]

\ [ATIM(UI64) :1543998285921845]\ [ATYP\ (FC32\) : SHEA\] [ANID(UI32):12281045][A
MID (FC32) : S3RQ]

\ [ATID(UI64) :15552417629170647261]]

‘ATYP R (BFIPEINNEL) BRI EEZAENEN o ILEHFHEES1ink: shea-s3-
head.html ["SHEA" ] sAEBAREE ([ATYP(FC32) :SHEA]) @ FnIbEBRBEBARIIM S3 HEAD
EKFRESL o

StorageGRID %N EFPHERTER

FRERZAREHESHRESR -

ESaR EhY 55

AMID FC32 1848 1D | EEZNERRAE ID > IEFTTAER ° BRTEEEIZAE
IZTHS &R -

ANID Ui32 BN ID : HEIRAE E LSS Z RS HVEMRERRS ID - BERTSTE

StorageGRID &R #t4HRE S EM LA FFER S e k—EME—AYER RS o It
ID A o

ASES ule4 FerZ TVEPSER S BIRS © TERRIBVRRAT » e EIETIRISEEN B REIL R4
FIAA1ERIEERS o HERFRIEUMFV BN > BEERHKLCT (1970 F1 8
1 H 00:00:00 UTC) #EHE o

VER TR ERE 0 AELIRAERZAES

ASQN Ul64 FFHIEHEL © TESAIBORRAS T - ILEt RS S EEMRENRE (ANID) EESE
BEEEZASIEE > WERGEMREBRERAT

ER bR EER  ARRIRERRAS S

ATID Ule4 JBHE ID . HE—SMEEN—EASFRHZA0HAIEE o
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F2TUHE
ATIM

ATYP

AVER

RSLT

StorageGRID &% 2 FEE A

Y
ule4

FC32

U132

FC32

=R EH

FrfEBIEC - METEIR S NEHELERRE » UMM AEL » BIEERRLC
7t (1970 £ 1 B 1 H 00:00:00 UTC) #E5tH ° nﬁ/IE » REEANR
Ry B EC SR A st B BN R R TR UZR A8

AREREH O RN R BE TS A A S EE - Bz S REERT
audit.log HERFPHIALERERRE > & 150 8601 HBIH ATIM B
% o HEAFFEERIRTA  YYYY-MMDDTHH:MM:SS.UUUUUU » HR T2
—EFEmFEFIT > RBHAREENRERG o "UUUUUU BHFD

SHEE | BRI EE G EF TTHAIE c ERETHEN 5
MEH AA HEIHEN -

RRAS TS RIRRES o BEE StorageGRID ERASHYEE » #ThRASHIBRTS
AIRE G TEFEIZIR S P IARITIAE © UL LA HE(R AMS BRFSEEAES
MERER B ERRAREHEAS ©

R EH - RRENEBNER - MREREASREEA - AIEA NONE
mA=& SUCS L/U&%nﬂé%& 9" B o

TR UESEFEZA B PR EFMEEN - FRARZN S HERABREAEI -
LT 2rISEHIRTE audit. log IEEPIREZASEM

2014-07-17T21:17:58.959669

[AUDT:

[RSLT (FC32)

:SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bco44d

381a87d6cc2l6adcd963fb6£95dd25a38aa2chb8c9a358e8c5087a6af5f"] [

S3AK (CSTR)
Y (CSTR)
] [AVER(UI32)
] [ANID(UI32)

10253043511

${post_edited_translations.segment}

HERETE

210

: "UJXDKKQOXB7YARDS71Q2" ] [S3BK(CSTR) :"s3smalll"] [S3K
:"hellol™] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
:10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
:12872812] [AMID (FC32) : S3RQ] [ATID(UI64) :1579224144

iz EaeEMMESEH - sSAFATYP B (WFFR)



2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32) :12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP BIRIEZ SPUT ° "SPUT" R S3 PUT X5 * %X 5 et Y- HAEN R (A TZ 1@ AYB1E -
AT BB T 2 R BV R TEAS

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381a87d6cc21l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q02"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb64) :

0] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :157922414

41025304357 ]

EEIRE PUT SRS LE > B FERZNEREMNTH RiZERR (UTC) BB  ILERREIZNELRS
ATIM BRI A BT BRRES

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc216adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFEF7] [CSIZ (UIG4) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UIb4) :15792241
441025304357 ]

ATIM 528% 8 UNIX 48 oRata LAZRRYBER] (MATMFV A EE(L) o TEUEERHI » 5%{H 1405631878959669 A
2014 £ 7 B 17 HEHBIM 21:17:59 UTC »

Ttz B4 4 aniBHA
& StorageGRID E£RIZNER

BREAE - RRENEMIERY(EES - S EERILENE  EAILUEBZIK S3 APl FEBEZ
S o EEZ B RRERELERS

211


sput-s3-put.html

iz BIE BB EENFES BRI BETES -

BaminE F2TUHE
4L S3 1R S3BK (f#7FH@) ~ S3KY (&iR) HME
AR ERERE ${post_edited_translations.segment}

${post_edited_translations.segment}

${post_edited_translations.segment}

StorageGRID ¥ {4HEENR 7 FVFEIZETL 2

${post_edited_translations.segment}

o

TRILRF LRI Z AR EERFIETRIZAS - ERESIENRBIRZFIEHE

S3 FEVEIZEIE
v Name a8z ${post_edite E=[
d_translation
s.segment}
SPUT ${post_edited S3 PUT #EERZZEMIN5E  CBID ~ S3BK "SPUT : S3 PUT"
_translations. g ° « S3KY
segment}
ORLM REVHRA EYHERE ILM RE) - CBID "ORLM : ¥HiRBIEHE"

&f5l : S3 YW HAEY

${post_edited_translations.segment}

EEERFFH > B ILM [RRE3E Make 2 Copies ILM #381 ©

@ W IE3Z 7 B E ERIPRATEIZN S ERE TR LA T 8EAI < {25 HEL S3 f##ENsS 5% (SPUT) #8FA
BUERE o

${post_edited_translations.segment}

SPUT : S3 PUT

SPUT SIS AMIERE# W S3 PUT 25 » UERERFITRPRIIMG -
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : ¥YHRAIBRTE
ORLM FERTIEYHEERE ILM [RA o IR E S SZYHEH CBID UKRFIERM ILM RAIETE o

${post_edited_translations.segment}

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] ]

${post_edited_translations.segment}

2019-02-23T01:52:54.647537

[AUDT: [CBID(UI64) : 0OxFASABESB5001F7E2] [RULE (CSTR) : "EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"™] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :15509299745371\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

${post_edited_translations.segment}
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) : 0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) : "8C1CO9CAC-22BB-
4880-9115-

CE604F8CE687"] [PATH (CSTR) :"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

StorageGRID ¥ {4IFR3X 7 BVFEIZEIE

${post_edited_translations.segment}
DUF RS R H IR 2 HARE L PR EIZEE o RISPEBREHRRBIFRIZZPAFRENE ©

${post_edited_translations.segment}

v Name Sa8is ${post_edite EZRE
d_translation
s.segment}
SDEL ${post_edited ${post_edited_translations.se CBID, S3KY  "SDEL : S3 DELETE"
_translations. gment}
segment}

& : S3 Y-MmikR
& S3 AP IRMEFENS, (LDR BRFS) SRIBR¥YIEER » SEA—RIRBIZA SIS EFEEFEIREZBES -

(D LUR & HIMARY LR Z AR EENFIATEIZAE o (25HE S3 MIER3c5 (SDEL) #HEARY
TS o

${post_edited_translations.segment}

E R PR LDR ARF5EIX DeleteObject KBy » BIEFGEMIBRMM - ZAE B S ERPMERIHFEI Bucket IX
R AR HRHR) S3 Key ©
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

StorageGRID F¥{HHRENR 57 RIFEIZNE

${post_edited_translations.segment}
TRIKRYERBEZ ZAEEENFMERIZAR - RPES BB ZMENHE ©

${post_edited_translations.segment}

A Name L AF ${post_edited_t HFRE
ranslations.seg
ment}
SGET S3 GET ${post_edited_translations.segmen CBID ~ S3BK + S "SGET : S3
t 3KY GET"

${post_edited_translations.segment}

${post_edited_translations.segment}

AR > UTHANM R HEFHIREELRFMIETRIZAE © E5HE S3 #INER (SGET) AERARERAS -

SGET : S3 GET

EF P %A LDR ARFSEX GetObject 23K » Bl ZRAGRHEEEIMH o ZNE 82BN HEEUWIHEY Bucket LUK
BB YR S3 Key ©
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UI64) :1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

WRfEFITRRRAAGT » BRIEAUER BRI - SEFRIAEFIRA S NREFITRR P BB - FBiXE
BN EETREEEERIRPNEN » UECEREEERMBEIRAEX

EUTEFRESF > AR iRHEEREANREFITREPREFNYIHEIE GetObject 553K ° SBAI #1 SBAC NE®
seiRAEETREE A A VFA P IR ID f4 18 > 558 S3AI fl SACC HsiriV A FiRTAAIRE ID FMILBARR o

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]

FH - BYHFHIT S3 Select

${post_edited_translations.segment}

AAR MR ZHEEENFMBRIZAEEH I TR © 7))L S3 Select X5
(SelectObjectContent) FEBARIFEIZNE ©

${post_edited_translations.segment}
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-

EST2020_ALL.CSV"] [CBID(UI64) :0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-

EST2020_ALL.CSV"] [CBID(UI64) :0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

StorageGRID 1 S3 ¥+ Pl FHI ERAIFEIZENE

${post_edited_translations.segment}

S3 P BN EEZAS

RRE Name Bl =] ${post_edite 5[5
d_translation
s.segment}
SUPD ${post_edited & S3 FRIHEMEMBIH Hpost_edited "SUPD : S3 REEREEH"
_translations. R4S I ESE o _translations.
segment} segment}

${post_edited_translations.segment}

IEEEFIRT T EMIRA S3 ¥ EBRIBMINRS -
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SUPD : S3 At SR B

S3 ARIREHER (SUPD) LUIEH S3 ¥4 (S3KY) BIISEPEERl (x-amz-meta-*) o TELEEFIH »
ERFEFZFERA HTRH > ABEERESEZIFEIRE (*Configuration* > Monitoring > Audit and
syslog server) ° ;528 "${post_edited_translations.segment}" °

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5hvI7mgiodwrdplShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) : "testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

FBIZEE
T f# StorageGRID FHIFEIZN S FE R FI(LCES

Z R EORITEILEN SRS LU T REIF - SEREZA S5 IIE—EREH - &&
BIRES R AURAESNERR AR S 1T 248 - BED AN RIS 20 EERE
» URIEEPR BRI IZN B B R B E R A A o

RSt R F oSBT RIEFEY o bF BB ER BRI ENSHNER °

${post_edited_translations.segment}

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP\
(FC32\) : SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265
006035167 ]

ERRERIZNSER - @FAEERIM R ERINE syslog RIAREREIEEZEMBIEREN > 552
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R"${post_edited_translations.segment}"

GRSl

StorageGRID FRAEHHFEIZENE

BN RREIZERRRTEIZN B AN EBRARES  FEREIRGARE « RIGEENITIEZE
(M I1E) MARFBHEHIDEREAERRNES -

SRR
ECMC

ECOC

ETAF

GNRG

GNUR

GTED

GTST

GTSU

LLST

OLST

SADD

SADE

SVRF

${post_edited_translations.segment}
RIS E R R B - RERIRNER DY AU RIS E
RE -

SRIERSHRRIE BN A R - RMEAIRISHE RIS R AR
WERRE -

TRBAMN | FREREERMEGE (TLS) il
PEESE

GNDS i : —IBARFSTE StorageGRID R4 EFT
AMEMBEMEN -

GNDS &t : EIBIRFFENE StorageGRID RAFHE
H:l' °

M TIFEAR | CMN IRFSEemAEm TIFRERRE

MR TIFERE : CMN BRFSERMIBERIEMEE ITE o

MR TIEEIRAS | EM CMN ARFSIRAFE TIE o
UEER : BUBEKE » RELIEZAE

21’—?%9& . #IETE StorageGRID RAEHHEIZERATY)

LZ2MTEREER | BIZNECERERE

LZEMREZERA | B ERHREER

MR EEERN | AREREREIEERK -

H2H
"ECMC : fR/DAVAL RIS E
ElLR ER"

"ECOC : SRIBRVTHERARES
BRRE"

"ETAF | Z2 508"

"GNRG : GNDS ="

"GNUR : GNDS
Unregistration”

"GTED : A TIEE4ER"

"GTST : Grid Task
Started"

"GTSU : AR TIEEIRR"

"LLST : i EiEX"

"OLST : Z4k1EH
M

IZER

"SADD : Z&2R%EA"

"SADE : Security Audit
Enable"

"SVRF : ¥R &ERsE
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../monitor/configure-log-management.html

F2TUHE ${post_edited_translations.segment} Py

SVRU MR EEEERA  EMHEREREAZIZING  "SVRU : ¥ FRESE
MIHFERL o ARA"

SYSD ENRMZLE | EFAKRAPAENRS "SYSD : Efif4{F "

RiR EEMELE | IRFERBEREL - "SYST : Eif4(F A"

SYsuU %EEQEJ | IRFFERE ; SREFIER T ARIBERARER  "SYSU [ ERRARIED"

StorageGRID F¥{HEFFEFEITEIZAS

B EFRERERN TSR - 2RIE StorageGRID RAAYI4R T EIXEAERE
HVEM - ELEEEYHRF R  AREREER R E R BT

@ FEETNREEEAA - TR S EmMERPA M PEhR - MRIIBEIULEERS HBIFEILES - /1R
BEUILEERFCRIARE » EUFEER SG Rz o fIg0 > "StorageGRID 11.8 ¥ FEFIEIZENE" ©

12TUHS st PA A2H

BROR EEFRMERGK . REREEANBRELMRIEI o "BROR  Bucket MEFH:R
*u

${post_edited_translation ${post_edited_translations.segment} "CBSE : ¥ 2%3% 4t

s.segment}

${post_edited_translation #){4#U4ER | BV EREE R BSEIBEEIAERET  "CBRE [ ¥JHRILAER"
s.segment} RAFVE RMEIREE o

CGRR IEHEIRE AR | StorageGRID ERHITEMEKRER "S{post_edited_translation
B UEERBESEGSTNREERZEESYH o s.segment}”

${post_edited_translation ${post_edited_translations.segment} "EBDL : Empty Bucket

s.segment} Delete"

EBKR AEREERBR | FREREAARUMMEFRBE "EBKR  ZEEHEEFERHK"
#ERIEE (BPMBREF Rt SELERERSS) -

SCMT MHREFRR | RRBRER2HENEE » IRER] "SCMT . YHHFEEFIRHE
MEXK o K"

SREM MRS | AR EEHABSEBRRIR - S5 SREM 1 MIHEERIR
BEEER -
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StorageGRID EIEFEIZAE
BIREREREREREE APl 2 HAVEEXK o

2N ${post_edited_translations.segment} H2E

Az

MGAU BIE API FEiZNE | FREFKNBEE - "${post_edited_trans
lations.segment}"

StorageGRID ILM #&1%: 8

B ILM R e B AN EE R EnBEREE (LM) 12(FERRSEH -

12TUES ${post_edited_translations.segment} 2509

IDEL ILM SEERIMIER : & ILM FEmIBRAHeviERFRr - §EEUETEZ  "IDEL @ ILM 35{ERY
S e fi "

LKCU EESVMHEE - EEERYEESBMLIERFHEEME > & "Hpost_edited_trans
EEIREIZAS © lations.segment}"

ORLM MFRRIERE | EMHERZR LM RARSEN A N#EER © "ORLM : ¥fHRRIE
REEIEREZEE o Fa"

EZAEsE

StorageGRID F{#7ZATAEMEE KA BROR B2

ERFREADELMERIE > LDR IRFBEEEIEIZAE - Al > EREFHEPHFRE
P ER I RES - RFREEAMEEL o

Eawi ik =R AA
${post_edited_tr {z7F48 UUID f#EMID o

anslations.segm

ent}

BROV %Tﬂ% AR HEFITIRE DN MR RRAMEEARE (1= M > 0= JFMHR) o
BROS FEFREEERE  AFERNERE ARSI SR RRR HAVREA - BI40 > emptyBucket °
S3Al S3THRAMRF ID {EXFEKEFIRS ID o ZERTERFI

S3BK S3 #fFETHE S3 #TF AR o
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StorageGRID F¥#H1ZIKFIEH CBRB fEi1%:E
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-

RSLT BEER

=REA
§7 CBID 158 2 HEX 35 tEIZ B IR ANESIEE ¢

PUSH : B2 {EREBEXEREANK °
PULL : {SEIRERIBNERRRXK °

CBID B8R (23X7) & IDe

CBID fBsry By (=URE) EiRGID o

RERRGRREFYETE -

RTREHORE— BRI - R ERE RS 5 BERIARF 5
PiER ) BESERRRT  BIRTRE TR o
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CTMO : E 1 sk iR T2 B iRimes
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LR SRR B RHERIR(FE ST - MREEERNT) - RIRFER BRI EBFTIEE FRE §
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