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Neoplasms and cancer types are broad categories of abnormal cell growth. Neoplasms, commonly known as
tumors, can be benign (non-cancerous) or malignant (cancerous). Cancer, on the other hand, refers
specifically to malignant neoplasms that have the potential to invade or spread to other parts of the body.

There are over 100 different types of cancer, which are typically classified by the type of cell or organ in which
they originate. Some of the most common types of cancer include:

1.

Carcinoma: This is the most common type of cancer, originating in the epithelial cells that line the inside
and outside of organs. Examples include breast, lung, prostate, and colon cancers.

Sarcoma: This type of cancer originates in supportive and connective tissues, such as bones, tendons,
cartilage, muscle, and fat.

. Leukemia: This is a cancer of the blood-forming tissues, including the bone marrow and lymphatic system.

It leads to the overproduction of abnormal white blood cells.

. Lymphoma: This cancer originates in the lymphatic system, which is part of the body’s immune system. It

affects lymphocytes, a type of white blood cell.

Myeloma: This cancer starts in the plasma cells of the bone marrow, which are responsible for producing
antibodies.

Central Nervous System Cancers: These cancers originate in the brain and spinal cord.
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Understanding the different types of neoplasms and cancers is crucial for accurate diagnosis, treatment
planning, and prognosis. Treatment options vary widely depending on the type and stage of the cancer, and
may include surgery, chemotherapy, radiation therapy, immunotherapy, and targeted therapy.
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GET

Parameters

Name

type
string

guery )

It

integer

guery)

marker
string

1 . ”
W /grid/groups Lists Grid Administrator Groups o
Try it out

Description

filter by group type
Available values _ local, federated

v

maximum number of resulls

Default value : 25

marker-style pagination offset (value is Group's URN)

includeMarker

boolean

onger
string

{query

Responses

L

if set, the marker element 5 also returned

w

pagination order (desc requires marker)

Avaiiabie values | asc, desc

Response contednt type [ application/json ~ ]

Description

successiully retrieved

Example Value Modsl

“responseTime™: 21-83-19714:2
“status®: "s

“apiversion®

“deprecated®: f

“data™: [
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GET https://{{IP-Address}}/api/versions
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\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

54 true B » RMEAE A Grid Manager BI1EZEREABFEER GridCsrfToken Cookie » AZA
Tenant Manager IR E BB FEEER AccountCsrfToken Cookie ©

${post_edited_translations.segment}

* It "X-Csrf-Token #Z88 » HIZEAREFR E 4 CSRF token Cookie BYE °
s BMNESREBRIBETIEMIEE © A csrfToken RERIBEMNERTERY o

${post_edited_translations.segment}

(D ${post_edited_translations.segment}

MREABTE—ZA » 558 APl ©
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MEMATE—EA (Active Directory) > 35{£F3 StorageGRID API

WERIEHER "${post_edited translations.segment}" WA Active Directory % SSO /&

i 0 Al ZEEE H— AR5 API 55K > LUERIS ¥ Grid Management API 8¢ Tenant

Management APl BXXFIEREE 1M o

MREBHETE—ZA » sAEAAPI°
UNER1EMERR Active Directory 174 SSO B3 AHtFER » BERELE:REA o

RG22 Al
* [CENEREH StorageGRID fERERENBSERERN SSO EAELBIEN -
* MREREFEFEAEE AP > GEEMBEHEFIRS ID o

RARS L AETS

EERSESE SR M UER Tz — !

* The storagegrid-ssoauth.py Python 35S W5 StorageGRID ZE4EZE B+ » (./roms BARL

RHEL > ./debs i#F3#% Ubuntu 8 Debian > L& ./vsphere AR VMware) ©
* curl BRI TIERIZEH ©

MMRIEHIT curl TIERIZRVRE XIS - ZTERIZRIEEER o KRAISEEHIFER | A valid

SubjectConfirmation was not found on this Response?®°

@ ${post_edited_translations.segment}

UNRBEEF) URL 4RIBRIRE » EoJsE B F LA TEE5R | Unsupported SAML version ©
TR
1. sBEEU T EP—E A A RIS EREEM :
° M storagegrid-ssoauth.py Python 35S o BiEFERE 2 o
° {8 curl 3B3K © RITFHER 3 ©

2. YNRIGAEERZ "storagegrid-ssoauth.py 15 <HE » FEIIE S HEFIELS Python fRRESS I I TRIE<HS ©

${post_edited_translations.segment}

° B—X A (SSO) /% © #iA ADFS  adfs °
° SSO fEAEXTE

° StorageGRID ZEEFRTEAYAEI

> ${post_edited_translations.segment}

° MREAFEFEAEIE API > BIEZEHFIRE ID o
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../admin/how-sso-works.html

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e

s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID 2R E T H PR o /T > EEILUERRER SSO KefEA APl —4% » AL EHE
fthsAK o

3. WNREAER curl 35K > BKIBTHISERIRIE o

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ HE1FH Grid Management API > 55 A 0 {E4 TENANTACCOUNTID ©

b. BEEZINEHEEMERS URL > 55 /api/v3/authorize-saml #H POST B3R » WitEIEFIEIREE
MY JSON 4RES o

IEEFIET T $HH B 5% EE URL B9 POST 55K TENANTACCOUNTID ° 45 RAFEIELS "python -m
json.tool' ATE k& JSON #RA% ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HEEEAIIEIRE S —EALE URL 4ARIERIZEE URL » BFREZERIMY JSON AREEFESE o
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"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#TFZCIFEFRH sAMLRequest * UEEREMSHER o
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. £ AD FS V8B 2P imzEX ID FI5EEE URL ©

—EHERERSTAIEIERN URL HREARE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

EfEESARHAXID !

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. eI #EFARIHRANR ID °
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. ${post_edited_translations.segment}

curl -X POST "https://$AD FS ADDRESS
/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=$TENANTACCOUNTID&client
-request-id=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS {&[0] 302 EFfE (M > WEIZERE ZEEINE o

() WRONHSSORMBATIERGE (WFA) - MRERIFIEGOSB-ETRAR
88 o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {EEIFEH#TF MSTSAuth Cookie °
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. fEFEERE POST s5KHHY Cookie MITEE(I B 3IX GET 5K ©

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

[EIFEIREERI 61 AD FS TIERSERE » MUHHBEHER » BRAX 8 ZfREREMRLIRHN
SAMLResponse °



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

I (BIEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {FFE&FH SAMLResponse * [@ StorageGRID 2 /api/saml-response saRUESE
StorageGRID E&sBHERL ©

12 RelayState * FAERAHEFIRS ID > HEWMREEEEZ A Grid Management APl » 55 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

LB SRR
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. fF[OlfEPAYERE L (H1F A MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

MR LUER MYTOREN REZIEEMEENR > BIRKRER SSO A APl —#k ©

MEMATE—EA > 555 APl °

MREMBE—FA (SSO) - AIHAEZEE—FRS APl 55KA BEME Grid Management AP 2§ Tenant
Management AP| E i o #NRIEEA Active Directory E4& SSO B pLFER » B5SLERAFEA
RARLEAETS
MERE > GALUEBABNE—SHERES D > MmiRE StorageGRID API o 5% » & AT U1
StorageGRID &2 E—&H (SLO) > EHREHBMHY StorageGRID FE B o

1. BEELCEENELERK » 3818 Cookie "sso=true" {EHiE4 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EE—EZEH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. f#FEH URL ©

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

3RO 302 [EIfE - EMERETERIRESE AP ETRIZEE ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. ${post_edited_translations.segment}
fiB StorageGRID bearer token FIZB{EA TN ELIZA SSO FiHHE o AR KR "Cookie "sso=true" > EFHHE
#1¢ StorageGRID &EH » MAR2E SSO #KEE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content BIERTERAEBREEEE °

HTTP/1.1 204 No Content

MREBBETE—EA (EntralD) - :5f#F StorageGRID API

WERIEH "${post_edited _translations.segment}" BfEF Entra ID £24 SSO &R > &A]
LUERM{EEEF1E < IEARENS B Grid Management API 5 Tenant Management AP
B R ER B REML o

MNEREENH Entra ID E—& A > 555 A APl ©

WMRIEFEF Entra ID %4 SSO &3 1HF&ER > BIEAMUTERA -
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FIsEZ Al
* [CEEREI StorageGRID EAERANMSERAERN SSO EF AU

* MRECAEEFRHAALEIE AP > EEEXEHEAIRS ID o
RS LEAETS
HERVSEREEN - ATLUER TIIESHAHESHS -

* The storagegrid-ssoauth-azure.py Python }5<H5

* The storagegrid-ssoauth-azure.js Node.js I§<HE

EMmEESHEERIY StorageGRID ZEEtEZEBE#H (RHEL % (. /rpms ° Ubuntu ¢ Debian % . /debs
> VMware BlI% . /vsphere) o

EEREMBECH Entra ID Y APl B4 > ;526 “storagegrid-ssoauth-azure.py 1§ <5 o E1@ Python 159 BE
%17 StorageGRID ZHMERER (F—EAERAREYE SAMLRequest » 5 ZEAKARESEEEN) > H
BFOIEO Node js 35S HEEL Entra ID EEILUIT SSO #1F o

SSO EERUER—RT APl ZRZEMNIT > (BERMILFRGE - Puppeteer Node.js 4B E] FIFSHIEY Entra ID
SSO 7TH °

NREF URL ARIERERE » [ErIsEZHFILLTEEER © Unsupported SAML version ©

HER
1. KRS ERLAEFRER AR M -
a. &% Node.js (2R "https://nodejs.org/en/download/") o
b. Z4EFREER Node.js 140 (puppeteer #1 jsdom)

npm install -g <module>
2. ${post_edited_translations.segment}
SA% > Python 15X HERIEN $1FERY Node js 159 BE3RHIT Entra ID SSO &

3. HIRIRTEF » FFRMAUT2HMMNE (HERSHEEEM)
° FAE A Entra ID By SSO BFEp {4ttt
> ${post_edited_translations.segment}

> ${post_edited_translations.segment}

4. HIRGRRES - BAEES - WAEHBYFE Entra ID EXRER A MFA 124 o

sso-email-address userimy -dosain.com
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https://nodejs.org/en/download/

@ ZIa T IERE LA Microsoft Authenticator 172X EEE (MFA) o EAIGEREBMESIES
U EEMAZRB MFA  (BINE A ZBREAUREIRIEREEEE) ©

StorageGRID SR EAEHILE IR © TUE - LFTLUSORER SSO BB API —i% » ERILRERE IR
LEEE

WNEREYAE—F A > :5fEMA StorageGRID APl (PingFederate)

WMRIEHER"${post_edited translations.segment}"XifEF PingFederate {£% SSO {HFER
» Bl ZB 3 — 2% API 353K » LUERIS % Grid Management API 3 Tenant Management
AP| BRHIEEERERL ©

MRBATE—FEA > FEAAPI°

WNRTMER PingFederate 174 SSO S0 HFER » BIFEALITERAA o

FIsEZ Al
* [CENEEI StorageGRID fEREEANBSERER SSO AELBIES -
* MREREFEFEAEE AP > GEEMBEHEFIRS ID o

BB LEAETS

+

~BEVSERE S » SEIER THEHZ—

* The storagegrid-ssoauth.py Python 3§ < I5{i% StorageGRID ZEEAEZB#H » (/roms TAR
RHEL > "./debs #F#? Ubuntu B¢ Debian > UK "./vsphere' & VMware) ©

* curl FFERHVTIERIZEES o

ARIEHIT curl TIERIERVERE NS » 2 TIERIZFIAE AR o IERIBEERFIER | A valid

SubjectConfirmation was not found on this Response?®°
@ ${post_edited_translations.segment}

WNRBEEF) URL 4RIBRIRE » EoJsEEF LA TEE5R | Unsupported SAML version ©

B ER
1. FEEUTHAP &S A RS ERa R -
° M storagegrid-ssoauth.py Python 3§<HE o BIEFERE 2 o
° £ curl XK o FITELER 3 ©
2. YNRITABEAE “storagegrid-ssoauth.py 1§29 HE » FEISIE S IEEIRLS Python fREESS I I TRIS S ©

${post_edited_translations.segment}

° SSO F57% o &AL A "pingfederate" RI{E{a]E48% (PINGFEDERATE - pingfederate %) o
° SSO FRHE%ATE
° L4 StorageGRID BI4IY o LA AR PingFederate o IR LU EREZER » SEAERIE o
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../admin/how-sso-works.html

o ${post_edi

ted_translations.segment}

° YNRITCIEZEVHEEIE APl > BIEEEFRFIRE ID ©

python3

storagegrid-ssoauth.py

sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T T T T

T P e P P P S P P TP TP S s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 2R E1EE H IR o IR1E > IR ER SSO R AP —15% > ERALEEREHE

fthsAK o

3. MNREEA curl R > FKB TS ERRIE

a. BT AFRERAVEARL o

export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="'my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

++

E 7B Grid Management API > 55§ 0 {E% TENANTACCOUNTID ©

b. BEIZNEEEMERE URL > 55A /api/v3/authorize-saml ¥ POST EXX » WL EIEFFEIREE
SN JSON 4RES o

LtEEE 8 REH ¥ TENANTACCOUNTID HE2E 58 URL B9 POST EX © ZARKFES python -m
json.tool IA#&FR JSON #RES o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "

--da

json.t

accept: application/json" -H "Content-Type: application/json"

ta "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
ool

HEEEAIIERE S —ELE URL ARIERIZEE URL > BEFREZERIMNY JSON AREEFEE o
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. fEFEEIERM sAMLRequest * WBERERSTHER °

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. FEH[CIFEF Cookie » i [EIFE :

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. EEH Tpf.adapterld) {& > & CIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. ${post_edited_translations.segment}

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

o EWL 1780 5

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. {#3% Cookie /& :
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I (BIEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {FFEF#FH SAMLResponse * A StorageGRID 2 /api/saml-response saRUESE
StorageGRID B&sEHERL ©

5 RelayState » sAERFAAIRE ID » HEWREAEEE A Grid Management API > :5fER 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

CIfEE = EREHE

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. eI R BB AL (#7743 MYTOKEN ©
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
IREERIAGER MYTOKEN JREEIREMEEK » FUERARER SSO RHEA APl —i5% ©
MRBATE—EA » FHEH APl ©

MREEHAE—ZA (SSO) » EERH—RS API EK » LB H Grid Management API 5 Tenant
Management API o W1REfER PingFederate 1% SSO B3 5I{EMER » BEAELEREA

RARSUEAETS
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NWEFRE » EaLUEBABHNE—SHEEmE » {EMiRE StorageGRID AP o 5% » St e AT
StorageGRID &3 E—&H (SLO) > EREANM StorageGRID FFHEMER o
1. BEEELEHENETHEK » 5518 Cookie "sso=true" {BiE4S SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EE—EEH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {#FEH URL °

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

3R[0] 302 [OIfE - ERTEMEUETERIMEZER AP ETHES ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. ${post_edited_translations.segment}

filf& StorageGRID bearer token FEIESFVELRA SSO K48  UNRKIRMH "Cookie "sso=true" > EHE
H1% StorageGRID i » MARZE SSO #KEE ©
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content BIERTERAEREDEN -

HTTP/1.1 204 No Content

£/ API {8 StorageGRID I8t

&R LUEERE Grid Management API 52212 StorageGRID R4EH RS EINGE o FAIIAE
% > BNESAIE AT A BRI TELZINSEAERE TERVRETR

RS ILEAETS

TEFAEEl RHEARIEHHY StorageGRID RMMAFLEINEERFE © (FRATHAERFALE root EAEHBNA
B Root access #[RZ EIE SR EREAE ERAZINGERNIME—T% °

7= TIEMRILINEERI AR - SFERIU TSR !

A RBR—RARFHER - EBRRIUBAIRANANHIAE StorageGRID RANREFAE 27 REBFYMG
HWZ2 ) A REFERFEE TERPHERXEELZFIREMERIRE ©

RE] A TTLAEBFER Grid Management API Ry T{ERTIHAE] RAICGEMILBEE o FBBTE Grid Manager (&
EERENENAP) hE2ERA MEFHA root BE I8E > AT AJHRFREESFERE (81 root FHE
MERAESA TRoot 7ZENE) #IRZEHENERE) BIZEEEMAAIRA root ERAEZ o

1. FEUESEIE APl B9 Swagger X5 « 2R"${post_edited_translations.segment}"
2. %5 =FIHEE] imEh o
3. FEFRFEIANAE (Flil TEFEFEE root FREZRE] ) » 550 AP EEN TR RAX !

{ "grid": {"changeTenantRootPassword": true} }

EERSTAHEF > M2FFEE root 51 IHAEEIZ (=M - @FFHE root 5 BB ABHIREFEREN
mYH > BEEERETEHRS root REEHI API ERERE 5B > I HIT "403 Forbidden" ©

${post_edited_translations.segment}

BB T » e LAEA Grid Management API EFTENFE EEAITIEE o B » tNREHER LB FRARITIEE
WEFELA > B LU activateFeatures IHAEZ S

@ activateFeatures ThAEEUEERRNED - MMRIREEFERILINEE » FER » EIXAKREEMEA
HAEMEFBINEENAES o E RIS R SR B RIEMERBIINAEE o

26


using-grid-management-api.html

1. ${post_edited_translations.segment}
2. %% MFFATHAE) iHES o
3. ${post_edited_translations.segment}
{ "grid": null }
BUILERTHEF - AT (BE2EHFRERTHAE) BEEWA - EEHFREREH S8

REREEBREERENET  BEMEHSENARESEHN AP| EREENY - ARSEREL
A Troot ZEVE) o EEMFREREE SRR -

FIEMVEE B2 EFENVETE BEAMNINEE c REE EME FREEFRIFEREKEENINEE » B

JB7E PUT AR ERREIEE T o HN » EEEHEE EEHAEESENE) N ESEFH
storageAdmin BIEHERR > s T PUT E3K | + { "grid": {"storageAdmin": true}
}

1% % StorageGRID AY77EX

${post_edited_translations.segment}

SR LRSI S EEAERE R A - AT EERERBISIER » WEmizxssE ] UTFE
StorageGRID UK HE AT UABITHLE/ERS o Gt oJLOEZEREE—F A (SSO) &
3 P im R A R B AN EES o

=% Grid Manager FI72EY

${post_edited_translations.segment}

£/ "${post_edited_translations.segment}" AIAIREZTE "${post_edited_translations.segment}" £ "FEHE" 1Y
RE > WAFERAEFERPERIEENE A StorageGRID © #1R&FEH Active Directory ~ OpenLDAP 5§
Oracle Directory Server > BIR] AR E & 358 Bk o

@ ${post_edited_translations.segment}

TrRIEERAER "ER" kG SERE - FRESEEBERTURITIIE - flgl > R sEFEFRERET
FIERERESEIE ILM RR > M5 —ERETIERERISENTHEETF - EAELSAELVBR—EEFE7 5t
FHARMR

SR LUE R AR AR EAME - WEEHAPNERE RecetRR EMINEE ° #IETE Grid Manager 5% Grid
Management AP| FR3ETTIERIE B ITIEAIHRIE ©

BMRE—FA
StorageGRID &4#ZE{# M Security Assertion Markup Language 2.0 (SAML 2.0) 1ZZ#HEBE—F A (SSO) ° 1£

& REILER SSO" 218 » FnAERE A BN S 7 # B REEBERSE - 7 5E72EX Grid Manager
s Tenant Manager * Grid Management AP| 8 Tenant Management AP| o Zxith{§ & &5 & A StorageGRID ©

27



${post_edited_translations.segment}

L TEFMEEIRR » IR T & StorageGRID REEH » MEEE R EEEZNE o TE StorageGRID &4%
HAESIREE NN E B EHEM T EELEREES o Ko LIREE "SI iEiEE"

${post_edited_translations.segment}

AR SESNREE —EERTIE A TN > [CREMEA SSH UL Tadming B9 E AR » TEEEKER/ERE
FEGER L root FRESNEA - MARE » RIS EEH TS THE HE@EMRNITILRE -

574 StorageGRID @ RI22HE

FRILTREE StorageGRID HIEZRES © 1B ~ BT MMEERERFFEUES - THESHE
Eig}%ﬁﬁﬂ HEtSENRL = S %5 StorageGRID 24NMEZ I MEEHFHTEELL
FtEZ Al
c MBEA "ZENEEZIEZ" B A Grid Manager ©
* ICHERHESES root TZEVIESR o
* CHEBBERIRERN o

BRI AETS

AL RRMGEERFHBEMBEEN » LUk "THIEEN" - BRBHERTIE Passwords. txt IEER © /5
WECE RS - WA HREFERENMUE

1. #&#Z Configuration > Access control > Grid passwords °

2. 7£ Change provisioning passphrase T > £ Make a change

3. FHAL BRI MEEMES o

4. EWMANBIERE - BEREREMAELVS 8EFT ) %% 32 HF T - BIERZBEDANE °

(D) nrrmBEErERRO0E - 2% BRAIEERFEEERNE .

o. BRI ABEIEIEE - ARIEE Save ©
FCERBEETME » RITRETGBAINIERE

0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

6. E1Z Recovery Package °
7. AR EES - LU TEHINIREEL -

@ %Eﬁ‘ﬁk 2R G AL AT RETIREE N - WEEMHERTREEEERERERA

28


change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-tw/storagegrid-120/maintain/downloading-recovery-package.html

£ StorageGRID HEE ML TIE SR
MNP SEERRLEE —EERL S ENE > ARNE AR - ERER T > SEMRNE

BRI o EATLUS SN TSR B AN —EHE - ta MUSHTE BB
BEA B o BB IEELR o
FIsEZ Al

* EER "ZIENAEEZIESR" B A Grid Manager ©
* I8E"#E:E5) Root 1ZENHERR" o
* CHEBBERINRTEZN o

RS IEAETS

TR AR EESTIBZER SSH LU Tadming OB AR > SEBERIKI/BRREIESERIA root A
BEENBEA o GRAIUERTIER —SBMR T IEa =N -

* BEASEHRERBHREN

» ${post_edited_translations.segment}

* A—EHZEERIEE L ERE
ZHERFEFEMEESGDPEHL Passwords. txt 1EER o ZHESEIEZER Password HBE{ALH o

@ FA B EE > R3@ETAY SSH 48 "${post_edited_translations.segment}" EAEIZEF IS ZBE DR
B o LLFZEFAEEE SSH FEVE o
${post_edited_translations.segment}

1. 332 Configuration > Access control > Grid passwords °

2. ${post_edited_translations.segment}

THEMREEN

EEEMATIEAEE A 0 B THERMNMERN - IREAHMNEREEREFRN - EILUERIER
FRBYERS o

1. FEMA AR RIREES o
2. ${post_edited_translations.segment}

3. RIREEMIER (.zip) BRIMEZZBDIRAME o

@ WEEMHFERO AR EIRE » ARCEIA AR StorageGRID ZMEUS B FIHIINE T IHH]
2% o

4. #&4Z Continue °

29


admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

RS

1.

EECECANEHEEELR
° B#) . StorageGRID & B##&FA MR R—ERMBIBEHREIES TS -

° BF] L ICRMHEESENE -

EE)|

1. 42 Continue ©

B&]

1. EEEUTEEZ— !
© BEFELEE  HFFANRMERERNEZESEN
° ME—IEGI S TS | E—ENZSEHR_ LERTRVED o

2. NRTFEEN T Global console password > FE#i AL E R FIA EEEAIZRES o
3. YNRITEEET Unique console passwords ° 552—1E 5 Z1E 265 A ME—E5 o
4. 342 Continue ©

${post_edited_translations.segment}

1.

o &~ w0 DN

30

IR HEE SR 0 IRIEBEFEIFEE StorageGRID BREEMI TS » sAEIE Yes ©
() iEr—EEmEmELR -
${post_edited_translations.segment}

${post_edited_translations.segment}

FHEX . zip FEZE o

HERERUERRS » G3E Passwords.txt 1% » ERGSMEEEIEEENE o
TR IEEHIER (. zip) EREMEZE - 2 BHRHIIE -

@ ${post_edited_translations.segment}

WA RREMERENEZE > AR EEIAIARYK StorageGRID ZMEUSEFIFIINE T IBA S o

ERUEIZEN AR » RNEETEFNREEGFLEFZERR ©
#E42 Continue °

StorageGRID B SRRV o

MBAEEFBIEPHIRHEDR - EERTRTEBEERRHANLBE - RAAGESHAARBEERKAVE
REEH EHIRIE - MIRIZFERENA B ERNBHEREE > QIFHET Retry 1%if o

${post_edited_translations.segment}



a. ${post_edited_translations.segment}
b. fZRREIRE o
C. %}% Retry o

() ERResEsEBEeEERARNNE FNHETRATE -

9. BEEMRBETRAREREME > E4Z Finish o

10. EFERMIEIM IR ETES > AR S THNE—EREEH ©
4E StorageGRID EIEHIELAY SSH ZENES
SEEIEMMA SSH FINEBT FEMARTSEHANME—RE SSH £iR&E - FEE

IBEARL(FFE4ELE SSH &8 > BB L R E T IEERE RZENENRS ©
R SSH 8814 "admin’ B D E AEIE > 5L root (EAE B DB A ERILB RN BIEITH SES -
FAtAZ Al

* MEfFER "ZEREERIESS" B A Grid Manager ©

* 8B 445 Root TFEVERR" o

© CHEA BRINER TR ©

RARSIEAETS

Admin EiEEHIFTFEVE U KR SEERF A EE - AREEFEEREEHSH P rasswords . txt HEEH o BLE
287 EZAEZER Password HH o

FARLENRLREEBENRY SSH £IBHA BRI SSH ZEVEDS o ILIEF A SR EE LR o

${post_edited_translations.segment}

1. 3% Configuration > Access control > Grid passwords °

2. 1£ TChange SSH keys] T » 3# 'Make a changel °

THEEmMREENS

EEE SSH FENEIRZ AN » 557t PR BERMINEERN - MREMHHMNEREBIEFRM > LRAILUERILES
PRER o

1. B8 A GEE RO IR ERES o
2. ${post_edited_translations.segment}

3. RIMEEMER (.zip) BRIMEZZBDIRAME o

@ WEEMHERV AR EIRE > AREEZ R AR StorageGRID ZMGEUSEFIHIINE £ 58]

2% o

31


admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

4. 3E4Z Continue ©

5. ${post_edited_translations.segment}

(D ier—EREmELR -

B SSH FEEIR

;’.‘-}{T‘ﬁﬁ SSH ZRERIEF G - SELE—EEIHZRIVMNEEN - AR > SEADHM LNSRETETE

1. ${post_edited_translations.segment}

2. F TTREMIMIEE M) 1REBRUAR » BEC TREBIREEN" > LIRMHNIMIEEMHESR (.2ip) FEEW
BLZEBDRIME -

3. FHSAE :
a. FEY .zip HEZE o
b. FESLIERIUIZENAZ » B35 "Passwords.ixt 18% » HPE S SSH IS8 o
C. BHHIREEHIER (.z1ip) BHREIMEZE - 2B DIRHME

@ ${post_edited_translations.segment}
WEEHERLAZIRE - AR/ECEIARK StorageGRID RFEEFERIVINZZ BN o
4. EFSESNR ENESREN > SrETERDHE -
MRFAE SNSRI S EN > A GETEENINER o

REEFEREPLIRESR  RATETRIENE » JIHSREERMHBNHHE - RS EDHFIEER
SBERMHHMELAETNERE - MRESARNABODIHNZIRAREE > FIFHET Retry $#%if o

${post_edited_translations.segment}

a. ${post_edited_translations.segment}
b. fRRRE o
C. #4Z Retry ©

ERRAGEELATREFERNKRWAET LAY SSH FIXER ©
S. TEEFIAENRR SSH FIEIR 2% - sAMIfR ETEHNE—EMEEN -
6. ${post_edited_translations.segment}
7 StorageGRID s FH & 93 58 Al Bk 2R

${post_edited_translations.segment}

32



% Grid Manager %7 & 9358 B/ 28

MREHEEEMRL (B0 Active Directory ~ Microsoft Entra ID ~ OpenLDAP ¥ Oracle Directory Server)
hEIREIESRAMERSE > aJLUTE Grid Manager F:&E & 9 B E#EE o

FtaZ Bl
* BBEFER "ZIENAEEZIESR" B A Grid Manager ©
s RE"SFEFEVER"
* {&{EFRIZ Active Directory + Microsoft Entra ID ~ OpenLDAP &, Oracle Directory Server {524 & 2 {HFE
7 o
() mREAREREKTILE LDAP v3 JiR - SRHEHTSIE o

* WNRITFTEEA OpenLDAP » BI4ZEEE OpenLDAP ffEARES - :52B10penLDAP fFlRES 2 EF5m ©

* MRTITERBE—BA (SSO) » BEKEE T "${post_edited_translations.segment}" °

* MR EFERERBLE2MRE (TLS) £ LDAP AiRESETEN » BIS DB HERS MR TLS 1.2 5%
1.3 o BB IEMEL TLS EEMEEH" o

RERSLEAETS
MREAEBHEMALE (BIEN Active Directory ~ Microsoft Entra ID » OpenLDAP &§ Oracle Directory Server)

BEAB$4H > AT Grid Manager :2E & 98 BIAIR o ErT LA E AL TEERA9EHA
© BIREHE - BIEEHATHERE TLURBIS RAAZEHENEIZHIR > A Grid Manager W17 T1E ©
c HEEREFBERNAEREES S KENTEE - R EHETMERE T LB A Tenant Manager M#1T
£75 » ERREFSEUAR Tenant Manager RIS R4AZELAEAVIEIR o UNEFAAET « B2 "EEAIRE"
“EREARE" o
SAAERE
1. R 4HRE > FEUEH] > BRI o
2. 3EEY BYRR BB -
3. 1£ LDAP ARFSFEEIERS » BEIBERTERY LDAP ARFEIERY o

LDAP service type

Select the type of LDAP service you want to configure.

B2 TEfth) LIEREER Oracle Directory Server f9 LDAP faliR23HY(E ©

4. INRITEET Other » FHIHE LDAP B @RI - TR > SFAIE T —F ©

33


admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
requirements-for-sso.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/tenant/index.html

o EFRAEMW—%TE | B3 LDAP [FREMW —HAIIEAE 58 o LB ERUL Active Directory BY

sAMAccountName "l OpenLDAP HY “uid ° YIREIEFEERTE Oracle Directory Server » sHE#IA
uide°

° {FFH#& UUID : & LDAP EREXAM—RFIIBHEIERTE o LLEMHEER Active Directory B9

objectGUID Fl OpenLDAP B9 entryuuID o YNIRMEIEFEERE Oracle Directory Server > s5EiIA

nsuniqueid ° {8EBMERNBECREELAR 16 ITHESNFREIRY 32 UM +/VEMUHT » HRE
BREEF R o

° B¥HAME—TE | B3 LDAP BHEME—HRIRERVE IR o ILEIEMRER Active Directory HY

sAMAccountName 1 OpenLDAP #J cn ° IR {RIEFERTE Oracle Directory Server » s8#iA cn ©

° ##4H UUID : 825 LDAP BHEKAM—RRIISHIE1E 5 o LB MZERR Active Directory BY

objectGUID M OpenLDAP HJ “entryUUID o YIRIEIETERE Oracle Directory Server » sEEaA
nsuniqueid o BEBBENIEEBIHEENES 32 Ao+ &M > 1&XATUR 16 Bt FE > H
REF IO B o

S. HILFRA LDAP IRFSHRE! > 357 R7E LDAP fAfRE:) HOWAFMEH LDAP [EARZSIAMABREGREN o

34

° X% | LDAP ARSI EMIE LTS (FQDN) 3¢ IP fiik
IR | FAREREE LDAP fAIARSSAVERHR o

@ STARTTLS BY¥E:% port 2 389 » i1 LDAPS BY785% port 2 636 ° i » REIEAYES NS
REIERE » R LUER (R port ©

° (ERERM | REREE LDAP [EARSHEAE IR (DN) TR -

152 Active Directory » St a]LUIEE TREALTBHERE T EBLTE
${post_edited_translations.segment}

* sAMAccountName 3§ uid

* objectGUID > entryUUID 8¥ nsuniqueid
" cn

* memberOf 3§ isMemberOf

* Active Directory . objectSid ™ primaryGroupID* userAccountControl #I
userPrincipalName

* Entra ID: accountEnabled ¥ userPrincipalName

o ${post_edited_translations.segment}

()  REsREHEE > Cn A LA EHEE o

° BFAEEZS DN : EHSEHEY L DAP FHiRAEBRIHERME (DN) STEIR o 7£ Active Directory &

Bl () o> B2 iEAE R EDR DN (DC=storagegrid,DC=example,DC=com) HIFFAE4H >
#RA] LU ER) SR BEAH o

@ ${post_edited_translations.segment}

° FFAEEZ DN | B SFEHAERN LDAP FRINES 5T (DN) HIZERK o



@ ${post_edited_translations.segment}

° Bind username format (ER) @ WMREEZBEFEMET > StorageGRID FEERARTER ERE L BE
£ o

#2:%121# Bind username format > EANR StorageGRID HEXEARFEIR B EL > A A FEREZEA ©
AEEMAUTERZ—
* UserPrincipalName 1% (AD £ Entra ID) : [USERNAME] @example.com

* Down-level logon name pattern (AD #1 Entra ID) : example\ [USERNAME]

* iR FEE ¢ CN=[USERNAME], CN=Users, DC=example, DC=com
${post_edited_translations.segment}

6. ${post_edited_translations.segment}

° f£F STARTTLS : fF/ STARTTLS 2K{R:£5 LDAP {AIAR23AVEET o ¥15? Active Directory » OpenLDAP
Sy H1th LDAP RAR2S © ‘S E1E » BItEEARZE Microsoft Entra ID ©

° {#FFH LDAPS : LDAPS (LDAP over SSL) #EIEEZ{ER TLS 2178 LDAP {AlARZ3AVELR o BN BES
Microsoft Entra ID 3542t 38815 o

° 5B701EF TLS : StorageGRID £ #t£d LDAP {alfiRas 2 EAER R EF A2 (ReE o LEEEBERZIR
Mlcrosoft Entra ID °

@ tll]%,uﬂ’] Active Directory {alfR2538HI#1T LDAP %% » BIARZIBFER [REA TLS)
I8 o @\ JEfE A STARTTLS 3 LDAPS ©

7. ${post_edited_translations.segment}

° FHREXEZRH CAR:E | FRIEEARGA LZEMNTER Grid CA BFERREEBFLE o
° Use custom CA certificate : [FHEB;ILE MK o

${post_edited_translations.segment}

${post_edited_translations.segment}

BAFTAER > WESREEGA REHFAERS o StorageGRID §58:% LDAP AiRSSIVERREUREEFRE
2R (MREBERM -

1. 5842 Test connection °

2. ${post_edited_translations.segment}
c MREHRRERN > Mg NAEERNT AR o EEYHT UUGRKFERE -

© MRBHEREEN > MEETR EARLAEER S - BERE - A% > BRPTEMEL B
AR o

3 MNRCRE T HEERELBRY > FEABUMSERENERE LBMEE
Bl > FEALE CHERERBNERS - FRERETREZESEARHRFT @ /-

35



Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username
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Test password

........... ®
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

\

Delete object from source
(delete marker inserted)

v

Delete object version N Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—Pp replicated to destination
(optional)
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Grid 1 El Grid 2 FUES4ERE S ny-bucket * BXRBARMAES o

Grid 1-Tenant A
my-bucket
Cross-grid replication:
Enabled

Add objects

@ No change

T

<+

Grid 2-Tenant A
my-bucket
Cross-grid replication:
Disabled

Objects added

Add objects

ErER

NREEMEERE _ EAE—EETRERBEERER @ IS EE— TR SRR S —EHEE - ZEH -
EHHLREABEEESR ny-bucket °

Grid 1-Tenant A
my-bucket
Cross-grid replication:
Enabled

Add objects

Objects added

T

e

Grid 2-Tenant A
my-bucket
Cross-grid replication:
Enabled

Objects added

Add objects
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors

3. (\I3) E#Z Grid federation Z3|12HLL "${post_edited_translations.segment}" o

RECESTRIMER

NMRECEEREES FRMEKEEELR EENMEL » 55818 "${post_edited_translations.segment}" B9—A%ER A8
» WEBRMUTEE !

* WNRFAF EA Use grid federation connection #[R > f&a] LIGELRPHVE— IS RER D EAE R - AW

» ICFHSAE S ER A G ERE S —ERR - IRECBEERZBEREEFFEENRY - Rl ATEmE
HatE_LETTIERRYMREE -

* HREETHRES - AR [ERAMEISER R -
» ${post_edited_translations.segment}
kR EESF IR~

MRECRERIRES [ERARBSER HIRMNES - AR —ARRFIRE
"${post_edited_translations.segment}" » MEHIEATFHIAE :

* AR ERIRIGIE R Z AT » IRFTEIRIIRMEMN LZIRP B PR B 1R o
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* £ BBUthAEM L5ER Clone FHFR Z AT » A7ATBIRE BN LKA BIFRA HEFR -
* WRBFFRIGTAF K Clone 15 > BItRFREEZBARERAKER -

* MRECEBRRES LHRIGHES - BIERE BpMEREMEREHE - FRENZR/BIARZTE - &
AIMIBRERMER » SIAFHEEB CHEHE « A% - FIE\MATE -

* ${post_edited_translations.segment}

AP REEER » A ICZERPRIERER Z A1 - BERER ERMERRERERIVER o

${post_edited_translations.segment}

LZDILEP ERERRRER - CUARR TERERREER R -

Grid1 Grid1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant

EBIRE R ERERE S ERNERZR  FERNUTEER !

;Eﬁ‘ﬁj%ﬁi\ﬁﬁﬁfu%ﬁﬁr F E’*m%?ﬁ% °

* Bbr MERARRRERER ERASMIFEEMARZEERIEMIER - fI0 - ERFFEFBIERE > 712
B LR ERERERE « BENYHEHT SR EA—ERRFMER - MREBERIFELER > &
WAFENUE MBS P EL B o

» ${post_edited_translations.segment}
@ B [ERENRERELR #IRE » AR R RIFAENRE » L Clone EFTEMHENRR
PREFISEVIRIRAE - MR IRF EEERERAENRD > B Clone i#EXEEHER
FtaZ Al
* BEEER—E" S EEE R EEE" o
s [MBEHEE MELEERY "${post_edited_translations.segment}" o

${post_edited_translations.segment}

${post_edited_translations.segment}

1. ${post_edited_translations.segment}

2. 342 Configuration > System > Grid federation °

3. EEUEAR LB R HFEEN o

4. 71 TRFErMEP) BB L > MEHPEEEEFERZER

S. MRFH T %R - sFfER I B P MERERE LB IR FREERER" -
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MREAEAREFRERABBEMERER - RIEERG [ERMERHSER) #R - HALXEA
EmEEE LIERERFEFRIEERES -

PRI PR
EREAPHERNEBRRERR & SO RIE S £ ARSI S EARAVRER o
1. REBEIEEHEE A Grid Manager ©

2. ${post_edited_translations.segment}

${post_edited_translations.segment}

a. #E#E Configuration > System > Grid federation ©

b. BEEVEARLBURBRHFMENER -

C. 7 TREFAVMER) R3IFE L - EIFEP RETRIRER
d. BEE BIRER o

HAEE
a. EEFFHP o
b. JEEVE A RIBU R RHAEN R o
C. 7 M{EmMEnEE) RIIBH L FEEUERAVEIRGE o
d. BEE BRI o

3. BEMRMHFSRPNES » RBEE Bk
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connection

Canicel

Force remove

Remove permission to use grid federation X

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Remove

${post_edited_translations.segment}

(3% o) B A Tenant Manager » ZHRSEF#HEFRIER c 2R "SEEFRER" - A&

B1E Lt P ERLIFBR Use grid connection 1E[R o
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#E1E Configuration > System > Grid federation °
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1. ERARREEARAAEME > 228X Nodes ©

2. BRZARNEEEMEEERE

3. MREIENREBELR > BT HEMN LR » AEBERERREER °

&5 Clone $£:2

#5%% A Clone HIFHEIRE

EifeE

‘é‘;'ﬁi’é]\ Clone FYFHEIRE ° Tenant Manager A BE LHIEERNEAS TEIRAEIEENEY - AR

a1 ° ]

SHER

ERNLZ2MEE > AR IIRERIARMIELEH Clone ZIFHE B R ABIRES » (EATHE A root EAAERTE
HZIEARZ# Clone o FEEM » SRR EEHICEAENR LB AHEEFERER » A% FEREZIEARZH Clone EIBM
HAERE o

IR

7 root fEFAERESIE ATA R BV E AR Z A > R AREIERS WA BRIENR £ "B root EHAE
HYZERE" o

7E Clone MY EFAE BESI B ATA A BB HIMABI& Z A1 > Clone FAF Y root (EFE %784 B AYMMAEME _EREZ(E
FAEHILZE - YNEMERIFST > 352[] Tenant Manager R " SIRFEHE" o

BIFEBRARFER Clone

e
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o
RIS I FE ROVARS I RE - WREBRIEEARR o

2.
3. ${post_edited_translations.segment}
4.

${post_edited_translations.segment}

5. EEM P AU EENER
6. %42 Retry account clone °

Tenants = test

test

Tenant ID: 00402213 8117 4859 6503 i_D
Protocol: 53

Object count: 0

m ‘ Edit ‘ ‘Actmnsv

° Tenant account could not be cloned to the other grid.

Quota
utilization:

Logical space
used:

Quota:

0 bytes

Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal

Server Error

Retry account clone
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G

rid1-Grid 2

Local hostname (this grid): 10.115.96.170
Port: 23000

Remote hostname (other grid): 10.115.96.175
Connection status: @ Connected

5

Edit

Permitted tenants Certificates

Q Displaying one result
Tenant - o A
name 4+ lasterror ) %
2025-03-13 15:54:59 POT
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source bucket 'my-bucket’ to destination bucket 'my-bucket'. Errar
Tenant A code: DestinationRequestError. Detail: InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled. (loglD

13371653720226059496)

Check for errors
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#E1Z Clear error ©
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNQ3My0xMUVELTg2QjEtODIBMIAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXxMUVELTg2NjMtOTY5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwWQkUENFQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as S3 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate ) . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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Server CA certificate
Public client certificate
Client private key
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Add KMS to Grid Manager
for a site or group of sites

*_

No Has a KM5
been configured for
the site?
* Yes
> Appliance receives KMS

KMS process

Yes

Power on
or reboot?

Mo

>

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)
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Deploy appliance as a
node in StorageGRID

v

configuration

v

Appliance connects to
KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS

A
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ * Type ® +~ URI® =~ URN@ =+

my-endpoint-2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns.us-west-2::example2
my-endpaoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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Node information @

Mame

Type:

[ 45

Connection state

Software version

DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer

DCl-ADM1

Primary Admin Node
ceDDd9ch-5aT79-4742-bdef-c9c658db5315
& Connected

11.6.0 (build 20211207.1804 614bc17)

HA groups:

|

Admin clients (Active)

FabricPool clients (Backup)

IF addresses:

172.16.1.225 - eth0 (Grid Network)
10.224.1.225 - ¢thl (Admin Metwork)

4T.47.0.2, 47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v

Tasks
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Active-Backup HA DNS Round Robin
i GW 1 (Backup) GW1IP
HA Group 1 VIPs |
_L> GW 2 (Primary) DNS
Entry
GW 3 (Prima
7 S l——————r GW2IP
HA Group 2 VIPs =/,
GW 4 (Backup) GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

HA Group 1 VIP _
| - " GW 1 (Primary in HA 1)

(Backup in HA 2)

DNS
Entry
- ~ GW 2 (Primary in HA 2)
‘ - (Backup inHA 1)
HA Group 2 VIP e
RNGARGE T BEIPFImBYSTE HA AHRERYERS ©
#aRE B2 TAEA
Active-Backup HA * [ StorageGRID &1 » #{EI9MIBAE * HA B##Bh R B —EERRRE R ER HAR
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1. ${post_edited_translations.segment}
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q al interface cou
Node = Interface @ =2 Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ D1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node
0 interfaces selected

@ ${post_edited_translations.segment}
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B9 HA fR& - EfM > Hi SRR AT T EE MR R MV B EERER -

° MREEAENNE > EZNAGRERER - TRRTERHEESEM -

B9 » FoAltE
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Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

> ${post_edited_translations.segment}

> ${post_edited_translations.segment}
2. 3%E§Z Continue °
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MR HABBE S ZENE > TR LURERESETENE > WMESHED (FHERE) NH - NRETENEEER
Z > VIP (U EBETRERSNELIEFNE - MRZNMEELERE > VIP MERET(ETRAERSNE
FelBRF7YE » MRUCERHE -
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BEFNE—ENESEENE ° FRIFSRERE » [RIEENEAFERSE -

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the

Arrows.
Priority order @ Node Interface @ Node type @
1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node
2 ¥ DC2-ADM1-104-103 eth2 Admin Node

YN5R HA BHBIR ¥ Grid Manager B977EY > RIMAE T EEERMA HEE—ENMEFSEE
ITHE o FEHERF IR T EEEMHMNIT -

2. 542 Continue ©
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1. £ F48E& CIDR {7 > WL CIDR RTEIEE VIP FREKR——IPv4 (IHEEIEE—ERENFRAREE
(0-32) ©

RS R EE M FEMEALIT o FIEN 192.16.0.0/22 °

() mmem 32 (5eais - B VIP @R (THHh AT RERIEIALR VIP ikt -

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

21} sddress followed by a slash and the subnat lensth (0-32)
Pvd address followed by a slash and the subnet length (0-32

Gateway IP address (optional) @

Optionally specify the |P address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IR,

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. NREf S3 EEALIHHEF B R IEF AR FRERFEEELE VIP (3 » IR EEE A RE P (it o
REE I RAZENIFY VIP F4REA ©

RRIHMEREE AP EAILRFEFIES P it

3. WMAEL—EEREBEHE VIP il > #t HA BHEFRIERTRAEER © FiAE VIP (IitEwIEE VIP 748
BB > BFFA AR R ER TN E LERER AR o

T AR M ED—(E IPv4 it o St DUBHEEE HAith IPv4 7 IPV6 fidt o
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1. $%#Z Configuration > Network > High availability groups °
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S3 load balancer endpoint #

Port: 10443
Client type: S3

Network protocol: HTTPS
Binding mode: Global

Endpoint 1D: 3d02c126-9437-478¢-8b24-08384401d3cb

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any netwark.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface & IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

7£ StorageGRID Hz&E VLAN 77E
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3. 342 Continue °
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Searc Q,
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @ ‘
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Centerl DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Netwaork Primary Admin _
2 interfaces are selected. Previous

2. 3%4Z Continue °

i
gulr
%ﬁ*

R
SR
1. BBABTETHENESE o
° MNRFELEE VLAN ID HHITHE - sFEZFREIRRE Enter VLAN details °
c MBREFBEBRNME ° sheEEmIEEAY Choose parent interfaces] ##E Previous] ©
° MRBEMBFRENE > FEZLRFET Y °
2. ¥EHY Save ©

3. BEEM 5 Hil - FNEA BHREBTREMASE L - BHEHRNERNE R (@ > N EHH
o ) -
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4288 VLAN 7@
458 VLAN NS » e LUETU T HERIME S ¢
* E2K VLAN ID HEITHHEE
* ISR NE ©
4N > INRIEETERGRIMAVETES - BIRIREEREN VLAN NEFPBEBRRNE o
HERTYIEIE .
* Y05 VLAN /TEAM HA B¥4H > BEAEE VLAN ID o
* MNRRXNEE HA BH4EPFER > BIEERBRGREZRNE °

BIan > fiRE2 VLAN 200 =228 EE A A B BIITE ° 1R HA BH4ER VLAN 200 TEIARIEIRE A » 1§ eth2
TTEAREIRS B > BIR] LIABERENRE B REARIRNE » (EFIEBIRER A EEANRTHE °

1. &% Configuration > Network > VLAN interfaces °
2. EIERER VLAN NTEH BRI IR - 7818 > EEL Actions > Edit °
3. (FJ¥E) |H VLAN ID SHITIE - A2 ~ |~ o

N5R VLAN AR HA 8548 > BIEEEH VLAN ID ©
4. (AI3%E) EINSEUHERUZEN S RIS R A E SRR ERINE © A% > EEH Continue ©
S. IRTARRRMEI TN ERYELTE o
6. 3%EHY Save ©
#2F% VLAN @

SO AT b5 —1{E 2 Z1E VLAN /7T ©

R VLAN NMEBAEESAN (HA) BEPFER > BIEEBRR o A% VLAN TERE HA BHERSER
» A RERBER o

HERAPImRAETE - FEENT FIEF—IRIRE !

* 7EFEBRUE VLAN TEZ A > 555THRETRY VLAN MTEFTEE HA BHE -
* B —EARERLL VLAN /M ERET HA BH4H o
* MRERFRN VLAN N"EBRISERSRNE » AR HA BHE o HEBIRN VLAN NEREELEEENR
B o FRPNEENERILBENE > BRE HABHEPBIRENE - &% > MIPRXEIRS_ERY VLAN 7TH ©
1. 3842 Configuration > Network > VLAN interfaces ©
2. EMEBRNEE VLAN NMEHERZET IR - 4% » EE Actions > Delete °
3. Y Yes MUFEEDTHVERE o
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RISEIZEMFTA VLAN N EEERE o VLAN N EEE BT B RINEE

AEIE/\EEA StorageGRID CORS

BAMNRREIES » IRCHEATUFERERE APl €5 —E43157FEX StorageGRID A
ER > BIFTILA StorageGRID BEIE AP| s RENAEERRERIEA (CORS) o

FItAZ Al
* [REFER "TEOEEEIESS" B A Grid Manager ©
* "${post_edited_translations.segment}" IeH¥FrE CORS 4HAEFEKAVTERN ©

BB LEAETS

CORS 2— L2 M4 HH » AFF—EMAEHIAF Web EEERNENS —EMAHFHEIR o FI10 > BRREE
E/E481E "\http://www.example.com 175 StorageGRID E 37 B &K o BIBTE StorageGRID 14
“\http://www.example.com'#] 'Grid Managers EXf CORS > StorageGRID 48l AJ[ClfEsk B
“\http://www.example.com'#J Grid Management API 553K ©

Management API (mgmt-api) 553K > €& “application/json’ 8} "multipart/formdata’ ¥f *Content-Type BIz53K > 15
4% CORS °

TER
1. 1€ Grid Manager /1 » gFifE 2B8E > 49EK > B2/ E CORS RE ©
2. 342 Grid Manager * Tenant Manager iG] 3581255 M {EE 18
> ${post_edited_translations.segment}
° Tenant Manager : A48 5 S8 API s53KEUHE CORS °
3. 7£ Domains I E#A S —E4EHA URL °

o

YNRE% StorageGRID FHIZEABFHELA CORS » :FEE FNES—@EEE, o
4. 3%EHY Save °
HERAEN
"AEEEMYHRE StorageGRID CORS"
EEE/)ILEﬁ§EEEIJ
StorageGRID FHYRE 48R A]

mEniERH 'J_Juﬁ,a:uﬁﬁﬁ]iﬁl]%}%?\lﬁiﬁﬁgﬂ’] METRE o BRI AR RHIFIEEEZERE
RMRALERARTEME (QoS) °

RENHERAZERZE Gateway Nodes #1 Admin Nodes _E StorageGRID Load Balancer fRFEBimES o BEE
IRMESERR > EHECEI S ST EERmR
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* fEIFETAR
*© FHERR
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© BE T EES RS

StorageGRID E1RIEFRBRY BRI SR PERRABRE - A SRAIPEARBRET G HZ
JRARRIE - RZ > AR ERARN SR EBRZIMIFIERE

TR

${post_edited_translations.segment}

 ${post_edited_translations.segment}
» ${post_edited_translations.segment}
» ${post_edited_translations.segment}
» ${post_edited_translations.segment}

REERIZEH T EHFAFINTH - MRRERKIMHESEEHTHEL » ABRAKERZTIEERERRRE
IS o

@ fEaT LR R RIZRPR B Aggregate SEE S RFIERERIBE o JRM > StorageGRID FARRFIRH
EmiEAEETY o Aggregate SAE PRFI P SE S HARZ IRFIB R 2SR EEIMNVE U BERC £ o

1% Aggregate HERFRIARIRS! > sHRRHZIRITEREBRFEIT AL HIL  StorageGRID RFERHIHIT
—TERE  FIEAS K SR E R R FI N TR ENRALERIRR - ARFTHFERNERA S ARMES
Aggregate SRR RFIFRAIFVERABREENILHIRA] - WIFAAEMBERAIRE] - AP imnss KRR 250 270 > B
HIEBEALEHRRAIPREIAIFERK > #FUkE 503 Slow Down [EIfE °

${post_edited_translations.segment}
FREBRFERIGTE (SLA) FREDLERA

CELE AT ERAMNENREERRENERR  LEHNTRESAME (SLA) - BHENEE Bl
RENMAE R AT -

UTEHAIRTTIRBERGE (SLA) H=ERLR eI LEEIDRENERA > LUERMEE SLA BTERIZNEE

T~

RFEERE N Bl {RE AREFHIERARAE [B%N
a4 25F 1 PB #FRE 38R ILM FRA 25 K REEKR/AD FH$$$

5 GB/F} (40 Gbps
) $BE
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RFEERE NS Bl {RE AREFBIRARAE [B%N
iR %ﬁ? 250 TB f#7F:% 2 467 ILM 3R ) 10 K REAES A $$
1.25 GB/sec (10
Gbps) $EE
SRR EF 100 TB fE&fFsR 2 87K ILM #RA 5 K ReaR/Fb BHS$

(i

1 GB/%) (8 Gbps)
S

##£17 StorageGRID FiE7$ERA

IR R E S ERARE AR » WAEELUATER  ERERRT -
CIDR ~ & & T3 inrao i P (RHIAEEME o thsh » TUERILURIRIRR ~ MiTsAKE R
KIRZR G E IR AIPR] o
FYAZ Al

* BEER "ZIENAEEZIESR" B A Grid Manager ©

* {&8BF"${post_edited_translations.segment}" o

 ${post_edited_translations.segment}

* ${post_edited_translations.segment}
1. 3542 AR > HEER > MESDHE o
2. 3#4% Create ©

3. ${post_edited_translations.segment}

${post_edited_translations.segment}

4. EEEY Add rule W3SEUTEEME R » U HZRAET —HZELLHRR o EEZERRAEEZ VS
2—ELEEFHA o #EEX Continue ©

1L SR
a5 EENTRIBERNRERE - REREGEATITE  AFITIERIER

i\ * CIDR ~ B & FEasingsMiEF
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i R
${post_edited_translation %8 A SIFMEERURIAIME -

s.segment}
 ${post_edited_translations.segment}
 ${post_edited_translations.segment}
BEIFFRRRIUARRE AL o (£ » AR ICACHETF IR R BAOFEEE - (£ §
BERUCACLTBIVAE R - ERARTRIVLELSZ 1% PCRE  (Perl B EMRKRMIIC
) EENFE
* ${post_edited_translations.segment}
© BETHRIR | EURRLTE o BERAR 'REGH T ERIRL" £E
RNEH TS ImES o
* fHF : HPLEEEREEER ID c MIRFBRFESENEHE ID (Flul > E
2F) 0 AERPFEURTF RV AR ERP -
R mITCED MRECEBLEHPRERI A TR 488 A THEEHME) —REVRE_US_AIFR

BHERMRE > HEN RMALLH 2GR o B > BRI BRZZEG1E ©
${post_edited_translations.segment}

HRES2EACRSE EHPED—ERRATAESS) NRA > FHEEFERIL
AP AR KRBVIRAY o

o (FIEE) BEHZ Add a limit > 2ABBHZLTFHAENR - LUTE —Es S (BRI SRIZEHIFR R AR BRI E -

@ ${post_edited_translations.segment}
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ki 55t

kY CREERENARAZERMENIRGILER o G40 > LI URFIERHER

AR @A LENRBZKRE Aggregate SEE S RFIE RFKRIEE o HZ

» StorageGRID # Z[RIFFIRHE MIEIAE o B Aggregate SAE R » BIRGE
KIBERGEEER c K2 » BERERFKIBER » Aggregate SAEAG A
H ° Aggregate SEEFRHI T AEE H R Z IR RS ESIMAVERINRRERCZE ©

HNYEEPRE > StorageGRID B E AR ENPRFIER RIERTAIRE o FlU0
s NRITRE TERFIBRRENRE > BERFAREFAZIRE] > BMERRT
HHMABAIEERSZ RBFRE 2L - StorageGRID Bk FIEFEIR
SEERGIR TR{E) A% :

* TBEERY IP it (/32 EE)

* BYINRERRTE

* Bucket IEFRERTI

 ${post_edited_translations.segment}

* UmBh
* JEXSHE CIDR ITEZ (JE /32)
* RAUCED
BRAM IEPRFI R B EAMN AR IREEEERK (GET 8 HEAD) SEB AKX (PUT

~ POST 3 DELETE) ©

&E IRIRICEEERVEE (L > FREBMBEMERIEUE - HIU0 > A 10 W3EEFE MiB/s > LARS
LEIERRA EES AR RS R E BB 10 MiB/s ©

AR REAREME > TANEURFR ENM (P10 GiB) & (HIin

GB) - EEEFEENRTE > sA%H Grid Manager A _EAMERAE TR IHAE
3R > SA1BEEEY User Preferences ©

BT ${post_edited_translations.segment}

${post_edited_translations.segment}

6. 312 Continue °

/. BRUBEERENHRA £/ L—F BRI RETEETEE - ECHRIREIRER - EW #F

${post_edited_translations.segment}

FERE
"${post_edited_translations.segment}" U B8 R A R & EE I TETERARREZRH o
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4m4¥8 StorageGRID RENHE/RE!

TAILAREREDERR > SEEHXBRHITHRE > WEIL « REXMIFRZRRBEAR
Rl =XBRA

s Z Al
* MEFER "ZEEERIESE" B A Grid Manager ©

* f&F"${post_edited_translations.segment}" o

1 BEZ AR > ER > REDER -

MENRIRA EEFEEIHIER - HAERRBILERBZISIL -
2. f£F8 TEhfF) EERTGFABENEERERA - F2H "B RENERA" UTHBARS

1RIEE

(s
_ml:l

B

n:|

a. FEAGZRRIRZEN SR o
b. 3EHY Actions > Edit °

SHRER EE
a. JEIEERIRTE o
b. SEZEAILIESH T4REE, 3l o

3. 7£ MaARRILM ST SOLEERERGEHPITHE - AREECESE -

4. Z‘ MERTERAL PP - S LCEEMERATREIRERAN B8 M REE) » AREE TE
=1 ©

o £ TREMRS PR > MAILUEERE « (REEMIFRRE] - 7A7REE Continue o
6. BEEFMRNRA > AREE FFILEE -

‘”%EE'JFEHZEI’J“EEfa%ﬁ ? Zﬂﬂ%ﬂuifﬁ.rﬂ%*ﬁ#/)lLEﬁ"'EEE'J?E'ﬁ'EEEE ° 4"”EJLM3¥E/;|LEI?E ’ ﬁ%ﬁ?ﬁﬁ
BB B EERITIETERRR RERS! o

fiB% StorageGRID =D 4ERE

MREFBEEREREDFRD > ATLGSEMER - FHOMERERRRR > FHARA—
BFriFEAER o

FEsAZ Al
c CEFER "SIENAERESS" B A Grid Manager ©

* {&F"${post_edited_translations.segment}" ©

pg
1. 3SR AHRE > ERE > REDER -
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2. f£F T ThEERFGFHABEH BEMERERRY -

RIEEE
a. JEIZIFRIIZEN TSR o

b. 31Z Actions > Remove °

[RRGFEERER
a. FEEZRAATE o

b. ${post_edited_translations.segment}

3. BEE TR MUMSMICERRZRA -
JREIEMIES o

£ StorageGRID 1 tRAEE R EIE1E
el LE AR R E 0 ERA B E EEIRREIEFRRE o

FtaZ Al
* BEFR "RV EZIESE" B A Grid Manager ©
* {&¥EA "${post_edited_translations.segment}" o

RARS IEAETS

HIMEMRANERREDERR - KRAILUERE R TERRBENEE » UEEZRRZ

HRRRE - BERPHER AR EHERSS FEHAER
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1. 5842 4HRE > BE% > RENME
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2. EEB IR ENRENERE%THE -
3. BE S ER5IEE -

BERNEE TR RENHRIIER - BIREFENTSMERAZ @R RENE °
HEEEEZUTER -

B RIRG BB A

© BRER | IERREHIAAHTEHREEANSIRAMARE - BRNENGSFMAERNERE
B URBATRENZORNERER A - BENENEIFAERNERIRE » UKRELERE

FERERZERMEFEREL A
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@ ARFTERER o IERERTIERERAE - HRNEERIEIITERANGER » BRERIER
_I’ﬁEf,—thtI%%EPEETE’JTEﬁFET K& o
° SHEREIER | WERETRNSIRRANFEREAFIHEDER (HTTP KRS >= 400) FIREURK o
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4. ${post_edited_translations.segment}

5. 7 Tst&.) 1ZERE T /¥ Grafana dashboard > BIAN&tRRBIMNFAIEER o 32T M5t21 ZEHPAIOEE
R0 > BT LR RBINREREE :
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o LU R/NBI D RISBEGERIERE | RS LLRAIA GET/HEAD FARMEE - MEEE—HEFR LEREN
BER o BFRAPRTHRRGHE ARG > BEREFRPFEIETHKE » ERAIGERS 0 -

6. ${post_edited_translations.segment}
a. 42 Support > Tools > Metrics °
b. # Grafana 24)#5£#2 Traffic Classification Policy ©
C. FEREEA LANEERERRA
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MENHERREEBE D ETHA o RA ID %7 URESERA) E@ELE -
7. prER » ERRREIRENEE > UkEBHERZERR -

StorageGRID g AR Hih TLS ZEARHINZEY
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IEM TLS hRZs
StorageGRID %1% TLS 1.2 1 TLS 1.3 » ARESERANR B D HA M BN EIREEFEERIIMNBRL
AT RAREZSEINIAZIVERY » BIERCIERIINIRREZERERMN TLS INEEH - ZFELELIEH S3 F

FinERAREXBEFRANNZEHREER - EEXRTMEEMN > FAid 485 > 22 > T2 URT » AEE
HEX TLS and SSH policies °

@ TLS #HREEETE (FIUNIBERRDS ~ ZHE4ES ~ ﬁ;?x?ﬁaﬁ%,ﬁn MAC ;&#%) 7£ StorageGRID H
HIARTE c MRCHELERTEEARESEK » BB NetApp lRELER ©

StorageGRID HE#) ~ HIEMTT HTTP EZHEES

HTTP BAREYRE L F 2 StorageGRID RRHTABE o MRS R BARIE HTTP ER e
RIEFRIRE « MEBEEESEL TEETAR R o

233



A LUGE R 4678 HTTP AR RIAEESS -

» ${post_edited_translations.segment}
* ${post_edited_translations.segment}

* ${post_edited_translations.segment}

${post_edited_translations.segment}

ERFPIGERERNENRHEER & 5ARF HTTP EEFHE > UWEREBEXRZRIE - MERN HTTP BEERZIRIFHMEX
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EUEBACRANSBAR °

IREAAE © TATERNE

am

WIT HTTP BEEEBE LU TEER .

234



* PR(RIELE
RFZAILILENRR » BERFFEMRZ K
* REERS

${post_edited_translations.segment}
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THBERT > ErRIERERBR A TERE
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1. 5842 Support > Other > Link cost °

Link Cost

Updated: 2023-02-15 15:08:28 MST
Site Names  (1-30f3) i
Site ID Site Name Actions
10 Data Center 1 f
20 Data Center 2 V4
30 Data Center 3 Y 4
Show| 50 + |Records Per Page | Refresh |
Link Costs

Link Destination
Link Source 10 20 30 Actions
0 . % | )
Apply Changes *
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HIRLA T #EERE1E | AutoSupport packages cannot be sent using SMTP protocol due to
incorrect settings on the E-mail Server page.
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page.
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Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463 8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
| Configure AutoSupport Delivery Metnod |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

S. 32 Configure AutoSupport Delivery Method ©

F8 327 AutoSupport XA HE °
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Configure AutoSupport Delivery Method b 4

Select AutoSuppont dispatch delivery method...

s HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directty @
® via Proxy server @

Host address @

tunnel-host

Port number @
[ 10225

My proxy server requires authentication

via Proxy auto-configuration script (PAC) 0

Test Configuration Cancel

6. BFHTTPSER @& o
@ FARERF HTTPS BY/BREERARE -

7. ${post_edited_translations.segment}

8. #iA “tunnel-host {E% Host address °
tunnel-host EFEAEIEMEEIX E 25 AutoSupport EFFBIFRFFR(IL
9. 8iA 10225 {£% Port number °

10225 & StorageGRID Proxy fAlfRas LAVEIZIRSRES - AREBCRERREED E R5I1ZEHISZH
AutoSupport Eff ©

om

10. $£42 Test Configuration ZH|EEHY AutoSupport Proxy {ElAR23 BYER ERFNARAE ©

YNERIERE > EIEEPERET AR ¢ TERY AutoSupport ABREEEREE © J
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RAEHKRH > AIGEABRIEPRERERAR - FIRELR StorageGRID DNS REFMEMR > FER "2
RAEHEEIEEMEL" ATLUERE NetApp ZIRALL » ABER—X o

11. 3%HY Save °

4HREE#TE - WEETFESIENE ¢ TAutoSupport AR ERETTH © J

EIRHFEEL
ER#EEREEER
T f# StorageGRID 4D E|

M DB BIsE—EM G DB R—AE/ N BEE XK/ NI » LET ARG RIE(CREE
R EHEERERAZEMNTZRFE o S3 multi-part upload &I D EIMNYIYE » EPESEZD EH
— B o

EMHHIEE StorageGRID 241K » LDR IRFEBERMH DI ZEEE: » M —E&ES Container » 5%
Container Ei¢FiEGERHIIZEENTIAAR ©

BID
Object Segmentation Disablad Objact » LDRE
{Eifj a]]n]
< _"Dhject\
Client
—Container CBID1—
Object Segmentation Enabled—»{ | CEBIDZ | CEID3 » LDR

LDR LDR
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Container M& A —EHEFER—ERE7ZER L o Container & AT U ILM FREFSENREZ RMH
AR (AR L -

SEREEEREH StorageGRID RATHIIERIE » Wzt A Managed Objects) #1 'Stored Objects] EEBEMHE o
BIgn > WNREFE StorageGRID RAEBVMHFIE D EIAMERE: » BITERIENTEAE » TManaged Objects) HI{E
SIEN=1E > WTFFr -

segment container + segment 1 + segment 2 = three stored objects
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Storage Volume
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Soft Read-Only Watermark
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@ {#1F Volume /KEMEEAINERM IR RBM T ERIPRERRIZER - F2 7 # Volume 0 241+
PEBERHMRERZRE - FRIE "EEYH P EERREERE"
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${post_edited_translations.segment}

WMRFEFEREHEME Volume YR FAZERE/DHLEX Volume BOERMEGEZKEN » B2 T ENBEHE A MEEIR S © Ml
BRI EFEIRER StorageGRID RMGHIEMER DB EMWRRT > EEREFMETRENEAZER °

B0 > R FEFERRLPAYS(E Volume #BE—1E 10 GB AYERMEEIF KEN « —E&{E Volume BYRTFHZER/LAL 10
GB > RFHRM G ERERMERL o

R B UARSE ?
*EfE M Volume FEMEEIF/KENZ T—IEZKED » ARERENRERY) Bkt o] A 2= R B s ©

UNREME Volume YR FHZERI/VIREZ Volume BYREMEMERE/K (4R » AI¥IEX Volume BB AEER R - BE
» ELfth Volume FIE ATEXE AT LU EETT » EFIELE Volume YR FZER/ NS EREMEMESE/K 1485 LE ©
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BB M MERE F 7K ENRY(EAR R/ I ER 1 ME IR F /KENBYME ©

HEEERFKEN?

*E 7 Volume :BRFKENHEBRAN BB A EETUHY Storage Node © BRE iR AR A] B RE&E
FAREE o & Storage Node F{E{A—{EIfEFRHE Volume ERYRIFZERI AN EZ Volume BIRER FKENEF » BIZAE
EEERLERARAS o

PG > RER(HETFENR B EHARMEEET - FIRRKREME Volume RIFER F/KENZ 30 GB © —E{E{T Volume BYF]
FAZEfEIIEANE 30 GB » ZEIRLRBRERBERIRL
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* BEFER "ZEINEAEZIESE" B A Grid Manager ©
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1R B REKENEE
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1. ${post_edited_translations.segment}
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18 BT FKENRER - WBBEIAAR 0 BfE -

R (ECRY TR R ZKED

StorageGRID £ M{E Prometheus stERETH AT Volume EMMEEE F/KENStENREILCE o SR EHR
AP EEREHRENER N RARELE -

1. 3542 Support > Tools > Metrics °
2. £ Prometheus B4 » #EIFELELITZEY Prometheus EARENE ©
3. BEEERZNER/EMEEZ/KED > s58 ALLT Prometheus 1512 » SABEE TE1T)
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storagegrid storage volume maximum optimized soft readonly watermark
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YR E R R A R#ER ?
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Three Storage Nodes Five Storage Nodes

Object metadata
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Storage Node

Volume 0 Volume 1 Volume 2 Volume n

Object
space
Object Object
Sz space space
metadata

tl[llﬁﬁrr » StorageGRID E&{E#FEIRLAI#TFRE Volume 0 LIREZEM > ARERIIGHEEE - EFFAR
EfERFEFM M PEE RSN T ERNEREIRIE o fEfFa&m Volume 0 UK HFEFREHFRA H it 17k Hik
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GB HEZ t}
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1. 332 Configuration > System > Storage settings °

2. 7 TREERE) HEL > B MPHEENMEEEM) B o
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FEENERREEM

BRMEER Metadata reserved spacel =REMELL » YMFPEBER BRFREER[I i ES1E Storage
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(#EIER Metadata reserved space) R ©
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Storage Used - Object Metadata @

100.00%
75.00%
2021-02-23 11:48:30
20.00%
= Lised (%) 0.00%
i Used: 126.94 kB
25.00%
= Allowed: 198 TB
- | = Actual reserved: 8.00 TB
- 1 11.20 113y 114 11:50 12:00
= |lzed %)
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FREMBENAREEPEBSEHRBZMRE /L Volume 0 > B IR BRREEZHENPESEREE

BIRRE °
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4. RERERE MHAERBERBR - HPESR) BRLE > $#F Allowed {H °

Storage Used - Object Metadata @

100.00% RE
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storagegrid storage utilization metadata allowed bytes
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GB » H Storage Node 1 (SN1) 89 Volume 0 % 6 TB ° IRIFELEA(E -
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* SN1 BN SREETERA 6 TB o (L Volume 0 /it B RHMRE TR 2E ° Rt ERBEE
Volume ° )

* IRIBFHEER A FFERRPAREIEE - SN1 EREBRBNASERR 3TB | (PERBNNERREZME
-17TB) x60% ’ &RAFJE 3.96 TB °

FREXNVFEEFHRNAZENHSE

9N _EFRt > StorageGRID i§¥fF R ERIG9 D2 SRS NXBEREFNRL - B > MR—EEeEEK
INRERIEFEIRS » BIRZIA 6 PR/ \WIEIRNRE 7T ZIL AP EEN S E -

${post_edited_translations.segment}

* ME—EBELSHEE > HPEZ=EFRRA)NNIHEERER
 ${post_edited_translations.segment}

» ${post_edited_translations.segment}

258



(EFEA0E Volume 0 AYR/v ERFRENPEBERTR AFFRPEER TR

SN1 227TB 22TB 1.327TB
SN2 5TB 47TB 1.98 TB
SN3 6TB 47TB 1.98 TB

YRR E RIS DTS WHEE Storage Node t > E b AsFEE LR RAESAN 1.32 TB YK E
#} o SN2 1 SN3 ZESMREFHY 0.66 TB FAEE I ZE B IAER ©

— Metadata capacity for a site —

Used space for object metadata

SN1 SN2 SN3 Allowed metadata space

${post_edited_translations.segment}
BARYHPEENSEEFERAYHHE » FItE—ESHMNPEESN S EEER > BREBR LM T o

HERIEN

* BE TR B =@ Storage RIRERIMIGHEB IR E » 52/ "${post_edited_translations.segment}"
HIEREA o

* BERMARNYIGPEEEASE > "${post_edited_translations.segment} sEHIG A TZ EIRE ©
£ StorageGRID F1%j] Metadata Reserved Space %
${post_edited_translations.segment}

TEEEENIRE
* BEER "ZENEERES EARKREES -
* BEER "IRFIVER S E MR AERER" o

RS LEAETS

${post_edited_translations.segment}
RBEEUTMERERIIR » AEISMARBENPESREERRTEE -

* RS SNREFERI9AS 128 GB EZ RAM ©
* RIS RFEFERTEEERE Volume 0 LEAE BHHIAAZEM o

AR MRIBMNLERE » FRAREFERAREETE Volume 0 ERTARYIHHEFHNZEREENR/LD o Eit > REBE
TRERRYI M RHEE IR K - ERIE R ER PR ERMR B ZRERER/MT 8 TB BUE ©

259


https://docs.netapp.com/zh-tw/storagegrid-120/monitor/index.html
../expand/index.html

@ —ARRER  ERBARELLERBIIEEY - IR MPEERFREER) REBK > LRI
BRERLD - R - MRETHRIBMZE » RAFIEREZRIERLIERZER -

BRAPEESNFRETHRENFZ BN EREEHM LGP ESREEN AT ERNFERA - F2HEEEY
HrhEE R EERE" o
1. EBRMNPEEEREEHRE °

a. 32 Configuration > System > Storage settings °
b. A58 T EERMRB M AIE ©

2. BRAESEMKEHNENHEERE Volume 0 £ BRI B REZIENLLE o
a. #HY Nodes ©°
b. BHEMENR PRV E —EREFETR o
C. BE IEERME BH -
d. £ VolumeJ B4 > %% Ivar/local/rangedb/0 IER -
e. f#Es3 TAIA) EERRARCEERANHMEEBRPESFRETHEZHNEER -

1;(]11!] » MRPEERREEZERERRA 4 TB > BICAEZFHEME 6 TB > BIS]AEXNEAR 2 TB HE
f WA REMAERELEDR

2R o
" WNRESERETFEIRATE Volume 0 LA S BIAZER » SBRENITF—F o
3. A REEREFEERELA 128 GBI RAM ©
a. #EH Nodes ©
b. BEHEMMIERVE —ERETFZEE o

C. %42 Hardware Z3|1E% o
d. BBERBREECIERAEFERE L - H{R Total Memory £/1% 128 GB ©
e. HFAREHEEEELELHR
. %ZEi;ﬁﬁ%@ﬁ%ﬁﬁﬁ%ﬁE’\Jﬂﬁ%@%ﬂ'h’éﬁ%ﬁ%$ﬁ » RESAIE NP AEE R E TRE o A7EBER
1TUERERE °

" RSERFEERE VA 128 GB WALCIRREAE > AEAT—F o
4. EMPEERHRBEBRE
a. #4Z Configuration > System > Storage settings °
b. 3532 Metadata Reserved Space °
C. FBWMAMIE °

fBlgn - E#A 8 TB CEBZIENRAME)  5%IA 8000000000000 (8 EMEIEE 12 @Z) o

260


managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html
managing-object-metadata-storage.html

d. #EHY Save °

EE4E StorageGRID F{EFRIM4

${post_edited_translations.segment}

FAsAZ Al
* BEER "ZENAEEZIESR" B A Grid Manager ©
* BB EFDER" o

AR LEAETS

FERER T » MEEBEREEEREE - MNREUBESE > StorageGRID S7EAFSEMHRELERREERGEY
HIEITERAE o

() =g FREANRE— DALY - CRENESHIRG » LURBMARMTY o

Rt B2 A » HERUTHRIA

 ${post_edited_translations.segment}

* H#FE StorageGRID REFARER » AISESEREMH Z AR EER - MRAFIRERREIERY
H#7FE StorageGRID ZRIEERFHERME > BIERILETRREIZE — DR HFRIR/) o

* WNERIEE NetApp FabricPool £2 StorageGRID $2ECfER » s57015EE BRARHEHTZEIYIMG o

* YNER3EEE T Compress stored objects » S3 A FimfEAERNEREHITISEE RN TAHEER GetObject
E% o 5Lt TEEEEEEL EENEAE » KA StorageGRID B MM RERAEY) 4 A AEZENE R ITT
48 o IBAREMHER/NEEE (TR GetObject MEEMEAFRE ; B4 > 14 50 GB HIER4EYI4H:EE 10
MB HEEZ R ERER o

SNSRI R MEYI (4 EENEERE » B R iRA KA sEE A o

@ ?l%%%%@ﬁﬁ%# » BRPIRERAENCAERBEEN » FENEREAEEa R

1. ${post_edited_translations.segment}

2. ${post_edited_translations.segment}

3. #EHY Save °

7 StorageGRID FEIEE mHEY Storage Nodes

= Storage Node ZF|AE LR » (G BEFEBINIGFHFRERIET StorageGRID %4
B =Er %R | M EEFERIRE « IS EEFEIETE » UGS Storage Node ©

${post_edited_translations.segment}

5[ Storage Node M IERAMENFFHIEE o E%B’Jﬂiﬁdﬁ?ﬁqzé?ﬁ'ﬁﬁ o YNER Storage Node B ZHIETE
HHREHE VREAREE @ EAILGEHIEELUEMERE - 5528 "7t StorageGRID 47" AYsRAA o

261


admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html

${post_edited_translations.segment}

#B4> StorageGRID FEFRIEE#TZEIZE (/40 SG6060 B SG6160) ZIBZFEIMATEZDRER - MREHEAN
StorageGRID FEREEREBERINE » BHKIERERARE > AFTLUMERFRERKIGMEE - :F2HMH
RHERER "#E7E StorageGRID R4%" ©

${post_edited_translations.segment}

CRILUSIBATS HF ARRIS R E R E - MERERER » K AFAZEE/MIERAT ILM RAIMETER
K o FE2EIMERAREA "7 StorageGRID R4t" o

BIREIRER,

£ StorageGRID H{FEFH LB SRR,

${post_edited_translations.segment}

1R Admin Node E58AFH » BMRIBNEES - EnNEiEE - BEFEHEFF AutoSupport EX4
B o 28T » BRT@ENF AutoSupport EF 29 > #EE Z1E Admin Node I R ERTEFEERE o

S &S ISS SIS

Client Client Client Client Client Client

oL L

— Primary Admin Node —Admin Node
- Jh

Attribute data

Attribute data —QOther Grid Nodes
-

${post_edited_translations.segment}

262


https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html
https://docs.netapp.com/zh-tw/storagegrid-120/expand/index.html

* Web AR ima] UEF SR EMEAE M AT ARYEIRERS o

c MRAREESCRTEEIRMNMNS I AERE > B Web AR ImAIUAEE (A HA BHERER 1P AIit7FEX
Grid Manager 3¢ Tenant Manager ° ;52" €12 = 0] FEER" o

@ fEF HA BHER > IREAPREERMEEERE » FEWR S REr - HA BHERVESE P Uik
AEBEEHENNS —EEENRE  ERELHEETHMEA

REMEEBRABBTERMINT - IRTEEEMFBELNE » 7AFKMIE » StorageGRID R4REA FETT
PRI EHZESE -

%7 StorageGRID F Y EEIRHIE,
FEIEMIILIEF EIRMFIRME SN o flUl » BLEEERERF L BER T EIEEHRLH

170
EREEMAMNFEEN - A2 "HEEEEER -

FAsAZ Al
* BEFR "ZENAEZIESE" B A Grid Manager ©
* BB EFDER" o

HER
1. #EHY Nodes °

2. ${post_edited_translations.segment}

TEHSERP > #A N8R BAHPEETR TPrimary Admin Node) RYERRS o FEZE7IH—(E X EEIRHIRS o

263


managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
https://docs.netapp.com/zh-tw/storagegrid-120/primer/what-admin-node-is.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B0~ BITHETZER - ERBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

264


http://www.netapp.com/TM

	管理 StorageGRID : StorageGRID software
	目錄
	管理 StorageGRID
	管理 StorageGRID
	關於這些說明
	開始之前

	開始使用 Grid Manager
	StorageGRID 的 Web 瀏覽器需求
	登入 StorageGRID Grid Manager
	登出 StorageGRID Grid Manager
	更改 StorageGRID Grid Manager 密碼
	檢視 StorageGRID 授權資訊
	${post_edited_translations.segment}
	使用 API

	控制對 StorageGRID 的存取
	${post_edited_translations.segment}
	更改 StorageGRID 佈建通關密碼
	在 StorageGRID 中變更節點主控台密碼
	變更 StorageGRID 管理節點的 SSH 存取密碼
	在 StorageGRID 中使用身分識別聯盟
	管理 StorageGRID 中的管理員群組
	StorageGRID 中的管理員群組權限
	在 StorageGRID 中管理使用者
	使用單一登入 (SSO)

	使用網格聯邦
	了解 StorageGRID 網格聯邦
	瞭解 StorageGRID 中的帳戶複製
	瞭解 StorageGRID 中的跨網格複寫
	比較 StorageGRID 中的跨網格複寫和 CloudMirror 複寫
	建立 StorageGRID 網格聯合連線
	管理 StorageGRID 網格聯合連線
	管理 StorageGRID 網格聯盟的允許租戶
	排查 StorageGRID 中的網格聯合錯誤
	識別並重試失敗的 StorageGRID 複寫作業

	${post_edited_translations.segment}
	在 StorageGRID 中管理安全性
	檢閱 StorageGRID 加密方法
	管理憑證
	設定安全性設定
	${post_edited_translations.segment}
	${post_edited_translations.segment}
	控制防火牆

	管理租戶
	StorageGRID 中的租戶帳戶
	建立 StorageGRID 租用戶帳戶
	編輯 StorageGRID 租用戶帳戶
	變更 StorageGRID 租戶本機 root 使用者的密碼
	刪除 StorageGRID 租用戶帳戶
	${post_edited_translations.segment}
	在 StorageGRID 中為租戶帳戶管理 S3 Select

	設定用戶端連線
	設定 S3 用戶端連線至 StorageGRID
	StorageGRID 中 S3 用戶端的安全性
	使用 S3 設定精靈
	管理 HA 群組
	管理負載平衡
	在 StorageGRID 中設定 S3 端點網域名稱
	StorageGRID 客戶端連線的 IP 位址和連接埠

	管理網路和連線
	配置 StorageGRID 網路設定
	StorageGRID 網路指南
	在 StorageGRID 中檢視 IP 位址
	在 StorageGRID 中設定 VLAN 介面
	為管理介面啟用 StorageGRID CORS
	管理流量分類原則
	StorageGRID 中支援的用於出站 TLS 連線的加密套件
	StorageGRID 中活動、閒置和並行 HTTP 連線的優勢
	在 StorageGRID 中管理連結成本

	使用 AutoSupport
	了解 AutoSupport 在 StorageGRID 中的應用
	在 StorageGRID 中設定 AutoSupport
	手動觸發 StorageGRID 中的 AutoSupport 套件
	StorageGRID AutoSupport 套件故障排除
	透過 StorageGRID 傳送 E 系列 AutoSupport 套件

	管理儲存節點
	使用儲存設備選項
	在 StorageGRID 中管理物件中繼資料儲存
	在 StorageGRID 中增加 Metadata Reserved Space 設定
	壓縮 StorageGRID 中儲存的物件
	在 StorageGRID 中管理已滿的 Storage Nodes

	管理管理節點
	在 StorageGRID 中使用多個管理節點
	識別 StorageGRID 中的主要管理節點



