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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

HFRIRAIRIA/NREIZS 20,480 {iUycAH » BFAERBIAIAR/NREIZS 5,120 fiI7ThE o

R —2E

EsER T » WEHERAIFMMEBVERERREEH R - BRRAVREUES] - BHERAZER—1% > @Falae
RERRIN 15 DEABEEN - BRIBR T » BHEFITRRFRAFMEBVERERHZE 28 -

TRAIUIRIEFEE ERHFERFRENI—EIERE o flg > CAIEFERLSFEEHE @ FERRAEE{TA
B o

T‘LEIE/R"F » fZ BT A7E PutBucketPolicy DE;REPDXIE "Consistency-Control 1258 » SR PUT Bucket —2¢14%
SREFRRAER— > BRFERIRE » £ AIRE R B RESM 8 A BEARY ©

@ RA T EHERBERME —RERESFENE » AHOETRERR#EFRERNREERRS
[RYa(E - BRI > R REHEERARERERENRIRE

A2 T ERSERIRE) ?

TRRERRRAIZ—BEFIRR)  EEAERE LR (BINEREMARBEHAER) BRREIERERIE
PR o TFREERRAIRBEARFF—EBNHEMR » MARER FREINVIEIR ARSI sEHA EREZHER -

TIRB)ZRAF{ER ARN
7EIRB)EEAA > ARN AR? Principal #1 Resource Tt ©



* EATAISEAIERE S3 BiRARN !

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key
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arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name
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"Resource": "arn:aws:s3:::mybucket/*"
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"Principal": { "AWS": "27233906934684427525" }
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"IpAddress": {
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TR BB F > %EE  ${aws:username} B IR G EIRPIRHEN—E 7 :
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=RER
FRERELBRIEAIRMNES -

ARG EE ERTIRFSRAENEH -

ERRFEEBM max-keys SigEAIRMEAEE o

${*} BHFTT - FRARFEAFESRLN " Fix -
${?} B FTT - RFTAEXF ? Frt o
${$} BT T o R FTRFERNETR S Ft o

B RERRERIERRR

BF > RARFRERAESHREMRIFEZSEREE » FISIHEHENRFRY root £ ° StorageGRID S3
REST API BYERRAIEREREILE Amazon B 5% » BIRAIFHEREIBRERNE

RRBITIRE [RALER

ERECHEAEARBEERIRS (#EFEITH
HERR

BB CHERE/AHERER 24
FERR

Bfé%#%%%ﬁﬁﬁiﬁﬂ%ﬁ&ﬁ% HFETRE

FEFIMNERMRF root (EAE T FETFETRS
REERIEMAEIR

SREFPTE ARITFRE 1R f#FAThES
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B EBHIIT

EBHHETEA

B BERBAE > FiE
S3 HFITRE R B2 IERVEERR
#B&{H[o] 405 Method Not
Allowed $£382

BN > {BFFE S3 HIFEITRR
BIRERVRERR S SMEBIR B root
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Method Not Allowed $£:2
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[RAIBITIHE [FRR$EEY Amazon 1724 StorageGRID 1774

Principal 2—fEFEFERER #FITHE BHHETEA BB
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Eiﬁ%—@KﬁEE’\J S3 f#fr B¢ B ElE
FheR A HEHE (G BYHETEA BHH
WRRAETFIEFREEIRE (B f#FiTEE BY - MRBUERFAE B - MHREEREEER
EERIRF) WEYHEIRE FERRAAER - BUE FAA o RERERERRIER -
MR o WA AERYIF ACLIRT

VIR EVER ©

—REAZRER (WORM) R
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37 WORM 771 » A SR ISR F B S SR IRE NS o SEEMAILERARRE R —ES % o
BRFIAIBRE B » EAILL

* ¢ Grid Manager # » Rij{¥ Configuration > Security > Security settings > Network and objects > 741
#£HY Prevent client modification #ZE\51# o

* SAEAMTRAIF S3 [RA)
° £ S3 JRAIFFIE PutOverwriteObject DENY 121 o
° 1£ S3 [RBIFFTIE DeleteObject DENY 121E ©
° [A) S3 JRAIFE PutObject ALLOW 2/E o

@ 7£ S3 [RAIHH# DeleteObject 22 E 2 DENY » I ARFERHLE ILM E7F7E 130 KEZ(DEL 248
BOFR B BB 4 ©

@ BMEERTAABLERAIMERR  efMthEEMLETITEA F2RBERA) - BEMaUPLE
BENETHER GF2RERB) °

BERA:HERA CRERENG#ER)

/mybucket/important.doc
PUT#1 ---> OK
P2 —emmo== > OK
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/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

HERAZER
* "StorageGRID ILM fRAGNEIE IR 4"

* "EIREFRRA"

* "SI BEAR R A"

" TERSER R A EE A"
* A ILM EEYIH
* ERERIRE"

StorageGRID S3 REST APl T{ER&SEZ R BIEE 1
fEALL T EFIZRIL StorageGRID T {EFSEE/RA] o

FH : RE ARSI TIEFEERIRA

EARBFIF » TIERSERRYERB(EME A FFIE buckett REEMMH o FRBE HBIEIHIESIE4R » (B StorageGRID 455
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"Statement": [

{

"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"

StorageGRID S3 REST API {#7Z& & Bl & {5

ER BTV EE B A FETFIBEIL StorageGRID ZEURE] ©

FEFRRAIEE /R FRMIINMEFRNEFEEER o ST LGEE Ty Eh—fET A » A S3 PutBucketPolicy
AP| SR EEFEERA :

* "${post_edited_translations.segment}" o

* A AWS CLI $\TIXFane (FR2REEFITRE LRIEE") ¢
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

BHIan © sREFRRE AEHHEF R AT AN o

TEEGFF > BEEREREEANFIAEAEE RIS L EFITIEFG - R HEFITRRPRFREYHHR
17 GetObject #21F o A H R (FERISHRIELE - 572 R > ILRBIAIAEXL IR RIA A > EARR TR root EAE
Z5h > EthEREERARAMEITIRIER -

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

a0 - EF—ERA PRI AR REREFRES T2FI > A S —ERFFEFE
ABEEMERF

EUELEEHIF - —EIEENRS FRIFE AR U2 FEUHETR » H—EIEERS FEIFRE AR #ER
A EHEF AP LL “shared/ ¥ EIRATERFEERIYI(HAIT GetObject #1F o

(D 7f StorageGRID # » JFEAERE (BIEERIRF) BUNHRREERESERPAE © #F
RIRRBRRELED M -
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

BIan © REFFRE ABHREFRERMETI > LA ERHEREA T2 FI

FUtEB AP - BIEERERETERRE NSRS L RIS R E YT

QEBIRIEERE PIFEEHE Marketing' FIERE A SRS R EFEUER o

GetObject ¥&1E > T

19



"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A RFFFRBEAIR IP (SRR AR iHEH#EFRETERA R AT

TEEEfFR - FRIEERE (BEEREAE) MAILYLFEEFERLHFERPRREYGITECYGRE
AR B AR ERBIEEN IP iIit#E (54.240.143.0 El 54.240.143.255 > {BREIE 54.240.143.188) ° FiE
HARERERIIELRR > FRBRE IP It E Z SMIFERMAHERHEAE -
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

g2 - EAFHEENBEEREREFIRER
FELLEERIT > FIEAREMAE Alex WAFTEEFE exanplebucket IFEREMMY ° FIARMERE (B

¥ Trooty ) #HEWEAMEIEABFIBIERE o (BFFER » RFEAFGIERE Troots ¥ Put/Get/DeleteBucketPolicy

HIERR o
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

#f5| : PutOverwriteObject # R

7EUEEEHIF > Deny PutOverwriteObject #1 DeleteObject HY Effect AIFE(RIR A ABESIE B MRV E RS
ERETRPEERF S3 YIHFIEE ©
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",

"s3:DeleteObject",

"s3:DeleteObjectVersion”
1y

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

StorageGRID S3 REST API ££4H R Bl &34

ERAEIRavEEAIAEF4HZ2E StorageGRID T7EURA]
BHEFREE ZRAIFTNBHENTZBUEIR © FRRUFIEA principal iE » HAERERN - BHARREIEA

ST A En

Tenant Manager 3 API 175 7E ©

#if5) . {£F Tenant Manager 5% &40/ H|
7£ Tenant Manager HAFTiS sk AREEEF 4R - (CRT LAEEIE R 4H R B 2 FE B s2 B AE R B R VER WILE S3 ZENHERR © 53
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2R"4% S3 HPELAFE" -

* #% S3 FEUEIR : TARIETR - ILBHERNEREREAFN S3 BiR » IFEEBHERRANR T EZEVER - W
SFIEEIEIE > TR RA root FRAERMUTFE S3 BIR ©

* MEETFEN | ILBHERRYEAEY S3 BIRMERMEETFEN  FIM0 o LEHETRIERE A LA HH (4 M sEER F
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* Ransomware Mitigation : IEEEHIRAERIR IR BIFRE R o I ETRIERE RTLIRITE RIR(E
BEIANE ERBYIFhRAIZEH B R PR A MR -
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"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

H : RFTEHENFIA R REITHEEZE

EEEEAIT - FRIFEFRRAIBPERZLL - [RIBHEPNFIAMEERY S3 EREAMEEFIVER - fI40 > %8
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

HIan - sEFEHERNEERHEARERTR TERK) BETEFN

EARFIF - BHERSERT L REFIIEERFRABRMOMANSEERNR (BIR) - FI8 EEESEER
RAVFRTAFARES - fEE B HEMEHERBI M FEFRRRPRFEER o
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/${aws:username}/*"
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