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Neoplasms and cancer types are broad categories of abnormal cell growth. Neoplasms, commonly known as
tumors, can be benign (non-cancerous) or malignant (cancerous). Cancer, on the other hand, refers
specifically to malignant neoplasms that have the potential to invade or spread to other parts of the body.

There are over 100 different types of cancer, which are typically classified by the type of cell or organ in which
they originate. Some of the most common types of cancer include:

1.

6.

Carcinoma: This is the most common type of cancer, originating in the epithelial cells that line the inside
and outside of organs. Examples include breast, lung, prostate, and colon cancers.

Sarcoma: This type of cancer originates in supportive and connective tissues, such as bones, tendons,
cartilage, muscle, and fat.

. Leukemia: This is a cancer of the blood-forming tissues, including the bone marrow and lymphatic system.

It leads to the overproduction of abnormal white blood cells.

. Lymphoma: This cancer originates in the lymphatic system, which is part of the body’s immune system. It

affects lymphocytes, a type of white blood cell.

Myeloma: This cancer starts in the plasma cells of the bone marrow, which are responsible for producing
antibodies.

Central Nervous System Cancers: These cancers originate in the brain and spinal cord.

Understanding the different types of neoplasms and cancers is crucial for accurate diagnosis, treatment
planning, and prognosis. Treatment options vary widely depending on the type and stage of the cancer, and
may include surgery, chemotherapy, radiation therapy, immunotherapy, and targeted therapy.
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Parameters

Name

type
string

guery)

limit

integer

guery)

marker
string

inCludeMarker

fgrid/groups Lists Grid Administrator Groups

Description

filter by group type

Available values : local, federated

maximum number of resuils

Default value : 25

marker-style pagination offset (value is Group's URN)

if 51, the marker element 5 also returned

boolean
-. - w
order
string pagination order (desc requires marker)
{Qucry
Avaiigbie vaiues | asc, desc
w
Responses
Code Description
200

successiully retrieved

Example Vialue = Modesl

L

“responseTime”: 83-29T14:22:19. 67327,
“status®: “success
“apiversion

“deprecated”:
“data™: [

\

FEHEMSH - FINEHE ID SkfefE ID - 24k BUSIEL(E < 7

ER > A REETREA -

EERTREMENEHIERE - IRFE

${post_edited_translations.segment}

${post_edited_translations.segment}

BERKRED
5842 Execute ©

${post_edited_translations.segment}

1R
10N

Response contednt type [ application/json ~ ]

TA]LAEEEY Model ZRBE RS EIRAIAES

EERERBUS—E AP

o




StorageGRID #89 Grid Management API $#{E
AR EIE AP R RIERABBAI AT 2E{EER D ©
()  iEEEaaAR AP REBIRLE -

* WRP  BIEAFEREBEPIRFEE - SERINIRA RIS ERP IHEFREERBR o

* alert-history : ¥ E R REIRAVIRIE o

* alert-receivers . HERBRIFEE (BFEMH) AWRE-

* alert-rules : ¥ ERRAIAYIRIE o

* alert-silences . ¥ EIREFIAAVIRIE o

* ${post_edited_translations.segment}

 ${post_edited_translations.segment}

* auth ! $ITEAE TIFFSERBEsERVIR(F
Grid Management AP| 21& Bearer Token Egs8t4Hl c EEE A » EABETEERFEEKR JSON A iR
FBERMEEATEE (FE POST /api/v3/authorize) o MIRFEAEBMRINERBRSE  AAFLEERE

MERENL o ABTERAE AP ERAVIZIERIZHULRER. ("Authorization: Bearer token") o MWHERAEIE 16 /\BF
BiaHR o

@ 9N StorageGRID RGBT E—FA » MM BERITRERNEEDSHE - 552H TNRAT
B—2A > I API 17858 -

${post_edited_translations.segment}

* client-certificates : 5% F P in/Re2AVIR(E » UEEBIMNIEIE T AL 2 FEY StorageGRID ©

* config : HEMIRERFEIREIE AP IRAABRIIIEE o {RTLASIH EmiR A UK aZhR A T iR AR E IR AP
FERRZA > WA LUSRAEBRH API kR4S o

* deactivated-features : {17 I SEEZABITHAERVIRIE

* dns-servers : 7B EERERNIMNB DNS @ARSZAVIRIE
* drive-details : $HE4FE FF AR B R SRAVHERIEIR(E o

* endpoint-domain-names : 7| &5 S3 in2L4EIH L TEAVIRIE o
* erasure-coding : ¥4 fMHIFER EREEITIRIE

» ${post_edited_translations.segment}

* expansion-nodes : ERIR(F (BELELR) o

* expansion-sites : IETRIEFE (WLHEER) o

* grid-networks: | Il & 55 A& A EE B BB VIR 1E o

* grid-passwords : AR ZIEEIRIRE o
 ${post_edited_translations.segment}

* identity-source : SREIMNBH DKL FEE D BSEHENEREEMNRIRIE o



 ${post_edited_translations.segment}
 ${post_edited_translations.segment}
» ${post_edited_translations.segment}

» ${post_edited_translations.segment}

* metrics . #1¥f StorageGRID st2#ITHIEE » BIEE—RRERMNEIRGT =T » Uk—KRERHEEAE
Bzt 228 o Grid Management API f§f Prometheus R 45851 T B ABIRERIIGE o INEEE
Prometheus ZFHIERAE N » 55280 Prometheus 48k o

@ 2IBPER private I E2EMHAEER o ELEHERREEEARRIA StorageGRID FrRAsZ
FEE » MARSITEA ©

 ${post_edited_translations.segment}

» ${post_edited_translations.segment}

» ${post_edited_translations.segment}

* ntp-servers : 5|H o EFIMNEPARERRFRIRE (NTP) fRIARESHUIEE ©
 ${post_edited_translations.segment}

» ${post_edited_translations.segment}

* recovery-package : TEIREEMHIIIRIE o
 ${post_edited_translations.segment}

» ${post_edited_translations.segment}

» ${post_edited_translations.segment}

* ${post_edited_translations.segment}

* ${post_edited_translations.segment}
 ${post_edited_translations.segment}

* untrusted-client-network: ¥R Z{EEH A P inARARRIITIRE ©

* ${post_edited_translations.segment}

StorageGRID H#9 Grid Management API R Z<3Z 4|
MR EIE API (ERRRAIEHIZR IR TP ER AR o

g > tEEER URL #5E 7 API BIRRZS 4 ©

https://hostname or ip address/api/v4/authorize

E AP #1177 AERRATERHVEER » TRRASTIEGIRA - B API 1T 7 EERFESHVEER > SRhRASR
E%ﬁ?mﬂ- B RVEE BUETIE TRV IRRE B 11

W EEHIERBRIN IR IRV AR SRR F API RS

AP| S E4ERY EhR HhRs
BERRAEE 2.1 2.2

10



AP| EEE5ERY EhR iR
BEREARHEE 2.1 3.0

B R%#E StorageGRID ¥BERS » {EENARITRRAHI APl o B2 » A4RZEI StorageGRID BIFFIHAERRASE » &= /D
A LATE—1@E StorageGRID INEERR A A4 E7FENEE AR AY API ©

(D A AR TE SKIRAIRRZS o INTFFHAMAE > 5526 "R EIE API" B9 Swagger API XXf4#Y config
#B53 - #EFRA API RGBT EMIRAE » CRIEHHERAERNZIE

BENFEREBBUTHVRCRERR !

* [CIfEIZEEEA Deprecated: true
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Received call to deprecated v2 API at POST "/api/v2/authorize"
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts
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${post_edited_translations.segment}

StorageGRID ZEiBfEA CSRF 23BN, E CSRF X% o B LEINAE®R » 15 Cookie AR N BT EIZ
BEIAFE POST sAKAE2EBIABIEFRT ©

EERALEINEE > 155 HBRIHE csrfToken BEERES true ° TAR{ES false ©

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

84 true B » RIAE AT A Grid Manager I{EEREABMBER cridcsrfToken Cookie » MAE A
Tenant Manager IR E BB FEEER AccountCsrfToken Cookie ©
${post_edited_translations.segment}

* Itk “X-Csrf-Token 1258 » BIZSEMERE 24 CSRF token Cookie HY{E
c HieSRERIETIEAIRE, | AcsrfToken REGFENERTIEDE o

${post_edited_translations.segment}

@ ${post_edited_translations.segment}

WMREATE—FA > 55EAH APl ©
WMEREYATE—EA (Active Directory) ° 351 StorageGRID API

MRICHER"${post_edited_translations.segment}" ¥ {3 Active Directory fF% SSO HE
i o BAZEEEH—&% APl 5A3K > LUERYS# Grid Management API 2% Tenant
Management APl BXIHIESSEREM, o

MERBMBATE—ZA > BEAAPI°
AR ITEA Active Directory {2 SSO B35 iLtFER > BIEAELERAA o

FIYAZ Al
* [RHZEER StorageGRID EFAEE BN SERERN SSO FAERBIES o

12


../admin/how-sso-works.html

s NRTIBFEFES BIE AP » REEHEHFIRSA ID ©

RAR LTS
EERSEE S » eI LUER T &Rz —

* The storagegrid ssoauth.py Python {5 S EAIR StorageGRID ZEEZBIED > (/rpms BER
RHEL » "./debs 3#FH% Ubuntu 8 Debian » L& ./vsphere A VMware) ©

* curl EERBTIERIZEH o

YNREHAT curl TIERBAVEREXRE » 2 LIEREEZEE o g EHER | A valid

SubjectConfirmation was not found on this Response?®°

@ ${post_edited_translations.segment}

WNREEF) URL ARIERIE > RAISE @B EIUTEEER | Unsupported SAML version ©

SER
1. FEEUTHP—E R AREVSREER
° {8 storagegrid-ssoauth.py Python 5<HE o RifE S EE 2 o
° M curl 55K o RITFLER 3 0
2. NREAB(ERZ “storagegrid-ssoauth.py 15 <85 & ST IHERELS Python FEESR M MITZIESHS o

${post_edited_translations.segment}

° B—X A (SSO) 7% ° #iA ADFS 5 adfs °
° SSO fERE%TE

° StorageGRID ZEEFRTERY4FIT

> ${post_edited_translations.segment}

yﬂ%:u:u ﬁm*ﬂ}i EE API > EIJEEBH:T*H}E' mE}E‘ ID o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
sk ok ok o ok ok ok ok ok skoke ok s okok ok ok skok ok ok sk kok ok sk okosk ok bk ko ok skokok ok kb sk sk bk ok ok sk sk bk sk sk b sk sk ko sk ok ok

T T T T T T T T T L T T T e s T T T T s

StorageGRID Auth Token: 56eb®7bf-21f6-40b7-afob-5c6cacfb25e7

StorageGRID #ZHEREN B/ PR M © IR7E > AT LURKER SSO FFER APl —1% > FERILENEEE
fthsgX °

3. MNREEA curl BFXR > FIKBTFILERIR(E

13



a. BB AFTRRES -

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ HETFE Grid Management API » s5f/A 0 {2 TENANTACCOUNTID °©

b. EEIZWBEEERERE URL > 38M /api/v3/authorize-saml i POST &K » M CIFEHFEFREE
MY JSON #RES ©

LEEEHIRR T S B2 EE URL B9 POST 53K TENANTACCOUNTID © 45 RAF{HIELS "python -m
json.tool' IA#% P& JSON #RES ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

ILEEEHIAYCIFE B & —{EA%iE URL ARFSRYEEE URL » EREZE8IMNY JSON 4RESPEE ©

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. fEFEIEHR sAMLRequest > UEERERSHHEA o

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwAS3D"

d. #¢ AD FS V881 AP imzAR ID M52%E URL

—EHERERSAIEIERN URL HEREARE



curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

EfEESARHAXID !

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. ftOEhREEFARIHFEX ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. ${post_edited_translations.segment}

curl -X POST "https://$AD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-id=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS f&[E] 302 E#EM > WARBEFEZERINE o

>m

@ WMRIECHY SSO RMRYA T ZARTE (MFA) » BIREBIERPERESE _EHEHHHE

B o

HTTP/1.1 302 Found

Content-Length: O

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw33D%3D&RelayState=12345&client-request-id=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. t[EIFEF(E7E MSTISAuth Cookie ©



export MSISAuth='AAEAADAVSHpXk6APV...pmPOaEiNtJIJvWY=

h. {EEEEE POST KRR Cookie MIISEMI B X GET 3K o

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

[EIFEIREERI B AD FS TIERSERE - MHTHBEHER » BRAX 8 ZRERERLIRHN
SAMLResponse °

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XExVWx3bk11MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMQO==
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">
<input type="hidden" name="SAMLResponse"

value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. {HIFFEREIEMIAY saMLResponse fE -

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- {EFE#FH sSAMLResponse ’ A StorageGRID 2 /api/saml-response saRUESE



StorageGRID B&s&HERL o

1L Relaystate * FBEREFIRS ID > HEWNMREEEEZ A Grid Management APl » 55 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EfEESEESE

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cactb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. Ol EERE L (#1F A MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

IREEEILAER MYTOKEN REEEEMEAENR > MEREMR SSO RHEMA APl —#k ©

MEREBATE—ZA » s55H APl ©

MREEMBEE—FA (SSO) - AlnAEZH—ZRT API 5K A BERE Grid Management API % Tenant
Management API ZH o fIRIE{E M Active Directory YE%& SSO B3 BHLFER > BISLERBAEMA o

RERR EAEFS
MERE > EaEBEBNE—SHEREE » MmiRE StorageGRID API © 3% » G el A
StorageGRID &3 E—&H (SLO) > EHREHBMH StorageGRID FHEEEM o
TR
1. BEELXCEENELER » 338 cookie "sso=true" {HiE4S SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

17



fEE—EZEH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. {#FEH URL °

export LOGOUT REQUEST
='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

3R[E] 302 [EIfE - EFTERMIENERNRESE API ETHEL ©

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. ${post_edited_translations.segment}
fi|B% StorageGRID bearer token FUZE{EA TVEL/RA SSO KitHE o AR KR "Cookie "sso=true" > EHE
1 StorageGRID & » MARZE SSO #KEE ©

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content BIERTEAEREEEL o

18



HTTP/1.1 204 No Content

MBRBATE—ZA (EntralD) - :5{FH StorageGRID API

IS AT=] "${post edited_translations.segment}" B f£F Entra ID {E%4 SSO {HFER » f&r]
LUfE A B a5 < B3R XS AR Grid Management API 8 Tenant Management API
HBE KGR EM o

WRERLA EntralD E—F A > 555 A APl ©

MRIEFEF Entra ID %4 SSO 311 > BIERAMUTERA -

FAYaZ Al
* {®ENEE R StorageGRID FHEFAANHSHEHEERN SSO BF A MAULFNZES o
s NREABEZEFEREIE APl > BEZHEHRBARSE ID ©

RAASLLIERS
EERUSERTEEN > AILUERTYIEAE < ¢

* The storagegrid-ssoauth-azure.py Python }5<H5

* The storagegrid-ssoauth-azure.js Node.js }§< 5

EMEE<THEER(IL StorageGRID 242 B %+ (RHEL % (. /rpms * Ubuntu 8% Debian % . /debs
> VMware 8% . /vsphere) ©

EERECBECH Entra ID BJ API 24 > ;520 “storagegrid-ssoauth-azure.py 1§95 © E1@ Python 159 E
%@ StorageGRID #HMIEEK (% {EzERAREYS SAMLRequest » 5 _{EEKAREUSIRIEREN) - |
BFHIFO Node.js 59 HEEL Entra ID BEILUETT SSO 121E o

SSO R LUER—ZT APl ERIRHIT » BEFRMLAFGE o Puppeteer Node.js 148 E] FFYHMEY Entra ID
SSO A °

UNREER URL ARIBRIRE » & ZEFLITHEER | Unsupported SAML version ©

1. T35 RSP RRIAR A ¢
a. 4t Node.js (FB2R] "hitps://nodejs.org/en/download/") °
b. ZEEFREEM Node.js 40 (puppeteer # jsdom)

npm install -g <module>
2. ${post_edited_translations.segment}
SR1% > Python 15S BRI FERY Node.js 5 < BE3K#11T Entra ID SSO H& o
3. MIRIRTE > FBANUT2HMNE SERSHEEECT)

19


https://docs.netapp.com/zh-tw/storagegrid-120/admin/how-sso-works.html
https://nodejs.org/en/download/

° FARE A Entra ID By SSO BF TRttt
> ${post_edited_translations.segment}

> ${post_edited_translations.segment}

4. HIRIRREF > BARES o WAEHIFE Entra ID EREHZH MFA 21 o

sso-email-address user@my -dosain.com

(D ZISSHEREER Microsoft Authenticator £1TZHEEEE (MFA) o BAEREENIES
U EREMAZNA MFA (B0 A SRR IERRRE) o

StorageGRID $EHEREIEAEHIE TR © B » EAILURKAER SSO BB API —if » ERILERAE R
iR -

MREBE—F A » 55(#H StorageGRID API (PingFederate)

WMRIEHEE "${post_edited_translations.segment}" XA PingFederate 1% SSO {HFER
» BAZEEE H—Z% API 553K » LUEXS# Grid Management API 3 Tenant Management
AP| BRIHVEREB ML o

MREATE—EA > FEAAPI°

WMRIEEF PingFederate 152 SSO S0 HAERT » B LI TREA o

BtaZ Al
* {CAIEER StorageGRID fEMEBHANEAERAER SSO AL LIBNES -
* QRIS IR AP > CREAERSIRS D o

BRI FERS

EERSESE SR M UER TSz — !

* The storagegrid-ssoauth.py Python }§<I5{i}% StorageGRID ZEEAEZ B » (/roms AR
RHEL > “./debs i3} Ubuntu 8 Debian > L& ./vsphere AR VMware) ©

* curl BRI TIERIZEEH) o

NRIEHIT curl TIERIERVERE NS » 2 TIERIZFIAE AR - IERIBEEHRFIER | A valid

SubjectConfirmation was not found on this Response?®°
@ ${post_edited_translations.segment}

WREE] URL 4REEMRE » EolgE @ EEILL #5852 | Unsupported SAML version ©

20


../admin/how-sso-works.html

TR
1. FEEUTHAP &S A RS ERa R -
° ffif storagegrid-ssoauth.py Python }§<HE o BifEHEE 2 o
° 8 curl XK o RITELER 3 o
2. yNRITAEER "storagegrid-ssoauth.py 15 » SIS IEBIELS Python fRRESS I I TRIE<HS ©

${post_edited_translations.segment}

° SSO 757% o SR LUEA A "pingfederate” BYfEAIEHE (PINGFEDERATE ~ pingfederate )

° SSO FEAERTE

° L8t StorageGRID BI481F o LI PingFederate © IS EREEH » EAEMAE o
> ${post_edited_translations.segment}

° MREAAFEFEAEIE AP > BIEZEHFIRS ID o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

T e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID FAERE EE# irhiR A » TUE - (ATLUESRIER SSO F5EA AP —1¥ » BRI Bttt
iR o

3. WNREAMER curl 35K > BRI TIITERIRIE
a. BT AFRALY -
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ HE1FH Grid Management API > 55 0 {E4 TENANTACCOUNTID ©

b. BEEZINEHEEMERS URL > 55 /api/v3/authorize-saml #H POST E3KR » WtEIEFIEIREE
MY JSON 4RES o

tEEBHIEE Rt TENANTACCOUNTID HNE2ZEERE URL By POST Z3K o & RIHFIEE python -m
json.tool IA#&Fk JSON #RHSE o

21



22

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

IHEEEFIRIEIEE S —E4SE URL RISHERE URL > ERESERIMNY JSON 4REEFEE ©

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#7ZEIEFRR saMLRequest » UBIEREm<THER ©

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. BEH[CIFEF Cookie » i [SIFE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. [EH Tpf.adapterld) {& » i#iHCIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. ${post_edited_translations.segment}

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g BEH 178 B

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. {#3% Cookie &/&EE :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I (BTEPEEEAIARAY SAMLResponse B :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- {FFE#FH SAMLResponse * [ StorageGRID 2 /api/saml-response saRUESE
StorageGRID E&sEHERL o

12 RelayState » FAERAHEFIRS ID » HEWMREEEEZ A Grid Management APl » 55 0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EIfEEZERESHE

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ EIEFRIBEE M 74 MYTOKEN ©



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

REEAIUER MYTOREN ZREZEEHMEEK > BLEAREEA SSO R ER APl —#% ©

MERBRATE—ZA > :5EH API©

MREMAE—FA (SSO) > B AEEH—ZRT|API ZEXK » UEH Grid Management API 8¢ Tenant
Management API o S1R&EMA PingFederate F%4 SSO &3 pI{HMER » BB SR
RARS LE(EFS
WMERE > KNS BERNE—SHEREL > 1EME L StorageGRID AP ° (& » {SHRTLUfE
StorageGRID &3 E—5H (SLO) > EFEEHBH StorageGRID FEEEM o

1. EEELEHEEMNZLFER » 5518 cookie "sso=true" {FIE4 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EE—EZEH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. #1FEEH URL ©

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. ${post_edited_translations.segment}

curl --include "SLOGOUT REQUEST"

#R[0] 302 [OIfE - EFTEEUETERIMEER AP ETHES ©

24



HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0O7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. ${post_edited_translations.segment}

fiB& StorageGRID bearer token FUB{EA TV ELIZAE SSO BiHEE o AR KR "Cookie "sso=true" > EHE
HHE StorageGRID & » MAFZE SSO #KEE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content BIERTERAEREEEL o

HTTP/1.1 204 No Content

£/ API {=F8 StorageGRID IffE
EA]LAER Grid Management API 5E2 {2 StorageGRID R4EFRBVSEINSE © (=RTHEE
% > BNEAIERMERI A I TEAZIBEABRA TIERVAER o

RS IEAETS

(ERAYA RAFTRCEHMY StorageGRID RSN F LN  EAMARML root (ERE M A
% Root access i1 BB ABHARERE ERBIMENE—H% -

A TIERILTEER AR - FERUTER !

A RBR—RIRFHER - BERIUBARANANHIAE StorageGRID RANREFRE 27 REBFYMG
HZ2M > A REHERFEE TERPHERXEEAFIREMHERIRS ©

‘AT AR LUEBEA Grid Management API 1Ry T{EAINAES RFRZEMULEAZ - FBTE Grid Manager (£
EEAENTEN AP hR2EH ME#EEE root BHE INEE » AF A JREFEEESFERE (8% root FHE
HMBREE TRoot FEVE H#IRZBH4EMNERE) A EEMAHERIREB root (FREZE ©

1. FEVAAISEIE API BY Swagger X o 2R"${post_edited_translations.segment}" ©
2. %3 =FIHhEE) iRk o
3. EE=HAEIEAE (BN MEEFES root FAEZENE] ) » 5A5M AP EEMTREERA !

{ "grid": {"changeTenantRootPassword": true} }
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using-grid-management-api.html

EERSTAHEF > M2FTFHEE root 5] IHAEENZ (=M - EFFHE root 15 SRR ABLHIREFERE
NET > BEAEREEIEE root ZHER API ERERHELEL » i1 B3R "403 Forbidden" °

${post_edited_translations.segment}

FERIBERT > eI LUER Grid Management API E3EYF EERMITHAE « B2 » NREHEN LEEEHBIINEE
WEIELA > BB L= activateFeatures THEEAR S o

@ activateFeatures INEEE EZEHEE) c MREREFAULINGE » FHEE » TGk AKEEFEA
FRIEMEFAINEENFES o KN BRI EE R MTSTIRLUEREMIERAIITIEE o

1. ${post_edited_translations.segment}
2. %% M=FATHhEE) UmEh o

3. ${post_edited_translations.segment}
{ "grid": null }

BUHERTRE > FAaIEE (EESEHEAEESERIEE) MEEHEE - 2FHAEEERE 818
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}
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