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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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NetApp® StorageGRID® Appliance Installer

‘ Hame Configure Networking - | Configure Hardware - ‘ Meniter Installstion Advanced -

Home

This Node

Nede type Cateway w

MNode name | wlrBea1

Primary Admin Node connection

Enable Admin Node  |J
discovery

Primary Admin Node IP _. 152.168.7.44

Connection state  Connechon 10 152.182.7.44 ready

P—
it

Installation

Current state  Ready to start instaliaton of xirdr-10
inte grid with Admin Node 132,188,744
running StorageGRID 11.8.0, using
StorageGRID software downboaded
from the Admin Node.
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Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork

Enable network

Network bord mods

Enable VLAN {802, 1q) tagging
VLAN (B0Z. 1q) tag

MAC Addresses

HArEEE R RS

| auto

Fooed j_w rega.te-"
Choose Ficed port Bond mode if you want 1o tse ports: 2 and 4 for the Grid Network and ports 1 and 3 for the
Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

]
Active Backup | (@)LACP (202.3s9)
If the port bond mode Elwe;arﬁeau Donds mist be in LACE {B02 Zad) mode.

m o8

Y

|
)
=

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

-~ o
(O)Independent i iwe-Backup |
Connect the Admin Network 1o ports & and 6. [ necessany, you can make 3 temporzry direct Ethernet

connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for sooess.

d8:c4:5T7:2a:24:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

Active-Backup | @)LAcF {802 3ad) )
If the port bond mode is Aggregate, sl bonds must be in LACF (802, 3ad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

—T Tt o
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Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IF address of the host you want to reach. To verfy the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test
Metwork Grid w

Destination [Py
Address or FQDN

Test MTU [

2. e TRV AR © EEREE AR | K - BRI o
3. B AZABRR £ EHMIPVAUN ST EEE LTS (FQDN) o

g0 ~ A B Eping R B = B EIREIRL_ERIRE o
4. =i R RIE MTU #2051 ~ DUBRRR AR RS EI B AI#AY MTU RRAE ©
g ~ eI ORI FE R B ENRE B R [F) 04 & B RL 2 IRV ERTE ©
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5. #—T TRISEMEES o
IBEREGEN « IR TPing test passed)  (Ping ItiBA) S ~ LFitipings S it o

Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the netwark you want to check connectrty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwiork Grid [

Destination |Pvwd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity
Ping test passed

Fing command output

PING 18.96.184,.223 (18.96.184,223) 1472(1588) bytes of data.
1480 bytes from 18.96.164.223: icmp seq=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = ©.318/8.318/8.318/6.000 ms

Found MTU 1588 for 18.96.164.223 via bre

FERAER

- EEMTURRE"

BRsR B IRIR B ARV B AR

A7 fE{RStorageGRID RZ AN EEREE ~ 55MERIStorageGRID (AEA) HEZH#EEIA
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1. % TSectionApplianceZ#£F2) & - #— T StorageGRID T4HAEAFRR >R EAR B (nmap) *1 °
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7ZEXAYGrid NetworkiE1E18 o

e ORI RAG PR FE R3S B B BAGrid Network R EL{th B 2L 2 RIRVIEARAEST ©

2. AR T RITURE R « EIVEE RGP | 9%« BIR SRR
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fEREFIRIEEHLE « WEBHIFT o
4. EATCPEIRIEIRES « LUZSROMRAVERIREE « SEIRHE o

Port Connectivity Test

Network Grid y
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

5. #—T TRREREES) o

° UNRPREEMEIFIRE ARATERELZ B M ~ TPort connections test passed
BRI ERIET c nmapf LEHEFIERIBR S ©
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

° YNR BRI TR BB ARV ELR  BEMRIZRE—ESSEENVERE « 8] TPort
Connectivity test failed) CGEHEEGAFHLK) S TEREREEETD o nmapis L H ET7EHEIE
T

FHARIZRHEAIERERBE G Closed) (BRI K& o AN~ BENEFERIIERIENTE
FZEARRE ~ StorageGRID B EIRE LRARMIT IEMARF. K~ GrREGEEE=REERE o

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE

22f/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

° MREEDH—NSEENNERRRIEZBERAERER - AASKRESER HERBERAEK
BU S o nmaps L EIHESTEREIE A ©

ALBEIRR A TCPERERERER T FRERR « BERRBERNARELRIEEE - ERFERIEE
B~ BIBRRGIRES TE&E) - AJRESWPbAfEEH o

() @5 TClosed) (BRIE) fomise .
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager b ¢

Welcome to the SANtricity® System Manager! With System Manager, you can...

More (10 total) »

* Configure your storage array and set up alers.
» Monitor and troubleshoot any problems when they occur.

s Keep track of how your system is performing in real time.
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Home Hardware

HARDWARE

Learn Mare »

Legend v I Show status icon details )
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Node Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption |
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