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S3 Object Lock

Allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object

Lock, you must enable this setting when you create the bucket. You cannot add or disable $3 Object Lock after a bucket is
created,

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable 53 Object Lock

Default retention

Disable

O New objects added to the bucket will not be protected from being deleted or overwritten. Does not apply to objects already in the bucket
ar to objects that have their own retain-until-dates.

Enable

@ New objects added to the bucket will be protected from being deleted or overwritten based on the default retention mode and period
you specify below, Does not apply to objects already in the bucket or to objects that have their own retain-until-dates.

Default retention mode

Governance

Users with special permissions can change an object's retention settings or they can override these settings to delete the object.

@ Compliance

Mo users can overwrite or delete protected object versions during the retention period,

Default retention period @

90 Days v

Maximum retention period on this tenant: 100 years
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aws s3apl put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=ON --endpoint-url https://s3.company.com
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aws s3api get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "ON"
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aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=0FF --endpoint-url https://s3.company.com
aws s3apl get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "OFE"
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aws s3apli put-object-retention --bucket mybucket --key myfile.txt
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2022-06-
10T16:00:00"}"'" --endpoint-url https://s3.company.com
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aws s3api get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-06-10T16:00:00+00:00"
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aws s3api put-object-lock-configuration --bucket mybucket --object-lock
-configuration '{ "ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 1 }}}' —--endpoint-url
https://s3.company.com
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aws s3api get-object-lock-configuration --bucket mybucket --endpoint-url
https://s3.company.com
{
"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",
"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",
"Days": 1
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aws s3 cp myfile.txt s3://mybucket --endpoint-url https://s3.company.com

Put fEEX G E[OEFE -

upload: ./myfile.txt to s3://mybucket/myfile.txt
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aws s3apil get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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Create endpoint

: - Select : 1tication type
o Enter details : (E) elect authentication type
Optional

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

MyGrid

URI ©

https://s3.company.com

URN @

arn:aws:s3:::mybucket
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Bucket>arn:aws:s3:::mybucket</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Create |ILM Ru lE Step 1 of 3;: Define Basics

Wame | WyTenani - versicen retention

Description | retain non-current versions for 3 days

rrytwraal [(ME2ELA R0 BN 15047 ])
Tenart Accourty [aptional] @

Bucket Bame comMaing meytiucked

Create |LM Rule step 2 of 3: Define Placements

Configure placemant instructions to specify how you want objects matchad by this rule to be stored

MyTanant - verslon retention
LT -Gt PR it fof B9t

A& rube that uses Noncurrest Time orly applies to noncurent versions of 53 clyjects.
You cannot use this rule as the default rule in an ILM policy because [t does nat apply to current object versions.

Reference Time Moncurrent Time
Placements @ 11 Serm by start day
Framday @ stare  for - L days H
Type | replicated = Location || sitel Copies 2§ Temporary location | - Dptional - - + |
Retention Diagram @ L metresh
riga
oy — |
-
s by
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() Choose agroup type () Manage permissions o Set 53 group policy
LI L =

Set 53 group policy @

An 53 group palicy controls user acceds permissions to specilic specific 53 resources, including buckets. Mon-root users have no access
bry default.

No 53 Access

Read Only Access "Staternont”; [

[
Full Access PERect™: "Allow",
“Action™ |
@ Ransomware Mitigation @ "s%CreateBuciet”,
31 DeleteBurcke!”,
Custom *si:DelatefteplicationConfiguration”,
Murid be a valld JSON karmatted string ) “sd:DeleteBucketMetadataMotification”,

"51-Get Buckethc]™,
“sd:GetBucketCompliance”,

nrﬂu;.’:.l I

UTREHERANAR - ERESREASHIASIAIREE « UAREERIE

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteReplicationConfiguration",
"s3:DeleteBucketMetadataNotification",
"s3:GetBucketAcl",
"s3:GetBucketCompliance",
"s3:GetBucketConsistency",
"s3:GetBucketLastAccessTime",
"s3:GetBucketLocation",
"s3:GetBucketNotification"
"s3:GetBucketObjectLockConfiguration",



"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"S3

GetBucketPolicy",
GetBucketMetadataNotification",
GetReplicationConfiguration",
GetBucketCORS",
GetBucketVersioning",
GetBucketTagging",

:GetEncryptionConfiguration",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetLifecycleConfiguration",
ListBucket",
ListBucketVersions",
ListAllMyBuckets",
ListBucketMultipartUploads",
PutBucketConsistency",
PutBucketLastAccessTime",
PutBucketNotification",

"s3:PutBucketObjectLockConfiguration",

"s3:
"s3:
"s3:
"s3:
"s3:

"S3

"S3

"S3

"S3
"S3

1,

PutReplicationConfiguration",
PutBucketCORS",
PutBucketMetadataNotification",
PutBucketTagging",
PutEncryptionConfiguration",

:AbortMultipartUpload",
"s3:
"s3:

DeleteObject",
DeleteObjectTagging",

:DeleteObjectVersionTagging",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
:ListMultipartUploadParts",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObject",
GetObjectAcl",
GetObjectLegalHold",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
GetObjectVersionAcl",
GetObjectVersionTagging",

PutObject",
PutObjectAcl",
PutObjectLegalHold",
PutObjectRetention",
PutObjectTagging",
PutObjectVersionTagging",

:RestoreObject",

:ValidateObject",
"s3:
"s3:

PutBucketCompliance",
PutObjectVersionAcl"

"Resource": "arn:aws:s3:::*"



"Effect": "Deny",

"Action": [
"s3:DeleteObjectVersion",
"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketVersioning"

1,

"Resource": "arn:aws:s3:::*"
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n StorageGRID Tenant Manager

OASHBOARD

STOIAGE (811

Buchuis

ACCESS
MANAGEMENT

Buckets » bass-bucket

base-bucket

Regeon: wus-east-1 Space uzed: 0 bytes
Chale Created 2025-06-25 MORAS 5T Capacity limit —
Cilsject cownt; a Citpect count lim: -
Dhebéte chijecss in dusiet St B

53 Console Ducket optiars Buckei access

Branch buckeis for base-bucket

A branch bucket provides access to objects in s buckel as they sxsted ot o certain teme, A& branch bucket provisdes access 1o protected data. but doesn'tserve a5 4 backup, To continue 1o

arotect dats sk thege {egbres on base buckote 53 Object Lock, cross-grid repicatian for base buckets, or bucket palicies for versioned budoots to clean up old object versons

m &
a

lranch tnscieet name 3 Branch bucket ype (71 2 Before time (31 2 Dwiw orested . 3

brandh backet- 1 Rend-write 2005-06-25 1deD52 IST I05-06-25 140607 IST
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Create branch bucket of base-bucket

Manage settings
o Enter details 9 R QII 9
ptional

Enter branch bucket details

Branch bucket name ()

Required

Region @)

Before time (2)

6/25/2025 = 03 :| o4 PM | IST

Branch bucket type
@ Read-write

In the branch bucket, you can add or delete objects or object versions,

O Read-only

in the branch bucket, you can't modify objects. In the user interface, bucket settings related to the modification of objects
will be disabled.

Cancel
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