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aws s3apl put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com

i Eeu A SE

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}

* B

aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315

* EREENZIRNEVF

aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

* Y BYATIR

aws s3apli head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BACl16516152E560F933F261BF03
--endpoint-url https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%bee862e9f9%a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5": "rjGuMdjLpPVleRuotNaPMQ=="
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aws s3apil get-object --bucket <bucket> --key <file> <file> --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

@ MREKRBEMNZ S8 - B FEFNGetObjectFXERFULEITERE T84 82 (InvalidRequest
) I EYHERERARSRIHEMEZENERGEE o MEREIERNSE A SEEEWH o "
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Bucket SSE-S3&34l
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aws s3apl create-bucket --bucket <bucket> --region us-east-1
--endpoint-url https://s3.example.com

© RHFEFERME

aws s3apl put-bucket-encryption --bucket <bucket> --server-side
-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}"' --endpoint-url https://s3.example.com

* RHBAREE

aws s3api put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

* Y BYATIR

aws s3api head-object —--bucket <bucket> --key <file> --endpoint-url
https://s3.example.com



{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}

* ISt

aws s3apil get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0ON --endpoint-url https://s3.company.com

* (EFGet{FERERE o

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com



"LegalHold": {
"Status": "ON"

* BREERE

aws s3apl put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* B GettFEREE ©

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"

ERETEEL
* M REEURE ERIREBGECTTR ©
aws s3api put-object-retention --bucket <bucket> --key <file>

--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com

* FESRMRERIARE

aws s3apil get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com
+



"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"

* REMREHE (UXRBNEHSBEN -~ XER TSEMHAPL FRESRN MREEHIEAHE -

aws s3api put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled":

"DefaultRetention": { "Mode":
-url https://s3.company.com

"Enabled", "Rule": {

"COMPLIANCE", "Days": 10 }}}' --endpoint

* FESMREIARS

aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com

"ObjectLockConfiguration": {

"ObjectLockEnabled": "Enabled",
"Rule": {

"DefaultRetention": {

"Mode": "COMPLIANCE",
"Days": 10

* RHBAREE

aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

* P& LRENFRBFERE S EIRAY T LR RE R R -



aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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* MFREEHEFRENMIT

aws s3apil delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

* JhREEFE R

aws s3apili list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com
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aws s3api list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com



"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM] YWMTQtQkNDQSOxMUVDLThGOEUtNJQ3NTAWQzAXQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.7340004+00:00",

"Owner": {
"DisplayName": "TenantOl",
"ID": "56622399308951294926"
}
}
1,
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantOl",

"ID": "5662239930895129492¢6"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNiOxMUVDLThFMzgtQORGMJAWQjkOMjML",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"

* MIFRYFHRYIRTE AR S

aws s3apl delete-object --bucket <bucket> --key <file> --version-id
"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject
operation: Access Denied
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"Principal":"*"

"Principal": {"AWS":"*"}
o fHERFrEERAENIEE ID (BER AWS IRF)
"Principal": { "AWS": "27233906934684427525" }

° EAE CRETIRFIERR ASBRIAE R - SERFRRIEMES)

"Principal": { "AWS":
"arn:aws:iam::76233906934699427431 :user/tenantluserl" }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-

user/tenant2userl” }

° BHE CRETEEFIETR R MERRY A a ERE4E - SRR EMIER) -
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"Principal": { "AWS":
"arn:aws:iam::76233906934699427431:group/DevOps"  }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

F*178) * | B—#H S31FEEEIRTIIEBHGERE -
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JSON JREIRIERAMNT :

"Statement": |

{

"Sid": "Custom name for this permission",
"Effect": "Allow or Deny",
"Principal": {

"AWS": [

"arn:aws:iam::tenant ID::user/User Name",
"arn:aws:iam::tenant ID::federated-user/User Name",
"arn:aws:iam::tenant ID:group/Group Name",
"arn:aws:iam::tenant ID:federated-group/Group Name",
"tenant ID"

]

bo

"Action": [
"s3:ListBucket",
"s3:0ther Action"

1,

"Resource": |
"arn:aws:s3:::Example Bucket",
"arn:aws:s3:::Example Bucket/*"

1,

10
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AWS Policy Generator

The AWS Policy Generatar is a toal that enables you to create policies that control access to Amazon Web Services [AWS) products and resources. For more information about
creating policies, see key concepts in Using AWS ldentity and Access Management. Here are sample policies.

Step 1: Select Policy Type
& Policy Is a container for permissions. The different types of policies you can create are an 1AM Policy, an 53 Bucket Policy, an SNS Topic Policy, & VPC Endpoint Policy, and an 505

Queue Policy.

Select Type of Policy | 1aM Policy | — For aroun. policy.chooss JAM Policy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission, See a description of elements that you can use in statements

Effect () Allow @ Deny

AWS Service |[amnzon 53 v A Services (%)
multiple stabemants 16 add permisssoms for more than ons servics T Chogse Amazon 53 sarvice
Actions - Select Actions -- s | 1A Actions (') o Selsct the 53 actions lo allow or diny

Amazon Resource Name (ARN) l]: — A

AN shauid fallaw the follewing formats am:awss3: 4{B

midiBuckel NMame

MeyMame

Add Conditions (Optional)

Add Staternent No Action selected. You must select at least one Action

Step 3: Generate Policy
A poficy is a document (written in the Access Policy Language) that acts as a container for one or more statements,

Add one or more statements above to genarate a policy.

EEESITRFERIAER | #HERAFERERE S3 Bucket JRA o * IR RAVIRER : TR & TE
A1 o LUBAEHEIRRIENIREA > ZABIIE AFTHEIR * A XTRNERAENBEEN » SETENME -7 T8
E1 THIURED > H—TEEEUIERS TFAESE HRTPESH S3IFHEZTEN AR - *E §
Amazon BiF%fE (ARN) 1 AiRAE AR o EEFRRAMBAIMNLE Tamn:AWS:S3 & 1 1 11 o fim
c"arn:AWS ¢ S3 ¢ . Example_Bucket"
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products and resources, For more information about
creating palicies, see key concepts in Using AWS Identity and Access Management, Here are sample policies,

Step 1: Select Policy Type

A Policy |s a container for permissions, The different types of policles you can create are an TAM Policy, an 53 Bucket Policy, an SNS Topic Policy, a WPC Endpoint Policy, and an 5QS
Queue Policy.

Select Type of Policy 4—— Eor buckst policy choose S3 Buckel Policy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission. See a deseription of elements that you can use [n statements.

Effact @& Allow O Deny
Principal | | Y riiaws:iam:  Tenan! \Duser/User Name
Ll i COTTNR TSSOt Miiltiphe vidlies
AWS Service  pmaron 53 . All Services ('*'}
Lise muliipie staternents to add permbssions far more than cne service
Actions .. Select Actions -- o [ All Actions (') s Suloct the 53 sctions to allow or dany

Amazon Resource Name (ARN) | | — arniaws:sd:Bucket Name

ARN shouvld follow & fgwing format arncanve:s3: o §{ SucketRams )/ §{ KayName}

Lise o comma to sepa muitiple vilues

Add Conditions (Optianal)

Step 3: Generate Policy
A policy s & document (written In the Access Policy Language) that acts as a contalner for one or more statements,

Add one or more statements above to generate a policy.

BN > NREEREEEITRRA > BFIAEAEHELITIRTFNFRBEYHEHRIT GetObject % > MRABBIIEE
tRER T1T8H) BHERNEREA TS TBFIE
* 35EHY S3 Bucket Policy 2 ERBI4E8Y o
BE TR MR
* B ATTIHEHEE - arn:AWs:iam::95390887230002558202:Federated -group/Marketing
* B—T TFRAEEl Hit
* BABTEEEN - arn:AWS:S3:::example_Bucket,arn:AWS:::::example_Bucket/*
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management. Here are sample policies.
Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Bucket Policy, an SNS To
Queue Policy.

Select Type of Policy |53 BucketPolicy |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements.

Effect @ Allow ) Deny

Principal |am:aws:tam::95390&3?:] — arn:aws:iam::95390887230002558202: federated-group/Marketing

Use a comma to separate multiple values.

AWS Service Amazon 53 ~ All Services (I*I)

Use multiple statements to add permissions for more than one service,

Actions - All Actions ('*')

Amazon Resource Name (ARN) |arn‘.aws:53::!axamplebu| 44— arniaws:s3:examplebucket arn:aws:s3: examplebucket”

ARN should follow the following formak: am:aws:s3:::${BucketName}/${KeyName}.
Use a comma to separate multiple values.

Add Conditions (Optional)

* B—T THESRPAL iR

You added the following statements. Click the button below to Generate a policy.
Principal(s) Effect Action Resource Conditions

» arn:aws:lam::95390887230002558202: federated-group/Marketing Allow s3:® = arn:aws:s3:::examplebucket None
= arniaws:s3iexamplebucket/*

< EE TR MR
* ASBEANENE
* #—T T GetObject # ListBucket B1fE1 ZiBHIH1R

13



1 Action(s) Selected
(] GetMultiRegionAccessPointRoutes

L L

GetObject
[ GetObjectAcl %
() GetObjectAttributes

/ (] GetObjectLegalHold
(] GetObjectRetention ali
(] GetObjectTagging
[] GetObjectTorrent

L L]

2 Action(s) Selected

() ListAccessPointsForObjectLambda
(] ListAllMyBuckets
ListBucket

/ [ ListBucketMultipartUploads
(] ListBucketVersions X
() ListCallerAccessGrants

C] ListJobs

* BIABTEEEN - arn:AWS:S3:::example_Bucket,arn:AWS:::::example_Bucket/*
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management, Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an 1AM Policy, an S3 Bucket Policy, an SNS Tt
Queue Policy.

Select Type of Policy [53 Bucket Policy V]

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements,

Effect @ Allow () Deny

Principal [ ]

Use a comma to separate multiple values.

AWS Service Amazon 53 ! All Services (.*.)

Use multiple statements to add permissions for more than ane service.

Actions 2 Action(s) Selected ¢ [ All Actions ("*')

Amazon Resource Name (ARN) [arn:aws:sa'_::examplebu] a— arn:aws:s3:;examplebuckel, arn:aws:s3: cexamplebucket/*

ARN should follow the following format: arm:aws:s3: 18 {BucketName}/${KeyMame}.
Use a comma to separate multiple values.

Add Conditions (Optional)

* BT THTEERPA) it

You added the following statements. Click the button below to Generate a policy,

Principal(s) Effoect Action Resource Conditions
= arm:aws:iam::95320887230002558202 federated-group/ Marketing Allow s3:" = arn:aws:s3:examplebucket None
« arn:awsisd::examplebucket/®
- Allow = 3 GatDbject - am:aws‘.sa:::eumplwu:kﬂ Nowmne
& 53:ListBuckst « arn:aws:s3:iexamplebucket/*

* BT TEERA il gL —ERERE - BnECEENRRA -

15
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Policy JSON Document

Click below to edit. To save the policy, copy the text below to a text editor.
Changes made below will not be reflected in the policy generator tool,

{

“Id": "Policyl744399292233",

“"Version": "2812-10-17",

"Statement": [

{

"Sid": "Stmt1744399152838",
“Action": “s3:%",
"Effect": "Allow",
"Resource": [

"arn:aws:s3:::examplebucket”,
“arn:aws:s3:::examplebucket/*"
1
"Principal": {
"Aws": [

"Sid": "Stmt1744399288838",
"Action": [

EREEM json XF > NTFF- -



"Id": "Policyl1744399292233",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Stmtl1744399152830",

"Action": "s3:*",

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": {

"AWS": [

"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "Stmtl1744399280838",
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

It json AIMKIRARMGER » thE]#80R MHIREE ) 17 EJ5RY ID MRRZATT -
ERREEATENRE > R UBIRELERE -

fugn

TR SHHEERIREET Sid » L EHES(E
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"Statement": |

{

"Sid": "MarketingAllowFull",

"Action": "s3:*",

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": ({
"AWS": [

"arn:aws:iam::95390887230002558202

"Sid": "EveryoneReadOnly",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1y
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

B¥4HEA] (IAM)

F BHERIIETFR
LEEHARANEREREFR LA EREERERBZEFE T

18
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{

"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"

BRI HEREFE
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()  iEBIEAEStorageGRID SUIFRREIHIT « RAS3 APIA BRRHIHT o

19



"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
by
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,

"Effect": "Deny",

"Resource": "arn:aws:s3:::*"

14 SH T R & PR
ItE Bucket [RRUi 1 IHTE (R B HARIPRHIZ 10 RHERE

{

"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": [

{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal"™:"*",

"Action": [
"s3:PutObjectRetention"
I

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {
"s3:0bject-lock-remaining-retention-days":"10"
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"Statement": [
{
"Action": [
"s3:DeleteObjectVersion"

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

REHERGI A AAMEEFIENE—F B (858
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"Statement": [
{
"Sid": "AllowUserToSeeBucketListInTheConsole",
"Action": [
"s3:ListAl1MyBuckets"
1,

"Effect": "Allow",
"Resource": |
"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
I
"Effect": "Allow",

"Resource": [

CFEHES T
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"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
"study0l/"
I
"s3:delimiter": [

n/n

"Sid": "AllowListingOfstudyO1l",

"Action": [
"s3:ListBucket"

I

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::study"

I

"Condition": {
"StringLike": {

"s3:prefix": [

"study01l/*"
]
}
}
"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",

"Action": [
"s3:Getobject"

I

"Resource": |

"arn:aws:s3:::study/study01/*"
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"Statement": [
{
"Sid": "Deny non userl",
"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::34921514133002833665:user/userl"
by
"Action": [
Vg3 gl
I
"Resource": |
"arn:aws:s3:::bucketl",

"arn:aws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::34921514133002833665:user/userl"
by
"Action": [

"s3:GetObject",
"s3:ListBucket"

I

"Resource": |
"arn:aws:s3:::bucketl",
"arn:aws:s3:::bucketl/*"

AT ARG D A B MEEFEVERNERE -
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"Statement":

{

[

"Sid": "Deny all S3 actions to employees 002-005",

"Effect": "deny",
"Principal": {

"AWS": [
"arn:aws:iam::46521514133002703882
"arn:aws:iam::46521514133002703882
"arn:aws:iam::46521514133002703882
"arn:aws:iam::46521514133002703882:

]

bo

"Action": "x"

"Resource": [
"arn:aws:s3:::databucketl",
"arn:aws:s3:::databucketl/*"

:user/employee-002",
:user/employee-003",
:user/employee-004",

user/employee-005"

"Sid": "Allow read-only access for employees 002-005",

"Effect":

"Allow",

"Principal":

"AWS":
"arn:
"arn:
"arn:
"arn:

]

b

"Action":
"s3:GetObject",

(
aws:
aws:
aws

aws:

[

{

iam:
iam:
tiam:

ilam:

:46521514133002703882:
:46521514133002703882:
:46521514133002703882:
:46521514133002703882:

"s3:GetObjectTagging",
"s3:GetObjectVersion"

1,

"Resource": |
"arn:aws:s3:::databucketl",
"arn:aws:s3:::databucketl/*"

24
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"Statement": [
{
"Action": [
"s3:DeleteObjectVersion"
I
"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"56622399308951294926"

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"
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* IEBAIRAAER | EETEERBEMIFRY 4 ~ (2R IE B RIRRIIAEIRE o
* EREEss (AIE - 1850)

* #REE *ID

B FR T EMFEREIRE B4R - StorageGRID

fii|B% BucketLifecycle
» GetBucketLifecycleConfiguration

* PuttBucketLifecycleConfiguration

& en B HARER AV 1S

BiUSEmBHERNE—Y MERI—EE3—%ZEHRAIsontEZ o fI40 ~ tbIsontEREE ={ERA
WTWT

1. #5811 {EBRAMR RIS category1/ HHFTE key2 {E7 tag2 FI¥I1F o Expiration2EU3EE i R AERTEY
YIRS 2020 £ 8 B 22 BF®REIHA -

2. $RB) 2 ZEFEAREFISR category2/ HBRTEIYIME o Expiration 28035 € B ER RIS RT R4S 1T 1REE 100 X
iBEA o

@ SRR ZAAR I EEEW (VB - SR B AT B ETBIBREE BN X% « AIEER
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3. #5181 3 BB AT category3/ AHFFHIMIME o Expiration 2 BUEEN EIIFAEMIEE IRRAR TRk
BAIhRZE 50 KiBHA o
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"Rules": [
{
"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",

"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
}y
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
bo
"Expiration™: {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

by

"Status": "Enabled"
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B A aERRRRR IR 2 % ~ SR EE PuttBucketLifecycleConfiguration Z3K ~ i HERE#EE ©

IEERERBHERTEnBIERRERELBRETIETRYIM testbucket ©

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

LEERFEMRINE M BEASEREE 555 WM GetBucketLifecycleConfiguration E3K o #40 :

aws s3apl —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket
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"Rules": [

{
"ID": "Delete after 90 day rule",
"Filter": {1},
"Status": "Enabled" ?
"Expiration": ({
"Days": 90

AR ZAIE S ARV A e iE HA SR BR S 51
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"Rules": [

{

"ID": "NoncurrentVersionExpiration 10 day rule",
"Filtexr": {1},
"Status": "Enabled"?
"NoncurrentVersionExpiration": {
"NoncurrentDays": 10

}

}

]

}
=8 5 EIFERThRZ

ERRA | ECRERERRBENTAREIUBRIRENEENFRER < iR © REEHINIFERTRAIL
MR ESIRIESESCEAN1ERES o

"Rules": [
{
"ID": "NewerNoncurrentVersions 5 version rule",
"Filter": {1},
"Status": "Enabled" ?
"NoncurrentVersionExpiration": ({

"NewerNoncurrentVersions": 5

ERFEHEMARAR B IRMIRMES
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"Rules": [

{
"ID": "Delete marker cleanup rule",
"Filtexr": {1},
"Status": "Enabled" 2
"Expiration": {
"ExpiredObjectDeleteMarker": true
}
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"Rules": [

{

"ID": "Delete current version",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {
"Days": 30
}
by
{
"ID": "noncurrent version retention",
"Filtexr": {1},
"Status": "Enabled",
"NoncurrentVersionExpiration": {
"NoncurrentDays": 60
}
by
{
"ID": "Markers",
"Filter": {1},
"Status": "Enabled",
"Expiration": {

"ExpiredObjectDeleteMarker": true
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"Rules": [
{
"ID": "Markers",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {

"ExpiredObjectDeleteMarker": true

"ID": "accounts version retention",
"Filter": {"Prefix":"account "},
"Status": "Enabled",
"NoncurrentVersionExpiration": {
"NewerNoncurrentVersions": 4,

"NoncurrentDays": 30

"ID": "noncurrent version retention",

"Filtexr": {1},

"Status": "Enabled",

"NoncurrentVersionExpiration": {
"NewerNoncurrentVersions": 2,

"NoncurrentDays": 10
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