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Credentials
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@ Review
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Access Control Export Policy (1 rule defined)
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DT B EE1%283.9.13hR ARV E T

Cloud Volumes ONTAP 9.10.1

BlueXP IRTEAIIUSFE K EIE Cloud Volumes ONTAP 9.10.1 ©

"ZE ABECloud Volumes ONTAP Rz R BB IHAE" ©

19



https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9101-relnotes

NetApp Keystone 5]
TIRTERTLUE A Keystone 5TBI2R3Z T Cloud Volumes ONTAP HA BECH &H o

Keystone Subscription B —IEMUBERK R E5TRIAERBIRTS « alARIFER OpEx HERT ~ MAEIZERIH
BEXRSTHUHHEEEANERE « IBEIBBHESEZREE

1EA LU BlueXP ZREMIFRA#HR Cloud Volumes ONTAP #3322 Keystone TR ©
* “HEABEME NetApp Keystone 5TR" ©

* "BEERUN{AIRAYAME R BlueXP Y Keystone 5TRI"

2IAWSEIH L 1B
BRISZIEBAWSTEXME (KBk) (EEAEIE3E&E) AYSZEE o Cloud Volumes ONTAP
EIZIRHE

Azure P HYEAI—4EENEE R FNHABC S ~ E15188023F149000&F A BB Cloud Volumes ONTAP ZiEMRE
EN i

I EEARRECloud Volumes ONTAP #3%2833.9.13RBIERY _new KR ©

2021F1084H

MR R23.9.11 iR Z<BI ConnectorFR AV EEEE o

Z£259.10.0 Cloud Volumes ONTAP

BlueXP IRTERIUERE K EIE Cloud Volumes ONTAP 9.10.0 ©
"ZFABECloud Volumes ONTAP 2z REIEFTNAE" ©

HErEERE R

FFI4E%E T 7£Cloud Volumes ONTAP Microsoft AzureE{Google Cloud P2 EZ(EIRIBFIEMMR] (BRBAEES
NRER) o BERMIRETIOMEIE34018E o

20215952H
Connector 3.9.10 iRZAs#EH TFIBE o

Azure X R EENNEZ SR

ERlZEA7ECloud Volumes ONTAP Azure R HYINEE BENINER "Azure HIFARFSNNE" EFAMicrosoft B IEAYE
i - BEFIREIUNAFEATAEENNESE « RESM NS ERENE -

1. Azure B T8 R1FE - AR EZREERELESE o
2. #tBlueXPH ~ fEAAPIZEIICloud Volumes ONTAP {F A £ INAE R B2 28VIRIE o

20


https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://www.netapp.com/services/keystone/
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-9100-relnotes
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/

RIS S ER" o
2021FE787H
T5 & T 2 EEHI Connector 3.9.8KkH ©

2T ESE
2R E S ACloud Volumes ONTAP RI A o

* RERBYOL : ZERISHETEEMKIECloud Volumes ONTAP ZREME—TIiB{1E o 1IZH#ETAINetAppiR S
AR ~ RCloud Volumes ONTAP BEXHIRHE BHNBE « EHMAERIAZEREANZIER S - 2R

EUEHRRIRM « 83F Essentialsd},_Professional_ ©

* * FreemiumZES&* : Freemiumal:Z2 &% EEMACloud Volumes ONTAP NetAppigHHIFRATHAE (BiktrER
173%19‘%) o BHERMKMNERILERE LRA500 GiB ~ MAREXZIEAH - BEZ O A 10/EFreemium%

"R ABRARIE AR EEIR" o

W T RIERILUEZER TR E T A A

Cloud Volumes ONTAP Charging Methods

Learn more about cur charging methods

FPay-As-You-Go by the hour

* Bring your own license

Bring your own license type

Capacity-Based -
Package
Profassional -

— Freemium (Up to S500GB)

—H

21



WORM({#F R R t—Ax e A

—RBA » ZREN (WORM) EERHFHEABRNTAERR « IRERTAMNCloud Volumes ONTAP #5ECHEEA °
"ZEABEAE WORM {#7F8E"

FEAWSH HIm5dn.24xlarge

1#£9.9.1hRFAY4A ~ Cloud Volumes ONTAP Sz#Em5dn.24xLarge I TIERE4ERAITHEEMN T © PAYGO Premium ~ B
HIE (BYOL) #Freemium

"f£Cloud Volumes ONTAP AWSH1E 1R S 1B IR 1B 4HAE" o

EIIRAENAzure B EEFAE

#£Cloud Volumes ONTAP Azure I —EINAE T BRI R « SIREAILUEERANERMSEREHERE
MERIEIR -

Location & Connectivity

Location Connectivity
Alure Region Resource Group
WEST US -
O Create a new Er(‘ll![] @ Use an QI:F_\EIHE E‘.{}UJ.'I-

Re e aro Marme
Availability Zone {Cptional) it i

RG1

T3 #EFR AT :EBlueXP7ECloud Volumes ONTAP ZBE LB akfilp&Er « B R AP B —ERNENEIR !

"Microsoft.Network/privateEndpoints/delete",
"Microsoft.Compute/availabilitySets/delete",

BN AT ZEBlueXPHY S ABAZUre sl IR (B LERER o "iBtRAzure R FTEYConnector[EA!" o
AzuredIR7E B/ FBLOBARTEEY
#Cloud Volumes ONTAP Z21415% « EEV BANNEFEIRPE - BlueXPIRIEZ{SH* BlobABFE ©

Azure Private LinkiZ3&Ih8E

IRIETERS ~ BlueXPIRTE R T B2 iR IR B LB Azure Private LinkiE4R « WA {3#Cloud Volumes ONTAP HY
EERFER o

&7 RCloud Volumes ONTAP AR IEINAERY_all_fEEF IR A IRTERFERTABEL o

22


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html

"HRABEEZUN{AEEDS Cloud Volumes ONTAP {3 Azure FAF Link 1BBCEAIHAE" o

Google Cloud® B I AERARE

1£9.9.1hREEYS ~ Cloud Volumes ONTAP 1B iF4EHiE (PDES) o

ISLESSDERHBREMNSGIB I0PS ~ E L FEMAEEAR s o

Google Cloud~H3z#%Custom-4-16384

2#Cloud Volumes ONTAP BYINRE AR B & custom 4-163841423485! o
RGNS ESER FHITIRANARS « S LUESEFR « BRMEZ TR ZENn2-Standard-4123488Y o

"#£Cloud Volumes ONTAP GCPH 15t L IEHI4HAE" o

2021FE5H30H
LUTF23.9.7hRAsHIConnectorFAs 2R A ER o

AWSEMEEEN

EMNEEELHEETICloud Volumes ONTAP :Z{&Cloud Backup Service EFFAWS Marketplace I E &495K
BESEINEE o B§TiBI o LIRS ARTEDAIER

G RTFEEZULISTREEIR ~ Cloud Volumes ONTAP (SR LUSIBEBSHIER « HEESIRRAMRELERZ2(EPIB - D
BESIMHHEFRAE (B—HIREEHA) -

BITE "AWS Marketplace EH" B ERATEMRFMAER ~ s5RI1E 22775788 Cloud Volumes ONTAP" LAR A BEfR
IS HRESETE o

AWSHEBSHARRE L RITREC

IRTE ~ EBlueXPEIIZ2#Cloud Volumes ONTAP HEEEIRIER « © &S E0 Y T EBSHAIER o i5LE1E50
ZCloud Volumes ONTAP T 2B EEB A EIM

R RRFFIEFIRA] (SCP) REEHER « SIREER A o

BEh BRAB &S AR

NRIEEA_auto_ 7 ERAEHIRE ERAEMNDE « CIRTEAIUERAPIERR &R/ AR o
"BR RN AR R RIS AIER o

1EaR BT EHRR

B IIFEINFS VolumeBs ~ BlueXPIRTEE LUEIRIEFRER BT EBEL/RR « SBEER HIEIFrRELFRR -

M FREE Y EE i IR B

IRTE  BlueXPEMMIERTECloud Volumes ONTAP ERET—ERMEF « LUK SRR P 12 BV EE ARARHARRA B 14

23


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://aws.amazon.com/marketplace/pp/prodview-q7dg6zwszplri
https://aws.amazon.com/marketplace/pp/prodview-q7dg6zwszplri
https://aws.amazon.com/marketplace/pp/prodview-q7dg6zwszplri
https://aws.amazon.com/marketplace/pp/prodview-q7dg6zwszplri
https://aws.amazon.com/marketplace/pp/prodview-q7dg6zwszplri
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes

MR EIRRIER - IEMERITAVIREZERRE AR EMPEEEISRE o
BIAIERINAE I BRABREENRE « R EERHEEREIIN A
#FHEE ~ ConnectorEEFHMIER A BEMIBRAZuUreRE o "t AZzUre Z#HHIConnectorEE" ©

"Microsoft.Compute/snapshots/delete"

20214F5824H
££439.9.1 Cloud Volumes ONTAP
BlueXP IRTERIIUEFE & EIE Cloud Volumes ONTAP 9.9.1 o

"ZEABECloud Volumes ONTAP f#Zs iR FISEEITHAE" o

2021F4811H

T E 2 REMIHL3.9.5hAI Connector Pl A A TR

TR E

IR7E ~ BlueXPEJ#H ¥ EEITHICloud Volumes ONTAP #FJHAEIFE R I4SS « IRHBEEZC AR S IHAE o

LiERE S EIIRZERMIFFONTAP ~ WINGEEREWRE TR  BAFNEIEMBENFEEREMLERES
BfER -

X RAWSHHIGP 3R

#£9.7hRFAYA ~ 1B BAASSD (GP3) 4kt o Cloud Volumes ONTAPGP3H Y @ AR IKAISSD « AIERETL
EE B R A B0 BE 2 RET IS 18T o

"ZEABEAZFEECloud Volumes ONTAP (B GP3EiEIBRIE " o

AWST 3% 1% S HDDRHARE

AEXZIE SR (SC1) ik o Cloud Volumes ONTAP

FEAR AzureEFIRFRITLS 1.2
EBlueXP{EAzure P& I 72 1R B LU Cloud Volumes ONTAP £ 18Hs « (EFZIRBA M TLSARAIRITE1.2kR ©

20213H8H
BT 23.9.4hRE RS EE

Cloud Volumes ONTAP 9.9.0

IR7E ~ BlueXPEIAZFE & EIECloud Volumes ONTAP E#79.1.0 ©

24


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-991-relnotes

"ZEABECloud Volumes ONTAP f2ZAS R B EHTTHAE" ©

FIEAWS C2SIBiE
EIRTE R LATECloud Volumes ONTAP AWSE £ EiRARTE (C2S) IRIEHFIFESUAE 1589.8 ©

"B {AIRA YA EAC2S" -

FAR A BEENCMKETAWSIIZR

BlueXP—[AFE:EE Cloud Volumes ONTAP {EFHAWSE B B IEARTS (KMS) RINZXIBMEERL o #Cloud
Volumes ONTAP HFEZ 15X 1251299 0F0RHIA ~ MR ITFETHEIERCMK ~ EBSHARE RV ERIAIFEE
ESIWEBERHEBEINER - UAI R ENMZREBSER} o

FHF B Cloud Volumes ONTAP - &4 BiRH{EACMKAIHERRA4SIAMA T o

"RABREYN{AIEEAWS KMS Cloud Volumes ONTAP $&BCIhSE" o

% 1EAzure DoD

1RIRTE B ILECloud Volumes ONTAP Azure Department of Defence (DoD) Impact Level 6 (IL6) HAZfERE
IHEE o

Google ClouddIPiLHE

IS 4L Cloud Volumes ONTAP T 7£Google Cloud#{fEEFANetApp 9.8 K B#ThRASFAERIPAIILE = - 1RiE
fas% ~ BEL—EIPAIE (MBS S=ERLIFRSEEELIFA—E) o S LCEEEFEHAPIRBUASVME
IBLIFBYERIL ~ UNUERTR DERIMPIIERY TR K ©

"ZEABEfZGoogle CloudIPIHEEER" o

Google CloudfyH=VPCz1E

& %7ECloud Volumes ONTAP Google CloudHE#8E—4E MEE&EXHAI B « IRTEETLUEIEVPC-1 ~ VPC-2
FVPC-38y THERVPCI o UAIRBVPC-0RJUAEHZEVPC o ZIEIEEFECloud Volumes ONTAP B EHThik2s
AZIE -

"ZEABEEGoogle Cloud48iREEK" o

2021E1H4H
T5 & B 2 EEMTT Connector 3.9.2kk A< o

AWS outs

@B~ FFIEMH Cloud Volumes ONTAP ~ 7£ Amazon Web Services (AWS) BJ lReady | (®i4&) &
firh ~ IEERBEERE - SK - HPESEER - HFIEEREE T BlueXPFICloud Volumes ONTAP LAAWS outs#
ERERIINAE ©

MR EA AWS Outpost ~ BT Cloud Volumes ONTAP £ TTEIE1E) BT HIEEEY Outpost VPC ~ 7£3%

Outpost HEPEINFER 2 © feftl AWS Y{ERIEM VPC #HE o 57EE ~ BB 1E AWS Outpost ZfE
Connector ©°

25


https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes
https://docs.netapp.com/us-en/cloud-volumes-ontap-990-relnotes

BRIRRGI RIS ¢

* BAI{Z Cloud Volumes ONTAP iR 8 —RiMMN AT B AL
&R LUEAL Cloud Volumes ONTAP fFRY EC2 HITIEREERIN GRS BEFriRHMIER
* BRfEZIRBASSD (gp2)

Zi&Azureti@HJUItra SSD VNVRAM

EOTEE— SRS L5/ E32s_v3 VM $EAEF « A5 Ultra SSD f# VNVRAM Cloud Volumes ONTAP "7
EEIZ SRR Azure Hhi&" o

VNVRAM Rt E T ARKEE

EiZEAzure AT FHE &I

CIRER LOEB B H PR E B —#1E Cloud Volumes ONTAP HYB] FIEE &Y IR TKRBEEIZEAZ - AIBlueXPE
FICEE—E -

Location
Azure Region

West US -
Availability Zone (Opticnal)

SuTIe

Select a subnet -

Google Cloud B ARERE

Baiz#& GCP 1Y 64 TB Hhk o Cloud Volumes ONTAP
() et GOP RS - EBEAUBIBARREBIIEISE 256 TB -
Google CloudRiIFikesas!

BRI IET5H#25485) . Cloud Volumes ONTAP

* n2-Standard-4 (& Explore 1) K BYOL
* n2-Standard/8 (Z1RZERE) K& BYOL

26


https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd

* n2-Standard-32 (& Premium #Z#£) & BYOL

2020 F11H3H
LU 23.9.0hRBYConnectorFR{HBYEE -

Azure Private Link Cloud Volumes ONTAP for IHAE

RIEFEER ~ BlueXPIRTERIECloud Volumes ONTAP ZiBRIEFIRE 2 BB Azure Private LinkiE4R o FABELL
AJ{R:E Azure FiREL 7 BIAVELRE L2 o

* “EABRE Azure FAHE A"
* “EABEMUNAIFEHE Cloud Volumes ONTAP 1§ Azure FAF Link ¥EEC(EAIHAE"

E X PR

RIS HE AERRAFENTE - KESIE - B iREnERERNTE
KENINGE o SHIFERRELERS

ELEPRHIEE AR BlueXP HEY Cloud Volumes ONTAP EIE o HE 1R Cloud Volumes ONTAP A& RILEIHAER
PR%I  "HifECloud Volumes ONTAP (Z$4T:RFE)

BlueXP R3Z3E##17 FlexGroup Volume

#SA Cloud Volumes ONTAP S2#& FlexGroup H4EE& ~ 1B BlueXP BRIAZIEZEIL FlexGroup HEEEE o 4N
FRFlexGroup &1System Managers{ CLIRII—EZIRINEEE « AIfERBlueXPHBEEIREERZAFE - B
AT REEE A B FlexGroup THAERZRITHAEEBC(E M

() 7 BluexP shERYI FlexGroup RIREAIAE S 5t EAERAMMRAPHEL o

BlueXP7A3z#&Cloud Volumes ONTAP S33&FE2EH

B7X Cloud Volumes ONTAP 31% S3 AR FEFRERVEEIR « (B BlueXP L RIEAEFLEIIFENEIET)
AE o FACLIRRES3AFImHECloud Volumes ONTAP INAEZ IR REB ML o MNFBFAE - A0 'S3
HAREEEIRIERE" o

"= ABECloud Volumes ONTAP f#3x $& S3FN ELth Fi B im{F 8 i EFIINRE" ©
BlueXP 3z & f#7FVMAY K28

BlueXP FRIMEMIGERE VM (SVM) KEIMIERRES A% IE © S JAfER System Manager 8¢ CLI ©
“RABEMR SVM KEEERTE" o

A5 AsciDoc FrTEBRMAERE 4

FEBFA 3R S VAt {6 B 2R 2R Sl im B Y U B o

27


https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.microsoft.com/en-us/azure/private-link/private-link-overview
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limitations.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-s3-cg/home.html

258

{25}

X7 {85}
XF {85}
XF {E%} XF

B
o=
Sio

)W
b 4} 4 g 2
e e Imm
X X g 5
i I mi

o
S
c

O o o
St St
e

£

{ vbar}
XZF {vbar}
XZF {vbar}
XF {vbar} XF

EESH

{ plus }
XF {plus}
XF {plus}
XF {plus}
HESR

{startsb} # {endsb}
XF {startsb} FIXF {endsb}
XF {startsb} FIXF {endsb}
XF {startsb} FXF {endsb}

EREREYZE R
{nbsp} Z1&

TEETRH
£ {zwsp} Z#

2%17:708 Cloud Volumes ONTAP

(2£1752BACloud Volumes ONTAP ) for theZ3& {TsRERIR AT ERRZASHVE N © hiRASHIFITH
FE ~ STIRRVAERE ~ HTFIRE] ~ URAEAIRISER E E mINFERIE R IR S RE -

"Hi{ECloud Volumes ONTAP (ZX{TsRER) "

28


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html

FafER

EABEfZ Cloud Volumes ONTAP

FF8 NetApp £2if » (I URECEIRFEFRAENEE « RRR{CERRE - 248X
$RIE1E o Cloud Volumes ONTAP

FREZRENFFRAKE « AIEEiR ERNTIET SR EREEIER o Cloud Volumes ONTAP ONTAPE 12
MR EERRE - WIRH T EZINEUHTRAE

G IEEVES

BRANEZNEEERMIBRRAIN - BB « BREEE BRI - REFNSEERE -
* BURE

MR EIRIRIR S EMAERT « BERMVATEMNFEEE -
* BRlfRE

FIF NetApp BAEERBIEEHEMT SnapMirror ~ IR EERMES TRl « :EXEERAEEANRZE
{EFAZEM o Cloud Volumes ONTAP

Cloud Volumes ONTAP t11£2 BlueXP &7 EiE[RE S - IRt REN BN EIERIEE - UKEHRERRET

57 o
" ABESR BlueXP H{pBLER"
s BB

TR BN RFE RN BRI - MATR AR o
* ERRER
£/ NetApp SnapCenter IHEEFE(R NetApp Snapshot #EARHI—E14 o
"ZEABESnapCenter fZIHAE"
c Bilge
REERINE -« WRMHEHEHRFNEZTERESHITNEE o Cloud Volumes ONTAP
* RAVEERBEEE
81 BlueXP DR S B EHREE AR I HFISURE R

"RABERZ BlueXP S4E"

()  F&ERBRIAEEIEE ONTAP © Cloud Volumes ONTAP

29


https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/snapcenter/concept/concept_snapcenter_overview.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html

"#%1RZ & Cloud Volumes ONTAP 1B 89T 1B ThAE"

"ZFABE Cloud Volumes ONTAP fZIHAE"

S BRBURTERE RS

7EONTAP {3237 2$Cloud Volumes ONTAP BYZIBIBIER « BlueXPHEERLZERRE
SIBRRAS TSRS o

B EBALIEFTA EfthCloud Volumes ONTAP FYRRZS o

AWS

B —HRk
* 9.13.1 IER}

+ 9.12.1 GA

* 9.12.1 RC1

*+ 9.12.0 P1

©9.11.1P3

*+ 9.10.1

©9.9.1P6

+ 98

« 9.7 P5..

* 9.5p6

HARC %
©9.13.1 IF={

- 9.12.1 GA
. 9.12.1 RC1
- 9.12.0 P1
- 9.11.1P3
- 9.10.1

- 9.9.1 P6

- 9.8

- 9.7P5..

- 9.5 p6

Azure

B—E,
* 9.13.1 IFTX
¢ 9.12.1 GA

30


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud
https://cloud.netapp.com/ontap-cloud

* 9.12.1 RC1
« 9.11.1 P3

*+ 9.10.1 P3
*991%8H
*991%T7H
*98% 108
« 9.7P6

* 9.5 p6

HAFEC %t
*9.13.1 IF{

« 9.12.1 GA

+ 9.12.1 RC1
«+9.11.1P3

« 9.10.1 P3
*991%8H
*991%7H
*98F 108
« 9.7 P6

Google Cloud

Bk
*9.13.1 IE{
+ 9.12.1 GA
*+ 9.12.1 RC1
*+ 9.12.0 P1
«9.11.1P3
+ 9.10.1
+ 9.9.1P6
+ 98
< 9.7P5..

HAE %t
* 9.13.1 IER{
+ 9.12.1 GA
* 9.12.1 RC1
* 9.12.0 P1
*9.11.1P3

31



* 9.10.1
* 9.9.1 P6
*+ 9.8

Amazon Web Services A F§

TEAWSH 13 A F9Cloud Volumes ONTAP
D EAEEHER « Cloud Volumes ONTAP FLAERItA{ FEAWSEYINRE ©

0...

RITR ?;z%% 2AM ~ IRP BIEERBRT AR o "BEAZYNETE AWS 1T Connector”

FEEE ~ NREAEETECloud Volumes ONTAP ;X 7ZEVAEE AR A F4REE P EE 12 ~ QUK BFENZ
gt Connector M 7FEXfEsZConnector L #1TAIBlueXPEAE /T o "B ARUN{AI1E E A 7 BV PR 4 R B 1 & 550

Z#EConnector”

o RBITHIAERE

BlueXPiRtAT & LIFE M FERNTALREEN » HECHAILIEI B CRIAER - IREEEEE CRIAER - X
BRAR A FRBVEEIA o R ABRAE" o

e BT RBAEE

1. FERIGH VPC FF4BEEZ #5815 2382 Cloud Volumes ONTAP 212 [EIRVELR o
2. BYFA1B#2VPC for NetApp AutoSupport B HAE 48R 72X INAE ©

gnR{TFECloud Volumes ONTAP #ATFEVAEFRAEER RV ERRE 2R ~ AR TERITULDER -
3. BRE S3 AR#5HY VPC Ukt o

YNRITAEERE S ERIE Cloud Volumes ONTAP RERHFENRA A #TFRE « BIFEE VPC lnkh
"RABRRRERR TR K" o

e =B E AWS KMS

YN R EAEFEEC Cloud Volumes ONTAP {8 Amazon INZRBEER ~ BN BREFREEERATHNEEETEE (
CMK) - ‘”J@%;E%i“ IAM At « B REIRIRMAIES key AL WIERESR « LUEKEE CMK B
EIEERA o FEARE" o

o {EFBlueXPE{EICloud Volumes ONTAP
B—T g TRIRIE * 1 ~ EEEERENRFALEE - RAEBTHRBETRNDER o "REZTIER"

32


https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html

MERREAS
* "#BlueXPEILEE23"
* "¢ AWS Marketplace EXEh Connector"
* "{E Linux F1% EZ24E Connector Xf2"
* "BlueXP{EEFHAWSHERAITHAE"

7£Cloud Volumes ONTAP AWSH iR &R —iE4HEE

7£ Cloud Volumes ONTAP AWS HERERF « (KR LUEIER S TIEEEERNFELRTER
4~ WATLUEI B CRYARRE o INRICIEZE G S RVARRE  FEZIEARR] FARYIETE o
512 Cloud Volumes ONTAP — B S IhAERVISfE
BZTESEETER#Cloud Volumes ONTAP 352 o S{EIEIEMALEEIZT S BRI EER -
« "7 A BECloud Volumes ONTAP fRE R TN A posS s IE"
. "BEARYN{AER T
BEL ENHE
FIEAERS AWS HIEHIZIE o Cloud Volumes ONTAP "8 S EE I 2 555 8" o

1 BSC RN AWS Bl » A AEB LB PRy R SRR o IR EBHE" -

EESIRRITER
RIFCEERREEE - EZEHITERLEE - Cloud Volumes ONTAP

"AWS3z1ECloud Volumes ONTAP F= &40 RE"

PR AR {7 PR

—ERFERNRFANFEIEDE LR Cloud Volumes ONTAP B HGR] - HIRHIG R EE SRR X
I\ o TERRBIKERERT « TEZE RIS LIRS o

"AWSHIETZFRHICloud Volumes ONTAP"

TEAWSHEREE R IR

7% Cloud Volumes ONTAP MHIZIE/RIE « BB mEMEEBTENTE K o TEERITERIERR « HEREZN
BERRA/ NS ~ (e B ERARRS
WITERSEREY
* BIEEHERESE EC2 MITERERNRAEEEM IOPS B o
* MRBEZEAERFRARS « HEESR S CPU KREEERMMITERED o
* MREHNEARERAZEN « FEIEAREH RAM R -
° "AWS XXf§ : Amazon EC2 #{T{ERELEH"

33


https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://cloud.netapp.com/cloud-volumes-global-regions
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/

° "AWS {4 : Amazon EBS R{E{b#{T{EE"

EBS HiHRERE
EBSHREET 2 M ERES TR ° 2R ABRMEBSHERAIERZAG « 5526 "AWS X+ © EBS

Volume £88I" o

« BAASSD (GP3) HiHERMAREAISSD « AIERELIFE &AM EE 2 RES F4T - MBER
LUIOPSHIERIEERES - HTIEGP3MEiECloud Volumes ONTAP BIRRZASATHEER(E A © 9. 7R Bk ©

EITEINGP 3 ERE ~ BlueXPEIEATARAVIOPSHIRIZEE « BLEESRIBERNHIEAX/NMRHIEE
IEgp2HAERAIRAAE  IERILURBIEE « UESHIAEREHFIMAEE  ERFIFZERBRENE - BAERK
FIREEBSMAEIRSS - AMEZ  SAIRBTRKRENIBMTEARIE o F/FEE o "R ABRMGP 3R K E 3 AE

FHiE=Cloud Volumes ONTAP -~ LtEIHAE R EBCGP3tERE S I Amazon EBSSEIEHEREE IHAE o "FE A B fE
EMHEESTE" o

* JBASSD (gp2) HRAIFEZETFEHRIMAEMEE - WEERLL IOPS E ©
_ERECEMIOPS SSD (101) WHiIEEBRNEEURSHAESESMEEARRERIER -

FHX = Cloud Volumes ONTAP ~ x#EAmazon EBSIEMVolumeIhAEIEEC IO HERE o "5 A BE fRoE M hidht
EHiE" -

* _Throued Optimized HDD (ST1) _HEERARKEFRNIEAH - ST FERFTEURBENERE
HIURE —HHERIES o

() EREEEBELHHDD (ST B FREEEHSBENHEZRE o

EBS REREA /N
MR TEEARTIRRVAARE "Amazon EBSTE S AR EINFE" 28 ~ IEEEEREICloud Volumes ONTAP —E %
SEEDEIBYIATATE AN o 218 ~ IREAEILLT "EBlueXPAMEEAM A S BINRERAENLE "HTEIES
AR TNYEIE
s £ AEER/ N\ AIEEE o

* EBS HAERRVAAEERHAR A/ NERA o K/VRTE SSD HAERRIEAE |IOPS FER A FHERE ~ LK HDD B
BREVEZETN SR RIS o

© &8 EZIEESIRMANTE _ FHEMEE _ AUBAIR A/

© EMECEERARIMER (FIUN75M84 TiBRHAR) ~ tRTAEEDEEUSARAIOPS ~ EAEC2HITERE RIS
HIARPRE] o

N EBS HAMRXISERVEEAAE T ~ 5200 "AWS SXfF ¢ EBS Volume $E7Y" o

UN_EFR#t ~ Cloud Volumes ONTAP z3EAmazon EBS3& 4 VolumeIhBEHI R B4R RE RN ST IR I B IERE A/ o
"RA R MR IR o

R R E AL
BRT RETFEEAEER 25 ~ BlueXPth BB E Ein{#fF R FRMHFCloud Volumes ONTAP fEERRER (FIKE
£ IREEL ~ ZOBERFINVRAM)  © 27 HREBER « 7EZBZECloud Volumes ONTAP STERTZ Al ~ SR 5ER

34


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSOptimized.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#gp3-ebs-volume-type
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html

SRR LA o

"£Cloud Volumes ONTAP AWS /R R B I B TRRHAER" o
(@ EEBHBBAGHE o BIFConnector TR MBI o

#{#%7£Cloud Volumes ONTAP AWS OutpostEZBEINAE

ANRIZAH AWS Outpost ~ EATLL Cloud Volumes ONTAP £ T T{FIRi%E ) #BEAHEEEY Outpost VPC ~ 7£3%
Outpost FEBEINFERZ o fEEREL AWS FREYEREM VPC 48[ © s5E R ~ BB S7E AWS Outpost ZpE

Connector °

BRIARGI AT

* BAI{Z Cloud Volumes ONTAP ZiBE —fEMNAFAZIBERHK
* {&E]LUEALD Cloud Volumes ONTAP (SR EC2 HUTERSER ISR EEFriREnIIER

* BRIEZIZ@ASSD (gp2)

W EEHEER E T

7£ Cloud Volumes ONTAP AWS FREIENR ~ IGRE45TE VPC MBIVEHEER - LI ERATIRFRARKEIES

WEE -

B—AZ R B —EREHAEC Y

AWS E3| TrEE
e

VPC

FHERE

)ifé'ﬁﬁ,‘ﬁﬂ (IREREECH

Z{EAZsFHIHARC

AWS &3 R EBE
&1

VPC

)?f%’?iﬁ,‘ﬁﬂ (RERECEEH

BnEL 1 TREEE
BNEL 1 FHERR
BNRG 2 Ay ARMEE
BNRL 2 FAERR
PRI AE &

35


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html

AWS &l TaEE
FR 7T FHEER

RT3 RIRACE

REEEERBTE IP 3L

BnEL 1 _EERIRYFE 1P {iit

BNRL 2 EERIAYTE) IP (it

8 1P (IARIERERR

EERARE

BlueXPRI:E{TE{ECloud Volumes ONTAP AR AZRERTE ° EEEERAREZA « CREZTHEE—ARA
BREZBNER « UWRERASERARERNEMRERES o "RABBREARE"

BEEVolume AR ELE

B2 LIRFEFREDEE « PRV EPIERENAERHEFESE o ONTAPTEBlueXPHEIIFIREE « Kr] LURERAREL
EENER EIEENF B L INAERRENE o SRR A RS EINAE « UIHBNIERERERRIRERE °

NetApp R INAE R T 530

BRERIECE

HERNERAERELBREFREERNEREAESNEERTRME - REZHAFSREAEERTER M
EEERABNFESREDECHEEMIRE -

ERERMIPR

HEERNENER « TN E—HABIRINSEEHIAELEEN « FILRANE - EEREMANHRULE
—(EHRENBEENER « EMFEREFEERK -

R T BRI TR R A AR EREE
B2 E VAR

AWS HI482ER Cloud Volumes ONTAP

BlueXPE&ECloud Volumes ONTAP % EINaeTe S AER TTH ~ FIRNIP{ILE ~ AHE&IESH]
A o MEREERMAAUFIEHAERAER - BEHNABIPAULEIA « BEENERUE

SE5F

<> =T

—RRES

AWS HBERFE TFHIENRK o

HENRL A HA9PRABER 77 EX Cloud Volumes ONTAP

ZENetAppIIRE R TR ENBL R B IMB PR AR ZENTNAE ~ LLINAE AT BB R B RAON ~ LS EE
4NetAppFfti sz #EEBFY  Cloud Volumes ONTAP AutoSupport

36



EREAIRA M AS R B ABE RS HTTP / HTTPS RE2EEZE T5iHEL - Cloud Volumes ONTAP 7 5E:E 5! im2h
&3X AutoSupport BIEEEILE ©

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup
MREHF NAT HITERS ~ I BERBALZRMEFERA ~ UREF HTTPS RENFAE FHERE A FHPRHEE
U0 SR 3 H AV 4B PR AR B B AR % (B 3X AutoSupport THEEMENLE ~ BlBlueXPE BH1#Cloud Volumes ONTAP f&89Ih

AEME BT R MR R E AEF Connectorfifil & ProxyfRIiR2S ° —H TR ER(REZSNZ 2 M EHA T EIZIE3128
FHIEAELR o ZRZEConnectorz % ~ (FEERERRILERSE o

QD%‘H*%T Cloud Volumes ONTAP A&V EHFRA A2 1% « ABEECloud Volumes ONTAP &t i BFE (RS2
1BIEIREIEIE312872 1. Outbound BAEMZ 2 EEHA -

R IERESD R UAFEE HABPR AR 2 %% ~ 1 e] LURIEE AutoSupport LUFEIRBESHEEEIE - UNSEMRRITET ~ 5260 "
X1 2REFEONTAP AutoSupport” ©

R BlueXPEFI T AutoSupport HIEBIXE ~ "5E2tEHH#AutoSupport AIVMware4H A"

HA 177230918 HARPR AR ER 77 EX

HA'ZFl $¢tﬁﬂ§lﬁa%\'EEﬁ AWS EC2 ARFSHVEHIELR ~ 7 SEHBNETRERERE - SEIRMEER » LG
1R IP it ~ 357 Proxy {AlBR28 S {F B FEHEIE ©

FEPEIEUESEEZFHERE AWS EC2 IRFEHY NAT 8D/ TE VPC ImEh o WE VPC InEaRsF4AE - 55
28 "AWS X& : /v E VPC %2 (AWS Private Link ) "o

FABIPfLE

BlueXP & BE1 7 ECFFR AR IP U E 45 Cloud Volumes ONTAP E{EETZ o M BR{RAARA BRHMMFABIP
fUHtATAg o

-

BlueXP2BitCloud Volumes ONTAP 45THEEAY A sp 2 BUR I G2 ERE NELRRTIHARCE o LIF 2EEHEEE
IBAERIEAAY IP ik o

B —ENEA R AP
BlueXPEHE6MEIPIE D ECAAE—EIRARER ©
TRIZHESEFAS IPAUAERABAILIFFAAE R o

LIF B

REEIE BERE (HARY) NEEEE o

EELEIE ENEAEIRETE o

E BERERA - BHEER -

NASE EBNASEwTH EETH P IRTFE

iSCSIE#} ZEBISCSIEMGEETHRIRTFN - RAAFTAREMEZNHER TIER

12 o IELIFA2MAETAR ~ FRFEMIER o

37


https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html

LIF BHrY
HEVMEE FHFEVMEELIFAI#2HACSnapCenter EAENIVMware EEIET A

HAECHRYIP it
HAECH LB —EIR RMBEE S IPMUL o BLEIPAM A HERFN I KHERNTEL S0 FEFFT :

AWS Cloud

&y VPC
Cluster
management NAS access i5C51 access
etho | LIFs | T | LIFs | etho

Cluster connectivity

[ Tipa |
i Tulai

HA connectivity

| 2w |
i zya |

RAID SyncMirmor traffic

Cloud Volumes ONTAP node 1 Y Cloud Volumes ONTAP node 2
etho

Medigor instance

_I eua |
—I £ne |

HAFCH PREERIAA A IPAIUE N B BURI IEE RS ERT - BETT_onle_ AWSH A& (AZ) FHIHAECHE
E15EFABIPAL ~ TMEPBE_multi_ AZsHREYHABCH AR E13EB IPHLLE o

TR RSEFAR IPAIUABRIBAILIFFAE R o

HARCH R EariB# « EE—AZF

LIF T EES =[5
EEEE eth0 BB 1 BERE (HARY) MEEEE -
EREE e etho B 1 FI RS EREEHO TR ETE o

eEny eth0 EREE1 FIEREE2 PEREEIE « BIHBIEE o

38



LIF NE
NASE K| eth0
iISCSI& R} eth0
BREELAREE eth1.
HAZ 45 BE EE2
RSMiSCSIii= BEES3
hAE eth0
ZEAZsHHAECEHRILIF

LIF NE
BRI EIE eth0
EER eth0
iSCSI&#l eth0
R EAREE eth1.
HAZEARBE EE2
RSMiSCSIiiigE EE3
hAE eth0

MBS B B -

L2 e

1|7r
HI" o

IEfE=$kConnectorfY+ERAE N ?

BNEL
BNEE1
ENE1FIENRL2

ENEL1FIENRL2
ENEG1FNERRL2
ENEG1 AN ERRG2

PNE

BRL

ENEG1 AN EREL2
ENEG1 AN ERRG2
ENEL1FIENRL2

ENEL1FIERRL2
EREG1FNEREL2
ENEG1 AN EREL2

PNE

B89
FEIBNASERTHEEITHA P IREFE ©

FRISCSIEHIREETHPIREFE ° R4
AR EMERNAERTERIE - SLEdm
BHER ~ FEEMIER o

AIREIRLIRUILEER « MERERNBBEL o
ERERHEBERE - MEMRZErYER

RAID SyncMirror Z3&iSCSIiRE ~ MUKk
ICloud Volumes ONTAP {@E sz 1BER2L Bk
N es 2 EeviEs o

ENELELCRT A3 2 FEIBVIRETRIE ~ FIRBhETT
EFRERMERR -

BHY
ERAAEIREIE o
EREEN - mINEER -

EiBISCSIfEHtH EEITRA P IRFE
B LIFt AE B IRE R 2 R F ENIPIULTS
BEE - BLELEMBUER « THEMFR -

EIERERA IR U@ « WERENBHER o
TERE AR « MIEER 2 ERVEH -

RAID SyncMirror S23EiSCSIIiE ~ UKk
fiCloud Volumes ONTAP 1@ 3z $E & EhEdh
NEZEREE -

ENELELART A3 2 FRIBVIBETRIE ~ FIRBhETT
EEFRERMERR

SHEZEESEEILRE FE IP (" ~ A5t AAWSTARIPPRH] o

L24EEHE - ABlueXPEAKEIZEMEHE - IREFECERBCH  F2RH "2 H5ER

"t ConnectorfI L 2 EF4RFRA"

MRIEIBEAT EBS EFRUFESE ~ & AWS S3 BEFRESE « L AFER Cloud Volumes ONTAP 7§54 22! S3
o IRMHILIERRET AR VPC IRFEE S3 kTS - IFABRIIET 552680 "AWS X © BIRIEIREL"

BRI VPC LhR5EF

SATHUAEENEL Cloud Volumes ONTAP sZEFIREERE « VPC FERHR o s

39


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint

BIENRZEIEEE ~ LUMERFPREE S3 inRhAIE M HTTPS #RB! o B8 Cloud Volumes ONTAP ~ X%
#RZE S3 BRFS ©

MBEBEIMEMRRE « F2B "AWS EMHEFO | [ EREAERRE VPC IHRERE S3 HEFE "

E4RONTAP EINAERIE

HETECloud Volumes ONTAP AWSZAAMONTAP EMMBRHPNEMAFZEERER « [KABEAWS VPCH]
Hh4BE (IS ABEMREE) ZBEILVPNELR o INFEHERIET « 5528 "AWS XX © 5%7E AWS VPN E4Z

A CIFS BJ DNS #1 Active Directory

NREHEERE CIFS E7ERME -« BIZBTE AWS HIERE DNS # Active Directory ~ S RBIEBE R ELEHEE
AWS o

DNS fAlfR#3 44784 Active Directory IRIFIR A4 BARATARTS o ISRI LA DHCP EIRER E A EATER EC2 DNS
EIARSS - ILfAAREI RS2 Active Directory IRIEFF{FEFAY DNS fEIARSS o

UNEAEREET ~ A2 "AWS X4 ¢ AWS Cloud _EFY Active Directory 48IEiARTS © R APISEZIE" o

VPCit

ot

1#£9.11.1hRBA%E ~ Cloud Volumes ONTAP AWSS: 212 FCVPCHEZEINAEAEHTAR ~ VPCH FATNRE Rl BT AV AR 45 £
HhAWSHR B A F4EE - SEEALLARE « EHNBERTAWSIRIE « AR EAAPISIZEHARE ©

BRI TE A R PR EHARCE"

%fE AZs B9 HA B &R

Efth AWS 4B =R B Cloud Volumes ONTAP £ ZERI B &I, (AZs) B SestHA 4HRE o TERREIHAED
H2m -~ EZSBEEEENR - AATERILTERIER « (S B7EBlueXPHE AR FAAER] o

HEFERE HARHNERAR - A2/ "SR AELH" -

AAEEE

It HA BREE U ERZ(E AZs REREXRNSIRE © SRZEAERHN AZ REEES Cloud Volumes
ONTAP fEEH ~ MAEAFTHITERE « IR HA ot 2 fERVENEE -

SEFRENEREE —E 7R -

FARS NAS BERINESE | SVM EIEr0FS) IP {uit

VPC SMEBRETFER "58 € AWS 1FEiRFEE"

—EF8 IP (R ANSEESE - —EAIRENR 1 LAY NFS/CIFS Bl ~ 5—ERANENR 2 LAY NFS/CIFS
B} o SVM BEERFEIETS) IP it AEREE o

(D) SRR SnapDrive MK Windows i) SHIP 3 SnapCenter 3 HAFEEHY SHIP
SVM &2 LIF RE—(E:78) P fiht o

#1LCloud Volumes ONTAP —EINREST ERVEFIRIGERT « (MFEEEBIueXPHEAFENIPAIL - EREIRR

40


https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/SetUpVPNConnections.html
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/
https://aws-quickstart.github.io/quickstart-microsoft-activedirectory/

BF - BlueXPEZ#F Pt D EC4EHAEC ST ©

TEE0E HA ABRERY AWS &I « A VPC RYFE) IP (Uit#f 78I CIDR @Rz 5 o i FE) IP b8 %5
IR IGFRTE#E VPC MRV EE F4EEK o

T3 EEHIEET AWS B HESH) IP (it VPC Z ERIRAA o BEFAESE) IP (A3 FRrE VPC B CIDR &1
Z9h s BRI B BRARKEERE FHER o

AWS region

VPCA VPCB VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ BlueXP& BEZIAFAEIP{IL ~ LUHISCSITEEURALEVPCIMNER A R IHTFEINAS o EAREEmE
BLHERY P (LAY ERIESK o

EEfFEE « A1 VPC SMERERFEEE) IP 77EX
MBEFE  "=IE AWS FHREIE" A1 HA ECHPRTER VPC SMEBEEY HA ECHIR0FE) IP itk

RER
EBlueXPHISEZ NP Z % « RATIRTEENKAR - HHEESETZHIPANMERE - Er:EH
BiRT{ZEY HA Bt o

MBVPCHRE—EFMEBEME (EHHER)  ABlueXPE BB IBIPIIHIEEZ®RER - MREH

41



ot 45 S,

ZEREAR « 7ERE) HA BECHE; « SAF5ERUERRIRAR - TR « 2 A P imrIsEHA7FE Cloud

Volumes ONTAP IHEEFR5EZ ©

HIan ~ 5] SEF mu1E RS B [E] RS FR 2R ABRAES o WIRITIEIERA R A MIFRAR B ~ BIERRMK A 18R

BrAYFAERE PRV A P i B AR ER HA Bl ~ (BEREHER B ABRAN FHERR PRV P in ) #E7FEL o
INERERHRAFMAE ~ 552H "AWS XX | EREHRK" ©

B4R F NetApp BEIETH
EEH NetApp BIET RIBECZ(E AZs Y HA AR  CAMEEREE !

#IE AWS FEFEE" - FERRISRE VPC SN FEEEEIE

1. EREH VPC F1HERE NetApp BEIETH "
NERGZSH) IP st o

2. 7181 NAS B iEHERIA VPC FERE NetApp BIET B « HERHAHASEL NAS AR AL o

HA #HRE S5
TERBZEAZSFHAECH R EERTH | ZERTRERE « —@F4HEE  FEPAUMRBER o
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2
™ IL/ [
r '\1' - 15 'f“l ‘\;
> i ||_.. =C ) o
Synchronous mirror of ;-;r':'j@r-l;,~ff_§,
data between nodes ; ; f

EIRBETR

NRIT KRB ILIERER ~ WEZISEIEIZSRAERENR -
* "R AR AR TR K
* "AWSHIH R EEFAERRA"

28 AZs 52 E HA FCEiRY AWS FEfRE

RE AWS BERAE - UEFE HABCH "F5) IP {1i" /& HA BCHFRTERY VPC SMER -
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EEEFFE HA RSN ZE AWS afHEIER 1 VPC REBFEY NAS BHIEs « EE[EAFE) IP (il o
Cloud Volumes ONTAPE S5 4 H[E R ~ 5547 8) IP (Ut R (EEREL 2 RIfeEE « (BEJENE VPC IMERRETEF © 1§
IMFAE IP (3R] VPC SNSBEERE R « BEAIRIE B ENAIEBEINGE o

EETENEMERN SVM BIE LIF thZEEFH) IP it o

WMRETERTE AWS EEREE « FLAER HA ECEFRTER VPC JMSRZEGE SN IP izttt o IERTK VPC LUSMY NAS BB
w40 NetApp BIET AR UEEBCEE) IP o

LUTEH T m1EE R EEREAEELRN VPC o HA RARMUN—E VPC ~ TIAR RN S —E VPC o A% - I&
AILUERZE) IP itk ~ 7P ik E#MEE NAS Volume ©

1722301
Floating IPs
1722302
routed to VPC1
172.23.0.3 route table
172.23.04

Transit
gateway
i “\ " ™
( 1722301 ) ——1?2.23 0.1 |
Floating IPs
Floating IPs raiiked to the
(_172.2302 ) routed to ENIs transit gateway
Mediator Client
N ,,
| : VPC 2 (10.100.0.0/16)
o J

VPC 1(10.160.0.0/20)

7T ERERBAUN s E AR URTARARS o

TR
1. "B BEHRE « 1 VPC INERE"
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2. JVPCELBEFE R AR E LR o
a. £* VPC*IRFEH - 32— T~ Transit Gateway Route Tables * o
b. BEEREEFR ©
C. #—TF TRAME) ~ AABEEEY NEEIIRANE o
d. EEZRBNMG (VPC) ~ ABE—TEILRAE" -
3. 167 HA ECHRYZE) IP ik ~ EEHRENERBERPRIEE °

A ATEBIlueXPRY TTRIRIFEN) REEFENIPALUL - SEEHT :

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

THSEHIRGERREREENRER - EREiEMmEE VPC B CIDR &1#RE&H « Cloud Volumes ONTAP LY

B R1 {EHERIEEZE) IP fidt o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type

oo @ [gwaliach 05677bA34e29 1B | vpo.Ob2boa0e0dcBe0dbT | h VPC2 —
10.160.0.0/20 Tgw-attach-O0ebaseacdab0d db | vpc-673ae603 propagated

\ bw}'/" static
172.23.0.2/32 tow-attach-00eba3eac3250d7db | vpe-673ae603 & static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E -!an.t—l—l-‘g static
172.23.0.4/32 tgw-attach-00eba3eac3z50d7db | vpe-673ae603 _l_B' Addresses ...
4. EREEEFECZE) IP A VPC BBHRK -
a. FEEREIEEEEE IP {ilt o
b. ERHIEE ML E HA ECHFRTE VPC Y CIDR &if ©
THEREARRET VPC 2 NEREHZR ~ HPE1EEE VPC 1 BUEBENIFE) IP ik -

Route state

active
active
active
active
active

active
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet i Route Tags
Edit routes

View  All routes -

Destination
10.100.0.0/18

0.0.0.0/0

Target
local

Igw-07250bd01781e67df

10.160.0,0/20

tow-015b7c249661ac278

172.23.0.1/32

172.23.0.2/32

172.23.0.3/32

172.23.0.4/32

tgw-015b7c249661ac279
tgw-015b7c249661ac279
tgw-015b7c249661ac279

tgw-015b7c249661ac279

Status
VREA
Floating IR
Addresses

Rt e

active

5. REBZECEH) P (AR EFIEZE VPC « LUER HA F2¥ VPC MIRER
IEFBRIEEEE - BATCE5TH VPC ZBIMERHE -

THIEARGET VPC 1 NERH® - Hp&E@EFE) IP (iI4tF VPC 2 BIERHE « M VPC 2 R R IRFITE
IR o EEREHARCHE « BlueXPE BEIRFHNIPHIEERAHR ©

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68254001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pex-589¢3331 active
I 10.100.0.0/16 1gw-015b7c249661ac279 I \\JIB\C ;
10.129.0.0/20 pex-f7e1396 active
172.23.0.1/32 eni-0854d4715559c3cdb H
Eloating

172.23.0.2/32 eni-0854d4715559c3cdb acti IB

-
172.23.0.3/32 enl-0f76681216c3108ed Add resses
172.23.0.4/32 eni-0854d4715559c3cdb active

6. [FHEZE) IP (tiFHEE RS AR o
oI LUER BlueXP /b MEIRHAFRE ) EAR T * #HEm< * I8 ~ 1 BlueXP R EIIERERY IP {idlk o
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

7. MNREEHENFS Volume - 52 EEHRBIUN S H B IRVPCHF4EE o
"B RN {A 45 EEVolume" ©
° MERGELE *
° "AWS FHE R BERCH"
° "AWS BYAZERER Cloud Volumes ONTAP"

EHE FERPIEHAR
#%£9.11.1hxFEY4A ~ Cloud Volumes ONTAP AWSZ {212 FCVPCHEINFEMEHAR « VPCiE
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B "WPCH=E" « R—EEEE EN 2 THEEHABE 2 M MENRS © Cloud Volumes ONTAP

* VPCHEEEEIRE ~ B (VPC ~ 743 » BRERRMCloud Volumes ONTAP {RZ5E#4H)
* ZEFIRF - HREC2HITERIEETHZFHERT (BIEMEHAEEEFMGNER)

EREERSBETZEATREEBET - HARTREAREZSEEIR « 7 ERAVPCHEAEIRA FRIEH
% © Cloud Volumes ONTAPEZRER TE 1aH B AT LUEHRBIAMA & ~ DUR IS LR -

TEFERIEZEFS REITTH
___________________________ | P P S R L S S e R R S RS e B e
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| .
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]
[172.16.0.0] = '
Security [
172.16.1.0 i
gr
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SITFIDERFRA « CRE 2 RERPHBFER « AREVPCHEAERFPRIIAMEGBNZ2EEHE -

B &% 17 Cloud Volumes ONTAP R i7:R{EEIZIER  BlueXPE HEIZIZIIAMAR « TG EMINEIFRE - IbA
BERBRTCHEVPCHEAERAPEIIMNAMAER « LUESFEHEHARHBBNKRER o

1. E2EERSHAVPCHEREIRE PHFHIRR o

EEEHATFEETIEHARE « BBEPITILPER o
"AWSX {4 | T F4EER"
2. TVPCHEEBEMRE S ~ E1ICloud Volumes ONTAP — A& & B 4B LUREA o

"#52RICloud Volumes ONTAP Z& £ E##HA A LIEAEREN" - FAE « EABER/HARNERIUZE
148548 - BlueXPRERKEBIREREAR

3. EVPCHEBEIRFH - B G TIIHERNIAMAR !

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",

"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"
4. fEMBlueXP APIEIZ#iCloud Volumes ONTAP HYZIAER 2 TIEIRIR o
AR BHAREE THIMAL
o "ZEEEHAEId"
r22%Groupld) WMOMEEELEVPCHEREEIRFFEINZEMEHE FB2RLHDE2) -
o ThaParam) ##4=EY Tassugerme®s /A,

Fassume®sarn) RIEESEEVPCHEEBRAPZEILNIAMAEBARN GESBELMPER3) o
fgn
"haParams": {

"assumeRoleArn":

"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}
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+
"#ABECloud Volumes ONTAP f#NetApp API"

AWS HyZ 2 EHERRA

BlueXPEEIZAWSZE 4 E¥4H - Ef 15 Cloud Volumes ONTAP EE|IEF3E ERIE AR
BHFRE o SRt R ERRERFIBREITIE - A2 RFERECHZ 2R o

#R81 Cloud Volumes ONTAP

B LEIhEERYZ 24 8#4H Cloud Volumes ONTAP BBEEAME LA o

BARA
ELRUTFIRIBTEERLERNREMEEHER - JLUEERSF TIIHP—IERRE :

* MZfRIEFEVPC * | BAREMRIEERVPCHIFHEREE (GEAR Cloud Volumes ONTAP E{EZR4) ~ UKk
EIZ2IFTTEVPCHY FAERREEE o 35 B EERAVETE o

* FREVPC : BAERIIRA30.00.0.0/0 IPEEE o

FEHipE EiZE BW
FrE 2 Ping #{T{ERS

ICMP
HTTP 80 ERAZESEE LIF 89 IP ik ~ LA HTTP 72EX System Manager Web F#%
HTTPS  443.. Eﬁ;}iﬂi%ﬁ%ﬁLlFE’\]lei& ~ #4RFConnectorfIHTTPS ~ 77EXSystem Manager Web3F
A
SSH 22. SSH FEREREEIE LIF A IP it syENRLEIE LIF
TCP 1M1, EintZFEZE NFS
TCP 139. CIFS B9 NetBios AR LERSER
TCP 161-162- RHERANREIREEGE
163.
TCP 445 Microsoft SMB/CIFS over TCP $&Fz NetBios 2248
TCP 635 NFS #h&
TCP 749 Kerberos

TCP 2049 NFS fRiR2S B E
TCP 3260 i%53@ iSCS| &} LIF 7ZEX iSCSI

TCP 4045 NFS HERE

TCP 4046 NFS BI4EREARRE a2

TCP 10000  {EF3 NDMP 1%

TCP 11104. &3 SnapMirror B RIE N T (ERSER

TCP 11105, (FRZEEMEHIEETT SnapMirror EiRHEE
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BampE EZE Bo

UDP 111. BIGIEFEE NFS

UDP 161-162- FSEEAVARER EIREEHIFT
163.

UDP 635 NFS #&;

UDP 2049  NFS{AIRSES
UDP 4045  NFS$EiE

UDP 4046 NFS BI4BES R RE BE 1
UDP 4049 NFS rquotad {E#it#E

EHRA

FB4CE# Cloud Volumes ONTAP B9 Security Group for the fR{TE & BHEFAEREHRE o NRATLIES
BIEEANELRA - MREEEFESHRE  AERERNEHARA] o

EAEHRA

BEARUILTHAEMTEE R L 2 14EE¥4E Cloud Volumes ONTAP &4E TF{EHFRA] o

(ClLaion BIRIR BEY

PR ICMP el FREGLRE
FRE TCP e FREELRE
FRERY udp el FREGHRE
EFEHRA

ik
ol

MRECREBRRHELRERR  ATLUERATSIE - f£FER Cloud Volumes ONTAP FRLERE AETTELE

FREBRVEIRIE o

() SRR Cloud Volumes ONTAP {57EBER G EHNNE (IP i) o
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Add other AWS accounts

| Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
I specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (EEH) #&E
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

C2SIRiR



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° WA ENEEAY#E{7 REBICloud Volumes ONTAP
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((H) &



C2SiRiE

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
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"Version":

"Statement": [

° HA Ha7Y

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"
"sts:AssumeRole"

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/?‘] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. R[EIBluetXPZ & ~ BIREZE 1TEH A1 EMEEF » 552E Freemium * o

Select Charging Method

Professional By capacity s’

Essential By Ry

° Freemium (Up to 500 GiB)

Per Node
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Per Node
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
-~
Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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* ConnectorfifT{ERE

* $117{ERECloud Volumes ONTAP

* FRBHITER (MREEIZEHAEE) Cloud Volumes ONTAP
1. BEAWS IAVMEZESR « A%BZ—T* Policies * ©

2. 337 ConnectorBl{T{EREHIRAY o

"Version": "2012-10-17",
"Statement": [{
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"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

:DeleteTags",

DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"iam:

"iam:

lam:

lam:

lam:

lam:

PassRole",

CreateRole",
DeleteRole",
PutRolePolicy",
ListInstanceProfiles",
CreateInstanceProfile",
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"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"s3:GetObject",
"s3:ListBucket",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"kms:List*",
"kms:Describe*",

"ec2:AssociateIlamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec2:DisassociatelamInstanceProfile",
"ec2?2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

I

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

"Wk n



b

"Resource": |

"arn:aws—-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

3. E31ICloud Volumes ONTAP —E3EARILLIHAERVEA o

"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:AssignPrivateIpAddresses",

A

ec?2:CreateRoute",
"ec2?2:DeleteRoute",

"ec2:DescribeNetworkInterfaces",

A

ec2:DescribeRouteTables",
"ec2:DescribevVpcs",
"ecZ2:ReplaceRoute",
ec2:UnassignPrivateIpAddresses"

1,

"Resource": "x"
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1. "#€Azure PortalfZEXAzure Cloud Shell"

2. SEfE R AERITIAE

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

3. (FI#) BRRRThAc= S

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLIFEFDIFELITYIRVEE

"id": "/subscriptions/XXXXXXKXKX—XXXX—KXXX—XXXK—

XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe

atures/EnableHighAvailabilityMode",
"name": "Microsoft.Network/EnableHighAvailabilityMode",
"properties": {
"state": "Registered"
by

"type": "Microsoft.Features/providers/features"
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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ALRA

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
5
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
=7
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:

Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions

143



HORRRY

From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

c. E?’ﬁﬁﬁ & IEARTEIR B BITZEE - #&ConnectorfRTSIR B #TIE A _Service Account User_E ILEFTHIARTFS IR

IEDEMEBRINERIDE © BlueXP B EERAREULINGE -
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Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ETRIE ?

##£37Cloud Volumes ONTAP —EEZE{FIRIEMR - I(ETHREEEEIRTEIRE ©
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

122 Cloud Volumes ONTAP EHEZ R EIENNZ L8

gE#AGoogle Cloud Storage B2 & ita AR Z BISTIIZ B R ~ (BIE0] LUEHEBlueXP API
2REEILCloud Volumes ONTAP {£F_KXFEENMEEE_NZIRRGR - BEEEEH
Cloud Key Management Service £ GCP RESX K EBHEE o

TR
1. F3BlueXP ConnectorfRBSIRS EHRER (HESBNER) WHERIER -

HEIRGEPRME EESRFIRFERKTER" - ENREERZHEREBERFNENES « QIREEEE
=8

R

cloudkms.cryptoKeyVersions.useToEncrypt

cloudkms.cryptoKeys.get

cloudkms.cryptoKeys.list

cloudkms.keyRings.list

2. FEERRIBRFENRE "Google Compute EngineflRF5LIEZT" BB £#HBICloud KMS Encrypter/Decfi fRE1#
MR o

ARFSIR S 2B EA THIM T ¢ service-[service_project number]@ compute-

system.iam.gserviceaccount.com] °
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"Google CloudX {4 : {ERIAMIZECCloud KMSTER-IZTEIRAR"

AUFEEIGEES ~ UEUSEEM lid 1 /gep/vsa/metadata/gecp-encryption-keys API IR SRTE
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Bt o (BT BH B Google Cloud Storagef#7Fi@ « A BEEAE LS ¢

a. IR TFIFEEFHGoogle Cloud StoragefRFEIEFZTL "Google Cloud>ff : EXiSCloud Storagef#5
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b. BIEEMZELE - W5 KE A Cloud KMS Encrypter/DecypterfPRfIGoogle Cloud StoragefRF5{ IR
= o

WMNEHAE N - 5528 "Google CloudX 1 : EHEREENNZEE"
B TIEIRIER - 5518 T GepEncryption 1 2EUEEC APl ER{ERA ©

° gl
"gcpEncryptionParameters": {
"key": "projects/project-1/locations/us—-east4/keyRings/keyring-

1/cryptoKeys/generatedkeyl"
}

E20 "BEEXPEINEXMH" MFEEER T GopEncryption | S28AVEFHAE
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c



[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
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StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size
will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\"."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION
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$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

M

Extracting files from the digest
tar —-xf CVO GCP_Signed Digest.tar.gz
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NetApp Volume Encryption (available with ONTAP 8.1 and later releases) provides for data-at-rest encryption that requires authorizations, permits, or licenses to import, export, re-export or use this software.

A state license for importing encryption equipment is required to import ONTAP 9.1 {or later) with NetApp Volume Encryption into Member States of the Eurasian Economic Union: Russia, Belarus, Kazakhstan, Armenia
and Kyrgyzstan. Moreover, in certain cases, an end-user customer must have a valid state encryption license to this software.

Consult your legal advisor on this matter.
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Google Image Digest Files
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Restricted Countries

Cloud Volumes ONTAP
Non-Restricted Countries
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Volume Encryption.
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applicable legal requirements on encryption technology,
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BT HEHMdisk.JRIA 1EE - BRRRERERREF -
3. {EFOpenSSLIL/RE ARV ARS8 o
4. FREINNARMSBREEL « WEE TEHMisk. 718 EEARZR

7.
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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Change Charging Method

Lelect a working environment

CloudVolumesOMNTAP2

Select new Cloud Volumes OMTAP charging method

Essentia

understand that changing the package type will affect service charges

Change Charging Method | Cancel
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Subscription Number i = Expiration Date

A-500014001 6.64 TiB @ 435TiB 0 July 29th, 2022 (@D
View detail and edit
A-500014002 6.64 TiB @ 435TiB 0 July 29th, 2022
Link @
A-500014003 6.64 TiB @ 435TiB 0 July 29th, 2022

ER
STRARARIREELEEEAIBlueXPIRE ~ BITEEEIZCloud Volumes ONTAP E{FIRIFZAFEEE o

REELHEINERIRE
MELEERZ TR ERRABE - IUEENBlUeXPHEFEEK o
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4. MA—HZETRFIENBRREE

Subscription Modification for A-S00014001

Current Committed Capacity ¥ | Cument Consumed Capacity = | Requested Committed Capacity

Extreme 0.977 TiB 0.293TiB =i 1 TiB
Premium 0.977 TiB 0.488 TiB £ | TiE
Performance 0 TiE 0 TiB e TiB
Standard 0.732 TiB 0439 TiB E oL TiB
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering O TiB 0 TiB S | TiB
CVO Primary 1.96 TiB CD 1.76 TiB 3 TiE
CVO Secondary 1.02TiB 0.438 TiB it TiB

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.
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License Generator

The following fields are pre-populated based on the NetApp 350 login provided.

To download the corresponding NetApp license file, re-enter your $50 password along with the correct

Product Line and Product Serial number.

First Name
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Company
Email Address

Username

Product Line™
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) ) ) ONTAF Select - Premium
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=l
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may use my personal data. Cloud Volumes ONTAP for AWS (HA)
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Cloud Valumes ONTAR for Microsoft Azure (single node)
Cloud Volumes ONTAP for Microsoft Azure (HA)
Service Level Manager - SLO Advanced
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| StorageGRID WhiteBox

SnapCenter Standard (capacity-based)
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Select a Template to Get Started

Choose a template for the type of resource you want to create
and then customize the parameters for what's required in your
environment.

For even greater flexibility, choose the "blank” ternplate to mix
and match configurations and to apply additional Cloud

Manager services.

Start with a template of:

Volume for Cloud Volume for Cloud Volume for Azure
Blank template Volumes ONTAP + Volumes ONTAP + NetApp files + Data
Backup Backup + Data Sense Sense

Get Started ‘
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Creating your resources

This process can take a few minutes.
Keep this page open to manitor progress, or you can cose this page

and check the Timeline later for details.
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Disk Type GP3 3000 IOPS Provisioned size  907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)

O All - Immediately tiers all data (not induding metadata) to object storage.

O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes

53 Storage Encryption Key

Standard-Infrequent Access

aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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° g -

TEEESEERE - MEAEN D EUMMH#EFER -

B9t Volume ~ BRI EHEEE

ERHMIREN TIFRI

E S3 Tiering

s Enabled

Disabled

i What are storage tiers?

Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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1. BT ERE SRS T T E RN ERRE o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. FIINASLIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

Hrh Private IP x:@e0a_ L RERWRERFIP o

3. EA  BIUfEFEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

Hrep_Private IPEe0a L5 —(EXRERIIREFLRIP o
4. R—ENZEESEIREFHTVM
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vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVEDSR - AAHNHEFEVMEZREFIED—EAggregate » 7 BETERHFVM LRI HARE o

i

TEE—AZRHARCH LT #EFVM

LD BRAITE E—AZRIHARCE EEIIHIVREEFVM o BIINAS LIFRE—EFAA P « MREHERITE
ELIF ~ AIEES—(EZEARFAE P

S ELE e REERE DECEIENEL1 £ o YIRBERE « AR PO T INTEEIRE Z 88 o
pg
1. BT E R SRS T FHFE R RS o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TERZE1 FEEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh Private IP x@CVO&i241 eOa L RFEHANREFLEIP o TEZER - ILIPAIH AT EFHE[LZECVO-node?2
fe0a « HARKEENTELSRERTIPAIBEE S VEB LS o

3. EEM . TEIEY EEBNHEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrep_Private IPEe0a L5 —{EXRERIIREFLRIP o
4. R—ENZEESEIRREFHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 74 BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZhRAA 2 EHThRASAIRRZS ~ SHIECL#TF VMRV ARFSRA o

LEEHARTS ~ E#ACloud Volumes ONTAP Sk Al FE(R 2 $EIhAE AT #%iSCSI LIFAR B H EIRELR ©

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

EZEAZsHIHARC Y E I {#FVM
S BRI T S EAZSHIHARL B _ 227 FnRIfETFEVM o

NAS LIFEEE & Pl - BIELIFEAER - L FHIPUUAREELIEAWSHDEFAEIP o MIEEIEAWS
HRHERTEEREZHIP - LIsAE—EVPCHAIFEEIELENI

77 BT BIPSESIEECONTAP £/ ~ M AESEMR LHNSERFVMEREFLR P  BRIREUTH
&~ HARiSCSI LIFZ7E 8R4 1#1 81852 E#1T -
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1. B ERE SRR T E RS REH o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TER2E1 EFEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° FEEPEHABERRRAWSEIH « FrAVPCHYZENIPAIUE B CIDRERZSM © 192 - 168 - 0 - 27—
EFFENIPHULEIBIF o "R ABRRRUNEREEFEIPAAL"

° —service-policy default-data-files &R/ IP AIUBEESIERFENE, o

3. R . 1EENE1 LB HEFEVMEIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 1EEIEE1 EFEITISCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° IEiISCSI LIF@ X E#FVMAZEIPRILIFISEFR LR - EAR—ERISCSI LIF ~ (BEEAREEHRZH
BEE o

° -service-policy default-data-block & IP M AGERR 7 BB o
° _Private IPZCVORiZE1/7eth0 (e0a) ERFEAHREFMEIP{LL o
S. 1ZHRL 2 £ ISCSILIF °
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network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° IEiSCSI LIF @2 R F#FVMAZEIPHLIFBEFAER - EXR—EEISCSI LIF « B AR ETERZHE
T3 o
° —service-policy default-data-block & IP M AGEEE 7 BB o

° _Private IPZCVOHiZi2Heth0 (e0a) EREMHIREMEIPHIIE -
6. R—ExZ A% GEEIERGERHEFVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVESR - AAMNEEVMEZRENED —EAggregate * A SEEHEFVM LRI HIRE o
7. MNRITHITCloud Volumes ONTAP BIZBhRAA 2 EHThRZASAIRRZS ~ SHIECL T VMRV ARFS R A o

EEEKARF - AACloud Volumes ONTAP SR AI E{R X EINAEATEISCSI LIFFEREH EIRELR o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

7E£Cloud Volumes ONTAP Azure 217 B ARTFSFHFEVMLUE EfE R

(RIFEHEI% 23 2 ONTAP #ITH IE A SRRV EHHAES « Al AP iR HEFEER AR
7% o {ER]REMZBIEZ SVM T vserver ° IRIETERR ~ RAZRE—EEEFEVM ~ {B1EAzure
LEHITE « BIZIBEE M{E#7EVM ° Cloud Volumes ONTAP Cloud Volumes ONTAP

EEENEEINIERIIRFSFHEVM ~ SN BEAzure PECEIPAIILE « AR HITONTAP RIETHAEIES ~ LI
FEVMFITERILIF o

XER#T VM B8

14£9.9.0hRZASFA%E ~ 45 7E Cloud Volumes ONTAP BYSZ iR INAE R 218 Z{E 1 VM © FifE "25775REH Cloud Volumes
ONTAP" B&z&Cloud Volumes ONTAP X EN#EFVMEER S ERNEHRRASHYSZIE o
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FRAEHEM Cloud Volumes ONTAP BYSZIRINREIIS IR E— BRI IRTFSEF VM ~ LUR—ER AR KEIRIERI B #Y3t

#F VM o IIRKREFVMEE L E - [RTLURNE B AUt R VMETTERFE ©

EAzureECE Pk
RN BELIEAzUure PECE 1P ~ A BEENHEFVMILL D BECLIF ©

BRI
I FEVMIL D ECLIFZ AT ~ AR IPAIHE k4G AzureAINicO °

TRELABENLIFFEGRILIPAMLL « WARFVM (SVM) BIELIFET S —EZERIPAILL o LLEIRLIFRIER

ZESnapCenter F#BNVMware X EBIETH o

1. B AAzure ACI4BUL ~ AR BARL EHA 2R ARTS o

2. #—"TFCloud Volumes ONTAP T REEEERIEES) ETE o

3. f—FHEE" o

4. H—TFnicOMAERE T E B o

5. fEERET ~ #&— T IPAERE o

6. —T T*#tg~y o

7. @AIPAEAERIRTE  EECENRS « ABE—TRE

8. #%—TFIEAIZ I MNIPAERERHE - IR EER B  RBR—TRHE -

ERYFEFRFRRIPLAL « AARFBRIPEIRFRIPAUMASEE « AHINEET U ENEAEPEEE -

MREEERTISVMEELIF « SFERBLES RUEI HAthP{t o
TR TR
BRICHBRINAFIPALL - EEAMHEEVMEILE SRR « KRIEEEEIPAE o

HAEC %
AR AHABCE D ECIPL ~ BURRISERNHEEREIGE o
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iSCSI

FEERUFEFVMIL D ECLIFZ AT ~ 7BFISCSI IP{uitERAGAzureF AInicO © iISCSIRIPS E#&5Ik4GnicO
MmIFEH TSR « ARISCSIGEAALUAE TR ERE o

CEEET THIPALE

* WEIZL17ZENISCSIBRILIFEYIP it
* —1@& IP fiisik ~ ARRTEETEL 2 77EX iISCSI B LIF
* BFEVM (SVM) EIBLIFRVZER P

BB IFR] 4R E SnapCenter :EMIVMwareZEI2T B o

1. B AAzure A\O#8LL ~ AERRRT BRI ARTS o

2. #—"FCloud Volumes ONTAP EiZ518Y MZIEARSIBERIEA3) 8 o

3. #— T HERg o

4. #—TFnicORIARER N E &S o

S. TEREST ~ H— T IPAERE o

6. #—TF M*#g >, o

7. BEAIPAHAEHYRTE « AN  RER—THE"

8. H—TEEIAEIMIPARRERTE « B EEAFE « RER—THE" -

ERYFERRFRRIPLAL « AAFFRIPEIRFRIPAMASEE « AEINEER B ENRAEPEEE -

9. EHIZG2 FBIEELESEE o
10. MR EEBRIISVMEIELIF « F57EE02E1 FEHEISLESE o

NFS
CRARNFSHIPA ERETEHTHRF « UETELESHBEEME « PRI U EE HMERERS o

TEERIU THIPAL

* EE—IPfiit ~ AIEEREG17ZEUNASE EILIF
* —{@ IP {3t ~ FAREETES 2 7HY NAS Bl LIF
* 1FEVM (SVM) EIELIFRVER P

DNSiEEEEISCSI LIF © iSCSI LIFFR AR - AATA G ER B ERRE -
BB IFR] 4R E SnapCenter :EMVMwareZEI2T B o

1. TEAzure AL ~ BARC & 8T HI23ARTS o
2. —THARCHI R & T3R8 o
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BLIFRY S —EEARTmIP ©
a. I REFT ~ B— T HilRIPAHRE* o
b. #%—T Mg >, o

C. B ABTERIPAYZFE « IEENCloud Volumes ONTAP 32 FABIRA THEREHARY ) -~ 39 T#RE]
I8 i M E&EE FRE NEiE-HiE) 818 - UREFREEHNIERIPAIH AT #EFE R o

3. RENE1 B BRILIFEE AT IRIPARAS « IEENRG27ZENERILIFAYRIIRIPARAS « UIKRf#EIEVM (SVM) &

yee
2=

Microsoft Azure

Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

Mame * | ip-for-svmz2 v |
Virtual network Default-Metworking-vnet

Subnet * | default (172.19.2.0/24) s
Assignment (®) Dynamic () Static

Availability zone * O | Zone-redundant ~ |

d. #—TIEHIA ZIATRIPAERRTE « RIER-EE R B - ARR—TRHEF -

iﬁﬁ%ﬁ%mﬁm\E%ﬁ%mﬂﬁﬁmﬁﬁxﬁﬁﬁ~E%%E%KAE%E%EK¢%E

4. ZITAE NS ERR PSR TIRE

a. FRHTHBRE T ~ BT EERRRE
b. $%—TF T*#mg~*, o

c. E]\ﬁ%#iﬂ} Rt EIRTE « RABEATH63005F165000 2 FEIRYEHHESRES o fREHAREMIAITER

ARIBSRES AT 63005/1650002 A © Al ~ MIREER UL Z R ZARIRET ~ ATNBALEH

&iﬁ%ﬁsﬁessoos 63006F0163007H9#EEt ©
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
a. TEHFHBNRET  B— T BEHFERA" -
b. #—T* TAdd* (¥rig*) 1 ~ ABWMAFTEEN
" 58 L BARBIRY AR o
* *|P Version : 3EHY IPV* o
" AIImIPAIAE | EERVEEN R LAY AT IR Ptz — o
" HAEIRIRY | BRAILERIA o
" BIRER  REEENNTERRBIRER o
" BENRERE | ENCAPIERIRIPPREIINEZANRE
~ TRREERFr@EE © B E o
" FEIP  EEERA
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6. HEs¥Cloud Volumes ONTAP #ER L INAERIASER 2 2 B4R AR B n] s R B £ T 1858 i E P BR4FREE L

Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )

| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I

MEENTREFETCPRE  FHER - EERRIAETHY ©

ERUNVIEE

FARSMBERNIPI SR ETEHTHRT  UETRLESHBESMHRE « P U EE HE

Rl o

CEEESH T EHSRPEL FHIPALL

B —IPiik ~ AIEENEG 1 ZERNASERILIF

—1& 1P {4k ~ FIRIEETEE 2 7FEX NAS B#} LIF
SEVMEZBHINIC 0 EiEL1 EiSCSI LIFEY—{EIP{izit
Ef25 2 £ iSCSI LIF F9—1@ IP {irit

DNSHISMBIEIZEZEiSCSI LIF © iSCSI LIFARLEER « AACA ST ERERRE -
#FEVM (SVM) BIBLIFRYEER Pt

BB IFR] 4R E SnapCenter EMVMwareZEIET B o
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1. EAzure ACHHILH ~ FIRR B 8T HI88ARFS ©

2. H—THABCH R B H T E2eaiE o
3. (EAERFSVM LIFEIIFFEMRIRIPAEREER -
@ FiimIP REEE S EEHFESVMBINIC 0TI o MNEINAHFIPAILFTIE ZSVM NIC 0RVEE4H
B ~ FB2E TH5R7 [hyperlink].
a. R E T ~ H—THilRIPAERE o
b. #—T M*FHig*, o

C. BARIRIPAYTE « #EHCloud Volumes ONTAP 32 F4ARk {2 TERREHARY) 1R TEhAE)
5 a7 TREE) PR TEIR-FE) B8 - URREEBIERIPAH o & ER o

Microsoft Azure

Home » Load balancing » azurehal011s3-rg-lb »

Add frontend IP configuration

azurehal011s3-ro-lb

MName * | ip-for-svma ~/|

Virtual network Default-Networking-vnet

Subnet * | default (172.19.2.0/24) s |

Assignment (®) Dynamic () Static

Availability zone * O | Zane-redundant ~ |
d. #—TIEHIAZIRAIRIPAERRTE « RIEREE R B - ARR—TR#EF -

?/;th"ﬁﬁﬁa?ﬁﬁle_Lth EAFFRIPAIREMRIPALAEEE « APRER AL ENERRENREE

4. BITWEINSERIRIPIIERENTIRE

a. FRHTHBRET ~ BT EEARRERE" -
b. ##—T I*#g~, o

c. E]\ﬁééﬁﬁiﬂﬁﬁﬁ’ﬂ%ﬁ » AR EI AT HL63005F0165000 7 EIRVEIHIRSEHS o (R H B AIRTER

L?&ﬁﬁ)@ﬁ%ﬂfﬁ 17263005%165000 7 8] o B4 ~ NRIEER T = ER2TIRE ~ eI LB AR
&15%%#63005 63006F0163007 19t ©
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
a. TEHFHBNRET  B— T BEHFERA" -
b. #—T* TAdd* (¥rig*) 1 ~ ABWMAFTEEN
" 58 L BARBIRY AR o
* *|P Version : 3EHY IPV* o
" AIImIPAIAE | EERVEEN R LAY AT IR Ptz — o
" HAEIRIRY | BRAILERIA o
" BIRER  REEENNTERRBIRER o
" BENRERE | ENCAPIERIRIPPREIINEZANRE
~ TRREERFr@EE © B E o
" FEIP  EEERA
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jImI’!T!,-'JTIEW_TulE o I
IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) -

[<] HA Pere O

Backend pool 0

| backendPaol (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IELIED)

6. HEs¥Cloud Volumes ONTAP #ER L INAERIASER 2 2 B4R AR B n] s R B £ T 1858 i E P BR4FREE L
MR TIFEFEETCPIRE c HIE « EETERATN -

7. HHRISCSI LIF ~ sBHTIENIC 089IPfiLit o
a. — T Cloud Volumes ONTAP [ FR5EEE#HI433) LTS o
b. #—T*4EER* o

C. #Z—TFnicOMAER N EHTE o
d. £ TeRE) T ~#—T M IP4ERE") o
e |—T T~¥g~, o
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= Microsoft Azure

AR Search resources, services, and docs (G+/) T 0 & @ & &
Home connector1 | Networking >connector1-614
g connector1-614 | IP configurations * X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview IP forwarding settings
B Activity log IP forwarding (@ETD enabled )
A Access control (IAM) Virtual network Vnet2
Te
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
& IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
A ae 574 e ae AR e *EEFH*
f. BAIPAEAREYRTE « BEENEIAE « ARIF—THEE" ©
— Microsoft Azure P Search resources, services, and docs (G+/) ﬂ_—‘v n i'é:} @ ,('Kj . &
Home >connector1 | Networking > connector1-614 Add |P configuration X
Fg connectorl-614 | IP configurations * eonnectort 614
Network interface
Name *
| 2 Search ‘ « + Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A2 Access control (IAM) Virtual network Vnet2 C
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
& IP configurations
‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
& Network security group P ocation -
ipconfigl 1Pv4 Primary (@ULELIY Static
il Properties
8 iods I?ubl!c IP address )
(Q@EEIED) Associate )
Monitoring
@ Insights
E Alerts
& s =

g B—TEEAZIMIPERERMNE « RIS KEERFRE

R H— T o

RIFERRFRIPLL - BAFBRIPAIRMARIPAMAEEE - GHREBEEALENRARENT

®

ERFE(F

SERLE

BRIEMZINDAIPAL - BESMNEEVMEIL L AR « K BEEELEIPAL o

B EFFVMAILIF

EAzureFECEIPUEZ 8 ~

1R
ANy

B TE E—EiR R T HARC Y B IIAAVHTFVM o
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iSCSI
SR IKIE NI D BRI VM ~ LURFREBILIF o
1. BT ERE SRS T T E RN ERAERE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BYEHRILIF

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. #EA | BAURTFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. B—EHZEESEIEKGRHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

0

BRUVEDR - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

NFS
A IKER T BRI BVRHFVM ~ LURFREERILIF

1. B HFERE SRS T HFERM RIS o
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vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BYERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. #EA | BAURFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4 H— AR EESRISTRAHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BRUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

ERUNVISE S
RIRIE NI D BRI REEVM ~ LURFREEBILIF o

1. B HFERE SRS T T E RN ERAERE -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix
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network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. FITERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. A BIUfEFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. B—EANSEESBEISRAREM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVETR - ASMNEEVMEBEEZEEFINE D —EAggregate « A BEEEFVM EZ T HIRE -

HARC %

SNAIFEHAER S BB fATEVMAILIF ~ BURR IS ERNHEESMIRE
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iscCsl
sARIR T D BRIV ETEVM ~ LURFrERRILIF

IR
1. B AF RS A R R 83 ER A -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>
2. BYUBRERE
a. ER TS EEE1 _EFEILISCSILIF ©

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. FE T <7EEIRE 2 EFIL iISCSILIF o

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. 1A : TEEH FEITHEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

BB IFR] 4R E SnapCenter EMVMwareZ &2 T H o

4. B—EHZEESEIEKERHTFVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFNE D —EAggregate A BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZBhRAA 2 EHThRASAIRRZS ~ SHIECL 7T VMRV ARFSRA o
a. WA TS UFBGERRL

::> set adv -con off

ZEERART ~ EACloud Volumes ONTAP Sk A RS2 B IIRE R #iSCSI LIF RS H E1EE
AR o

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

NFS
SR IKIR IS BRI ETFVM ~ LURFREBBILIF o
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1. B ERE SRR T E RS REE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BUBER4YESRE -
a. FATYIGSIEERE1 EFEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. FE TS TEERE 2 EFIL NAS LIF o

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. F&ILiSCSI LIFLUR{HEDNSE: -
a. FR TSI STEEEL1 EFETISCSI LIF ©

network interface create -vserver <svm-name> -—-home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. EFATFas < 1EEIEs 2 F#I7 iSCSILIF o
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network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. R TS FEHFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

LB IELIFRE4R E SnapCenter A YIVMware X EIET A ©

5. 2R EER1 EEIEFVMEIRLIF o
network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

B LIFRE4R E SnapCenter EWVMwareEEIETH o

6. f—(ERSEESBIERAREEM o
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 7 BETER#FVM EZ T HERE o
7. INRE#HITCloud Volumes ONTAP RIZhRZASAF = EHTHRASHINRZS ~ sAECU#TF VMBS ARFSRA
a. AT UFBGERR

::> set adv -con off

BEEXERFS - KZ&Cloud Volumes ONTAP Stk Al IR 1B TNAE AT #&iSCSI LIFAME L E18E
43 o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

ERUNVIEE S
SRR TS BRI TBVHEFVM ~ LUK FREERILIF o

TR
1. B HFERR SIS T RHFERM RIS o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>
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2. BIUNASERIERE
a. EATYIS L EMR1 ERINAS LIF -

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. EHE T e <7EENEE 2 F#IT NAS LIF o

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. #1I7iSCSI LIFLUR{HDNSE :
a. EA TS EEEE1 EFILISCSI LIF ©

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. A TS 1EEIEY 2 F#I7 iSCSILIF o

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. FEMA R ERUFEEVMEIRLIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-

for-azure-health-probe3>
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BB IFR] 4R E SnapCenter :EMIVMwareZEI2T B o

. B—EHZEESREIERGHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BERUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o
6. MRETHTTCloud Volumes ONTAP FIZHRAT & EHAR AR ~ HIECUHF VMAVAREARFSRA
a. WA TIar < UFEGERSET -

::> set adv -con off

EEEKARTS - AACloud Volumes ONTAP SRR B INAEATEiISCSI LIFFEREH E18E
4% o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

B TRIE ?

TEHABRS FIBTTRETEVMZ 18 ~ BUFLE 2151 2/\BF ~ BITESVM L FR B 2770 o N BTHIRE (21) B
46 ~ BlueXP & LU 2/)\BFRY B ] I PRIF HEHABCE B 8 F #1835 FY5RE  Cloud Volumes ONTAPYIRAHTEISVM
ABlueXP & RIA AI MR FET B RIERHEIRTE

7ZCloud Volumes ONTAP Google Cloud™#E37 &k IRFSHFEVMLUE ELE A
BFEREESE ONTAP BTN ZIRAIPMEERES - IAKHNAPIGREFEEERR

5 o [EAIgERNEE 2 SVM T vserver ° IRIETESR ~ R E—(A#EE VM ~ {BEf4ARE
L IEREIMNIEETE VM o Cloud Volumes ONTAP
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XERHT VM EE

£9.11.1hRBA%A ~ Cloud Volumes ONTAP Google Cloud 8945 E LB IHAE A S IE ZERETFEVM o BifE "2517:0ER
Cloud Volumes ONTAP" E&#5Cloud Volumes ONTAP S EME#EFEVMEEE R EANREHRAN S 1E o

FREHEAM Cloud Volumes ONTAP BISZIRINAEITS IR EE—BRRESF VM ~ DU —EB AR W IRIERI B B9t
7 VM o IIRFKIRFEFVMEEERE « (GRS B Bt R FVMETTERHFE ©

Bif#EFEVM

MRITEZIE « BRINEE—EHMARFIHAR S LTS ERFVM o FHER B AEABlueXP APITEHARD
i FEIEHIFEVM ~ SB[ EACLIEISystem Managerft EE—EIZE A 4R LI FHTEVM o

E—MAR

BLESRERCLIEE—MRAR LEIDMIVETFVM - EUSKLIFRE—EABIPL « MREBERIE
ELIF ~ AIEES—(EZEARFAE P

1. #£Google Cloud™ -~ #ZECloud Volumes ONTAP &%) - TASELIFEFIZ—@EIPAILZEnicO °
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

MRERAEEFYMLERIIEELIF ~ BIFE

—EIPUL AR ERILIF ~ S5—EZERIPMLE o

"Google CloudX ¥ : #righ%IPEEEIREHITERE"

2. B HFERESNAT AT EREEERE -

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. 5E&EIEGoogle CloudFFTIERIIPHLIE ~ WAL ERILIF ©
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFSE(SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. =R . 15 TEGoogle CloudHHTIEHIIPAIL ~ LRI EFEVMEIELIF ©

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

. B—EHNZEESREIERGHEFVM o

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

SRV EDR « AAMNREEVMERENE D —(BAggregate * 7 BETE#FVM_ LRI HIRE o

HARC %

& ZB(EFBIueXP APITECIoud Volumes ONTAP Google CloudIE B R4 LRI H#1EVM o B BlueXP & A
FRERRILIFARFS 2R EFETFVM ~ LUK d H SMB/CIFSIBEFAEAYISCSI LIF ~ EUtHEEFEHAAPI (f3ESystem
ManagergfCLI) ©

AR Bluexpﬁreoogle CloudHECEFFERIPANE « WERBERILIFAEIFHEZEVM » LUEITSMB/NFSTE
By « M{EFAISCSI LIFZREITE L SMBIE ©

HERGoogle Cloudi#[R

ConnectorBE4SEREIR « A AEER I KR EIECloud Volumes ONTAP #12VM ~ LIRS ITREHAECE o FRrEEH#EIR
BETEF "NetApp FRHAERA" o

1. A THAPIMEIY I FEFVM .
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POST /occm/api/gcp/ha/working-environments/{WE ID}/svm/

FREAIBR IR TSR -

{ "svmName": "myNewSvml" }

BEHAR S Ea9EEVM

BlueXP APIth3ZIRTEHAEC Y E ERfan & RMIFRFE#EFVM o
EHBEEVM

MERE - TR BERE BT VM LTS o

1. A THIAPIIEN EHap R HEFEVM

PUT /occm/api/gcp/ha/working-environments/{WE ID}/svm

FREAIIBE IR SRR ¢

{

"svmNewName": "newSvmName",
"svmName": "oldSvmName"
}

MIFREEZVM

MNREFABEEHZVM ~ BIUHCloud Volumes ONTAP {ZLETHAERMIER ©

1. {ERATHAPIFELI R MIFREETFEVM -

DELETE /occm/api/gcp/ha/working-environments/{WE ID}/svm/{SVM NAME}

RE SVM KEIE

BlueXP TEMAEfI#EE VM (SVM ) KEIMIEMRE SRz 1& o [THZEER System
Manager 3% CLI ©

YNSRTEME Cloud Volumes ONTAP R4 Z IR E SnapMirror SVM # % ~ ERAENTIME HA BEBH AR
EE—EEARZME o MEATE HA BRHME R RMAZHRE SnapMirror SVM 8% ©

NEE CLI f&7r ~ 2R TFIIXM -

* "SVM SCHHRIEEE B BREIST"
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* "SVM Disaster Recovery Express 157"
(wan =5z \|Is =
ZEEEERNE
573 NetApp INZEMRRTS RINEHIEE

% #&NetApp Volume Encryption (NVE) #INetApp Aggregate Encryption (NAE) Cloud
Volumes ONTAP o NVE?FDNAE;EEAEEME}EE » AJRRFAFIPS 140-21Z 2R & B
BRNZEINEE o "R ARSI RR G Z

SMER IR EIEIZTUIENVERNINAE ©

fEF AWS £ EIRRBEEEE

ISR LUER "AWS B iEEIERTE (KMS ) " ZZONTAP Google Cloud PlatformZBEaIFE
%*E_thT%ERILTsE,JTHD éﬁ °

EBE]LAUER CLI 8 ONTAP REST API 2RESF AWS KMS HIEIBEIE ©

B KMS B « 3533 ~ 1R1ETER ~ BF SVM W LIF € R ER G SIS IRIRELET o e SR8 A E
AWS MIEGEIRFSHEITEN - MRZBEPRDTA LR « EERE L FIREASEEIERF -

FAYaZ Al
* Cloud Volumes ONTAP #ZB#17T 9.12.0 KRS\ E #hRk 4
s WA %8 Volume Encryption (VE ) #2#EHN
* MRERRESHEMBEESRERE (MTEKM) 21
* B RARRESSVMEIES
* B AR AR AWS 516

()  ERERTHEN SMBRE -

AWS

1. R T BRREEMEN IAM B EFIERR AWS KMS £i§ © IAM S8 EE S 5T FIEE
YRR :

° DescribeKey
° Encrypt

° Decrypt
AEEIUKRT  F2E "AWS X" o

2. "BRAFMIEEFEZE IAM A& o " [REIFESE DescribeKey » Encrypt M “Decrypt &i& :

Cloud Volumes ONTAP
1. YIHZEEH Cloud Volumes ONTAP IB1E o
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2. U ERERERE AR -

set -privilege advanced

3. BA AWS SIREIERER !
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRIRTRES « BRARESE o
5. FEER AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

fEFAAzure Key Vault B2 £ %

IEAILAGER "Azure Key Vault (AKV) " FEONTAP AzureBiZHIEARZ X P RE LR INE

AKVE] AR {RE "NetApp Volume Encryption (NVE) #ig" (2EANRERISVM o
ERAAKVI IR E IR ABEBCLIZIONTAP REST APIZRELA o

EFAAKVES ~ 5538  TEREFEABERSVM LIFREEin S B IR inatE @ o iR SRR AR EindtER
B9ERs8ARTS (login.microsoftonline.com) #1735 - IRFBERRREA LR - EERB LI ERERSHREIE
ARTS o

BAYAZ Al
* YAZE#N1T9.10.1ARELEFTARZSCloud Volumes ONTAP

* BZ % Volume Encryption (VE) ## (NetApp Volume Encryption$Z# & BE)%2£7£Cloud Volumes
ONTAP [ENetApp 1B EEIBR# L)

c BNEREZTEPMNZERERE (MT_EK-Mgmt) 1S4
c M BREEYSVMEIES
* IFFAAzures TR

PRl
* AKVREEFEERISVM LRTE

HEREAERT

PR AT SRR SR BRI AR Cloud Volumes ONTAP AzuresE SR NBERAERE) ~ LUKRMIfEEIIAZure Key Vault
MEiE - MREELTHELES R « FREECCHAIERIARRE - LHRER EiLAzure Key Vault » $A% 4
#& 4HAECloud Volumes ONTAP o

* AzurefE TR EEM

* BT Azure A P ipikER

* 17 Azure Key Vault

* BIANE TR

* #17Azure Active DirectoryinZi ({£FEHA)
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* #HRECloud Volumes ONTAP

AzurefEFFZTNEEM

1. KBS TEAzUres TR E T AIFEAFZ Cloud Volumes ONTAP ~ Z BEfEF IEIhAEZR7FEXAzure Key
Vault © EAzure AO48uE ~ BEEY TFEFATETNEEM o

2. BEE THERR) o

3. IRMHFEAR NS « WIEEHIEMERREREER o Azure Key VaultlE TR E—TBREIEREERK ©
2 53 o

4. fE£Azure Overview (AzureZE%) RES « EIEEAMOERRER - BEBEX (BFi%) ID*fM*B# (
fAF) ID*ERINZRMNE - EHENGZMERT - BEFEEELETIAR -
#2137 Azure 8 P imik =R
1. #EAzure A 4L AZure Key VaultfEFRTET ~ Y M /BB M%7 | &g o

2. 3 M3 AP °§Hu7\ﬁﬁ§mfﬁﬁlﬁﬂr§f%fﬁ°NetApp@ HEFA24E B REAE ~ FBEHEESR
Im R RATRERERRMRE ©

3 #B—T THE) LB AR IREE - B TValue*) WFFPRFIBMEF & « M HRFEFELEHIEUHE
& fEF 4HEAECloud Volumes ONTAP ° TEEREFEEE - T BREATIMEE

J£37Azure Key Vault

1. MNRIEFIRBRIAzure Key Vault ~ IEEJ LG EELR ZE Cloud Volumes ONTAP (G EEARRS ; Fib ~ BB
RRIEFE YRR E SRR R EURA ©

2. FAzure AQMEIER ~ BIEEE T RASEISE) BER o

3. f5—T MR  AEWAFREN - EEFE  HEREEER - 1t - BRARBMRHREE
MR REELBREEPER MERAERRE -

4. EE R—%) DUEEERURA o
S. R TFIER !
a. 7f T7FER4ERE*) T ~ EE MEREFERRA o
b. £ M&JRFE) T - BEE [ AzureBERENNZE ) LUETTVolumeNZE* o
6. 3EER M+#37) LS EEURA] o
7.1 TREA KT T~ B—TF MIINEER ~ ABER M8 - HERREEE) &k o

8. BESE THIVERINGER (88  WE BE) - AREVRERBFEIRREEMRA" « LUEEFTA AR
IR - ISFEZUER

° RASEREIR | BiEER2018
o M HENR | JEIE8IH
o EILEHERR © 16IEEIEEY
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m
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?iié T IF—%) LCERGEEREPETMN MEE) * AzurestMERER AzurefEFREZR M o 888 TF—
J [e]

() sERNRLESE—EEN-

Create an access policy X
@ Ppermissions e Principal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected

10. MR F—F) ~ BERIEIRE TEEWET) Bk - A%E—T T2 o
N8 E I'F—F) EA MER &R

12 BEIZEENREREIG S « 3EEHE TFEMR) M TEE+E1L) REUSHREREFE - (ERERAGETSE
HRERASNEHNEERRLZEBRE )

13. REREIBEURI : EERIMNEBETD « FIEE MR8 AR - ARULAIMER ™ vault URLY © &%
B IETHAE ~ MUBRHERET ©
BIIMEEE
1. 7£1&%Cloud Volumes ONTAP Z 137 HIKey VaultThRERT ~ BIEBE M Keys) #EIE o
2. 3EEY TELEAL MEBILHEE o
3. BiEEERA MEE) o
4. RETFHIEH -
° INEEHRTE
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° TIRIEE I RSA
° RSAEI®A/ © 2048
- BRA I E

5. EY 23T UBIIINZEEIE o

6. JR[E] M4ZiE) IHAER  AMBIEEUGHIR I AYIRSE -

7. 7£ THAEIRRA) THERERID « BNaigRERmAs o

8. #E M &IRABES) BAI o MURIEREIBREIFEH/NENFS o

#2317 Azure Active Directoryiin2t (f£fEHA)

1. ABEEAzure Key Vaults:Z EAHA Cloud Volumes ONTAP IHAEIRIZRF « A EEHITILIZR o
2. fEAzure AO#EIE ~ BIBEE T EHIAER) o

3. #FEEVERZE Cloud Volumes ONTAP T 2{EINAEE R EHRAEE - ABENBEEARIA M*Subnets)  (F4IER)
INRESR

4. {itCloud Volumes ONTAP B EHIEINE I E R FAHER L1
5. BIBE MiRFSuREL) 1RRE o /£ FhINIIAER ~ I TFIIER !
o **Microsoft.AzureActiveDirectory

o Microsoft.KeyVault
° *Microsoft.Storage (%F)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. BEE M #fF) LUREVEHIRE ©

4ARECloud Volumes ONTAP
1. FERIERFHNSSHRE R IR B ERETIELIF o
2. EAERERIENONTAP
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set advanced -con off

. WBIFFERER SVM i EREE DNS 485 -

vserver services name-service dns show

a. pu%ﬁﬁ 25 RISVMHIDNSIER 721 « HEPE S Azure DNSIER ~ B REEIREUERTITE)  INRE
HEABEISVMITIEDNSHEIRSSIER « MU$5MAzure DNS ~ AGDNSE AL EFARS - BEZNSESE
BIE SVM WIER

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. #EAEAER SVM 1L DNS BRF -

vserver services name-service dns show

. ERERRERERBHTNAEIKDIFE S IDAREHEAzuUre Key Vault

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

- EEREIEERAIRE ¢
security key-manager external azure check

WEABNT -

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

YNRRE service reachability AREERRZE oK » SVMIEEUFIA R EREGIERICELREAzure Key
VaultBR?S o SEFRRIEHIAzure B FREIFIER R R S 3 #4EHIFAB VNet ~ fEE 5% T3 Azure KeyVault Public
ineh o MRE - BEEERAzureFABE IHE: ~ VNetREENEBE o LR fEEREESVM LT HIE
B ~ U riREsAIFAR Pt o

° kms_wrapped key status iFBIRE UNKNOWN ¥IURAHREEF « KSR E TS ok MEE —EREEZ
%o

A : ZEinAlE Volume LU EREENVERITHAE ©

]
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vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

UNREEIEFE ~ Cloud Volumes ONTAP Bll€ B&hZ 17 Volume il XA Volumell & o

7. SRR E B IERIIINE c IRZE ~ BIRE -is-encrypted 2 ERETRA true ©

vol show -vserver SVM name -fields is-encrypted

FIFAGoogleMV Ein & iR BIERFF R EE IR

A LUEF "Google Cloud PlatformBy i EIEARFS (EimKMS) " ZEONTAP Google
Cloud PlatformZBZE BRI P IREENRINE EIE

ERirKMSHEHHEIER3EBCLIZIONTAP REST APIELA

fEFE Cloud KMS B ~ 35732 ~ 1R¥ETERR ~ BFH Data SVM 8 LIF B EiG iR EIRiREE - i EIRHERA

R EE IR FEEEREEIRTE (oauth2.googleapis.com) #E1TiEE c MR BERRREAFLLRE - EERELILRE
FREBEIRRT o
YA Z Al

* WA#1T9.10.1AREEHhRk4Cloud Volumes ONTAP

* BZ % Volume Encryption (VE) &

* RELHAMESHEE (MTEKM) 12 « #£Cloud Volumes ONTAP RRASSEAES9.12.1 GARRYA ©
* B AR RENSVMERS

* IAGoogle Cloud PlatformzT R

PR
* BirKMSRAEEEERISVM ERE

ISR

Google Cloud
1. FE&#Google CloudIRIEH ~ "EI HTEHGCPEIRIRAEIR" o
2. A&Cloud Volumes ONTAP EHBRFEIRAIEI B AR o

gcloud iam roles create kmsCustomRole
--project=<project id>
--title=<kms_custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
--stage=GA
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3. BBEETA®IEIKA Cloud KMS £5&# Cloud Volumes ONTAP ARFSIRS !
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4. TERFSIRE JSON £48 :

gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. FERICRFNSSHRE P IR EGEREEETIELIF o
2. U ERERERRE AR -

set -privilege advanced

3. ABERISVMEIIDNS °
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. #3 CMEK I18H :
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. HIRIETREF « FAREGCPIRF B ARRFS IR A JsonE iR ©
6. HIERANERART)

security key-manager external gcp check -vserver svm name

7. 3ER  BAUBBEELCAEINE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

SEREHFAR
MRCFEZEREERR « PILABkZ Ei R B AP B BIRIGREST APIGCE:

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

CLE M RERESRIFES]

RO EAEEHEE—TENRE « BERNEE © BlueXP FIEIEHHEHREELE (FmiE
NetApp BRG % | BiElE RS RBREERNEHHPRUNEMRE (ARP) o ELEMR
AEAURHAMNIA « UFFIRE « FRIFRR

Br L% R RUASERRIER

iFiB BlueXP ~ $1REREE(RERE IR EHIA ONTAP FPolicy IhAESRFH#1E R VS REEEIE RIS 2188 -

1. 7 Canvas BE L + M MIREAPDRUBEFRENRR RS o
2. 71 THEt) REIRELE S BT Thael @R ~ ARIE—T * HRUEFE * SHHEET o
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Information Features

Working Environment Tags Tags

4P
=+

Scheduled Downtime

S3 Storage

Standard-Infrequent Access
Classes
Instance Type mb5.xlarge
Write Speed Normal

O
=

Ransomware Protection

Support Registration Not Registered

CIFs Setup

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :

a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * BX&) Snapshot Policy* | ©
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NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

b. #—T T * Bx&) FPolicy* 1 LLERXA ONTAP B FPolicy FERAZE ~ IR R E R RIEEERIE LR
FERIEE -

BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E1ZEENCloud Volumes ONTAP A RATHBEAIFPolicyBs ~ BlueXPFA & RIS ESEE o Ib
(@ AERREERNHEREERET « MAIMSERACloud Volumes ONTAP AR EHE:
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

@
Protection - E.

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

BEEHRUEeFRE

Cloud Volumes ONTAP %1& TBEEI#HZRERERE] (ARP) Ihas ~ IR TEEHBITON - THEALES
ARER T RNIEN B EE RS

EUFBIRMAIERRIERREDH "PERNEREXRT" « ARP REEEALIEEHI N « BREBENZN TEE
%@JJ RETERETREERHNNE - HRUWEREREN ARP NFEtT eI A « LUREEERIMREFE R

ARP IIEE(2EAN AN A ERRERNN BYOL 1 (— ZR=FHMR) - GABEER NetApp £
EAR - LUBERNEIZMINEE « LUEES Cloud Volumes ONTAP HHJ ARP IhAEfE o

FEE MIINIRRE i EFTIE = Digital Wallet & ~ fSEAJLAfEFA Cloud Volumes ONTAP LU EHEREFR & & B HE 2R
ARP o I &R ARP 4HRE 2558 ONTAP 4T EIESF] ONTAP CLI #1T ©

MFTANAIFERR ONTAP REEIESM CLI BYAE ARP BUEHAE « 552 R "B B EH RIS RE"

()  =xmiemiE . EEERRENE -
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

RER

H 4R Cloud Volumes ONTAP fRErEE

1%Cloud Volumes ONTAP BlueXPH AR UEIS ERFTAIFTTHSEELIE SR INAE o FHARERRE Z A1 ~
RFERZ A 24 Cloud Volumes ONTAP I ARA—Is &4
FHiR4EEE

7ERA#ACloud Volumes ONTAP E1TEFEARIZF 2 AT ~ EREZEIE THIEIE

{E14BlueXPH 4R

WBIREBlueXP5ERLFH4K © Cloud Volumes ONTAPIEARFE Cloud Volumes ONTAP {8 System Manager 2 CLI
RFHRINGE - ERMEIREE T ERFIZEM ©

YRR
BlueXPi2{EMFEF 4% Cloud Volumes ONTAP i&R1X :

* ELERIBPETRTHRENZ %
* BFHREAEHTTPSAIE ~ JA%BIRHURLAEBIueXP

TENARRT
1R B UFH4R B RR ASBUR T S B B3 THYRRZS © Cloud Volumes ONTAP Cloud Volumes ONTAP

SEIEN TR B AR ERIAR A
9.13.0 9.13.1.12.9.12.9.
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EENEN R E AR ERMRES

9.121 9.13.1.12.9.12.9.
9.13.0
9.12.0% 9.121
9.11.1. 9.121
9.12.0%
9.11.0 9.11.1.
9.10.1 9.11.1.
9.11.0
9.10.0% 9.10.1
9.9.1 9.10.1
9.10.0%
9.9.0 9.9.1
9.8 9.9.1
9.7% 9.8
9.6% 9.7%
9.5. 9.6%
9.4. 9.5.
9.3. 9.4.
9.2. 9.3.
9.1. 9.2.
9.0 9.1.
8.3 9.0
AR MIEIR !

* TEMNFARRIECloud Volumes ONTAP EAAEFEFZEONTAP B ZBEBEB I E IR R o

* WNRERER TIRIRIBR BRI REEETAR « BIBlueXPEBIRRIEHAHREBEE LS BAHRRIEHRRE
* MR ARIREIEHTTPSAL B EITHR  BHNEIRELZENAREE

* ERLERT - EREREARBRA AER BIZRARE o

BIgn ~ WNREHITRIE9.80R ~ MBRBEARE.10.1hR ~ BIALEFTAREI.Q.1HR ~ ABBFAREI.10.1hR ©
* HRMERRERN (P) AR ~ SRR —ERRA IR A 4R E T —EhRZ<EIER P hiZs o
LR 2s@eat)

° 9.13.0>9.13.1P15
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° 9.12.1>9.13.1P2

BIREPER

ARCloud Volumes ONTAP X iRiE[R ol [& 4k = S HThRA<BIINAE o

SR

WAZ8[A NetApp SZIBERPI:EMR « A SEEA BV EM 7 A K FH4REEE o Cloud Volumes ONTAPZEER
PAYGO #1 BYOL ° fREBE "FHH)&EE PAYGO Z4%" ~ 1B BYOL R4TaR 41 o

MR M RN R R G ERIRAE L U EITEBlueXPHREERIVERBE B #TIB AN o (BISA 7R s
BRI~ A BEFHARERES o

HAR N ZFE R 4R
BlueXPt & 7£Cloud Volumes ONTAP BB REEFTHHNEHITIERS o

EHEFR
HITHRZ A ~ A BSRERARCHMAE « WETERARERNBERRESE
* [EtE(EHEEFRE]
* [HEER B ENIRIETHRE R FE]
* T {ZSnapMirror{Es
* E8z¥Aggregate BB TEAR -
BEAS S
BICHRERE RS - FREFSERABRLFRE 25 HF - 7EIEHAR /0 gohiE -

EFZERT ~ Fk HABCH ARG HENEE « /0 ARGl - FUIEARPEFEEHARERT - SR HARESE
BNES ~ LUEER R P imie i 1/0 ARTS -

TERSERE MBI E I SE S EFA AR R HEEEIGMWA R IRFMERRENEN AR E o NFFMEN - "5
2275 ONTAP 4"

0B ERIETNAEM R

BERIELXJATE Cloud Volumes ONTAP —f& TESERIER) HA BCt) LR (ERTERRE) - MRKE - 7Y
EERERM -

"HEESRAIN A | SRE BENRIERIER S ONTAP"

¥ {=SnapMirror{&s

Y058 Cloud Volumes ONTAP EA{EAERRAY SnapMirror Bi{% « RIFIEEHT Cloud Volumes ONTAP :Z2Ek {42 Hil
E{=EE o LSEEH TR LE SnapMirror #FE o S EEER B BRI R G EE) o
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@ BE2R BlueXP &5 EIEIR{EMA SnapMirror BFZRZILHEDIEZR (#87% SnapMirror Cloud ) ~ 1B
RIRABRFERREGEED °

BREETLF
BLED RPN R R R EIERREIRNIT 9.3 ARREHMIRES o

1. B89 RS Z A System Manager ©

EAI AR E R BERERREEIELIFAIP{IL « LB ASystem Manager © &R A7ECloud Volumes ONTAP
AITEIRIRA R ENIPALHE ©

@ RERIMEERSZEBIlueXP « #BHEEZ|Cloud Volumes ONTAP 2% 2 4t HIABER E4S o
0~ e RE R BN B IR R AR PRV ES1Z T S ABlueXP ©

2 B—T*RE> B>

3. EENRAR ~ ABIR—T *{EXE>BFLE~* o

ExsEAggregate 2L T4z b

EHEEE A WESTEAR L EEE A Cloud Volumes ONTAP LEINAERY Aggregate © TEAZEAVAHRES ~
Aggregate ZBFEZEEH AR _EARRE ~ (BUNIREE - BIEZRHE L4F o
FAMEETLE
B S ERRBRUN A E A AR BIEIR AR MIT 9.3 KRR EHHRZS
1. HILEIRIED ~ #—F * Aggregate * 12%
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"subscription" : "<subscription ID>",

"use-existing" : true,
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"rollback-on-private-link-failure": true
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TEZETREER Putty AIEEH)

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

(OBRaw OTeinet ORlogn ®SSH (O Serial

3. EEART K ~ WA admin 1RFBVERES ©
° gl

Password: ***x**xx*x%

COT2: :>

RFEEMRESE S

E&AutoSupport :5ILEE

A EEEERRBR AN » WX SLENetAppI Tz IREBFT © AutoSupportiRIETE
% ~ AutoSupport SEEIRE L& G RUASIEINGE ~ B ERAHTTPS{EESE S5 17 E R 1
BIEXGRAMXIE - &RiFEEsEAutoSupport LB E B HEEX o

ME— N ZRVAHRE D BREFE{RCloud Volumes ONTAP & A3 E AR E L RVRIRAEERS - MNFBFAE K - F2H
Ein{HERHRIERENX o

ZEKAutoSupport
S &NetAppIREN 1R BNEA T EIMB AR AR FENINAE ~ LEIhRER] EEE A RBEEANN ~ LGRS EX

297



#NetAppit i sz #83FPT © Cloud Volumes ONTAP AutoSupport
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

N Rhttp-httpsFBERIAVIREES Toky ~ FNAutoSupport BEIEFERRE ~ il B {FiX

- MNBAREERIERE ~ 5558555 Cloud Volumes ONTAP {E&I25#Proxy URL :
autosupport show -fields proxy-url

- YR Proxy URLZEZE R « s55%ECloud Volumes ONTAP R EiZ33 %A Proxy :
autosupport modify -proxy-url http://<connector private ip>:3128
. BEEAutoSupport FIEARAE :

autosupport check show-details

- YNRARBEAIZAL B ~ 55BEFECloud Volumes ONTAP &iBE 1183128 a5 A BT iR ~ B EEZIR

299



7.

10.

FREAER -
MRARREIDERRE RSB ERBRINKN » SAEASSHEREERZS °

"EABREREZLinux VM for the ConnectorftEREE A"

ﬁﬁﬁi/opt/application/netapp/cloudmanager/docker_occm/data/

FIRX Proxy #HREFEZE squid.conf

TERNERGHEBNT

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfEECloud Volumes ONTAP 152 {E:B8F2hHICIDR o

f1E Cloud Volumes ONTAP B ATEIEZRPIEENHE AN EMEEAARAICIDRELR
bI=1=

acl cvonet src <cidr>
WRICFILIULFHIER ~ FRIS T HE AFFER -

http access allow cvonet

EHITF -

http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. REMARIEZ % « FEIREProxy & 881E%Sudo !
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docker restart squid
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Select Disk Type

Disk Type

GP3 - General Purpose 550 Dynamic Performance

% General Purpose 55D (gp3) Disk Properties

Description: General purpose 550 volume that balances price and

performance (performance level is independent of storage capacity)

IOP5 Value Throughput MBy/s
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ﬂmm aggri B ONLINE

INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size  907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled
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ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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Ransomware Protection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % )

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on afile's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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