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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4
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ERYEE IP ikt o

2. 7281 NAS FFiHHERAY VPC HEBE NetApp BIET A ~ HERHAERSE NAS AP iR o
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Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Floating IP addresses in
one or more route tables

Availability zone 1

Subnet 1

Availability zone 2

Subnet 2

Synchronous mirror of
data between nodes
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IR AR K
* "AWSHZ 2 EH4RFR A"

£21E AZs P35 E HA BCER) AWS FEEEE
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a. £* VPC*IRFEH - 32— T~ Transit Gateway Route Tables * o
b. BEEREEFR ©

C. #—TF TRAME) ~ AABEEEY NEEIIRANE o

d. EEZRBNMG (VPC) ~ ABE—TEILRAE" -
15 HA EC¥97%8) IP (it ~ 7EEERFER R ARPEIRA o

A ATEBIlueXPRY TTRIRIFEN) REEFENIPALUL - SEEHT :

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

THSEHIRGERREREENRER - EREiEMmEE VPC B CIDR &1#RE&H « Cloud Volumes ONTAP LY

B R1 {EHERIEEZE) IP fidt o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type

oo @ [gwaliach 05677bA34e29 1B | vpo.Ob2boa0e0dcBe0dbT | h VPC2 —
10.160.0.0/20 Tgw-attach-O0ebaseacdab0d db | vpc-673ae603 propagated

\ bw}'/" static
172.23.0.2/32 tow-attach-00eba3eac3250d7db | vpe-673ae603 & static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E -!an.t—l—l-‘g static
172.23.0.4/32 tgw-attach-00eba3eac3z50d7db | vpe-673ae603 _l_B' Addresses ...
ENBEEFEFE IP IR VPC BREHRX ©
a. FEEREIEEEEE IP {ilt o
b. ¥ ERHIEE ML E HA BCHFr7E VPC B9 CIDR &3 ©
THERFEARRET VPC 2 NEREHZR ~ HPE1EEE VPC 1 BUEENIFE) IP ik -

Route state

active
active
active
active
active

active



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet i Route Tags
Edit routes

View  All routes -

Destination
10.100.0.0/18

0.0.0.0/0

Target
local

Igw-07250bd01781e67df

10.160.0,0/20

tow-015b7c249661ac278

172.23.0.1/32

172.23.0.2/32

172.23.0.3/32

172.23.0.4/32

tgw-015b7c249661ac279
tgw-015b7c249661ac279
tgw-015b7c249661ac279

tgw-015b7c249661ac279

Status
VREA
Floating IR
Addresses

Rt e

active

5. REBZECEH) P (AR EFIEZE VPC « LUER HA F2¥ VPC MIRER
IEFBRIEEEE - BATCE5TH VPC ZBIMERHE -

THIEAR G VPC 1 NERE® - Hp&E@ETE) IP (4t VPC 2 BIERHE ~ M VPC 2 R R IRFITE
MIE o EEREHARCHE « BlueXPE BEIRFHNIPHIEERAHR ©

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68254001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pex-589¢3331 active
I 10.100.0.0/16 1gw-015b7c249661ac279 I \\JIB\C ;
10.129.0.0/20 pex-f7e1396 active
172.23.0.1/32 eni-0854d4715559c3cdb H
Eloating

172.23.0.2/32 eni-0854d4715559c3cdb acti IB

-
172.23.0.3/32 enl-0f76681216c3108ed Add resses
172.23.0.4/32 eni-0854d4715559c3cdb active

6. [FHEZE) IP (tiFHEE RS AR o
oI LUER BlueXP /b MEIRHAFRE ) EAR T * #HEm< * I8 ~ 1 BlueXP R EIIERERY IP {idlk o
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

NRIEEHENFS Volume - :5:2EEHRBIUN & H B iRVPCHF4EE o
"B REUN{AI 4R EE Volume" ©

° FEREL *
° "AWS FHE R BERCH"
° "AWS BYAZERER Cloud Volumes ONTAP"
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&R Shared VPC

1AM role Route table
172.16.0,0 = i
Security
1121610
3
bt 172.16.2.0 Srop

Private subnet

2

| Private subnet

___________________________________

Ay ailabilty Zone A

ONTAP
_ONTAP |

MNode 1

Av ailability Zone B

Mediator - '
1AM role with :

“AssumeRole” I

SRBIERFRAL « AR BRERP LA FHER  ARTEVPCHEAEIRRREILIAMAGNLZE2EEHE -

8217 Cloud Volumes ONTAP 7 :R{EEIRIER - BlueXPE EHEIZIZIAMAR « TG EMINEIREE - A

BERREEVPCEAERAPEIMNAMAR « WEEFEEHARHERMNEKAR

B
1. EBEERFHLAVPCHER EIRP R FHAEE o

EERHATFHERPEBHARE « MWERITIESER
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2. EVPCHEB EWRA S ~ EIICloud Volumes ONTAP —{E% & B¥4H U {EFT o

18


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
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3. EVPCHEBEIRFH « B G TIIHERNIAMAS !

Action": [
"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec2
"ec2

ec2:

:AssignPrivateIpAddresses",

CreateRoute",

DeleteRoute",
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"haParams": {
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}

+

"#ABECloud Volumes ONTAP f#NetApp API"

AWS HZ 2 E+4ARA|

o

BlueXPEZIZAWSZ 24 E¥4H - Ha3ECloud Volumes ONTAP EE|BFEERIEAF]

EHIRE - LRIEFESRE

#781 Cloud Volumes ONTAP

FIBETAE - NERIFERABCHNRZEMEE -

BRI LEIHEEN L 214 E#48 Cloud Volumes ONTAP EEEAFMEHFRA o

19


https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html

BARR

BRI TR TEERLERNREMEEHER - JLUEERSF TIIHEP—IERRE :

* YE[REFEVPC * :

EARENKBERVPCHF4REIE (@M Cloud Volumes ONTAP BEZR4%) ~ Uk

?SE?%%%FEEVPCE’J?“HE%%EEI ° 5B EERRYEIR o
* FFEVPC : B AREMIZKIEZ0.00.0.0/0 IPEEE

BEiRE

FRE
ICMP

HTTP
HTTPS

SSH
TCP
TCP
TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
uUbP
ubP

ubP
UbP
ubP
ubP
ubP

20

BIZIB
e

80
443..

22.
1.
139.

161-162-
163.

445
635
749
2049
3260
4045
4046
10000
11104.
11105.
1.

161-162-
163.

635
2049
4045
4046
4049

BHY
Ping $11T{EES

EREEEIE LIF B9 IP i3k ~ WL HTTP 72EX System Manager Web ¥
EARZESELIFMIPAIHE « E4RFConnectorFIHTTPS + FEXSystem Manager Web=®
i

SSH ZENEREEIE LIF B9 IP it SIE LIF
BiRTEFEE NFS

CIFS 9 NetBios AR5 L 1ELER

5 B8 AR B IR EIIHE

Microsoft SMB/CIFS over TCP $£f¢ NetBios 2218
NFS #ag

Kerberos

NFS fRlfk2s 17 E

%38 iISCSI &l LIF /7B iSCSI

NFS HHERE

NFS BYAERRAR RS Ba

5/ NDMP 515

‘E1E SnapMirror RYEREE RN TEPRER
ERFEERE MRS ETT SnapMirror ERHMZE
BIRZFHRE NFS

5 B8 P AR E IR E IR E

NFS #h&

NFS fAfReS (52

NFS $HERE

NFS BUAERR AR AR BRI
NFS rquotad EEiItHE



EHRA

Fa4EZ Cloud Volumes ONTAP 4 Security Group for the k1T EI SRR FRAIELRE - MNRTTLUES « 35
BIEEANELRA - MREREFHRHRE  SAERERNEHRA] o

e=%NCh bl

FEARILIHAEMNTEL EE L2 ME¥4H Cloud Volumes ONTAP €13 T57{EHRA! o

EEE BIRIR BHY

FRi ICMP el FrEGHRE
FRE TCP el FREGLRE
FRAHRY udp e FREELRE
EREEHRA

MEEEERZNELREHRE ~ ATUERTSIE « ZFIEX Cloud Volumes ONTAP RLEFE A ETE L&
FREERVEIZIE o

() &2 Cloud Volumes ONTAP {S7EBHERG EHAE (IP fizsf) o

21



AR5

Active
Directory

AutoSupp
ort

22

BapE &z

TCP
ubpP
UDP
TCP

TCP £

UDP

TCP

TCP

ubpP

TCP

TCP

UDP

UDP

TCP

TCP E
UDP
TCP
TCP
UDP
TCP
HTTPS

HTTP

TCP

18
88

137.
138
139.
389..

445
464.

64
464.

64
749
88
137.
138

139.

389..

445

464.
64

464.
64

749
443..

80

3128

KR

ERAEIE LIF
ENREEIE LIF
ENRLEIE LIF
ERAEIE LIF
ENREEIE LIF

ERAEIE LIF

ENFEEIE LIF

BRI LIF

ERELEIE LIF

Bl LIF

( NFS

CIFS -~ iSCSI)

BELIF
CIFS)
B LIF
CIFS)
B LIF
CIFS)
B LIF
CIFS)
B LIF
CIFS)
B LIF
CIFS)
Bl LIF
CIFS)
B LIF
CIFS)

( NFS

(NFS

(NFS

(NFS

(NFS

(NFS

(NFS

( NFS

EREEIE LIF
EFEEIE LIF

ENELEIE LIF

eyt

Active Directory &%
Active Directory 1%
Active Directory 1%
Active Directory 1%
Active Directory 1%

Active Directory 1%
Active Directory %
Active Directory %
Active Directory %
Active Directory %
Active Directory 1%
Active Directory 1%
Active Directory %
Active Directory 1%
Active Directory %
Active Directory %
Active Directory %

Active Directory 1%

support.netapp.com

support.netapp.com

Bizds

B89

Kerberos V Eizg
NetBios & TBARFS
NetBios B} RARTS

NetBios ARFE T {EFSER
LDAP

Microsoft SMB/CIFS over TCP 1&#C
NetBios 224&

Kerberos V S 8B R EZHE (
Set_change )

Kerberos &ig&EIE

Kerberos V #F G EZRE (
RPCSEC_GSS)

Kerberos V Eiz5
NetBios & TBARTS
NetBios B HRARTE

NetBios ARFE T {EFSER

LDAP

Microsoft SMB/CIFS over TCP $&f¢
NetBios 224&

Kerberos V #E K8 EZHE (
Set_change )

Kerberos &8 &8

Kerberos V S 8B G EZHE (
RPCSEC_GSS)

Y& (FE/AHTTPS) AutoSupport

EEFHEREHEHEHTTE
RHTTPSEEAHTTP
B ~ AutoSupport

AN R A R AR PR AR R ELR
#5158 Connector EHIProxyfal iR 2sE
#XAutoSupport THEEN 48NS



AR#S EEnE
t#ipzE  TCP
S3
=E FRERE
TCP
ICMP
s, HTTP
DHCP UDP
DHCPS UDP
DNS UDP
NDMP TCP
SMTP TCP
SNMP TCP
UDP
TCP
UDP
SnapMirr TCP
or
TCP

Fipacsx UDP

BiZ
18
5010

FRE

BE
AILEE

3000

80

68
67
53.

1860
0-
1869
9

25.

161.
161.

162-
1662

162-
1662

1110
4.

1110
5.

514

KR

=R/ LIF

—{E &R LBIFRA
LIF

ERBLEIE LIF
ENEAEIE LIF

ENELEIE LIF

ENRAEIE LIF
EREAEIE LIF

EELETE LIF B
LIF (NFS - CIFS
)

ENFEEIE LIF

ERAEIE LIF

ENRGEIE LIF
ERRAEIE LIF
ENRAEIE LIF

ENELEIE LIF

=R/ LIF

=R LIF

ENREEIE LIF

HA #7:R235 M L 2 E¥4ERVRAY

STEIETHRE

eyt

B IRRE SRR IR,

HhEi%s EFRA
LIF

HA 7y

HA &9}

\nttp * /1]
<connector-IP-
address>
occm/offboxconfig

DHCP
DHCP
DNS

B Byt fEl Akas

R REIBReR

el
B fElAReS
BRI fEAReS

B E(RARaR

HEER LIF ONTAP

FEER LIF ONTAP

AitsCi RS

B89

BInEEIRENDE S3 IHRERIEE

EEREH ( Cloud Volumes
ONTAP Z[RARE HA)

ZAPI| 104 ( Cloud Volumes ONTAP
£ RHA)

Keepive Alive ( Cloud Volumes
ONTAP f£[R HHA)

R 4ERE D BX E Connector © /&
ABBRRARREEDIEZE" o

E—RHEMN DHCP BRi%
DHCP {alAik2s
DNS

NDMP #E7s

BILAfEEA SMTP %R AutoSupport
REITINAE

%38 SNMP 3
%A SNMP 3
%38 SNMP &

R PEET TR
R PEETTEREE
PR TR

1538 SNMP 3BPaETE IE

E1E SnapMirror FYZEEERSiE
P ES

SnapMirror BEXMEEH

ATAE

RAsCER A

» JAYEE R Cloud Volumes ONTAP BY5MEBZ 2 EFH B T 7IEAFE LR o

23


https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html

BARR
HARRN SR TREER R 2 BHERE THIEARR] -

FEEHRE e KR S]]
TCP 3000 HIZ2IMICIDR ¢ Connector #1T RESTful API 72HY
Lty EEl]

HA R SBNFALERZE M ERBAMAEHRE - IRALUER - FRRESHNEDLRA - MREFEE
BIEBVARR] « SAERERERELRA -

BEAEHRR
HA RT3 NTRAER L 2 M EHEEE TIELRRA -

EmE BIZIR B89

P& TCP e FREBHRE
FRERY udp el FREGHRE
EFEE AR

MREFZERBIELRAERA « AILMERTHER - RFERHA FNEFLEMPAIRRERE

Bt EER =[=spul B8

HTTP 80 AWS EC2#11T{E RS L Connector TEPNEXALR
B9IP{iz 3k

HTTPS 443.. ec2.amazonaws.com HERETHERERE

uUbDP 53. ec2.amazonaws.com HERET R ERE

() GEEIAE VPC 8 - #EETEIE AWS EC2 FRE - TiJEBIRUEIEE 443 7 53 ©

HAZERE A BR % 2 1B AEAVAR A

HEEERBEIHALRRE « B EEZHIAEFZEEF4HCloud Volumes ONTAP G155 53RAI o tbZ &4 B4R T]
TEHARELE Z IR R 23 EARNEE 7 T8 o

BlueXP—REEIItZ 21 - LIRAEABCRER -

BARR
FRAEENLZEMEEE I TIEARR -

BEminE BIRIR BHY
FRERE el HA H77 2888 HA B8~ 9@

24



EHhRAY
FRAERN LR MEHEEE TIELRR -

FEwiE EIFR BHY
FrERE 280 HA F77 2563 HA i EE > RIR9iE
Connector 78!

"8 Connectorfy 2 2 ¥ 4H AR A"

= E AWS KMS

UNRIEAEIZEL Cloud Volumes ONTAP {8 Amazon INZEEER ~ AIEERTE AWS £
TR (KMS) o

1. RRFEFRPNEREEM (CVMK) o

CMK FILAZ AWS FEER CMK ~ thAIUZE FFEER CMK ° ERILEEBlueXPFICloud Volumes ONTAP
SfortHEIRAWSHRA ~ W I LA EIRIAWSHR A H o

"AWS Xft I EREXEE® (CMK) "
2. FBIAMAEE « REMRRRHAEBlueXPiZ_keyEAE_ ~ LUEKNBECMKIIERERA -

BIAMB EHIE AT EFERERE - B0 :EBlueXPEEE IR - AJ#2FCCloud Volumes ONTAP {# I CMKIEECfE
}Eﬁ o

"AWS 1§ dREES R
3. MR CMK IR AFEBI AWS RS ~ 552 TH S ER -

a. #it CMK FRfERUIRE#E KMS 5 o
b. BEENEE o
C. 1 I'* —fRAARE * | B ~ EREIEAY ARN o

$£17Cloud Volumes ONTAP —E &4k « [EAZBIRHARNESBIueXP ©
d. T EHAMAWSIRE* &8 ~ FriGiRHBlueXPHEFRAYAWSHRE o

EARZEIBENRT ~ SEZBlueXPFIIEHIIRE o IRAWSHRLZEHEBIueXP ~ e A HIRHAWSTEZES S
45BlueXP o

25


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html

26

Other AWS accounts

Add other AWS accounts

| Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
I specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘

e. IREFTHRAEAWSIRF ~ 52IRP A1 Z3BlueXPRIEHEIR « WHARIAMEES °
f I EE TR IAM RE] o
g BRAMIMNEIAMBEIAMERE « LURHEHBlueXPRIER o

THRAERHBlueXPIESMEBAWSIR R EEFACMKFR R RVHEIR - SFf5MER TEIR) BRPINEEMIRA
ID °



"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
MEBULRZFRIEMZFAAE R « 55280 "AWSSF | AstEMIRF B EAEERAKMSER" °
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A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (EEH) #&E
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((H) &



C2SiRiE

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
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"Version":

"Statement": [

° HA Ha7Y

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"
"sts:AssumeRole"

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/?‘] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
-~
Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.
You are already subscribed to this product

0 Having issues signing up for your product?
If you were unable to complete the set-up process for this software, Pricing Details

please click here to be taken to the product's registration area

Software Fees
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"Version": "2012-10-17",
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"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec2
"ec?

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

"Allow",
[

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",

:DeleteSecurityGroup",

DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",

:DescribeRegions",

DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"iam:

"iam:

lam:

lam:

lam:

PassRole",
CreateRole",
DeleteRole",
PutRolePolicy",
ListInstanceProfiles",
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"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
Vg3
"s3:
"s3:
1
"Resourc

"arn

"Effect":
"Action":
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:

1,
"Conditi

"Str

lam:

lam:

lam:

CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",
GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Ligc=",

Describe*",

:AssociateIamInstanceProfile",

DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

LIS A A
e": &

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions"

avg [
raws-iso:s3:::fabric-pool*"

"Allow",

[
StartInstances",
StopInstances",
TerminateInstances",
:AttachVolume",
DetachVolume"

on": {
ingLike": {

DescribelamInstanceProfileAssociations",



"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": [

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

3. ##37ICloud Volumes ONTAP —EE B ItEIHEERVERE] o

"ok n
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

- INREEtEEFZECloud Volumes ONTAP —{& TZEEHARCE 1 ~ FBAHARNEEILREA o

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "x"
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