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Select a Template to Get Started

Choose a template for the type of resource you want to create
and then customize the parameters for what's required in your
environment.

For even greater flexibility, choose the "blank” ternplate to mix
and match configurations and to apply additional Cloud

Manager services.

Start with a template of:

Volume for Cloud Volume for Cloud Volume for Azure
Blank template Volumes ONTAP + Volumes ONTAP + NetApp files + Data
Backup Backup + Data Sense Sense

Get Started ‘

MEENRET Editor B °

a8 Remediation Templates Editor Drift Tags
0
Create Volume in Cloud Volumes ONTAP (#cre) {ﬁ] @
v & Enter aname for this template Action Definition
>
Action Name
® Create Volume in Cloud Volumes ONTAP (#cre) ‘ ‘ Create Volume in Cloud Volumes ONTAP (#cre)

o [+

Enable Cloud Backup On Volume (#ena)

Context

‘ Working Environment [J orift

? driley1 X v

(= | + | ResetZoom Storage VM [ orift

O. £ Action E#R £ « MIAFEARBIHTE o
6. 1£ context T ~ TIERIREIEALFHACANIIFRIERE - ENERUMRERN * (77 VM* ©

7. I ER A IEERIERIEMNREE o B2/ ZE37Volume WEVEFER Cloud Volumes ONTAP Volume ZRZEFR
EWFIE2HEEMEN o

8. B#—T * ER * RRENSHHEFZENNHE -
0. MRBBEHMBETENENE (HIM ~ 5RE BlueXP BHEER) - Fig—T * HFsEE - o
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MFEREHMBF  SFR— T EERPOEF - UETERETHIIZH -

Create Volume in Cloud Volumes ONTAP

Enable Cloud Backup On Volume

flan ~ a1R TRYAZEIRAED on Volume | EMFRZEEMBENRA ~ EIRERTLUEEM -
10. SERCEEABNERVAERERER ~ #— T * EfFsiA * -

4t
HIhse S EMEE T ERE R « UWELEEFERE ° Cloud Volumes ONTAP

©,

Creating your resources

This process can take a few minutes.
Keep this page open to manitor progress, or you can cose this page

and check the Timeline later for details.
Actions status

(Y Create Yolume in Cloud Volumes

L) ONTAP Success

(T-:j Enable Cloud Backup Fending

tESh ~ IR EBAPBEEEAREZENE « HINIEHERE _ERUA BlueXP B EER ~ AL ERITZENE ©

TEHAZERERYSE —(EENRL LR IR &

RIETARR © BlueXPEEHAMERG R E —EEIRL LT HIRE - IRCHREL TR AR IRRHENNE XEE
&~ BIZATE S (R LT E SRMEIRE -
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1. RARIEEIHEERS ~ BEE#7FE> Canvas* o

2. 7£ TEhR) BEEL ~ ™ T Cloud Volumes ONTAP R EEIRE SRENVEFIRIEATE o
3. £ Aggregate 5 [1ZH Lt ~ #&—F * #i¥ Aggregate * ©

4. f¢ i Aggregate  EBEEEIL Aggregate ©

0 ‘4

Aggregates without
g Tiering Allocated Disks

O
i

Add Aggregate

5. B EEIEL - FB1E HA BoHrhisiB s —(EaEs o
6. 7EBlueXP&EIIAggregateZ &  HEGZESEE  AEZ—T MEiIVolume *) ©
7. AR EREHEER AT T8~ o

LS

BlueXPETEHAECHHY S — (EESE H ST o

HNEEEZE AWS AT AN EEFH HA o ~ (S BEREIEEFREETELAYEE IP it ~ 1%
MR E BN AP o
#E3VolumeZ &

MRIEEEE CIFS AR - AR TERAENEHEEENER RVER « WHEDEEFERETUFNEARTE

MHEZE ©

IRBSEEEAERILE - BILAEA System Manager 5 CLI » EEAREIRGISUBHIEME « BAs
qtree FifE FARVHIRE 2 IR -
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EERAHRE
BlueXPrRIRIEEEHIREMCIFSERES - Eth FRTER MRS - UHRELESFEM

% o

BIRHEE

EAINEHEE RSB EIEMEE - Lo LIS « RiE - B - BREMREEE -

SER
1. AEBIEEINFERT - EECEFRME> Canvas* ©

2. 17£ T2ir) EEL ~ MW T Cloud Volumes ONTAP (M ESIRMEEN TTHEER1 T{EIBIE o
3. EI{EIBIESP ~ ##— T * Volumes (HEREE) * 124 o

FlexVol volume
% B OMLINE Manage Volume
INFO CAPACITY
Disk Ty GP3 Provisioned 150 TIB
Storage VM svim_name EBS Used 40,2 TiB
Tering Policy Snapshot anly 53 Used 26.3TIB
{ 3

4. 7£ Volumes (B4R E) RSIEK L - BIEEMENHIEEIZE « JA%IZ—T * Manage Volumes (B IRHifE
&) * LU7FEY Manage Volumes (BIBHiE®E) AEIEK o

I 8
MR & RIAERE 5 £ MEBHEEE) EiRA T Volume Actions 1 ( Volume EifE) T ~ #&—
T [ AR RE S E R
BT NFS SRS a. 71 TEIEHAEE) mHREY T Volume Actions 1 ( Volume BIfE) T »
W—TF T HEgHS* | o
b. E——F * %Ezk * o
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Tk
ERIRE

#REE Volume 1250 (1Z[R:EE
HERE &)

fﬁiﬁﬁ%ﬁﬁ%@ ((ZFREERHIRE

fiB& Volume

BEEEEIL Snapshot #7x

ZEEHE Snapshot #EZSER
ZEHM Volume

78
a. 71 ISIBEMEE) EIRE T Volume Actions | (HEFE@EENE) T - 1%
—7TF T *Clone the volume * | (

b. IREEEHNIELSLTIE « JA%BIE—T *Clone (#8HY) * o
2 FE & 3237 FlexClone Volume © FlexClone Volume 25 % A BRI EL

B EENXRGS - ARCEEALENZERERSTESH « A%2g
FER S E ST RFEATRINER ©

EERAB FlexClone Volume ~ s8R " (9 BEHFEIEIER)
ONTAP"

a. 71 ISIBEMEE) ®HRAY T Volume Actions 1 ( Volume EfE) T »
¥—T * [ Edit Volume Tags* 1 (4REBMAIEEIREC * ) LUEEIETRAG
Frisehig it @M Volume 1Z:C ©

b. fEIRMHAVEAI FEIA Volume £ 58F1E o

C. BEEMAEMIZEE « BE—T * #ILIZE ~ o

d #—TF I @EFE~*1 o

a. £ BB E] @M T Volume Actions | (FBARE&EENE) T ~ 3%
—T * T Edit Volume settings* |  (

b. (&R &R Snapshot [REI ~ NFS E#t#ERRZS « NFS fZEUEHE
B (EWHZRR) siHR%ERE - A%RE—T*ER/"* -

@ MNREFEEHLT Snapshot [REI « ATLU#ER System
Manager 2R¥23 ©

a. 7x ISIEEEE) ERE T Volume Actions | (BEIE@EENE) T - 1%
—TF T * MIBREEIRE * |

b. £ THIP& Volume | fRE T ~ BIALEMRIBREY Volume %78 o

C. B¥g—TF * Mips * LUFESR o

a. 71 BB E) EmRE TRESH{E] T ~ #8—T * 1L Snapshot &
K= o

b. (REBETLIE - AEBR—T N8ir~, o

a. £ NEIBEHMEE ) ERM TREENEL T ~ #%—T * %% Snapshot 7
BR* o

b. #EHY Snapshot #7s « AL EALTE « RBHR—T*BR* o
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TF 78
£ AR AR R a. ?‘ MEIRHARE ) EREY TERBIE T - 8—T * S EHERER

b. BEEVHAERERDY « RBIHE—T *HE~ o

@ BlueXP & H i HE & # 2 (F F P4 IR SE AU VIR A
Aggregate ~ 3 A WERE & J2 T #TAYAggregate ©

BENERA a. 11 TEEHIRE) miRey TEMREEE T 7T * EFRERA -
b. FENVARIRIRE « ABIE—TF *#E~ o

BlueXP &4 & EIR B MIAggregate ~ sZ2E S REEAFR
ERIEEIVETTOE « AR AMIREE I
Aggregate °

MiEz Volume a. HEEVHRE ~ RBR—T * Mk *

b. FEHEESIRPHA IR EATRAE o
C. B#E—T * MR * LAMESE o

AEHERE RN

RIETAR « EHREEHAER « cEBFEMERAK/N - FAREA1 ~ 000 » RREEREBIA/NETIEMNE1
f& o ILEREEZSBHREPRE °

MBEEERREUIEE AN ~ S UEEAREMIEE AN "RAEIEIZTLONTAP" o ARG A/NEF « BN
B2ENBEMRFIFIAZEE o BifE "217:R88 Cloud Volumes ONTAP" LRSS E Z:F4AE L} o

ECXCIFS{RIARES

R TETE DNS alAR2EL Active Directory 4815 ~ fEEEE7E Cloud Volumes ONTAP E#fhRH{EEX CIFS falfR
23~ UERERFEREREGAPLE

1. ETRIRIBR T4REE) 1RE ~ B—THEAERTAH el F% o
2. £ "CIFS Setup (CIFS 3RE) "FERT » B8 *pili%s [BAZ * UFET "CIFS Setup (CIFS :RE) "&O o
3. 5% CIFS fEfRSFMIRTE !

T1E 178
EEEEZE VM (SVM) ##HY Cloud Volume ONTAP f#fZE#I4%2s (SVM ) SREETHERTEN
CIFS B3l o

ZENNAB Active Directory 4813 {&ZE CIFS fRAR23 1A Z Active Directory (AD ) #3338J FQDN o
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ifdef : : GCPY[]

AR ITEELTE Google Managed Active Directory ~ ADTERZ AJ 3%
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AN E{E#FEE Cloud Volumes ONTAP #%28 (SVM ) BY DNS 48
I o EARZEIER T ~ 4858 AD 4BIAER] -
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INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled
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INFO CAPACITY

Disk Type GP3 Provisioned 150 TiB
Storage VM svm_name EBS Used 40.2TiB
Tiering Policy Snapshot only S3 Used 26.3TiB
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Disk Type GP3 3000 IOPS Provisioned size  907.12 GiB

Disks 4 EBS Used 1.13 GiB
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S3 Tiering Enabled
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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=

E S3 Tiering i What are storage tier

s Enabled Disabled

Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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Timeline

Credentials

Software Update

HTTPS Setup

Alerts and Notifications Settings

2. 1£* Capacity *F ~ BB FHEMRTE :

AETEER
EEBlueXPESENLEHERTERRE » NEBlueXPEEZEBREERTER K -

"R EEEEREFS

Aggregate Capacity Eg521& - A A ZERIEEER
EAggregate IR A ZE B LERIKFA 15 EBR R E R AR 28 A o

ATAZEMEEENAEART
(Aggregate capcapBzIE A577- Aggregate FRVAB(ERAE) / Aggregate capBEIE AE/]

Aggregate Capacity R 8 - Bl ERYR] AZEMEER
EERENSEEREE WHHE) B MERE () BEZ/O0 AT -

44


https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management
https://docs.netapp.com/zh-tw/test/concept-storage-management.html#capacity-management

ERLEEHNKBINESRZIEREE - RREREINEFIFFCloud Volumes ONTAP ~ BRI EXMGE
& ~ LURHEIFAIMEE « MR AR E ~ Cloud Volumes ONTAP BIJE £ EhE R} o

3.~ [*fE ., o

HEIEVMEIER

7EBlueXPHEIEFHEVM

HIFEEEZIE ONTAP HITHI ZIE NERRY E 4SS « I A E Pinie i HEFEER R
7% o RATBERNZEE R SVM T vserver o IRIETERR ~ R ERE—EMRTE VM ~ BEfD4ERE
ZXIRXASMNEETE VM o Cloud Volumes ONTAP
SIEMNGEE VM 8=

HLEARREHIEZ(AETEVM o AiTE "25175RFA Cloud Volumes ONTAP" B&z5Cloud Volumes ONTAP 2 3ERY{#
BFEVMEEREEANIEIRANZE -

FERZEREVM
BlueXP3z #& &1 System Manager( CLIZE L R E M #ETFVM o

BN ~ TEIFETRUEIERIL Volume FREEZREE VM o

Details & Protection

Storage VM Name :

svm_name e

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

TEERINAESERERR ER MRS « BEFHFE WM -

45


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html

Destination Volume MName

volume_copy
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ERMNREEVMEILLESHAZ AT « AR ARIPVAIIHSERGAWS RRYEEReOa ©

HAR N BEVMNERABELIFEETE —MMAMRNE—AZNHAR S LERFABIPAIL o tEEIELIFATELR
ZESnapCenter F#BNVMware X EBIETH o

1. Z AAWSIBIEYEC2ARFS ©
2. #EHYCloud Volumes ONTAP TEEEH)) ~ A%BER—T T4E8&) o

MREEEHARE I #FVM « FEEEIR o
3. ATHHMERRNE"  ARE— TN EID* UEIFEEEeOa °

‘ = Name v Insta... Instance state ¥ Instance type ¥ Status checi:
; i
| [ danielleAws i-070... @ Running @8 m5.2xlarge ® 2/2 checl
| [_] ocem Tiering0702 i-0a7... O stopped @ m5.2xlarge — ;
cvoTiering 1 i-02a... © stopped @G, m5.2xlarge = |
[ . = = = '
B |
| = |
Interface ID Description \ i

| eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a
: & |

4. ERVAEERNE ~ ABE—T TeifEl > TERIPMIL) ~o
5. RRe0afdIPAAEEEE o
6. ER:BIP{IdL
a. stHEAEIPINEE « UMD ERIBER T A M AR EMIP o

CREZEAEARE F—EPHEENESIENIPAIIE LR -
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WRIPAHEREFERT ~ S LG H BRI EFEVMBEEER -
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B—AZFHHARCY : B3 ERE—ERERANRELAIP
AEEHFVMLEEZIEELF « MIBEERANRELFIP

° ZEAZsHRHAEY : SEMMEE—ERERANRELEIP -
8. MREBEE—AZRDEHAECHRIPAILL « SBRUA* RFFEMIERRETAR IPVAfIILE* o
Q. B—TF M f#FE"1
10. INRICEZEAZSHPHEHARCE « BIZRHHHENR2EREBLESH o

TE—RRELBIFHFM

ELE S ER R BE— BB A EEITIAIEETEVM o ZBIINAS LIFEE—EFAEIPAML ~ IR EEEETEIELIF
BEES—EEANFABIPAIL

1. BT ERE SRS T T E RN ERRE o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. FIINASLIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

Hrh Private IP x:@e0a_ L RERWRERFIP o

3. EA  BIUfEFEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

Hrep_Private IPEe0a L5 —(EXRERIIREFLRIP o
4. R—ENZEESEIREFHTVM
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vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVEDSR - AAHNHEFEVMEZREFIED—EAggregate » 7 BETERHFVM LRI HARE o

i

TEE—AZRHARCH LT #EFVM

LD BRAITE E—AZRIHARCE EEIIHIVREEFVM o BIINAS LIFRE—EFAA P « MREHERITE
ELIF ~ AIEES—(EZEARFAE P

S ELE e REERE DECEIENEL1 £ o YIRBERE « AR PO T INTEEIRE Z 88 o
pg
1. BT E R SRS T FHFE R RS o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TERZE1 FEEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh Private IP x@CVO&i241 eOa L RFEHANREFLEIP o TEZER - ILIPAIH AT EFHE[LZECVO-node?2
fe0a « HARKEENTELSRERTIPAIBEE S VEB LS o

3. EEM . TEIEY EEBNHEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrep_Private IPEe0a L5 —{EXRERIIREFLRIP o
4. R—ENZEESEIRREFHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 74 BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZhRAA 2 EHThRASAIRRZS ~ SHIECL#TF VMRV ARFSRA o

LEEHARTS ~ E#ACloud Volumes ONTAP Sk Al FE(R 2 $EIhAE AT #%iSCSI LIFAR B H EIRELR ©

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

EZEAZsHIHARC Y E I {#FVM
S BRI T S EAZSHIHARL B _ 227 FnRIfETFEVM o

NAS LIFEEE & Pl - BIELIFEAER - L FHIPUUAREELIEAWSHDEFAEIP o MIEEIEAWS
HRHERTEEREZHIP - LIsAE—EVPCHAIFEEIELENI

77 BT BIPSESIEECONTAP £/ ~ M AESEMR LHNSERFVMEREFLR P  BRIREUTH
&~ HARiSCSI LIFZ7E 8R4 1#1 81852 E#1T -
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1. B ERE SRR T E RS REH o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TER2E1 EFEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° FEEPEHABERRRAWSEIH « FrAVPCHYZENIPAIU A CIDRERZSM © 192 - 168 - 0 * 272 —
EFFENIPHULEIBIF o "R ABRRRUNEREEFEIPAAL"

° —service-policy default-data-files &R/ IP AIUBEESIERFENE, o

3. R . 1EENE1 LB HEFEVMEIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 1EEIEE1 EFEITISCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° IEiISCSI LIF@ X E#FVMAZEIPRILIFISEFR LR - EAR—ERISCSI LIF ~ (BEEAREEHRZH
BEE o

° -service-policy default-data-block & IP M AGERR 7 BB o
° _Private IPZCVORiZE1/7eth0 (e0a) ERFEAHREFMEIP{LL o
S. 1ZHRL 2 £ ISCSILIF °
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network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° IEiSCSI LIF @2 R F#FVMAZEIPHLIFBEFAER - EXR—EEISCSI LIF « B AR ETERZHE
T3 o
° —service-policy default-data-block & IP M AGEEE 7 BB o

° _Private IPZCVOHiZi2Heth0 (e0a) EREMHIREMEIPHIIE -
6. R—ExZ A% GEEIERGERHEFVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVESR - AAMNEEVMEZRENED —EAggregate * A SEEHEFVM LRI HIRE o
7. MNRITHITCloud Volumes ONTAP BIZBhRAA 2 EHThRZASAIRRZS ~ SHIECL T VMRV ARFS R A o

EEEKARF - AACloud Volumes ONTAP SR AI E{R X EINAEATEISCSI LIFFEREH EIRELR o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

7E£Cloud Volumes ONTAP Azure 217 B ARTFSFHFEVMLUE EfE R

(RIFEHEI% 23 2 ONTAP #ITH IE A SRRV EHHAES « Al AP iR HEFEER AR
7% o {ER]REMZBIEZ SVM T vserver ° IRIETERR ~ RAZRE—EEEFEVM ~ {B1EAzure
LEHITE « BIZIBEE M{E#7EVM ° Cloud Volumes ONTAP Cloud Volumes ONTAP

EEENEEINIERIIRFSFHEVM ~ SN BEAzure PECEIPAIILE « AR HITONTAP RIETHAEIES ~ LI
FEVMFITERILIF o

XER#T VM B8

14£9.9.0hRZASFA%E ~ 45 7E Cloud Volumes ONTAP BYSZ iR INAE R 218 2B 1FEVM © mifE "25775REH Cloud Volumes
ONTAP" B&z&Cloud Volumes ONTAP X EN#EFVMEER S ERNEHRRASHYSZIE o
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B—EMARA

BN FEEFEVMLDBECLIF Z B ~ 7B PSR4 AZUre R AYNIcO ©

REEABRLIFEFEREIIPAHLL - WAHEFEVM (SVM) BIELIFENLS—EZEAMNIPAELE o ItEELIFAELR
ZESnapCenter F#BNVMware X EBIETH o

1. B AAzure ACI4BUL ~ AR BARL EHA 2R ARTS o

2. #—"TFCloud Volumes ONTAP T REEEERIEES) ETE o

3. f—FHEE" o

4. H—TFnicOMAERE T E B o

5. fEERET ~ #&— T IPAERE o

6. —T T*#tg~y o

7. @AIPAEARRIRTE  EECENRS « ABI—TRE

8. #%—TFIEAIZ I MIPAERERHE - IR EER B  RBR—TRHE -

ERYFEFRFRRIPAL « AAFBRIPEIRFRIPAUMASTEE « AHINEET B ENEAEPEEE -

MREEERTISVMEELIF « SFERBLES RUEIHthP{t o
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iSCSI

FEERUFEFVMIL D ECLIFZ AT ~ 7BFISCSI IP{uitERAGAzureF AInicO © iISCSIRIPS E#&5Ik4GnicO
MmIFEH TSR « ARISCSIGEAALUAE TR ERE o

CEEET THIPALE

* WEIZL17ZENISCSIBRILIFEYIP it
* —1@& IP fiisik ~ ARRTEETEL 2 77EX iISCSI B LIF
* BFEVM (SVM) EIBLIFRVZER P

BB IFR] 4R E SnapCenter :EMIVMwareZEI2T B o

1. B AAzure A\O#8LL ~ AERRRT BRI ARTS o

2. #—"FCloud Volumes ONTAP EiZ518Y MZIEARSIBERIEA3) 8 o

3. #— T HERg o

4. #—TFnicORIARER N E &S o

S. TEREST ~ H— T IPAERE o

6. #—TF M*#g >, o

7. BEAIPARREYRTE « EEUENS  RER—THE"

8. HB—TEEIAEIMIPARERTE « B EEAFE « RBR—THE -

ERYFERRFRRIPAL « ARFRIPEIRFRIPAMASTESE « AHINEET B ENRAEPEEE -

0. EHIZL2 FBIEELESEE o
10. INREEBRIISVMEIELIF « FA57EE02E1 FEHEISLELE o

NFS
TRARNFSHIPA ERETEHTHRF « UETELESHBEEME « PR U EE HMEER o

CEERIU THIPAL

* EE—IPfiit ~ AIEEREG17ZEUNASE EILIF
* —{@ IP {3t ~ FREETES 2 7HX NAS Bl LIF
* #FEVM (SVM) EIELIFRVER P

DNSiEEEZEISCSI LIF © iSCSI LIFER AR - AATA G ER BB ERRHE -
BB IFR] 4R E SnapCenter :EMVMwareZEI2T B o

1. TEAzure A 4L ~ BARC & 8T HI23ARTS o
2. B—THARCHI R & T3R8 o
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a T TIPS -
b. #5—T T*#it* 1 o

C. I ABTERIPAYSFE « IEENCloud Volumes ONTAP 32 FABIRA THEREHARY ) -~ 3 TH#RE]
I8 M7 M EEE PRE NEiE-HiE) 818 - URFREEHIERIPAIH AT #EFER o

Microsoft Azure

Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

3. RENE1 B BRILIFEE AT IRIPARAS « IEENRG27ZENERILIFAYRIIRIPARAS « UIKRf#EIEVM (SVM) &
BLIFRY S —EEARTmIP ©

yee
2

Mame * | ip-for-svmz2 v |
Virtual network Default-Metworking-vnet

Subnet * | default (172.19.2.0/24) s
Assignment (®) Dynamic () Static

Availability zone * O | Zone-redundant ~ |

d. #—TIEHIA ZIATRIPAERRTE « RIER-EE R B - ARR—TRHEF -

iﬁﬁ%ﬁ%mﬁm\E%ﬁ%mﬂﬁﬁmﬁﬁxﬁﬁﬁ~E%%E%KAE%E%EK¢%E

4. ZITAE NS ERR PSR TIRE

a. FRHTHBRE T ~ BT EERRRE
b. $%—TF T*#mg~*, o

c. E]\ﬁ@%ﬁﬁiﬂ? REtAIRHE ~ RABEATH630058165000 2 FEIRYEHHESRES o fREHAREMIATER

ERIBSRES AT 63005/1650002 f © Al ~ MIREER UL =R ZARIRET ~ ATNBALEH

&iﬁ%ﬁsﬁessoos 63006F0163007 A9t ©




2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
a. TEHFHBNRET  B— T BEHFERA" -
b. #—T* TAdd* (¥rig*) 1 ~ ABWMAFTEEN
" 58 L BARBIRY AR o
* *|P Version : 3EHY IPV* o
" AImIPAIAE @ BRI RV AT IR Ptz — o
" HAEIRIRY | BRAILERIA o
" BIRER  REEENNTERRBIRER -
" BENRRE | ENCAPIERIRIPPREIINEZAKRE
* TRREERFrEE © B E- o
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )

| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I

6. HEs¥Cloud Volumes ONTAP #ER L INAERIASER 2 2 B4R AR B n] s R B £ T 1858 i E P BR4FREE L
MR TIFEFEETCPIRE c HIE « EETERATN -

ERUNVIEE

QH;E’:‘SMBQ*SIE’\JIPTﬁM%HH%E%@FF@T%%EP F B ESHEBEEME « IPL RIS EE HAhE

CEEESH T EHSRPEL FHIPALL

© BE—IP{idt ~ AI{EETEE1ZEXNASERILIF

© —1@ IP ik ~ FIRTEENES 2 7ZEX NAS B LIF

* HEVME BRINIC 0FR&I%41 LiSCSI LIFFy—1EIP{iik
* &i%5 2 +iSCSI LIF A9—1@ IP {irit

DNSHISMBIEIZEZEiSCSI LIF © iSCSI LIFARLEER « AACA ST ERERRE -
* BIFEVM (SVM) EIBLIFRVZERIP{LL
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1. TEAzure AL ~ FRER & 8 F1Ei83*ARTS o
2. #H—THAERCH N B & T 2548 -
3. (EAERFMSVM LIFEIFFEMRIRIPAERSEE -

@ FiimIP REEE S EEHFESVMBINIC 0TI o MNEINAHFIPAILFTIE ZSVM NIC 0RVEE4H
B ~ FB2E TH5R7 [hyperlink].

a. fERET ~ T AlRIPAERE" o

b. —T T HE T -

C. BARIRIPAITE « #EHCloud Volumes ONTAP 32 F4ARk {2 TERREHARY ) 1R TEhAE)
57 TREE) PR TEIR-FE) B8 - URREEBIERIPAL o &R o

Microsoft Azure

Home » Load balancing »

azurehal011s3-rg-lb

Mame *

Wirtual network

azurehal011s3-rg-lb >
Add frontend IP configuration

| ip-for-svma2 bl |

Default-Networking-vnet

Subnet * | default (172.19.2.0/24) s |

Assignment (®) Dynamic () Static

Availability zone * O | Zane-redundant ~ |
d. B—TEMAZIAIRIPAERSRTE « iRk BB A FR - RARB—TEE -

RIFEARFREIPALL - AAFRRIPETRMAIPANMASEE « ABNEET L ENRAREN RETE

o

4. BITWEINSERIRIPIIERENTIRE

a HEEBTHBHRET -
b. $—TF T*Hil ") o

c. HARDITESBIE -

B

B—TRERRE" -

PABE AT IL63005F 165000 2 EIRVEIHIRSRENS o (R H M (IAITER
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
a. TEHFHBNRET  B— T BEHFERA" -
b. #—T* TAdd* (¥rig*) 1 ~ ABWMAFTEEN
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* *|P Version : 3EHY IPV* o
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jImI’!T!,-'JTIEW_TulE o I
IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) -

[<] HA Pere O

Backend pool 0

| backendPaol (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IELIED)
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C. #Z—TFnicOMAER N EHTE o
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= Microsoft Azure P Search resources, services, and docs (G+/) T 0O & @ & &
Home connector1 | Networking >connector1-614
connectorl1-614 | IP configurations o X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview IP forwarding settings
B Activity log IP forwarding (@ETD enabled )
A Access control (IAM) Virtual network Vnet2
Te
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
& IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
A ae 574 e ae AR e *EEFH*
f. BAIPAHRERIRAE  EIERE « RBR—THE -
— Microsoft Azure P Search resources, services, and docs (G+/) ﬂ_—‘v n i'é:} @ ,('Kj . &
Home >connector1 | Networking > connector1-614 Add |P configuration X
Fg connectorl-614 | IP configurations g e eonnectort 614
Network interface
Name *
| 2 Search ‘ « + Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A2 Access control (IAM) Virtual network Vnet2 C
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
& IP configurations
‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
& Network security group /L\
ipconfigl 1Pv4 Primary . (@ULELIY Static
il Properties
8 iods I?ubl!c IP address )
(Q@EEIED) Associate )
Monitoring
@ Insights
E Alerts
| ad v =

9 B—TEEIAZIHIPHRERME « RiIEKEBELFER - ARBR—T#E" -

@ RIFERRFRIPLL - BAFBRIPAIRMARIPAMAEEE - GHREBEEALENRARENT
ERZE(E o

SERLE
BRIEMZINLAIPAL - BESMNEEVMEILL L AR « AR EELEIPAL o

B EFFVMAILIF

FAzure RECEIPALZ & « AU BE—EIRE R MM HAECH LI IIRIEEVM o
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iSCSI
SR IKIE NI D BRI VM ~ LURFREBILIF o
1. BT ERE SRS T T E RN ERAERE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BYEHRILIF

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. #EA | BAURTFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. B—EHZEESEIEKGRHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

0

BRUVEDR - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

NFS
A IKER T BRI BVRHFVM ~ LURFREERILIF

1. B HFERE SRS T HFERM RIS o



vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BYERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. #EA | BAURFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4 H— AR EESRISTRAHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BRUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

ERUNVISE S
RIRIE NI D BRI REEVM ~ LURFREEBILIF o

1. B HFERE SRS T T E RN ERAERE -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix
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network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. FITERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. A BIUfEFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. B—EANSEESBEISRAREM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVETR - ASMNEEVMEBEEZEEFINE D —EAggregate « A BEEEFVM EZ T HIRE -

HARC %

SNAIFEHAER S BB fATEVMAILIF ~ BURR IS ERNHEESMIRE
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iscCsl
sARIR T D BRIV ETEVM ~ LURFrERRILIF

IR
1. B AF RS A R R 83 ER A -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BUBERYESRE -
a. ER TS TEEEE1 EEENTISCSI LIF ©

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. FE T <7EEIRE 2 EFIL iISCSILIF o

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. 1A : TEEH FEITHEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

BB IFR] 4R E SnapCenter EMVMwareZ &2 T H o

4. B—EHZEESEIEKERHTFVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFNE D —EAggregate A BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZBhRAA 2 EHThRASAIRRZS ~ SHIECL 7T VMRV ARFSRA o
a. WA TS UFBGERRL

::> set adv -con off

ZEERART ~ EACloud Volumes ONTAP Sk A RS2 B IIRE R #iSCSI LIF RS H E1EE
AR o

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

NFS
SR IKIR IS BRI ETFVM ~ LURFREBBILIF o



1. B ERE SRR T E RS REE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BUBEREHE !

a. FATYIGSIEERE1 EFEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. FE TS TEERE 2 EFIL NAS LIF o

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. F&ILiSCSI LIFLUR{HEDNSE: -
a. FRTYISmSTEEEL1 EFETISCSI LIF ©

network interface create -vserver <svm-name> -—-home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. EFATFas < 1EEIEs 2 F#I7 iSCSILIF o
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network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. R TS FEHFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

LB IELIFRE4R E SnapCenter A YIVMware X EIET A ©

5. 2R EER1 EEIEFVMEIRLIF o
network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

B LIFRE4R E SnapCenter EWVMwareEEIETH o

6. f—(ERSEESBIERAREEM o
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 7 BETER#FVM EZ T HERE o
7. INRE#HITCloud Volumes ONTAP RIZhRZASAF = EHTHRASHINRZS ~ sAECU#TF VMBS ARFSRA
a. AT UFBGERR

::> set adv -con off

BEEXERFS - KZ&Cloud Volumes ONTAP Stk Al IR 1B TNAE AT #&iSCSI LIFAME L E18E
43 o



network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

ERUNVIEE S

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

A IKER T BRI BVRFVM ~ DURFREERILIF

TER

1. B HFERR SIS T RHFERM RIS o

vserver

create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network

route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>
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2. BIUNASERIERE
a. EATYIS L EMR1 ERINAS LIF -

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. EHE T e <7EENEE 2 F#IT NAS LIF o

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. #1I7iSCSI LIFLUR{HDNSE :
a. EA TS EEEE1 EFRILISCSILIF ©

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. A TS 1EEIEY 2 F#I7 iSCSILIF o

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. FEMA R ERUFEEVMEIRLIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-

for-azure-health-probe3>



BB IFR] 4R E SnapCenter :EMIVMwareZEI2T B o

. B—EHZEESREIERGHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BERUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o
6. MRETHTTCloud Volumes ONTAP FIZHRAT & EHAR AR ~ HIECUHF VMAVAREARFSRA
a. WA TIar < UFEGERSET -

::> set adv -con off

EEEKARTS - AACloud Volumes ONTAP SRR B INAEATEiISCSI LIFFEREH E18E
4% o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

B TRIE ?

TEHABRS FIBTTRETEVMZ 18 ~ BUFLE 2151 2/\BF ~ BITESVM L FR B 2770 o N BTHIRE (21) B
46 ~ BlueXP & LU 2/)\BFRY B ] I PRIF HEHABCE B 8 F #1835 FY5RE  Cloud Volumes ONTAPYIRAHTEISVM
ABlueXP & RIA AI MR FET B RIERHEIRTE

7ZCloud Volumes ONTAP Google Cloud™#E37 &k IRFSHFEVMLUE ELE A
BFEREESE ONTAP BTN ZIRAIPMEERES - IAKHNAPIGREFEEERR

5 o [EAIgERNEE 2 SVM T vserver ° IRIETESR ~ R E—(A#EE VM ~ {BEf4ARE
L IEREIMNIEETE VM o Cloud Volumes ONTAP
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XERHT VM EE

£9.11.1hRBA%A ~ Cloud Volumes ONTAP Google Cloud 8945 E LB IHAE A S IE ZERETFEVM o BifE "2517:0ER
Cloud Volumes ONTAP" E&#5Cloud Volumes ONTAP S EME#EFEVMEEE R EANREHRAN S 1E o

FREHEAM Cloud Volumes ONTAP BISZIRINAEITS IR EE—BRRESF VM ~ DU —EB AR W IRIERI B B9t
7 VM o IIRFKIRFEFVMEEERE « (GRS B Bt R FVMETTERHFE ©

Bif#EFEVM

MRITEZIE « BRINEE—EHMARFIHAR S LTS ERFVM o FHER B AEABlueXP APITEHARD
i FEIEHIFEVM ~ SB[ EACLIEISystem Managerft EE—EIZE A 4R LI FHTEVM o

E—MAR

BLESRERCLIEE—MRAR LEIDMIVETFVM - EUSKLIFRE—EABIPL « MREBERIE
ELIF ~ AIEES—(EZEARFAE P

1. #£Google Cloud™ -~ #ZECloud Volumes ONTAP &%) - TASELIFEFIZ—@EIPAILZEnicO °
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

MRERAEEFYMLERIIEELIF ~ BIFE

—EIPUL AR ERILIF ~ S5—EZERIPMLE o

"Google CloudX ¥ : #rigA% IPEEEIREHITERE"

2. B HFERESNAT AT EREEERE -

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. 5E&EIEGoogle CloudFFTIERIIPHLIE ~ WAL ERILIF ©
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFSE(SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. =R . 15 TEGoogle CloudHHTIEHIIPAIL ~ LRI EFEVMEIELIF ©

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

. B—EHNZEESREIERGHEFVM o

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

SRV EDR « AAMNREEVMERENE D —(BAggregate * 7 BETE#FVM_ LRI HIRE o

HARC %

& ZB(EFBIueXP APITECIoud Volumes ONTAP Google CloudIE B R4 LRI H#1EVM o B BlueXP & A

FREERILIFBRFE L EFHEIFEVM ~ LUK Hi H SMB/CIFSZEIFREEAYISCSI LIF ~ EEFEEFERAPI (fi7ESystem
ManagergfCLI) ©

AR Bluexpﬁreoogle CloudHECEFFERIPANE « WERBERILIFAEIFHEZEVM » LUEITSMB/NFSTE
By « M{EFAISCSI LIFZREITE L SMBIE ©

HERGoogle Cloudi#[R

ConnectorBEE4SEREIR « A AEE I R EIECloud Volumes ONTAP £72VM ~ LIFIBITREHAECE o FREE#EIR

BETED "NetApp FRIERFRA" o

1. A THAPIMEIY I FEFVM .
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POST /occm/api/gcp/ha/working-environments/{WE ID}/svm/

FREAIBR IR TSR -

{ "svmName": "myNewSvml" }

BEHAR S Ea9EEVM

BlueXP APIth3ZIRTEHAEC Y E ERfan & RMIFRFE#EFVM o
EHBEEVM

MERE - TR BERE BT VM LTS o

1. A THIAPIIEN EHap R HEFEVM

PUT /occm/api/gcp/ha/working-environments/{WE ID}/svm

FREAIIBE IR SRR ¢

{

"svmNewName": "newSvmName",
"svmName": "oldSvmName"
}

MIFREEZVM

MNREFABEEHZVM ~ BIUHCloud Volumes ONTAP {ZLETHAERMIER ©

1. {ERATHAPIFELI R MIFREETFEVM -

DELETE /occm/api/gcp/ha/working-environments/{WE ID}/svm/{SVM NAME}

RE SVM KEIE

BlueXP TEMAEfI#EE VM (SVM ) KEIMIEMRE SRz 1& o [THZEER System
Manager 3% CLI ©

YNSRTEME Cloud Volumes ONTAP R4 Z IR E SnapMirror SVM # % ~ ERAENTIME HA BEBH AR
EE—EEARZME o MEATE HA BRHME R RMAZHRE SnapMirror SVM 8% ©

NEE CLI f&7r ~ 2R TFIIXM -

* "SVM SRR B BRI
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* "SVM Disaster Recovery Express 157"
(wan =5z \|Is =
ZEEEERNE
573 NetApp INZEMRRTS RINEHIEE

% #&NetApp Volume Encryption (NVE) #INetApp Aggregate Encryption (NAE) Cloud
Volumes ONTAP o NVE?FDNAE;EEAEEME}EE » AJRRFAFIPS 140-21Z 2R & B
BRNZEINEE o "R ARSI RR G Z

SMER IR EIEIZTUIENVERNINAE ©

fEF AWS £ EIRRBEEEE

ISR LUER "AWS B iEEIERTE (KMS ) " ZZONTAP Google Cloud PlatformZBEaIFE
%*E_thT%ERILTsE,JTHD éﬁ °

EBE]LAUER CLI 8 ONTAP REST API 2RESF AWS KMS HIEIBEIE ©

B KMS B « 3533 ~ 1R1ETER ~ BF SVM W LIF € R ER G SIS IRIRELET o e SR8 A E
AWS MIEGEIRFSHEITEN - MRZBEPRDTA LR « EERE L FIREASEEIERF -

FAYaZ Al
* Cloud Volumes ONTAP #ZB#17T 9.12.0 KRS\ E #hRk 4
s WA %8 Volume Encryption (VE ) #2#EHN
* MRERRESHEMBEESRERE (MTEKM) 21
* B RARRESSVMEIES
* B AR AR AWS 516

()  ERERTHEN SMBRE -

AWS

1. R T BRREEMEN IAM B EFIERR AWS KMS £i§ © IAM S8 EE S 5T FIEE
YRR :

° DescribeKey
° Encrypt

° Decrypt
AEEIUKRT  F2E "AWS X" o

2. "BRAFMIEEFEZE IAM A& o " [REIFESE DescribeKey » Encrypt M “Decrypt &i& :

Cloud Volumes ONTAP
1. YIHZEEH Cloud Volumes ONTAP IB1E o
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2. U ERERERE AR -

set -privilege advanced

3. BA AWS SIREIERER !
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRIRTRES « BRARESE o
5. FEER AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

fEFAAzure Key Vault B2 £ %

IEAILAGER "Azure Key Vault (AKV) " FEONTAP AzureBiZHIEARZ X P RE LR INE

AKVE] AR {RE "NetApp Volume Encryption (NVE) #ig" (2EANRERISVM o
ERAAKVI IR E IR ABEBCLIZIONTAP REST APIZRELA o

EAAKVES « 5538  TERZFEAEBERSVM LIFREEin S B IR inatE @ o iR SRR AR EEiRdER
B9ERs8ARTS (login.microsoftonline.com) #1735 - IRFBERRREA LR - EERB I ERERSHREIE
ARTS o

BAYAZ Al
* YAZE#N1T9.10.1ARELEFTARZSCloud Volumes ONTAP

* BZ % Volume Encryption (VE) ## (NetApp Volume Encryption$Z# & BE)%2£7E£Cloud Volumes
ONTAP [ENetApp 1BV EEIER# L)

c NERBEZTEPMZRREE (MT_EK-Mgmt) =1
c M BREEYSVMEIES
* IFFAAzures TR

PR
* AKVREEFEERISVM ERTE

HEREAERT

BEREY B SR BRI AR Cloud Volumes ONTAP AzuresE G NBERAERE) ~ LUKRMIfIEIIAZure Key Vault
MEiE - MREELTHELES R « FREECCHAIERIARRTE - LHRER ELAzure Key Vault » $A% 4
#& 4HAECloud Volumes ONTAP o

* AzurefE TR EEM

* BT Azure A P ipikER

* 17 Azure Key Vault

* BIANE TR

* #17Azure Active DirectoryinZi ({£FEHA)
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* #HRECloud Volumes ONTAP

AzurefEFFZTNEEM

1. KBS TEAzUres TR E T AIFEAFZ Cloud Volumes ONTAP ~ Z BEfEF IEIhAEZR7FEXAzure Key
Vault © EAzure AO48uE ~ BEEY TFEFATETNEEM o

2. BEE THERR) o

3. IRMHFEAR NS « WIEEHIEMERREREER o Azure Key VaultlE TR E—TBREIEREERK ©
2 53 o

4. fE£Azure Overview (AzureZE%) RES « EIEEAMOERRER - BEBEX (BFi%) ID*fM*B# (
fAF) ID*ERINZRMNE - EHENGZMERT - BEFEEELETIAR -
#2137 Azure 8 P imik =R
1. #EAzure A 4L AZure Key VaultfEFRTET ~ Y M /BB M%7 | &g o

2. 3 M3 AP °§Hu7\ﬁﬁ§mfﬁﬁlﬁﬂr§f%fﬁ°NetApp@ HEFA24E B REAE ~ FBEHEESR
Im BRI RERERRMRE ©

3 #B—T g LB AR IREE - B TValue*) WFFPRFIBMEF & « M HRFEFELEHIEUHE
& fEF 4HEAECloud Volumes ONTAP ° TEEREFEEE - T BREATIMEE

J£37Azure Key Vault

1. MNRIEFIRBRIAzure Key Vault ~ IEEJ LG EELR ZE Cloud Volumes ONTAP (G EEARRS ; Fib ~ BB
RRIEFE YRR E SRR R EURA ©

2. FAzure AQMEIER ~ BIEEE T RASEISE) BER o

3. f5—T MR  AEWAFREN - EEFE  HEREEER - 1t - BRARBMRHREE
MR REELBREEPER MERAERRE -

4. EE R—%) DUEEERURA o
S. R TFIER !
a. 7f T7FER4ERE*) T ~ EE MEREFERRA o
b. £ M&JRFE) T - BEE [ AzureBERENNZE ) LUETTVolumeNZE* o
6. 3EER M+#37) LS EEURA] o
7.1 TREA KT T~ B—TF MIINEER ~ ABER M8 - HERREEE) &k o

8. BESE THIVERINGER (88  WE BE) - AREVRERBFEIRREEMRA" « LUEEFTA AR
IR - ISFEZUER

° RASEREIR | BiEER2018
o M HENR | JEIE8IH
o EILEHERR © 16IEEIEEY
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




?iié T IF—%) LCERGEEREPETMN MEE) * AzurestMERER AzurefEFREZR M o 888 TF—
J [e]

() sERNRLESE—EEN-

Create an access policy X
@ Ppermissions e Principal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected

10. MR F—F) ~ BERIEIRE TEEWET) Bk - A%E—T T2 o
N8 E I'F—F) EA MER &R

12 BEIZEENREREIG S « 3EEHE TFEMR) M TEE+E1L) REUSHREREFE - (ERERAGETSE
RRERASNEHNEERRLZEBRE )

13. REREIBEURI : EERIMNEBETD « FIEE MR8 IR - AERULAIMER ™ vault URL) © &%
B IETHAE ~ MUBRHERETT ©
BIINMEEE
1. 7£1&%Cloud Volumes ONTAP Z 17 HIKey VaultThRERT ~ BIEBE M Keys) #EIE o
2. EEY TELEAL MEBILHEE o
3. BiEEERA MEE) o
4. RETHIEH -
© INEEHRTE
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° TIRIEE I RSA
° RSAEI®A/ © 2048
- BRA I E

5. EY 23T UBIIINZEEIE o

6. JR[E] M4ZiE) IHAER  AMBIEEUGHIR I AYIRSE -

7. 7£ THAEIRRA) THERERID « BNaigRERmAs o

8. #E M &IRABES) BAI o MURIEREIBREIFEH/NENFS o

#2317 Azure Active Directoryiin2t ({£fEHA)

1. ABEEAzure Key Vaults:Z EZHA Cloud Volumes ONTAP IHAEIRIZRS « A EEHITILIZR o
2. fEAzure AO#EIE ~ BIBEE T EHIAER) o

3. FEEVERZE Cloud Volumes ONTAP T 2{EINAEE R EHRAEER - ABENBEEARIA M*Subnets) (F4IER)
INRESR

4. {itCloud Volumes ONTAP B EHIEINE I E R FAAER 1
5. BIBE MiRFSuREL) 1RRE o 7 MThINIIAER ~ B TFIIER !
o **Microsoft.AzureActiveDirectory

o Microsoft.KeyVault
° *Microsoft.Storage (%F)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. BEE M #fF) LUREVEHIRE ©

4ARECloud Volumes ONTAP
1. FERIERFHNSSHRE R IR B ERETIELIF o
2. EAERERIENONTAP
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set advanced -con off

HMAIFTERER SVM T EREHE DNS 485 -

vserver services name-service dns show

a. MIRFIREFSVMIIDNSIREZ1E ~ EHFE&EAzure DNSIAE ~ AITREREULMAITE) © MFR
AR ERISVMETIEDNSRAREEER ~ MUIEMAzure DNS  FABDNSEAEIEI B MRS - BRZMAESE
BIE SVM RUIER !
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. #EAEAER SVM 1L DNS BRF -

vserver services name-service dns show

. ERERRERERBHTNAEIKDIFE S IDAREHEAzuUre Key Vault

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

- BETIREEREIIVIRE

security key-manager external azure check

WEABNT -

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

YNRRE service reachability AREERRZE oK » SVMIEEUFIA R EREGIERICELREAzure Key
VaultBR?S o SEFRRIEHIAzure B FREIFIER R R S 3 #4EHIFAB VNet ~ fEE 5% T3 Azure KeyVault Public
ineh o MRE - BEEERAzureFABE IHE: ~ VNetREENEBE o LR fEEREESVM LT HIE
B ~ U riREsAIFAR Pt o

° kms_wrapped key status iFBIRE UNKNOWN ¥IURAHREEF « KSR E TS ok MEE —EREEZ
%o

A : ZEinAlE Volume LU EREENVERITHAE ©

]



vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

UNREEIEFE ~ Cloud Volumes ONTAP Bll€ B&hZ 17 Volume il XA Volumell & o

7. SRR E B IERIIINE c IRZE ~ BIRE -is-encrypted 2 ERETRA true ©

vol show -vserver SVM name -fields is-encrypted

FIFAGoogleMV Ein & iR BIERFF R EE IR

A LUEF "Google Cloud PlatformBy i EIEARFS (EimKMS) " ZEONTAP Google
Cloud PlatformZBZE BRI P IREENRINE EIE

ERirKMSHEHHEIER3EBCLIZIONTAP REST APIELA

fEFE Cloud KMS B ~ 35732 ~ 1R¥ETERR ~ BFH Data SVM 8 LIF B EiG iR EIRiREE - i EIRHERA

R EE IR FEEEREEIRTE (oauth2.googleapis.com) #E1TiEE c MR BERRREAFLLRE - EERELILRE
FREBEIRRT o
YA Z Al

* WA#1T9.10.1AREEHhRk4Cloud Volumes ONTAP

* BZ % Volume Encryption (VE) &

* RELHAMESHEE (MTEKM) 12 « #£Cloud Volumes ONTAP RRASSEAES9.12.1 GARRYA ©
* B AR RESSVMERES

* I A Google Cloud PlatformzT R

PR
* BirKMSRAEEEERISVM ERE

HIERS

Google Cloud
1. FE&#Google CloudIRIEH ~ "EI HFEHGCPEIRIRAEIR" o
2. A&Cloud Volumes ONTAP EHBRFEIRAIEI B AR o

gcloud iam roles create kmsCustomRole
--project=<project id>
--title=<kms_custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
--stage=GA
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3. BBEETA®IEIKA Cloud KMS £5&# Cloud Volumes ONTAP ARFSIRS !
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4. TERFSIRE JSON £48 :

gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. FERICRFNSSHRE P IR EGEREEETIELIF o
2. U ERERERRE AR -

set -privilege advanced

3. ABERISVMEIIDNS °
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. #3 CMEK I18H :
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. HIRIETREF « FAREGCPIRF B ARRFS IR A JsonE iR ©
6. HIERANERART)

security key-manager external gcp check -vserver svm name

7. 3ER  BAUBBEELCAEINE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

SEREHFAR
MRCFEZEREERR « PILABkZ Ei R B AP B BIRIGREST APIGCE:

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

CLE M RERESRIFES]

RO EAEEHEE—TENRE « BERNEE © BlueXP FIEIEHHEHREELE (FmiE
NetApp BRG % | BiElE RS RBREERNEHHPRUNEMRE (ARP) o ELEMR
AEAURHAMNIA « UFFIRE « FRIFRR

Br L% R RUASERRIER

iFiB BlueXP ~ $1REREE(RERE IR EHIA ONTAP FPolicy IhAESRFH#1E R VS REEEIE RIS 2188 -

1. 7 Canvas BE L + M MIREAPDRUBEFRENRR RS o
2. 71 THEt) REIRELE S BT Thael @R ~ ARIE—T * HRUEFE * SHHEET o
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :

a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * BX&) Snapshot Policy* | ©

89




NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

b. #—T T * Bx&) FPolicy* 1 LLERXA ONTAP B FPolicy FERAZE ~ IR R E R RIEEERIE LR
FERIEE -

BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E1ZEENCloud Volumes ONTAP A RATHBEAIFPolicyBs ~ BlueXPFA & RIS ESEE o Ib
(@ AERREERNHEREERET « MAIMSERACloud Volumes ONTAP AR EHE:
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

@
Protection - E.

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

BEEHRUEeFRE

Cloud Volumes ONTAP %1& TBEEI#HZRERERE] (ARP) Ihas ~ IR TEEHBITON - THEALES
ARER T RNIEN B EE RS

EUFBIRMAIERRIERREDH "PERNEREXRT" « ARP REEEALIEEHI N « BREBENZN TEE
%@JJ RETERETREERHNNE - HRUWEREREN ARP NFEtT eI A « LUREEERIMREFE R
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"user-private-dns-zone-settings" : {

"resource-group" : "<resource group name of the DNS zone>",
"subscription" : "<subscription ID>",

"use-existing" : true,

"create-private-dns-zone-1link" : true

LR HFEE Tsystem-id) EBAMBARMER « S AT

"system-id" : "<system ID>",
"user-private-dns-zone-settings" : {
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"rollback-on-private-link-failure": true
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INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
1...}
Write Speed Mormal
Ransomware Protection ofr
Support Registration Nor Reglstered
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FEZCloud Volumes ONTAP —(EiZ{FIRIR ~ ABIZ—T ERSMER) BIE -
1. RERIEEIHRER « BV EFRME> Canvas* ©
2. 7 T#hky BEEL - W FCloud Volumes ONTAP E{EZ4HI2ZTE o
3. TE LA T AT ERIRIR o

MyAccount Newone
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4. MRBIFEDANS ~ FIFAHBIE  ABIR— TR o
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&5 A SSH &#4% Cloud Volumes ONTAP Z| Suse B4 7BHEZE Cloud Volumes ONTAP Suse FY4EES
LR o U0 ~ A BEE BN B iRt EEm ARV EZE I EITSSH °

@ EEBENZ1E AZs BF Cloud Volumes ONTAP ~ fEfEE) IP (IHBEITREEIENE « BRI
ERERERELARER o CABERBRE—ER RN EHELR -

HER
1. EBlueXPH - HRIFEEE T EAYIPMLL
a. AERIZEBEIHEERT « BEVREFRE> Canvas* ©
b. #£ #Ehr) EE L 3 Cloud Volumes ONTAP TZ&#%1 o
C. EHATKRPRETHNEESE IP (ke
2. {£f SSH EREFRAEERANSEEENE IP il o

o & *
TEZETREER Putty AIEEH)

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

(OBRaw OTeinet ORlogn ®SSH (O Serial

3. EEART K ~ WA admin 1RFBVERES ©
° gl

Password: ***x**xx*x%

COT2: :>

RFEEMRESE S

E&AutoSupport :5ILEE

A EEEERRBR AN » WX SLENetAppI Tz IREBFT © AutoSupportiRIETE
% ~ AutoSupport SEEIRE L& G RUASIEINGE ~ B ERAHTTPS{EESE S5 17 E R 1
BIEXGRAMXIE - &RiFEEsEAutoSupport LB E B HEEX o

ME— N ZRVAHRE D BREFE{RCloud Volumes ONTAP & A3 E AR E L RVRIRAEERS - MNFBFAE K - F2H
Ein{HERHRIERENX o

ZEKAutoSupport
S &NetAppIREN 1R BNEA T EIMB AR AR FENINAE ~ LEIhRER] EEE A RBEEANN ~ LGRS EX
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#NetAppit i sz #83FPT © Cloud Volumes ONTAP AutoSupport

EREANBA NSRBI AZE RS HTTP / HTTPS RE2FEET5iREL « Cloud Volumes ONTAP 7 SE:E 5! imEh
f&3% AutoSupport FHEEFAE :

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup
W REH AR A PR E AR IR A X AutoSupport THEEMEE ~ BIBlueXPE B&i§Cloud Volumes ONTAP &Y
e EM A AR TE AL A Connectorffi % Proxy AR 2S © ME—RIFE K EMREZSINZ 2 4B H R FTERE3128
FHIEAELR © ZBEConnectorZ & ~ KB EFARLEIZIR o

MRIEEE T Cloud Volumes ONTAP EAEHIEHFRBILESZ$E ~ ABEECloud Volumes ONTAP &t A BRE(RT
1BEBEREB31283 1L Outbound EARMIZ M EH4H o

7 IERED R UIZEE H 4BPR 48R ~ %% ~ 1 a] LUBIEE AutoSupport LUFEIRBESHEREE © WNERRITET ~ 3526 "
X1 FREFEONTAP AutoSupport” ©

SRR AutoSupport EAIVMwareZB58

MRS EAREEEA « BBlueXPEEH&Cloud Volumes ONTAP RBIEEE 2 4555 E 4 15 F Connectorfif
AProxyf(alfRas » T EUWEIZREBIueXPRYEH ~ 1284 <TFIRIERTE>EIAEEAutoSupport FFREEILEL

TR A Ae A A R A MU B LEEAS o
R RER T 5 BR AR AR FERE

S ER
1. SSHZICloud Volumes ONTAP B4 « LIBERCLIEIE R o

"BRARYNAIHESSHEICloud Volumes ONTAP TiAE" o
2. BEmAutoSupport Bl FRAFRVSFARIKAS
autosupport check show-details

EIFEERLITIIAR :
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

N Rhttp-httpsFBERIAVIREES Toky ~ FNAutoSupport BEIEFERRE ~ il B {FiX
3. MNRAREEFRIEE ~ 3588558 Cloud Volumes ONTAP {E&5Z5AIProxy URL :
autosupport show -fields proxy-url
4. YR Proxy URLZEEZH ~ 5558 E Cloud Volumes ONTAP i & Z23 A Proxy :
autosupport modify -proxy-url http://<connector private ip>:3128
5. B ESAutoSupport F5LIEAREE :
autosupport check show-details

6. UNRARRE(HIAKRL ~ 55885 Cloud Volumes ONTAP ZiBE 118312858 AN B TEE IR Y M BEER 2
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7.

10.

FREAER -
MRARREIDERRE RSB ERBRINKN » SAEASSHEREERZS °

"EABREREZLinux VM for the ConnectorftEREE A"

ﬁﬁﬁi/opt/application/netapp/cloudmanager/docker_occm/data/

FIRX Proxy #HREFEZE squid.conf

TERNERGHEBNT

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfEECloud Volumes ONTAP 152 {E:B8F2hHICIDR o

f1E Cloud Volumes ONTAP B ATEIEZRPIEENHE AN EMEEAARAICIDRELR
JI=1=

acl cvonet src <cidr>
WRICFILIULFHIER ~ FRIS T HE AFFER -

http access allow cvonet

EHITF -

http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. REMARIEZ % « FEIREProxy & 881E%Sudo !

docker restart squid

iA BT EEGHTIE T
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12. 3R[B]Cloud Volumes ONTAP ZI3ERCLI « #&52Cloud Volumes ONTAP IhEER R AEE X AutoSupport THEEAR
BRAE -

autosupport check show-details

%€ EMS

EMEIRAML (EMS) SFUREIEET ONTAP R4F E 84 > EHMIEREN - EEBKE
@A ~ B UH PR EEHRENRTEHEMM (EFEHIE - SNMP REEKR
syslog falfAk2s) FHEMFERE o

ERILUER CLI 3227 EMS o WNEAERATST « 552 R "X | EMSAEAEAEEEONTAP" o
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