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set -privilege advanced

3. BA AWS SIREIERER !
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRIRTRES « BRARESE o
5. FEE2 AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy X
@ Ppermissions e Principal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled
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set advanced -con off

. WBIFFERER SVM i EREE DNS 485 -

vserver services name-service dns show

a. pu%ﬁﬁ 25 RISVMHIDNSIER 721 « HEPE S Azure DNSIER ~ B REEIREUERTITE)  INRE
HEABEISVMITIEDNSHEIRSSIER « MU$5MAzure DNS ~ AGDNSE AL EFARS - BEZNSESE
BIE SVM WIER

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. #EAEAER SVM 1L DNS BRF -

vserver services name-service dns show

. ERERRERERBHTNAEIKDIFE S IDAREHEAzuUre Key Vault

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

- EEREIEERAIRE ¢
security key-manager external azure check

WEABNT -

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

YNRRE service reachability AREERRZE oK » SVMIEEUFIA R EREGIERICELREAzure Key
VaultBR?S o SEFRRIEHIAzure B FREIFIER R R S 3 #4EHIFAB VNet ~ fEE 5% T3 Azure KeyVault Public
ineh o MRE - BEEERAzureFABE IHE: ~ VNetREENEBE o LR fEEREESVM LT HIE
B ~ U riREsAIFAR Pt o

° kms_wrapped key status fFBIRE UNKNOWN ¥IURAHREEF « HKEE TS ok MEE —EREEZ
%o

A : ZEinAlE Volume LU EREENVERITHAE ©
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vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

UNEREFELERE ~ Cloud Volumes ONTAP BIl& B Eh% 17 Volumeili BY A Volume N2 o

7. SRR E B IERIIINE c IRZE ~ BIRE -is-encrypted 2 ERETRA true ©

vol show -vserver SVM name -fields is-encrypted

FFGoogleM Ein % iR EIEARFG R EE T

&RILUER "Google Cloud PlatformBy &g EI2AEF (ZimKMS) " fEONTAP Google
Cloud PlatformEZB I AN P (RETIAINE F] o

ERirKMSHEHHEIE3EBCLIZIONTAP REST APIELA ©

/8 Cloud KMS B « 353 % « IRIETER « Z{EA Data SVM MY LIF AR RS IaEIRIRELET o BB EIRERA
PR HERERIEEEARTE (oauth2.googleapis.com) #EITHEH o MRFBEHRRENER - FEFEAILRE
EREREIERF o

FYaZ Al
* WZAH1T9.10.1hREXERfThRRACloud Volumes ONTAP
* BEZ#EVolume Encryption (VE) 2
* REZTARMEZESHEE (MTEKM) #EH# - #ECloud Volumes ONTAP RRZSSE2E59.12.1 GABRA ©
* AR EENSVMEERS
* IAGoogle Cloud PlatformzT R

* BiRKMSRBEAERSVM ERE

Google Cloud
1. EBGoogle CloudIRIEAH ~ "1 HBHGCPEIRIRINEE"
2. ACloud Volumes ONTAP {EHBRFSIR A IEM B A o


https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys

gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

. B B:TARIEIRE Cloud KMS £8&%0 Cloud Volumes ONTAP BRFSIRE :

gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

THBRFSRE JSON £ !

gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1.
2

FEREREFNSSHAE PR EG TR EEIELIF o
UBRE PSRRI 4K -

set -privilege advanced

ABERISVMEIIDNS °

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

¥217 CMEK 18R :

security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

HIRLRTET « SFIEGCPIRF 8 ABRFSIR P JsonE:
R

security key-manager external gcp check -vserver svm name

EA  BUMEELCAIENZ vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

FEFETERR
IMRERERRHHAR - ALBE DEREMES WPNFEIAREST APITE :

1.
2

10

set d

systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :
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a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * B(&) Snapshot Policy* | ©




NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

b. #—T T * Bx&) FPolicy* 1 LLERXA ONTAP B FPolicy FERAZE ~ IR R E R RIEEERIE LR
FERIEE -

BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E1ZEENCloud Volumes ONTAP A RATHBEAIFPolicyBs ~ BlueXPFA & RIS ESEE o Ib
HER RIS RN RBAERIER o EAILUBACIoud Volumes ONTAP ZRETH B
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

@
Protection - E.

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#HRNIS(RE

Cloud Volumes ONTAP %X1& TE#/#HZRHNERZE] (ARP) IhEs - IHITFEHERITON « THEALES
AIRERTRRIEN BN EE G

EUFBIRMAIERRIERREDH "PENERERT" « ARP EEEEALTIEEHI N « BREBENZN TEE
mE ) RETRERETEERHNKE - PRUISRERTEM ARP IR H5ECER « LIRMEmRIEREEER

LY,
Eo

ARP INEEEERARESHEMA SN IRHEEINN BYOL 12 (— ~ ZKR=FHR) - EABB4EEAY NetApp 5
ERER - LUEBEHRYEILMIINIERE « LUIERD Cloud Volumes ONTAP #1189 ARP ThEEfER ©

B8 B M NN RN S EL 18 = Digital Wallet % ~ #&BIUAfEF Cloud Volumes ONTAP WS {E ik & 2 B kB
ARP o BIEERY ARP #4BRE235E3E ONTAP RAEEIES ] ONTAP CLI #1117 ©

MFBANAIFERR ONTAP RAEEIESM CLI BYAE ARP BUEHAE « 52 "BUA B EH RIS RE" o
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®

ARBUSRIE ~ RIEEERREINRE -

Autonomous Ransomware Protection
Oris 100 1is
Protected Capacity Precommitted capacity

BYOL 100 TiB

Marketplace Contracts O TiB

O TiB

PAYGO
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