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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret"
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#E FZRAFIRERNERE (PW1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FESDONTAP X% lcert) Bas875 ARUZIRINGE o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. fEFEEMERTAIEEREE - LLONTAP Management LIF IPFISVM&FBEX X <SfManagement LIF>F1<vserver
name> o A BERLIFRARFSIRRIRES TaREREIE] -

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. {FHBaseb44RIE/&R:E - SIBFSIERICAREE

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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$ cat cert-backend-updated.json
{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
$ tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +
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$ cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
$ tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"autoExportCIDRs": ["192.168.0.0/24"],
"autoExportPolicy": true
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$ ./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd
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"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

#1572 TONTAP-NAS) #1 TONTAP-NAS-flexGroups] ~ Astra TridentIR7EIRAFEIETE 5% « FE{RFlexVol F
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Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

itsnapshotReserve = 50% ~ MPVcEX= 5GiB ~ MR E4EK/\%2/0.5 = 10GiB ~ Al K/\A5GIB ~ E&fF
AEEPVCERPERM A/ o Tvolume show (Volume show) #p< FEREREEIUA T E3HIRYAS

Vserver Volume tat ‘pe Size Available Used%

online RW 18GB D
_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.
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ontap-nas EA&REERENEEEN

ERR/\WBIRABASE o lclientCertificate] ~ [clientPrivate Keys #1 lTrusted CACertifate; (ZEF8 ~ 118
fERE1EMICA) B2 BEA Tbackend.json) ~ MR HESE « WESBAEENCARENCARISE o

"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas 78 BEEHRAIEEEIFE

REEFIREAUN{AIfERAstra TridentfEFAENREEH REZR BRI K ERELRA - 5% TONTAP-NAS-Ei4Y )
0 TONTAP-NAS-Flexgroup) BEREIFZTNAVE(EAVAER ©
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap—nas—flexgroup%E@ﬁift

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster":
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas fEAIPV6RIEEEIFZETN

{
"version": 1,

"storageDriverName": "ontap-nas",

"test-cluster-east-1b",

"backend": "testl-

"backend": "testl-

"testl-ontap-

"backendName": "nas ipv6 backend",

"managementLIF": " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1la", "backend":
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"

}

13



ontap-nas-economy SREIFET

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

E R #E T EIRTR R iR S

£ TEFIREVENRIGERET « SHEMARFERIKRERENTERE « Al MENREERFRE

MWEREKE] ~ Uk MROME) - ERFEEERIESTHETFERPES

N

MER

FltEAF  BEREFEROIGREECH FERFEE) « TEREE M % B AEERHhEERT Lt
RENTERIE °

ontap-nas EEEhiZy
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{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

"defaults": {
"spaceReserve": "none",
"encryption": "false",
"gosPolicy": "standard"

by

"labels":{"store":"nas store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [

{

"labels":{"app":"msoffice", "cost":"100"},

"zone":"us east la",
"defaults": {



"spaceReserve": "volume",

"encryption": "true",
"unixPermissions": "0755",
"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels": {"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-flexgroup FBENTETV

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
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"password":

"secret",

"defaults": {

by

"labels":{"store":"flexgroup store",

"region":

"spaceReserve":

"encryption":

"none" ,
"false"

"us east 1",

"storage": [

{

"labels":{"protection":"gold",
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"protection":"gold",
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
"labels":{"protection":"silver"
"zone":"us east 1c",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"protection":"bronze"
"zone":"us east 1d",
"defaults": {
"spaceReserve":
"false",
"0775"

"volume",
"encryption":

"unixPermissions":

"k8scluster":

"creditpoints":"50000"},

"creditpoints":"30000"},

, "creditpoints":"20000"},

, "creditpoints":"10000"},

"prod-cluster-1"},



ontap—-nas—-economy %E@J*%Eﬁ

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
b
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance", "creditpoints":"6000"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"department":"legal", "creditpoints":"5000"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0755"

"labels":{"department":"engineering", "creditpoints":"3000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"



"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

& im ¥ fE = StorageClass

T%StorageClassE & 145 Ll B EFE R o £/ parameters.selector’ | ##i ~ F{EStorageClass&#fi e
0L R LE SR E R AT AR B E AR & - IR S EFMENERE RPN EESERERT

* Z5—&fStorageClass ( Tprotection=&E4R1 ) #FEIFEE TONTAP-NAS Flexgroup) &ImAIE—(E 5 Z1&
EHEEER - LUK TONTAP-SAN] BiGHNFE—EERH#EFEER - ERM—IREESRFENZFA o

* 38 _{ElStorageClass ( lprotectionjEgoldl ) FHEEFE=1E « FIMEEHERFHEFERE it TONTAP-
NAS] %if « FE_ESFE=EEEHEEER « (Y TONTAP-SAN] %if o EE2M—IRMUSRLIMEERER
B R o

* 55 =1{@EStorageClass ( lapp-mysqldb] ) #FEFEZE Tlontap-nas) &imAYELEERHEFSIRA ~ XU
K Tontap-sanf&i# | BIFHNEZ(EERHEEERT - BLEM—IEHmysqldoiBE FE AR HEE AN E

[=]
oo ©

* % U{EStorageClass ( lprotection—silver—creditpoints—20k1 ) #FHEEE = EERHEFES RN (I
it TONTAP—NAS—flexgroup) f&if) ~ FEEERETFERM (IS TONTAP—san) &) o ESLH
TEAMEME—RELL200001E S ARG BUIR (S AR RERNE IR o

* S5 h{AStorageClass (‘creditpoint-5k') HFEFEZRIE —ENMIFY TONTAP-NASEE | BimfIERHEEERA
MEAIRt TONTAP-SAN] BiRHIE = (EEEREHEEFERA o EL2H —IEH50001EE RSN ERMER °

Astra Tridenti$ RTEEIIME ERFFE Rt « THEATSHEFENKX
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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