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version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password"
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1. %Eﬁﬁ!ﬁuﬁﬁﬁaﬂﬂiﬁ“ RS « 557§ Common Name (CN) (—fg®%# (CN) ) REAONTAP EsEE

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0=NetApp/CN=vsadmin"

2. BISERICAREIIEONTAP ER(EEE - ErlscCHHEAFERSRIE - MRKREMREENCA ~ BB o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. fEONTAP B & F L AR ImEENEE (PE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

FONTAP XIEMAREEAAE cert B8 E ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. FHEEMERERIFERE - LLIONTAP Management LIF IPFISVM&FfBEN X <SfManagement LIF>F1<vserver



name> o R4 BFERLIFFIARFEIR AR E A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {FFBaseb44RiE /&S - £IRMSEMNICARS °

base64 -w 0 k8senv.pem >> cert baset4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEUSHER B o

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et bt
o +—— +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

o —— e e
+————— f—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f—————— Rt bt
o F—————— +
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5~ REBIILERE A - REERAENNbackend. jsontE®R - EHEZERITHNESE tridentctl
update backend°

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmemm== Fommmmmeemeeee== LB e
Fommmmmoe Fommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

S Fommemerememomom= e
Fommmmmme Fommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

Fommmmmommmos e Fommcmcccosssssrsres e e e Ee Ee s e e e
Pommmmm== Fommmmme== +
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version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

EFAILTIAERS « 1 AR (RSVMAR YR e, B Se AR T OB R « 16875 ASFEE5CIDRE
() & (PTERELRD) EHRD o AHELGENeApRENBEETHUE - BAstra Trident
FEESVM o
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* autoExportPolicy &% true © E3/nAstra Tridentid AEILEH/RR svm1 Wi {6 A AR B IEFTIE AN MBS
BIIFYEZ£ autoExportCIDRs {UIEE R o FI40 « UUIDZ403b5326-8482-40dB/96d0-d83fb3f4daecFlByiE
I autoExportPolicy sRAEAy true EI AAEHFREA trident-403b5326-8482-40db-96d0-
d83fb3f4daec fESVM.E ©

* autoExportCIDRs BHNENAE o I AZERRBAL « 78584 10.00.0.0/01 ~ F:/01 ° WMREKE
# ~ Astra Trident& #1118 E TEE E1E4_LIXEIRVFRE 21 S0 E BB BBk ©

TEUEEBIAR 192.168.0.0/24 IBRMAMNLZER o BEFRT ~ BRRUILAIEEERIKubernetesEi 4IPS FT1E 2 Astra
TridentPiEIZAIEEH R o EAstra TridentE &t BT TRYEIEEEF « SHAENEIELAYIPAINE ~ b ¥ BRI HRV(IIEE
BRRIGE B LI aut oExportCIDRs ° EhiEIPZ % ~ Astra Trident® $HEFriR =R E B iRIPIE I E HRAIFR



Al ~ M6 EHE FR A RV A BN RS R L —EFR A o
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XkB :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autokExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd
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useREST

RARERECEIR &RV RIRERRE

AT LU B R BV 45 L R TR AR I TRAR S

W

#

spacelAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone
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encryption

tieringPolicy

unixPermissions

snapshotDir
exportPolicy

securityStyle
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: password
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

#FAR ontap-nas #l ontap-nas-flexgroups Astra TridentIRTEFERAMEES A « BiRFlexvol
FFsnapshotReserve B EEFIPVCIEMERAER T « EFERABERFEHAPVCsE » Astra Trident
Brlexvol FRAMIGESR « BIUIRKGHNESESTHNEER o It EBREREEKAEREEHE
BAIERNATEAZM - BZEEARESNREAERNZER © Ev21.07281 ~ EFEREEREMArve (FUs56iB
)~ RERREEER S0 ~ IR AEERF2 . 5ciBMAI R AR c ERAAFEAEERNEEM@volumedl
‘snapshotReserve {hllbEEH] o EATrident 21.078F ~ FABERMZ B AZR - MAstra TridentE&E T
snapshotReserve FRRE@EVolumelIB 2'LE °« EAREAN ontap-nas-economy ° s52R 5 #E 5| LB
FRILETHRERVEES = -

SHEATAT

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

i snapshotReserve = 50% * MPVcEX= 5GiB - HiiE& 48 K/\%2/0.5 = 10GiB » AfAA/NA5GIB « E2F
FREEPVCERFPERM A/ © o volume show i FERBTIBLUL TEIFIAIAER -

12



Available Used%

Vserver Volume

Aggregate State Type

_pvec_B9f1cl156_3801_4ded_9f9d_034d54c39574

online RW 1eGB 5.006G3 2%
pvc_eB8372153_9ad9_474a_95la_@Bael5elcOba

online RW 1G 511.8MB

2 entries were displayed.

TEFH#RAstra Tridentls ~ SoRIZEEIR AR IR EI%XIR _FMERPARECENIEE o BRNEA R AIEILAIEE &
FEZREE ELRARR&E /)N ~ LUBERERETT o U0 ~ $#AMI2GIB PVC snapshotReserve=50 JeHiEE IR EIE
H1GIBHIRIE AZER o FIUN ~ IS E A/NAEEA3GIB ~ nl:EEATER 726 GBI E FHEA3GIBII R B AZE
fH o

Ll

RIEAERREEH
THSEABTERER  BABDSHFREERE - ERERRIHREENTTE

@ YR ITTENetApp ONTAP Z1ETridentBINetAppszi& EfFHAmazon FSX ~ & GIEEIIfsHIDNS
%78 ~ MIEIPAL o

Y8555 1ERIEY <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

13



SEE X FF F& =X
REERYEREE

B/ \WEIRAEREEF] o clientCertificate s clientPrivateKey Hl
‘trustedCACertificate (EM -~ MRFERESEMICA) BIEA backend. json M FIEIGHE P IRE&
8~ B ERIERIEECARSENERCARISE

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

14



B EhEEHREA

35 LEEBBISRBRUN{AIfE R Astra TridentfE FAENAREE KR AR B &R L R BIRE LR - EHAVEERTER
ontap-nas-economy # ontap-nas-flexgroup SEENFET :

ONTAP-NASEEENTZR,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

<code>ontap-nas-flexgroup</code> EEFNFZI{

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

labels:
k8scluster: test-cluster-east-1Db
backend: testl-ontap-cluster

svm: svm nfs

username: vsadmin

password: password



fERIPv6{iit

I EHEER management LIF EAIPVEiIiLE o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

ontap-nas-economy SeEIFET

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ontap-nas AR ONTAP Amazon FSXHEEENFZ T BRI ERASMB VolumelIIhAE

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fqgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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EREENRIRED

ETEFrImINESNRIFERIERT  FHEMAEREERMNRTEHFENTERE » fIU0 spaceReserve H ~
spaceAllocation fR ~ M encryption & c ERE RNEERFEERPESRMN o

Astra Trident&7E Comments) HEIFREEREERE o EERTEFlexVol REEHR ontap-nas
g FlexGroup 21& ontap-nas-flexgroup ° Astra Trident BT E/RACER « BERE RN ENPEERER
FREHIEE - A7 AEER « #FEESTUHHSEERERNIEREE  TREBFHEEDHE -

FULEERIH « BLEAEEERATEITRE spaceReserve spaceAllocation\ﬂl ‘encryption & ~ Z9
EEgER MR TENTERE
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<code>ontap-nas</code> EEENFZ T,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalIF: 10.0.0.2
svm: svm nfs
username: admin
password: password
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas_ store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755'
- labels:
app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'

unixPermissions: '0775"
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labels:
app: mysqgldb

cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'
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<code>ontap-nas-flexgroup</code> EEFNFZ T,

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000"'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
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zone: us_east 1d

defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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<code>ontap-nas-economy</code> EEEIFZ T,

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

department: legal

creditpoints: '5000'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

E%ﬁ datalIF )Jtll:lnﬂr Z ﬁ
ISR ATEAIRAHRE B B EERILIF « HERRIT M6 < « UEMERLIFIRMEMERIsontEZ

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ YNREPVCSHINME—TZEPod ~ S ARIFIFT A I FERIPod ~ ARG HEMEE) « FTE
FILIFA E4ERL -

& im ¥ fE = StorageClass

T%!StorageClassE & 25 Ll B E Rt o 8 parameters.selector HHIF « E{EStorageClass & oY
TILE R B R A BT R AR 8E 8k Volume © iR & B EFIEMNERBE RNPERZERZEHE °

* 5—{@EStorageClass (protection-gold) H%?W%f:ﬂpla@% ﬂﬁl FEERER ontap-nas-
flexgroup BIHMHPHFE—EERER ontap-san Blf | EEE—IRHESRIRENEIRM o

* 38 _{ElStorageClass (protection-not-gold) FHEEFMNE= + FIUMEEREE ontap-nas-
flexgroup PR IHFIE _E - F=(EERERE ontap-san Bl | EEM—IRHESRLIMREBRNE
JRA o

* 55 =1{@EStorageClass (app-mysqldb) FHEZEHFENERERERMN ontap-nas PR IHHE =EEE
£& ontap-san-economy &l | BLEM—IRHEmysqldbiER FEAREXEFMARHNER o

* 5B[0{EStorageClass (protection-silver-creditpoints-20k) IFHEETNE=(EEREE
ontap-nas-flexgroup FHEIFME _EERERE ontap-san Bl | ELLEEIFEMEM—FELL200001E
AR EIREERFRENEIRA o

° %EEL{IEIStorageCIass (creditpoints-5k) BHHEEPNE _EEREIRAMN ontap-nas-economy FHIE
IR = EEREE ontap-san Bl . BLEEH—IEH5000EE ARENEFNER °

Astra Tridentif REZEIMEERER « WRFNSHFEK °

23



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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