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JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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1. %Eﬁ%ﬁ'mﬁ, se T8 o EER « 551FCommon Name (CN) (—fg®%#E (CN) ) REAONTAP Ei:g &

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BISERICAREFTIEONTAP ER(EHEE - ErIscEHHEAFEIRSRIE - MRREMEENCA ~ FRAEL o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iB#&E F AR Im/&ENEE CPB1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—name>

security ssl modify -vserver <vserver-name> -client-enabled true

++ 3R D BITIEE <% > ONTAP SIRMEARGSE o Bk L8R 1 REERY k8senv.pem HEEAR > ARH
A "END'LATER &Sk ©

4. EEDIL,\ONTAP EZ%EGT#%%A%@ cert %ﬁnﬂjﬁ/i °

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEEMRTAIEERE - LLONTAP Management LIF IPAISVM&TBE X <SfManagement LIF>F<vserver
name> °



curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {FfBaseb44RIE/&R:E - RIRFSIERICAR:E

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee"
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident
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e frememem==s I

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R fremsoeesoso====== fesssmsme s e s ss s o s s s s s ess
fmm====== fememe==== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

femsmmmmmma== R e fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +
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7~ RBIIGERTE /0% - AAMBEAENbackend. jsontE% « HREIERITHMESRH tridentctl
backend update ©°

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
Fommmomoe oo +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - Fom e e
T e I+

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

e frememesessess==== femssesee s e s s o s s s s
f======== fememe===s 4
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password

igroupName: trident
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"igroupName": "trident",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e
f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e it +
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spaceReserve TRFEEER ; T®1  (BE) M |
3 MVolumel (5E%)
snapshotPolicy EEHRISnapshot/REI M |
gosPolicy ERRAEPTIZ LR EMQoSIRAI T

B4 - EESARTER/BIRIVE
F—{ElqosPolicy
g{adaptiveQosPolicy ° ¥&ECAstra
TridentfEFQoS/RAB4H R
ZONTAP £ BEHTHRASAIRR A © T
FIEZEEAIEHARQoS/RAIES
4~ MHFERRBBEEENERE
SEAMEHE - H=MQoS/RAIEE
“EfFRFIFTE TIFaHNERIES
EMR o

adaptiveQosPolicy ERIRAAPT L R B BV M
4 QoS/RRIEHE - EESEREE
&/ imBE R —{EqosPolicy
Z{adaptiveQosPolicy

snapshotReserve REB4AIRER T0) MHEERE B D W3R snapshotPolicy & T
= ~BAS T

splitOnClone BIEAE - ERXEEANEEE TR
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W

#

encryption

luksEncryption

securityStyle

tieringPolicy

Volume = RECE &)
UTREEETERENES) :

version: 1

storageDriverName:

managementLIF: 10.0.0.1

svm: trident svm
username: admin
password: password
labels:
k8scluster: dev2

55 AA 6

TEEThERE & FERAANetApp Volume T
Encryption (NVE) ; FB:%%

false o WATEERE LIV EL

FANVE ~ A BEFAILETS o INR1E
BIREYFANAE ~ BlAstra Trident® B
BEREFIIREER G EUBNAE © 1
LB ~ B2/ - "Astra

TridentI{A EANVEFINAEIRECE(E

"o

EXYFALUKSHNZR © :5288 "EHLinux "
H—ai8RE (LUKS) "o

¥ﬁﬁz‘26¥@ﬁ’9?¢%¢$iﬁ unix
DRERAILER M#E) ONTAP 9.5 BijFYSVM-DRAERE

7 THEIRER |

ontap-san

backend: dev2-sanbackend

storagePrefix: alternate-trident

igroupName: custom

debugTraceFlags:
api: false
method: true

defaults:

spaceReserve: volume
qosPolicy: standard

spaceAllocation:

'false'

snapshotPolicy: default

snapshotReserve:
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HEFERERIIAIFIE Volume ontap-san EEENFETNAstra TridentfEFlexVol THELUNFEE RIEYE
F2H ~ ZESMENN10%MAE o LUNIIECE K/NEMEREEPVCHERNA/NTEEAEE © Astra

(D TridentzEFlexvol B{EIBAZRIEN10%MEE (BERONTAP (EBE LAIMMRY) ° ERERMAE
B ESFRER AT AR E o BB aIfhIELUNZAMEE - BRIEFBETRE DA c EFE
FONTAP-san&&E B o

AN EZMELE snapshotReserve ~ Astra Trident& kBB 55 5t & Volumek/)y :

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1;2885M0%HBYAstra Tridentfl AFlexVol EltheZIELUNAAEERIAYINAEE o BRI snapshotReserve = 5% »
MPVCERK= 5GiB - HIR&42K/\%&5.79GiB ~ A FHR/\A5.5GIB ° © volume show &5 < EREREELULTEEH!
HIAER

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB

_pvc_eB372153_9ad9_474a_951a_0B8aelS5elclba
online RW 1GB 511.8MB

3 entries were displayed.

B~ RAREAN « T HERIEEARRER Volume °
B EAH RS
THBABTEREE  MAHISURBERM - EREBRBRMBEHNT o

@ INRITTENetApp ONTAP Sz#EAstra TridentfINetApp L fEEFHAmazon FSX ~ iR EIifsHIDNS
$a%8 ~ MIEIPALLE o

ontap-san BAERFENEFNESHER
EER/IWEBIRIHAESEEM| o clientCertificate > clientPrivateKey Ml “trustedCACertificate

(ZEH ~ MREARFEENCA) EIEA backend. json WA RIEUS AP IRRE  AEEWBREECARFENE
HE6AMRES(E ©
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version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

igroupName: trident

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

ontap-san FHEEMCHAPREEEITZI(

ERi/\BIRAARREA o ILEALERREE ontap-san &l useCHAP REA true °

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident
username: vsadmin

password: password

ontap-san-economy SEEIFET
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version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident

username: vsadmin

password: password

ERERRIREEM

£ FEIFFmEVEAIRIGE RIERT « FHEHMEHEFERIRERENTERE « fIU spaceReserve & »
spaceAllocation fR » # encryption i c ERE RN ERFERPEERN °

Astra Trident&7f Comments) BN REE RO EIZE o sA7EFlexVol Thei@BFZHFIRHEER o Astra Trident®&
AEREER « BERESRNh ENFAEHRENIFEEREE - A7 HELER « #EEEEUHNESEERE
TRHNERIZER - WRIZEERRBHEE DA

TFUCEEFIR ~ BLEEEFEE RN E HITRE spaceReserve © spaceAllocation M ‘encryption {E ™ 4%
EegBER LR ERNTERE
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version: 1

storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident

username: vsadmin

password: password

defaults:
spaceAllocation: 'false'
encryption: 'false'

qgosPolicy: standard
labels:
store: san_store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000"
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

gosPolicy: premium
- labels:

protection: bronze

creditpoints: '5000'

zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

16



T 2MiSCSIEEH ontap-san-economy EEFNFETL ©

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident

username: vsadmin

password: password

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10"
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



B 1& in ¥t FE = StorageClass

T%StorageClassTE &5 L EHRE R o 6/ parameters.selector MIF + E{EStorageClass &MY
DRLE FEHREE TR A AT R EE B Volume © I IE B B EFMEMNERE RAPERSERE

%E—{@EStorageClass (protection-gold) EHEEHRRIE—E - FEERER ontap-nas-

flexgroup BIRAMFPHNE—BEEREE ontap-san Bif | S —IRHESRIRENE R o
* 88 _{@EStorageClass (protection-not-gold) FHEEZEHHNE= - %1@@?&%@ ontap-nas-

flexgroup FHRBIHME _E - F=EEREE ontap-san Bl : Ee—IRESHRLIMRERKNE
/}?/ﬁ! °

* B8 =1{@EStorageClass (app-mysqldb) FHEZEHEINERERERMN ontap-nas PR IHHE =EEE

£1& ontap-san-economy &l | BLEM—IREmysqldbiER FEAREXNFEFMHEENERE o

* ZEPU{@EStorageClass (protection-silver-creditpoints-20k) #HHEEFHNE=(AEREE

ontap-nas-flexgroup FHERIFME _EERERE ontap-san Bl | ELEEFEMEM—FELL200001E
EMBUREERRENEIRA o

. ﬁﬁﬂﬁlStorageClass (creditpoints-5k) HEHEEPNE _EEHREIRM ontap-nas-economy FHIE

RSB =EERER ontap-san Bin | EEEME—IRH5000EEAMBNEFNER °

Astra Tridenti R EZEFMEEREE « MR SRERK o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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