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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qgosPolicy: premium-pg
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sudo docker run --rm -v /backup:/backup \
--network host \
-v /etc/kubernetes/pki/etcd:/etc/kubernetes/pki/etcd \
--env ETCDCTL API=3 \
registry.k8s.io/etcd-amd64:3.2.18 \
etcdctl --endpoints=https://127.0.0.1:2379 \
--cacert=/etc/kubernetes/pki/etcd/ca.crt \
-—cert=/etc/kubernetes/pki/etcd/healthcheck-client.crt \
--key=/etc/kubernetes/pki/etcd/healthcheck-client.key \
snapshot save /backup/etcd-snapshot.db
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etcdctl snapshot restore '/backup/etcd-snapshot-latest.db' ; mv
/default.etcd/member/ /var/lib/etcd/
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ZTrident{E2 o

* SnapshotB #TE:2 A 25k - EENRAEEMBRNEARENEIREE ontap-nas # ontap-nas-
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clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

fEFHONTAP ThaEE R &R
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1. MNRIRESVMELFE ~ :EEXEISnapMirrorBBIMISVM o ZZRIEER « EFEZZ LEHEFZA9SnapMirror{EE) « &1
LE3ETTHBISnapMirror{E#) ~ RETERER% » F1ERIESVM ~ LUIKREENBRIISVM o
2. R ERHISVMIE B S KubernetesIEE etcd AR ES T ENEERI 1 B RIEZRIESE -

3. EE TFKubernetes=EFTEMFIAE /RS /etc/kubernetes/pki Metcd member FHITEZE
/var/lib/etcd°

4. fEAEIIKubernetes# 5 kubeadm init 839 --ignore-preflight-errors=DirAvailable—var-

lib-etcd HEAZ o KubernetesBi%h{iE A Y T 1A B AE B 2K EKubernetesZ £ 48[F) ©

S. 1T kubectl get crd fRLKREREFIA TridentEIERE S ERREN L EEE Trident® 4 ~ LUBSBFTEE
HEBe A e
6. JITLUEHFIEXNEMNEIR - UK BER3tSVMETE . /tridentct]l update backend

<backend-name> -f <backend-json-file> -n <namespace> e o

HNERRN S EMEE « BB ASYMEREIR « TridentFrEe B FF AL & ER S RILRIRME
(D) ® - GRS HERIHIBREbemetes 2 - A HABENPodBRET) - MASS
{ERE R TUREZREIERIBIT ~ T E B E(EfIRERE o
SnapMirror Volumet&&
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LU T2 ONTAP R SnapMirror Volume#E 5 3% 45 BRHVAEES

* EHAREFRTERVERE B R REERMNSVMZ BREHFR/MIEF -
* #1SnapMirror[RA ~ BUEHIBIRRITTA « i EXRANEREE

* {ERmH< A EE R Volume FIZKJR Volume ZEEEIL SnapMirror Bf&[snapmirror create @ M3EIKE
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Eﬁ?ﬁﬁ@ZFﬁE’J?’E%Eﬁ% fEERMEIRE ZREERUE A °

2. #tEmIHSVMEIE B S KubernetesHIREIEE etcd T4 FRIBEEHEZRI/RE « BREATEL -

3. #E8 FKubernetes#EEFTEMFIA /RS /etc/kubernetes/pki Hletcd member FRIIEZE
/var/lib/etcd°

4. PITLUEIIKubernetes#& £ kubeadm init #3% --ignore-preflight-errors=DirAvailable—
var-lib-etcd EF o EHERBRELIZKIREKUbernetesFZR & o

5. 1T kubectl get crd MLREEEGFAA TridentBs]E RESC EXENL HEEN Trident¥) 4 ~ LIFB{RFREE
KIERAT A o
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2. (B LB BT B aUitiR R EKubernetes®&E 2 18 ~ FFtKubernetes & /5FRERE ~ PVCSHIPV o
3. IEEMMEEAERILIF - FASVMA BT B RIHSVMETS ~ TETrident LB IRV RIS ©

4. R MridentEEAL ThAE ~ iFFTRAIMAERE BB A R BATHIPVCRREERIPY o
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Tridentdp B 2= ~ EMFEH tridentctl EARER :

fEFACHAPE:EEAECONTAP £ A2 1R SANBITHAE

Astra TridentS2#2ONTAP LUICHAPAEAVEREEINAE « BANZEAENSANIEEH (FH ontap-san
ontap-san-economy SEBITETN) © NetAppiZiE A M CHAPHAECAstra TridentiE1T 1% BEFR IR Z EH

roea %gé o

HEHMEASANBIZERITZ NN EBIEE - Astra TridentA] ;2 E £ MCHAP ~ T3EAEIECHAPER Z LB
ZZONTAP tridentctl © ;A2 ":A1RiE42" BEf#Astra TridentZ1{AI7ZONTAP A= 25 FERECHAP o

() Trident 20.04 RERHEA R 2B RFIBHICHAP ONTAP

fEFAICHAPEzENetApp HCI H5EC T = SolidFire T RAE in
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Linux#t—1t&ig:2E (LUKS)

& BRI LUTEONTAP Astra Trident_EEfALinux Unified Key Setup (LUKS) ZRINZZHERISAN
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EYFBLUKSNZ

EE]LAfEALinux Unified Key Setup (LUKS) 2RESA&E{EVolume ~ FHEERAVANZEINAEE ~ UAFIONTAP HITSAN
FIONTAP Z 1B SANALE X 2 RIBEFR & o

1. ERIGAERERERLUKSIIZ B - 1FEONTAP BRAZIER ZIBSANRY & imAE AR IRAYSF AR & -

IR SANZRREIEIEONTAP" ©

"storage": [
{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {

"luksEncryption": "true"

"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {

"luksEncryption": "false"

by

2. {§H parameters.selector FHALUKSIZERHEEFEIRA o H/40 :

3 12

22

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: netapp.io/trident
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret—-namespace:

T B ZLUKSERAZHEHIME o FIUN

luks-${pvc

.name}

S{pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PR

LUKSHIZHERR& S5 F FAONTAP E4E B RHRIBRE i B2 BR G RE 11T o

TEEELUKSIE S
,-._,\E_l-l—/(ﬁﬁiq-l_u KSEMZ E%tﬁﬁwuﬁnﬁ °

@ SRS  IRIECERE A BRIAHIRE « IRIRSREFISI A - (IR2E BTN

9&*1’3 SEEAHNEIRE « TIE BRI INE BEAFH -

FAREELF

MREREHHLUKSBRAZHE 2 RE T EHHIREAIPod « BIE L UKSEAZIBREIR « EIIFTRIPod

BE ~ Astra Trident® EEEBEIEE | AYLUKSIEREZZHE B R I /e A SR iBRASEES o

* WNSRMAERE YRR IS B B R B R AR R iE R
* WNRHEFEE _ERYERE

BIEAAERT « G EERH o
SR E R ER BT

ESAERT previous-luks-passphrase & DY AR o

1. #1¥ node-publish-secret-name #l node-publish-secret-namespace StorageClassZ2# o Ful

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-san

provisioner: csi.trident.netapp.

parameters:

trident.netapp.io/backendType:
csi.storage.k8s.io/node-stage-
csi.storage.k8s.io/node-stage-

io

"ontap-san"
secret—-name: luks
secret-namespace: S${pvc.namespace}

csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR ESIRER ERVIRA RS o
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

. EIHARERILUKSHEZE ~ LUSEFBM AR o R previous-1luke-passphrase-name

previous-luks-passphrase sBHACHIHERZISAERT o

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

. BIEBIPodLU EiVolume o B R REIHESFR A o

AR EIEE e o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["B"]



+
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QEEHIREMRER LRI ERMENEE « 7+ ShesiBpms o

@ fBIan ~ AR B LEIMERIERNE luksPassphraseNames: ["B", "A"] > FEEARTTE o AT
R EEFTRYPOod A E s SThk iEEs o

EXFAVolumelE7
1R Bl LUfELUKSINZ I Volume _E B A VolumelE 7 ©

1. BYF cSINodeExpandSecret NAERZE (beta 1.25+) o© 552 "Kubernetes 1.25 : {#FSecretsiE 1 THIZ,
BERISCSI VolumetEr" UBSEFMAER o

2. #i8 node-expand-secret-name #] node-expand-secret-namespace StorageClassZ# o /4 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret—-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

+
i

ECRENR L #EFIRTER © kubelet& ¥ E E RIEEE ERHMERGIREZL -
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