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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": ({

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
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"permissions": [
{

"actions": |

"Microsoft.NetApp/netAppAccounts/capacityPools/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

"
14

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea
d"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri
te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del
ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get
Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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# AR FEER
exportRule P& K #rhid iR & AYARE o r0.00.0.0/0.

W

exportRule HERBLIEIRDIRN
BB - MICIDRETEYIHFRBE
BYIPVA{IIE SR IPvA FARER4E S

SMBHEHRE B 2B ©
snapshotDir $EHl.snapshot B &0 AT R E "R
size iR ERTER A 100252

unixPermissions R ERUNIXIERR (4E/\E&EL " (FBE RN ERRE)
#gF) o

SMBHifRE 2 2B o

EREHREMNBIRLAERE o FHLLAERE « Astra Trident& 12 E MM BIRZFIENetAppliRSE {?E%E*D
FHIRASANFRYF4BER ~ il]ff"fﬁ*rl%ﬁ%%ﬁ%ﬁﬁ@ﬁﬂ'ﬁqﬂ BEEEMFHEEE L - A% nasType BBE nfs FE:R
EA - BIngANFSHIEEETERRE °

ECHIRGEAANFIL E RS EINGER « EEERRIERNEE « EER LEREL LI ERNHIIRER
HERSMRIEEE] o

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus



\)

#h2 : ERREEEHESRNSERBERAEE

1B iR4RRE BT HE Volume B it Azure eastus B Ultra REERM . Astra Trident@ BEIERZ MBS
IKEGANFRYFRA FAERE ~ W PEISE b — (@R & I E R & o

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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= KubernetesﬂF‘L_LﬁiELmz REREFENE - ERAA - ERERUERERARENE

performance °

version: 1
storageDriverName:
subscriptionID:
tenantID:
clientID:
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions:
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures:
- labels:
performance:
servicelevel:
capacityPools:
- premium-1
- labels:
performance:
servicelevel:
capacityPools:
- standard-1

- standard-2

EFLENER

Standard

silver

Premium

bronze
Standard

= A

[==R{ANY

CHEZEREEESERAFNRBEER -

azure-netapp-files
9f87c765-4774-fake-ae98-a721add45451
68e4f836-edcl-fake-bff9-b2d865ee56¢ct
dd043f63-bf8e-fake-8076-8de9%91e5713aa

vers=3,proto=tcp, timeo=600

IVEINAEN StorageClass EEF2R LMFEEERM o

ISREE:2

/F MBYIRIR



ERNEAIESE parameter.selector ML

fEF parameter.selector AIUABEIEBIERE StorageClass FANKEHMEENERER o ZHEE

SHEMMENE R NP ERSERR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMBHARRE BRI E Z A

f£F nasType » node-stage-secret-name #l ‘node-stage-secret-namespace °

MR & ~ WIRFREM Active DirectorysBsE & } o
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

52 : SEmHERERTRKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

43 | BEHREERTENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ nasType: ‘smb ZIESMBHAREVEEET SRS © nasType: "nfs 3 nasType: ‘null NFS
EERIEREES ©

BiURIRERBEZR - SFRITTIE< -
tridentctl create backend -f <backend-file>

NRBIRERIIRM « RTRIRERARE o ERIUBIT T ar < RIgMRsCH « UHEIRE :
tridentctl logs
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