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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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1. %Eﬁﬁﬁ'iﬁﬁ, e IR o AR « A& Common Name (CN) (—f&%# (CN) ) s|REAONTAP B85

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BISERICAREFTIEONTAP ER(EHEE - ErIscEHHEAFEIRSRIE - MRKREMEENCA ~ FREL o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP ZiR#E&E FRERRIRRENER (PR1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FEEIONTAP ZENTERBAME cert BB o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert



5. EAEENREHIFERE - LLONTAP Management LIF IPFISVM&TEBEX<SfManagement LIF>F<vserver
name> ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. {FHBaseb44RiE/&R:E - SIBFSIERICAREE

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. fERR E—PEUSHERIIE o

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fommmmmmmmm== P mesesa== B et
Fomommmme Frommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e el Fommemememooomom= e
Fomomomoe Froccooomo= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fom - Fomm e -
Fommmmm== o= +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e i fom e o
R remmmeme== +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R et R fessmsmess e s ss s oses s s s e=s
fmm====== fememe==== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma=s R fesssssssssscsesessosssassssassssasmaaa
from e fr e +
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +
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securityStyle HHEEEMNZ 2% unix
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7y TEHIREE |
Volume = FEC & &)
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'
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HEFERERIIAIFIE Volume ontap-san EEENFETNAstra TridentfEFlexVol THELUNFEE RIEYE
F2H ~ ZESMENN10%MAE o LUNIIECE K/NEMEREEPVCHERNA/NTEEAEE © Astra

(D) TridentiEFlexvol E{EIBRFIM10%AEE (BRONTAP EBE LABIRY)  ERERIE
B ESFRER AT AR E o BB aIfhIELUNZAMEE - BRIEFBETRE DA c EFE
FONTAP-san&&E B o

AN EZMELE snapshotReserve ~ Astra Trident& kBB 55 5t & Volumek/)y :

Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.1;2885M0%HBYAstra Tridentfl AFlexVol EltheZIELUNAAEERIAYINAEE o BRI snapshotReserve = 5% »
MPVCERK= 5GiB - HIR&42K/\%&5.79GiB ~ A FHR/\A5.5GIB ° © volume show &5 < EREREELULTEEH!

HUAER

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

BAl - REREA/N ~ AR ERRIREAR Volume o

R AHREEE A
THRAIBETERBLE « MALASHRRRER(M - ERCHERFERWENTE o

@ YR ITTE NetApp ONTAP LHEHEC Astra Trident 8 Amazon FSX ~ EBZSIEE4 I DNS £
& ~ mIE IP fudk o
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S ANEAAERE ontap-san Y En

version: 1
storageDriverName:

ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password: <password>

ONTAP SAN &7 B) RAR 4R AR &5 51

version: 1

storageDriverName:

ontap-san-economy

managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

13
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TFUEEALEREEE B clientCertificate » clientPrivateKey ' # “trustedCACertificate (
R~ MRERE1ENCA) BIEA backend. json M ARIEBIEAFiR&RE A EEBREECARENE
HEe44RIEE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



& CHAP #if)

E't:b%ﬁ%ﬁﬁﬁ@ﬁfﬁﬁﬁuﬁ useCHAP Eﬁ/’i‘ﬁ true ©°

ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

EREENRIRED

FELERINTERIERELP - FHEMBRENRTEISENTERE * I spaceReserve #& ~
spaceAllocation B~ #0 encryption iH o BB RNEEREFERTEREN °

Astra Trident&7£ Comments) HAIFREERAEIZE o 751EFlexVol TheiBFZFIEHE R o Astra Trident®
EERIEER - BERERNh ENFEEHRENIFHEREE - 27 HFELER « #EEEEUHEESEERSE

FHNERRE « WRIEEREIRE D4



EELLEEft - BLEFEFNERITHRED spaceReserve » spaceAllocation # “encryption B~ MHE
EERNEERTERE -
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

B 1& in ¥t FE = StorageClass

%! StorageClass E&ASR [EHEENEIRZH] o B parameters.selector HIH ~ FE
StorageClass #3E MU PILE EHREE n] N TR - IR E R EEFMENERE RN EEZERER °

* o protection-gold StorageClass EHEEFNFE —EERER ontap-san &if ;| EEM—IREER
RENER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* © protection-not-gold StorageClass @XEERRIE _EME=(EEREE ontap-san #&if | EF
ME— IR B RSIMREERIIEE -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* © app-mysgldb StorageClass @ HEEFNE =EEREE ontap-san-economy &% | SEH—5
mysqldb 22 FE AR R HEAFMEEMNER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClass E¥EEHRMYE _EEHERE ontap-san

®in . SEME—IRHIRRIREM 20000 ESARFEIE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* ° creditpoints-5k StorageClass EHEZEPHE=BERER ontap-san FRIER RN EIEERE

& ontap-san-economy & : S —¥#E 5000 EEHEMHBNERFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti R EENEERERE « RN SFHESXK -
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