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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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* (CFEZERTE qosPolicy TBA defaults BIRAAREEIR o B2 T3 B IR4HRREEA]

iul

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qgosPolicy: premium-pg
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* {#H vserver export-policy create ZIIEHERRIFICLIZFS o ONTAP

s ERFMIEIRAEELRE] vserver export-policy rule create CLIEES ° ONTAP
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vserver nfs modify -vserver <svm name> -showmount disabled
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grep "aes" /proc/cpuinfo
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"storage": [
{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {

"luksEncryption": "true"
}
by
{
"labels":{"1luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by

2. ffd parameters.selector RALUKSIIE E&RMAFEIRM o Fla0
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: netapp.io/trident
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. BB ELUKSERMZRERIME o Flan :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

MR
LUKSHIZHARR & £ 757 FFONTAP B4R B RHM bR it B BR A e 1t o

FBIEE A LUKS Volume HY1&ik4EAE

HEFE A LUKS Volume ~ f§4AZBERTE luksEncryption E(true E&UHK © © luksEncryption £
Astra Trident ~ B E R TS LUKS 122 (true) AR E LUKS (REE (false) WMIATEFIFR ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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1. #1% node-publish-secret-name ] node-publish-secret-namespace StorageClassZ2# o #iN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR E SRR LRI AR

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["A"]
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3. FHHIEEAILUKSIEE ~ LUSEFAVAIAHIREHS o R previous-luke-passphrase-name Fl
previous-luks-passphrase HESTRIBVBRAZE IS AERT o

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. BIIFMIPod A E Volume ° 3= SRAENFEEFRER
S. FEERIEH T hedd o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["B"]

RER
QAR ENRER LEOIFBVBRAENEER « 74 SheE@mEns o

(D B0 ~ N RBEIMEEFHEZS luksPassphraseNames: ["B", "A"] * JEEATE o KA LL
fEEEFTRIPOd L E s STRk hiEsd o

EXAAVolumeiE 7

A ATELUKSHINZ I Volume L BT A Volumelg % ©

TR
1. BYF cSINodeExpandSecret INAERTE (beta 1.25 +) o 52 "Kubernetes 1.25 © (£ Secrets#E1TEIES
BERISCSI VolumeETe" UBISHAAE R o

2. ¥i¥% node-expand-secret-name #l node-expand-secret-namespace StorageClassZ2#{ o il :
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks

provisioner: netapp.io/trident

parameters:

selector:
csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s
.k8s
.k8s
.k8s

"luks=true"

.10/node-stage

.1o0/node-stage-secret-namespace:

.10/node-expan

.10/node-expand-secret-namespace:

allowVolumeExpansion: true

RYENAR L RTFIETTRT ~ kubelet &1 iE B 15258

-secret-name: luks-${pvc.name}

${pvc.namespace}

d-secret-name: luks-${pvc.name}

BRfERGEEEL -

S{pvc.namespace}
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