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HEEA Trident EH FLEE Astra Trident ~ 5548%8 tridentorchestrator cr.yaml MUEE
cloudProvider & "Azure" ° FU0 :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

i
LU &5 224 Astra Trident Set cloudProvider ERIRIESEIEERIEEZT Azure $CP .

helm install trident trident-operator-23.10.0-custom.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

T5)EF)L2EE Astra Trident Set 2% cloudProvider 18504 Azure ©

tridentctl install --cloud-provider="Azure" -n trident
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n id" .

"/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

read",

"Microsoft

write",

"Microsoft
delete",

"Microsoft
ts/read",

"Microsoft

{

"actions": |

.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/MountTarge

"Microsoft.Network/virtualNetworks/read",

.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read"

14



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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virtualNetwork
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2 :RBR FE
subnet BIRENFHRER TS "

Microsoft.Netapp/volumes

networkFeatures VolumeBJvnetIhSEE AT SEE Basic
f Standard °

W IEFRA @ ER IR (AR INSE ~ |
BEXVBTESTRIPELE - 16
networkFeatures S1RFREIALE
%Hb I gENHREE RECELR

nfsMountOptions TEAMIZEEINF SH &I o "nfsves=3"
SMBHiRR&E B 2B ©
L EFANFS 4.1 hRBIEHMIEE - 55
B8 nfsvers=4 TLXLEJﬁﬁFmE'J
BEEIEEEP « BHENFS v4.1 0

#FEREHETR EE’JH%Z%IE‘%
BERERIRERPRERHEHE

IE o

limitVolumeSize MREREIRE A/ NS IEE " (FERR A aREBITT)
BERECE R

debugTraceFlags SRR EE AN EEEZE g null

Bl \{"api": false,
"method": true,
"discovery": true} ° FRIEMIE
TREITRR RN B E ARGk
HEED ~ BRIFE/DEFALLTHAE ©

nasType R ENFSTSMBHAREE L © nfs

BEIEEIFE nfs ~ smb 3null o NFS
MR ERTERR B Anull ©

()  WBERhAEREEE « $B8 "REAzUre NetApp Files A AL & BAVEKIIAE -

WEIERAER

YNRITTEIET PVC BRI E THAIIREER) #HiR  CHNRARENEMEIERAERNUZERNER (F48
B ERAERE « REERE) o MIRRAEEE « Astra Trident& s R 1 BIRFFRRZINAzure BIR  FESREA
WEBES

BB resourceGroups * netappAccounts ® capacityPools s virtualNetwork ' #l “subnet BJLAfE

RSN BRMERIEE c EAZHIERT - ERERATELHE IREREAIUN S ZERBERNER -

° resourceGroups > netappAccounts’ N ‘capacityPools EREHES « TRRRINE RESRS
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EIREHE
NetAppi& /A
AEERM
FHARE

VolumeE R E

il

2

exportRule

snapshotDir
size

unixPermissions

AERE B

5N

<& REH4E>

& REF4H//<NetAppiR B>
EREHA/<NetApptR B >/<AE2E Fith>
EIREHE/ < B ER>
ERBHAR/ < E RS >/ < T AR >

SRR AER AR R RIETE TR ~ DUZRIFRREVolume HIRECE © 5525 [HHRSHEH] UES-HH

=R EH BER
BE L Fr AR @ RYFRAY o r0.00.0.0/01
exportRule WIERLGEIR PR

B8~ LICIDRFTESIEFIAE
BIIPVA{iItEER IPVvA F 4R 4R S ©

SMBHAHRE B 2R o
=4l snapshotB 2R R E "f&R"
iR & R TERR AN 100258

MHERERUNIXIERR (4B &ML ™ (FREETHEE » sSIRRHRELRE)
#gF) o

SMBHRAREE B 28K o

TIHGIETERERE  BAR D SHREERE - EREERREREENSE -



som

=/ VRERE

il

RN REABIHARLE - 5 TEIE4AE - Astra Trident FFEREERTEMEPZEIRL Azure NetApp
F|Ies BIFRE NetApp 1RE ~ REEEMN FAIEE Itl‘ﬁ*;!%ﬁ%%ﬁzzﬁﬁ@ﬁﬂl?‘ Hpb—EA£EMFERLE - @5

nasType B& nfs FEREER » BInEANFSHIEEETE R E

=SB ER Azure NetApp Files Mzt FES « SIB4EAE 2IRAEH
MR @ R HERIM IV EEE o

version: 1
storageDriverName: azure-netapp-files

o

- BERLECERERCHRRER

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET

location: eastus

BENS 75!

B IRAARE E A BYULE subscriptionID s tenantID ™ clientID M ‘clientSecret ’ FHFEE

%ﬁu‘a’kﬁ]ﬁ#ﬁjﬁﬁlﬂﬂb °

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet



8]

10

AESEHESRNSERBERAS

B IH4ERE BT Volume B it Azure™ eastus i E Ultra REEFEM | Astra Trident & HENFERZIE R
Zk45 Azure NetApp Files BYFRE F4EEE ~ M FEIE H P —(E 4% _EIRE FBVHEE o

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



‘IR AE— DR RE N E S E R N EE—FEE - MELE D VolumeBIRECETRR(E

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network

subnet: my-subnet

networkFeatures: Standard

nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi

defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'

size: 200G1

unixPermissions: '0777"'
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EREEAER

IR IHERA T E—ERPERZAREFER - ENFZEREEEXRARANRBER « MEBE
fEKubernetesFRE I REB LR RNFHFERNF « EREA - ERBERNERZRAKRED BRMBIKE

performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze

servicelevel: Standard

capacityPools:

- standard-1

- standard-2
HFHENESE

VRN StorageClass EEF2HR LMFEEERMD o

12



ERMEEHIESR parameter.selector i

FH parameter.selector eI A SEEBIERE StorageClass AR REENERER o ZHEEE
BEMMENERIPERREREHE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBHAIRE R EZEH)

R
4

f£F nasType * node-stage-secret-name f ‘node-stage-secret-namespace * R UISESMB
W& - WiRHFrERActive DirectorysBs5 &} o



Taszanta =RV E AN HERS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMREERRERNEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

14



@ nasType: smb ZIESMBHiEERIEEEHZESS © nasType: nfs 8 nasType: null NFSE
& HYERIESS ©

FEAVEET
BiURInEREZR - AT TIE< -

tridentctl create backend -f <backend-file>
MR RIHEILEY ~ RTBIGHREBME o ol LEIT Ty < R Racs: « LHERER -
tridentctl logs

RIS IEABREAERRIREZ 18 ~ ERTAB R Tcreatedi < ©

& ECloud Volumes Service EFTGoogle Cloud&imHIINEE

BECloud Volumes Service #EN{AI{EE AR HERIEEFIAERE ~ AFNetApp for Google Clouds&iE

2 Astra TridentZ2 2B o

Google Cloud SEENFZT0EEAHE N

Astra Trident & gcp-cvs BEREENNEIIER - TEVEFIIEREE | ReadWriteOnce (rwo)
ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

EREIFET, EEiHE Volumet®®, HEMNEFEIUER SENEERS
gcp-cvs NFS eV Rwo » ROX ~ rwx » nfs
RWOP

EABEfZAstra Trident¥tCloud Volumes Service Google Clouddysz 1%
Astra Trident®] £Cloud Volumes Service MmfE# 5 2 —EAR BB RIE "ARFEiEE"

* * CVSRIAE" | TERAYAstra TridentiRF5HRE! - EREMAERECHRBRERESERWENEREETLEE
& o CVSMAARFF A S —TBIFASE « Al IRHR/)V00 GIBA/NNHRE o R UEEE P —I8 "= (ERF

[E4R" :
° standard
° premium

° extreme

* *CVS ! CVSIRBHERE RIS DB AE « (BEMAESRERNPE - CVSIRFFIRIE —EIASEIA « LAk
FHERMESE/NE1 GBHMIRE - #EFERNRZSFAIEIS0EHRE - HRFAHIRe S HARERN

B EMMAE - ERILUEEHR P —IR "WiEARFER"
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° standardsw
° zoneredundantstandardsw

ERENES

WS ERAER " AR Google Cloud Cloud Volumes Service" i « (SEETFIER :

e

* Google Cloudtk B B & ENetApp Cloud Volumes Service I5E
* Google CloudtfkF I Z4RE

* Google CloudfiRFMRA netappcloudvolumes.admin A
* APIE$&1EZE ~ f#Cloud Volumes Service f&HII5E HRE

BERIHEEEE—Google Cloud@HFREMIFE - ERTHMENRIUMIFE « ErIIERH R o

2¥ 55 A

version KB
storageDriverName  f#FEREIENX LT FGCP-CVS]
backendName B REE# TR BeEhZT\RiE+ [ +API

HIB—EBD
storageClass RIS ECVSARFSFEEHVERSH o

M software PIEEIECVSPRFEIER! o F[AI - Astra
TridentEHRFEACVSHBEARFEFESY (hardware) ©

storagePools ZFRCVSARFEEE - A2 « ANIE T AN B MR
EMEEE R o

projectNumber Google CloudtR 5B Z475% o tb{ERIEGoogle Cloud
ADPLEEHKET -

hostProjectNumber  WIRFEHAHEZVPCHE « BIANEIEE o TEIEREAIF
projectNumber BIRFFEZR ~ UK
hostProjectNumber @ EiEHZE o

apiRegion Astra TridentfEGoogle Cloud&ig#1zCloud Volumes
Service 7 ZBAEZHITNEE ° B EEIHKubernetesz=
R FEREIHIEE apiRegion AJANRTES
{ElGoogle Cloud@ I RIENEE_ EHFZR TEEH -

EEEREGEERIMNIE

apiKey #Google CloudfRFEIR B APIE 8
netappcloudvolumes.admin B :

HAEZGoogle CloudfRIFIREFAE SIGIER (BF
BRERIRAEEE) FISON-ERAR °
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2¥ sREA a5
proxyURL Proxy URL (U1RFEEProxyf@iR2s A BEELZECVSIR

F) o ProxyfAlfR2§ FILAZHTTP Proxys{HTTPS

Proxy °

HHHTTPS Proxy ~ BEkiB&EERE « LULFFTEProxy
RSP A EREZBNRE ©

%1% B R A ER=E BYProxy fAIARES °

nfsMountOptions FEAMIZEEINF SHMER5ETE o "nfsves=3"

limitVolumeSize MREKRHEIEE A/ NSRILE ~ AIERREXRK - " (FERAHEIEHIT)

servicelevel BRI &I CVSABESCVSIRTS B 4R © CVSMpETER A 12
- J

CVSHIMBEEA standard © premium’ 3§
‘extreme °© CVSTEs %A E%

CVS{EE#E standardsw 3%

zoneredundantstandardsw °

network Google Cloud4BE&FH2Cloud Volumes Service f#RE  "FER"
IR EERYRRE o
debugTraceFlags SREFPEAR RS E(ERAVEIEIEIE - S : null

\{"api":false, "method":true} °

F??FUIE?‘ EITREHRAR N BE S ARISCEAEED « TR
sa/DEFLEThAE ©

allowedTopologies  HEEAEEIHFE « KiYStorageClassEE&EE AR
allowedTopologies BB EFAEEIY o

fgn

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

Volume & RAC B ZEIE

AT AT HIFEER A Volume B RBCE defaults AHREAERY—ER
2% SRz FE=R
exportRule FriGEEELRE o MBELUE  10.00.0.0/01

SEPRAYEE « LICIDRETESIE
FRrBEHIIPvAfI LSy IPv4 F 48 & 40

s o
snapshotDir FEY . snapshot B#% "fR"
snapshotReserve REB4AAIREBREIEE Bt " ($ZCVSTERESO)



2 siLPH 64

size &R AN CVSHAERRFEERE I TER A T
100GiBJ ©
CVSMAERIE2A100 GiB ©
CVSHRFFLBRIN KRR ETERE ~ {8
CVS&E%A1 GiB © E/DEFE|GB o

CVSAERRF AR FE I
THIEEHIRHCYSHMAEIRISEAMEEHIARAS o
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fERfFER M%) RFERRITERCVSMBEIRFF AR W RERIRAHERS o

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2

apiKey:

type: service account

project id: my-gcp-project

private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



A2 : IRFEEARAERS

AR HIERPARIRMERREEIR  BERFSE R VolumeTasR(E °

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



22

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti



A3 ERERNAER

IEEHIER storage REBREERERF StorageClasses AMOIEARE o (520 [HFLEREE) UUEE
WA E & FHETFLER ©

LR B H AR ENERE RNRE S ERTERIE snapshotReserve 5%#l exportRule &

0.00.0/0 ° EREFRMEBEFTEEMN storage B - BEER EREEHEEEE CHERER
serviceLevel MELEFMNSTEETERE - ERERMNERCAREDERMIMGKIE performance
M protection°

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
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XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard

servicelevel: standard



HEEER

% StorageClassE&E BN EHREEHEES o £ parameters.selector » A% & EStorageClass
IEEANEHHEGEENERER - ZMEESEMENE RN EERRERER -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* 55—{EStorageClass (cvs-extreme-extra-protection) HEEF—EERERA o EEM—I2Hik
BEE ~ RBFRBERAB10%NEIRAM o

* Exf&—{ElStorageClass (cvs-extra-protection) EHIREIRBRE10%EREEFEIRM o Astra
TridentRTE EEHMEERER « TRARSREBIREEX °

CVSHRFEAARI S A
TFIEHIRECVSIRFRR MR HIARRS o
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ERFERNRERZIRERE storageClass FEECVSIRFEFERFTERR(E standardsw IRFEELR .

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"



auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelevel: standardsw
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I EH| B IRAHREER storagePools MUEREHEFE R ©

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

BIBIGMHREZE ~ BIIT MG
tridentctl create backend -f <backend-file>

MRBIREILR ~ TR InHERARE o ERILIIT e < RIgRsCE: ~ UFIEREA :

tridentctl logs
A MAEEABRRIERN R Z % ~ ERIUBR#ITcreatedd < ©

= ENetApp HCI —EF R 2IhsERYSolidFire 1&im
BRARUN{A]1E Astra Trident ZEEFEMERTERIFE ©

TTRRIEIGHEER

Astra Trident & solidfire-san ARBEREBRANFFREEN - XIENFEUENETE | ReadWriteOnce
(rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod (RWOP) o

o solidfire-san fHEFEEENTEINZIE file F block AR EIRT, o AN Filesystem HFEEHS ~ Astra
TridentZ I AR E N IR IER R o 1R A A IET A StorageClassigTE ©

EEEE e FHwiE Volumet#z{ ZHENEFERELR ZEEIIERARR
solidfire-san iISCSI &= 17 Rwo + ROX ~ rwx EREEZRLZ - RIF&E
» RWOP ﬁﬁéﬁ °
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EERMG RWO ~ RWOP xfs ™ ext3 ™ extd
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MBRIGHERREE - S52RA TR .
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#

version
storageDriverName

backendName
Endpoint

SVIP

labels
TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

O
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ZHM : B9BIRAERE solidfire-san =B IEE AR MVERENFE D

BB ERCHAPER R RIRIESE « TR ABREQoSFREN =B Volume BRRE - KRAISEE E &S
48RRI ~ UEERARERELERER 10ps EFERZ2H -

ik

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

#H2 : B IREEFIERZERE solidfire-san BRI EEHREZ IR A
LA EAERERNRENRIFERE - URBRELEFRMAStorageClass ©

Astra Trident@ T BRECER - iRfEFERMN_ ERRRERIRIRFHFLUN - KT HEER « REEESRIUH
HEEERERNERRE « TREFHEIREEDA

£ TEFrREEARIFERIET « FHEMAERENREFERIRERFENTERE type IRME - ERERMEE
FERHRRY storage B o EULEHHF - BAEREFERNEETRERE « AEERHRIGER LifERE -

version: 1
storageDriverName: solidfire-san
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Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: '4'
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: '3'
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1'
zone: us-east-1d
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%l StorageClassEE& 2 L EHRE R o A parameters.selector H#iIF + F{EStorageClass & M
NUBERLE 2 4k B Rt ] AR R BE & Volume © BEFR @R S EFEN ERE NP EERERTE ©

s$—{EStorageClass (solidfire-gold-four) FHHEEF—EERERM - ERM—REFESRUENEIR

A Volume Type Qos &4k o &x&—f{EStorageClass (solidfire-silver) BEHEMIRHEIRBMBENHEEE
JEith o Astra Tridenti R E ZERMEERER « WA SRHEFERNK
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

LT BInEREM — A FRHFDEIME - BURIRZE - ﬁ%%&%ﬁ/fﬁﬁ%ﬁb@asemﬁﬁﬁ% M ETE
AKubernetest® o I EHE IR —FEEEEERMITER o EIE —IEAE RS RE
HKubernetes /f#FEIEEMIT ©

EYFRR R ERE
HAIRAENBETLERRS « TEONTAP ZBIHEN - BIrEEEE=—(ARH -
* BPiR/&:E | AP IR/&EAIBase644RiE(E ©

* BRI EER | FMALE 2IRAIBase64REB(E

* {SfEBYCACertifate : Z{FECARFERIBaseb44RiH(E o MNRERSERICA « BIARREILBE - IRKER
LZITEE’JCA EIJ_JIL,\H}%JJ:tFEﬁi ©

HANTERIZEE TR -

TR

1. %Eﬁﬁﬁmmn SMEIR o ELER ~ 551FCommon Name (CN)  (—fg®# (CN) ) REAONTAP B &

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FESIONTAP LB FRRRBASE cert BIEBAE o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

o. [FERELMRE IR - LLIONTAP Management LIF IPFISVM&FEEV{<SfManagement LIF>F1<vserver

name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEANICARS ©

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER B o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T A NIEEREE

SR EMIRE R - WERARREINERSE 7 A EEHE B c EMEREERITT | FRERAE BB
& unA] EFAERRE ; LARENRIR] EMALRAERREZNE - EBEEM « B EARIFRRAENE:

75 SRBFTILERE 50 o SABREREMMbackend. jsonfE®E « ERESERITHMNELH tridentctl
backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

ISR - (7P IR LA BHONTAP BRENEE (INBI0S) - HERERS
() # - GEEEEN RS EESNEEERE - ARERERLUSRRIES « 2%

REONTAP sZz==SEMIBRERIREE ©

EHREATTEHERL 2 HIEENEFR - AR EZBEUNMEEELR - IR IEEHEERAstra
Tridentr] LUEAONTAP &Z & im@sl ~ W ARIER KA VolumefEE o

fEFREMCHAPEREEAR
Astra Tridente] A FH & MICHAPEEEEISCSITEF&ES ontap-san M ontap-san-economy RENER | EHE

EYF8 useCHAP #IH o :REAFRF true » Astra Trident & SVM BTERREISS Z 2 MR EAER CHAP » it
ISR EFEAE LB o NetAppZEF A ERCHAPKRERTELR - sA 2R T3 4HAEEEH) :
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ ° %seCHAP DHETMEE - RERTE o TRR(ER MR o HRAtrueZ B ~ EREERE
RAR o

tE9M useCHAP=true » chapInitiatorSecret s chapTargetInitiatorSecret °
chapTargetUsername Ao chapUsername WU BEIERRERT c PITEIRBRKEBIRZE ~ BIJEE
2B tridentctl update ©

AR
TR TE useCHAP B E ~ 7B IEB15MAstra Trident{E #7F&im_ LR ECHAP « EE3ETFER !

* ESVM_LEEEECHAP :

° YN SVM BB EEBR L2 MR AR (FARkE Ey ) * B * MIEEHRETALEEN LUN ~
Astra Trident i&FE:2 22 M HERYEE A cHAP WAEEL ECHAPE SIS B2 (EHE LB -

° YNERSVMEIEZLUN - Astra TridentiE AR Z1ESVM_LEIFACHAP © EnJFEERAIESI%E SVM LEEFEN
LUN BY7EEY o

* RECHAPEIENSM BIRERE RBNKE | BLEEBAVARERIFEEPIEE WL -

BITBIE 1% ~ Astra Trident& I HFER tridentbackend HCHAPILER B (5 i E LB (HE AKubernetest
% o fHAstra TridentfEItb &% _ERIIBIFTBPV ~ #EHIEE MR CHAP L ©

TEEETR B R EM RIS

e A EHT E’]CHAP%ﬁIE%CHAPwnE backend.json 8% | EEEEHCHAPHEZ L A
tridentctl update AP URMISLEEE

(D FH1BIHBCHAPHZREE ~ (BN BEA tridentctl UUEHEIR o s5773FBCLI/ONTAP UIEH
HIFEE TR ER - RAAstra Tridentf RIS IS LS o
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+o— o +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fom fom e ———— o
fo— fom— +

| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1a472ffbebbc
online | 7

fom - fom e ——— o
fom fom +

REMNEGRFAERIRE ; NRSVM_EMAstra TridentEE#5058 « EFIREBREIERPARE  IERIERE

HAVEEEEE R « MIRAEGNRFERFIRE  PErEPVAVERI BHER « REEAEMEEER

£

SANZRREZETEEAEEHIONTAP

i

BRERUN{AITE Astra Trident Z28E0E 7T K fEH ONTAP SAN ERENFZT o ANENIRHB ImAHREED
1 R

Bl ig % imEifEE StorageClasses HIFFARE KL o

R B TERZ
version KIEA
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W

#

storageDrive
rName

backendName

managementLTI
F

datalLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

clientCertif
icate
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=RER
HIFEEHIE N BB

EREAERETEXE Y
e SVM BIE LIF B9 IP {idlk o

TR LEE M@ LTE (FQDN) -

WREF IPv6 HEIRZEE Astra Trident ~ BRI IR ES
fE/A IPv6 firht o IPv6 (It ABEMSIEIIES « B0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] o

UNE AL MetroCluster Z I EEM ~ 520
MetroCluster &3l o

B ELIFAYIPALLE o

SENFETEISCSI o Astra TridentfIFEER "Bl EE2ALUN
HFEONTAP" FZRIB I 2 BRI T VEMSERFREMISCI
LIF o IR EBAEIEIER - BEELES dataLIF EFF
HER -

* MetroCluster 58 B& o * 55281 MetroCluster &3 o
BRI EFERIS

* MetroCluster 5B o * 35281 MetroCluster &3 o

{EFICHAPER:EiISCSILUHONTAP ZiIEARZIEHISANEER
RN ERFMHE]

HWES true A Astra Trident:& E R {EFAEMRCHAP
HMABIHSVMIITERRER:S o A2 "EFEFEHONTAP
SHERISANERBIFZ TR E R In" LU ENISsF4NE R -

CHAPEENZ3 15 o NEI&H useCHAP=true
ERIBEENEEISON-ERICIZEERE
CHAPEZEAEN2I 4 E o ME(RMH useCHAP=true
BAFRELTE - BWEEMH useCHAP=true

BREEHELE o WERY useCHAP=true

AP in/&sEIBaseb4 RS {E - AN /&RI R

=
HoxX

ontap-nas > ontap-nas-
economy ~ ontap-nas-
flexgroup * ontap-san®
ontap-san—-economy

RS2 054 H8 + "_" + dataLIF

r10.0.0.11 ~ T[2001:1234:abcd:::
fefo]l

JRESVM

MREBSVMAILTE
managementLIF B3&E

false
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W

#

clientPrivat
eKey

trustedCACer
tificate

username

password

svm

storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv

ol

debugTraceFl
ags

useREST

sanType

siLPH fas%
AR isTAEEIRAIBaseb44RiG(E - FA/REELERE

RIEECARFERIBasebARIBIE - B/ - AFRFLE

o

SIONTAP ZEEEAFARAIERE LR - ARHEE "

BEIONTAP Z EENFAERAIZENS o AR RERE - "

BEARFEREES MRZBSVMEITTE
managementLIF BT

TESVMAREC BT HERE & B PR E FR VAT &S o trident

HEREAEN - EREMUILSH - CRBEULMNE

UF o

MRERARSRILADLE « EEETERLE - " (FERAIREIHIT)

IR FEHAmazon FSX for NetApp ONTAP
Sendbackend * 5570387 1limitAggregateUsage ©
RMHA fsxadmin # vsadmin sB7ESHE
BYAggregatefFFAEFTRAVIERR - M {E A Astra Trident
DOLABRY o

MREBRVHEFREANSRILE « IEREEERK - ' (ARG REIIIT)

tEZREIEEIREMqtree MILUNREIEE A/ LR o

FFlexVol ELUNFYR AKLUNEE - EENBTE[50 100
+ 200]

SEEHFERTE (ARSI o flg0

false * "method" . true}

{"api" : null

BRIFICIETEE T RE 2 HF AR B SF AR SCEAEED ~ TR
sAIIER o

fEEFAONTAP Isrest APIFYTE M B8 o I T TEEE false
useREST LU iFAE MV Ui « EE AN RIEIR

1B MIEARERFETIEAE - REAF true

« Astra Tridenti&fEEFAONTAP 32 LEAPI B IE1TIE

o EIHAEFEEONTAP EREHARASHIRRZS o ItE

SFONTAP ~ FR{EFRBE A B BZERESI1FE ontap

FERTER . E2TENEEN vsadmin M cluster-

admin A :

useREST A& 3EMetroCluster EFZIE ©

useREST 22 & NVMe / TCP BIEHK o

FARIERE iscsi AR ISCSI 2 nvme A NVMe iscsi MNRZEH
/| TCP o
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BN E IR ERE R R ImEREER

&R LUE A R Ay E e IE AR HITEsR B RACE defaults AHREEER - ARSI « ;A2 T54EAE
2% =REA FE5%
spaceAllocat LUNBYZERESHED "E
ion
spaceReserve ZEEIMFREBEN ; M1 (FBRY) 3¢ Volumes (tH) "&"
snapshotPoli EfEFRAISnapshot/REA! "
cy
gosPolicy BISR4AFTEIHIREERQoS/RRIEHAE - FEiETERHEE "
£ & /B IENE D —{EqosPolicygiadaptiveQosPolicy ©
f2FECAstra TridentEFQoSRAIEF4BEEONTAP (£
FERTIRABIRREA o FHPIEZERIEHANQoSRAIE
4~ UHERRAEESENERESEMAMEHE - =
FIQoSIRAEH4EH M FIFAE TFEEHNERIES LR o
adaptiveQosP EIFIKAAFTEIFAIEEGEEHEQoS/RAIEHE - FEiET "
olicy BEFEEE/ZIHINEF—EqosPolicy
g{adaptiveQosPolicy
snapshotRese {REBAARIBIVHIEEFDEE M0 ¥12 snapshotPolicy
rve A T\ ~F[RA T
splitOnClone REIIEARE - RERXEXDEIEAR "fBR"
encryption TEFRERR & B FANetApp Volume Encryption (NVE) "&"
; TAR A false o WAETEERE HIRREMEIANVE ~ A
AE{H R ItEEETE ©
WNRIEEIHEUANAE ~ BAstra TridentH EC & AY{E TR
IREEERUANAE ©
INEHAMET ~ :52E | "Astra Tridentd1{alEANVE
FINAEFSBCE(E" ©
luksEncrypti BUALUKSHIZE ° s52[ “FRLInux4t—EiE5%E
on (LUKS) "o
NVMe / TCP F3z#& LUKS fiiZ °
securityStyl HEENZE2HEI unix
e
tieringPolic ERAILIER M#E)
y AIBY SVM-DR #HAE
Volume = RECE &5

LT REEERMENER
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HEMFERZEILAFIAE Volume ontap-san BEEIFETUAstra Trident?EFlexVol SZELUNRAEE 1 AYIE
125« EIMEM10%E9R R © LUNMEE A/NREAETEPVORERIA/ 248 © Astra
(D) TridentiEFlexvol S{EIBRFHM10%AEE (BRONTAP EBE LABIRY)  ERERIE

FATRONTAP-sanf&758Y o

BN EHENEIR snapshotReserve ~ Astra Trident& kB8 %A= st E Volume X/ :

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2%8IM 0% Astra Tridentll AFlexVol EltheZ IELUNAAEEZRIAITHAE © AN snapshotReserve = 5%
MPVCE K= 5GiB + HAIEEA2K/\%35.79GIB » BJFK/NA5.5GIB ° ° volume show fn < EREEREELUATEH]
HI4ER

Aggregate State i Available Used%

_pvc_89f1cl156_38081_4ded_9f9d_034d54c395f4
online RW 18GB

_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB

_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB

3 entries were displayed.

BAl - REREA/N ~ ARt ERRIRAR Volume
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ER{RAERGEER

THEHIETEAERE « BAR D SBIRETERE ©

@ UNRIGTE NetApp ONTAP L32EL Astra Trident {£F Amazon FSX ~ i

78 ~ MIE IP futt o
ONTAP SAN #3f

EeFAMNEARLERE ontap-san BBENFET ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

SR g
EREERE

backend: testclusterl-sanbackend

username: vsadmin

password: <password>

ONTAP SAN #8754 z5 &1 151

version: 1

storageDriverName: ontap-san—-economy

managementLIF: 10.0.0.1
svm: svm iscsi eco
username: vsadmin

password: <password>
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MetroCluster 5

TR URE R « BRATIMATIEIEFEEMBIRER "SYM EREER"

EEEBETIAMYIA « FAFERSE SVM managementLIF W dataLIF # svm 2 o FIi0

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

TFUEEALEREEE B clientCertificate » clientPrivateKey # “trustedCACertificate (
i~ MREREERCA) BIEA backend. json WD RIESHE P im/&:E « W BEIBRIEECARENE
ROAURIBIE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_ iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
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& CHAP #if)

Egﬁﬁ%ﬁﬁﬁ@ﬁfﬁﬁﬁuﬁ useCHAP EQE% true ©°
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

{504 BHE ONTAP 13 387 NVMe #) SVM

version: 1
backendName: NVMeBackend

storageDriverName: ontap-san

managementLIF: 10.0.0.1
Svm: Svm_nvme

username: vsadmin
password: password
sanType: nvme

useREST: true

EREENBIREG

FEERIFERERLID - THEFABRFOIRERENTERE « HI1% spaceReserve £

o EREAN NVMe / TCP HIE B IRARRE o

spaceAllocation fR ~ M encryption & c ERE RNEERFEERPESRMN °

Astra Trident 87 TR &1 BOAUPREEREEZE c A1EFlexVol TheiBFZHIRHER o Astra TridentE £ &R
BLER - BERE RN B ERENEFERIREE - AT HEFEER - #EEEEYUHHSEERERNE

FITH - WRRBREIRE DA -

FELEEMF - BLEEFNEBEITRER spaceReserve © spaceAllocation M “encryption B  MHE

EERhSERTARE -

53



ONTAP SAN 54
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

15 & im ¥ FE = StorageClass

%! StorageClass E&ZA2H [[EHEENEIREF] o A parameters.selector A ~ &E
StorageClass #3 &M FIUMILE EHREE r] AN TIEMEE - IEE A2 EMENERERMPERZERER °

* o protection-gold StorageClass BHEEFTHFE —EERERE ontap-san &l | EEM—IRMEELK
FRENEE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClass @ EEHNE _EMNFE =EEHREE ontap-san Bif . EE
H—iRE SR IMRERRIER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* ©° app-mysqgldb StorageClass EHEEFHE =EEHER ontap-san-economy &l | EEE—%
mysqldb BRI EARRNIRMHFHERNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClass E¥EEHRME _EEHERE ontap-san
Bim | SR —IRHIRARRERN 20000 EE AREHNEIRM ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClass BHEEFHFE =EEREE ontap-san IR IHF S EEHRE
& ontap-san-economy & : S —¥#E 5000 BEEHAMHBNERFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClass E¥EZE testaPP FHEHRERE ontap-san FEEIFZNIBHD
sanType: nvme ° iEeM—MEEARFEIEE testipp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra Tridenti R EEEMEEHRERE « UEFRNSEHEEX -

ASNASEEFIFETCONTAP

ONTAP NAS EEEHFE gt at

EABEEEUN{AfSEFAONTAP ThaE 4 FITHREENASERENFE T AR S E HAE 1 Y12 1% - ONTAP
Cloud Volumes ONTAP
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ONTAP NAS EEshfZ (e 4 &

Astra Trident 2t 75! NAS EZEEENTET - T2 ONTAP FR&EE - TEMFEUENXEIE | ReadWriteOnce
(rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod (RWOP) o

@ WNRIE(EF Astra Control 2R{R:E ~ EFFEE) - s5RI:E Astra Control ERENFZTUHAE ©

EEiE B@IHBE  VolumetZ® ZRHIFEUEI ZIRIIEZRS

ontap-nas NFS E N Rwo » ROX ~ rwx * "~ nfs ™ smb
EUEVTEE S RWOP

ontap-nas-economy NFS EEF A Rwo + ROX ~ rwx - "~ nfs>™ smb
ERUNVTSE S RWOP

ontap-nas-flexgroup NFS ERAR Rwo ~ ROX ~ rwx » "~ nfs ™ smb
FR/NEZE RWOP

Astra Control EEENT2 R

Astra ControlA] A I IR E IR mAS(ReE « KEHIMIEFRENE (FEKubernetesE=& 7 BB ENHLFERE)
ontap-nas > ontap-nas-flexgroup #M ‘ontap-san EEEIIEZ( : s52F "Astra Control#E 5= 5o & L
ESsHER o

* {8/ ontap-san-economy REFHEMIEE FRETHFEIAE SN "2 ONTAP Volume
PRA&" o

(D - 2/ ontap-nas-economy REFERIEEMARH MR "ZIEH ONTAP Volume
FEHI" #] ontap-san-economy BAFAEENTER o

* 5870f#A ontap-nas-economy MIRETEAFTEER{RE - KEEREFITEINE

fEREHIR

Astra Trident? 2L ONTAP ZIREVZVAIT  BH B UIZNI S NAIT adnin HEMEAEN vsadnin SVMIE
RE - AAEHERAGZTRAEIERSE -

¥ Amazon FSX for NetApp ONTAP Z3&RHINetAppIiSE ~ Astra TridentfTEHFE LAONTAP fERZ £ L#
17~ UBITZIRHSVMEIEEN G fsxadnin FAEH vsadnin SYMERE - FEAGHEBEAGZ FEHHE
HERE o © fsxadmin FAEEREEIEFEHENBRENR -

MREFERA 1imitAggregateUsage B2# | FEREEIERIR o EFFAHAmazon FSX for
@ NetApp ONTAP B « #FfAstra Trident 1imitAggregateUsage S8 E L EAFEA vsadmin
M fsxadmin EFAERE { MRITIEE LD - AHRRIEERERM -

EEPAT IATE ONTAP FRZ U EARGIMNAE - 5 Trident BEBNTZVAI LA ~ BIRFIRNEREIM © Tridenthy
AZBRRRASERE ML ERSMVAPI ~ TIEEAPILERAZE E « EAREFHRBESZ M o
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ZEEFEFONTAP A NASHERENTZ N RB ERIE
BRAR(EF ONTAP NAS EEENFETNERE ONTAP BIRAIER « EasBiEIafE X [=E o

TR

* WIRETAEONTAP IR 1B IREL « Astra TridentZE/ DV EEIS R—EE SEE4SVM ©

* BRI BITZERSER « TEIEmEP—ESS —E8HFER o fIa ~ SRR E EABGold4E5!
ontap-nas BEENTZTNMEAAR ~ £ ontap-nas-economy — »

* RFiBEHIKubernetes TEENEAER A ALILEENINFST A o ;580 "sFiwaE" UINEEZHHAER o
* Astra Trident{& & 24 EWindowsEIE:_E#{THIPod_EHISMBIEIE R o :5 2R #EALE SMBHAIEE LAY
BEHEER -
E5:5 ONTAP &
Astra Tridenti2EFEEEONTAP :5IHAE K ER:E L IEM BRI o

* B IENEEY ONTAP HisFE RAMAER - RECEANAATSNR TS SIRRBIR
B~ I admin B vsadmin MUEEREAONTAP BRTHRASHIRAIE M o

* REE L MR RETRIRLEIRT « Astra Trident 75882 ONTAP BEBH  7EULEE « BInERKLECS
FRRIREE « SRKREERNCAKRE (BE(EMA) BBase64iRiEE o

TR AEFTIRA R  UEESIRENRER G EAZERE - 78 » —RAZE—EEEH X - EBUHMER
[ERVERE 7575 ~ MR RIREREPRIRRAETSE -

@ NRICERIRR TR EETE  RIREIRF RN « WEEREPIRUESEERSE -

ERFAR B AR S

Astra TridentFEESVME E/ZEHE TIEERREER - THEEONTAP 2B inEITEH « ERFERTFALEEN
BEMAE ~ HIU admin 3 vsadmin © 5 A ERESRIRONTAP M IBRRASRIFAIEIES « A& KK Astra
TridenthR <RI SEZEFATHAEAPI o AL B INZ2EAAE « M Astra TridentiBECER ~ BREZRE

}Eﬁ o

BIRE R TR
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https://docs.netapp.com/zh-tw/trident-2310/trident-use/worker-node-prep.html
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

AT« BImEREM — AN FEHEDENAE - BiUBIKZ % « FHELE/ZEEE L Base64iRhs « Wi #1F
AKubernetest%® o 1 /EHE IS —EBMETETERNNTER - it - E2— BT IESRE
HKubernetes {#ZEIEE#IT ©
BY B REREYESEE
HAIRAENEBE T LERRS « WEONTAP % EHET - BirEETE=—([ARY o

* BPIR/&SE | AP in/&:EHIBaseb44RIE(E ©

* ARIRALAEEE | BAMALZEEIENBase644RIEE °

* {S1EBICACertifate : Z{SIECAR:ENIBase644RIE(E - MNRFHSEAICA ~ BIABIRMHILSE - MNRKFEH
{S1EHICA ~ B R ZBZHERIRE -

HANTERIZEIETIIDEH

1. B AP IHREMEE o E4EFF - 558 Common Name (CN) (—f&%#8 (CN) ) REZAONTAP Biid
2o
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP ERERE - SrIscCHRFFEEERE - IRKEMEENCA ~ FRHE o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#E FZRAFIREENEE (PW1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FEBONTAP LIBMRRRBAMHE cort BRI o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERSE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver

name> ° {SABIEMRLIFAIARFSIRBIRE A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {£FBaseb44RiE/&:E - £IRFSERICARES ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERR E—TEISHER B o
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

EEREE 7 AR A

eI EHIRA RIS « UERARRMNEE A A e EHTEE L « EMESEEAIT | ERAERAERTEEE
W& ime] ERTAERRE ; ERRENERIR EMAERERRZBNE - BEEEM - CUEBRIRENEEER
75~ RBIMIEEREE A o AR EREHMbackend jsontEE - HFEZEHITHHNESH tridentctl
update backend°
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

SRR « AFESEEWATEMONTAP FAENE (IXBIOS) - FEZRIRE

EE®
(D o EIRIR/ERER « AR S E/REMIEEMERE - ARBMRIRUERMBER « Z&H
REONTAP ZEEMIFREREE ©

EHRIEATTEH BRI HEENER « AT E 2 BRI MWHEEELR o IR IREHREETAstra
Tridenta] LLEAONTAP &Z & im@:N « W ARIER KA VolumefEE o

EIENFSEELRA]
Astra Trident{# FANFSEE /5 Bl 2R 4Z 5 EFrfic & 2 FARR & AY7FEY ©

{EFALE HFEEEF ~ Astra Tridenti2{EiEEETE

* Astra TridentA] BIREEIRELH/RRIAS ; FILEEENT « FEEESSHEEARTZERIPUILANCIDRENR
/BE o Astra Trident® BENFE L ERNBIEIRLIPHIEEEL/RA] - 30E ~ MIRAKISECIDR ~ RIS RER L
BN A EEEE BRI ERXIPHIEEELRR -

c FHEEESNUEVELRER - WFESHFNEHRA o PRIEFELARETIEE A RIMEL R - THAstra
TridentZ EATERVELRA o
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A EIRE L RA

Astra Trident fEHENREEIE ONTAP RinlEH RAIFIGES] - Er]EHFEES S TIEMRIPIEE ARAFFRIILZE
fd ~ MIEFEERAENRR - HIRRBEELRIER ; EMELRIFABRETRFEF=E LETFIN
A o IS ~ EEBMRRFIRBRAIEEHEANEIPHLFERNMA eI RERSE - URFHEBEESHENEE -

@ ERBRCEHRAIE « 5577 (ERMERAIUEE (NAT) o B NAT B  #FIEH S B2 A G
NAT fiik ~ MIFEER IP EHE(UAE ~ FIEEELRA PR ZEFTIRE R « SEEERF o

Lyl
WRERAMERRSEIE c UTERIHE R

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

ERLLINAERS - M BRERSVMA RIS R B SEATI Y O HRA « It AA A5FEISCIDRE
() 18 GIERELER) WELRA - ARLEE NetApp REWBRESHHE 15 SUM BPIF
2 Astra Trident ©

LUT R A Lt s AR ThAE VB 5 1

* autoExportPolicy 8&%4y true ° &7 nAstra Tridentif AR BEHRE svm1 M55 2 5 IR HT I FO M PR AR
BIfYYEE autoExportCIDRs & o i «~ UUIDZ403b5326-8482-40dB/96d0-d83fb3f4daeckg
Iifi autoExportPolicy A true B LAEHRER] trident-403b5326-8482-40db-96d0-
d83fb3f4daec TESVMLE ©

* autoExportCIDRs BEF{ltERABEE o LA AZERRAL -~ TEEZ%A 10.00.0.0/00 ~ T:/01 WRKE
# * Astra Trident@¥MEE L& IR LI EIRIPRA 215 S0 [ B8 B EX (Ut o

TEUEEEHIR 192.168.0.0/24 IRMHANLZER]  BERT ~ BRILMIIEEE R KubernetesEi 2L IPH il EAstra
TridentFrZ I AYEE KRR o EAstra TridentZ 2 H B THORNSLRT « SHAENENZARVIPAIAL « W H R HIRHAMIE
RGBS Ll autoExportCIDRs © EhEIPZ % ~ Astra Trident& ST FriFE =B B i PER 17 FE R AR
Bl ~ M EE PR B S E R B L —EFRA o

B LAEHT autoExportPolicy M autoExportCIDRs I BikEiR o e UABSE R MIFRIZECIDR
BB IHMIINFTRYCIDR o MIBRCIDREFBTFAEIR ~ UBFRAEHENIREELR o St LUEEER
autoExportPolicy AR « AREEIFEEILMERIERL] c EEERTE exportPolicy B8 o

TEAstra TridentZ2I S EHBIH 2% ~ o LUERBERIE tridentct]l SEEMN tridentbackend R E
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XB:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EENEIE EKubernetes#E Il Al Astra TridentiEHIZSsE 825 - FEFIRERHNELRA (FiREBEMAMME
FIEEMININLESEAN) autoExportCIDRs (f8lf) o

TEPRENELET « Astra TridentE 1R EFAA R LR IR « LUBEREIRIAITFEURA! o Astra Tridenti§ LLERZSIPIESEE R
ImAYEE R AR ASER « RIBn LRSS « FRIEEEPREIRAER A LLIP -

HNERIRBENRIRE « sAEREHEIR tridentetl update backend 1 E{RAstra TridentB &1 S IEEH R
Al o WNILEAS & E I B IR UUID sra B RE « MRS SR IE_ EAMIEEER « (FRMEIIAEL R o

@ fErEABEERELRINERE - REMRESBEIMNELRE - MREBMBILRLK - BIEHE
HAIR AR « WEBGEIMAIELREA o

UNRENEFENEERIIPAINE BB 5 ~ A EEFEENETEE_EAYAStra Trident Pod ° Astra TridentiZE @B EEIEN
BIEELER « LU IEIPEE o

R E SMBHAIRE
QEEMNER ~ ERe]UAEAKRECE SMB BAHRE ontap-nas EREIFIET :

& 7B7E SVM LEIRFEEE NFS # SMB/CIFS B E ~ A BERIL ontap-nas-economy
(D HPeEES ONTAP # SMB Volume © E5kiE HE—TBBHIZRE - 55 SMB B R 1T
e

FIsEZ Al
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68

ZECE SMB HiFRE 2 AT ~ M EEHE THIIER -

Kubernetesz & EFELinuxiZHI2Z&0EE « URE/D—EHITWindows Server 201989Windows T{E&f
Bt o Astra Trident(® % 1B SEEWindowsENEL_E#11THPod_FBISMBHEIER

=/ DE—{EAstra Tridenti? « 6 & {AYActive DirectorysP:i5 B Hl o UEEMDR smbereds :

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

FREZWindowsARFEHISCSI Proxy o HE:R

Z=ZnX

T csi-proxy ™ A28 "GitHub : csi Proxy" 8 "GitHub : &
A WindowsHISCSI Proxy" A Windows_E#11THIKubernetesEiZh o

1

2. &
|

. B AZPEEE ONTAP ~ RaJLUSIB 427 SMB 1/ ~ s Astra Trident AI A A EREII—(@

@ Amazon FSX for ONTAP B SMB = o

IR

TRl LEBEMES RN —REZIISMBEIEHHERE "Microsoft BIRF 4" HEBRIRFF AR SIEE T E
FHONTAP CLI - ZE{FEFRONTAP CLIZEIZISMBitA :

a. MAKE « FEUHBHBEREERE -

. AL
°© vserver cifs share create op<

SHEHARUIEIEE-pathBERPISERRE - IRIEER
BRIEAREFTE ~ Alan e gRM -

b. #Z37BiEFESVMERINSMBE AR :

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. BRHARERL
vserver cifs share show -share-name share name

() #2m EusVBHEE" LEGREHEEL -

I B IRET ~ 1

0N

B TE F5IEE UIEESMB Volume © 1EEONTAP FRrARYFSXfor Sendbackend4EA
1 SR "FSXIZHONTAP R iE4HAEEE

AR
4EREETEANERA" o


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
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28 s5iEA

eyl

oI5 E FHEF—IF . {EF Microsoft BEIEF#E  smb-share

&8¢ ONTAP CLI #37H) SMB B 4%E ; £5F Astra

Trident 17 SMB HAKNRHME ; WRSHIRE

B Lk H R & 77 EY o

ZRX

B AEPERE ONTAP ~ IE2#AERTEE o

Amazon FSX BE IR A FEZE ONTAP &in ~ B

ntfs B mixed @
MR SMBHEREE

RAIA/ZER o
nasType *IABRTES smb. TR ZBnull ~ BIFEEEA nfs © smb
securityStyle IR ENZ2E °

WBEFRES ntfs T mixed BANSMBHLERE o
unixPermissions HEEENER - SMBEIEE* N BEREAETEH > "

HIZENASHERSETR M S HIONTAP

BRARUN{RITE Astra Trident Z232FR2 17 K2 fEF ONTAP NAS EEEI2T o ANEfiR 112 insHRREE

Bl i& % imEfEE StorageClasses HIFFARE KL o

BiImAHREEIR
WNEERIRAAREIETIE ~ SF2R Tk ©
2¥ sREA
version
storageDrive {HIZERENFENLTE
rName
backendName  HiJ&BHHEFRIR
managementLI FHEHSVMEIELIFRIIPALIL
F

TCRILEE e B MiE 1 (FQDN) o

¥as%
KBRS 1

ONTAP-NAS ] - [ ONTAP -
NAS - &% ~ [T ONTAP - NAS -
Flexgroup 1 ~ [ ONTAP - SAN
1 ~ T ONTAP - SAN &7 |

EeEpi2 =054 %8 + "_" + dataLIF

r10.0.0.11 ~ T[2001:1234:abcd:::

fefo]

UNERER IPv6 FEFEZR4E Astra Trident ~ BRI AR ES
5/ IPv6 itk o IPv6 (it ABEM S IEINES « Bl
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9%9e7b:3555
] o

YNZEMEAE MetroCluster Z IV E B ~ 552 H
MetroCluster &35 o
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W

2 2B Hin

dataLIF {E8015 ELIFAYIP{LE o FEEMIUERMLSVMITE (BFRIEE
) (FREZEER)
RFIEZ AL datalTF o YIRKIZMH - Astra
Trident& & SVMEEENE Kllifs o ] LUEEEAINFS
BIEIEEMTEMINETE (FQDN) - EEEEIRA
BEIJREDNS « UEEZEER LG BEE ST
187 o

AEIEREZREE - F2H o

UNERER IPv6 FEFEZR4E Astra Trident ~ BIEI AR ES
16/ IPv6 {irtlt o IPv6 (i ABESIEINES « B
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] o

* MetroCluster 55 B& o * 552F] MetroCluster &l o
svm E(FE A ERZS MR IZSVMAISTE

managementLIF Bi5%E
* MetroCluster s5&Bg o * 552/ MetroCluster &iffl o

autoExportPo E{FE BENEHRRIEIL K EH[H MHE] © iz
licy

R autoExportPolicy M autoExportCIDRs &

I8 : Astra Tridentr] B EIRE L REA o

autoExportCI Efi#E Kubernetes §i25 IP #Y CIDR ;5 « USRI ['0.0.0/0" ~ "/0"
DRs autoExportPolicy BRI °

fEF autoExportPolicy M autoExportCIDRs ¥
15 : Astra Trident?] BN EIREHRE o

labels ERFHEERNEEISON-ERICIZEERE "
clientCertif FAPUH/REMBaseb44RiE(E o AN /REEERS "
icate

clientPrivat FIRIRIAEEIEAIBaseb44RmiEE o A /&R EERH "
eKey

trustedCACer §1§‘ECA?@"5§§E'\JBa3664§ﬁﬁ%ﬁ o %M o FARN/REERIER "
tificate sl

username  MAREHSE SVMBYERELTE o AIRENEE
password HISEERE/ SYVMMEES o ARsRsR BB

storagePrefi {ESVMHABECE ML ERFFIERMNAIER - 2 E®E " Trident”
x JEERT

limitAggrega WREEXRSHUIEESLE « BIELETERRE © " (FERARHIEIT)
teUsage
*AERA Amazon FSX for ONTAP Sfor Sfor *
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% 55 AA AR
limitvolumes MIRBXRWHEIFEXNSNILE « HIEREKERK - " FERTITEERT)

1ze
&R EEEMNqtreefLUN ~ U RAVEEER& K/ E
PR qtreesPerFlexvol EIER] B5]HEFlexVol {EXZ1E
& RYECEER B LR o

lunsPerFlexv &FlexVol ELUNBIRALUNEE  EEWETE[S0 100"
ol ~ 200]

debugTracerl SREEBHRREGANEEIEZ AWM~ {"api" : null
ags false * "method" . true}

sA7N1ER debugTraceFlags BRIEMIETESREHEAENL
EEFMAYECERAEED ©

nasType R ENFST SMBRAFREE L © nfs

BEIEHEFE nfs  smb B{null ° NFSHREBRITER(ER
Anull o

nfsMountOpti LAESEDPRAINFSHIEIEIEHEE - "
ons
KubernetesiFASHAHE & AUHM SR IEIE B & T 748
FIEE - (BUNREHTFIER P RfsEHE5EIE « B)Astra
Trident® 2 [E]{s8 FE (A 1E 1B IR AR AEAE FRIS R RV Bl s
IE o

SNRFEF LR REAE PRI EHEIETE - Astra
‘Il'éident#l%’rT\%?HE RARVFHB AR E £ 52 e (R AT e

gtreesPerFle #FlexVol [#iZHRAqtree® « WRITEEA[50 "200"
xvol ~ 300]

smbShare BB LIEE FHIEP—IE  {F/ Microsoft BIEF#S smb-share
gy, ONTAP CLI #1789 SMB £ H%%E ; /5F Astra
Trident #1317 SMB X% ; B2 HFEBEZE UM
IEH FARERRE & 7Y ©

HIAZEE ONTAP ~ IE2HAERER -

Amazon FSX REUISH A AEZ1E ONTAP &is « B
RE]AZER ©

USeREST {EFIONTAP Isrest APIBTRIAZREL - L TTEEE iz

useREST LU iFAE MV Ui « EE AN RIEIR
1B MIEARERFETIEAE - REAF true

« Astra Tridenti&fEEFAONTAP 32 LEAPI B8 IE1TIE
o EIHAETEEONTAP EREHARASHIRRZS © ItE
SFONTAP ~ FR{EFRBE A B BAZERESI1FE ontap
FERTER . E2TENEEN vsadmin M cluster-
admin A :

useREST A& 3EMetroCluster {EF1E o



BN E IR ERE R R ImEREER

ISR LUER RS LS TE AR HITER B RECE defaults AHREEER o UNFEEEM « sA2 B T54HRREEfH) o
2¥ Il FER
spaceAllocat LUNBYZERESHED "E
ion
spaceReserve ZEMREEERN ; M®) (KBE) I Volume ;s (tH) "&"
snapshotPoli EfEFRAISnapshot/REA! nE
cy
qgosPolicy B RAAFT IR AR E QoSSR AEH AR - EETERE "
£ &/ BB EA—EqosPolicys{adaptiveQosPolicy
adaptiveQosP EIEIRMAFTIEIMMIEEEE M QoSRAIBA - EiEgE "
olicy EfEFE&E/ &R EP—{EqosPolicy
g{adaptiveQosPolicy ©
RZONTAP-NAS-£EHE 45 o
snapshotRese {REBMRBIMIRE BT ILE M0 YR snapshotPolicy
rve A lm) BB T
splitOnClone BIIEARE - RERXELDEIELR "R
encryption TEEbERE & B A NetApp Volume Encryption (NVE) "{&"
; TS A false o W7ATHRE NI RIANVE ~ 7
AEfE A ItE3EETE o
MREZRIHEFANAE ~ BllAstra TridentsPEc & BEfaIR
IREEZRIANAE ©
WNEFMAE ~ 55200 ¢ "Astra TridentfI{EIEANVE
FINAEFEECE(E" o
tieringPolic HEBRAIMMER M) MEFRIRER) AR ONTAP 9.5 2

y AIRY SVM-DR #H%&

unixPermissi FEERET "777" 3R~ NFS HRRE ; SMB
ons MEAZEN (FER)
snapshotDir IEHIEHITER . snapshot B "fR"

exportPolicy ZEfERMELRA] "FEER"

securityStyl HHEEEMNLZEREL o NFSTEERA unix °

e

NFSE1E mixed Ml unix 2K - SMB FBs%{E% ntfs ©

SMB %18 mixed fl ntfs 2K :

t&fcAstra TridentfE FAQoS/RAIB AR EONTAP fERERMARASHIARZS - BZERIFHARIQOSIR
AIEHE « WFRRRBHESENERESEEMEE - £ZRIQoSRAIBHERAGIFIE TIFaH
HAEERIEE FR o

®
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Volume = JRECE 54

WU RE&HTERENEHA -

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

FRM ontap-nas # ontap-nas-flexgroups Astra TridentIRTEFERIBETESZE ~ BfRFlexvol
FFsnapshotReserve B EEFIPVCIEHERAER S - EFERABERFEHAPVCsE » Astra Trident
Brlexvol FRAMIGESR « BIUIRKGNESESTHNEER o b5t EBEREREEKAEREIEPE
BARIEKRNATEAZME - BZEEARESNRAERNZER © Ev21.07281 ~ BFERAEEREMArve (FU0s56iB
)~ RERREEER 0K ~ IR AEERF2. 5ciBAI R AR c ERAAFEAEERNEEM@volumedl
‘snapshotReserve {hLIEEEH) o EFETrident 21.076F ~ EAEERIE B AZER * MAstra TridentiE& 1
snapshotReserve HEFERTE(EVolumel B LE « ERBERAMN ontap-nas-economy ° BRI TS HI LB
FRILETHRERVEIES T -

StEAIT

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

¥ snapshotReserve = 50% ~ MPVcEK= 5GiB - BiiEE42A/)\%2/0.5 = 10GiB ~ AfHA/NA5GIB ~ E2fF
BEEPVCERFERMIA/ o o volume show sp<MERETIBLUL T EEHIRVAS
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Vserver Volume Aggregate tat '‘pe Size Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB

2 entries were displayed.

EF#RAstra Tridentf ~ LRI LENIRARIHGIREE_ LIMGREARECEMIEE o BRTEAKZATEIEEE « &
FEZEREE H AR & R/ ~ LUBERERETE o f5I90 ~ $FRARY2GIiB PVC snapshotReserve=50 fajEE AR ELE
H1GIBRIRIE A o U0 ~ S E A/N\EEEA3GIB « rl:EERTEI7E6 GiBHiEE LA 3GIBIIRIE AZE
fE o

ER{RAEREEE
THSEABTERER  FBANDSHREERE - ERERRIGREENTTE

@ AR ITTENetApp ONTAP Z1ETridentfINetAppsz ik _EfFHAmazon FSX ~ & TIEEIIfsHIDNS
%78 ~ MIEIPALE ©

ONTAP NAS &340 25 s 4

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup #ifl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

TR URE R « BRATIMATIEIEFEEMBIRER "SYM EREER"

EEEEETIAMYIA - FAFEBSE SVM managementLIF W dataLIF # svm 2 o /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB Volume il

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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B/ \WEIRAHRESH o clientCertificate © clientPrivateKey #l
‘trustedCACertificate (EM -~ MRFERESEMICA) BIEA backend. json M FIEIGHE P IRE&
%~ IR IE RS ECAREHNEECARIEE

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEE L RAEEH

AEBHIREAUNAITERAstra Trident{E FAENREEE /R AR B ENE L KR BIRE LR - EHAVEEAAER
ontap-nas-economy #l ontap-nas-flexgroup FBEFE :

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6 i ik&E 15

I EHEER management LIF EAIPVEiIiLE o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP £/ SMB Volume i

o smbShare ] SMB &R ONTAP EEE FSX 28 -

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix

EREENRIREG

ETEHETHNRBIGERERSHGF - FHEMEHREANRERENTERE » A8 spaceReserve # ~
spaceAllocation {& ~ M encryption & o ERME RN EERHTFERLPERD o

Astra Trident 87 B R WAUPREERLEER o 5HEETEMN FlexVol EERTE ontap-nas FFlexGroup
& ontap-nas-flexgroup ° Astra TridentZE E/RACERF « B ERE RN _ EMMARRENFFHIREE -
AT HEER - FEEESTUHESEERERNERER  TRERIGHIEEDHY
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EELEEFIF - BLEAEFNEBEITRER spaceReserve © spaceAllocation M ‘encryption {8 M
e th S ESTERI(E o
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ONTAP NAS 54

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup i

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET



ONTAP NAS #5534 zx &1 151

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

181 i ¥ fE = StorageClass

2 S

=1

& 7% StorageClass % [[EHtEENEIRED]] o {8 parameters.selector H{IF  F1E
StorageClass &3 &MU HLE E#FEE P AR TR - MIEER EEFAENERERNPEEZERER -

* o protection-gold StorageClass & ¥f&ZE Y E—EF0

* o protection-not-gold StorageClass EHEEFRIZE =FEIEREREE ontap-nas-flexgroup
Bin . ERE—IRESHRLIMRERBRNEIRAN o

* o app-mysqldb StorageClass @ HEEHHNENEERER ontap-nas &l | EeM—2 mysqldb $8
AR RERENEENER o

84

i | ERM—IRMHERIFENEIR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

B _EERERE ontap-nas-flexgroup &



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass E¥FEEFRYE = (EEHERE ontap-nas-
flexgroup &if : S —IERHIEARRER 20000 ESHMBVE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* ° creditpoints-5k StorageClass EHEZEPHE=EERER ontap-nas BIHNFIIE ZEERE
& ontap-nas-economy &% | M —#A 5000 EEHMHANEEFE -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti$ REZEIIMEERER - WHEFRTSRHEFEREX

B dataLTr MHGAR 2 %
EEIEGER G REERILIF « AT FFIHS « USHERLIFR A B JsoniEEe o

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ YNREPVCSHINME—THZEPod ~ T ARIRIFT A ERIPod ~ ARG HEMEE) « FHNE
BILIFA &3 -

Amazon FSX for NetApp ONTAP E &

{8 Astra Tridenti&fcAmazon FSX for NetApp ONTAP f#/RA %

"Amazon FSX for NetApp ONTAP E " B2t B AWSARTS - tl:ER P BB R HITHR
FANetApp ONTAP B EFIEERFAIIEZRE R4 o FSX for ONTAP VMware BB {& & A #
FEHINetAppIhaE ~ MEEFIEIRINAE ~ R T D EEHFAWSERNE S « 8UEE - 22
MFIETTE o FSX for ONTAP Sforsz#EONTAP Isfit 182 R4 THEEFI EIEAPI ©

PR A ZAmazon FSXHIEEZE « $8UIONTAP R RZFIFE M —ERLE - 1ESESVMA « EaTER T —E
ZEMRE « EEHEE R ER ARG PN GRS EEIZ SR - /5 7 Amazon FSX for NetApp ONTAP £
If4E « Data ONTAP BNAI7E i LT B AMBIT RIRME IR o SR AKIEEAES" NetApp ONTAP
Sing* °

fE A Astra Tridenti&EcAmazon FSX for NetApp ONTAP {HFENetAppfF - {&A] LIFE{RTEAmazon Elastic
Kubernetes Service (EKS) A#EI1THIKuberneteszE ~ SE$TAC & EIRFNIEZRLUAONTAP ZIRHVIFHEMIEE o

T NetApp ONTAP f9Amazon FSX "FabricPool" BIR#EE - ©r:EEIRIBER R L EEN S BRI
FE—ERARE -

Z

il

* SMB Volume :
° fEFAZIESMBHARE ontap-nas 1EREEEIFET
o Astra Trident{£3 1B L8 E WindowsEiZ4_E#1TAIPod_E FISMBRAIERE o

* R B gD AYAMazon FSXIEZR AL EE I AIHIEE « ESXAR TridentfIbR - EEMIPRPVCs ~ EEEF
ENIFRPVAIFSXfor ONTAP the Sesfvolume o &kt tERGRE :

° R/NER MRRIEIL) RIEILFSX for ONTAP the SusetER R4 o RREL TIERIZ BEHEHR « BFR
MRS o

° A MRERIL B HIEABEHEN - FRBEHMDFIETridentlIhMFERE - MEBEFEE—TFH
A °
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v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

T ONTAP EEENTZETNAFAHERIAY FSX
f&RI LLONTAP £ 5 EEENFEZL - A& Astra Trident&2Amazon FSX for NetAppZE 4 :

* ontap-san : FCENEEPVESEHE S2Amazon FSX for NetApp ONTAP EYLUN o

* ontap-san-econony . ECEREEPVESZLUN * &{EAmazon FSX for NetApp ONTAP HILUNEIZE R 5&
T ©°
* ontap-nas : FEBERNEEPVAZTERAmazon FSX for NetApp ONTAP Sf2 Volume ©

* ontap-nas-econony . AR ERPVESEqtree ~ E{EAmazon FSX for NetApp ONTAP £t fERYqtree T AJ
R ERIBCERRIEL o

* ontap-nas-flexgroup : BcEMEEPVEETEBIAmazon FSX for NetApp ONTAP FlexGroup Sf2
Volume °

WEERBHIZ R FAAE K ~ 2B "NAS EEHIFZTL" F0 "SAN EEHIFZT" ©

EgsE

Astra Tridenti2tEERE IR ©
* RFEE | Astra Trident&{EHSVM EZEERYEEE ~ BIFSXIEZR R4 LRISVMIETTE ©
* FRERE | [ERILUFEA fsxadmin IERERAHERE vsadmin ASVMERENFERE

Astra Tridentm 2L vsadmin SVMERERAGHERAGZ RAEREBIERS - BH
(D) #NetApp ONTAP #Amazon FSXEELUFIAE £oxadmin (EAIE REERMBIEONTAP
IEINBE admin FREFRZE : saZIEZEFER vsadmin A Astra Trident ©

TR B RIRUERERENEER T AZ BB - A8 « IREEF R TRERNEE - BRREZLF TR
R o EEMERENRE S A « AR IRERPBIRIRARE
MBRARRENHAEN - F2REHREZVAIES

* "ASNASE&EEEONTAP"
* "TIESANEZEEONTAP"
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WEHAER A2
* "Amazon FSX for NetApp ONTAP Rz & 4"

* "Amazon FSX for NetApp ONTAP HERS&IR S E"

4 Amazon FSX for NetApp ONTAP IffE

&R LU Amazon FSX for NetApp ONTAP FYST 1B XX 14 R 4t B Astra Trident®E & ~ LIFE(R
7£Amazon Elastic Kubernetes Service (EKS) H#{TRIKubernetesz=E8ESAL & & IBAT
LLONTAP 85 X ERigiF4&Volume ©

LtESh "Astra TridentfYZE3R" ~ BHEHIFSXfor ONTAP L iEHiAstra Trident® & « (REE .

* IHEMAmMazon EKSEE D B K EIEMKubernetes#£E kubectl B%&E o

* AIEEE T EEREFENAIIRA Amazon FSX for NetApp ONTAP #EZ RSN #EFERHEE (SVM) o
* BEGIFRITIEEIRL "NFSELISCSI"

@ AT EEAmMazon LinuxAUbuntuFf BRVEREEZEH T ER "Amazonid23iR&"  (AMis) ~ fRIE
RIEKS AMIFEEYTRE o

* Astra Trident{&Z 1B Z#EEWindowsEIEY_E#1THIPod_EBISMBHEIEE o :5 2R “E(EALE SMBRAIEE LUEY
SEHAER o

E L SANHINASEEZ)FZTIONTAP
(D WRCERESMBHAE - BAERE £ ERESVBHILE R BRI -

SER
1. EREAP—IEZFZ Astra Trident "SFZ757%" o

2. IREESVMEIELIF DNS# 8 o fign ~ FEAAWS CLIE#, DNSName A Endpoints — Management #{TF
F)meZiE

aws fsx describe-storage-virtual-machines --region <file system region>

3. BURTHEERE "NASEIHERE" 3L "SAN B IHERE" o

EEUERSSHILEMIES ANMERS (PINREEE) - MXSSHABSMERM -
() B rsxadnin BRE  CERITHERAGBIRENTIE  UREEDNSEHE avs fox

describe-file-systems ©

4. FREHEENBIELIFRIDNSL BRI BIRIEEE ~ WA !
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YAML

version: 1
storageDriverName: ontap-san
backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—

east-2.aws.internal

svm: svmO01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSON

{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXXKXXXXXX . fsx.us—-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

NFRITRIFHVERMEN « F2RTEE

> "FEFONTAP NetApp NASEEENTZR R E R IHK"
° "FFONTAP SANBEENFEN R E R IR"

D E SMBHAIEE

eI LUFE A RECE SMBHAFEE ontap-nas BBENFET | SERZ AT S SANFINASEESIFETLONTAP SERk T2
BR o

FEYaZ Bl

EIERLCE SMB HEE&E 2 A ~ 558EH ontap-nas BBEFER -~ KN BEHETHIEE o

* Kubernetesg= &£ B fELinuxiEHIZZE0RL ~ LURE/D—EBTITWindows Server 201989Windows T{E&f

2t o Astra Trident{E 1B ZEEFWindowsEiZS_F #11THIPod_E BISMBIAIER o

* E/DHF—{BAstra Tridentt%® « b & ZEAActive DirectorysB:E &R} o MESE smbereds
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BRTEAWindowsRFSHISCSI Proxy © HERTE csi-proxy ~ sB2E] "GitHub : csi Proxy" 3§ "GitHub : &8
A WindowsHISCSI Proxy" AR Windows_E#1THIKubernetesEiZs o

1. EIISMBEAE o ,UEJLME%WEE‘EZ RIEIISMBEIEHEE "Microsoft IR 14" HEBRIIRERA
A EEE T EAONTAP CLI - ZEE2{FEHONTAP CLIEIZSMBHA :

a. NAME « FEUHA B ERERISER o

° yvserver cifs share create ﬁﬂ"%@&#&ﬁﬁEﬁ,ﬂFaﬁﬁ“bﬂﬁ-pathféﬁq:?'é@ﬂ"ﬁgﬁg o YNRIEER
BASRTZIE » BIA S B o

b. 337 85 FE SVMAERARISMBHEAE :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. HERHBEEEEIT -

vserver cifs share show -share-name share name

() w28 ETSVBAE" MRERE ML -

-
[rrﬁ
m
il

2. BB~ (RAESRTE TYIEE UIEESMB Volume © I1ZEONTAP FrB BIFSXfor Sendbackend4BAE
I ~ 3520 "FSXIZ2HONTAP & iE4B A= IEM &R " o

2% =REA i
smbShare o LUSERYEHF—IE . E8 smb-share

Microsoft B IE 1z :E ONTAP
CLI #37A) SMB X% - o2
fEF Astra Trident 37 SMB £/
H% %8 o

ONTAP #&1%BY Amazon FSX 5
IE2 8 -

nasType *WABRE Ay smb MR Anull ~ Bl smb
TER A nfs ©

securityStyle HEENZEHE ntfs { mixed BN SMBHLE
&
IANESRTE# ntfs Of mixed
L SMBHAFEE ©
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4 siLPH g

unixPermissions g EMNELS - SMBRIEE "
BREATEH

FSX{EfAONTAP X iEARIEIREEH

EABEfZAMazon FSX for ONTAP Sfor Sf o ZSERIR{H1&IF4AREEE ) o

2% Iz #i
version KIEAS1
storageDriverName EEREIEN LTS ontap-nas > ontap-nas-

economy  ontap-nas-
flexgroup ® ontap-san®
ontap-san—-economy

backendName EREZYERETEXEY EEspf2{af@+ 11 + datalIF
managementLIF =EHSVMEIELIFAYIPAIIE r10.0.0.17 ~ T[2001:1234:abcd:::
fefo] .

WRILUEESTRMEIE M (FQDN
) o

WNREA IPv6 FEIZZEE Astra

Trident ~ BRI AR EAER IPv6
{3k o IPVeIAtAZBIL S IEINRE
2  iN[28e8 : d9fb : a825 : b7bf
: 69a8 : d02f : 9e7b : 3555] °
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datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username
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=R EH
EERELIFAIIP{ILE

TEFANASEEETER | BRE
EdataLIF ONTAP o 1R *Kig

£ ~ Astra Trident&#ESVMHAEERE
Eifs o A LUIEEERIRNFSHE]
EENTREMEEZTE (FQDN) %
SR RIRAECE EIRDNS ~ LUEE
ZEERE M EER ST

87 o AITEAIIAREZ BEE o 52
B o

(SANEEENTE : AWIEER
RiSCSI) ONTAP ° Astra Tridentfs
FIONTAP [MEEBMLUNME ] KIE
REV L ERETEREERFRERISCI
lifs o YR AFFEE FdatalIF ~ TR E

R o

WNRFEA IPv6 FEIZZEE Astra
Trident ~ BRI AR EAER IPv6
{iit o IPvefiI it B FEINERTE
2 - iN[28e8 : d9fb : a825 : b7bf
: 69a8 : d02f : 9e7b : 3555] °

YR B EELRRBZRIL KRB
f&] e

R autoExportPolicy M
autoExportCIDRs %18 . Astra
Tridentr] BENEIRELRA]

Efi%E Kubernetes E1%4 IP BY CIDR
AE ~ DUERR
autoExportPolicy BRI °

fEF3 autoExportPolicy
autoExportCIDRs %18 : Astra
Tridente] BBV EIREH/RAY ©

ERFIHR&AERISON-BIE
REE

B Rin/&EBaseb44RIEE - AR
Y S Gl Ri ) o)
ABEIHAZ S iRHIBaseb44RIE(E ©
B /RERERE
SSECAREHIBaseb44RIE(E - 5
B o BR/RERIERES o

BT EENSVMIERE RS -
AR ERsE R EREE o 190 ~ vsadmin ©

g
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#

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

siLPH eyl
BIREREHSVMIIEHS o AR

SERUERE o

EFERNEEERE RS EESVMEBIBLIFBESTAE
ESVMA B ERFRERMN  trident

AIERS o

EAERUREN - SEEMILS
¥ CEBEIIRNRIR o

* ZHINFSE Amazon FSX for NetApp B °
ONTAP o *

BB fsxadmin M vsadmin 35
e EHEEAggregate R EFTER
FEPR ~ M fEFIAstra Trident/ABR
1 o

MREBXRVHEFEANSRIEE Y T (ERTEH®NT)
AIERECERM °

T ZRHIHEIEIqgtreeFLUN ~ I
B B9REERE K/ PR
gtreesPerFlexvol #IEAHE]
I;EEFIexVoI EZiRE ARG R

SFlexVol fEILUNBYER ALUNEZ « 100
EEWZEA[50 ~ 200] ©

{£BR SAN ©

SRHHHEREFERANEEEZ &8 null
Bl {"API" 1R~ THEL :true
}

sA7NMEMA debugTraceFlags FRIE
IR IETERR S BEAR TR B e ARV o &%
EEN o

LUIESE D PRAINF SHIEIEIEE B8 o

Kubernetesi¥4&h4 ik & Ay & 35818
EEEEREERPISE - BNR
AR PRIEE B EHIETS
Bl)Astra Trident® £ [olfF B {#17& Ix
ABRERE RIS E BB IR o

W REFER S AERERE PRI TR
EHIEIE « Astra Tridentig A2 7E48RE
RIS EHIR & a8 E (b asE
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2 =RER #0431
nasType R ENFST{SMBRAFREE L © nfs

FEIBFIFE nfs ~ smb Bnull °

*ABEGTEAY  smb FHHYSMB
Volume ° *s8EAnull ~ B ANFS

Volume °
gtreesPerFlexvol FFlexVol {EiZHERKqtreeB ~ &7 200
TESEE P[50 ~ 300]
smbShare e UEE FHER—IE | A smb-share

Microsoft BEIEF &5 ONTAP CLI
BEIIAY SMB % - 2 A
Astra Trident 37 SMB HHEH%

7@ o
ONTAP #&i%HY Amazon FSX EE
[li= g
useREST {EFAONTAP Isrest APIBYfMAZ false
B o FTTEE

useREST LU iTFEE "I 1
f# ~ BEARNAEIRE « MIEAR
EXEETEESH - REAR
true * Astra Tridenti&{EFEONTAP
B IFAPIEA B I TEA o

IEINREEEONTAP £ EFTARASHY
PRZs o tESMNONTAP ~ BR{ERIIZE A
AENEESERN ontap FEARRER
I ERTALEEM vsadmin
cluster-admin At :
B dataLIF #J4R4EREZ B
EIATEVISRABRE R EEERILIF « HERHIT @SS ~ UEMERLIFRERIRIsontEE ©

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-datalLIF>

@ YNRIEPVCSHINME—HZEPod ~ T ERIRIFT A ERIPod ~ ARG EHEMEE) « FHE
EILIFA &3 -

AR E REC BT &R RIRERREEIR
eI AR P RYE BRI HITAR EIRECE defaults ABREEEL o UNEEH - F2RE THIAAREEF) o
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spacelAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

=R EH
LUNBYZER 2B

TREREELR ; ME (1Bf)
g MVolumels (%)

E({FEFRISnapshot/RE

ERIKAAFTE L R E QoS R A
B4 - EESAMTFERNRIR
Her—{EqosPolicy
Z{adaptiveQosPolicy ©

{2 ficAstra TridentfE FHQoSR B E#4H
FEEONTAP FHEHARAAIRRES o

IR ERIFLARIQoSRAIEE
8~ WHERRABHESERNERE
SEMEMEFE - HZRIQoSRAIEE
B SREIFTA TIFR AR EIEE
EBR -

BRI AAFTIR L AR & RIsRE

M QoSIRAIBHE - FEIEBERESE
& & imHEH—1EqosPolicy
g{adaptiveQosPolicy ©

RZONTAP-NAS-#EE 2 1% ©
REBMHIRIR 10 HHEIREFDLE

BIEAR « EHRXEEDEEE

TEFTHAEE L BUANetApp Volume
Encryption (NVE) ; 7834
false o WAZATEERE DIRHETRL
FANVE ~ 7 AefE FAtE3ETE o

WRIERIGEUENAE ~ HJAstra
TridentPEC B BRI ER E AR BX
FANAE °

MEBFHMEEN ~ H2HE © "Astra
Tridentf{El EANVEFINAEIBBLE(E

o

=

true

none

none

M

R snapshotPolicy f& none *
else ]

false

false

EYFALUKSINZE - 5526 "M Linux "

H—EiRRE (LUKS) "o

&R SAN ©
EFEANDERE none

snapshot-only #A ONTAP
9.5 ZHIH SVM-DR #HAE
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W

2 =R EH FERR
unixPermissions MR pEL o M

R ZSMBHIREE - sAREZEN ©
securityStyle HHEEENZ 2K ° NFSTEzS % unix ©

NFSS’Z?& mixed Ml unix 2% SMB FER{E%A ntfs

SMB %3& mixed fll ntfs Z&
7 :

iy

f#H nasType ¥ node-stage-secret—-name #0 ‘node-stage-secret-namespace Re] LU ESMB
W& ~ MR aYACtive DirectorysRs8 Bkt o (R IESMBISEE ontap-nas EREESNFET ©

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

1f EKS &£ 35 Astra Trident EKS Ffifilik4s 23.10

Astra Trident f§15 7 7E Kubernetes #1T NetApp ONTAP {#/Z & I2R Amazon FSX - :ZER
BAENEESENZ TN EAIZIFE o Astra Trident EKS Mt E S RINEZ 2N
ERHEIEI ~ TR EIERETL ~ WAIE AWS B ~ mIEd Amazon EKS FAES(ER o EKS KN
14:;]'5 RITIFEME(R Amazon EKS RELZEIETE ~ WA/ V%8 « REKEHMMIMNTHIEN
T{F= o

FoRMEH
TERTE AWS EKS BY Astra Trident fiifilcF 2z Al ~ sBEEEEE T3IER .

* BEAMNETEIM Amazon EKS Z&EIRE
* AWS ¥ AWS TISHIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe
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* AMI #88Y : Amazon Linux 2 (AL2_x86_64 ) =¥ Amazon Linux 2ARM (AL2_ARM 64 )
* ENRLEERY ¢ AMD 3¢ ARM
* IRER Amazon FSX for NetApp ONTAP 1EZE R4

HER

1. 7189 EKS Kubernetes &5 E « BB =E * fiNTH * &5

P Y
125 -
EKS > Clusters > netapp-test

neta pp-teslt @ Delete cl;:|

o
D End of support for Kubesnetes version 1.26 is June 2024, f you don't update your cluster to 2 later version bafiore that date, it will automatically enter axtended support. After the axtended support I Update now
praview ends, clusters on versions in extended support will bo subjoct to additional fees. Leam more [

¥ Cluster info 1t

Status Kubernetes version info Support type Provdider

@ Acthoe 1,26 & Standard support until June 3024 EXS

Oweryhew Resowrtes Compute MNetwarking Add-ans Authentication Dbservability Update history Tags

Add-ons (3] e View detalls Edit Remave _

i Q, Find sdd-mn

| Aury category ¥ fw:u:m v | "5 T

2. gifE * AWS Marketplace MiNTcf * AEELE _storage F87! ©

AWS Marketplace add-ons (1) c |

Oy, sisbacriten ba g corfigare EK% aod-on to erhae youe CXF chiatems

8 Fad odfeon J

Filttiteng opiaans

starage ¥ I Any vgndor iflun]'prir.lnq-nm-dtl r Clear filters |

M MNetapp  AstraTrident by NetApp
Axtra Tradent stearnbioes Roenn Fa for Metkpp ONTAR vorage mamsgemess @ Kubernetes 16 et
your devlopers and adminiitraton: focin on dpolicatien diployment, P for ONTAF Reslbadity,
wialatd ity ard rragraton capaldie e B el s for crgamsgatoen werhmyg e
strnmneristd Mg workfoes. Mnucr deesils [F

Category Listed by Copported verssin | Prlcing starting ot
Moage NetApg, e, B 127, 1,26, 1,25, Wiew pricing
124,123 dirtaiy [

3. $F| *> NetApp * By TEZ ~ ATRIEER Astra Trident M0 TH-AIIZERTT 1R
4. FZFRRRASBIMIINTTH ©
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Astra Trident by NetApp

Listed by Category Status
Akstaps storage ) Ready to install
You're subscribed to this software View subscription J b

anather offer if one is avaitable,

You can view the terms and pricing detadls for this product or choose

Version

Sl tha whiaitn For thit sdd-on

v23.10.0-clebwnil ol 1

Select UAM rofe

Sarlech am LM rode Bg s with ihin add-on. Tooreate 5 mew eeld, Tollow (P mbrociions im ihe Amucon EES Lises Guilde L.

Mot set

[e]

(] Fn'l'.u:'rmdﬂ

Mot set
- This acid-gin will use The 1AM reote of the nods wher it ins

o. ZEHY IAM A IR UL ERBh4E & o
6. MEEXRTEMRARTE - ABER*T—% * o

Review and add

Step 1: Select add-ons

Selected add-ons

Cancel

Gl Find odd-an

Add.on name - Type

metapp_trident=operator g

Step Z: Configure selected add-ons settings

Selected add-ons version

i -gen A WrEann
PR - DO S tOr IR 10 0-phalsiild 1

7. #E¥E* Create (i) o
8. EEWUMT’JDTUH:E’J#:Q:\% Active °
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{EF CLI Z28E | P52 8E Astra Trident EKS MifiNTciE

{#F8 CLI %24 Astra Trident EKS [Ny :
T5eh S & H &2 4E Astra Trident EKS Moty :

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.
eksctl create addon --cluster K8s-arm --name netapp trident-operator --version

v23.10.0-eksbuild.l ({ERZEBIRZ)

{EF CLI fRf2%e4E Astra Trident EKS KNIl :
Tosh S SRR ZEE Astra Trident EKS Kihnrcty :

eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

{EHkubeclEiL B

BIRE R T Astra TridentElEF R A Z ERIRAE o E&5FAstra TridentUl el BAZ A E R 4 E
&1~ LUKz Astra Tridentfl{a ¢ s%(HF R AL EMIRE o Z8EAstra Tridentz % ~ T—FH 22
i7{8if © © TridentBackendConfig BE]E/EEE (CRD) FI:EEHIEZE
iBKubernetes/ T EE I R EIETridentiin o T LUERHITIEEZE kubectl TEE

R KubernetesZEfRRA<BICLIT A o

TridentBackendConfig

TridentBackendConfig (tbc ~ tbconfig ™ tbackendconfig) EHilm * @R IVCRD ~ BJ:ZEERE
I#Astra Tridentf& i kubectl ° Kubernetesfi{#7z EIE SIRTT AU EEEBKubernetes CLIEE I K BIR &I
MERFEREBNG LY AARER (tridentctl) o

}2I7FF TridentBackendConfig ¥4 :

* Astra TridentZRIZIGIRHAVAERE BBNEILBIR - EEEASE TS TridentBackend (tbe ©
tridentbackend) CR.

* o TridentBackendConfig M—#FZEE| TridentBackend iE&HAstra TridentPT#21L ©

B8 TridentBackendConfig fEMAME—H—HME TridentBackend ° AIE BIRMIEERAERAKRRER
ImAYTHE ~ BEZETridentARERBIRIGNLH o

@ TridentBackend CRSHAstra TridentBENEIL o K FEZEREELIEE - IRIEBERBIR
EITEF ~ SBIERLITIEENE TridentBackendConfig ¥4 :

H2R T FIUBEEIMT TridentBackendConfig CR :
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T RAIUEBR RIS "TridentZ 270" FRERF T Q/ARFZHEHIHERREER

° spec FARIHIFERERSH o EULEHFH P « BIHEEA ontap-san HFREENET « WAEALLETIHAVAERE
B - MEAMBFAEFRIEANERERESE 527 "R RIREREH" -

o spec EPPMEIE credentials Ml deletionPolicy WMUAFIIEAY TridentBackendConfig CR:
* credentials : IE2AMERIL - B2 ANRERERM/RFIRDEEL - ERERAFERAEEL
HIKubernetes Secret ° 538 B RHRZUAX FRRIVEIE « R EELEHER ©

* deletionPolicy - IR R E&RTE N IBER TREEENER TridentBackendConfig EMIER o BIAERE
EmfEngEREZ— !

° delete | EEENMBEBHEMIPR TridentBackendConfig MIERARIR - EETERIE o

° retain ! @ TridentBackendConfig fHIFRCR# ~ BiRERINE T, ~ WA B BETEIR
tridentctl o FMPRRERIZRES retain AIRFERERRERERE (21.04271) ~ LREEILNE
i o MEHRIMERTEZBE# TridentBackendConfig BEIL ©

BIRATBEFEARE spec.backendName o IRFKISE ~ B ERBIRHERAHLTE
@ TridentBackendConfig Y1 (metadata.name) o EEFFRERTERIRLE

spec.backendName °

DUZITYEUR tridentctl ;R BRBEAY TridentBackendConfig ¥ | A LUEIZFERRE
BB IR kubectl 1] TridentBackendConfig CRUAEEIEISEAERIRVAHRES 8L (a0

spec.backendName » spec.storagePrefix > spec.storageDriverName" 3

) °Astra TridentZBEEELMEIM TridentBackendConfig EATELEFEEMNRIR o

EBERRUROEN kubect]  TRZRIT FFISH :

1. 337 "KubernetestéZ" o IEH%ZR 615 Astra TridentE2(E{F E E£/IRFSBE T ENBELR o
2. 3] TridentBackendConfig ¥} | HFESERMFEEEERIGIHEEN - XX 2E F—FEIAE
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[l
P2
(NN} °

Eirgimz % ~ eI UEREEREARAE kubectl get tbc <tbc-name> -n <trident-namespace> MU

SHMEFAER -

HER1 . I Kubernetest®?

BUBIRIHFIEENNE - EREEMEFRT T aFRERIINEE - #HNT :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: tQAxQ7qg (>

TREESRASERETFANEEL RS SR

EEFESHEREAIRA AR

Azure NetApp Files ClientID

A GCP Cloud Volumes Private&ID
Service

R GCP Cloud Volumes Private &8
Service

7t (NetApp HCI / SolidFire) ity

ONTAP FERELE
ONTAP ZRRE

ONTAP R RIGHEREE

EETL
FEREN M A R ikID

FAZ LMD - GCPIRIEIRAAPIE
w—3fn « EACVSEEEAR

FAZEE | GCPIRFSIREAPIZ RN
—%9 - EBCVSEEEAR®

MVIP ~ &R SolidFire $RFETEE R
ENASHEEENEHENEE

BIRERE/ SVMIIERERE - A

HERERE/ SVMBIEHE - AR
BiBRSE

R P imthE & iR HIBaseb4ARIE(E
2 )Nk
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(G IER =y 2o (Ve W

ONTAP chapfEfl &4E
ONTAP chaplnitiatorig %
ONTAP chapTargetUsername
ONTAP chapTargetinitiatori& %

1RAIEREA

BALAELE - W
FRuseCHAP=truefIIZZE - AN
ontap—san*ﬂontap—san—
economy

CHAPERENZZZHE - 1
RuseCHAP=truefIIZFE - BRAMN
ontap—san*ﬂontap—san—
economy

BRERERTE - 1
FRuseCHAP=trueBIEE - FRAM
ontap—san*ﬂontap—san—
economy

CHAP B 1RERENSI 1 o 10
FRuseCHAP=trueA|FEE - HBAMN
ontap—san*ﬂontap—san—
economy

FIET BB EREEFSE spec.credentials AYRE 1L TridentBackendConfig T—FEIUNY

o

B%2 | #1[ TridentBackendConfig CR

CIRTEBEEETEIL TridentBackendConfig CR.IEUEEFIF ~ ERIVE IR ontap-san a2 S EAE

I7BY TridentBackendConfig ¥ a0 R/ ¢

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret
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HER3 | HESOHYAKRE TridentBackendConfig CR

IRELELEILT TridentBackendConfig R LABREEAREE o AR T EEH :

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BRI BRI 4 E TridentBackendConfig CR.
PR ES ] ABRA T H AP —1EE -
* Bound : TridentBackendConfig CREZBIGHERIN: « BRIHE S configRef RES

TridentBackendConfig CR BY uid °

* Unbound : FRRfER "o o TridentBackendConfig YR BREEE R IE o FRAEIN
TridentBackendConfig CRSTEREEIILPEER o FEEREE 218  MEEABMIEAUnbound CGREIE) o

* Deleting ! TridentBackendConfig CR FY deletionPolicy EREAMIE - &
TridentBackendConfig RAEMPRCR - WEEH% THIBR) AKRE o

° MRBIH EAFERHEUIEESSE (PVCS) - AR TridentBackendConfig & Astra Trident
fHIFR1& %Az TridentBackendConfig CR.

° MNRBIHF EBE—EHZEPVCS ~ BIZEAMIBFRILRE o © TridentBackendConfig #&%E « CRth &
AMIBRPESEE o #BImA] TridentBackendConfig ETEMIBRFAIBEPVCSZEA S MHIFR ©

* Lost . BAREHEAYIEIR TridentBackendConfig BN EEMIPRK TridentBackendConfig CRIAEBER
MBFEIRIBREER o © TridentBackendConfig Him{ERMAERE ~ HAIfIPRCR deletionPolicy
BE-

* Unknown . Astra Tridentf A Er EAAERTIG BB IRIKRE S /FTE TridentBackendConfig CR.AIN ~ 40
BAPHAR2SZELIFESE tridentbackends.trident . .netapp.io CRDiELXK c ERIFEEENA o

TEULREER ~ RN RiR | IBASEEERILIERINGIE ~ BN "2 U AT A R IR HIER"

(GEFR) T4 BUSEZFHEEER
CRILAAIT T 5 8n < REVS A R ImAVF A E R -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete
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IESh ~ & BT LUERISBYYAML/JsonfBEl TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%¢c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B85 backendName # backendUUID AEIFEFAEIIAYE IR TridentBackendConfig CR. ©

lastOperationStatus WAL RAY L RVEZEARRE & TridentBackendConfig R FJHFEAERZEEICR (Fla0 -
EREEPEE TS spec) ZXHAstra Tridentf&2% (I8 ~ EAstra TridentEFEIENEART) © AIBER TARINI
gy TLB © phase "R-ZMBIRIMARIAREE TridentBackendConfig M&im o fE L& FIF - phase EELS
EME « BFRT TridentBackendConfig CREAZBImFERAN o

A A#I1T kubect]l -n trident describe tbc <tbc-cr-name> fp S UEVEEHCERIVEFAER o

(D e AT MR E S EEAT YRR TridentBackendConfig ¥R tridentctl o BEfR
UM ER tridentctl Ml TridentBackendConfig ™~ "sAZREILEE" ©
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=By
L KECBECVL#{T& Im & IR
RN E{E R BITRIREIR(ESE kubectl ©

iR 12 i

fHIF% TridentBackendConfig ~ {&RI LIS RAstra Tridentfilfs/{REB&ix (IB¥E deletionPolicy) ° &)
FRBIR ~ 5AFEE deletionPolicy sREAMIER o (EMIPR TridentBackendConfig ~ FAFSHAHERD
deletionPolicy RREAIRE o WIEATFEFREBIRINEZEE ~ U FAEITEIE tridentctl ©

HIT TS -

kubectl delete tbc <tbc-name> -n trident

Astra Tridentii A& fIFR{ER P AIKubernetes Secrets TridentBackendConfig © KubernetesfEFE & &EMR
2R o HIFREEZRBFAZE/D o REERIGRIEREZRET « 7 FEMIFRE LM o

BIRR AN RIR
TS -

kubectl get tbc -n trident

BB ABIT tridentctl get backend -n trident 8 tridentctl get backend -o yaml -n
trident UBUSFIERIRAVEE - WREEHWEESERARIIMNEL tridentctl ©

e
BREAER SRBRE -

* BIERAREERCEE c EEFHNEER  sAERPRIKubernetes Secret
TridentBackendConfiqg ¥ EER o Astra Trident® HENLURMHMN R IR ER EHEIR - 1T 5
S U E#FHKubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* BEONTAP EH2# (FINERMISVMETE) o
o f&A]LAEH TridentBackendConfig A T3 M<TEIZER Kubernetes BIITHIH :

kubectl apply -f <updated-backend-file.yaml>
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o I FE ~ BRI U EIRAM TridentBackendConfig A TGS CR

kubectl edit tbc <tbc-name> -n trident

* MRBIHREMKAY ~ BiHNIFESBHTHREREHNAVAER  ERILURIRCER « FEHRMITRA
EIRE kubectl get tbc <tbc-name> -o yaml -n trident ¥ kubectl
@ describe tbc <tbc-name> -n trident?®°

* SRS IEAERAERIRIRE Z 18 « BIRJ EFT#1Tupdateds < °

{EAtridentctiBTRIHEIE
EERRUNERFITRIREIRIESE tridentctl ©

RIG
I EIRERE BT TSRS :

tridentctl create backend -f <backend-file> -n trident
MNRBIHEBIIKN « RBIHAAREEMRE o AT T m <RI ER « LHIETRER :

tridentctl logs -n trident

A MAEEAAREAERNEELZE « MRBAITEE create 855 ©

B 1& i
EEAstra Tridentf|PR& iR ~ sFEIT FEUPER :

1. FEENB IR TS -
tridentctl get backend -n trident
2. ipRiEL

tridentctl delete backend <backend-name> -n trident

1R Astra Trident (B IEE SR ERILEAIAR « ERABITEE - BRI G S S
() EEARmETEREE - ERSEEEN B RE T TideniS R EETRE LR BAIR
5~ ST PRI o
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BRIRENEIR
BEEA TridentRIBRIRIR ~ AT AP ER
s EERSHE « BRTIIGS

tridentctl get backend -n trident

* AERISFIAFAER « FRT TIEe < !

tridentctl get backend -o json -n trident

e

BIUMBRIREBEZR - SFRIT TS -

tridentctl update backend <backend-name> -f <backend-file> -n trident

MRBIHRERE - RTRIERARE -
JRE

\g|
EII]]

TER T EMBER o LAILIIT e < BRIGIRCER ~ LIFIER

tridentctl logs -n trident

A IS IEARRGAERAVRIE 2 & « MR EHITENE update 83% ©
sHRl 8 AR 18 I BY 1748

BRI U AJsonE BERIIELHEEES) tridentctl BInMHREL - EEEA jq 2ARN  TRELK -

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

EERAMNMEREIIAZIE TridentBackendConfig ©
FRIHEEIREE MR
BEfZAstra TridentE IR IHIARE X ©

BRI
BEZ#H TridentBackendConfig BIZBBUE A MRS EIRS % - BHIRL THIME :
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* AIUEAEII&IF tridentctl LUEITEIE TridentBackendConfig?

* AILUER#II &R TridentBackendConfig FAEITEIE tridentctl ?

EIE tridentctl BIHEFA TridentBackendConfig

REGRAAEIBFERARBRII 2 BIRFIENT R tridentctl BREI - EiEBEBKubernetes/ T E
TridentBackendConfig S/ E

ERERRTYIES :
* RBEMBEEBRIG TridentBackendConfig ABEMEFEREILMN tridentctl ©
s ERZEIUMFEIR tridentctl ~ MEM TridentBackendConfig ¥ IFTE ©

EEMEBERT « BIRMHEEEFT « Astra TridentHFIZHRE G #IEEF - AREESAMEEEZ — !

* #4EFR tridentct]l BEIEFHERLNERIR
s FAREIIELRBIR tridentetl FIINBE TridentBackendConfig Y b —K ~ Bin S ERETE
I¥ kubectl MIE tridentctl ©

EEFEHEETALFEENRIE kubectl ~ I8EEIET TridentBackendConfiqg BEEFEIRARIR o U T2UM
EER4EE .

1. #3iIKubernetesté® o L1361 5 Astra TridentEd 17 5/ ARFS BN ERRR SR o
2. 31 TridentBackendConfig i . Hh AR ERE/MRFIFAEN « L2E T —PEITK
& o WBEREIRIEEMERIVAERER# (W'Jtl[l spec.backendName » spec.storagePrefix®
spec.storageDriverName %) © ‘spec.backendName HERESIRERIGHILTE o
HERO & AR
L83 TridentBackendConfig AEELFIRAMN R « [N ERSRIRARRS o 7EUEEHIP ~ BRERT
Fl|JsonE HRE I B

tridentctl get backend ontap-nas-backend -n trident

fmm fmm e
e t——— +——— +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e ———
ettt et e t——— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc—-
96b3beb5ab5d7 | online | 25 |

e i
e e et fomm - +

cat ontap-nas-backend.json

108



"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

HEE1 . EiIKubernetesié

BB SR ImEE0IME ~ N TEFIFR :
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

S$EE2 : 1] TridentBackendConfig CR

T—HRBEIL TridentBackendConfig B BBEAETANFEMNCR ontap-nas-backend
) o FBRTETIEK :

* PER THEINE RSB spec.backendName ©

* MRS B RIARIRIER o

* ERERM (BR) wEERERGRHERNIBER o

© REEREEBKubernetes Secretizfit ~ MIFUAIS FIRMH ©

TEUEZEHIF TridentBackendConfig 1 FFAMR ¢
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

SEE3 | HEEHIAREE TridentBackendConfig CR

Z21& TridentBackendConfig BRI ~ HFEERWZER Bound ° BHE R MR R IGIEREINE IR ATE
FUUID ©



kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

BIRIREBFEATEEIE tbe-ontap-nas-backend TridentBackendConfig ¥4 :

B2 TridentBackendConfig BIHfEMA tridentctl

‘tridentctl ARSI ERAEIINEIR

‘TridentBackendConfig® ° b4 « RREIES o] LUEEE AT S BIR IR RIR
‘tridentctl’ MIBR ‘TridentBackendConfig' MiFEfR “spec.deletionPolicy’ &&74%
‘retain °

ERO © BB

BN ~ RE& T3 BIGEME BRI TridentBackendConfig :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

e PRI L B HE—2, TridentBackendConfig BRINEBIINBEERIG [ BHREIFAIUUID] °

$EE1 | FEEY deletionPolicy 3%74% retain

EHIZREBBEE deletionPolicy ° EREREA retain © L_Jﬁﬁﬁrﬁ'*ilﬁ
TridentBackendConfig fi|FRCR#E ~ BIFERINEETR ~ W iHEBETEIE tridentctl ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

(D moEmit - TRBMEET— deletionpolicy 8% retain °
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%2 . MR TridentBackendConfig CR

RE—ETEREMPE TridentBackendConfig CREEFIZTE deletionPolicy %74y retain ~ [KATLA4ELE
B

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Rt it P m===
Fommmmmmrmemsrrrrrrr e reme e ee e e o Frommmmom= Fommmmmmm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmcemeoeoeoes Fommmmmmocmeomooo=
Fommmmcccosssssrsrss e e s T E e e S e e Fommmmmm= Fommmmmmm= +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmmmececesememe= Fommmmmmmmeme===

oo sesesesse s s s s e s e it o= +

fIB&*EF TridentBackendConfig ¥4 : Astra Trident R ERIRTE ~ MALERRIIREBIRAE ©
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