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"storage": [

{

"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by

2. {#F parameters.selector EALUKSINE EEHEEE R o HI40

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BB ZLUKSERIZEME - i :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA

luks-${pvc.name}

$S{pvc.namespace}



PR
LUKSHNZHERR & FAF FHONTAP E 48 Bl iRt i S BR A i o

A EEA LUKS Volume HI1& k4R

EEFE A LUKS Volume ~ f8AZBERTE luksEncryption E(true E#&UH © © luksEncryption HEBEEHF
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: trident svm
username: admin
password: password
defaults:
luksEncryption: 'true'
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

TEELUKSE MRS
fEAT LAhEEEL UK SHE R 2 RS Il FE SR 8m oA ©

@ AN IR ERE A BRIMHIRE « IRIBSHREFRSIA - IRSENEMEHE
9&  CRIBEECARI IR E - BB REINE BEAFR

RANEETIE

MBREIEEHMLUKS ERRIE 2 BRI EHMIEEMPd « B Z 34 L UKSERZIEREIR - B 3HIPod
BF « Astra Trident® ELEREIE R - HILUKSIEREZRHE A 22 h p VE B FPIB RA RS o

* NRHIRE ERVBRZIS R Z P ER BB AER - e E4Hma o
* MNREIRE _ERY @R IS = th Y (F F i@ R IS AR AT previous-luks-passphrase DY AR o

SR
1. #1¥ node-publish-secret-name #l node-publish-secret-namespace StorageClassZ2 & o Fi0



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR &SRR ERVIR AR o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EHEENLUKSHEE ~ LISTERA SIS o R previous-1luke-passphrase-name
previous-luks-passphrase RE TR BRAZE ISR ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. EIHEIPod LU E Volume © 3SR EIENHEEFR R o
o. MESNEMEIBE e o



Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

+
i
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1. BYF cSINodeExpandSecret INAERE (beta 1.25+) o° 552 "Kubernetes 1.25 : {# 3 Secrets#E 1 THIZ,
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2. 8 node-expand-secret-name #] node-expand-secret-namespace StorageClassZ# o /40 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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BRE NFS HIRE « SBHER TIIEEERE :

REY FETEEN FEEY | SAFEUE HBAREREFEIE
UNIX BEEA BEEA BEEA
Kerberos 5i B EE 2B BERA
Kerberos 5p 2 E A B A BEEA

AR T ~ BRANFEIL ONTAP B RAIFIE L RAFRA

* "I EEHRA
* "R RAEELRA

B HEFERIE

AT LUIEENI S Kerberos NZZINRERY Astra Control Provisioner {7 & Im4RRE o

RAREIETE

EIRIE R Kerberos MIZMEHEZERBIHAARER « AUERAZSEE5E Kerberos IZEN =ERERRASZ—

spec.nfsMountOptions -

* spec.nfsMountOptions: sec=krb5 (EE:FENNZE)
* spec.nfsMountOptions: sec=krb5i (HD#A{RERESZENNE)
* spec.nfsMountOptions: sec=krbSp (B4 5 EHBFA(RERIEREENNE)
R4EE—1E Kerberos B4k - NREESHFERIEE Z1E Kerberos MMEZE#R ~ IR SERE—EREEE -

1. ERtERE L « EATYHARIFFRIRERESR - UEIRENEREUEN <> hivE :
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BIf#EFSER
TR AR ILI#TFAER) « UER Kerberos NNZZRACE MR & o

RAREETE
BICEIFFERNHR - ATUUER TY28 157 Kerberos INZEM ={ER[ERZASZ— mountOptions -



* mountOptions: sec=krb5 (EREEEINNZE)
* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)

/\?EIE_ﬂE Kerberos Euu& gu%

(CE TR A SR E FO B 4

B

mountOptions: sec=krbb5p (B p BAREFARERY ER R BN

RESHBEDISEZE Kerberos INEBA ~ IR EERAE

—{E#2EIE - R

BRI HTFER M ISR ERRR « AR BB -

1. {EALLTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: ontap-nas-sc

provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp

parameters:

backendType: "ontap-nas"

storagePools:

"ontapnas pool"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. BRI fEFEER)

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
AcE Volume

Bif#FRImNHETERN 2’
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RIRTERIECE Volume o S22 R TRIERAR "ERACE"
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f£F3 Azure NetApp Files MR & EE4R L Kerberos 1%

TRILEE E R E B E — Azure NetApp Files #771&1%5X Azure NetApp Files 77 2IRRYERER 2 HAVHF
& LB Kerberos % o

R Z Al

s BRIEEEEEM Red Hat OpenShift &5 _EE{MA Astra Control Provisioner ° :52E8 "Bl Astra Control
Provisioner" L EYIS4ET ©

SAEEERLFER tridentctl ARER o

* FHARPHERLIEEPIIET « LFERIEE ZEYF Azure NetApp Files {#77&ImETT Kerberos % "Z<
X1g ‘Azure NetApp Files" ©

EEfER Kerberos NIZBI{ES] NFSv4 S EESE IEFERTE © 552 BIAY NetApp NFSv4 A3t ABRE—ER
(32 13 H) "NetApp NFSv4 188 R{EEF5Ism" o

FERVAEZERE
ISR LUEIL B E Kerberos NIZEINAERY Azure NetApp Files f#77& im4H RS o

RIRERI(E
E‘“L_du%ﬁﬁlﬁﬁﬁ REAEZRRIE Kerberos IZE ~ LRILUNUAER - UERHERETIIMEAISENERZ

* ERRAIN * HFRIRER * spec. kerberos

* (FRRNIAY * BIRERELR * spec.storage.kerberos
EEAEERECERERERE - FEARTENFHRERENEE -
FEE—B4R - CEBEILUIERE Kerberos BN =ER Bz — :

* kerberos: sec=krb5 (B&sEENNE)

* kerberos: sec=krb5i (B73#AIRENEEEMNE)

* kerberos: sec=krb5p (B4 #HAEBFARENERTEME)

1. ETEERE L RECREEEMHAFERE (HERRERNEREERER) BOUE « €A TIEP—EHEH
BI#FRImERRES - UCIRIBHEREAIEN <> FpE -
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

EREEE RS

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-secret

2. EREE E—ESRPEIAEREREIL R

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE
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A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

B fRFLER
ISR AR (77485 ~ LAEA Kerberos TR KA BHAIER ©

TR
1. {EALL T EHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. BIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. EERIUEFER

kubectl get sc sc-nfs

TREZEE R TIREREL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
AcE Volume

B R FRImAGEFENZE « CIREAILUECE Volume ° 552 R THERRR "HIRACE" -
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