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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qgosPolicy: premium-pg
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"storage": [

{

"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by

2. {#F parameters.selector EALUKSINE EEHEEE R o HI40

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BB ZLUKSERIZEME - i :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA
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luks-${pvc.name}

$S{pvc.namespace}



PR
LUKSHNZHARR & £ 757 FAONTAP B4R B RHM bR it B2 BR A e i o

FBHEEA LUKS Volume RV ix4HRE

EEEA LUKS Volume ~ 8AZERRTE luksEncryption E(true E#&I% ¢ © luksEncryption BIHEES
Astra Trident ~ BHEER TR E LUKS 122 (true) ARTE LUKS #RES (false) MILATFEHIFAT ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'
HEEELUKSEHENS

A A e L UK SHE FE 22 DS I RS2 8w o

(D AL - IRIEEE ST ABRE SR « REBIUEZEFISIFE c NRBZHERZBIEE
K~ IRARE A SR E - MB BRI RTINS EE1FE o

RAMEIETE

MREIEEHMNLUKSIERRZE 2 B2 EH IR EMNPod ~ BSR4 L UKSERIZIBER o B HMPod

B « Astra Trident® EEERERE & _E YL UK S B8 B2 0E EA 14 23 ch 9/ FR R 3@ RE B2 EE o

* WNRWRE AR RIS AR PN ERPEMEAEN - B ERR o

* WNRHEIREE _EAYERI RIS B R R R E P @ RASRIEAERT previous-1luks-passphrase 288K o

1. FRig node-publish-secret-name # node-publish-secret-namespace StorageCIass%%( o B4
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR &SRR ERVIR AR o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EHEENLUKSHEE ~ LISTERA SIS o R previous-1luke-passphrase-name
previous-luks-passphrase RE TR BRAZE ISR ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. EIHEIPod LU E Volume © 3SR EIENHEEFR R o
o. MESNEMEIBE e o
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

.luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

+
i

QEEHIRE MR EERIFREVBRAEER « 7 ShEiEmm =S o

(D BN ~ MNRBCIMEEHEZRNE luksPassphraseNames: ["B", "A"] ~ NEEATE o 00
RS FTHIPod U E B ST hiEEs o

EiFVolumelE 7
R A A TELUKSHINZ B Volume _E EUEB Volumelg 7t o

1. BUE cSINodeExpandSecret TEERE (beta 1.25 +) o s52R] "Kubernetes 1.25 © {#SecretsiE1THIES
EERISCSI VolumelEse" IUBUSSFHAER] o

2. % node-expand-secret-name #l node-expand-secret-namespace StorageClassZ2#{ o fiil :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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