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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qgosPolicy: premium-pg
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"storage": [

{

"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by

2. {#F parameters.selector EALUKSINE EEHEEE R o HI40

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BB ZLUKSERIZEME - i :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA
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PR
LUKSHNZHARR & £ 757 FAONTAP B4R B RHM bR it B2 BR A e i o

FBHEEA LUKS Volume RV ix4HRE

EEEA LUKS Volume ~ 8AZERRTE luksEncryption E(true E#&I% ¢ © luksEncryption BIHEES
Astra Trident ~ BHEER TR E LUKS 122 (true) ARTE LUKS #RES (false) MILATFEHIFAT ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'
HEEELUKSEHENS

A A e L UK SHE FE 22 DS I RS2 8w o

(D AL - IRIEEE ST ABRE SR « REBIUEZEFISIFE c NRBZHERZBIEE
K~ IRARE A SR E - MB BRI RTINS EE1FE o

RAMEIETE

MREIEEHMNLUKSIERRZE 2 B2 EH IR EMNPod ~ BSR4 L UKSERIZIBER o B HMPod

B « Astra Trident® EEERERE & _E YL UK S B8 B2 0E EA 14 23 ch 9/ FR R 3@ RE B2 EE o

* WNRWRE AR RIS AR PN ERPEMEAEN - B ERR o

* WNRHEIREE _EAYERI RIS B R R R E P @ RASRIEAERT previous-1luks-passphrase 288K o

1. FRig node-publish-secret-name # node-publish-secret-namespace StorageCIass%%( o B4
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR &SRR ERVIR AR o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EHEENLUKSHEE ~ LISTERA SIS o R previous-1luke-passphrase-name
previous-luks-passphrase RE TR BRAZE ISR ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. EIHEIPod LU E Volume © 3SR EIENHEEFR R o
o. MESNEMEIBE e o

22



Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

.luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

+
i

QEEHIRE MR EERIFREVBRAEER « 7 ShEiEmm =S o

(D BN ~ MNRBCIMEEHEZRNE luksPassphraseNames: ["B", "A"] ~ NEEATE o 00
RS FTHIPod U E B ST hiEEs o

EiFVolumelE 7
R A A TELUKSHINZ B Volume _E EUEB Volumelg 7t o

1. BUE cSINodeExpandSecret TEERE (beta 1.25 +) o s52R] "Kubernetes 1.25 © {#SecretsiE1THIES
EERISCSI VolumelEse" IUBUSSFHAER] o

2. % node-expand-secret-name #l node-expand-secret-namespace StorageClassZ2#{ o fiil :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

+
i

ECRENER LRETFETR « kubelet& B E R RBEHEEMREER -
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HETLR E Kerberos 1%

{5 Astra Control Provisioner ~ R A EEEHBFEFR IR 2B REEAME
R EERIFINZ M o

Astra Control Provisioner 21&3%i® NFSv3 #1 NFSv4 #H4331T Kerberos 1% » 1 Red Hat OpenShift #1_E
Kubernetes =52 AEPERE ONTAP HAIRE

it

ICRTLAEIT ~ MIFR ~ SAZEAR/ ~ TRER ~ 18R « MEEERKREAER NFS MERHEIRE o

EFRAERERER ONTAP FifEE KRR E1T4R £ Kerberos 1%
EAI AT E R E H RN ERZPE ONTAP #1FERiInZ B F#EE 2 _LEUB Kerberos NZE o

@ DEEAFEREER « 7 ZIRAEERE ONTAP f#1F&IRAY NFS & Kerberos fil& ontap-

nas °

FAtaZ Al
s FEREERE "B EUE Astra Control Provisioner” 15t B F

* SAMEEERLIER tridentctl ARER o
* BRICEAE ONTAP FEFERIEHNEIESFEE o
* BRIEHERE ONTAP #ER IR AR ERTE o

* GBHETER S EEYF ONTAP #1F VM ~ LIZIE NFS HEFREER Kerberos N%E o 52/ "IT ERILIF LR
FKerberos" LUEVEIST

* sAMEELMER Kerberos MZERIES NFSv4 HABREE B IEFERTE © 552 BIRY NetApp NFSv4 HBIARRE—ER
(%5 13H) "NetApp NFSv4 tE3R B R{EEHIER" o

I SIECT ONTAP ELHRR

CEERRFIEEIEAN ONTAP EHEE « sREIFAELRERLD) - LIZIE ONTAP 477 VM 1RHEEER
Kerberos N ~ LAz ER_EifF Kubernetes SR H FARY(E(] ONTAP FEHR(&E o 1S Y6 B /R BRI S (S B S 89 %R
BE R B B E 1B T 5 FEUEN 7 E FFEERR

FEEHERE
fEF NFS ~ NFSv3 1 NFSv4 ZECGE R ERELEEHRE) o

FEGHAER

RE] URIEH R EHER ~ 387 Kerberos MBN={ERRRREZ— :
* * Kerberos 5* - (BRs5EANNZR)
* * Kerberos 5i* - (B9 #ARENEFEINE)
* * Kerberos 5p* - (B35 BPERARENEREERNE)

FEREENFEERAERE ONTAP BEHRAFRE o FIi0 - iNRFBLESER Kerberos 5i #1 Kerberos 5p TNZR
B % NFS MR E ~ sAEA THEEGRAE ¢
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L RPN AEEX | BATFEE Bk ERE FEVE

UNIX B ERUEB ERUEB
Kerberos 5i EEE 2B BERA
Kerberos 5p BERA BERA BERA

AR TS ~ BRRUN{AIEE I ONTAP BB RAIFEE HRAIFRAY

« "ERIIFE A"
- "B 2 B L "

B HEFERIE

AT UL NS Kerberos INZRINBERY Astra Control Provisioner ff1Z&im4RRE o

RAREIETE

BIRIEIRTE Kerberos NIZFEMFHFR IGAHREIER « I LUFERZ2835E Kerberos INZEN =BERERRA 2z —

spec.nfsMountOptions -
* spec.nfsMountOptions: sec=krb5 (EEHENNE)
* spec.nfsMountOptions: sec=krb5i (B EAIRENEEFEENNE)
* spec.nfsMountOptions: sec=krbSp (B4 5 EEFA(RERERTENNE)
HI5E—1E Kerberos [E4k - NRICTE2HFEPIETE Z1E Kerberos MMEZEAR ~ IR EFERAE—(EER -

im%
1. EEERE L « AT BARLMBFRIFEBRESR - UETIRBHNEMEAIEN <> fiE !
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BN fETFLERY
IRB] AR (77485 ~ LAEA Kerberos TN REC BT E ©

RIRER I
BRI EFENYHE « PIUER T2 « 57 Kerberos MMFBN={ER B4 Z— mountoptions !



mountOptions: sec=krb5 (ER:HENNE)
* mountOptions: sec=krb5i (B #ARENREEINE)

mountOptions: sec=krb5p (B9 :#5BRARBFAIRERNERESRMNE

2.

)

$5E—1@ Kerberos B4R  IREHESBBEPIEESE Kerberos MFEAR ~ RIR GER S —EFEE - J1R
CARRFRIBERPIEENNZERACEFRFENHPEENERAR « ARFENMGSE. -

1. {EALUTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. @IfEEFLER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
Bt & Volume

B #FRIRNHTFENZE « SIREAIUECE Volume 552 R THERA "ERACE" ©

8/ Azure NetApp Files H4HEE R ETEAR L Kerberos %

BRI UTESE E = B8 — Azure NetApp Files 17 1&Im3L Azure NetApp Files #FRIGHEREE 2 BHHEE
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& FRUA Kerberos /% o

FAtEZ Bl

* RIS EEEER Red Hat OpenShift #& B Astra Control Provisioner © 5528 "B Astra Control
Provisioner" WEVEHET ©
AEERZAIUERN tridentctl 2AFH]ER

s SRR ERITEBIERIIET - LEFREEZEMEYLF Azure NetApp Files E7Z&ImETT Kerberos fIN% "5
X ¥& Azure NetApp Files" ©

* SRIEELER Kerberos MIZBIE(R] NFSv4 AR EEEIEFERTE © 552 R NetApp NFSv4 48igi 4B RE—&f
(8 13 H) "NetApp NFSv4 188 R(EEFEISR" o

BT RN
EAI LRI B Kerberos MIZEIHAERY Azure NetApp Files T & IRARRS o

RIRER I
BRI RFRIFERERRRTE Kerberos IEE ~ ERIMMMNER « WERHERETIMERISERNERZ

* (ERBAIY * EEFERIGELR * spec. kerberos
* FRRAUN * EREEBELR * spec.storage. kerberos

EEEERERERTRERE - SEAREENFIRERERER -
TEE—B4R  CH AT LIEE Kerberos MMZEM = ERRRRAZ— :

* kerberos: sec=krb5 (BR:EEANNZE)

* kerberos: sec=krb5i (B HBREMNEREEME)

* kerberos: sec=krbS5p (&3 #AIERIARENFZENME)

1. EEREL RELTETERAERE (RERRERIERERER NUE €A TIHA—ESHEG)
Bif#AFRIRERES - USIRIZHNERIAIEN <> FrYE !
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HFRIREREEH

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

EREEE RS

krb5i,

or krbbp

29



2.

30

apiVersion: vl
kind:

metadata:

Secret

name: backend-tbc-secret

type:
stringData:
clientID:
clientSecret:

Opaque

<CLIENT ID>

apiVersion:
kind:
metadata:

backend-tbc

TridentBackendConfig

name:
spec:
1

storageDriverName:

version:

subscriptionID:
tenantID: <TENANT ID>
location:
servicelevel: Standard

networkFeatures:

Standard

<CLIENT SECRET>

trident.netapp.io/vl

azure-netapp-files
<SUBSCRIPTION ID>

<AZURE_REGION LOCATION>

capacityPools: <CAPACITY POOL>

resourceGroups:

netappAccounts:

virtualNetwork:

<SUBNET>
nfs

subnet:
nasType:
storage:
labels:
type:
kerberos:

encryption

credentials:

name:

sec=krb5i #can be krbb5,

backend-tbc-secret

<RESOURCE_GROUP>
<NETAPP ACCOUNT>
<VIRTUAL NETWORK>

krb5i, or krbbp

EREE L —EPRPRIBREERBEIIE :

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE



A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

e RvAE Ze2 bl
TERT LU S TR 4ER ~ LUER Kerberos MNZZRACBHIRE o

SR
1. EALL T EHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"

" "

trident.netapp.io/nasType: "nfs

selector: "type=encryption"

2. EIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HERE BEEILfAFLER

kubectl get sc sc-nfs

TREZE AR TIMEREL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
BcE Volume

BRI #FRIENHEFENZE « GIREAIUECE Volume 552 R THERA "ERECE"
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