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Azure NetApp Files
5% EAzure NetApp Files —{EFFRE 1B 1%

1EBI LU Azure NetApp Files 52E % Astra Trident BY1&i o BT LAEA Azure NetApp
Files & iE 12 NFS 1 SMB W& o Astra Trident th3732{$EF Azure Kubernetes
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ReadWriteOnce (rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod
(RWOP) o

EespEzl EHBE  VolumelE{ ZIBMEFEUET TRIERAR

azure-netapp-files NFS SMB BERGR Rwo » ROX ~ rwx » nfs ™ smb
RWOP

EZE
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* 4T Astra Trident » EFEHE cloudProvider to specify "Azure" ©

TridentEH F
HEER Trident BH T ZE Astra Trident ~ 5545%8 tridentorchestrator cr.yaml URESR

“cloudProvider "Azure" ° fH40 :

apiVersion: trident.netapp.io/vl

kind: TridentOrchestrator

metadata:
name: trident

spec:
debug: true

namespace:
imagePullPolicy:
cloudProvider: "Azure"

trident
IfNotPresent

£
MU TS ERIRIEEEHE Astra Trident Set €2 cloudProvider & Azure "S$CP -

helm install trident trident-operator-100.2406.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code> EY[A] </code>
ZZGTE cloudProvider & “Azure .

LU &322 4E Astra Trident M HEHEIE SR

tridentctl install --cloud-provider="Azure" -n trident

EisG 55
EixnE 75 I:E Kubernetes Pod U TEE 8 258 R1FE Azure BIR ~ MIELR AR Azure 5858 ©

EETE Azure FERERS DR « ESNBEERE
* £ aks ZBEH Kubernetes =

* 7£ OKS Kubernetes 5= N T EE & A oidc-c3E1T
* B&4E Astra Trident ~ EFEE “cloudProvider 367 ""Azure" K “cloudldentity 1§ TE& & 5 5 #5189
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G EFEA Trident EH FL4E Astra Trident ~ 554R#8 tridentorchestrator cr.yaml MUERES
‘cloudProvider "Azure" » MiERTE cloudIdentity 7%
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXKXXKXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

Efe
ERATIIRIGEHRTE * BinttEs (CP) *M*ZmF oA (Cl) * ERNE !

1\

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
XXXXXXXXXXX"

LU EHIZEE Astra Trident ~ Mi{FERIRIEEBESTE cloudProvider 4 Azure “$CP ~ Mi{FAIRIE
B SCI'BE “cloudIdentity :

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code> HY[A] </code>

ERATIIRIEHRE © DR * # * Tin IDENTITY * HERAIME :

i

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—=XXXX—XXXX=
:$:9:9:9:9:9:0:0:0:0. &

LU Z24E Astra Trident M ASFEAZERE cloud-provider 4 “SCP ™ # cloud-identity SCI

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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—_

n id" .

"/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

read",

"Microsoft

write",

"Microsoft
delete",

"Microsoft
ts/read",

"Microsoft

{

"actions": |

.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/MountTarge

"Microsoft.Network/virtualNetworks/read",

.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read"

14



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write"

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],
"notDataActions": []

s BEED—E "ZIREYF4EE"M Azure location © ¢ Trident 22.01 FA%A - It “location’ 282 & im4AREHE
Zx FEBHMER - ERKERE RNPISENAUEE o

* BB Cloud Tdentity it "EAEISRNEESHHE BN client 10 BIEFISER 1D

‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XKXXKXXXXKXXKX ©

SMBHEFRE Y E T K
EEEI SMB Volume -~ IEHBEERE ©
* Active Directory BsRE M ELRE Azure NetApp Files ° 2] "Microsoft © EiL & EIE Azure NetApp Files
B9 Active Directory H4R" o

* Kubernetesz= 5 B LinuxiZEHIZZE0E, « URED—EHTITWindows Server 202289Windows T {E&f
B4 o Astra Trident{€ 1B 2 47T WindowsEiEs F#1{THIPod_ERISMBREIER o

* E/DH—{@ Astra Trident #4% « RS &M Active Directory 53:% « LUE Azure NetApp Files AE5IER:EE
Active Directory ° 4% smbcreds :

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* FREAWindowsARFSHISCSI Proxy o HERE csi-proxy * sAZ2EE"GitHub : #EHEWindowsfISCS|
Proxy" ~ BE"GitHub : csi Proxy"f#7E Windows E#{THY Kubernetes &% o
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus

BIENS 75!

EfEBIR4EAE subscriptionID BHME v “tenantID™ clientID'# “clientSecret ™ SLEEfE
Bt E B o # R RFRYERINEE ©

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus—-anf-subnet

10
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

o

BARESERERNEEREERMER

B IRARRE S S AR & B TE Azure BIIE ~ W ER eastus AEBEEH "Ultra o Astra Trident @ B &)
BFRERZAUBFEIRE Azure NetApp Files FIFRE F4REE ~ W EE P —EFHER L NEFHERE °

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2



12

‘IR AE— DR RE N E S E R N EE—FEE - MELE D VolumeBIRECETRR(E

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct

clientID: dd043f63-bf8e-fake-8076-8de91le5713aa

clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

RFENER
%] “StorageClass' E &5 Lilf#EEFEEIRM o
ERRAIRE &S parameter.selector

fEF » parameter.selector ERAIUARBNRES volume HWEEEREEISE StorageClass o ZHiRE
EEEFENBERIPERSERZEE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBHAHR & Y TE Z= &1 45

1=

R nasType node—stage—secret—name\ﬂ] ‘node-stage-secret-namespace ’ EEILUERE SMB
HERE & W IR P EERY Active Directory 5355 ©
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMREERRERNEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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tridentctl create backend -f <backend-file>
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tridentctl logs
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1RIRTE AT L& Google Cloud NetApp Volumes & 5E % Astra Trident F91& % o IEA]LAfEA
Google Cloud NetApp Volumes & Im3RMAN NFS HAREE o
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(RWOP) o
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iR —ED

storagePools ERZ2¥ -~ AEERNEIMEENFEEFEEIRM o
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) BYJSON-EHXLAR ° apikey HABE TIIERI
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client email ~ client id*™ auth uri
token uri auth provider x509 cert url ™ #l
client x509 cert urle

nfsMountOptions TS A2 NF SH & 5818 o "nfsves=3"
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limitVolumeSize

servicelLevel

network

debugTraceFlags

supportedTopologies

VolumeX R EEIE
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MREBRVHEREANSRUIE « IEREERK - ™ (FERAREINT)

EENREBRENIRFEER - BEEEE flex

standard > premium '3f ‘extreme °©
F GCNV Volume BY Google Cloud 482 o

SREHHRIS E L ARV EEETEAR o 8661 : null
{"api":false, "method":true} ° BRIEMIEEE
ﬁ&i%&ﬁmﬁjﬁ%%%#lﬂE@%Eﬁz“ﬂtEEﬂ ~ BRIGE/DERLETN
BE °

RRIBIRFIZENE IR &IEEE - MEFMAESH
i8 "EA Tesithiz) "2/ - flun
supportedTopologies:

- topology.kubernetes.io/region: europe-
westb

topology.kubernetes.io/zone: europe-
west6-b

TR AT RSB R E B EHITERAY Volume BIRECE defaults ©

2 SlE EB
exportRule ERERELRA) - HERLGE  10.00.0.0/0]
SEDFRAYE IPv4 (HHAEETBEE ©
snapshotDir 7ZHX ".snapshot’ B &% "R"
snapshotReserve REBAIRIBAVHIEE B 2L " (IBEETERMEO)
unixPermissions AR EAJUNIXHERR (4@ )\ "
HF) o
AHRE &G
THEHHFETERARE « BATDLHREERE - EETRBIRREENFE o
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Volumes BIFFBEREFE IR « il]ff‘fé'*;&%ﬁ—ﬁﬁﬁzzﬁl?_uﬁﬂl?’_ Hf—E&RM L - Bit&iR « Eit
e nfs EEMAERE - MEBIHES NFS HEREEITERLKE °

RPRECERY Volume 1R {HEESMNVEEE] ©

apiv

kind:

meta

ersion: vl
Secret
data:

name: backend-tbc-gcnv-secret

type:

stri
pr
pr

Opaque

ngData:

ivate key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab%ec’
ivate key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==
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apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079'
location: europe-west6
servicelLevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbb6ted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnv
spec:



version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
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znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: '10'
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard



ETRRIE?
BUBIKEREZR AT TIE< !

kubectl create -f <backend-file>

AEMERIREENREL « FHIT e !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-gcnv backend-tbc-gcnv b2fdl1ff9-b234-477e-88£fd-713913294f65

Bound Success

MR BIHREILEW ~ RTBIFAHARERE o Ko UERARLRBMEIR kubectl get
tridentbackendconfig <backend-name> > ZE#{T NI <R CERAFIENRE !

tridentctl logs

A IS IEARRGAERIEZ 8 ~ IERT AR IR « AR B RHIT create a5 < ©
EZEH

HFEER E R &S
UTR L BIRIEZ StorageClass 5 ©

apivVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

s EREAMNEERIER parameter.selector : *

{#H - parameter.selector ERIUAABARIEE Volume BIEEFSRE StorageClass "ERER" o ZHEE
BEMENBERNPERSERBE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=standard"
backendType: "google-cloud-netapp-volumes"

NEREFERIBFEEN 57 "EIFETER2H -

PVC E&EEH)

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

A& PVC BERIR AT Ma< ¢
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kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

27 Cloud Volumes Service X Google Cloudi&ixRIIhAE

BECloud Volumes Service FRUN{EIERIGHRVEEHIZERS « I ENetApp for Google Clouds&iE
AAstra TridentZ 29 o
Google Cloud EEEIFZTFHAAE

Astra Trident &t gcp-cvs EZEFBNHEEFRER - TENEIEREIE | ReadWriteOnce (rwo)
ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

EREIFE, i E Volumet®®, HEMEFEIUER SENIERERG
gcp-cvs NFS EERS Rwo » ROX ~ rwx » nfs
RWOP

EABEZAstra Trident¥iCloud Volumes Service Google Clouddysz 1%
Astra Trident AT LATE"ARFHEE AL A T M@ AV —F&-RZ I Cloud Volumes Service Volume :

* * CVSRAE" | TERAYAstra TridentiRF5HRE! - ERMAERECHRBRERBESERWENERFEELEE
& o CVSMAARFF A S —BFRRETE « Al IRER/)\V00 GIB AR R o R LUEE = SR E RT3
Hep—Ig !

° standard
° premium

° extreme

* *CVS ! CVSIRBHEE R DB AE « (BEMAESFRERNPE o CVSIRFFIRIZ —TEIASEIA « EAR#
FHEIRMESE/NE1 GBRMIRE - #EFERNRZSFAIEIS0EMRE - HRFrAHIRE S EHARERM
B EMMAEE - ERILUEE WEARFE R FHHP—IR

° standardsw

° zoneredundantstandardsw

* Google Cloudtk B B & ENetApp Cloud Volumes Service Ih5E
* Google CloudifkF HIEZ4R5E
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* BAIEAER Google Cloud Service &k netappcloudvolumes.admin
* API& #8122 « f£Cloud Volumes Service &RIIA E REEH

BERmEETTE—Google Cloud @A EHMIRE - EEEHthEEE T HIRE

storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions
limitVolumeSize

servicelLevel

network

55

EEEEEEN LT
EREZ AR TR
FBNIEECVSIRFELERIAVERZE - AN software”

FE cvs IRFERE - [/H) >
B cvs-pPerformance ARTEFEE! (“hardware) o

ISR E R E MR o

A
KBRS
'GCP-CVS]

BEEniziaiE+ [_1 + AP

TR —H7

Astra Trident mBH¥

ZIRCVSHERFHLRT < IEASH « AtEE AR B IR

ERYHEFEIRM ©

Google CloudiR A B 24z o th{ERIEGoogle Cloud
AOPHEEERKRE

MERERHEZVPCHERE ~ AIBMEIEH © TELEZEAIAH
projectNumber * ‘EIRFFEHZE -
*hostProjectNumber th @ TH4EZE o

Astra TridentfEGoogle Cloud@&i#£17Cloud Volumes
Service T &ZBAERIINAE o EIIE&EIE Kubernetes
EERF « IEPEIAIHRRE apiRegion Bl R EEZ1E
Google Cloud @IHVENEE EHFREN TEES - BEE
MEYELLRINLA ©

AAEILtAEB Google Cloud ARFSIRE B AP| 58
netappcloudvolumes.admin ©° Eqﬂ'@’é‘Google
CloudfRFFIRFMEEWIER (BFENEBIRERNE
) BJJSON-IEHXAR ©

Proxy URL (UNRZEZEProxyfRiREs 7 BEELFZECVSIR
B) o ProxyfAlAR2§ ] LAZHTTP ProxyZ{HTTPS
Proxy o HFAHTTPS Proxy - BBkB/KEERE « U
EProxyfAlfRESPEE BHEZNESE - FZERERE
ERs8HIProxyfaliRES ©

REARTEHINF SH S EEIE o
NRERAVERRE A/ NEIRILE « BIERECERMK -

FERARHHIEEICVSMAE K CVSARFEE 4R - CVS-
Performance {E83#& standard © premium’ &
‘extreme ° CVS {EE standardsw' 3%
‘zoneredundantstandardsw °

Google Cloud#48E&FH2Cloud Volumes Service f#/RE
K REARERE o

"nfsves=3"
" (FERAsRHIEIT)

CVSHAETRR & 1%

£ o CVSTERA MME
)| o

llﬁ%ﬁ"
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W

% =R EH En

debugTraceFlags SEEEHHRRIS 2 (RS EETEAR o 2661 : null
\{"api":false, "method":true} ° FRIEMEIETE
EITRR BRI R B S ARVECEEED ~ DRIEMERLE
IhAE ©

allowedTopologies EEABEFFE « B9 StorageClass E&
allowedTopologies WABEEFIEME - U0 :
‘- key: topology.kubernetes.io/region
values:
- us-eastl
- europe-westl

VolumeE JREC E#ETH
TR UATE RSB R B B P EHITERRAY Volume BIRECE defaults ©

2% =R EH EEY

exportRule iR ERVEE L FRA o WBRIME  10.00.0.0/01
TRAPREVEE « LUICIDRFESIH
FrEBIPVA{IHEEY IPvA-F 48R 4H
A o]

snapshotDir 7ZEX ".snapshot’ B &% "R"

snapshotReserve REB4SREBRIMIEE B LE " ($#=CVSTEREZO0)

size R ERI AR/ o CVSHAERIE CVSHABERRFSIRRITER A

#5100 GiB ° CVS&1E#%1 GiB ° 100GiB1 ° CVSARFFIREMI R E
aRE - BELFEE1GB-

CVSHAERRF AR FE I
THIEHIRHCYSHMAERRISEAMBEHIARAS o
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"'

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



A2 : IRFEEARAERS

AR HIERPARIRMERREEIR  BERFSE R VolumeTasR(E °

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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A 3 | EREEMER

IEEEFI(ER “storage KB EEHIER « LUKk "StorageClasses A EFHRBEFIN o BREHFENES
L BB R EFERNER A ©

RS H A ERERR T ENTERE ~ #5584 5% ~ #§5% snapshotReserve % “exportRule
0.0.0.0/0 ° EREERTE—HIPEE storage ° HEEREREEMETEITESR servicelevel » Bt
EEEESTERE c ERMMERBARIREN protection BOM “performance ©

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

33



snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

EEENESR

T%StorageClassE&E BN EHREEHAEEH) o fEA "parameters.selector B ~ KA LA S1E StorageClass
IEEAR T IEHMEENERERE - ZHEESEFMENE RNTERRERT °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* First StorageClass (cvs-extreme-extra-protection) BREIE|FE—EEEM o S —IR BB
At ~ REBRIRE TR 10% &Rt

* Last StorageClass (cvs-extra-protection (Ef&—f@E StorageClass ) FEAEMIEM 10% REB(RERY
{#7Fith o Astra TridentRE ZEEVHMEERER « LREFRNSRBAREBHEK -

CVSHRFEAAEI S A
TFIRHIRHECVSIRFRR R HIARRS o
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S FARISRE CVS IRFLERFTERARFEBARM standardsw RERIHAARE “storageClass ©

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw



#HH2 : FEFERNER

B im4EREERFI AR “storagePools 5 EfF# 1t ©

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"

private key: |-

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelLevel: Standardsw

B TARE ?
RUEHECEZ®  BRTTIIRS

tridentctl create backend -f <backend-file>

MRBIREILR - TR InHERARE o ERILIIT e < RigfRscE: ~ UFIENREA :
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tridentctl logs
RS IEAHREAERIRIRE 2 18 ~ MR LIBR#TTcreatedp < ©

% ENetApp HCI —{EF R 2Ih58YSolidFire &

Ll

B AR UN{RITE Astra Trident 24T MIEATERBIR o

SRR

Astra Trident &1 “solidfire-san (#FZEEITE R AR E B - TEMEFIUERXEIE | ReadWriteOnce ( rwo
) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

‘solidfire-san flfFRRENTENZIZE file M block MHIREIRT - HFL "Filesystem’
volemode “ Astra Trident BHEVMIRELEIIERRR - ERAREEH

StorageClass?EE °

HEE )Y BT Volumet&Ezi T HENFEEL TERERZRRS
solidfire-san iSCSI & 18 Rwo + ROX ~ rwx EREZZRLZ - [RIFE

« RWOP BREEE o
solidfire-san iSCSI IEERG RWO -~ RWOP xfs ext3 ™~ ~ extd
FHYRZ Al

TERUTHRRIRZA - WEETHIER °

* ZEOFEFRA - JHITElement#RES
* 1R {H#4ENetApp HCI / SolidFirez & B2 S ME R EAERTE « UEEHRE -
* A BYKubernetes TIRENRLERIEZ R EEEMISCSIT A - FH2MH "TIEEREFESEH"

1N

—_—\\
8
i
b
e
B
\

2/

2% sREA TR

version KiEZA1

storageDriverName EFREIEN LT XizzE lsolidfire-san]

backendName SRIERY EEAETEZE I rsts_1 +REfFsRME (iISCSI) IPfi
AtSolidFire
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MREKRHEIRFEA/NSIRILE s T FERFREIHIT)
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SRR EFEARANEEEZ &8 null
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(D SIECEE TR R HE S ARRATERIAED « TRIS/IEM debugTraceFlags ©

A1 R = EHREHEEAEREIZNRIRAERS solidfire-san
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

#Hl 2 | AR EREE ZRHEIHREMHFIERHER solidfire-san
IR ERERE FhRENRIBEERE - UWRSRELEFHStorageClass °

Astra Trident@ T EIRECER - iSRETFE RN EARBERIRIRFHELUN - BT HEER « #EEES U
HEEERERNERRE « TRRBREREEDA

A TEETRHEAREERET - THHEMARTFARERENERE - BEMFNERER type 2 Silver
o EREERE—HPER storage o EULHAHF « FEREFERMGETRERE  BEFERHAEER
LitFEsR{E ©

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3"

zone: us-east-1b
type: Silver

- labels:
performance: bronze
cost: '2'"

zone: us-east-1c
type: Bronze

- labels:
performance: silver
cost: '1"

zone: us-east-1d

T%lStorageClassTE & s Ll &R o ML "parameters.selector #1iL ~ &1E StorageClass #3&MF
HRLE B EE @ A AR E IR E - IS ER EEMENERE RN ERSEER -

fEol

25— StorageClass (solidfire-gold-four) IFMEEIE—EELEM - ERE—IEHESRVENEER
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Volume Type QoS ° Last StorageClass (solidfire-silver (F#%—1@E StorageClass )
FEMERERITFREM © Astra TridentifRE EEMEERER « WHRARSHEFEK -

AR AR AR
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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EEFER FEHIBE  VolumelE ZEMNERUIEI SZIRIIERRGR
ontap-san—-economy iSCSI ERAR RWO + RWOP xfs ext3 s v extd

ERRGEEERE P E
35(E A Rox 1 rwx o
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@ - EERENEEEAEHSTERSNE ontap-san-econony  EHEAEEE R A T E
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* MRICTEHIFEERHRE  KEIREHTTENS ~ 5570EE ontap-nas-economy °©

EREER
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

LT BInEREM — A FRHFDEIME - BURIRZE - ﬁ%%&%ﬁ/fﬁﬁ%ﬁb@asemﬁﬁﬁ% M ETE
AKubernetest® o I EHE IR —FEEEEERMITER o EIE —IEAE RS RE
HKubernetes /f#FEIEEMIT ©

EYFRR R ERE
HAIRAENBETLERRS « TEONTAP ZBIHEN - BIrEEEE=—(ARH -
* BPiR/&:E | AP IR/&EAIBase644RiE(E ©

* BRI EER | FMALE 2IRAIBase64REB(E

* {SfEBYCACertifate : Z{FECARFERIBaseb44RiH(E o MNRERSERICA « BIARREILBE - IRKER
LZITEE’JCA EIJ_JIL,\H}%JJ:tFEﬁi ©

HANTERIZEE TR -

TR

1. %Eﬁﬁﬁmmn SMEIR o ELER ~ 551FCommon Name (CN)  (—fg®# (CN) ) REAONTAP B &

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HEE2 ONTAP Z2EAHBXIE cert BEsE A% o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEENRTAIFERE - LLONTAP Management LIF IPFISVME&FBENX<SfManagement LIF>F1<vserver

0N

name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEMNICARS ©

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER I B o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

BB AR R
TR UAEFIRA R - UERARNNEER TS AZSREBEDEE R o EMER AT | ERAERAERME/EN

AR IR ERTAGER/RGE ; (ER/&ENRIRAI EMAEAERE/EE - SEEEM - KU RBRRANE:
E~ REBIMEERE S L - REGHEINITIIRE28NEMERIR json }2 tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

E TSR « I EIRELESBONTAP ERENEE (IRBI0S) - BERERE
() # - wEEEEE TS ERENEERE - AETHEHEMUERNOEE 2%
HEONTAP = EMIFRERTERE -

BEHRIFEAR "%EF't“ﬁ%)‘E',L_LZEzzEEFEE’JﬁHE MRS EZ BEUMHIEEELR o IR IEEHEERAstra
Tridenta] W EAONTAP %1&i@5 ~ WARIER KA VolumefE2 o

FRAEMCHAPEEEEAR

Astra Trident AJLAfEFF] ontap-san-economy® %[@J*ETE’JQEW cHAP B®:® iscsI T{EPEER “ontap-
san ° BEEEBIHETEETEA useCHAP #IE o 3874 “true'B¥ « Astra Trident &i§ SVM HITERENBISS 221
REAERM CHAP ~ L BIRIEZRTEFEAELBIZEN o NetApp R FRAERICHAPREREEL - FF2HE T
H| A RREAA -
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ ‘useCHAP' 2 MEIE « REER o FARER MR - FHRAtruez B ~ EMEERHE
RAR o

tESM » chapInitiatorSecret » chapTargetInitiatorSecret‘ chapTargetUsername‘*ﬂ
‘chapUsername @It “useCHAP=true WEBSERIKRERT ° EITERRIRE » JUAEEE
“tridentctl update ©°

EEAR
HEEEEEERT useCHAP 4 true ~ 357~ Astra Trident £ B IH L% E CHAP - S8 T5ER .

* ESVM_EEEECHAP :

° IR SVM piEm RS2 MR AE (BRA E) ) * B HIREFRATASLFEN LUN
Astra Trident TR L2 MHRRIRA CHAP ~ WARAERRTE CHAP R(EN3 1 B 1R (EAE R WA ES

° YNERSVMEIEZLUN - Astra TridentiE AR Z1ESVM_LEIFACHAP © EnJFEERAIESI% SVM L EEZEN
LUN BY7EEY o

* RECHAPEIENZM BIRERE RBNHE | BERAVARERIFEEPIEE WL -

B Bim 2% -~ Astra Trident @27 HER tridentbackend CRD -~ W% CHAP X (ERELBHEEA
Kubernetes 1% o fAstra TridentfEIb B IR _EIESIAIFRAEPV ~ 3 EH#MEIE MI N CHAP L ©

TEEEETR BRI RIS

e A EFTEZR PR CHAP Q@IE% CHAP 52:% backend. json ° SEEFE# CHAP 1455 « EH
“tridentctl update’ 57 % 3 fiz BRiE LE 4

O EHRIKE CHAP HEES « IGAMER tridentct KBTI o 55/03BBCLIONTAP UIBHi{#TF
EH LR EAAstra Tridenti AR S BLEE o
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

REMNEGRFAERIRE ; NRSVM_EMAstra TridentEE#5058 « EFIREBREIERPARE  IERIERE
HAVEEEEE R « MIRAEGNRFERFIRE  PErEPVAVERI BHER « REEAEMEEER

HIIERSANAHREZETHER SEIONTAP

BRARUN{AI1E Astra Trident ZEE T K {EH ONTAP SAN EEEHFET, o ANEiiR(H1BIRAHAEED
Bl ig % imEifEE StorageClasses HIFFARE KL o

R B TERZ
version KIEA
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W

#

storageDrive
rName

backendName

managementLTI
F

datalLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password
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=R EH En
EFREE BB ontap-nas ™  ontap-nas-

economy ontap-nas-flexgroup
ontap-san ™ ontap-san-
economy

B REEH TR BeEni2T( %M + " + dataLIF

#E&8) SVM BIE LIF B9 IP fizht o MEJLH ”"EE*E%H r10.0.0.11 ~ [[2001:1234:abcd::
1548 (FQDN) o WIRfERA IPv6 [EIRZ4E Astra fefo]J
Trident ~ BRI AR EAER IPv6 fiidik o IPv6 {iikas
BEUHIENER > B0
[28e8 d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
o YNZEHELE MetroCluster Z BBIE @4 [mcc-best]
nﬁ £ F‘;ﬁ °

EERELIFBIIPALIL  * 570457 iSCSI o Astra JREESVM
Trident ﬁﬁﬁ"‘BEEE’JLUN%WEONTAP"%?;TE%ETL%

BRI TERSERFTEERY iSCI 46 o tNRABMETES ~ 7t
GEFEL datal.IF © MetroCluster BB o *:52

B[mcc-best] ©

[A7F SIS * BB MetroCluster o "2 SIRIETE SVM BIFTAE

Ri[mcc-best] © managementLIF

{FFCHAPES:5iISCSILHEONTAP ZIEARZIERISANEE false
EFIZNFER[FMME] © 527 true for Astra Trident ~ Lx
SREAMEFSE CHAP M2 BIRFATSE SVM BYTRE

Foln "E%T@%ONTAP AR ERISANEEFHIZ AL

IE’T _m" EE"¥£‘EH§DH N nﬁ /F‘/I‘ﬁ ©°

CHAPENENZZZHE o MBI useCHAP=true "
ERREEENESISON-BREIZEHE "
CHAPBZRAEN3FEZ - ME(RH useCHAP=true "
BAFERELTE o WEEMH useCHAP=true "
Bi2EHEESTE o WERY useCHAP=true "
B i%/&:8Base644RISE o AN /&GRS "

AR IETAZR S 8IBaseb44RIE(E o A /RERERE "

SEECARERIBase644RIE(E o #EMA - ARN/GEEE "

o
EBAONTAP :Z#= 5B NMENFERE ST - ARsRER "

BIONTAP Z#= £ @A FRERZHE - AR RERE o "
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storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

useREST

sanType

R iE
EEMHE RS HISISTE SVM AIFTAE

managementLIF

TESVMARECE AR @ RSP (EARVATERS - IR EHE  trident
Ee8 - EEEMUIL2H - BRERILMHRI o

MRERAESHIEE 2L ~ EEETERRE c IR " (FERF&HIE1T)
1&4#F Amazon FSX for NetApp ONTAP &if ~ 55

}87€ limitAggregateUsage ° {efAY fsxadmin #

‘vsadmin' A E EH#EEX Aggregate FFAEZ /A Astra

Trident ANAPRHIFTERRVHERR ©

NRERHEIRE A/ NSHIUILE « IERRERK - th ™ (FERFREIHIT)
ZIRHIHEENgtree MLUNMEIE & K/ LR ©

FFlexVol ELUNFYER KLUNEZE - EENBTE[50 100
+ 200]

SEEHHRIS E ARV EEETER o A1 ~ BRIEGIETREIT null
SEEEHERR N SR E S AHAVECERIEED ~ TR {"api” :
false » "method" : true} RfEF

fEFAONTAP Isrest APIFIFIE R 8 o true ¥ ONTAP 9.15.1 SLESHR
USeREST 5274 true B+ Astra Trident #HER 7> H[H| false o
ONTAP REST API EABIREH ; 5%% false BF»

Astra Trident #3{FF ONTAP zAPI MEOYEATBiR

B o ILTHREEEoNTAP FAEMHIRASAIARZS © ItE

46~ EFBY onTAP BEABGBNEREEERENERN

¥ “ontap c EERBEHXEENNAEFME vsadmin

cluster-admin A9 o 1t Astra Trident 24.06 hxZ~RH

44« ONTAP 9.15.1 S{EE#RRA

useREST FHERA true ; 8

useREST % false ffEFH ONTAP ZAPI IE0Y o

useREST T2 E NVMe / TCP BIEHE -

FIIELE iscsi iSCSI 8% nvme NVMe / TCP © ‘iscsi IR ZER

RREREC BT &R RIRERER
AU RERER PR EEEERIEFITRR ERACE defaults o HIFEHA ~ SR THIHERRER) o

W

#

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

GikE R
LUNRYZERE 2B " g

TRREELR ; M) (B = Volumes (#H) "&E"
EFEAMISnapshotREI "
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W
st

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

securityStyl
e

tieringPolic
y

nameTemplate

limitVolumeP
oolSize

Volume = JRECE &5

ki iE

B RAFT IR AR E QoS IRAIB AR - EIZFERE "
£ & /BRI E D —{EqosPolicygiadaptiveQosPolicy ©
2 Astra TridentfFFHQoS/RAIEF4HFEEONTAP {EH
B ARIRR A o FPIRZEEAIFHAIIQoS/RAIE
4~ WERFERBHESENERESEMAMEFE - =
HIQoSIRBIBH A 8 FIFFE TIFRSIVAERRIEE LR o

B RAAFT IR AR B AVERE 1 QoSIR A EHA - BEiEE "
EREEEE/ZHNEFR—{EqosPolicy
g{adaptiveQosPolicy

RBARBNEIRE B 2L MR Mw BB T0
snapshotPolicy | ~ HBHIA T
BEITHEARET « EHRIEERDEIER "fR"

TEFHERE & EERA NetApp Volume Encryption ( NVE "{&"
) > TBsR% false o NBTEHRE SN EANVE
ZRE(EFRILLEETE o YNRERIGEIENAE ~ HAstra
TridentPEC B AERIEIEEEFZEUENAE - IIEE S

Bl « A2/ "Astra TridenttI{ATEANVEFINAEISECIE

E": o

EXYFALUKSHNZ o :528 "FEALInux#i—E iR &
(LUKS) "o NVMe / TCP ~%1& LUKS /% o

¥ﬁﬁ§§ﬁ¥@ﬂ’9ﬁ’£\$§ﬁ unix
DERUER M#] MMEFRIRIE) FAR ONTAP 9.5 2
B89 SVM-DR 4B8E

R B TR B R o :

7 ONTAP SAN &R B IHAREA LUN BF ~ T ERAY " (FERAsaHI81T)
&K FlexVol K\ o

WUTRE&HTERENEHA :
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HERRENTERNZEILAFTEHIEE ontap-san ~ Astra Trident 74 FlexVol ZBIME AN 10% BY
B8 ~ LUFH LUN S8 © LUNBYECE A/ NI TEPVC ERATA/\ 248 ° Astra
() Trident#EFlexvol BHEIBAZFHEM10% %R (BMONTAP (EEE LAIRMRT) o SRERMA

FATRONTAP-sanf&758Y o
HINEHEMNRIR snapshotReserve ~ Astra Trident kB 7 AN tERRAA/N :

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2%89M0%MAstra Trident/ll AFlexVol Elthe T IELUNFAEZRIBITHAE © & snapshotReserve =5% ~ B
PVC E3K = 5GiB - BIJ4# Volume K/\% 5.79GiB ~ R K/\% 5.5GiB ° ‘volume show fp< FEEETREEIFA L
#HIAER

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW
3 entries were displayed.

BAl - RERFEAN/N ~ ARt ERRIRAR Volume
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ER{RAERGEER

THEHIETEAERE « BAR D SBIRETERE ©

@ UNRIGTE NetApp ONTAP L32EL Astra Trident {£F Amazon FSX ~ i

78 ~ MIE IP futt o
ONTAP SAN #3f

ErFREEE iR A4ERE ontap-san °

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

SR g
EREERE

backend: testclusterl-sanbackend

username: vsadmin

password: <password>

ONTAP SAN #8754 z5 &1 151

version: 1

storageDriverName: ontap-san—-economy

managementLIF: 10.0.0.1
svm: svm iscsi eco
username: vsadmin

password: <password>

1. 56l
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TRAIMERERIR" SYM EREER" - BRETMBFHERRIFES « LA -

EEEBETNIAMYIA « SAFERAT A datalLlIF M " svm  2#KIEE SVM "managementLIF ° FIH0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

FEEEANMHRESEF|F clientCertificate » » clientPrivateKey Hl
‘trustedCACertificate (WIRMFREER CA ~ BIAER) 2 5EA "backend.json' BB iH/&:E
TNEEHBAS1ED CA R5EH baseb4 RIHIE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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&1 CHAP £
SLEER B @I BIR « I useCHAP /S true©
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

R PAZETE ONTAP i _EERE NVMe B9 SVM © E2EAT NVMe / TCP FIEZASBIRARRE o

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

BB AR IRAERREE A

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} 1"
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

EREENRIREG

EELRIREREHLP - FHEAAREAR TR ENTERE * M spacerReserve M)
spaceAllocation MB1 # encryption MR - EREFRNEEREERPERW

Astra Trident 87 TER) WAUPREERLEIZE o 551EFlexVol Thel@f2HIRHER o Astra Trident2 £ &R
BLER - BERER /ﬂJ:E’JFﬁﬁ’fﬁéﬁ?E%z '1.:%7?6225*?@ AT HEER - BEEESUHHEESEERE RMNE
BIEH - MRIEBRFUEEDAE o

EELEEHMT « ALHEERNEBITRE spaceReserve  #l “encryption’ {8 -~ “spaceAllocation &L & it
AlgBRTERE -
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'
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version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

15 & im ¥ FE = StorageClass

LUF StorageClass EZ&ZA2SRB[EHEENEIRZIF]) o ERILE "parameters.selector 11l  &E StorageClass
MWL EREE AR TGS - eSS EMmENERERATERZERT

®* protection-gold StorageClass SHEZRENE—EAERERE ‘ontap-san ° EEM—IRHER
FRENEE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass BHEZFRIHEMNE_BEME=EEREE ontap-san°iz
eE—RESHRUIMRERBRNVER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClass FHEEZRENE=EEREE ontap-san-economy ° %&eME—%
mysqldb BRI EARNIRMHFHERNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass THEZRIRNE _EEREE
‘ontap-san °© & —IRHIERREF 20000 @S FHHBAVE R o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io

parameters:

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

®* creditpoints-5k StorageClass SHEZRENE=FEREE

~ DUR B IRAYSE

BEREE “ontap-san-economy ° EeM—#A 5000 EEHEMHBNERSFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* my-test-app-sc StorageClass fHERISE] “testaprp BBENFERF “sanType:

# ontap-san ° EEM—IRHEMNEIREMN testApp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra Tridenti R EEEMEEHRERE « UEFRNSEHEEX -

ONTAP NAS EEENFET

ONTAP NAS EeEnFE iR

R ABRAEGN ]2 FAONTAP THEEIE AN THAEIENASEREN T2 TURER E THAE LAY B iy

Cloud Volumes ONTAP

‘ontap-san” M

nvme " FRYEHR

° ONTAP
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ONTAP NAS EEENiZ s 4H &Rl

Astra Trident 2t 75! NAS EZEEENTET - T2 ONTAP FR&EE - TEMFEUENXEIE | ReadWriteOnce
(rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod (RWOP) o

@ WNRIE(EF Astra Control 2R1{R:E ~ IEFFZE) « 552 R Astra Control BEENFZAEAE ©

EEiE B@IHBE  VolumetZ® ZRHIFEUEI ZIRIIEZRS

ontap-nas NFS SMB  [EZRZR#HK Rwo ~ ROX ~ rwx » "nfs >~ > smb
RWOP

ontap-nas-economy NFS SMB  {EZZ4E Rwo + ROX ~ rwx - "nfs >~ > smb
RWOP

ontap-nas-flexgroup NFSSMB {EZZ4: Rwo ~ ROX ~ rwx » "nfs >~ > smb
RWOP

Astra Control EEENT2 R

Astra Control BJ#t ¥R ~ # ontap-san EREIEXNEIAVHEERE « “ontap-nas-flexgroup  feHELE(R
KEEMEMITEIM (ff Kubernetes FEZHEBEMIEE) ontap-nas o fl "Astra Control#E 5 Jo/R
X" BB ~ 5520 -

* “ontap-san-economy £ EFHER EFAE ARSI "2 #EH ONTAP Volume EH!|"BFA {#
ﬂa o

@ - (EERETL B A R ETERSN A ontap-san-economy  EAEFAEEER R A 12

) oNTAP Volume [RHI"{ER “ontap-nas-economy ©

* MRETRRREZERMRE « KBMENITEN S ~ 55701 ontap-nas-economy °

fEREIR

Astra Trident TEHFZ LA ONTAP 5 SVM EIEEMNE D #IT - BEFERAEEMFEREN vsadmin SVM ERE ~ 3¢
=fER admin A5 EEAENARELBHFERSE o

H AR NetApp ONTAP ZBZEH) Amazon FSX ~ Astra Trident TEHA & LL ONTAP 8f SVM BIE2EM S5 ~ £/
HBEFEAEDN vsadmin SVM EAE - AZEFERABHNARLBHNERERNIT fsxadmin ° fsxadmin'f#
REREARMINKEEEEFERE -

WMNREERLE 1imitAggregateUsage B HEE=EEIEHMR o /. Astra Trident
@ f#H Amazon FSX for NetApp ONTAP BF - IE2BUEEEEA vsadmin
égsxadmin‘ﬁﬁﬁ%$§ﬁf§ﬁﬁ ‘limitAggregateUsage ° MIRETISEULRE ~ HREFEF TR

BESATILATE ONTAP 2 IIEEREIMAAE « 32 Trident EEENFZN AT LAEA ~ BRFIFEZRESIEM o Tridentdy
KL EETHRASEBEIENUXEIMNIAPI ~ TIELEAPLNBMAEE « FHRAEERHEER S HE o
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ZEEFEFONTAP A NASHERENTZ N RB ERIE
BRAR(EF ONTAP NAS EEENFETNERE ONTAP BIRAIER « EasBiEIafE X [=E o

* HHFFAONTAP AR 1BIFEL ~ Astra Trident2/ LV EEIEk—AE SE244SVM o

* IR UAMITZERRENFETC ~ MRIIIEREP—EHS —E8HFLER o a0 ~ Eel UK EFEREEENTZRY
Gold 87! ontap-nas ~ UK EHZEERIH Bronze $5!] ontap-nas-economy ©

* I®FRABIKubernetes TEENELER AN ELIEFEEMINFST B o WN"FiRiEE BB ~ FH2H o
* Astra Tndentf%i'z%%“c%EWindowsﬁﬁ%ﬁtﬁnﬁa’gPodJ:E’\JSMBEQEEE%lEu o ] Z{EBCBESVMBILIE R EEEAE
E:HJ > Eﬁ = Fﬁ °
E5:5 ONTAP &
Astra Tridenti2ERFEEEONTAP B IhAE R ER 5 L IE M B IH

* SBBE  ILRRTEE S ONTAP RIRIEAE MK - BHTERRBATRNERBAS BRI
Fi ~ Bl "admin'sg » vsadmin' BUR{REE ONTAP HRAHIRAIEEE -

* BRE L MR FEERIRLERE « Astra Trident 7 SEE2 ONTAP EEH © 7ELLEE ~ BiInE RN AR S
FRiREE « SWKREENCARSE (BE(EMA) BIBase64iRiEE o

TR AEFIRA R « UEESTRENRER G EZEBE - T8 « —RAZE—EEEHE - EBUMER
[ERVEREE 7505 ~ MR RIREREPRIRRAE

@ NRICESARIRR TR ETE - RIRBIRF SR « WEEREPIRUESEERTSE -

E.’)UEH =1\ Dﬁﬁ:%ﬁ*ﬁ

Astra TridentFR ESVMEE/EEHEEIEESNIEER « 7 5EEIONTAP ZBiInETEN - BELERRENTE
LEEAE U admin 8 “vsadmin © 35 AIHEREIRIRONTAP HZIERRAS(RIFRIMEAER « AAKRK
BYAstra TridenthR2sP] SEE EAAINSEAPI o GBI I BEINEZ2EAAE M lAstra Tridenti&BeE A ~ BRE
& o

BImERBAHL T
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worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
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worker-node-prep.html
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worker-node-prep.html
worker-node-prep.html
worker-node-prep.html

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

AT« BImEREM — AN FEHEDENAE - BiUBIKZ % « FHELE/ZEEE L Base64iRhs « Wi #1F
AKubernetest%® o 1 /EHE IS —EBMETETERNNTER - it - E2— BT IESRE
HKubernetes {#ZEIEE#IT ©
BY B REREYESEE
HAIRAENEBE T LERRS « WEONTAP % EHET - BirEETE=—([ARY o

* BPIR/&SE | AP in/&:EHIBaseb44RIE(E ©

* ARIRALAEEE | BAMALZEEIENBase644RIEE °

* {S1EBICACertifate : Z{SIECAR:ENIBase644RIE(E - MNRFHSEAICA ~ BIABIRMHILSE - MNRKFEH
{S1EHICA ~ B R ZBZHERIRE -

HANTERIZEIETIIDEH

1. B AP IHREMEE o E4EFF - 558 Common Name (CN) (—f&%#8 (CN) ) REZAONTAP Biid
2o
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP EREHRE FEEHRREFEESRE - MRKERGENCA -« FRBE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEH&E F AR Im/&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. 3 ONTAP REBABBHIE cert BT o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver

name> o fEAZERER LIF BIBRFSIRAISRE A default-data-management °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {£FBaseb44RiE/&:E - £IRFSERICARKS °

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. fER E—SEUSHERII B o
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

EEREE 7 AR A
TR EMIRAR R « UERARRIEESE S AR IR E R - EmiEs A e]1T | ERERERBEENE

W& ime] ERTAERRE ; ERRENERIR EMAERERRZBNE - BEEEM - CUEBRIRENEEER
VE N ABIMEEREE 5L c REFBESHITINER M EH RN Jjson &2 tridentctl update backend°
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

SRR « AFESEEWATEMONTAP FAENE (IXBIOS) - FEZRIRE

EE®
(D o EIRIR/ERER « AR S E/REMIEEMERE - ARBMRIRUERMBER « Z&H
REONTAP ZEEMIFREREE ©

EHRIEATTEH BRI HEENER « AT E 2 BRI MWHEEELR o IR IREHREETAstra
Tridenta] LLEAONTAP &Z & im@:N « W ARIER KA VolumefEE o

EIENFSEELRA]
Astra Trident{# FANFSEE /5 Bl 2R 4Z 5 EFrfic & 2 FARR & AY7FEY ©

{EFALE HFEEEF ~ Astra Tridenti2{EiEEETE

* Astra TridentA] BIREEIRELH/RRIAS ; FILEEENT « FEEESSHEEARTZERIPUILANCIDRENR
/BE o Astra Trident® BENFE L ERNBIEIRLIPHIEEEL/RA] - 30E ~ MIRAKISECIDR ~ RIS RER L
BN A EEEE BRI ERXIPHIEEELRR -

c FHEEESNUEVELRER - WFESHFNEHRA o PRIEFELARETIEE A RIMEL R - THAstra
TridentZ EATERVELRA o
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A EIRE L RA

Astra Trident fEHENREEIE ONTAP RinlEH RAIFIGES] - Er]EHFEES S TIEMRIPIEE ARAFFRIILZE
fd ~ MIEFEERAENRR - HIRRBEELRIER ; EMELRIFABRETRFEF=E LETFIN
A o IS ~ EEBMRRFIRBRAIEEHEANEIPHLFERNMA eI RERSE - URFHEBEESHENEE -

@ ERBRCEHRAIE « 5577 (ERMERAIUEE (NAT) o B NAT B  #FIEH S B2 A G
NAT fiik ~ MIFEER IP EHE(UAE ~ FIEEELRA PR ZEFTIRE R « SEEERF o

Lyl
WRERAMERRSEIE c UTERIHE R

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

ERLLINAERS - M BRERSVMA RIS R B SEATI Y O HRA « It AA A5FEISCIDRE
() 18 GIERELER) WELRA - ARLEE NetApp REWBRESHHE 15 SUM BPIF
2 Astra Trident ©

BT 2 fE A Lt g B sRBALE TN RERVEE(E A = -

* autoExportPolicy 8&EA " true ° &7 Astra Trident #&% SVM EIEHERE) svm1 ~ MEA{IE
& IRERIEAR A ET S AIMIFR autoExportCIDRs © HI4l ~ UUID % 403b5326-8482-40der-96d0-
d83fb3f4daec BY1&ls ~ il autoExportPolicy %4 “true & SvM LEITAAMEHEREL
“trident-403b5326-8482-40db-96d0-d83fb3f4daec °

* "autoExportCIDRs' @t EIREE o LI AZERMBAL ~ 8584 10.00.0.0/01 ~ T:/01  MRKE
# - Astra Trident& #iE7E TEE 8124 _ LI EIRVFRE 230 E0[E B Bh &Ik ©

TEUEEEHIF 192.168.0.0/24 ~ BIRMHAIBEZER c EFRT « BRIUILAINEEEERIKubernetes B R IPH 1S FE Astra
TridentFrZEIZAYEE R © & Astra Trident 8 EHMITHIENEAEF « ©RAENENRARY IP (it ~ W FEAIR AL
NH@IREITIEE autoExportCIDRs © 7EEHEE IP 2% - Astra Trident @A EIRREINA RIS IP i EHRA)
A ~ Y E RS EEH BRI — (AR o

ISR ATE IR B B # autoExportPolicy & “autoExportCIDRs LUHBIHER o LIS BESHEEM
FRIRA CIDRIVIBIHMINNFTAICIDR © MIBRCIDREFAETSMAEE « UIFERAGPENRARELR o ST LUEEH Y
BIHfEH “autoExportPolicy > REEFFENEIIMNEL R - EREERIFMHEPERTE exportPolicy’ 2
2 o
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Astra Trident I S EHBIR 2% ~ S LUEREERN tridentbackend CRD KiE&E#&I tridentctl ©

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

EEEFTIEE Kubernetes 51l [A] Astra Trident #EHI23:E T « IRERIEMNEL R EHR (FilREeMUR
AR IR ERNMIEEMN autoExportCIDRs) ©

T PRENRLET « Astra Trident@ R EFFA R LBVRIR « URBFRETFERIFEVREA] o Astra Tridenti§ LLEIREIPIEEE
ImAYEE R AR « RIBn LRSS « FRIEEEPREIRAER A LLIP -

BRI EMN BT « EHAEHBIE tridentctl update backend BJFE{R Astra Trident HBIEIEE H/RE! o q0IL
B EEIEL UUID s UL RR ~ MR EME RN EHIR &R « FRMEIINELRER

@ fErEE BEBERELRARE - REMRESBERIMNELRR - MREMBIULRLK - BIEH
HAR AR « WEBGRIAIELREA o

UNRENEFENEERIIPAINL BB 5 ~ SN B EFEENETE_EAYAStra Trident Pod ° Astra TridentiZE @ B EEIERN
BIREHRE ~ LU MRIEIPEEE o

EHICE SMBHAIE &
QEHMES « EriscERRENIZIURECE SMB HiR& ontap-nas ©

RAZETE SVM E[EIRFERE NFS #1 SMB/CIFS BeIHE ~ A BEAREZPERELR ONTAP Eir
@ ontap-nas-economy SMB H4IEE o HRZTE LME—TEEAGTE ~ FEK SMB WEFEEEIL
KRBy o

FIsEZ Al
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ZECE SMB HiFRE 2 AT ~ M EEHE THIIER -

* Kubernetesz# £ B HLinuxiZHl2sEIE, « IR E/D—{E#1TWindows Server 202289Windows T{EEf
Bt o Astra Trident(® % 1B SEEWindowsENEL_E#11THPod_FBISMBHEIER

* E/bH—{BAstra Tridentt4® « HFE S EMIActive DirectorysB:EE K} o EEHZR smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BREBWindowsBRIEHISCSI Proxy ° HERTE csi-proxy AR GitHub : AR WindowsHISCS
Proxy" ~ B&"GitHub : csi Proxy"f#1E Windows E#1THY Kubernetes &% o

SER
1. HNAERERE ONTAP ~ EaJLUEEE M7 SMB £ ~ {2 Astra Trident BJ A GBI —(E o

@ Amazon FSX for ONTAP 22& SMB H= o
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\

a. AXE « FEUHANBEERISHER o

B BSESVMABRIRISMBHAE :

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C MRHAEERI :

vserver cifs share show -share-name share name

() mm=mmmEs  #S0EISVBLAE" .
R ITB IS  CABRE THIEELUSESMB Volume © 155 ONTAP & MABAEEBAFIA FSX "FSXIE

HONTAP & &4 ’!L SRR ~ HBE o
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G EMNZ 2R, o NFS 1B "mixed 1 "unix &

2 SllE

tieringPolic ERBIMER M)
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unixPermissi FAEHEE IR

ons

snapshotDir  ¥EHI¥BERRVFEL . snapshot
exportPolicy EfERIELRA

securityStyl

e 1T © SMB %1E "mixed 1 'ntfs' £, o
nameTemplate (I BiTHIEEATERVEEA o
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MMEFRIRIB) FAR ONTAP 9.5 2
B1BY SVM-DR 4B8E
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HOMLIEIZE LR o

Volume = JRECE &5

WU RE&HTERENHA -

version: 1

storageDriverName: ontap-nas

backendName:

customBackendName

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

labels:

k8scluster: devl

backend: devl-nasbackend

svm: trident svm

username:

password:

cluster-admin
<password>

limitAggregateUsage: 80%

limitVolumeSize: 50Gi

nfsMountOptions: nfsvers=4

debugTraceFlags:

api: false

method: true

defaults:

spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

80



¥5 ontap-nas M ‘ontap-nas-flexgroups © Astra Trident IRTEFEARFAISTE ST « FER FlexVol BIK
/NIEHE ~ WifEF snapshotReserve B4 LERN PVC  B{EREZERFERPVCsE « Astra Trident& FlexVol {ERHT
HEtEA R » BIIREHNESIESTHNEER o It EBRERE T KA ERESEPEEMEKRNIE AT
E ~ BEBASDRTERIZERE o £v21.07270 ~ BFEREERERAPVC (FlU15GiB) ~ REBREEE
FI50%F ~ I 2 SEES2.5GIBH B A LM © EEREAAFHAEFERIEEE Volume ~ MA
snapshotReserve BHPIBEDLE o A Trident 21.07 B~ FRAEERNEAIRAZR M Astra
Trident E'JH%Z?Z%E/E% snapshotReserve  ZE{E volume BIBEDLL c EFEE ontap-nas-
economy ° ;A 2R TFEIEEHI LABRMLIETIREREERA T :

SHEAIIT

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

i snapshotReserve = 50% * MPVcEX= 5GiB - W& 48 K/\%2/0.5 = 10GiB » AfAA/NA5GIB « E2F
BETEPVCERFBERMA/ o “volume show 7% FEEETEEMF LEEEHIRVAS R -

Vserver Volume qurpgam State Ty'n-f: Size Available Used%

_pvc_89f1cl56 3831 4ded4 9f9d GBﬂUSELEQSTJ
online RW 18GB

_pvc_eB372153_9ad9_474a_951a_@8ael5elcBba
DﬂL;HF RW 1GB 511.8MB

2 entries were displayed.

EF#RAstra Tridentf ~ LRI LENIRA R IHGIRE_LIMGREARECEMIEE o BRTEAKZATEIEETEE « &
FEsZEAEE HMRE A/ ~ UEBRESE o flU0 ~ FRERFERRZAH 2GiB PVC §ELX—(ER{{ 1GiB
snapshotReserve=50 A] 8 AZEEHY Volume o BN ~ iGHEARRE K/)VFAEEZA3GIB ~ AI:EEATE N6 GiBHARE
& A 3GIBRYRE AZERM o

ER{RAEREEEA
THEHIETENERE  BARDSBREFERE - ERERRERGENSGE -

(D WRIETENetApp ONTAP Z1ETridentBINetApp3ziE LA Amazon FSX ~ & GIEEifsEIDNS
%78 ~ MIEIPHLL o

ONTAP NAS #&55 3835 &5

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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ONTAP NAS FlexGroup i

version: 1

storageDriverName:
managementLIF:
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

MetroCluster i

TAIURERR"SVM ERHER" « LUBRTETVMBFHERRIEER « WEHARLEA

EEEBETNIAMYTIA « BEFERAT A datalLlIF M " svm  2#KIEE SVM "managementLIF ° FIH0 :

version: 1

storageDriverName:
managementLIF:
username: vsadmin

password: password

SMB Volume #54

version: 1
backendName:
storageDriverName:

192.

ontap—-nas-flexgroup

10.0.0.1

ontap-nas
168.1.66

ExampleBackend

ontap-nas

managementLIF: 10.0.0.1
nasType: smb
securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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BB EREE SR

B/ \WBIRAEREE| o clientCertificate M “trustedCACertificate (MREREEN
CA -~ ‘clientPrivateKey BII&#E[H) &9 3EA "backend.json' AR /&% ~ AR EIRINS(EN CA REMN
base64 #RIS{E °

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEE L RAEES

&R s Astra TridentfE FRENRREE /R AR B ENE I R EEEHRA] ° M ontap-nas-
flexgroup” EEFREANEESER - ontap-nas-economy °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4



IPv6 {iitik &35

It EEFIEET "managementLIF &R IPv6 firdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP £/ SMB Volume i

{EF3 SMB H4FRER) ONTAP #EFIEY FSX 2 EIE "smbShare’ 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fqgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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BB RIRERREEA]

[

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

EREENRIREEG

ETEHETHNRIRERIEEHGP - FHEFAERENREIRETHITERE « FI80 spacerReserve M)
spaceAllocation MB1 # encryption MR o ERERNEEREERRPERW

Astra Trident 87 T2 R) BAUPREERAERE o 5FHFE7E FlexVol for 3% FlexGroup for ontap-nas-
flexgroup £ ontap-nas ° Astra TridentE X E/RECER « i ERE RN _ LB RRE NI HFHIE
& AT HEER - #FFEEESTUHHESEERERFNEREE « URERERUEESHE o

EELEEHMT « ALHEERNEBITRE spaceReserve ~ # “encryption’ {8 -~ “spaceAllocation B L& &t
AlgBEETERE -
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup i

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET
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ONTAP NAS #5534 zx &1 151

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775"'

15 & in ¥ FEE StorageClass

LUF StorageClass E&ZASRB[EHEENEIRZIF]] o ERILE "parameters.selector ##1iI - &1E StorageClass
LWL EREE AR TGS - eSS EMmENERERNTERRERT

®* protection-gold StorageClass SHEZRIRENE—ENE _EEREE ‘ontap-nas-
flexgroup ° EEM—IRHERRENEIRM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass BHEZRIKNE=(EAMELEEHREE ontap-nas-
flexgroup ° ae—IREERLSIMRERE RIEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqgldb StorageClass BHEEZEZRIHMNEIMEERER " ontap-nas ° ExeM—7% mysqldb 48
BrEpEiRERENERNER -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass ¥ EERIRIE =EERER ontap-
nas-flexgroup ° jaeM—iEHIRAR{REHN 20000 @S AMBBIEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass HHEZFRIGENEZFERER - MWKBIHNE ontap-nas =
EE#HEE ontap-nas-economy ° iEM—¥HA 5000 EE ARENERHE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti$ REZEIIMEERER - WHEFRTSRHEFEREX

FEATARRS E TR dataLis
RS HEERILIF « SARIT FAIHS « UEHERLIFRHHIERsonilR o

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ YNREPVCSHINME—THZEPod ~ T ARIRIFT A ERIPod ~ ARG HEMEE) « FHNE
BILIFA &3 -

Amazon FSX for NetApp ONTAP E &

{8 Astra Tridenti&fcAmazon FSX for NetApp ONTAP f#/RA %

"Amazon FSX for NetApp ONTAP Efm"—IBT2FEE 0 AWS ARFS » AlZZ P REIAR#H
1T NetApp ONTAP ETFEX£ RFFTZIBERIIEZR R 4T o FSX for ONTAP VMware R :E{RiE
AEBINetAppIIEE ~ MAEFEIRINAE « RN FBERFAWSERME S « 8UEE - %
2MMIETTM o FSX for ONTAP Sforsz#EONTAP Isffit 1&ZE R4 IHAEFIEIEAPI ©

&R LA Amazon FSX for NetApp ONTAP IS 1E X4 A EdAstra Trident® & ~ MUFE{RTEAmazon Elastic
Kubernetes Service (EKS) A#I{THIKubernetess ERESACE E IR LAONTAP Z1RAV A X EFHERFEVolume ©

EBEZRFZAMazon FSXNEEER ~ FHLIONTAP IR ASEPEN —ERE - TEESVMA « ERILIEII—{ESK
SEMFE - BLHREZFHFEZRARPEZNERRNERIE S - BT Amazon FSX for NetApp ONTAP RY
IhHE ~ Data ONTAP BIR] Z Bl FEERER AR R MZIE o MBERAFRLEETES" NetApp ONTAP
Sing* °

fE A Astra Tridentf&ECAmazon FSX for NetApp ONTAP {£fENetAppfF - {&A] LIFE{RTEAmazon Elastic
Kubernetes Service (EKS) A#EI1THIKuberneteszEE ~ SE$IAC & EIRFIIEZRLUONTAP ZIRIVIFHEMIEE o

LM Astra TridentB K" ~ BEHREAR ONTAP BY FSX B Astra Trident B4 -~ (REFRE .
* I3EHM Amazon EKS & EZEMNBHEIE Kubernetes £ kubectl ©

* A E T (EERELTFENAYIRA Amazon FSX for NetApp ONTAP ¥ E RN ETFERILEE (SVM) o
« EET AR TEEEE" NFSERISCSI" ©

@ RIBEAY EKS AMI 488! ~ FE{RITIETE Amazon Linux 1 Ubuntu (Amis ) FrEERIENELEEMR
B "AmazontdaFIR{R" o

ot
il

* SMB Volume :
° SMB Wit E(EB(FF “ontap-nas BEENTER o
° Astra Trident EKS it AR SMB Volume ©

° Astra Trident{Z X IE LT WindowsE1ZE_E #11THIPod L BISMBHEREE o 4N "#E &R & SMBRAIE R " Fe¥
BT ~ A6 o

* 7T Astra Trident 24.02 Z &1 * Trident #E;:2MIPR7E Amazon FSX &2 245 L7 B B R B ENE D HIRELRE
& o BETE Astra Trident 24.02 Sy E#THR A E R ILRIRE ~ 557 AWS FSX for ONTAP By& imiEAE EZEis
i fsxFilesystemID ™ AWS apiRegion > AWS apikey #l AWS secretKey ©
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worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
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WRIEELSTE Astra Trident B IAM B ~ BIT] LA EB&HE « “apiKey # “secretKey i AR
() 5% apiRegion'## Astra Trident © MFEREAEEN - 38 "FSXIRHONTAP &AL EEA
e

Astra Tridenti2(tEERE IR ©

* 50588 (JB3&) : 7£ AWS Secrets Manager FZ 2 {#7F53:8 o AILUREREARIERRK - I=2EA
fsxadmin vsadmin 2 SVM :REMNFERE

Astra Trident FELA SVM FREHAEHEBEABZ FAEZBIERE B 2HIT vsadmin
(D) Amazon FSX for NetApp ONTAP ) £sxadmin £ EAAMMERMA ONTAP admin
BEFERE o s8ZIERIEAD Astra Trident {8 vsadmin ©

* JREER ¢ Astra Trident&{FEHASVM L ZEEAY &S « BEAFSXIER AL ERISVMETTEN ©
UNERN AR EAEN AR EENTE N IE R 5T ¢

* "ONTAP NAS Egz5"

s "ZIRSANEZEEONTAP"
WMEEHHEN - B2

* "Amazon FSX for NetApp ONTAP RISz 3B 24"
* "Amazon FSX for NetApp ONTAP BYZR&I& > E="

237 IAM B EF AWS 5

& A MA#& Kubernetes Pod s2EALL AWS IAM A B E1TERS « MIFRHIERER AWS 52
78~ UIFELAWS BIR ©
(D == AWS IAM BEEITERE « AARER EKS B1E Kubemetes 4 ©

#2317 AWS Secret Manager %%
ILEEBBIEE ST AWS Secret Manager #25 LUfz7F Astra Trident CSI 5835 :

aws secretsmanager create-secret --name trident-secret --description "Trident CSI
credentials" --secret-string "{"user":"vsadmin", "password":"<svmpassword>"}"

217 1AM RE
T5EHIER AWS CLI 3z 1AM [RAI
aws iam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy-document

file://policy.json --description "This policy grants access to Trident CSI to
FSxN and Secret manager"
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file://policy.json

* BUR JSON 4522 * ¢

policy.Jjson:

{

"Statement": |
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
1y
"Effect": "Allow",
"Resource": "*x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>"
}

g
"Version": "2012-10-17"

~ERFEIRAEILAN 1AM B
BRI EKS RBVBRFSIRFZIL IAM B !

eksctl create iamserviceaccount --name trident-controller --namespace trident
-—cluster <my-cluster> --role-name <AmazonEKS FSxN CSI DriverRole> --role-only
-—attach-policy-arn arn:aws:iam::aws:policy/service-
role/AmazonFSxNCSIDriverPolicy —--approve

24 Astra Trident

Astra Trident f§15 7 7£ Kubernetes #1T NetApp ONTAP {#/Z & I2R Amazon FSX - :ZR
FAENEESENFINERRELIE -

AT LUER T EP—TE /AR ZEE Astra Trident -
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* 2
* EKS MinnsctE

If you want to make use of the snapshot functionality, install the CSI
snapshot controller add-on. Refer to
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-
controller.html.

%38 helm &% Astra Trident

1.

96

T# Astra Trident 2R EMH

Astra TridentZERERNEH B I EE TridentiR{EE KL Astra TridentFTEEEY—1]] © # GitHub BY Assets &
ES T AR ER4RE Astra Trident IR R IIRZS o

wget https://github.com/NetApp/trident/releases/download/v24.06.0/trident-
installer-24.06.0.tar.gz

tar -xf trident-installer-24.06.0.tar.gz

cd trident-installer

V]

ERTIIRIFEHRE * BiREARERD * # * Zik IDENTITY * FEER(E :

export CP="AWS"

export CI="'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'"

LU & Z24E Astra Trident M AEFEAZERE cloud-provider % “SCP ™ # cloud-identity SCI :

helm install trident trident-operator-100.2406.0.tgz —--set
cloudProvider=$CP --set cloudIdentity=S$CI --namespace trident

ICRIUER “helm list sp SHRRI A BB KL > BIUNRTE > spRZEM > BR - K& > EARIRAHESTHR
AR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2406.1 24.06.1
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3B EKS MINNsoHZEE Astra Trident

Astra Trident EKS it 2 2 RITNZ 2 M EHEDR « SBREEREDR - WAE AWS 5255 ~ T8 Amazon
EKS $2BCfEA © EKS MIMNToHeliR G &R Amazon EKS BEELZ BT - TR/ 28 - B REFHMINTH
FREM T {FE o

SR G
TERE AWS EKS BY Astra Trident fiifilcE 2 a] ~ sBfEEEEE T3IER .

* BEMMETEIM Amazon EKS £&EIRE
* AWS ¥t AWS THISBIHER -

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #82Y : Amazon Linux 2 (AL2_x86_64 ) =% Amazon Linux 2ARM (ARM 64 )
* EPEEEEEY ¢ AMD T{ ARM
* IREHJ Amazon FSX for NetApp ONTAP 1&ZE A4k

ErF AWS B9 Astra Trident Kih07ct
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EKS #5&
T5eh S EH &L 4E Astra Trident EKS Moty :

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v24.6.1l-eksbuild
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v24.6.1-eksbuild.1l ({ERZEAIRZS)

@ ENHRTEERZH cloudIdentity B » BHEMFREMER Exs MIMNTHZEEE Trident BF

}8XE “cloudProvider °

BEFES

. BABY Amazon EKS F#E4 © https://console.aws.amazon.com/eks/home#/clusters o
2 EEEBERP BT EBE*
3. —TIEMERTE NetApp Trident CSI MiNNTTHFAIERERLTE o
4. B—T * MiTTHE ¢~ AR VS ES MM - o
S. 1 *S*SELECT Hifircff * HE L « AT TP :
a. £ AWS Marketplace EKS-addons &E&H ~ 35EEX *Astra Trident by NetApp * 1ZEX 518 ©
b. 8% * F—% * o
6. 15 * REEIMMMTTH * RESHEE  JITTIISE :
a.
b.

—_

EEZRCRERR * kA~ o
B ENIAM A FBRE A RRE  °

C. [BEA * FERARERE * ~ B1E * MINNoHABREZRME * ~ Wi * 4HRE(E * BER ERVAEREESHRTES
TCET—ESFEPEINEE2H (EEXA TR | eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS_FSXN CSI DriverRole) ° ¥IREAHE
R EER BE) ~ AIRAEMINTH—HZERE rI UUER Amazon EKS Mt RE
BE o NRIEARBNFILES - HEIRAREBEEHRE « AEERZRK o S UFERAELETER
BRERHHREZE o EEVILEIAZ Al « 55FEE Amazon EKS MMt FA S BIREEE/TEEN

=
axX AE ©

@ ENRTEEASH cloudidentity B » BHEMREMEA Exks MMNTHRE

Trident BF$EE “cloudProvider ©

7B T o
8. 71 * IRAIRIFY * HEL  EIE B o
HINTTH R RS  CRE D RERMMTE o

AWS CLI

1. 37 add-on.json &2 :


https://console.aws.amazon.com/eks/home#/clusters

add-on.json

{

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v24.6.1-eksbuild.l",

"serviceAccountRoleArn": "arn:aws:iam::123456:role/astratrident-
role",

"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn: arn:aws:iam::123456:role/astratrident-
role'",

"cloudProvider": "AWS"}"

EFAZ2%¥ cloudldentity B> BHEMREMEE Exs MIMITHZEEE Trident
BFEE "AWS A “cloudProvider ©

B
ey
R
fit

2. 228t Astra Trident EKS MI0TTH "

aws eks create-addon --cli-input-json file://add-on.Jjson

T35 Astra Trident EKS KiiN7oi
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file://add-on.json

EKS #&
* 157 FSxN Trident CSI MIINc4 B BRIIRA o UERELBEUL my-cluster ©

eksctl get addon --name netapp trident-operator --cluster my-cluster

* EHgs o

NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES

netapp trident-operator v24.6.1-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* M B E £ —{EX BRI T el A E PR EEIRVAR A o
eksctl update addon --name netapp trident-operator --version v24.6.1-
eksbuild.l --cluster my-cluster --force

WMRITFEBRIE --force #IE ~ HIEf Amazon EKS Mt A SIRA S E B4 EZE « BIEHR
Amazon EKS MINNsoH g5kl ; MG EIFERAE ~ BENGHERES - EIEEIEBZ 7 AT
Amazon EKS it AE ERLEEEENRTE BAGLERETUUILEBEEE - NFILRENE
IRIERIEFAREE T > 552E0 "MIINTTi" o W0%E Amazon EKS Kubernetes IRIZ BIRAVFAAE « :A2HE
"Kubernetes IRIZEIE" o

BEIES

. 1B Amazon EKS =42 https://console.aws.amazon.com/eks/home#/clusters o
2 EEEBERP R—TEBE"

3. H—TEEFEH NetApp Trident CSI HINTTHRIHERTE ©

4. B—T * M¥I0TTH * RI1RE -
5
6

—_

. ¥—TF Astra Trident by NetApp * > A% —T *Edit °
. 1£ * 27E Astra Trident by NetApp * Bt ~ $117 FFIFEF :
a. FEECEFERMN * A~ -
b. (A]#) ERINERM * FIERERE * WiIREEEE TN °
C. H— T EFEE -
AWS CLI
T5EEFIER EKS Mo -

aws eks update-addon --cluster-name my-cluster netapp trident-operator vpc-cni
-—addon-version v24.6.1-eksbuild.l \

--service—-account-role—-arn arn:aws:iam::111122223333:role/role—-name
--configuration-values '{}' --resolve-conflicts --preserve
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fRp&Z24E | 7845 Astra Trident EKS Hifcid
8B MiETSER Amazon EKS MIINToi4rIEIE ©

o *{REBEE FHIMIINEREE * —tEEEIEE TSR Amazon EKS ¥{EAIRENEIE - Bt EF8EE Amazon EKS B4
IREIRMITHAE « WIE BN E % EEEH Amazon EKS MINTTH - 7B « © R G EE FHIMHNEES -
IEEIEREMIN TR A B R EIEN R « TIE Amazon EKS MIINTTH - B 7TEEEE « MINTHEMAS
21 o {REE - -preserve MLTHIVEBELURBHIINTH ©

* C REERERERHMNERS * -BMEREREEEELIETMHERAERENBRT « A UEEERER Amazon
EKS MiNso o e LR —--preserve ¥ delete UBKRMIMNTTH ©

() mEMmITAAEIERIE 1AM BB - BIREHIR 1AM IRF o

EKS #£&

T5dn < S EEPRZEE Astra Trident EKS MDTofF
eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

BEFES
1. BAEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters o
EESEERP BT =& -
B —TIEET5S NetApp Trident CSI MNTiEpIEELTE o
EE Add-ons #EIEF » AR EEE *Astra Trident by NetApp * o *
B—T T8k -
£ * #BB% NetApp_trident $2FEFESE * BIEEGLRF « T FHIDER ©

a. YNRICAEE Amazon EKS FILEEMMNTHRIRIE « sFEE * RBEEE * L - RECBEFREE
& FRMIINERES ~ UEBTEEMMITHNRAERE « SFRITIEENE

b. #i A NetApp_trident — operer °
C. ¥—T by o

o o A W N

AWS CLI
MUEBELTBE ny-cluster ~ ABHITFIIGHZ ©

aws eks delete-addon --cluster-name my-cluster --addon-name netapp trident-
operator —--preserve

R E #FR I

EESSANFINASEEENTZTLONTAP

ITRIAfEf#TFTE AWS Secret Manager AR SVM 5338 (fERERIBAERS) HRIBIHES « MU THAIFR
M .
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas
spec:

version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas

svm: svm-name

aws:

fsxFilesystemID: fS—-XXXXXXXXXX
credentials:

name: "arn:aws: secretsmanager: us-west-2:xXXXXXXxXX:secret:secret-

name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
by
"spec": |
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fsS-XXXXXXXXXX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:xXXXXXXXX:secret
name",
"type": "awsarn"

—
—

MERIURHVBRAEN - F2RTYER :
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* "{EFONTAP NetApp NASERBITZ R 5 E B iIH"
* "{EFONTAP NetApp SANEEENTZER R ER "

FFAHS ONTAP SEENFZ X sF 4B EIEY FSX
B LAONTAP £ T5EEENTER « #Astra TridentE2Amazon FSX for NetAppE & :

* ontap-san : FCBEREE PV FE2HE B Amazon FSX 18I LUN (AR NetApp ONTAP Volume ) © 2
ERRRIEEE o

ontap-nas : BECERMEE PV £ NetApp ONTAP Volume BI52%E Amazon FSX o #:%AR NFS 1 SMB

o

* ontap-san-economy - =& PV Bc&HRJ LUN #=2 NetApp ONTAP Volume FY&E1E Amazon FSX BB R
EHER LUN

* ontap-nas-econonmy . SEBEEMN PV #E qtree ~ =& Amazon FSX B89 NetApp ONTAP Volume A]
BREEER gtree o

* ontap-nas-flexgroup - BoEMEE PV #52 NetApp ONTAP FlexGroup Volume HJ52%2 Amazon FSX

o

MBERENIZTNGFMAE R} ~ 5F2E"NAS FEENFZVM"SAN BeENFZZ("

*ERGEED)

BEMZEEIEFZ A AWS FSX for ONTAP 485

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:xXxXxxxxXxXx:secret:secret-
name"

type: awsarn
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SMB iR &RV TFLE Rl 4HRE

T@Fﬁ nasType ® node—stage—secret—name‘5F[| ‘node-stage-secret-namespace ?’ ,@E_”—X?EE

SMB F4ER& Wi {HFTEE Y Active Directory

2] 232%
Bt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: nas-smb-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
"smb"

csi.storage.k8s.io/node-stage-secret-name:

trident.netapp.io/nasType:

csi.storage.k8s.io/node-stage-secret-namespace:

B inERS AR RS E 5

T RIGMHREEE  F2RATR -

2% =R

version

storageDriverName EEREEN LT

backendName EHEZ ERETeR Y
managementLIF =& SVM BI12 LIF B9 IP fiiit "]
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LUISETREMEE % (FQDN) o
WNRER IPv6 FEIZZ2EE Astra
Trident ~ BRI AR EAEMA IPV6
i3t o IPveIItAZBEL BTN E
# ~ FliN[28e8 : d9fb : a825 : b7bf
1 69a8 : d02f : 9e7b : 3555] Ul
RICRENZE (A1 #8468
fsxFilesystemID aws Pt
£ + managementLIF [Kl% Astra
Trident €1 AWS #EEY SVM

managementLIF & o ALk ~ &

WIATE SVM TEMEREREEE (

g0 : vsadmin) ~ B{ER&ENE
BEAZ vsadnin B8 o

o SMB W4HEE(EXZIRF A "ontap-nas EEENFETL o

"smbcreds"

"default"

el

KA1

ontap—-nas > » ontap-nas-
economy ontap-nas—-flexgroup

ontap-san > ontap-san-
economy

Eespf2{af@+ I 1 + datalIF

r10.0.0.11 ~ T[2001:1234:abcd::
fefo].



W

4 siLPH g

dataLIF FHEIRELIFAYIP{IL - FEFNAS
EEEhiZmt | BE IS datalIF
ONTAP o YRR - Astra
Trident& ESVMEEENE #llifs o {&17]
LIEEERMNFSHI S EEN R
4154 8 (FQDN) -~ EBEEIEER
BB B RDNS « UBEZEERE
EREAZ BiE R & &1 o AITEAEA
MEZBETE - ;520 o (SANEE
EFiER : sAMIEEARISCSI
) ONTAP ° Astra Trident{&
FHONTAP [EZMLUNMIE ] RER
REV L BRI TEREEEFAERISCI
lifs o YN REAMEE & datallF « FLEE
FEE - INREMA IPV6 HEZZRE
Astra Trident ~ BR]LAERE A fEF
IPv6 fii3ik o IPve{it#AZE LA 75 $ETN
RESE - HIUN[28e8 : d9fb : a825
. b7bf : 69a8 : d02f : 9e7b :
3555] o

autoExportPolicy EYFEHEREREI REMHE M false
{&] o Astra Trident AI{EFE
“autoExportPolicy #[1
“autoExportCIDRs #5818 « HE/EIE

FEHRA o
autoExportCIDRS #&# Kubernetes &%t IP EfiZE7ERZA [ 10.00.0.0/01 ~ T :/01 1

B¥AY CIDR ;58
autoExportPolicy ° Astra
Trident AIfEEA "autoExportPolicy #
“autoExportCIDRs #2185 « BHE1E
PEHRA] o

labels ERIEEENERISONERE "
EEE

clientCertificate AP iR/&:EBaseb44RiEE o AL "
REERIEREE

clientPrivateKey AR iEihAZE&iENBaseb4fRiEE o "
B ER R T

trustedCACertificate S{E{ECAREMIBaseb44RIE(E o & "
B o AR/&RSERESE o

username BT EENSVMIERELTE -
AR5 R EREE o IR0 ~ vsadmin ©

password EBARFEE Y SVMBIZREE o FARtEY
SHRIEREE o

svm B ANEEERIS 23 IEESVMEIRLIFBFHTE

105



W

4 siLPH g

storagePrefix ESVMARECE AR ERFRfEMARY  trident
AIERS o EIATEEIUBEN - BE
BERLSH - ERBEUMIIE
u‘fﬁ o

limitAggregateUsage * SH71387E Amazon FSX for NetApp :BZ70{EH °
ONTAP © *Z{HAY ‘fsxadmin'#l
‘vsadmin' &L ZH#EEY Aggregate f#
P& XA Astra Trident IR

FREBHVEIR ©
limitVolumeSize NRERBVERRE R/ NS UL E 1 (FERASRHIHIT)

AERREERW - hERFIHEE
gtree 1 LUN BIERKHEABRE K/
ALt "qtreesPerFlexvol #EIEA]:E
& BE5T751E FlexVol IR K gtree &
2o
lunsPerFlexvol FFlexVol ALUNBIER ALUNE= « “100”
EEWAZAEA[50 ~ 200] © f£FR SAN

debugTraceFlags SREHHHAREF E(ERAVEIEEIZ o ) null
N~ BRIFEIEEEITRR PR B
ESFMBRYECEREED ~ BRI {API}
: false ~ T757%) ! true} AF
Edz= debugTraceFlags °

nfsMountOptions LUESR 2 FREUNF SHM & IEIE R
B o KubernetesiF4&rAhE & AIHM L
HIEE R REMEENFIEE 2
W R GEFLER PR IE e EEE
HlJAstra Trident& i [El{F B #FE IF
4HRRAE IS EAVRMEEETE o UNSR1R
FHER S AR REAE P RIS E S
18 ~ Astra Tridenti& R Z 1EABRARYHF
BT & RR T I EIE o

nasType HENFSTHSMBHAR &I o #EIH  nfs
B35 nfs > smb B null o *
SMB Volume WAZBERA “smb ©
*NFSHAIR& I TaR B Anull ©

gtreesPerFlexvol FFlexVol [EZHIERAqtree®l ~ #4478 "200"
7EEEEA[50 ~ 300]
smbShare ol LUsE Y EF—I8 . /A smb-share

Microsoft BEIE2FF 55, ONTAP CLI
FEIIHY SMB HE&TE - ERFF
Astra Trident 237 SMB H£FHH%
8 o ONTAP f&i%HAY Amazon FSX
EEIBH -
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W
st

useREST

aws

credentials

AR ERECEIR &R RIRERRER

siLPH eyl

{EFIONTAP Isrest APIBYfMAZ false

o * FITTEE

useREST EAEZ AN ARIRE
MIEEERXFETLFEaHN il
B M o 885 true K~
Astra Trident f${EF ONTAP
REST API EBUmiEH o ILIHAESE
EONTAP ERAEMARAEAIARE © ItE
6~ EFEM onTAP BABBNE
BEERRENFIE ‘ontap ° =
EFALERZNMABRRE

vsadmin cluster—-admin B9 o

I&BILUTE AWS FSX for ONTAP B
HREERIEE THIEE ¢ -
fsxFilesystemID . 57 AWS "
FSX IEZRMA ID © - apiRegion ""
. AWS AP| B %f8 © - apikey - ""

AWS AP| %48 © - secretKey :

AWS HE TSR ©

S Bf#TEIE AWS Secret
Manager Y FSX SVM 335 o -
name . %28 Amazon EIR&TE (
ARN) ~HAEE SVM BI:8:8 o -
type . 8843 awsarn ° YIE:FHE
- FBFSE "I AWS Secrets
Manager ZH§" o

ol LUF AR E R E L EIE KT HITER ERACE defaults o MNFEEEH « BB THHERE
2¥ Sk 8%
spaceAllocation LUNBYZ=RI B true
spaceReserve TRGFEEER ; ME (B none

snapshotPolicy

gosPolicy

g Volumes (5%
EFEAMISnapshotFREI none

EIRRAAFTIRIL IR ERQoSIRA T
B4 - EESEMTERNRIR
Hrp—{EqosPolicy
Z{adaptiveQosPolicy ° &ECAstra
Trident{EFAQoSIRAIB$4HEE
ZONTAP £ ERTHRASHIRRZS © T
& EAIFHEAIIQoS/RAIE
4~ WERRBEBHEEENERE
SEAMEE - H=MQoSRAIEE
B REIFTE TIFaHNEERIES
EBR -

LI
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W

% 55 AA AR

adaptiveQosPolicy B RAAFT IR L PR @& BR5E M
MQoSRAIEHH - BEIEFERTEE
& & imAYE P —{EqosPolicy
Z{adaptiveQosPolicy ©
FONTAP-NAS-#EHE L 1% ©

snapshotReserve REBLIRE To) MHEEEBR2E W3R snapshotPolicy =&
‘none ~ else []

splitOnClone FRITEARRE s RERXEERDEIIELR false

encryption TEEbERE® EERA NetApp Volume  false

Encryption (NVE) ; f8:%%4
false o WBTERE FIRETER
FINVE ~ A SEFRILIETE - MNR7E
BIRENEANAE ~ BiAstra Trident?fig
B aEEEE = BUANAE o 1
EELE ~ 552/ Astra Trident
UNMEIEINVEFINAEIRBLEE" © o

luksEncryption EXFALUKSHNZ ° 5528 "E - Linux "
M—EW=E (LUKS) "o (R
SAN o
tieringPolicy EFANSEIRR] none “snapshot-only R ONTAP 9 Ai
FY SVM-DR #HRE
unixPermissions FGEERET - R ESMBHEIRE T
& AfREZER -
securityStyle MR ERZ 2RI o NFS Xk NFS F8s&8{E% unix ° SMB FE:& 4

‘mixed 1 “unix €2 c SMB X ntfs o
1 ‘mixed ' 'ntfs' Z21ER, °

EHFCE SMBHAIE &
TE] LAE R ERENZTURECE SMB HRE ontap-nas © ST P BRZAIE S SANFINASEEENFZTUONTAP ©

FsEZ A
EIERREENTENKECE SMB BAIRE ZH] ontap-nas ~ S BEETIER

* KubernetesZ&E BB LinuxiZHI2SEIE, « LUIKRE/D—{E#1TWindows Server 201989Windows T{E&f
Bt o Astra Trident(® X 1B HEEWindowsEIEL_E#1{THIPod_FBISMBHEIEE

* E/DEF—{AAstra Tridentt%2} « Eh @S ERActive DirectorysBs53 &k} o B4R smbereds !

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* REAWindowsRFEHISCSI Proxy © BERE csi-proxy * A2 "GitHub : A WindowsH#ISCSI
Proxy" ~ BE"GitHub : csi Proxy"f#7E Windows E#1THY Kubernetes Bi%f o
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1. BIISMBHEARE o ,ax_JL/(ﬁ%,itﬁﬁﬁﬂjéw\—t BB T {ER ONTAP CLI ~ UEEA R Zz—E1i SMB
BIEESHA "Microsoft BIEEIER" o« ZEEFAONTAP CLIZEIZISMBH :

a. MAME « FEUHARBEERISER o

82 E “vserver cifs share create 7EE I HARFIRE -path FEIEHISERIRE o MNRISEHREREE
Bt gk o

b. #3785 FESVMIERAMSMBEAE :
vserver CifS share create -vserver Vserver_name -share—-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C MRHAEERI :

qul

vserver cifs share show -share-name share name

()  omwmsman  #S0EISVBLAE" .

BB imE ~ SAERE T §'JIEEL,G° ESMB Volume ° B ONTAP & in AR EIERIFAA FSX "FSXIE
T,\ONTAP BIBEREIEM LG « 5526 -

4 siLPH 51

smbShare ol LUIsE Y EF—I8 . /A smb-share
Microsoft BEIEF1F &5 3 ONTAP
CLI 3789 SMB & « 52
SoEF Astra Trident Z37 SMB 8
% FE - ONTAP &i%BJ Amazon
FSX BEE 2% -

Vi

nasType * NERRTEA sb MIRE null © smb
BIZRET RS nfs ©
securityStyle FHREENZ2HRI o * UWEHRE ntfs I “mixed SMB Volume

2 ntfs SMB Volume Bf mixed °

*

unixPermissions & AEL - SMBREREE S "
BREATER*
R EFEFLERF PVC

TE Kubernetes StorageClass ¥4Il i I #7487 ~ LUIET Astra Trident UAIECE
Vqume o #1317 PersistentVolume (PV ) # Per3|stentVqume Claim (PVC) -~ {EH%
EH Kubernetes StorageClass ZREKTFE PV ° 7A1%8 ~ Ea] A PV ##E Pod ©
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Bif#EFER

%7€ Kubernetes StorageClass ¥4

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes
StorageClass Y 118 Astra Trident AlAZLERFAERAMNERICERE « 5/ Astra
Trident YAIEIRECE volume o fY0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

WNEE AR N B ShpvF4AEE T PersistentVolumeClaim ~ MAKIEHI Astra Trident BECE R E IS
B ~ 2R "Kubernetesf Trident4){4" o

FERVAE el

1. 52 Kubernetes ¥4 ~ EIEE51FE B "kubect! £ Kubernetes HI£17 o

kubectl create -f storage-class-ontapnas.yaml

2. IRFEEZEETIKubernetesflAstra TridentFHY* basic ~ csi *(#77485! * MAstra TridentfEZ BT B IRIE
REE ©

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

#37 PV #1 PVC

"PersistentVolumer' (PV ) R#EEIEET Kubernetes 5 FFiEMEREHIFEEIR o " PersistentVolume
Claim" (PVC) RfFEXEE L PersistentVolume FYZER ©

A PVC SREABRFERENNEEIEDR - EEEE S I LUFEAMERAR StorageClass JRIEHIER
PersistentVolume KX/NIZEUETNEIRER ~ BIUNKBESARTS B4R ©
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https://kubernetes.io/docs/concepts/storage/persistent-volumes/
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##£37 PV 1 PVC 218 ~ I&e] LIS HERR&EEE A Pod ©

EHHENFE

PersistentVolume £ & /58

ItE3H BT B BEREREL StorageClass HHRARY 10Gi EZ4s PV basic-csi ©

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"

1M



PersistentVolume Claim £ & ;58

B HIFEMERN PVC AHRREEIR o

B]77EX RWO #J PVC
ILEEHZETREE rwx FEUERNEZR PVC ~ BT84 StorageClass 18RAHE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

%M NVMe / TCP BJ PVC

LEEEHIZETR NVMe / TCP FIEZ PVC ~ Wi HEI4 #8407 StorageClass HHEFHKEY rwo 1FEX
protection-golde

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

#8137 PV # PVC

1. B PV o

kubectl create -f pv.yaml
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2. FEED PV HREE ©

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE
pv-storage 4Gi RWO Retain Available
Ts
3. 8L PVC °

kubectl create -f pvc.yaml

4. TEED PVC HREE o

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-storage Bound pv-name 2Gi RWO 5m

faﬁﬁ FERUN{AT B B EHpVEFAHE S PersistentVolumeClaim ~ MAKIZEH Astra Trident BCBHAEE RIS
% « :H2R)"KubernetesF Trident¥J{&" o

Astra Trident B4
B2 BRTEEERMILE Astra Trident BIEMNHEE RN REECBEISEEANMBER o

it Eohidl &fE BE ] XEE
A8 1A FER HDD * JB& BERMESIE SEMERRER  ONTAP-NAS
I~ SSD BIRYIERS RS * ONTAP-NAS-
XRTmE AEEERL « ONTAP-
NAS-flexgroup
~ ONTAP-
SAN - solidfire-
san
BERECEHE F& Mg B8 PoolZiEILEIR EENERFEE & 2O0NTAPZ
FRERE Vapzs B
Z20NTAP & ~
i% Y 52% N i% Y
i% N i% N i% N
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B4 Y

BimiRR FER
TRER m
B m
e mim
IOPS PoLp

. ONTAP Select A= 15

HELGIEAEN

HBELGIEARERN °

1. KSR &EEA Pod o

kubectl create -f pv-pod.yaml

ELEEFIEETAS PVC MiNZE Pod BIEZNZARE

114

BE BE

ONTAP-NAS EE&BHIEsEs

~ ONTAP-NAS- gy

S
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san » GCP-

CVS ~ azure-

NetApp-Files

» ONTAP-san#&

7

5 - o EELEAHR
PR E

E - BRMZRER
HEREE

E - BRAZENE
HIR&E

IEEE EERESIREEIE
EANBIIOPS

;o BAAERE

2=
EZ]

EER I

B RN RER
BYVolume

EREEL
BIVolume

EEAME
BYVolume

VolumefR:&iE
LEIOPS

XEE
FRrEREENTE\

ONTAP-NAS

~ ONTAP-

SAN ~ Solidfire-
SAN ~ GCP-CVS
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

2. Efz

AR

(D EoI LU B E kubectl get pod --watche
g

EER CRMIEEREE L /ny/mount /path ©

kubectl exec -it task-pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G % /my/mount/path

1. IR LUMIBR Pod © Pod FEARRIFABEE « BXHMRENERE -

kubectl delete pod task-pv-pod

1E EKS £ 3% Astra Trident EKS Kifinsc4

Astra Trident f§15 7 7E Kubernetes #1T NetApp ONTAP {#/Z &2/ Amazon FSX - :ER
BAESNESIESEME TN EATERIFE - Astra Trident EKS Mt 8 S RHMNEZE M
EREIE ~ SR EIERETL ~ WAIE AWS B ~ mIEd Amazon EKS FAEC(ER o EKS KN
48]3 %u?—:?ﬁaﬁﬁﬁ Amazon EKS F2EZEIETE ~ WiRl/D %8 « 5REMREMMIITHRERN
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TiEE -

ORI
TEERTE AWS EKS B9 Astra Trident MMk 2 Al ~ sBEERRERE T5EE

* BEAMINETEIM Amazon EKS Z&EIRE
* AWS ¥ AWS TiSHIER :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 88! . Amazon Linux 2 (AL2_x86_64 ) =% Amazon Linux 2ARM (ARM 64 )
* ENELEERY ¢ AMD 3¢ ARM
* IRER Amazon FSX for NetApp ONTAP t&Z %4

1. 71889 EKS Kubernetes &5 « BIBZE * i * &5

R -

tri-enV—ekS | c I | Delete cluster ] | Upgrade version |
(@) End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [

¥ Cluster info info

Status Kubernetes version  Info Support period Provider

@ Active 130 @ Standard support until July 28, 2025 EKS

Overview Comput: N; ing Add-ans o Access Observability Upgrade insights Update history Tags

@ New versions are available for 3 add-ons, b4
Add-ons (3) e Vew details Edit Remove

I Q Find add-on | | Any category ¥ | | Any status v 3 matches <1

2. gi1¥ * AWS Marketplace Mol * MEEHE storage 8R! o
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AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons bo enhance your EKS dustors.

| Q. Find add-on ]

Filtering options

Any category ¥ I MNetApp, Inc. ¥ Any pricing model ¥ Clear filters ]

MetApp, Inc. X < 3 2

MNetApp NetApp Trident g
Netapp Trident streamlines Amazon F5x for NetApp ONTAP storage management in Kubernetes to let
your developers and administrators focus on application deployment. FSx for ONTAP flexibility,
scolability, and integration capabilities make it the ideal choice for organizations seking efficient
containgrized storage workfows. Product dr.l:all_aE

Standard Contract

Category Listed by Supported versions  Pricing starting at

storage Netapp, Inc. [3 1.30,1.29, 1.28, View pricing
1.27, 1.26, 1.25, details [1
1.24,1.2%

cnca [N

3. #% 3| *Astra NetApp Trident Trident MiNTTHF * AEENZAZEN S 1R o
4. BIEFREARASHIMIIN T ©

117



MNetApp Trident
Listed by Category
1 NetApp storage

Status

Remove add-on

{Z) Ready to install

You're subscribed to this software
You can view the terms and pricing details for this product or choose
another offer if ane is available.

View subscription x

Version

Select the version for this add-on,

I w24.6.1-eksbuild.

”]

Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,
I Mot set v | C l
¥ Optional configuration settings
Cancel Previgus -

o. FEH IAM A EERME AR o
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6.

Review and add

Step 1: Select add-ons Edit

Selected add-ons (1)

Q} Find odd-on 1
Add-on name Iy Type v Status
netapp_trident-operator storage & Ready to install
Step 2: Configure selected add-ons settings Edit

Selected add-ons version (1)

Add-on name rs Version v 1AM role for service account (IRSA)

netapp_trident-operator v24.6.1-eksbuild.1 Mot set

Cancel Previous

| Create
(A1) REFERETMIENLERE > ABREZET—F o

iE1E *Add-on RREZRAE * - MR * AARGME * B ERVAARMESMRERTE L —EXRPRINABSH (
BERERATIIER | eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS FSXN CSI DriverRole) o MIREHBEEMBREA
AEW TER)  RERAWMTHN—NSERERILAER Amazon EKS MITTHREER © MIRITKREL
FAILEEEIR « BERARTEHEEGRK - AIFER TR  MAILIEREERISHRA S REFHHARER o BEHUL
EIBZ A ~ sAETE Amazon EKS iR S EELEREBTEENRE

@ ENHRTEERAZH cloudIdentity B » BEMFREMEA Exs MIMNTHZEEE Trident B
8E "AWS'A “cloudProvider ©
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Select 1AM role

Setoct an |AM role to use with this add-on. To create a new custom role, follow the Instructions in the Amazon EXKS User Guide u

Mot set v l [ |

¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schama Balow. The configuration values entered In the code editor will be validated against this schema.

"$id": "http:/fexomple. com/example. j50n”,
"4{schema”: “https://json-schema.org/draft/2819-89/schema”,
"default™: {},
"examples”; [
i

"cloudIdentity”:
}
]!‘
“properties”: {
"cloudIdentity”: {
“default”s "7,

“avrmelac!s T

Configuration values  info
Specity any additional JSON or YAML configurations that should be applied ta the add-an

iv {

2 "elovdIdentity”: "'eks.amazonaws.com/role-arn: arn:ows
riam: : 139763918815 role
/AmazonEKS_FSXN_CSI_DriverRole'",

3 “cloudProvider”: "AWS"

N

7. 5E$2* Create (3E3I) o
8. FESEMINTTHRUAREE S Active ©

Add-ons (1) info View details Edit Remove _

| Q. netappl X | ‘ Any category ¥ | | Anystatus ¥ | 1match < 1>
NNetapp  Astra Trident by NetApp o
Astra Trident streamlines Amazon FSx for NetApp ONTAP storage in to let your pers and focus on app i ploy FSx for ONTAP
ity, scalability, and grati P ies make it the ideal choice for organizations seeking efficient inerized storage Product detaits [
Category Status Version 1AM role for service account Listed by
storage @ Active v24.6.1-eksbuild.1 (IRSA) NetApp, Inc. [2
Not set

View subscription

R CLI %24 | fRi& 4L Astra Trident EKS Kihnc

{#F8 CLI Z24E Astra Trident EKS [iiN7cf4 :
5 & Hd S & <LdE Astra Trident EKS Mol -

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
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v24.6.1l-eksbuild
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v24.6.1-eksbuild.l (BERRZE)

@ EUREERZSH; cloudidentity K > SAHIRIEMA ExS MMTHLE Trident FHEE

“cloudProvider °

{8 CLI f#f5%4E Astra Trident EKS Hifinrcfy :
56 S SRR ZEE Astra Trident EKS MifNTclE -

eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

{EHkubeclEiL B

BIFER 7 Astra TridentBfEF R A ZBEAF o ©E55FAstra Trident R B fEFE R AR E
# ~ UK Astra TridentfMA R sZfEF R AR B R E o Z3EAstra TridentZz & ~ T—3 1
3. 1&lm o "TridentBackendConfig' HEJE/REZ (CRD ) mEEEHIEERA Kubernetes 77
Eﬁﬁ&%’ﬁ Trident &% o AT MAEATNERAT CLI TEK "kubect! #1T Kubernetes 2

TridentBackendConfig

TridentBackendConfig(tbc v tbconfig ™ tbackendconfiqg) ZHIiH - 5% CRD ~ Al:EERAEIE
Astra Trident &5 kubectl © Kubernetes Mf#FEIE SR IUE BB Kubernetes CLI BIIMEIR R iR
(tridentctl ~ MAREERNGLH BRI -

Y4 TridentBackendConfig ~ B4 TAIENR ¢

* Astra Trident&RIRECIRMAVAERE B BRI B IR - BIEAZRTR A TridentBackend (tbe
tridentbackend) CR °

* TridentBackendConfig Bl Astra Trident FREBIMNBEBIFHEL TridentBackend ©

&{E#D TridentBackendConfig {FRAME—H—¥HFE "TridentBackend ° A& efelAFERAENNE
AR MRERIE ; BERE Trident KREB RGNS o

@ TridentBackend CRS HH Astra Trident BEIEIL o &~ FEZEELEIER - NREE
EEMEIR « BIEWHLUEITER " TridentBackendConfig e

B2 T CR & &Ef TridentBackendConfig :
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T AIUEFRBEFRY "TridentZi<i2T0 886 ~ UBUSFARFHEFTE / IRFSAIEEHIAERS -

‘spec  BRABIRITERNHRESH o ELEEERF - BImEHEA ontap-
san " fEEFREHFEL i[tﬁﬁﬁltt&%ﬁ']tb‘ﬂ'] u/%I WNEFRE 1::%7?%[@]&TEI'J HRSEZEIEFE » 552 R11
nk:backends.html [ "HEFEEENFENAVBIHAEREZ" )

& ‘spec’ —Hith B “credentials’# "deletionPolicy #{iL ~ LM (I/E7E CR L "TridentBackendConfig®
B9 :

credentials : ILBHAVER - B85 BANEERHEFR E/HE%‘!B’JWM o bR EAFAERIL
BYKubernetes Secret o s2s8 5 {4 % L A @ﬁ(—?—ﬂ%“ﬁ% &~ AL EEA S

* deletionPolicy : ItFEREZEMIBREFFESE LR TridentBackendConfig &t o AISEEEMIE R SEMIEZ —

° delete : EZEIFFMIER TridentBackendConfig CR FMtHEAME IR - SETER1E

° retain ! TridentBackendConfig MR crR % - BImERNEEFT « AJERBE
‘tridentctl o BBMFRRRIRES retain AFFERERKERERA ( 2004 E 1 B 21 Bz
A1) ~ MREEINRE o ILEUNERNERILIEEN "TridentBackendConfig®

BIRHRTEREARTE spec.backendName "By © tll]%ﬂ%?  BIBin LB e R AT RTE
@ ‘TridentBackendConfig ( metadata.name ) RF AR ERIR%TE
spec.backendName °

EREIIEIG tridentct]l BERIHEY " TridentBackendConfig ¥ o B LIEIL CR
K “TridentBackendConfig ZEEEIRIIERIT kubectl o WEIFIRIEEIEREEREZH
(180 spec.backendName » * spec.storagePrefix s ‘spec.storageDriverName %
) ° Astra Trident & BEhELEFEEILAY "TridentBackendConfig B H1ZTERY & U ©

ﬂ}l% 1(nvE\E‘F=
EEFERARILIMIER xubect] ~ TREZIIT THIENE -
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1. 37 "KubernetestéZ" o ZHEEIS Astra Trident B 5 / IRFSIB ARSI o
2. #1371 “TridentBackendConfig ¥4 - EF G S A RIEFHEE/IRFFAVGEHAEN - WBE L —PETRIES o

EirBimz % ~ eI UERBREBIRAIREE kubectl get tbe <tbc-name> -n <trident-
namespace>» WU EEMEFAE R o

HER1 . I Kubernetestz?

B8 SR IRFIGEIEIME o

B SERFRE T aFrEEITAE - EHMT :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster—-admin

password: password

TREESRASERETFANEEL RS SR

REFFatEm AR
Azure NetApp Files

A GCP Cloud Volumes
Service

A GCP Cloud Volumes

Service

7t%& (NetApp HCI / SolidFire)

ONTAP

ONTAP

ONTAP

ClientID

Private2&ID

Private &8

oE

fERERTE

TS

R RImERER

EETLE
FEREN MR R IKID

FAZ LMD - GCPIRIEIRAAPIE
wm—3fn - BACVSEEEAR

FE x5 | GCPRFSIRAAPIZIRAY
—%572 - AACVSEEEAR

MVIP ~ 3EF 1 SolidFire $FLFETER R
ENASEEENEHENESE

BIRERE/ SVMIIERERTE - A

=)= FF =2%
AERERBYEREE

HERERE/ SVMBVES o AIRENE
BiBRSE

AR infAZE g Base64RIEE ©
B /RE R RS
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(G IER =y 2o (Ve
ONTAP

ONTAP

ONTAP

ONTAP

chapff BB

chaplnitiatori#zz

chapTargetUsername

chapTargetlInitiatort&=%

1RAIEREA

BAFERELTE - W
FRuseCHAP=truefIIZZE - AN
ontap-san M ‘ontap-san-
economy

CHAPERENZZZHE - 1
RuseCHAP=truefIIZFE - BRAMN
ontap—san\ﬁﬂ ‘ontap-san-
economy

EEERERTE o W
FRuseCHAP=trueBIEE - FRAM
ontap-san M “ontap-san-
economy

CHAP B 1RERENSI 1 o 10
FRuseCHAP=trueIIFEE - FBAM
ontap—san‘*ﬂ ‘ontap-san-
economy

IEF R R NMEBREE T —EPERP BRI TridentBackendConfig AR

‘spec.credentials ©

% 2 [} TridentBackendConfig CR

RIRIE B ZEMHBIFEIL TridentBackendConfig CR T o TELLEERIF ~ FERHEESITENAIE IR ontap-san” &fF
T34 I8 " TridentBackendConfig :

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

WER 3 : FESY CR BYAKAS TridentBackendConfig

IREMEBEHEIL TridentBackendConfig CR ~ AJLABREEAREE o A2 R 7 -

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BRI BRI E4E TridentBackendConfig CR ©
PEEE T AR A T H AP —1E(E -

* Bound ! TridentBackendConfig CR EiBiniERAH: « BRBIRE S configRef RES
*TridentBackendConfig CR BY uid BYIER o

* Unbound : KM "" o "TridentBackendConfig ¥4 R BAEE R © iRIETER ~ FIAMEILARY CRS #1
“TridentBackendConfig" BRAS LERES o PEEREE 2 % ~ pLEEABEMIEAUnbound (GREBE) ©

* Deleting : TridentBackendConfig CR deletionPolicy B&E Mk o fIfk CR &
TridentBackendConfig > EEEAE Bk, AREE o

c MNRBIRAFEIHFEBUIEEES (PVCS) - MR TridentBackendConfig i EEH Astra
Trident MIBFEIHFA “TridentBackendConfigCR °

° NRBIFEE—EHXZEPVCS ~ BIZEAMPRAKEE © TridentBackendConfig CR BE&RtIEEAM
PREEER - RBMIBRFTE pvcs zZ1& ~ 7 EMIBRBIFFA TridentBackendConfig ©

* Lost . Bl CR #HfRY#8 IR TridentBackendConfig #EIMNKZIEMIFR « TridentBackendConfig
CR NEEMIIREIRAIZREE o TridentBackendConfig ER{EZAM -~ HAIMIFR CR “deletionPolicy

* Unknown . Astra Trident ;¥ Eff CR tHEARKBVBIRAREESTFTE TridentBackendConfig o 40 ~ &Ml
8 AP| {AlfR232E[EIFE - f tridentbackends.trident.netapp.io CRD &% o ZERIFEEENTA ©
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TEULREES ~ BTN BiR | IBARIRIEERILIZRINGIE » B4 12 I E A0 & U iR o

GER) D54 BISEZFHEER
ERIHT FIUA < RS A RIR R ERE A -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LtESh ~ &t BT LAERASHY YAML/JSON fEE] TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B Z[EME cr FREII&IF "TridentBackendConfig By ‘backendName  H]
‘backenduUID e ltb lastOperationStatus’ AR crR LERIRIERVAREE "TridentBackendConfig®
AIREREEZ (FI0 ~ ERBEBEPEFEIEE spec) ~ ZUH Astra Trident fi&2% (40 Astra Trident EFERED
HARE) o BIRER TARIhL 3 M5B © phase fiFR Ccr ElfRinZ RIRIMARAVREE
‘TridentBackendConfig o £ E#i#EFIH « phase BERME - /™ "TridentBackendConfig CR Eifg
I AE BA S o

el LLE1T “kubectl -n trident describe tbc <tbc-cr-name> a5 S UES EHsC R AFARE ] -

@ e L ERAEMTMRE SHERAYY tridentctl WRYG "TridentBackendConfig o BEfR
£ TridentBackendConfig ZRIVHAFTERIIPTER “tridentctl ~ "sE2RILLE" ©
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

MKECBECVL#\{TR IR EIE
BRI E AT RIREIE(FSE kubectl ©

UllERED

fHiB% TridentBackendConfig & U@?ETT'\ Astra Trident MR / REB&IE (R
‘deletionPolicy) ° HEfMIfFEIR «FHEEE deletionPolicy‘EﬁEj%ﬂﬂlJB? SEEMBR
"TridentBackendConfig® %%EEK'—EE deletion}?olicy REAFRY o EFEFRERDAFE > LEAIUEE
B#ITEIE “tridentctle

HITRIGmL .
kubectl delete tbc <tbc-name> -n trident

Astra Trident A& MIFRERSA Kubernetes #%2 TridentBackendConfig © KubernetesfEfiE & &5
% o MIBREZRFAB/IVD c SBETERIGREABER - 1 REMPRSLEHKE o

IR AN RIS
HIT e -

kubectl get tbc -n trident

MBI BT tridentetl get backend -n trident 3 “tridentctl get backend -o yaml -n
trident EUSHEFEMFIARIFEE - IWEEHW SO IEARIUMNEYR tridentctle

e
EMRIRAEAZSERA !

* FERRAGRGEENCEE - EEFHE - W EEMYIMEHFERM Kubernetes Secret
TrldentBackendCOnf ig ° Astra Trident® BEILIRHARITIEEN EMER c HITFIHGSUE
¥Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* REONTAP B2 (fINERRISVMETE) o
o IEEIUER TS « HiEFEIB Kubernetes B3 “TridentBackendConfig #)14 :

kubectl apply -f <updated-backend-file.yaml>

o BE ~ AU ER T SEEIREMN TridentBackendConfig CR
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kubectl edit tbc <tbc-name> -n trident

* MRBIHEMKRY  BinHFEEEFEREBEMVAER o ERIUBITH kubectl
describe tbc <tbc-name> -n trident  3RIBRECEE ~ UFIENREA kubectl get
<:> tbc <tbc-name> -o yaml -n trident?®

* HRIIEEAERGAERVREIREZ & ~ IR EH#1Tupdateds < o

{EAtridentctiH{TRIHEIE
RN EERARNITRIREIEEX tridentctl ©

FEAVEEI
BiuZz®B"EinHEE"  SFRIT T -

tridentctl create backend -f <backend-file> -n trident
MR BIREILEY ~ RTBIGHREBRME o ol LUEIT Ty d < R Race: « UHERER -
tridentctl logs -n trident

sl MAEEAAREAERREZ & - REFRNITHLHNA create ©

EEtAstra TridentflFr1& % ~ FBHIT FHTER
1. #RENB IR TS -

tridentctl get backend -n trident
2. MBREL

tridentctl delete backend <backend-name> -n trident

1R Astra Trident EAEEE MEBHILEAIRE « BZERIEE « MM ER S S008I
() EmrmmeTERRE - GHSEEER TR RE - M TidentSEEEmE LIIREAR
5~ ER SRS AL -
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backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html

BRIRENEIR
BEEA TridentRIBRIRIR ~ AT AP ER

* FERSHRE ST e !
tridentctl get backend -n trident
* BREUSFAHAER  SFRIT TS !
tridentctl get backend -o json -n trident
B
BN RIRHERREZ R « T Fe< !
tridentctl update backend <backend-name> -f <backend-file> -n trident

NRBIREKRM « RTBIGERARE « B CES T EMAVERR o ErIUBIT e < R E0ER « L
JRE

tridentctl logs -n trident

RIS EARREENREEZ 8 « REBRHITHEIE update ©

sHR! o AR 18 I B9 77 4R

B EAILUER JSON REIZHEELETIEE « IR tridentctl AR WL - EEER jo KREXRL
MARRER o

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EERAMNMERZEIIAZIE TridentBackendConfig ©
ERIREIEER BT
BEf#Astra TridentBEIBBIRIIARE % ©

EERImAEER

BEEBYHEL TridentBackendConfig » BESREAMBETHS ARERRI - EERH TIIMEE !
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* EREIINERIR AL tridentctl " EA—#EEIE "TridentBackendConfig?

* EREIMBIFEILL TridentBackendConfig (R E 2 “tridentct! I ?

fEFEIE tridentctl " #8¥m "TridentBackendConfig

RENRAAEBEIYIMN - B1E5EB Kubernetes NEIREIEEI TridentBackendConfig BB IRFIEM T ER
“tridentctl °

EREAR T2
* FARFENRE - AASFEREILM tridentctl *78F “TridentBackendConfig ©
* EREBIAHEI tridentctl ~ MEM TridentBackendConfig ¥4 ITETE ©
TEMREBERT « BIHNEEETFE « Astra TridentHFIZHIRE SEEEE - RREESAMEEREZ— !

* HEEF tridentctl REIBEATEIMNBIL
* BMERAENHBIREL tridentctl " EH TridentBackendConfig ¥t o BIRMIEEKRE R IR E
AMIE “tridentctl KRB “kubectl ©

EEFHAEIEESEFEENRIR kubectl ~ MBI "TridentBackendConfig' B1IR 5 BimELAER o LI 21
EERV4EE ¢

1. #3IKubernetest¥% o tbi32 615 Astra TridentEd {17 s &/ ARFSIB ARSI E K o

2. ¥ TridentBackendConfig ¥t - HHE S HBRREFRE/ RFNFHEEN « LBE L —S BT
& o WEIRIEENERERZE (Flum spec.backendName » » spec.storagePrefix®
“spec.storageDriverName'Z%) ° “spec.backendName /B EAIRBRIHFIILTE o

RO BRI

EERIEGTIRBRIEN « "TridentBackendConfig w4 BB & Im4HRS o 7ELEEEFIP ~ REZFER T JsoniE
RBIUBIR

tridentctl get backend ontap-nas-backend -n trident

o o
ettt o t——— +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

e e

o - fomm - fomm - +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3beb5ab5d7 | online | 25 |

o Fomm e

e F————— - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

HEE1 . EiIKubernetesié

BB SR ImEE0IME ~ N TEFIFR :
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

B 2 | 1 TridentBackendConfig CR

T—% 2@ TridentBackendConfig CR ~ 5% CR B HENELEETESIFEN ontap-nas-backend (

MAEHIFFR) © BEFTETINERX :
* HERER THEEEIFHATE spec.backendName ©
* AHRE2HERIRRIHER) o
 ERERMN (BR) SEEFHRRERHERMNIERS o

s FEE R 2B BKubernetes Secretig it « MIELATSFIR (M o

EERBRT - TridentBackendConfig #§ &40 FFAT
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

SEE 3 | FESY CR BUAKAE TridentBackendConfig

I 7 7% TridentBackendConfig ~ EHFSEEMBER Bound ° EHERMEIRERIRHERNEIHEZIBFUUID °
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

BIRIRERFERYHRTE2EIRE tbec-ontap-nas-backend TridentBackendConfig ©

FHEIE TridentBackendConfig #lf “tridentctl

‘tridentctl AIFARYIHEREINER

‘TridentBackendConfig' ° IESh » RAEIE S th o] LUEIEFE B MIPRIFEE
‘spec.deletionPolicy ®EA "retain %R ‘TridentBackendConfig TR EIEEHERERIR
‘tridentctl” °

TR0 BRI

BN ~ RE& T3 BIGEME BRI TridentBackendConfig :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

Rttt « 5% TridentBackendConfig' BRI IHIEIL M BRAE =R IR [ BRZREIHAY UUID ]

$EE1 [ H#58 deletionPolicy RES ‘retain

ERMIREENEE deletlonPollcy EEELS retaln o YL AT FE{RMIPR CR BF
TridentBackendConfig s BIRERNEFTE LB BETEIE tridentctl ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

() MIFRES retain  FABEMEENTF—EHH deletionpolicy o
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R 2 IR TridentBackendConfig CR

R1E—PEMIPR TridentBackendConfig CR © SR ES retain  Z8 ‘deletionPolicy ™ fEAJLAAE
fEmIE -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Rt it P m===
Fommmmmmrmemsrrrrrrr e reme e ee e e o Frommmmom= Fommmmmmm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmcemeoeoeoes Fommmmmmocmeomooo=
Fommmmcccosssssrsrss e e s T E e e S e e Fommmmmm= Fommmmmmm= +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmmmececesememe= Fommmmmmmmeme===

oo sesesesse s s s s e s e it o= +

MIB&41141% TridentBackendConfig ™ Astra Trident RE@iZHRR - AL ERMIRERBIRAE ©
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