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"BCE& Volume"

FTRIE 2
IR AL H At R 0% ~ EIBHFARR  BIBRIE « BURPIT Volume fE2 o

4 Trident 23  OEZSRAIEL—BAMBER ° HERBTRERMBER -

Trident WEE &R
s RAERE TSAERE Trident WEEE o *
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<strong> (Y Trident </strong> fERAE

* Kubernetes 1.32 IR7EZ1E Trident ° F4kKubernetes Z B H &k Trident ©
* Trident EA&5RHITE SAN IRIERR(F AL ERS4ER « ERTE multipath.conf 12ZHERE
find multipaths: no®°

£ multipath.conf HERHFERAIFL BT HFA find multipaths: yes
‘find multipaths: smart fB - SEEBEERE o Trident BEB 2007 F 21 A 1
H¥EfEA " find multipaths: noe°

SEMEIE (HE2S)
Trident XL AR 235 | EMiHHzs « 81F .
* Antos on — Prem (VMware ) #1 Antos on bare met& / 1.16

e Kubernetes 1.25 - 1.32
* OpenShift 4.10 - 4.17

* Rancher Kubernetes Engine 2 (RKE2) v1.28.5+rke2r1
ELERRAZ R TridentEE F

* Antos on — Prem (VMware ) #1 Antos on bare met& / 1.16
e Kubernetes 1.25 - 1.32
* OpenShift 4.10 - 4.17

* Rancher Kubernetes Engine 2 (RKE2) v1.28.5+rke2r1
Trident B Et5E25EE B BITEIER Kubernetes EmE1E » B3% Google Kubernetes Engine (GKE ) -~
Amazon Elastic Kubernetes Services (EKS) - Azure Kubernetes Service (aks) * Mirantis Kubernetes
Engine (MKE ) #1 VMware Tanzu Portfolio ©

Trident 1 ONTAP AI{EABIEFHER "KubeVirt"

@ EE LT Trident BY Kubernetes &N 1.24 FHARZE 1.25 S EHARA ZA1"FH4Rk Helm Z22E" «
H2R o

SiEMNEIE (#7F)

HEMBA Trident ~ BRETI—HZEZIRNEIL -

* Amazon FSX for NetApp ONTAP E
* Azure NetApp Files

* Cloud Volumes ONTAP

» Google Cloud NetApp Volumes
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* NEPERE FAS > AFF E{ ASAR2 FEERRZS » = NetApp BIEXIE o SR o "HehRA sz 1B

* NetApp All SAN Array ASA (ESAN)
* NetApp HCI / Element#XB& 115, B3 hRk 2~

IhEETR:

TRIBERBALE Trident RR2SBYR] AINSE ~ UK EZIER Kubernetes ARZS ©

Ihie Kuberneteshiz 7
Trident 1.25-1.32
Volume Snapshot 1.25-1.32
ZR B Volume SnapshotfJPVc 1.25-1.32
iSCSI PVEREE A/ 1.25-1.32
EN&MmCHAP ONTAP 1.25-1.32
BREEHRAY 1.25-1.32
TridenBE& T 1.25-1.32
csithiE 1.25-1.32

BRENERIFERR
#E7R Trident WARIEXXERIFEFERR - EEM TIIREATUEREFE

* 52 OpenShift Container Platform (AMD64 #1 ARM64 ) z3#EfY RedHat CoreOS ( RHCOS) HiZs

* RHEL 8+ (AMD64 #1 ARM64 )
@ NVMe / TCP & RHEL 9 & kRS o

* Ubuntu 22.04 Z{E#hk4s (AMD64 1 ARM64 )
* Windows Server 2022

5]
D)

17|

7]

iy

iy

iy

17

iy

7]

EINRERIE ?

RIRTESR ~ Trident EERSRPHIT « EULEEERM Linux TEE LT - T8 ~ BLETEELRRSERRE
B9 NFS ARk iSCS| BREhasIREES, Trident FTIRMERIELIREE  REFERANRBIRTE o

It “tridentct 2 AN AIEELE Linux A4S _E#1T ©
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Kubernetes®& £ P HIFRAE T {EENRLER A ZE R
EEIERVERENTE AR 224 NFS ~ iSCSI 8] NVMe TH ©

"HEf T FERRS"

Trident AJSEEBE ERHTFRA « BRIFERASERER -

*iliy

"ERE R IR

BiRE
B EERIBTIEE

Trident 3

Trident & EITEH o

"Trident EiZ1E8"

Containerf &1 ¥ FEFYKuberneteshk s

HNEEZE - TIEE
ZRIRIRTBEE o

Kubernetes iRZs

v1.25.0 ~ v1.26.0 ~ v1.27.0 ~ v1.28.0 ~ v1.29.0 » y
v1.30.0 ~ v1.31.0 ~ v1.32.0
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B Trident FIEEMNARBRERBEZE R o (F/ “tridentctl images # % KEGEFIEMNA

Containerf®{&

Docker ° IO/NetApp/Trident : 24.10.0
Docker o 10/NetApp/Trident BE1Z1E : 24.10

registry - k8s.io/SIG-storage / csi BEHET :

v5.1.0

B &%k .k8s.io/SIG-storage / csi HIMFET :
% k8s.io/SIG-storage / csi K/NGHEE .
E % k8s.l0/SIG-storage / csi RERHE : v8.1.0

E$% k8s.io/SIG-storage / csi BNELERBNFZ T B 5723
. v2.12.0

v4.7.0
v1.12.0.

Docker © 10/NetApp/Trident : 24.10.0 (EH)
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{£R Trident

At T VRENRE

Kubernetess= & RRIFAE TIEENRLERAZASESIH ST B R PodEc ERVHAERE - EEEET
TEERRL » IS AIRIRIGEEZRVERENTZTUZR % 4E NFS » iSCSI » NVMe / TCP 8 FC T
Bo

EEEENTAR

MREFEANERISIENES - WEZZEMEVENESIERN TE c RIFhRZASHY RedHat CoreOS FTER B %4
BLETHo

NFSTH

"Z4E NFS TE"WREFERABRE ontap-nas | » ontap-nas-economy * * ontap-nas-flexgroup
azure-netapp-files gcp-cvs ™ ©

iSCSITA
"ZEEISCSITA"MNRIEERNI ¢ ontap-san ™ » ontap-san-economy solidfire-san ©

NVMe TH

;t%% NVMe TE"MNREFEH ontap-san JFEE M CIERE=E (NVMe) over TCP (NVMe /TCP) &%
/E (o]

@ FKFIEEFERERR NVMe / TCP BY ONTAP 9.12 SREHRRZS ©

SCSlover FC TA
* SCSI over Fibre Channel (FC) 2 Trident 24.10 FRZASEIRLMTFEEEINAE © *

"ZHE FC TE"MNREEH ontap-san sanType fcp (SCSlover FC) o
MEFMEN ~ F2H "=E FC #EAME ~ FC-NVMe SAN EHERY A" ©

AR AR IR R

Trident 2 E & BENMERI BB 2B AT LLEIT iSCSI 3¢ NFS RFS ©

@ ENREARTFS IR PIRR SRR EIRIARTS « BEARERBEERRE - HRM « RERREIBIRE L
TMREEHTR B E R

BRSNS
Trident ¥ AEREIIEM « LEBBIRREINRT - EERRELEEN - FIIT

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>
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REIRREIRIARTS
Trident &35! Trident &i#h CR L SERRUAIARTS - EEERIRREINARF « 5817 ¢

tridentctl get node -o wide -n <Trident namespace>

NFS HiiE&E
ERELASNSSELENFST A o FIENFSIRFSERIL AR BLE o

RHEL 84X t

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D) 2ENFSTAZ® - AEMEMBITEL « LUBGSHR B ES SRR -

iSCSIsTEE

Trident BJ LA B BhEIL iISCSI TEREER ~ #3# LUN ~ IERZEREEE « BERE « T EHEEHZE Pod °
iISCSIBFKIEEINEE

£ ONTAP &4t « Trident 8 A2 EEHIT—R iSCSI BFHAEE ~ LU :

1. *B B *FrEERYiSCSI T EFSERARAEAN B ATAYISCSI TERSERAREE ©
2. *tLE R AR AE B B ATAREE « LUBBIFFEHVARIE o Trident @R EAEEBLIER « MR FIRBLRITHEE o
3. HUTHEMETE ~ LG BRIRVISCSI TIEMSERARRE IS ZEFTEERVISCSI TIEFSERARRE ©

@ BREEFENGERAIFER) DemPE EEEE FRERH trident-main o BEBRCE « KA
7E Trident Z4EHAMG HER "debug’'% ltrue 1 ©

Trident iISCSI BE&EIHAERBIMABALE :

© B ERERRIER « PRe SR LIBRE A EEHISCSITIEREEL o IR TVEFSEUART « Trident EEE LA

FFtoiE - UEMELEADMELRYELR -

BN ~ ANRITHFERI RS LIRS CHAPILE: « THEERAEIELR ~ RIEER (stal ) CHAPHEETR]
@ SEEFTERTE - BREEAIMHHILLIET « L ABERI TIERE « UEREMHICHAPH
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* #BKISCSIT1EREER

* JERLUN

* FH4R Trident Z RIFEE EHIE D, *

* REFERSEEIEA igroup (2 23.04+ #EH) - iSCSI BRIEER TS SCSI FERBEhHF AL BERRE

SCSI Effiimt o

* INREFERRIREER igroup (B 2004 £ 23 HIEBBE) - iISCSI BHEERF#HE SCSI ERPEPRY

F&EL]) LUN ID B(&) SCSI E¥ri o

* MRREFERASEERLR igroup MEIREEERY igroup ~ iISCSI BIRIEER G RE SCSI Bt « UBUS

SCSI EFRHFRRIMEL] LUN ID o

ZHiSCSITA

ERBERNEIFERMRIS T REEISCSITA -

FIsEZ Al
* Kubernetess= & P EERRLER L EEAHE—RIIQN - ERUERFTRIFH o
* NRERA RHCOS 4.5 SE#ThRkAs ~ siEME RHEL ##88) Linux ER(FERMIEEC solidfire-san 58

FIERAM Element 0s 12.5 SFERRZ - sAEMRETA cuar EREEEEERA MDS
‘/etc/iscsi/iscsid.conf ° JT& 12.7 IREME L2 FIPS 2%/ CHAP JE& 7% SHA1 ~ SHA-256
#1 SHA3-256 o©

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* B{ER#IT RHEL / RedHat CoreOS 1&EL iSCSI PV B LEEIEEEF « 557E StorageClass 1357 discard

30

mountOption FITRERZEEEIUX - 2R "RedHat>Z 4" o
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RHEL 814 £
1. ZRTINRGEN

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. #&iscsite-initier-utilshR A< 2 5 7%36.6.0.874-2.el 75 EHTAR A :
rpom -gq iscsi-initiator-utils
3. BEZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

(D FER “etc/multipath.conf 85 “find_multipaths no £ “defaults’ A ©
4. FERE “iscsid # “multipathd IETEHAT :

sudo systemctl enable --now iscsid multipathd

o. BHAFEE) iscsi ¢

sudo systemctl enable --now iscsi

Ubuntu
1. RETIRAREN .

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 1B ISCSIIRA R E 52.0.874-5ubuntu? - 10 FHARA GEERLEEIR) 2.0.874-
7.1ubuntu6. 1 EFRRA CGERMNER)

dpkg -1 open-iscsi

3. RFHRATFH

31



sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BMAZERRK:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ R "etc/multipath.conf &5 “find_multipaths no £ “defaults’H °

S. FERE “open-iscsi' ERYFEF "multipath-tools’ #1117 :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

@ 5 Ubuntu 18.04 ~ fRABFIRZRBEIEEIR iscsiadm » AEABE open-iscsi B
B iscst BEIED - MO LUYER “iscsi BRFEUBEIRNE) " iscside

REHIFF iSCSI BRIEE
IERILAERTE T 7! Trident iSCSI BIREERTE ~ LUEEBRH TIERE

* *iSCSI BHEERERER © | JRERRE) iISCSI BRMBERNIER (FARE : 5 DiF) - CAILREBR/IEIE
F L HREBRANET « RERESBERT

i ISCSI EREERRIRIGA 0 BR2fELE ISCS| MR - RFTFEEER ISCS| BREE
(D i ; A iSCSI BRISEIARMTEHIE R ETEME - 7S/ ISCSI BRI

AE ©
* *iISCSI BREEFRFERE * | JRE iISCSI BREEFFHRRE - BREEAEENIERRIEBAREAZEA (

TaR{E : 7 N8E) o MAMUREREABRANHE u@mu%/—f EENTERBRARSHFRREREZIEE
- ABRBERENEA » B/ WEERELNEREEA -
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=4

EEBLTHET iISCSI BRIEERT - B7E helm LB helm FHHARIEIE iscsiSelfHealingInterval
‘iscsiSelfHealingWaitTime 22 o

T E6I# iSCSI BREERIRRA 3 718 - MBEREESERFRRS 6 2 !
helm install trident trident-operator-100.2410.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

g

LERTEHETE iISCSI BRBERTE  sAE LIS EH tridentct! HARE{EE "iscsi-self-healing-interval’ #
‘iscsi-self-healing-wait-time" 2 & o

LR HI# iISCSI BREERIRRA 3 1iE « MBREESERERS 6 718 !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe / TCP Wit &

ERBERNTEERRRLREZE NVMe T A ©

* NVMe 2 E RHEL 9 S{E#THRAs o

(D * Y05 Kubernetes EARERVIZIONRASKE ~ 3¢ NVMe EHEEZARIERIZORRES ~ R AEA B
£ NVMe EFSEIRERIIZORAE /A —1E

RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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Zit1E  FBEAM SR Kubernetes &P SEENELERBM—BI NQN

cat /etc/nvme/hostngn

@ Trident BEEUL “ctrl_device_tmo™{& ~ B NVMe 7EMFER R B HEIRIE o S5/ B ILRTE o

ZEEFCITH
EREE ARG SRTEFCTA o

* EfEAHIT RHEL / RedHat CoreOS ¥#C FC PV BY T {EEIEAEF » 557E StorageClass H35%E discard
mountOption EITARERZEEEIK ° 552/ "RedHat> " o
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RHEL 814 £
1. ZRTINRGEN

sudo yum install -y lsscsi device-mapper-multipath
2. ARZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FE{# “etc/multipath.conf &5 “find_multipaths no'7E “defaults / °

3. HEXE “multipathd #{TH :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETIRREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. YA ERE

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ FE{F “etc/multipath.conf &5 “find_multipaths no £ “defaults’H o

3. FEE multipath-tools’ B EY AL IE1E#41T ¢

sudo systemctl status multipath-tools
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* SCSI over Fibre Channel (FC) £ Trident 24.10 FRASBIELATFEEETHAE o *
Fibre Channel Rt ¥ HFEFIRIEPEZTIXFAN—BEHIRE - BATEESMEE » IRMMNBERY - ©AMFE
BiRa KB ENERNENEE > AREREZEMERER o FBENMEEFH SCSI » A LEERREN
SCS| #FEMRZE » FREA B ENSHA N RIEREIIAE - CoBAHESR > BV ABRAEAREN
FHIFEITHMEE (SAN) » WREREEASEE o
{8 FC IHAEHEED Trident » BT IAENIT F5IBHE -

* EAIERBHEAE PVC o
* #EEX Volume RER » MEIRIBEZEII B Volume o
* ERIFA/ FC-PVC o
* RO IEBHEERI AN o
ORI
5RE FC FREAVARERFNENEEERE ©

1. RISEEAEN WWPN o INEREFFAEN « 5520 ERTEER" o
2. EN{SRENEE (M) NER WWPN o

A2 HHENERIEERFARRELN o
3. {EA A B1ZE/ WWPN 7£ FC TR FREDE o
INEFHMAET - F2EERMBA SRR X o
INEFARE » FE2R TS ONTAP X !
° "Fibre ChannelflFCoE} @4EE"
° "R FC A - FC-NVMe SAN a7 75"
A T EEAE

Kubernetesz= & RBYFTA TEENRLER A RRESTHI IS ERPodECERVHIRE - B2 FC ZETTIEER - A
ZEVENTIHE -

ZH#FCITH
FREERGNGSREZEFCIA

* BERA#IT RHEL / RedHat CoreOS & FC PV R T {EERLEF » 557F StorageClass H357E discard
mountOption EITARERZEMEEIK © 552/ "RedHat> 4" o
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RHEL 814 £
1. ZRTINRGEN

sudo yum install -y lsscsi device-mapper-multipath
2. ARZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FE{# “etc/multipath.conf &5 “find_multipaths no'7E “defaults / °

3. HEXE “multipathd #{TH :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETIRREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. YA ERE

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ FE{F “etc/multipath.conf &5 “find_multipaths no £ “defaults’H o

3. FEE multipath-tools’ B EY AL IE1E#41T ¢

sudo systemctl status multipath-tools

37



BB imAHRE
AEREFZINH fcp sanType 1L Trident #£If ontap-san ©
Dﬁ = Fﬁ

s "EHEERONTAP Re&ERSANEEENTE UKL E B I
* "BIERSANAH RS FEIH AT FIONTAP"

FC By&iR AR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

sanType: fcp

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

BII#FLER
NEFHAEH 526 -

(G R ERe]

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: fcp-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
storagePools: "ontap-san-backend:
fsType: "ext4d"
allowVolumeExpansion: True
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ReadWriteOnce (rwo) - ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod
(RWOP) o

BEEEL FE@tHE  Volumel®Ezx ZIRMIZFEURT SERAMERRY

azure-netapp-files NFSSMB 1EZ&4 Rwo ~ ROX ~ rwx » nfs > smb
RWOP

Z8

* Azure NetApp Files BRFEF321&/1\it 50 GiB RYMAIRE o N RERBU/ AR E « Trident & BEEIL 50-
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* {# aks ZFER Kubernetes 5
* 7 aks Kubernetes &5 & ENEE B 07
* Z4EM Trident » EFEIFE “cloudProvider 2457E "Azure™ Ry o

TridentiZE& F

BHEER Trident EHF L5 Trident ~ 554R%E tridentorchestrator cr.yaml URES
‘cloudProvider "Azure" ° Yl :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Ehe
MU T & ERIRIEE S Trident Set Z2E cloudProvider & Azure “SCP .

helm install trident trident-operator-100.2410.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code> YA </code>
TFEHIZLE Trident WAFFEIZERE cloudProvider 4 “Azure .

tridentctl install --cloud-provider="Azure" -n trident

et hill

Eim B R I :E Kubernetes Pod WL T{E& &5 75855 2K1FH Azure B ~ TIEIRHLABFERY Azure 5338

EEE Azure PEAZIRS DA ~ SHNEERE -

* {8 aks ZBEH Kubernetes =5
* 7£ OKS Kubernetes ==& & EN T EE & 5H0 oidc-cE1T &
* ZHEM Trident ~ EFE R “cloudProvider 57 "Azure" % “cloudldentity 357 L& & 5 73 #5189
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TridentEE ¥

LS EFEA Trident BEH FZ4E Trident ~ 554%%8E tridentorchestrator cr.yaml URES
‘cloudProvider "Azure" » MiERTE cloudIdentity 7%
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXKXXKXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

Efe
ERATIIRIGEHRTE * BinttEs (CP) *M*ZmF oA (Cl) * ERNE !

1\

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

SCI'BRE “cloudIdentity :

helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code> HY[A] </code>

ERATIIRIEHRE © DR * # * Tin IDENTITY * HERAIME :

i

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—=XXXX—XXXX=
:$:9:9:9:9:9:0:0:0:0. &

LUTFEEFIE ZEE Trident MASTEIZERE cloud-provider % “SCP ™ # cloud-identity SCI :

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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TR EAzure NetApp Files SE&IRINAEZ Al ~ A BERARFAE FHEXK o

NFS #1 SMB Hifitt& AN B4
MNRIEEHE—RER Azure NetApp Files ~ EJZET‘W?LE@% ~ BWAZESE T AR E ~ 7 BERRE Azure

ARE 56

NetApp Files M IZ NFS Volume © 552 "Azure : 52 EAzure NetApp Files THEELIEIINFS Volume" ©
EERTERMER "Azure NetApp Files"#&if « (MEETFIEE !

*clientID £ AKS =E LFHATEESDMAIEF » "subscriptionID ™ tenantID
@ “location' 1 “clientSecret 2EEARY ©

* tenantID “clientiD 1 “clientSecret B1F AKS &£ _H{EATRinm 5 BIRFRYEE A IHAE o

* REEE ° 5527 "Microsoft : % Azure NetApp Files B AEEE"
* &k4a Azure NetApp Files BYFH8EE o 52 "Microsoft © fFAEIEZI 4G Azure NetApp Files" o

* “subscriptionID #£ BB Azure NetApp Files B Azure sJEIAERS o

* Ml clientSecret 2REB Azure Active Directory BY"fEFFETEEM" tenantID - “clientiD'BEH
Azure NetApp Files IRFERVE SR - FEARE X B REMER TIIHAP—IE :

c ERENEREAR BAzUreTATER" ©

° "HE]EREA® " (assignableScopes (TEFTRIARA) > EBLUTHR » (ZFRAL Trident FTEEBIHER ©
BIUBiTABZE FRAzZure A\DMILIEREAE" > ©
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—_

n id" .

"/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

read",

"Microsoft

write",

"Microsoft
delete",

"Microsoft
ts/read",

"Microsoft

{

"actions": |

.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/MountTarge

"Microsoft.Network/virtualNetworks/read",

.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read"
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"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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BED ~ TWRIFE/NERILEINEE ©

nasType R ENFSESMBHAFRE R © #EIH  nfs
#Anfs ™ smb B null o NFSHAHR
BHFER B ANl °

supportedTopologies RERIEBIGETSZIEN &I & IE
B o INFFMEN ~ 55 A Tosith
= "B -

() mBERHAERBAEEN « $85R7EAzUre NetApp Files I 1AL E & HOABRATHAE S0 o

VENERRAETR

YNRICTEIET PVC BRI TR EER) #HiR  CHNRARNZEMEERAERNUZERNER (F48
BE ~ EHMERE « REER) o MREAARIETIAE « Trident BRI BIRFIFTIRZEREIN Azure BIR © FESREA
NEBREHEE -

* netappAccounts capacityPools  ‘virtualNetwork #1 “subnet BY{& "resourceGroups’ A LUFE T4 TEEL
ZRELTBRIETE - TAZHIBERT « ERFHTELSE  BRELBIIUNSSELBERNER

‘resourceGroups’ ‘netappAccounts
‘capacityPools’ B —EFERINEBREFNI#EFER R AE RN ERS - JUERESTS
TE o STRALTERAMT ¢

$RE BT
BIREHE <EREFHE>
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f|R
NetAppitR B
BREFRM
R AR
FHAES

Volume & RECE

CRAILITEAARSAE RS TR B B TREETE TUIEIR ~ LUERITEREIVolumeBIRECE © 41 [#HASEEY] BeFEEN ~ 52

B o

2%

exportRule

snapshotDir

size

unixPermissions

HEREEEH]

5

EREHA//<NetAppiR 5>
EREEAE/<NetApplR B >/<BEEFt>
EIREHAR/ < ERAERR>
ERBHA/ < B>/ < T 4R >

=

3569 %

BE K FriiEE & RUARAY o r0.00.0.0/0]
“exportRule’ 7B LU SR FRAYE

B « HAhF|H{ERILL CIDR FRiviE

TR IPv4 {iitEy IPv4 F4HERAR

& o SMBHHEE B ZBE o

=5 snapshot B $HIE] R E #H¥ NFSv3 B9 NFSv4 "false" 2
"true"
&R TERR AN 100258

MHERERUNIXIERR (4B &ML " (FREETHEE » sIRRHRELRE)
#F) o SMBHREE R o

THEHIETERERE  BARDS2BREFERE - ERERREREENSGE -
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o

=/ 4B

mELeR

il

ERBHREBIRAER o EALLAER « Trident BRRETERE ML EREIKAS Azure NetApp Files BIFIA
NetApp tkP ~ REEEMFHER « LB HMESRERETEF—EEEN FHRERK L - ARNEER « Fit

nasType nfs BERTERE - MEBIHEA NFS HMIREETERLE

ECRIFAEER Azure NetApp Files s AR - EIRMAREIZAVERE « BER L
HERRE SR RAS MV SRR ©

i

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

BIENS 75!

CERBRREFRRERN

EfEBIR4EAE subscriptionID BHME v “tenantID™ clientID'# “clientSecret ™ SLEEfE

FRFEE S DA R R THEE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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EimS 755!

EEBIMAHEEZAEIR - clientID M “clientSecret ™ & tenantlD BEAEiRE 955 RFAYE R TH

aE
RE °

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

o

BARESEHRERNEEREERMER

B IRABRE SIS AR @& B TE Azure BIIE ~ W EF eastus AEEEHR 'Ultra o Trident B EHIFE
ZABEFZEIR4S Azure NetApp Files BIFRE FHBEE ~ W BEMTE HP—(ERFEE _E M EFHVEIRE o

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'



EREEAER

IR IHERRAIEE—ERPERZAREFER - ENFZEREEEXRARNRBER « MEBE
fEKubernetesH T A KRB LR REFERRF « EREMR - EFURERANREE D

performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2



S RBIIRERAERS

om

Trident AIRIBMEF AT MG - ZTFEEIRHELEIE o “supportedTopologies' It im4ERE RV E IR
FARiREESERIEMNEIEMNEINEE - ILRIEENBIFMNEIHENBRNSS(E Kubernetes SEEEE F1ZH
HEIGA&IFE - ELEEIRMEINRRAEHEFENPIRHNASEBE - HNESRIGFiRHERIENE
%?%E’\Jﬁ%ﬁiﬁﬂu s Trident TEFFE IS @I P2 AR o MNTEHAE « 55 F8 lesithiE) "8

version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eebo6ct

clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa

clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

EFEE R
%] “StorageClass' €& &5 Lil#EFEEIRM o

fEFEAII EZEEH parameter.selector

f#EHA - parameter. selector AILARBNES, volune MEBEEREEISE "StorageClass © EAUALS
EEEMENERNPERZEER -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBHHR & B E Z S5

=2 nasType ® node—stage—secret—name‘*ﬂ ‘node-stage-secret-namespace ’ RAIL3EE SMB
HERE & W IR T EERY Active Directory 5358 ©
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Taszanta IRV E AN HERS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BEMREERRERNEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: smb 1E sMB MiEERIEEEFEESS © "nasType: nfs 8 "nasType: null
NFS EERVEFESS o

FERVAE- Yy
BIABIGABEZE - BRIT MG -
tridentctl create backend -f <backend-file>
MRBIREILKLYN - RNBIRAERARE o I UBIT < RKigRacEk ~ UHIETNRE -

tridentctl logs

AL AEFARRSIERIRIREZ 8 ~ ERIUBR#TTcreatedn < ©
Google Cloud NetApp Volumes

%7€ Google Cloud NetApp Volumes &

ISIREA LA Google Cloud NetApp Volumes & E# Trident BY#&is o K] LIER Google
Cloud NetApp Volumes &im2&HifiN NFS FEHRE o

Google Cloud NetApp Volumes SEENFENEAHE R}

Trident $2f "google-cloud-netapp-volumes' Ei 2 S iE TV BRENTE TN o ZIRMIFEUENE1FE ¢ ReadWriteOnce
(rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

LI FE@tnE  Volumel®Ex ZIRMIEFEUET S ERIERERS
google-cloud- NFS fEZ]AK  Rwo » ROX ~ rwx » nfs
netapp-volumes RWOP

GKE M EinR& 255!

Eih £ 7385 PJ 38 Kubernetes Pod U T & 85 7358582k FEY Google Cloud &R ~ MIERMHBAFER Google
Cloud & 533884 °

EE7E Google Cloud FERERS DA ~ CHBEEMRE :
* £/ GKE ZfZE8J Kubernetes &% ©
* EEIRMERE LRTEH GKE 5 GKE F#EZ AR ERENTIEaHE DA
* 7% Google Cloud NetApp Volumes BIZE (A / NetApp - BIF) ABHBE:IARH GCP RFEIKRE

* 28R Trident €3 cloudProvider » BJ35%E  GCP J # cloudldentity » MA3EEFEY GCP BRFEIRE o AT
E—{EEAF
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TridentEE ¥

LS EFEA Trident BEH FZ4E Trident ~ 554%%8E tridentorchestrator cr.yaml URES
‘cloudProvider "GCP" ~ W& cloudIdentity A “iam.gke.io/gcp-service-
account: cloudvolumes-admin-sal@mygcpproject.iam.gserviceaccount.com®

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com'

Efe
ERATIIRIGEHRTE * BinttEs (CP) *M*ZmF oA (Cl) * ERNE !

1\

export CP="GCP"
export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com"

LUT & HERIRIEEBIZLEE Trident WERE cloudProvider & GCP “s$CP ~ W{FAIRIEEE
SANNOTATION ERiE “cloudIdentity:

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SANNOTATION"

<code> HY[A] </code>

EATIIRIFEHRE *

i

IREERg * 0 * Zim IDENTITY * iEERE :

export CP="GCP"
export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sal@mygcpproject.iam.gserviceaccount.com"

LUTFEEFIE ZEE Trident WA TEIZERE cloud-provider 4 “SCP ™ # cloud-identity

SANNOTATION .

tridentctl install --cloud-provider=$CP --cloud
-identity="$SANNOTATION" -n trident



#{%:8E Google Cloud NetApp Volumes &if
TR E Google Cloud NetApp Volumes &IfZ A ~ EABHERAE FHIENRK ©

NFS Volume BN E (4t

WMRIERE—REA Google Cloud NetApp Volumes ~ MM EH « BIBEEET—LEVIRRTE ~ THER
T Google Cloud NetApp Volumes #2317 NFS Volume °© s8R "FHiGZ A" ©

7E52E Google Cloud NetApp Volumes &k 2 A - s5CEREES T5EE !

* {#F3 Google Cloud NetApp Volumes ARFE&EHY Google Cloud 1RE ° 52/ "Google Cloud NetApp
Volumes"

* Google Cloud tRPHIE MR - 5520 "HpF=" o

* A Volumes Admin ( NetApp Volume BIE) A Google Cloud BRFEIRS (roles/netapp.admin ©
E2E B EENEIEA GEER"

* {GHY GCNV tREBY APl IBHEZE o SH2B "EILARFIRE TiE"
* @ o A2 REFERMEE"

MFTBANAIERE Google Cloud NetApp Volumes TFEXHERAVEFAEE A ~ 55 "5%7E Google Cloud NetApp Volumes
HITFEVRE 2R o

Google Cloud NetApp Volumes f&i4H A e TEAN 54
BEf# Google Cloud NetApp Volumes HY NFS B imABAEEEIR Wi BR4HREE B o

RIRAERGIETR

BERIHEEEE—Google Cloud@HFREMIRFE - ERTHMENRIUMIFE « ST IERH R o

2% =REA 8%

version KiEA1

storageDriverName EEREIEN LTS BME
storageDriverName %
BIgTE% T googoogle &
% -NetApp-Volumes | ©

backendName (BER) #EFERIHENETRE EEEniZaf8+ T_1 +API
SR —ED

storagePools ERZY - ARE AR R MEENFEEEIRM o

projectNumber Google Cloudik A B Z4R5E o IL{ERIEGoogle Cloud

AOMEILEERE o
location Trident #1Z GCNV Volume B89 Google Cloud I & °

7 EE&iE Kubernetes &R « TR EIIHEE
location AJAAREEZE Google Cloud EIFHRVEREL £
HRENTITEESH - BEERAESZELTEINEE -
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apiKey BB ILABR Google Cloud IRFSIREH AP| £18
netapp.admin c EFEE Google CloudfRFEIR A FA
TEBER FFENINBIHAERE) AIJSON-ERXA
Ao apiKey® M\’E@ET@J@?E’J%?EEE% .
“type project id»™ ™ client email®
client id™ auth uri token uri
auth provider x509 cert url™#l
client x509 cert urle

nfsMountOptions FEARIEHINFS IS - “nfsves=3"
limitVolumeSize MREBRVHEFREANSRIE « IEREERK - ™ (FERAREINT)
servicelLevel RBEMREERENRFEER - SLEEEIE flex

standard > premium' 3 ‘extreme °
network F GCNV Volume BY Google Cloud 482 o
debugTraceFlags RERE PRI 28 ARV REEIEAR o 880 : null

{"apl" :false, "method":true} ° [RIEMIETEIE
1TREEEHER N R EFAMBVSCERAEEN ~ BRI /IERILETD

Hb°

supportedTopologies MRILBIRFIZIENEIFEMEHFTE o NFFAEN -
& "ER Tesithizl "2 - fl -
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a

VolumeE Ric & 218
oI TR AR REAE R E ER P #EHIFERR AU Volume BRECE defaults ©

2% s AA Tas%
exportRule IR EAVEE L ARA] o MZERIME  10.00.0.0/01
e FRAYIE(A] IPv4 (iHESEES -
snapshotDir 77EY ".snapshot’ B &% #%f NFSv3 B9 NFSv4 "false" %
"true"
snapshotReserve REBLARIBIHEE B DL " (IEZRTERMEO)
unixPermissions FGEEEAYUNIXEERR (4E/\E&EM "
HF) o
#HREEEA

THSEHBETERER  BABDISHFREERE - ERERRIGREENTTE
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ar

= /)\AERE
BEREHRBMINBIRAER - 7 EEAR « Trident BRREERTEMEFZIRA Google Cloud NetApp
Volumes HIFRB#EFFM ~ WHEHR TR RREHP—EEE L - ANEE » Eit nasType nfs SEHA
FAR(E ~ EIREA NFS HiREEITERAE -

ESHIFEE1ER Google Cloud NetApp Volumes izt FFF « SIEAHRRIFRIENE « BEER LERUERTES
ISFRBCE MY Volume IRILZEIMNIEEE o

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
XsYg6gyxydzg7O0lwWgLwGa==\n
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apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079'
location: europe-west6
servicelLevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbb6ted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnv
spec:
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version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret



EREEAER

LERIFAEETE—ERPEESAEREER - EREERTE—HHPER storage - BEREZAREER
FTEAREIRFEE LR - MEEEERE Kubernetes FEII KRB LEE RAVHATFIERE « SLEINGEFMEEA °
EREEEBANESEE o AU ~ E TEMERFIF « performance M servicelevel R EH
REDEREER

TR ELETEREREABERRBEERER « TEBERER EREENTERE o 72 TFHI#FH
snapshotReserve * iz exportRule MARE EREETERE °

EFHMEEN ~ 55 "EHERMN SR o

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m



znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: '10'
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml

S IEBIIRERAERS

Trident AIIRIFMEM T B ESE - ATEEHIRHEZLER o “supportedTopologies’ tb & im4HRE P AV & 15
ARiRHESERIENERNEIFEE o hRisENEIRMEHENBRTSEE Kubernetes 2 EEEIEL F1ZH
HEHMEHE - EBLEEIRMESRRAEHEEENPRENASTEBRE - HNE3RInFiREEHNE
%?%W%ﬁﬁ%\TMaﬂQEﬁﬁEﬁﬁEﬁ¢EﬁmﬁEOmﬁﬁﬂﬁﬁ*%W@ﬁﬁmﬁﬁj@g

version: 1

storageDriverName: google-cloud-netapp-volumes

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct

clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa

clientSecret: SECRET

location: asia-eastl

servicelevel: flex

supportedTopologies:

- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a

- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

URIREABEZR ~ FHIT RS -
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kubectl create -f <backend-file>

EEMERIEENREL « FHIT RS !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-b234-477e-88£d-713913294£65

Bound Success

MR BIHEILKK « RTBIGHRAERE o B UER < RIMME LR kubectl get
tridentbackendconfig <backend-name> * BEBIT F7Idr< KigfRscit U FIEIRE -

tridentctl logs

A MAEEABREIERIRERE 2 18 ~ IR UMIBR& IR ~ A BRHIT create 8% ©
ELHA

#FLER EZLA

TR EMBIRAEZ StorageClass EF ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

s FREANERFIER parameter.selector © *

{#MH « parameter.selector ERIUAABRIEE Volume BIEEFSE StorageClass "EER" o ZHEE
SEMENERNPERSEREE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=standard"
backendType: "google-cloud-netapp-volumes"

WNEECETFLERAYEEARE T ~ 58 "B (HTFER 2] -
PVC E&EEH

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

EEHEP PVC REZR - FWTTIIHS
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kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

#%E Cloud Volumes Service #EAtGoogle Cloudf&ixIIINAE

B AR YN {r] {5 AR R AV SEBIAEAE ~ 1 NetApp Cloud Volumes Service for Google Cloud &€
# Trident ZEEM& IR o
Google Cloud EEENFZ s 40 E 1]

Trident $2f# "gep-cvs EIR B NERENTER - TIENEBUWER EIE | ReadWriteOnce (rwo ) »
ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) -~ _ReadWriteOncePod ( RWOP) o

EBEFET, BHIE VolumetdE® HIEMNZEUER SERIERERL
gcp-cvs NFS EERG Rwo » ROX ~ rwx » nfs
RWOP

BEfZ Trident 2#& Cloud Volumes Service for Google Cloud

Trident AJLMATE"FRF5 82 WL F i@ Ry EL A —4&H #2171 Cloud Volumes Service Volume :

* *CVS-Performance * : FBa&BY Trident ARFFREY o EREMBERIECRARB R RESERWIERENFET
EE# - CVSMAEARFFEREL R — B IERS A « AJXIRER/NM00 GIBAR/NRIHAIRE o (SR DU — T AR5 fE AR
THHP—IE

° standard
° premium

° extreme

* *CVS : CVSIRBHRRE RIS NI RE « (BMAESRERNPE - CVSIRFIRIE —BENASEIA « EAR#
FERMNEERNE1 GBHMIRE - #EFERNRZSFEI50EHERE - HhFAHRe S AT RN
HBEMREE o ERILUEE MR E AR T Hp—IE -

° standardsw
° zoneredundantstandardsw
EENER
E R "#ERR Google Cloud Cloud Volumes Service"#if « {EEETFIEH :

43
TOY

K

oh
=

* Google CloudfR/A B & ENetApp Cloud Volumes Service IHAE
* Google Cloudik B FYZE Z4R5%
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
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* BAIEAER Google Cloud Service &k netappcloudvolumes.admin
* API& #8122 « f£Cloud Volumes Service &RIIA E REEH

BERIHEEEE—Google Cloud@HPRREMIRE - HERTHMENRIUMIFE « ErIUERH R o

storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions
limitVolumeSize

servicelLevel

network

s5ER FE

KB
HFEHIEN LB 'GCP-CVS]
EHEEEAETEE Y EREhi2NafE+ 1 +API

T/ —H7

BRISECVSARFFIEEAERZSE - AR software”
EiE cvs RFBEER! - BH) > Trident MEHRA
CVS-Performance ARFEEEEY (‘hardware) ©

EMRCVSHRTZIET - A28 ~ AIttEE AN EILHIR
ERREEFEIRM o

Google CloudtRP E2Z4R5% o tE{ERIEGoogle Cloud
AOMEEEEIRE -

MRFEAHZVPCHR « BIBHNEIER o ELLEAIF
projectNumber * BIRFEEZE
“hostProjectNumber th 2 T o

Trident #37 Cloud Volumes Service Volume HY
Google Cloud &3 o #17EE 15 Kubernetes #5E0F -
EHRENAIFAREE apiRegion Al IR B ZE Google
Cloud BIFRETE FHFEM TFEH - BEIREGE
4 EBIMNARES ©

BAILA®R Google Cloud RFSIREHI APl £58
netappcloudvolumes.admin ©° EEF'@%“Google
CloudBRFSIRFMEEIRIER (BFERIBIREREE
) BYJSON-IEHXAR ©

Proxy URL (UN1RZEZEProxyfRliRes 7 BEELFZECVSIR
F) o ProxyfAliRes BJ LAZHTTP ProxyZ{HTTPS
Proxy o ¥1/AHTTPS Proxy - 2 BkB/&R:EERE « LU
TEProxyfEAlfRESPEA B HREBNRE - TZIREMA
ERs%MIProxyfalIRES ©

TEAMIZEHINF ST & 8818 o "nfsves=3"
MEERPEEERNSHIRULE « WEREELRK - " (FERAEFIBIT)

CVSAETRR & 1%
) oCVSTERSB R

B EEERICVSMAEH CVSARFEE 4R - CVS-
Performance {E£2#& standard © premium’ 3

‘extreme ° CVS {EE standardsw' 3% ] o
‘zoneredundantstandardsw °
Google Cloud482& F#*Cloud Volumes Service f#RE "FER"

FIAEERIRIRE o
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#

debugTraceFlags

allowedTopologies

Volume X R EEIE

=R EH BER

SRS DEARR 2L ARV EEEIERT o 2661 - null
\{"api":false, "method":true} ° FRIEMEIETE
EITRREHERR 5 B AHRVECERAEED ~ BRI ZIERILE
INBE ©

EERAEEEEFE « B9 StorageClass &
allowedTopologies WABEEFIEME - U0 :
‘- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

A UTE RSB RN E B EHITERAY Volume BIRECE defaults ©

2

exportRule

snapshotDir
snapshotReserve

size

CVSHAERRFS LR S

R EH BER

HEERMELIRR - XBEMEE  10.00.0.0/0]
SENPRAYEE « LICIDRETESIE
FRrEMIIPvA{IHESY IPv4F 48R 4R

P

o

FEX *.snapshot’ B &% =
REBRBIRIEEE " (BECVSTRRIERO)

HMHERRAIA/) - CVSHRERIE  CVSHAERRFBRERS T
#5100 GiB ° CVS&{&#1 GiB © 100GiB1 ° CVSIRFSERELIIRERTE
faRE - BEDFE1GB -

THISEAIRHMCVSABEARFS LR T BISEHIXERS o
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SRR MR REBERNTERCVSMARFALNRIEBRIRAERE -

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"'

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



#H2 : IRFEEARAERS

AR HIERPARIRMERREEIR  BERFSE R VolumeTasR(E °

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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A 3 | EREEMER

IEEEFI(ER “storage KB EEHIER « LUKk "StorageClasses A EFHRBEFIN o BREHFENES
L BB R EFERNER A ©

LR S #H A ERERR T ENTERE ~ 5584 5% ~ 5% snapshotReserve % “exportRule
0.0.0.0/0 ° EREERTE—HIPEE storage ° HEEREREEMETEITESR servicelevel » Bt
EEEESTERE c ERMMERBARIREN protection BOM “performance ©

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
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snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

HEFERER

% StorageClassEE& BN EREEAREEF) o fEF “parameters.selector B ~ & A] LA A {E StorageClass
IEEAREIEHEENERER - ZHEETEFMENE RIFTERSERT °
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#FERR 0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* First StorageClass (cvs-extreme-extra-protection) BREIE|FE—EEEM o S —IR BB
At ~ REBRIRE TR 10% &Rt

* Last StorageClass (cvs-extra-protection (Ef&—f@E StorageClass ) FEAEMITEM 10% REB{RERY
fB7EA o Trident B AT EEINMMEERER « TRARSREBHREEKX -

CVSHR7&4a5Y 2|
TS HIRHCVSARFS AR MISEFIARAE o
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S FARISRE CVS IRFLERFTERARFEBARM standardsw RERIHAARE “storageClass ©

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw



#EH2 : FEFERNER

B im4EREERFI AR “storagePools 5 EfF# 1t ©

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"

private key: |-

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelLevel: Standardsw

BUBIRERBEZR AT TGS

tridentctl create backend -f <backend-file>

MRBIREILR ~ R RInHERARE o ERILIIT e < RIgRsCE: ~ UFIEREA :

78



tridentctl logs

A MAEEAAREAERREEZ & ~ ERI BRI Tcreatedn < ©

= ENetApp HCl —{ER R EINFERISolidFire &in
BRERUNMRITE Trident ZEAHPE I MERTTERIR °

RS EER

Trident $Efft “solidfire-san #7ZERENITE NN LRS5BT o TIRMNEFEUER BIE . ReadWriteOnce (rwo)
ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

‘solidfire-san fEFREINTENZIZE file M block MHIRERT o HL "Filesystem’
volemode  Trident BEI—E volume WEIIERZRL - ERARERR
StorageClass&tEE °

EEEpiET FHwminE Volumet#z{ SZHENEFERER SERINERARR
solidfire-san iSCSI & 158 Rwo + ROX ~ rwx EREZEZRL - RIE&E

~ RWOP IRAEE o
solidfire-san iSCSI BERGR RWO -~ RWOP xfs ext3 ™ ~ extd
BHtGZ Al

TERITRBIRZA - CEETHIEE -

* TIERNHEERL - ATHITElementdifE o
* 124 NetApp HCI / SolidFire £ EIR Bl A EAE RS - UBIEHIIEE o
* RFRBEBIKubernetes TEEIBLERFEZ ZEE B EMIISCSIT A - ;520 "TEE B EFEE " o

2¥ Il T

version KizA1

storageDriverName HIFERENTE N T8 kizZ [solidfire-san]

backendName EREAERETEZE Y ISte_1 +E7ERMHE (SCSI) IP{i
it SolidFire

Endpoint MVIP ~ R SolidFire #XFETEA R

BN E AR SHRRNEE

79



28 55 AA 6

SVIP 7R (iISCSI) IP{UitFNEZE
labels EAFHIRERERISON-EE M
B EE o
TenantName EFERANELRSE (WRHRAE ~
FHEIL)
InitiatorIFace RHSCSIMEMRFIEREN IR E T8
UseCHAP f#F CHAP E&:E iSCSI o Trident f 2/
FH CHAP o
AccessGroups E(EANFIEEIDEE S5 MMridents BIFEEH4EID
Types QoS
limitVolumeSize MREKREIEE A/ NS IEE M (FEERFa&HIETT)
BB RECE RN
debugTraceFlags SREHHHREF E(ERAVEEEIZ o &8 null

}@J: {"API": B~ THEL :true

(D SIECErmE TR R B MATEIBED « TR/ debugTraceFlags ©
#H 1 . A =RHREERNEHIENBIHAERE solidfire-san

HEEEAIRR R EF CHAPERSE R BIRIESE WL ABYE QoSiRsEN =1EVolume BRURR! - (TR AJAEE £ A {4
TR S BURE R RHFER « WEREPRSE I0PS 75!
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

gl 2 . A EREG ZEHEXNBIGMHEEFIERNER solidfire-san
LA EAERERNRENRIFEERE - URBRELEFRMAStorageClass ©

Trident SEERECER - @0 LAVRBERIRiR{HT LUN - KT HEER « REEESIUHESERE
RERNERZE - UARERESUIEE D4

A TEERHNERFEERET « THEMAERFIRERENERE « EEMRFUERR type & Silver
o EREBEA—HTER storage ° FUHFT « FEFEFERMITEITREEE  FEERMAEER
FHtFERAE -

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3"

zone: us-east-1b
type: Silver

- labels:
performance: bronze
cost: '2'"

zone: us-east-1c
type: Bronze

- labels:
performance: silver
cost: '1"

zone: us-east-1d

T%lStorageClassTE & s Ll &R o ML "parameters.selector #1iL ~ &1E StorageClass #3&MF
HRLE B EE @ A AR E IR E - IS ER EEMENERE RN ERSEER -

fEol

25— StorageClass (solidfire-gold-four) IFMEEIE—EELEM - ERE—IEHESRVENEER
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Volume Type QoS ° Last StorageClass (solidfire-silver (B —1@ StorageClass) :EAEAIZHER
FEMERERVTEREAM © Trident B RAEEENMEERER « THRETEHEFERK



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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MEFFHEER ~ F2H

* "Volume7ZEXE¥4R"

1R SANEEEIFZTLONTAP

ONTAP SAN EEENFE T AEER

EABEARUNAI{ERAONTAP IhAEEFIHAEE SANERENTZ T AR % E THAE M U1B I © ONTAP
Cloud Volumes ONTAP

ONTAP SAN SEBNR2sL3¢AREI K

Trident 32& %! SAN {#7ZEEEIFZT0 ~ ATEL ONTAP REETEM o TEMFEUENEIE | ReadWriteOnce (

rwo ) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx)

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san—-economy

BammE

iSCSI SCS
over FC (
Trident

24.10 A9

&1

iSCSI SCS
over FC (
Trident

24.10 A9

B

NVMe /
TCP

&1

H2H
NVMe /
TCP By ELth
EEEIH o

NVMe /
TCP

H2H
NVMe /
TCP BYEh
E2FEIHo

iSCs| S

VolumetRT{ IRAIFEUETL

Rwo » ROX ~ rwx »
RWOP

RWO + RWOP
ERERGHEEE R E
SH{EF Rox # rwx o

Rwo » ROX ~ rwx »
RWOP

RWO + RWOP

EREARGEEEE P E
35(E A Rox # rwx o

Rwo » ROX ~ rwx »
RWOP

+ _ReadWriteOncePod ( RWOP) o

SERIERRA

BIERAN  RIEEHRE
g

xfs ext3 ™ ~» extd

BERAM , REERE

Y

I

xfsext3 > ~ ext4

BERAM  REERE

7y

I
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EEFER FEHIBE  VolumelE ZEMNERUIEI SZIRIIERRGR
ontap-san—-economy iSCSI ERAR RWO + RWOP xfs ext3 s v extd

ERRGEEERE P E
35(E A Rox 1 rwx o

* ‘ontap-san-economy {2 EFEREFHETHTEHESN"SZ1EHY ONTAP Volume PREI"BRFA
H o

@ - (R EIEE G R STESN A ontap-san-economy ' EEERESIERR A = 1E
B ontap volume [E#I"fEM “ontap-nas-economy °

* MRETRPREZERMRE « KEWMEITEN S ~ H70#R ontap-nas-economy °

EREER

Trident TERAE LA ONTAP T SVM EIEENB DT - BREERAEEFEAE DN vsadnin SVM ERE ~ HEF
F admin  EEHEREAGBNARELBIERE o HAR NetaApp ONTAP ZPERY Amazon FSX
Trident FEEAELL onTAP T svM BIEEMED - FHEEMFERAELR vsadmin SVM FHEE ~ EEE
HERIA BN R ERTBIFERERHMIT fsxadmin o fsxadmin ERE RFEARMEKEESIEFERE

WMREEALE limitAggregateUsage' 2 ~ R EREEIEREIR o & Amazon FSX for NetApp
@ ONTAP $&F¢ Trident {EFEEF ~ It “limitAggregateUsage’ 28 £ B1H] “fsxadmin EARAERE B
Bt “vsadmin £ ° MNRICIEELLREL ~ ARSEER TR -

BESABILATE ONTAP REZIIEEREIMAAR « 3 Trident SBENFE BT LUER ~ BRFIFEZESIEM o Trident®y
ASEETIRASER IR OIUREINITAP] ~ TELEAPIANBMAZE ~ FFHRSEREER S HEE o

NVMe /| TCP FYEthE S E1E
Trident SZ1E{FEFAERENETNBVIEIE S MECIBRESE (NVMe ) BE#IHRE ontap-san » B¥F :

* IPv6

* NVMe HitR&ERIRIBFIFEZR

* FHE NVMe HHRE A/)N

* FEATE Trident Z49MEIZHY NVMe Volume ~ LUE Trident IR E 4 dpiEHR
* NVMe [RAEZEBREK

* K8s EABLIER A EE R (24.06)

Trident 718 ©

* NVMe R4 %1287 DH-HMAC-CHAP
s HEHETH (DM) ZERK
* LUKSHNZ
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ZEFHEFAONTAP Re&RISANEEENTE UKL E B I
BEAZ(EF ONTAP SAN EEENFZTLERE ONTAP & inry S K F5E:

HHLFRA ONTAP &if ~ Trident £/DEEI5IK—1E Aggregate #5 SVM o

T ~ AT S ERSER  LEIIIEM—EN ZEREITZIEHTELER] o FIE0 ~ TEIUERE san-
dev FEAEHHIZEXNAILER] ontap-san ~ LUz san-default ERZIERBEER| ontap-san-economy ©

1REF A BKubernetes T {EENELER A ELRSETEE AYISCSIT A o U0 "4 TEENEL EHAET « 520 o
B8 ONTAP 121
Trident 1I2HMIEERE ONTAP ZBiIRpIET -

* R 8! | ONTAP HEHEFIEHIRAERAE RIBIEE - BZCERTELEENZE2EAAE ~ i "admin’
g + “vsadmin AFE{REL ONTAP RRZASHYR AHERME ©

* RERE ¢ Trident thAJ UAEARET R IRAV/REE ONTAP 258 ° TUIE « BlInERLAE SRR
i~ HRMREENCARSE (B&EEA) BiBaseb4#RiS(H

TR ERR AN R IR l/(@ﬁ;’b’aﬁﬁjﬂfu RS AZEBE o NE » —RAIAXE—EERES A - GERER
ERERE A MR R IREREPBIRIRA LA

(D) nRCERERREREREE  BRRTETAN LA HSERESE o

IS G Rkt T

Trident 52 SVM #[E / EEHE SIS DT « 7 A8 ONTAP RBiniE:H o BB EGEREENELEEAE
fBI90 admin 8¢ ‘vsadmin o YUILATFERELSRZE ONTAP RASHIAIRRER MY « BLERAAISE G AFRAR Trident
FRZASFRfEARIINEE APl o BE]Z2EABBREIIIEAR Trident £/ ~ (BEREZFHE

& imE ZE AU TF -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

LT BInEREM — A FRHFDEIME - BURIRZE - ﬁ%%&%ﬁ/fﬁﬁ%ﬁb@asemﬁﬁﬁ% M ETE
AKubernetest® o I EHE IR —FEEEEERMITER o EIE —IEAE RS RE
HKubernetes /f#FEIEEMIT ©

WAFIRA N BRI UFERRE « WEONTAP BB - BiRERHZE=E2% -

* ARIR&E | AP in/&RsERYBase64ARGHE
* BRIRALEER | BB E 2IRAIBase64iRIB(E
* {S1EBYCACertifate : Z{SECAREHIBaseb44RiH(E - MNREREERICA « RILRREUILBE - IRKEA
S1ERICA ~ BRI /BBRIERTRE o
HANTERIZEIE TP

1. %Eﬁﬂﬁﬁ#‘ﬁ?&%ﬁ%ﬂ@ﬁ% o %R  5AigCommon Name (CN) (—fg&#E (CN) ) RESONTAP Bzt S

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HEE2 ONTAP Z2EAHBXIE cert BEsE A% o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEENRTAIFERE - LLONTAP Management LIF IPFISVME&FBENX<SfManagement LIF>F1<vserver

0N

name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEMNICARS ©

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER I B o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T A E R B

1R

ANy

AILEMIRA R « UERRRNEERE S A REETRER - EMERARAITT | ERERELE/ZE

W& im el ERTAERRE ; ERRENERIR EMAERERRZENE - BEEEM - CUERRIRAENEEER
7~ ABIMEEREE 5L c REBEEIHITIMERMNEN RN json &2 tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SIS « (HFERALALBHONTAP EAENEE (f1BI0S) - BEREHE
() # - GEEEEN RS EESNEEERE - ARERERLUSRRIES « 2%
HEONTAP ZEEMIFRERYERE

FHRIEATHEH B 2 HEENFR - AR E X BB IUNBEEELR - IR IREHRT Trident
AL ONTAP #&imi@sf - WERIER A Volume {EZ o

# Trident F£1ZH5] ONTAP &2

R LUFE B RE Privileges 2K3EI ONTAP Z2EAE « EERMAEE(ER ONTAP BEEEAEKHIT Trident
MIEE o ERTE Trident BiRAHREF A SERELTEE « Trident FERKIEILR ONTAP ZEEABRKHNITIE

TR Trident EI3TAEATANEM « BB Trident B ABELR" -
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an

{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
7£ ONTAP RAEEIEEPMIT FHIPER

1. BiUBRTAR "
a AEARERRBIBTAG  FEN " BRE>RE " °
(8) EE7E SVM EBREZIBIAR « FEN * #FRMHE > 77 VM > > required SVMRE >
fEREHEATE - -
b. 3EHY * ERENAR * EHFHEESR (*—*) o
C. 7 * A * TEE +Add °
d ERABHRA - ABRE—T*f#EFE" o
2. * RAEHEE Trident A& * | +7E [ EREEAG ) RELHITTIDER
a. 1 * fERE * TEBGEER + ©
b. EEVFRRAVEAERTE « A%RE * A * WTMIXIIERPENAS
CH—T T f@EEF"1 o

FHAEN  F2RTYER :

* "AREE ONTAP B TAR "N EX B A/"
c "EABNERESE

fERAERCHAPERRELR

Tr

==
hir)

ident ATLAERA ontap-san-economy " SEBIIZNAVE R crap BBEE iscsT TEREER “ontap-sanc iz
EFERIREETE useCHAP EIH © 584 “true'iF » Trident 4§ SVM HNTEREIBIZR L2 MR EAE R

CHAP ~ Wi {18 intEZRE ERE RIEIENE o NetApp 2R E AL RICHAPREREELR - SH2 R Mo AR A
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ ‘useCHAP' 2 MEIE « REER o FARER MR - FHRAtruez B ~ EMEERHE
RAR o

tESM » chapInitiatorSecret » chapTargetInitiatorSecret‘ chapTargetUsername‘*ﬂ
‘chapUsername @It “useCHAP=true WEBSERIKRERT ° EITERRIRE » JUAEEE
“tridentctl update ©°

ZERAR
HEEEESEIERTE useCHAP A true -~ 57 Trident 112 %ip L2 E CHAP - E81ET5)1ER .

* f£SVM_EERECHAP :

° WIR SVM WEREEIR L 2T RB AR (AR rﬂﬁJ ) * B HIREFRATANRFER LUN ~ 8
Trident ERFERZEMHEERRS cuap ~ WHEERTE CHAP RiEh# R ERAE LB o

° 18R SVM 85 LUN - Trident i A~E7E SVM LB CHAP o ErBERARH%H SVM EBEFER
LUN BY7£EY ©

* RECHAPRENSRM B RERELBINE ; BEERLATERIKERTIEE WLFR) o

B BimzE -~ Trident @I HEMN tridentbackend CRD ~ A% CHAP &2 1{ERERIBHES
Kubernetes % o Trident TEILRIFIRIIAIPRAE PV #Z @ CHAP BRI o

SRR E L B R

RAT LB HMEZR Y CHAP 287K E# CHAP 5%5% backend. json © 52 8 # CHAP 1% Y
‘tridentctl update™ #5 < 2K [ BRIE LEEAEE o

@ EBIRA CHAP #4230 « IR BER “tridentctl RE 1B © 55773538 ONTAP Ul Ef#izE
& FHIETES ~ AA Trident (S ARV IS LT o



cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

RAEEGIEREIRE ; (1R Trident 7£ SVM EF#ENE « RIS LEEEFEBERFER AR o SNVEGRER
EHTREERER - MIRANEREEEREERT - PEEPVRERIL EIER - REEAEMIEIEERR o

FI|ZASANABREZEIHELEE 5| ONTAP

BERZN{aI7E Trident S2EEFEEI Ko ffEF ONTAP SAN ERENFED, o AENIRHE InAARR &I
BB IREIFEE StorageClasses FISFAREE S o
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W

#

storageDrive
rName

backendName

managementLTI
F

datalLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

=RER
HIFEEHIE N BB

B REEH TR

e SVYM BIE LIF B IP {ifdlt o eI LIS E e R84
1% (FQDN) © WNREH IPv6 HEfEZEE Trident ~
BIRIREAEA IPv6 it o IPv6 it 4B S FEINE
% Blan
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] © YNZEHEELE MetroCluster Z RIRIE @M [mcc-best] »
A2 o

FEHIFELIFAIIPAINL - MNRFEMA IPv6 FEIZZREE
Trident ~ BRE&EAEMA IPv6 it o IPv6 {4
LUAEIINES » Hlun
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o * sBINH5E iSCSI o Trident {EF" "B EIZAILUNYS
FEONTAP"ZRIFZRIE 2 B HRE T EREERFREERY iSCI
4in o RPPHEEE - MBESLZES datalIF o
MetroCluster &8 o *s52Rd[mcc-best] o

A7 E R4 E3(E * BRIB MetroCluster o *352
B[mcc-best] ©

EFCHAPER:ZISCSILHONTAP T HE AT IEAISANEE
FIENFER[RME] © 5845 true ~ 58 Trident sREM
¥ M CHAP A& IRPIIERE SVM FITEEREREE o 10
FEFEFFHONTAP A &ZRISANERBNFZ T3R8 E B I
EHMEN C A2 o

CHAPEENZ3 05 o MEIRH useCHAP=true
ERATIEEEMNERISON-RRICIZEK E
CHAPEZENEN 23 o ME(RMH useCHAP=true
BAFERAELTE o WERY useCHAP=true
BiZHERESTE o NWEEH useCHAP=true

B Pin/&:EBaseb44RiEE - A /REEERE

R iRTAZE £ iRAIBaseb44RIE(E - A /ERREERE

RIEECARFENIBaseb44RIEHE © #EFH - A /REEE

=%
ag ©

=
HoxX

ontap—-nas > ~» ontap-nas-

economy ontap-nas-flexgroup

ontap-san > ontap-san-
economy

RS2 044 %8 + "_" + dataLIF

r10.0.0.11 ~ T[2001:1234:abcd:::

fefo]l

JRESVM

WNRISTE SVM BIfTE

managementLIF

false
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username

password

svm

storagePrefi
X

aggregate

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags
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BIONTAP @M ENERAE LT - ANEEEE

BIONTAP 2 EEAMRAENS - ANsIRAERE -

EEANRHTFERKES NRIEE SVM BIfTE
managementLIF

ESVMAEC BRI E PR e RVAT &S o THREIE  trident

1EeK - EEEMUILBH - KFEEZRIMEVRIR o

BARERECEMAggregate (ER ; MIRERE ~ Blws "
BIEIR4ESVM) o HH “ontap-nas-flexgroup EEENTZE
=~ IEEEIEEIRZEE o NRKIEK » ERTHANES
BE#RA] AR 52 FlexGroup Volume ©

£ SVM HEE#f Aggregate B « EZE
iB¥RsE SVM MERFEERLE Trident 4
Hl2§ ~ 7 Trident P EENEH - BIETE
Trident EREFFEHI Aggregate IAFD
& Volume B ~ YNRAE Aggregate E#f
MmAEBEH SVM ~ BIfE#REE SVM
Aggregate B ~ BIRF ETZE Trident
FREYRGIRRE o IEAZE Aggregate &
B4 SVM EH Aggregate ~ S 2iEH
2 ERTEPR ~ A BEERIRER LAR ©

®

MEFERAESRIEE AL - AEEAETERRE - R " (FERAEFIBIT)
&4/ Amazon FSX for NetApp ONTAP i ~ 35

}EXE limitAggregateUsage ° FeftHY ‘fsxadmin

‘vsadmin' RE 2 {EH Trident #EENEEAR{E R 2N R

PR RVRERR ©

MREBRVHEIREA/NSRULE « IEREERK - th ™ (FERAREIANT)
FIRGIEEIE LUN NRABRRE K/ o

&FlexVol {EILUNBISR ALUNEE « SEE LA ZBTE[50
+ 200]

RS BRI 2 A EEEAR o A0 ~ FBRIEMGIETEEIT null
SRS HHR N R B ARV ERMEED ~ BRI { "api" -
false + "method" : true} RfEH o
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2% ZRBH IED
useREST fEFIONTAP Isrest APIFUFRIF 2 # o true ¥ ONTAP 9.15.1 S{ES IR
USeREST 2848 ‘true B+ Trident EfEHR K> BE falseo

ONTAP REST API EBBIm@: ; 5%8% false BF-
Trident E{EM ONTAP zAPI MAEAfBuRE:N o b
INEEEEONTAP FREMARABIARES o LS ~ EARY
ONTAP BABBKNEEGEARENEDR® ontap

o EETALEENMABFTIME vsadnin cluster-
admin BY o ¢ Trident 24.06 ARZ<F1 ONTAP 9 - 15.1
N ERMARABHLE ~

useREST KFERBRES true, BE
UseREST A “false {ff ONTAP ZzAPI MDY o
"useREST T2fTEa NVMe / TCP BYEHK o

sanType FARNERE iscsiiSCSI ~ nvme NVMe / TCP 2 fcp  iscsi ¥IRZEH
SCSiI over Fibre Channel (FC) o *FCP (SCSI
over FC) 2 Trident 24.10 RRZASHIFMTFEEEIHAE o *

formatOption HFY formatOptions EEMLTHMLHSEIE - 58
s MV CHEERE S ERELESI® mkfs o EAEK
BEREFRERENIE Volume ° sBF5AEEE mkfs
ip < EIEFELIAVAETUEIE ~ (BEFEIREERK - &4
[ -E nobard |

®* ontap-san ontap-san-economy EZ1RMEEE)

limitVolumeP 7£ ONTAP SAN £&5EEEIEHEEA LUN B ~ afEREY " (FERASEHIBIT)
00lSize A FlexVol X/ o

denyNewVolum PRl ontap-san-economy &imiEIIFTHY FlexVol Hihk
ePools EBUEZH LUN - RETEKRFIEN FlexVols B i
EIH PV o

£/ formatOptions FY#E:%
Trident Es&{ER T EERMFERERRF :
*-E nobard :© *

* RE  FWEHTT mkfs FEEREER (ERER—FAGREEREENRER / FRkERFFERELRER
) o EERABBRREER [ -K) - MEBAREREERHE (xfs » ext3 Mext4) o

ARE R EHIRE P RIRERREEIR

TR U AERE R PG EEERIEFITAR ERACE defaults o YIFHA « SR THIHERREER) o

2¥ :RER fE
spaceAllocat LUNBIZERISED "
ion

spaceReserve ZERHIRPBER ; ME) (BF§) z¢ Volume s (#H) "&"
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#

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

securityStyl
e

tieringPolic
y

nameTemplate

=R EH

E(FFHAISnapshot/RHY

ERIMAFT I IR @ MIQoSIRAIEH A - EIEEERTF

£ & /B IENE D —{EqosPolicygiadaptiveQosPolicy ©
F&EC Trident f£/A QoS RRIB4ATEE ONTAP 9 8 E
HhRZs o REZERIERE AR QoS RAEHAR ~ WHE(R
ERBRAEEERESERE - = QoS [RRIEHH

GEBIITAIE TIFRHEEEEN LR

B RAAFTIE L AR E AR E 1 QoSIR A EHAA - BEiEE "
EREEEE/ZHNEFR—{EqosPolicy
g{adaptiveQosPolicy

REGIREBIHEIEEF DL

BILEAR « RERXERDEIEA
TEFHEREE B A NetApp Volume Encryption ( NVE "{&"

) > TBsR% false o ABTEHEE HIZEWEANVE
ZFBE(HE A LEEETE o ANRERIHEUE NAE ~ Bl Trident
FECE AY1E(T Volume EBHGEIA NAE o INEEZH
A ~ A2 R0 Trident ¥N{aTE2 NVE F NAE & EE(E"

ERALUKSHNZ ©

=53

oAz

B "EALinux&t—a$

ot AN ]

i A AE

(LUKS) "o NVMe / TCP R%1E LUKS /il o
MEEENZEER

D RERBIAGER

M4

B B TR & R FBRYEEAS o

Volume & REC & £
UTREETERENEHS :
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HiMERREEREIIMFABEMIEE ontap-san ~ Trident 73 FlexVol ZBSMEAN 10% A
@ = UBH LUN REEE o LUNIYERE A/NEEREZEEPVCHRERBA/NTEHERE o Trident 4%

10% #IEE FlexVol (£ ONTAP HEETRATAA)) o FREERETUBEMERNTRER

£ o ILEE A IELUNRAM:E « BRIEFTBETRBE R 2F A c ERBEANONTAP-sanfSE R o

HINEEBEIR snapshotReserve » Trident U T AR EEHIAN ©

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 ZE85M 10% BY Trident FTIZE FlexVol ~ UAH LUN FAEE R ° B snapshotReserve =5% - HPVC E
3k = 5GiB ~ BI4E Volume K/)\%& 5.79GiB ~ Al A/\A 5.5GIiB © 'volume show &< FERE B LEEEBIRVEE
5.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RwW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB

3 entries were displayed.

BAl - REREA/N ~ AR ERRIRAR Volume
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RIEAERSHEM)
THEHIERERERE  BARDSBREBFERE - ERERREREENSGIE -

(D WNRITTE NetApp ONTAP LH2HL Trident 5 Amazon FSX ~ EZTIEE 4 niBEER) DNS £
& ~ mIE IP {udk o

ONTAP SAN 34

EefFREEENIE AR ontap-san °

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SAN 48755425 &1 151

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

1. g
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TRAIMERERIR" SYM EREER" - BRETMBFHERRIFES « LA -

EEEBETNIAMYIA « SAFERAT A datalLlIF M " svm  2#KIEE SVM "managementLIF ° FIH0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

FEEEANMHRESEF|F clientCertificate » » clientPrivateKey Hl
‘trustedCACertificate (WIRMFREER CA ~ BIAER) 2 5EA "backend.json' BB iH/&:E
TNEEHBAS1ED CA R5EH baseb4 RIHIE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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& CHAP £
SLEER B @I BIR « I useCHAP /S true©
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

RAZE7E ONTAP &im L5 E NVMe Y SVM ° E2#AI NVMe / TCP FE AR iRARRE ©

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

BB A RIRAERREE A

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}
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formatOptions #ifjl : <code> ONTAP — San £%8! </code> SEENTET

version: 1
storageDriverName: ontap-san-economy
managementLIF: ''
svm: svml
username: ''
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: "-E nodiscard"

EREBNRIKIEA

EELERINERIGHNP - FHEMBEREARERFENTERE « AUl spaceReserve M)
spaceAllocation MEz) #0 encryption MRy - ERERNTEEHEERRPERMW

Trident 7 T8 R1 WAUPREERLERE o s51ZFlexVol ThelBEHIREER © Trident EEERECER - &
EREE LRFMARBRERIIFEEUIRE - BT HEER - FEFEESAUHBSEERERhERER « LK
BRERHREDAE -

TELEEHMD « ALEEFEERNEBITRTE spaceReserve ~ #l “encryption’{& ~ “spaceAllocation G LEE & ith
g ESTERME °
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ONTAP SAN 54
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'
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ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

# & in ¥ FEE StorageClass

AR StorageClass EZxA 2R [EHEENEIREG] o SEFLL "parameters.selector' {#1iL ~ F1E StorageClass
HIFFUPLEEREETANR I EEEE - MEERSEFMENERE NP ERSER®T o

* protection-gold StorageClass BHEERIGFNE—(EERERE ontap-san° EEM—IRHER
{REERVER ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass BHEZFRIHEMNE_BEME=EEREE ontap-san°iz
eE—RESHRUIMRERBRNVER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClass FHEEZRENE=EEREE ontap-san-economy ° %&eME—%
mysqldb BRI EARNIRMHFHERNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass THEZRIRNE _EERER
‘ontap-san °© & —IRHIERREF 20000 @S EEBAVE R o
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apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:

name: protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

®* creditpoints-5k StorageClass SHEZRENFE=EEREE - UKEBIHHNE
BEREE “ontap-san-economy ° EeM—#A 5000 EEHEMHBNERSFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* my-test-app-sc StorageClass FHERAMIE] " testarr EBENIER

# ontap-san ° EEM—IRHEMNEIREMN testApp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident @ AE BEBPEEREE « WHEFANTSHERK

ONTAP NAS EEENFET(

ONTAP NAS EEShF2 TR

“sanType:

‘ontap-san” M

nvme " FRYEHR

R A BRI EFAONTAP IhsE M INAEIENASEESN 2 TU 2R E ThAE 1RV B iR « ONTAP

Cloud Volumes ONTAP
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ONTAP NAS SEFNFEHE R

Trident #2115 NAS f#FRRENTESX « F1EL ONTAP REETEN - TIENFEUERXEIE | ReadWriteOnce  (
rwo) ~ ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

EEhiE B8HBE  VolumetZX ZIRHIFEUER SIERERRA

ontap-nas NFS SMB  [EZER# Rwo » ROX ~ rwx * "nfs v > smb
RWOP

ontap-nas—-economy NFS SMB ERAR Rwo ~ ROX ~ rwx » "nfs >~ ~ smb
RWOP

ontap-nas-flexgroup NFSSMB {EZER# Rwo + ROX ~ rwx * "nfs ~ > smb
RWOP

* “ontap-san-economy £ EFHER EFAETHTEHREIN "2 #EHY ONTAP Volume EH!|"BFA {#
ﬂa o

@ - (EERE LB B S TERSN A ontap-san-economy  EAEFAEEER R A 1B
B9 onNTAP volume [RBFI"fH “ontap-nas-economy ©

* NRICTEHIREERMRE - KH#IME1TENN ~ 570EA ontap-nas-economy °©

EREER

Trident FREAE LL ONTAP 8¢ SVM BIEENFHHIT « BEEAEEREAE vsadnin SVM EAE « HEfE
A “admin’ AEHERA BN AERBEIERE -

HH AR NetApp ONTAP ZBZH) Amazon FSX ~ Trident TEEA€LL ONTAP 5 SVM EEEMN SN « FAEE

EAED vsadmin SVM EFAE « i EEHERACNARLBIFERERBIT fsxadmin o “fsxadmin
EHEARMBNAEEEIREFERSE o

WREEALE limitAggregateUsage 2 ~ AR EREEIERIR o #& Amazon FSX for NetApp
@ ONTAP $3#C Trident fEFEF ~ LIt “limitAggregateUsage' 280G £ B “fsxadmin EAERE 5
Bic “vsadmin £ - MNRTIEELLDE ~ AHRREER R -

EEZAR] ATE ONTAP FREZII B ARGIMANAE ~ 5 Trident BRENTENAI AR ~ BIERMIREZEHRM © Tridenthy
RZHChRAERE IFOUZEIMNIAPI ~ TIBLAPILBMAEZ B « EARESREESZ HE

ZEFEFIONTAP & NASHIEREN 2T SRR TE 18 i
BRAR{EF ONTAP NAS BEENF2TUERE ONTAP BiRAITER BB IEME L RA o

* HIFAE ONTAP &l  Trident Z/0EEIS/k—1E Aggregate 45 SVM o

* R AT ZERRENFETC ~ WRIIIEREP—ERS —E8HFLER o fAlEl ~ Eel UK EFEREENTZRY
Gold 87! ontap-nas ~ UK FHZEERIH Bronze $85!] ontap-nas-economy ©

* A BYKubernetes TREIRLERA AR FEERINFS TR  WN"F2EE " RFHAEN « F2MH ©
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* Trident (2232 #ME(E Windows Ei%5 E#11TAY Pod BY SMB BAREE o 40 AL E SMBRAFEE Ee¥HET
LR o

Rz
E#c¥ ONTAP &
Trident $eHMEEEE ONTAP RIHAIR o

* SURRE | R BT ONTAP RiRES BRHMEIR - BECERRBAEENZ2 B AABERMBAIR
E ~ fI40 “admin'2f ~ “vsadmin' LAFEFREL ONTAP hRZASHIRAFERIE ©

* REE L IMEAEETRIHLLIRE « Trident 7558 ONTAP REEH - FELILE « BIRERVLECI AR
I/REE  BIWMREERNCAKRE (BEEA) AIBase6b4RiFE o

TR AEFIRA R « UEESTRENRER G EZEBE - T8 « —RAZE—EEEH L - EBUMER
[ERVERSE 7505 ~ M RIERIREREPRIRRASLE

@ MRITERFERHR A TR RTE « BIREBIIS TR « WEAABETIRUZEEEHE -
ER AR R R ERE
Trident BE SVM #[E / EEHEEIESRIETEE « 758 ONTAP BinEH - BEERZENTALEEAE -
B0 admin 8 “vsadmin ° fNLLATFE{REARZR ONTAP KRASHIRTFSHER MY ~ BLEiRASFTAE S AR K Trident
RRZSFREARIZNEE APl o BE]Z2FEAAGAEIWIEAD Trident A ~ B EZFEH

BImERBAHL T
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

AT« BImEREM — AN FEHEDENAE - BiUBIKZ % « FHELE/ZEEE L Base64iRhs « Wi #1F
AKubernetest%® o 1 /EHE IS —EBMETETERNNTER - it - E2— BT IESRE
HKubernetes {#ZEIEE#IT ©
B R /RsE B RS
HEFIRANEB ST LUERES « LEONTAP B EH - BIEEETE=—([ARY -

* ARIH/&E | AP IR/&ENBaseb44RI5(E o

* R IRFAE TR | MR & I8AYBase644RIE(E ©

* {S1ERICACertifate : ZSECAREHIBase64mbS(E - MRFERSERICA ~ RILRIRMHILS R - MRKER
S1ERICA ~ RIRT /BB ILRTRE o

HAN TERIZEE TSR o

1. %E%ﬁﬁﬁ”ﬁ?ﬁﬁﬁﬁﬁﬁﬁ o %R » 5§ Common Name (CN) (—#%%# (CN) ) REAONTAP BRd 5
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP EREHRE FEEHRREFEESRE - MRKERGENCA -« FRBE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEH&E F AR Im/&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. 3 ONTAP REBABBHIE cert BT o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver
name> o fEAZAME(R LIF BIARTFSRRISE S default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {£FBaseb44RiE/&:E - £IRFSERICARKS °

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. fER E—SEUSHERII B o
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

GRS A R
ERTEAIRAN RS « MR RRMNERS A SRR AR o B AEEIT | EERE R

R iR ERAERRE ; ERARENRIR] EMAERELRE/EN - EE2EEM B ARRIRAENRER
VR RBFMLERTE S £ - AR FERESHITIESENEHRIR Jjson &2 tridentctl update backend°
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

EICTEETER - (#EEIEENELEHRONTAP EAENZIE (IXBIOS) - 1IZEZ2EIRE
@ oo HRIREENR - IR EGENIEEFEHSE - REFTHERIRUEHEERSE « 2&H
EONTAP Z=EEMIPREERVREE ©

BHEEAGHEHEET 2 HEENER - 1 A S E 2 BB AL EELR o BRINMNEBREHRT Trident
AL EL ONTAP %imi@:N ~ WERIERZEAY Volume 1EE -

#5 Trident 17 H5] ONTAP A&

SR AfE A R Privileges JEL_L ONTAP Z£A6  EEMAEEMFH ONTAP EIEEA®IKHNIT Trident A
FIEZE o BITTE Trident BinAHREP B S FEHERTEE « Trident ZFEREEILR ONTAP EEABRIITE

==

WNEEFEIL Trident B TAGRGHAE « 5528 Trident BE]HBELSS"
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{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
7£ ONTAP RAEEIEEPMIT FHIPER

1. BiUBRTAR "
a AEARERRBIBTAG  FEN " BRE>RE " °

(30) EBfE SVM BRRIESTAE - FHBI * (MR > (72 VM > > required svi BE >
ERERRE .

b. B * EREMAE * ENHBET (—) o

C. 75 * At " TIRIE +Add ©

A EHAEIIRA  REE—T * fE o

2. " WAEHEE Tident BAE* © + & [ EAERAE" | BELRTTHSH

a 1 * (A% * TREEEET + -

b. BENFREAIERERTE BT A - W THAERPEREE o

c. #H—TF [ o

EFHMEEN  F2HRTIER !

* "AIREE ONTAP NE AR EEB I HE"
c "EABNERESE

EIENFSEEHREA

Trident f£F8 NFS BEH/RRIZRIZHI S HFAECE 2 IR B RITFEN
Trident 7E{52 A EE LH /R A FHR My (B 2878
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* Trident AIUBNREEIRELRRIAS ; FUILFERN S « FEEEGEEARAIER IP (3K CIDR &R
BE o Trident SR MR B BB G LEHERERAER 1P MEEEL/RR - 5(F ~ MRKHEE CIDR
Al 2R MRIR EFRTEENRE LI EIRVFRA 2 E B E R EE P NS EEH/REA -

* RFEEERUELERRR - MFSFIERA o FRIFEERPIEEAFNELRRRME « T Trident &
fERERELRR -

BEEIEE LR

Trident FEHENEEIE ONTAP RiREE i RABIINGE - B Al EHEFEEE S TIFERIPIEE AFFRIIALZER] « T
IFFBERAEAVRA - EHABHCELRIER ; EMELRIFTBRETFFRELETFHNA UL
f£ F EEPNREEFRENFIIRMERSERE BisEHERE IP W IFER - UXEFEEEHENE

@ EFRENRREELRRAIE SR/ EMERRAILEEE (NAT) o £/ NAT B « EFEH SRS B EIRIR
NAT fiik ~ MIFEER IP ML « FIEFEELRA DA ZBFTIRE R « SEEEFN o

7£ Trident 24.10 # + “ontap-nas EFHRBIENEBMNERR—IREIE ; ONTAP NAS EEEHTER
(D IReEFEmEE - RERFEERZA A ontap-nas-economy FE Trident 24.10 FREAT
Volume BEEARTZERIZ o

kel
WIRERAMEERRETE - U TERIEE RS

version: 1

storageDriverName: ontap-nas—-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password

autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

fERRILEINRERF ~ A BERSVMAARIREIZFL AR LR BRI AELRER] « I AB AFEFCIDRE
R (FIEnTERELRR) BIELHIRE o AFENETE NetApp BEHIREBHEMUE - & SVM EAR
Trident °

LU 2 fE 8 L5 BRLETORERVEF A TN -

* autoExportPolicy REA true ° &7wn Trident EAFEALLEIRA SVM fHiERS{E Volume E1E
HIREE svml ~ MEER A E IR R EREIEFR B AVFTIE AIMIPR autoexportCIDRs o TEHEEREMIINIEE R Z A
ZiR e EEALARINZEERRE] « U LEAVENFIZMIEE - EHIREZMEENE Trident B ~
FEIT—EELRA - HELBHAE 315 CIDR EIRAEIR IP FVER gtree 1HE © B4t IP thEFMEER
FlexVol FrfE ARYE L RA
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° fgn :
* &% UUID 403b5326-8482-40der-96d0-d83fb3f4daec
* autoExportPolicy :REA true
* #FEFHE trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* gtree &F8BA Trident PVC_a79bcf5f 7b6d_4a40 9876 e2551f159c1c FlexVol ~ E2&8554H gtree
BEHERE - AR gtree BIZFE trident-403b5326-8482-40db96d0-d83fb3f4daec’
HRA -

‘trident pvc a79bcf5f Tb6d 4a40 9876 e2551f159clc MUKIE svM E@mEHIZTEAE
HREAI “trident empty ° FlexVol EEHRERIRAIRE qtree EEH/RAIPRE 2 RIEFIFRAAVE
£ o RMTMMAMEIEER G EREATMNELRA o

* "autoExportCIDRs' @ (L EIREE o LI AZERMBAL ~ 8584 10.00.0.0/01 ~ /01  MRKE
F © Trident ZHIGFRA T L EENEE 1R B89 2 1o 56 [ B8 BE AR AL ~ WIRMH B ARY) o

FEUEEHIF 192.168.0.0/24 ~ GIRMAILZERE o ERMUMNLLAIUEEEE AR Kubernetes B IP B kR
GHMEE Trident FTRIIAVELRRA o & Trident BEREBITHVEIREE » ©EHIEEIRLAY P (i > W EEAIRH
A& IREITIEE autoExportCIDRs © fEE5MM » TEEHE IP 218 > Trident @A HE PR MENRLRYA P is IP
EIEHRRIFRA] o

EEIUTEEI BB H autoExportPolicy B “autoExportCIDRs MUHEIHER o allABEEERM

FRIRA CIDRIVEIHMIMNFTEICIDR o MIBRCTIDREFATEMNEE « UERAGHENRGIELR o ST LUEEHH

gﬁﬁﬁ%ﬁﬁ ‘autoExportPolicy » AEROIE|FENREINELIRE - EFEEERIHABAREPRTE exportPolicy’ 2

Trident B S EFHBIH 2% « S LUERAEER tridentbackend CRD Ki@&E#F tridentctl -
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

TEPREARLET « Trident FIREFAAELRE « UBIREENRESHRNFEGRA] o BB EIRRIFAVEL R P
PRICERRS IP ~ Trident AIRALEEEHE ~ BRIEREFIFENREEEFEALL IP o

W ARTZIEBIE « AEHEL tridentctl update backend BIFE{R Trident HEIEIEEHRE - EEHERE
RFEEIIME L& UUID F gtree B R AVTEELRE o Bif EAVIZIEE S 7ERTE 1L AYEE B [ B EN &t S it
#H2% ~ FREEREA -

(D fErEA BEERELRRRE  REMFESBERIMELRR - MREBMBILRLR - BIEH
HAR AR « WEBGEIMAIELREA o

SNIRENEFENRERY IP (LB BRT ~ BTN LEFTERE) Trident Pod © 7418 Trident & ERTELRR! ~ LURHR
HFrEER IP &8 -

#EHACE SMBHIR &

QFEHMES « EriseERRENIZIURECE SMB HiR& ontap-nas ©

RAZBTE SVM _EERFERE NFS # SMB/CIFS SEAIBIE ~ 7 BEAAEPERERT ONTAP i1
(D ontap-nas-economy SMB MIR&E o HEXRKE L IME—EENHE « iFE SMB WHFEEZEIL
KB o

@ “autoExportPolicy’ <3z 1% SMB Volume °

FIsEZ Al
EECE SMB HERE Z Al ~ MK ARE TYIER °
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* Kubernetesz& £ B LinuxiZHI2sEIE, « LUKk ZE/D—{E#1TWindows Server 202289Windows T{EEf
2h o Trident 232 1E#ME Windows &2 E#11THY Pod BY SMB HEHEE o

* =/DEF—E Trident #Z 8 Z M Active Directory 5358 © BEEIZ smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* FBEAWindowsIRFEHISCSI Proxy ° HERE csi-proxy * sAZREE"GitHub : # A WindowsISCS|
Proxy" ~ BE"GitHub : csi Proxy"f#7f Windows E#{THY Kubernetes Bi%f o
1. W AEZPEFE ONTAP ~ e LUSIBM 7T SMB £/ ~ 5 Trident BIIA AL SMB =/ ©

@ Amazon FSX for ONTAP & SMB H= o

TR ERHEAER R AN EIEETHER ONTAP CLI ~ UMiE@A R Zz—#1I SMB EIE8H
FA"Microsoft EEEZER" ° HEEAONTAP CLIZIISMBHA :

a. WMANE HAR B BRERISES o

R ® “vserver cifs share create’ 7EZE I HARFIRE -path FEIEPISEHRE o IRIEEHBREREFE
Alen SR °

S

b. #i7BFEFESVMIERMISMBHEAE :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. MRHAEERI !

vserver cifs share show -share-name share name

@ MBSELAIER « HSR B SVBEEE" -

2. B BIEE ~ MU ESTE FHEBMUISESMB Volume © AR ONTAP & im4HASEEIERIFR A FSX "FSXIE
HONTAP BFEZRAREIEFNEH" « FHRH -
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BEMAIER o Amazon FSX BEE LB H A BELIE
ONTAP &% - BEARRIABZEH o

nasType * WBRRTES smb MARE null > BBREEE nfs © smb
securityStyle HHEIREENZ IR o * BREA ntfs SMB ntfs 3 “mixed SMB
Volume 3§ mixed © * Volume

unixPermissions HAEBAEL - SMBIEE N BREATEH > "

FIZANASAH AR FEIE B E5|ONTAP
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version KIZES
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Flexgroup 1 ~ [ ONTAP - SAN
1 ~ [T ONTAP - SAN &% |
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managementLI #&a] SVM BIE LIF Y IP At rf LIS EZEA8E%  10.0.0.1 ~ [[2001:1234:abcd::
F 78 (FQDN) o WNR{EA IPv6 HEAZZREE Trident ~ Bl fefo]l

AR EAMER IPv6 (it o IPv6 it AB S FEINE &

> BIgn

[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] o ANEEEE4E MetroCluster Z Y E @4 [mcc-best]
B2 o
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2% =R EH FERR

snapshotDir  #FHI¥ BERAEFRN . snapshot #1¥ NFSv3 B9 NFSv4 "false" 2
"true"

exportPolicy EfFHRIEHEREA "FEER"

securityStyl HEENZZE2EIL c NFS 18 mixed # "unix Z& NFS FE:%{E% unix © SMB FEz& 2

e 3 o SMB X1& ‘mixed # ‘ntfs' 2215 o ntfs o

nameTemplate B BT E A TBRE A o !

57 Trident f5F8 QoS [RAIBHATE ONTAP 0 8 LB - (HEREFAIEHAM QoS FAE:
() & RERESFABEEFESERE £ QoS RABERRHNNITHA LIFaBAHRE
B LR -

Volume & REC & £
UTREETERENEHS

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

¥ ontap-nas M ‘ontap-nas-flexgroups > Trident IRIEFERAFHAVTES I » FE{R FlexVol By A/ E
B ~ WifEF snapshotReserve B LEH] PVC  EFHEEERMEH PVC B+ Trident 2Bt EKREILAER
FEZ TR FlexVol o tbstERIERFEREEKAEREEPESAERNE AZR - BZEEARS/IRET

126



ERNZEM o £v21.07 281 ~ BEFEAEERFERPVC (FIE15GiB) ~ REBREB&EERIS0%E « IR AEES2.5
GBMAIR AZERM - ERREAEREFMEKRNEE®E Volume ~ ME snapshotReserve BEAMB DL © £
F Trident 21.07 B~ FRBERNEAIBEAZEM M Trident BIRZHMETEE

“snapshotReserve CAEE volume WAL - EREAR ontap-nas-economy ° A2ETYEHILA
BRAEIIEThRERVEEEA R ¢

SHEARAT :

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

i snapshotReserve = 50% * MPVcEX= 5GiB - W& 48 K/\%2/0.5 = 10GiB » AfAA/NA5GIB « E2F
FREEPVCERAERM A/ o "volume show' % FERETREELU IEEEHIA04S

Vserver Volume tat Size Available Used%

online Rw 18GB 5.

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

FH4R Trident BF ~ SR 2R A RIHS GUFI XM EHREE « §REARZAEIIEEE « [GREZAR
HER@E R/ ~ UERREE - i ~ EARFERAR 2GiB PVC §EE—ERM 1GiB
snapshotReserve=50 A] 8 AZEEHY Volume o BN ~ iGHEARRE K/)\VAEEZA3GIB ~ Al:EEATE N6 GiBHiRE
& _F#EA3GIBHIAI B AZER] ©

RIEAERSHEM)
THSEABTERER  BABD SHREERE - EREERRIGREENTTE -

(D WMRETTENetApp ONTAP Z1ETridentiINetAppsz ik _EfFFIAmazon FSX ~ & GIEEIifsHIDNS
$a%8 ~ MIEIPALLE o

ONTAP NAS 475582 8251

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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ONTAP NAS FlexGroup i

version: 1

storageDriverName:
managementLIF:
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

MetroCluster i

TAIURERR"SVM ERHER" « LUBRTETVMBFHERRIEER « WEHARLEA

EEEBETNIAMYTIA « BEFERAT A datalLlIF M " svm  2#KIEE SVM "managementLIF ° FIH0 :

version: 1

storageDriverName:
managementLIF:
username: vsadmin

password: password

SMB Volume #54

version: 1
backendName:
storageDriverName:

192.

ontap—-nas-flexgroup

10.0.0.1

ontap-nas
168.1.66

ExampleBackend

ontap-nas

managementLIF: 10.0.0.1
nasType: smb
securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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BB EREE SR A

B/ \WBIRAEREE| o clientCertificate M “trustedCACertificate (MREREEN
CA -~ ‘clientPrivateKey BII&#E[H) &9 3EA "backend.json' AR /&% ~ AR EIRINS(EN CA REMN
base64 #RIS{E °

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEE L RAEES

ZEHIEREBIN{AIIET Trident EARENREEHRAIZKEENRE L R EEEHER] o f ontap-nas-
flexgroup” EEREANEFESER ontap-nas-economy °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6 {iitik &35

It EEFIEET "managementLIF &R IPv6 firdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP £/ SMB Volume i

{EF3 SMB H4FRER) ONTAP #EFIEY FSX 2 EIE "smbShare’ 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fqgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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BB RIRERREEA]

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

EREBNRIKIEA

T TEHETHRREZRESRLF - FHEMARFNRERENTERE » HIU spaceReserve ] »
spaceAllocation Miz) #0 encryption MRy - ERERNEEHEERRDPERMW o

Trident 7F TER1 BUPKREERECERE ° FERTE FlexVol for 3% FlexGroup for ontap-nas-
flexgroup £ ontap-nas ° Trident EEEREEER « HERER LB ERERNEIRERIEE - A7
HEER ~ #EFEESUHHESEERERIERER « LKEBRRUIEE DA -

TEEEHAIF - BEFEERNEBEITRE spaceReserve » M “encryption'f&  “spaceAllocation’ B L& Rt
AlgBRTERE °
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup i

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS #5534 zx &1 151

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775"'

& im ¥ fEE StorageClass

LUF StorageClass E& A2 R[EHEENEIREDH]) o AL "parameters.selector {#iL ~ £ StorageClass
IR EREE AN EIEHMIEE - MEER EEMENEREFAPEESERRT -

* protection-gold StorageClass SHEZRENFE—EMNE _EEREE ‘ontap-nas-
flexgroup ° S —IREERIRENE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass a%ﬂ?ﬁ:ﬂ:@ HEYSE = EFEAEEREE ontap-nas-
flexgroup ° EeM—IiRHERUIMRERBRIVE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClass EHEERIHNFENEERER ontap-nas ° SEM—2% mysqldb $8
iﬁ%m*it?mﬁ\{ﬂﬁﬁ/‘mm :m\E’J% oo ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass ¥ EERIRIE =EERER ontap-

nas-flexgroup ° jaeM—iEHIRAR{REHN 20000 @S AMBBIEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass SHEZRENFE=EEREE - UKEBIHHNE
EE#HEE ontap-nas-economy ° iEM—¥HA 5000 EE ARENERHE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident ' REZENMEEREER « WRFRTSHEFEFEK -

TEARERE B BRT datalIF

‘ontap-nas Z

TR GRERRREEERLIF « 77ARRIT Molan< ~ MEMERLIFRAMEI R IJsontES

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>
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@ YNREPVCSHINME—THZEPod ~ T ARIRIFT A ERIPod ~ ARG HEMEE) « FHNE
BILIFA &3 -

Amazon FSX for NetApp ONTAP E &

2fZ Amazon FSX for NetApp ONTAP & Trident

"Amazon FSX for NetApp ONTAP Efn"E—IHTE2FEER AWS iRFS ~ AlZRZ P REIAR#H

17 NetApp ONTAP EFIEE R AT ZIEHER R4 o FSX for ONTAP VMware ] ;B {32 %

HEHINetAppIIAE ~ MAEFIEIRINGE R TN BIEFETFAWSERINE S M « 8UEE -
2MMIEFT M o FSX for ONTAP Sforsz#EONTAP Isffit 18R AR THAEFIEIEAPI o

&R LA Amazon FSX for NetApp ONTAP 122 £ 4 5E Trident 24  LUFE{RTE Amazon Elastic Kubernetes
Service (EKS) AR#11THY Kubernetes EREEFIECE HH ONTAP {4 V@IS RIFEHIRE o

EERFEAMazon FSXWEEE R « F2LIONTAP MAZEHEN—EZEE - ESESVMEP ~ eI LR —(Eg
ZEHIEE « BLEHMIRE RHEFERZARTIERZMERKWERA23 - A T Amazon FSX for NetApp ONTAP HY
INAE ~ Data ONTAP ENAI fE Bl GTERE R R RN NIRMTIE - HPERAFIEETES" NetApp ONTAP
Sing*

£ Trident $2EZ Amazon FSX for NetApp ONTAP -~ &R LUFE{R7E Amazon Elastic Kubernetes Service (
EKS ) A#1TH Kubernetes SR EE FJAfHIEE ONTAP ZIEMEIRMIERHE M HIREE o

BT "Trident E3R" « BEAGEAT ONTAP By FSX £ Trident B & -~ IIREE ©

* IRAH Amazon EKS B2E I ELEMBHEIE Kubernetes &£ kubectl ©
s AICEEE T (EENEL7ZENAYIRE Amazon FSX for NetApp ONTAP HEZE A HIZERILES (SVM) ©
© BEET AR TEEEE'NFSERISCSI" o

@ RIEEAY EKS AMI $88Y ~ FE{RTIEE Amazon Linux # Ubuntu (Amis ) FrEsEROERELEERE
HEE "Amazoni 23 AR{ER" o

it
il

* SMB Volume :
° SMB WiHEE(E B {FF “ontap-nas BEENFER o
° Trident EKS Mo+ 3%4& SMB Volume
° Trident {232 3EHEE Windows Efifh_E#1THY Pod B9 SMB HAIRE o ¥N "#E &R E SMBIATE & " FsHAE

gﬂ N Eﬁ = Fﬁ o
* 7 Trident 24.02 Z /i ~ 7T E A BEHEH{DHI Amazon FSX {EE &4 B MIMIEE - ﬁ/£E Trident ﬂﬂ'J
ff o FHETE Trident 24.02 S FEHhRAPEE FULREIRE ~ 557E AWS FSX for ONTAP HYB IRAHREERFPIEE

fsxFilesystemID > AWS apiRegion > AWS apikey #fl AWS secretKey ©
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../trident-get-started/requirements.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

@ WMRIEER IAM BEISTEL Trident ~ BIATLAZ &I « apiKey # “secretKey {#{iIEEFEIEE
“apiRegion 44 Trident o WNEEFAHE N ~ 58 "FSXIZMHONTAP SiE4HAREEIEME " 20 o

ERzE

Trident 1Rt MEEFIRT o

* SB:EE! (3B3&) . 7£ AWS Secrets Manager FZ2M{#1F30:8 o AL EREANRIERASR - I=2FEH
fsxadmin vsadmin 2 SVM sRENERE

Trident FEX SVM FREHABERABZ FEILBNEREZDHIT vsadmin © Amazon
@ FSX for NetApp ONTAP B fsxadmin {ERAEEEERRMEI ONTAP admin HEHEMFA
E o BffmFIERIEEL Trident (£ vsadmin ©

* BREEE D Trident i{EMA SVM EZ4ERY/REE ~ B FSX IR A LA SVM @ o
MEBRARENHAEN « A2RENREE RIS

* "ONTAP NAS Eg:5"

* "ZIRSANERFEONTAP"
2815 Amazon Machine B2 ( Amis )

EKS EZESIEREEE AL > (B8 AWS EHH AR EKS R{E{CFLE Amazon Machine & (Amis) °© T3l
Amis B3&i8 Trident 24.10 & o

Ami NAS NAS 4% SAN SAN #EH
AL2023_xB6_64_ST £ 24 21 26
ANDARD

AL2_x86_64 21 2 g2 2 -
BOTTLEROCKET x g+ 21 A RER
86_64

AL2023_ARM_64_S £ 21 24 219
TANDARD

AL2_ARM_64 211 21 g+ z
BOTTLEROCKET_A 2 24 B R
RM_64

* * BTERMEEIBPRA "nolock” ©
o HETE AN EFERENENELAYIE R T RIBR PV

@ MR IEERYHEEERN AMI » WARTAZIE > ARRTHEFAR o IWEERTEABEMNEXR
Amis 157 ©

* A TRV -
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* EKS hR7s © 1.30

* ZEET5E 1 helm 1 AWS KN

* 552 NAS > NFSv3 7l NFSv4.1 ZBELKERIE o

* {28H¥ SAN #1T iSCSI & > IE NVMe B o

* BRITAVRIE *

* B1I . #7485 > PVC > Pod

* MIB& : Pod > PVC (—H% > qgtree /ILUN —£5575 > NAS $2fc AWS #&15)
MEHAEN 5260

* "Amazon FSX for NetApp ONTAP ByZiE 4"

* "Amazon FSX for NetApp ONTAP FIZREIE (="

17 1AM AT AWS ZHE

RA] LS Kubernetes Pod 32 E AL AWS IAM A& E1TERRE ~ MIEIR(HAEmER AWS 22
7~ LIEE AWS BIR o

(D) == AWS AV BEEITHE XA EKS 315 Kubernetes 1K ©

#2137 AWS Secret Manager %%

LUF a3 AWS Secret Manager ZZHE A #TZ Trident CSI| 53:% .

aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\":\"<svmpassword>\"}"

37 1AM [RAY

T5#FIER AWS CLI 237 IAM JRRY :

aws iam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy
-document file://policy.json

-—-description "This policy grants access to Trident CSI to FSxN and
Secret manager"

* 5K JSON 152 *
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policy.json:

{

"Statement": [
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
I
"Effect": "Allow",
"Resource": "x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager-name>*"
}

1,
"Version": "2012-10-17"

#AERFBIRAEIL IAM A
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AWS CLI

aws lam create-role --role-name trident-controller \
-—assume-role-policy-document file://trust-relationship.json

* {S1ERE1AR json tEZE © ~

"Version": "2012-10-17",
"Statement": |
{ "Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"

by
"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

FIMERPIITIE trust-relationship.json :

* * <account_id> * - {89 AWS BRE ID
* * <oidc_provider> * - EKS 258 OIDC e f&aJ L 1T %!)18 B 2KEX4S oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

* 5 IAM [RAUKTIN IAM A * -
BUAtE > AERAUTHSERE (LS DET) WnEAse :

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy

ARN>
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* Eg5E OICD 1RIHEE T BRI ~ -
SRR OIDC HFER B ICHYSR SEAERAR o SR LUER T an < RER:E «

aws iam list-open-id-connect-providers | grep $oidc id | cut -d "/" -f4

FATYIGHSHE IAM OIDC EAZE &2 T RAHY: -

eksctl utils associate-iam-oidc-provider --cluster Scluster name
-—approve

eksctl

LUR g7 EKS RBVARFSIRAZIL IAM B

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name <AmazonEKS FSxN CSI DriverRole>
--role-only \

-—attach-policy-arn <IAM-Policy ARN> --approve

Z4ETrident

Trident f§167 Kubernetes F5# R NetApp ONTAP 72 EIEH) Amazon FSX - 2RI
AEMNEESENE TN ERENIE o

oI UE R T Ep—E A AR LS Trident -

* Efe
* EKS Koo

-

MR EZERRIRINAE
AYRBRINAE" ©

sBZEE CSI Snapshot ZEHIZSHINNTTH o WNFFAAE ~ 5528 "BUE CSI Volume

%38 helm ZE#E Trident
1. T& Trident ZERREH

Trident ZERREMHESEFE Trident EE AL Trident FRZERI—1]] o % GitHub B9 Assets BER T
FRENER AR ZAHY Trident ZEEFZL ©

wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer/helm
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2. FATIIRIZEEERTE « EiRtFER * 0 * Eix IDENTITY * FEIZRE :

i

LU g ZEE Trident M AFFEIZERE cloud-provider % “SCP ™ # cloud-identity SCI :

helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident --create-namespace

TRILUER "helm list sp SHRRI LA ARE KL > BIUIRTE > shRZEf > BlR - K& > EARRAHMESTHR
AR5 ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2410.0 24.10.0

1B EKS MINoE%EE Trident

Trident EKS Mt B2 RMBIL 2 EMIZI0 « $55ELE - WK AWS BR5E - AT Amazon EKS #&FCfE
FA ° EKS MiANyot rIRIEHT @R (R Amazon EKS &R EIRE ~ Wikl D %8 « REREMMMTTHFIFRI I

=
E°

FORIRF
TERRE AWS EKS B9 Trident Mtz Al » seEESAA TIEE -

* BEAMINETEIM Amazon EKS Z&EIRE
* AWS ¥t AWS FIZRIREIR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 88! : Amazon Linux 2 (AL2_x86_64 ) =% Amazon Linux 2ARM (ARM 64 )
* ERELFEEY ¢ AMD { ARM
* IREH Amazon FSX for NetApp ONTAP 1&ZE A 4%
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eksctl
56 < EHE L Trident EKS MifNTTE -

eksctl create addon --name netapp trident-operator --cluster
<cluster name> \

--service-account-role-arn
arn:aws:iam::<account id>:role/<role name> --force

BETES
1. BIEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters ©
2. TEEEERP BT EBE"* o
3. #—TFEERTE NetApp Trident CSI MINTTHAIEERTE o
4. 1%—F * iy~ REZE—T * BUSESMMTG * o
o. E *EWMIMITH * BE L > AT TENE !
a. £ AWS Marketplace EKS-addons &E&H ~ #EEY * Trident by NetApp * #ZEXU5 15 ©
b. B8 * F—% * o
6. 1 * REEMNMIMTH * REEEL « BIT TP :
a. EFCEERRY * fRAs * o
b. #5% * EE IAM A& * ~ FFIRE * RRE * ©

C. [EFE * ERERERTE * ~ B1E * MIINTTHAERREEE * ~ Wi * 4HRSE * BRR LRVMEARRMES HRTER
TCEL—ETBPEINACZ2H (EERA TN | eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS_FSXN CSI DriverRole) o° MIREHE
AT RENR EBR) ~ AIRAMNMNTHN—RZERE AT UER Amazon EKS MiflTHaEE
ER o MREKBABLLEE - BEIRARTEHEERE  WIFER IR o ol U FEREERTERA
EREFHPAREZE o IEULEIBZ Bl - :5HEE Amazon EKS it A EELREERTEEN

]

a AE ©
7B T o
8. 7¢ * AT * HE L EE B o

FiIlTHRETHE « CKEERERERMTH o

AWS CLI

1. 37 add-on.json &2 :
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https://console.aws.amazon.com/eks/home#/clusters

add-on.json

{

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v24.10.0-eksbuild.1l",

"serviceAccountRoleArn": "<arn:aws:iam::123456:role/astratrident-
role>",

"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn:
<arn:aws:iam::123456:role/astratrident-role>"'",

"cloudProvider": "AWS"}"

2. Z2%E Trident EKS Mih0c "

aws eks create-addon --cli-input-json file://add-on.json

7 Trident EKS MifNicE
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file://add-on.json

eksctl

* 1&& FSxN Trident CSI Fi{NTTHBIEATARZS o UFEELTBEA my-cluster °

eksctl get addon --name netapp trident-operator --cluster my-cluster

* g -

NAME VERSTION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES

netapp trident-operator v24.10.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* M ERE £ —{E D B el B E PR E Rl RVAR A o
eksctl update addon --name netapp trident-operator --version v24.10.0-
eksbuild.l --cluster my-cluster --force

MNREFEPRIE --force BEIA ~ BEf Amazon EKS MM T aRE R ITIRARRE R EEHE « BISER
Amazon EKS Mﬁbuﬁ:#@é’eﬁ& ; WEWEITERAS ~ BB CERER - EISEILEAZ AT - AHEE
Amazon EKS I/ T8 EREFEEENRT - HASEQT R EEES - MBS RERIH
HIETEA LML - 520 “[Sﬁj]uy-g#" Y07 Amazon EKS Kubernetes TS ERHFAE N « F2H
"Kubernetes IRIFEIE"

BEFES
1. 7B Amazon EKS #Z#I1Z https://console.aws.amazon.com/eks/home#/clusters o
2 TEBEERP T RE* o
3. ##—TIREEH NetApp Trident CSI MIINTTHFHIRERTE o
4. #B—T * ot * R 1R o
5. ##—F * Trident by NetApp * ~ R&R—T * e * °
6. 7£ * Configure Trident by NetApp * BE_E ~ #17 5L EF :
a. BHECEBERM * R4 *
b. B * BERMBRERTE * > URBEELL -
C. H—THEGFEE

AWS CLI
THISEGIERT EKS MNTTH

aws eks update-addon --cluster-name my-cluster netapp trident-operator
vpc-cni --addon-version v24.6.l-eksbuild.l \

--service-account-role-arn arn:aws:iam::111122223333:role/role-name
--configuration-values '{}' --resolve-conflicts --preserve

149


https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
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https://console.aws.amazon.com/eks/home#/clusters

fRI&Z24E | 754 Trident EKS Mifnrc
B MIEREPR Amazon EKS HINToiAEIE !

* Y {REFE FRIMIINERES * —IIEEIBE R Amazon EKS ¥ERIERENEIE - Bt @R Amazon EKS B4
CEFAIINAE ~ MR CENENE#118 BB E T Amazon EKS [ifNrc - 748 « EERE=E_LAMIINEES o
IEEIE R EMI N TR A B R E BRI LS « MIE Amazon EKS MINNTo o B 7 EEEEIE ~ RncHmics
=1 o {REE - -preserve MTHHVEBELURBHIIOTH ©

*  REERETEBRMMEE * -RAEZREREELE DRBAREHERERNERT « 71E£5E2E Amazon
EKS Mimnrcf o #an S HhBBR —-preserve BEIH delete UBPRMIMITH o

(D mEHITHAERE 1AM IES - BIRETSI 1AM 165 o

eksctl
T3 e < BRRIRZLEE Trident EKS MiAN T
eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

BEFES
1. BAEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters o
EEEEERP BT "8&E" -
B— T IREFBR NetApp Trident CSI MiINTcHHIERERLTE o
B2 Add-ons EIEF » AR EEE Trident by NetApp © *
#B—T T8k -
£ * PR NetApp_trident $REEFED * HEEHRP ~ MITFIIDER ¢

a. YNRIEAAZE Amazon EKS FLEEEMINITTHRIRIE « FFER * RBERE * L - RECVEREE
& ERMTINERES ~ MEBITEEMIMTHRIFMERE  SFITIEEN(E -

b. #iA NetApp_trident — operer °
C. #—TF T#Pgy o

AWS CLI
WEELTEBEL my-cluster ~ ABEIT YGRS

o o A W N

aws eks delete-addon --cluster-name my-cluster --addon-name netapp trident-
operator --preserve

RE RERIR
LA SANFINASEEENTETLONTAP
EEREV#FRE > KEELL JSON g YAML B IIAHEER - iEREEIECERENHEFEEE (NAS I

SAN) - fERZRMHN SVM > A SEIEREIS » DURINfIERE - LU TEAERBRINAIE R NAS BUH#FRME - MUk
eI AWS EEREEFEFECE-ERN SUM !
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https://console.aws.amazon.com/eks/home#/clusters

YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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1T TS LUEI KR E8EE Trident Bim4ERE (TBC)

* ¢ yaml 82 1L Trident BiIm4HRE (TBC) » ABRPITFIIG< -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* ESTEERINERIT Trident &iIE4RRE ( TBC)

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

BT ONTAP ERENFENEFARERIAY FSX
ERI AfEA T EEENFZT, ~ #5F Trident £2 Amazon FSX for NetApp ONTAP 24 :

* ontap-san : BLBERIEE PV FE2HR E Amazon FSX 189 LUN (A NetApp ONTAP Volume ) ©
EAREREE -

* ontap-nas : ECEMEE PV #B2 NetApp ONTAP Volume Y522 Amazon FSX o Z:&FAH NFS #1 SMB

o

* ontap-san-economy - & PV BCERJ LUN #=2 NetApp ONTAP Volume FYEE Amazon FSX EAH]%
EHERI LUN o

* ontap-nas-econony . SEBEAER PV #82Z qtree ~ &1E Amazon FSX 89 NetApp ONTAP Volume 7]

REHEM qtree ©
* ontap-nas-flexgroup - BcEMEE PV #5:2 NetApp ONTAP FlexGroup Volume HI52% Amazon FSX

MBERENIZTNFAE R} ~ F2R"NAS FEENFZTVM"SAN FRENT2Z("

RITBREE » SEAITILRS  1E EKS RER :

kubectl create -f configuration file

ARERHARS > SEITILE S ¢


../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
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../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html

kubectl get tbc -n trident

NAME
PHASE STATUS
backend-fsx-ontap-nas

£2£f4c87£a629 Bound

& imE RS AR S A

B EISEREE « B2 TR
2¥
version

storageDriverName

backendName

managementLIF

BACKEND NAME

backend-fsx-ontap-nas

Success

=R EH

HFEREE T\ 8

ERIEZY AL ZER JT

g SVM BIE LIF BY P {zhta]
LUISETRM % (FQDN) o
ANRMEA IPV6 FEIZZREE Trident ~
BRI EAER IPv6 itk o IPV6Ii
W B IEINREZ ~ FIEN[28e8
. dofb : a825 : b7bf : 69a8 . d02f
: 9e7b : 3555] o NRIEIEMA T
aws e~ 2
‘fsxFilesystemID REEIR
£+ ‘managementLIF A%
Trident B¢ aws #EX svM
‘managementLIF Bl o ALt ~ &
WAZETE SVM TeEERERERE (
f5I40 : vsadmin) ~ BfERHNE
BHiZ vsadnin A o

BACKEND UUID

7a551921-997c-4c37-aldl-

g
KBRS

ontap-nas ™ ~ ontap-nas-
economy ontap-nas-flexgroup
ontap-san ™ ontap-san-
economy

EEEhiZNaf8+ 1 + datalIF

r10.0.0.11 ~ [[2001:1234:abcd:::
fefo]
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2% s5tRH 5
datalIF EEFELIFAIPAIHE - RIEANAS

EEEhiZmt | BE IS datalIF
ONTAP o JNERKIEMHt « Trident &
& SVM #EERE R £ 8n o SR LUERE
EHRNFSHEEEMN TR 4
78 (FQDN) - BIEEVEIRALES
JEDNS ~ UEEZEEREGEEZ
MR B & TE - AIEVIRREZ
BETE o ;2R o (SANEEFHER
L EENIEEARYISCSI) ONTAP

o Trident f/8 ONTAP 2 LUN
HERIGRRBIIZSERE TR
FREERY iSCI £y o UNRARFEE
FdatalLIF ~- SIEELEZESE - MR
FA IPv6 FEAZZ2EE Trident ~ BIE]ER
EAEH IPv6 {3k o IPve{iit4E
WU IEINREZ ~ FI0[28e8 : d9fb
: 2825 : b7bf : 69a8 : d02f : 9e7b
: 3555] °

autoExportPolicy EYFEHEHERERE REH[HE M false
{E] ° A "autoExportPolicy
“autoExportCIDRs %18 ~ Trident
U EEEEELEREE] o

autoExportCIDRs & Kubernetes &gk IP ERE7ERKA [ 10.00.0.0/00 ~ T:/01 11
BFHY CIDR JBEE
autoExportPolicy °
“autoExportPolicy /1
‘autoExportCIDRs 318 ~ Trident
AU EEEIEELERR] o

labels ERIMEENERISONERE "
ZHE
clientCertificate AR5 Base644REE - AL "
REERUEREE
clientPrivateKey BFRImhZESIENBase64iRiGE o "
B EE R ERE
trustedCACertificate S{S1ECAR:EMIBaseb44RE(E - & "
B o AR/ESEEERE o
username BT EESYSVMBERESTE
B e R ERET o 90 ~ vsadmin ©
password BT EENSVMMIZZEE o AR
FHREREE o
svm BRI EERERS IEESVMEIELIFR T
storagePrefix ESVMIPELE IR ERFRERAR  trident

AIES o EIATEEIIRIENR - BE
BRLSH - ERBEUMIIER
u‘fﬁ o
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W

#

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

siLPH eyl

* FHIN3EE Amazon FSX for NetApp sB70{£EH ©
ONTAP ° *#Z{H##Y “fsxadmin'Fl

‘vsadmin' REZ{EH Trident #EX
%ﬁ%ﬁﬁﬁ%ﬂﬁmuﬁﬁﬁ%%ﬁ%ﬂ’ﬂg

MREBRVHEFEANSRIEE Y T (ERTEHE®NT)

AIEREERN - HERHIHEIE
gtree 1 LUN BIER KHABRE A/
MBIt “qgtreesPerFlexvol EIE R 38
8 E5T751E FlexVol IR X gtree &

=
EO

SFlexVol fELUNBIERALUNEE « “100”
#E W BA[50 ~ 200] © 1ZFE SAN

SEEHHRR R AREREEZ o 4 null
M~ BRI IETEEITREHHR L E
EFERVECERAEEN ~ FR] {API}

. false ~ THZE] @ true} AE

f£F3 debugTraceFlags °

LiEE SR BRAINF SHE & ETE B "
EE o Kubernetes-Persistent Volume
BB N EIER B R EAEENPiE

E ~ (BNREFEFENPRIEER S
#EI8 ~ Bl Trident FEI1EABBHE
BInAHRAE R PISEHB EETR o

W R FEFEERSAERSIERPRIETE
{F{AI#MEEIE ~ Trident i AZ7ERE
iﬁgﬁ’gﬁﬁéﬁﬁﬁ%@tﬁﬁiﬁﬂﬁr?ﬁ%

RENFSTSMBIAFRE IR © I  nfs
BfE nfs ™ smb '8 null o *

SMB Volume WAZHEEAy " smb ©
*NFSHERR &I TERRER Anull ©

FEFlexVol EZRERAqtreeB ~ %478 "200"
EEEEA[50 ~ 300]

EaI LIS TYIEHR—IE @ [FH smb-share
Microsoft EIEE#E &3 ONTAP CLI

JEIIHY SMB HH%E ~ EAF

Trident #37 SMB A%

& o ONTAP f&1%8Y Amazon FSX

EEBH -
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siLPH eyl

USeREST {EFBONTAP Isrest APIFYFRFEZ false
o * FITTEE
useREST EAEZ AN ARIRE
MIFEREELTEEHN THAiTE
B M o 885 true K~
Trident #f#F ONTAP REST
APT EABIHIEGN o MEINEESE
FHoNTAP FRAEMIRASHIARES o ItE
6~ EFEM onTAP BABBNE
BEERRENFIE ‘ontap ° =
EFALERZNMABRRE

vsadmin cluster—-admin B9 o

aws I&BILUTE AWS FSX for ONTAP B
HREERIEE THIEE ¢ -
fsxFilesystemID : 57 AWS "o
FSX IEZRMA ID © - apiRegion ""
. AWS AP| B %f8 © - apikey - ""
AWS AP| %48 © - secretKey :
AWS TRE T8 ©

credentials I5E B#1F1E AWS Secret
Manager Y FSX SVM 335 o -
name . %28 Amazon EIR&TE (
ARN) ~ HAEE SVM BIsT0:% o -
type . 8843 awsarn ° YIE:FHE
- BFSE "I AWS Secrets
Manager ZH§" ©

W
st

ARE R EHIRE P RIRERREEIA

TR U AERE R PR EEEERIEFITAR ERACE defaults o WIFHA ~ SR THIHERREER) o

28 SR Ta®

spaceAllocation LUNBYZEE 3B true

spaceReserve TREFREER ; M (Bf) none
g MVolumes (FEZ

snapshotPolicy E(FAAISnapshot/F A none

gosPolicy B IKAAFT R AR E RIQoSIR Al M

B o EESEARGEEERBIRN
Hrh—{EqosPolicy
g{adaptiveQosPolicy © &g Trident
5 QoS [RAIBF4HEZE ONTAP 9 8
MR o CREZERIFL AN
QoS [RAEHA ~ M FERE R R
HEAERESERES - £= QoS IR
AIEHAERE TR TIEaHE
BRIEER LR o
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W

#

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

EHBECESMBHIRE

=R EH

B KAAFT I AR E RYERE
MQoSRAIEHH - BEIEFERTEE
& & imAYE P —{EqosPolicy
Z{adaptiveQosPolicy ©
FONTAP-NAS-#& 7 18 ©

REMRIR 101 BMEREBDEE

BIIEAR - ERXERDEEE

TERTREIR & B NetApp Volume
Encryption (NVE) ; f8:%%4
false ° WA E LIRETRL
FANVE ~ A SEfERLLETE - MNRE
BIREUE NAE ~ Bl Trident RECE
E’\JE@ Volume %‘BH%E&FH NAE ° 0

EELEM - FEZ Fs'ﬁ"Trldent qn{erea
NVE #1 NAE $&ECiE(E" -

EYFBLUKSINZ © 552 R] "{#H Linux
H—Fi@RE (LUKS) "o (£
SAN o

EFEANDERE] none

¥ﬁﬁ§2§¥@ﬁ’]$§'ﬁ R ESMBHEHR
& ~ nﬁ’f%EEl:l:E °

FGEENZ 2 o NFS &
‘mixed #0 “unix £&#= - SMB %
& ‘mixed 1 ‘ntfs 221 ©

=
HoxX

UNE snapshotPolicy =&
‘none ™ else []

false

false

“snapshot-only fE AL ONTAP 9 Ai
By SVM-DR #HRE

M

NFS FEz%{EA unix ° SMB 838
ntfs o

EoI LUFE AR FZNRECE SMB HAHRE ontap-nas © 5el R B Z AIEE & SANFINASEESIFZTLONTAP ©

R Z Al

EIRERRESNTENKECE SMB HiR& Z A ontap-nas ~ S BEHFETYIER o

* Kubernetes# £ BELinuxiZHI2RENEL « UERE

‘D—{E#ITWindows Server 201989Windows T {EEf

2E o Trident EX1BH#EE Windows EiZ5_E#14THY Pod BY SMB FERERE o

* =/DEF—E Trident #Z 8 Z M Active Directory 53:% o BEEIER smbereds -
kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* FBTEAWindowsBRTEHISCSI Proxy © ZE:BTE csi-proxy

A2 GitHub ¢

7 WindowsHJSCSI

Proxy" ~ BE"GitHub : csi Proxy"fZ1E Windows _E#1THY Kubernetes &%} o
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1. BIISMBHARE - el U EREAER KA EIEETIEA ONTAP CLI ~ MURiEAR Z—E1L SMB
EIEEHA " Microsoft BEIZFES" o« ZE(FHONTAP CLIZEIZSMBHA :

a. MAXE « FEUHARBERERISER -

B2 g ‘vserver cifs share create’ TEIEN HAREE -path HIBHISERIRE o IRISEREREFE
AfR S ERRY o

b. #3785 FESVMIERARSMBEAE :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

vserver cifs share show -share-name share name

() om=mwmEy - #S0EISVBLAE .

2. BB ~ S ERE FHIIEE UIEESMB Volume © B ONTAP & iGARRSEIERIFIA FSX "FSXiZ
HONTAP ZBMERIEIEMNE )" « F2ME -

2% A8 &5
smbShare e LUsEE Y EHF—IE . EH8 smb-share
Microsoft EIEF1F &5 5 ONTAP
CLI E1IHY SMB HA%HE « 2
S Trident 3L SMB A%
78 o ONTAP &89 Amazon FSX
EEI2# -
nasType * NERRTEA sb  MIRE null » smb
BIZRETE nfs ©
securityStyle HHEEMNZ 2RI o * MEKRE ntfs I “mixed SMB Volume
2 ntfs SMB Volume Bf mixed °
unixPermissions I EMNER o SMBREIEE % "

BREREH "

REREFERF PVC

#E Kubernetes StorageClass #1437 fEF485! ~ W35 Trident YAIECE MR E o 12
7 PersistentVolume ( PV ) #0 PersistentVolume Claim (PVC) ~ fERERER
Kubernetes StorageClass 2RER7ZEX PV o #A1%% ~ eI L& PV B8 ZE Pod ©
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TR
&€ Kubernetes StorageClass ¥4

## "Kubernetes StorageClass #){4" Trident # 5B AR ZIERNERILERER « 25 Trident YA E R E
Volume © 40 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

UEHFENA E B V4 E N PersistentVolumeClaim ~ LAKIES Trident BB HEIEERIZDE ~ 352
B"Kubernetes# Trident¥{4" o

BiLf#FER

1. E2 Kubernetes ¥4 ~ EIEE5(F B "kubect! £ Kubernetes FIE17 o

kubectl create -f storage-class-ontapnas.yaml

2. IRITITMEZETE Kubernetes 1 Trident PEEEEZ| * base-csi* 517485 ~ M Trident FEZ BT B IR HIFER
FELER

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

##37 PV A PVC

"PersistentVolumer' (PV ) SHEEBIEEE Kubernetes 5 FHRREMEREFH#EEIR o " PersistentVolume
Claim" (PVC) Z7FHEE L PersistentVolume FIEK o

A PVC BREABRBEREXN/NHEIEL - BEEIE S JLUEAHERIA StorageClass ZKITHIBE
PersistentVolume A/NFIFEUETNRVEERR ~ FIGNESESARTS B4R ©

11 PV # PVC 218 ~ A ISR EEE A Pod ©
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HHEFRE

PersistentVolume 5| & /58

I EEFIE BB RRREL StorageClass 8RR 10Gi EZX PV basic-csi ©

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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PersistentVolume Claim £ & ;58

B HIFEMERN PVC AHRREEIR o

A77EX RWX f9 PVC
ILEEHZETREE rwx FEUERNEZR PVC ~ BT84 StorageClass 18RAHE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

%M NVMe / TCP BJ PVC

LEEEHIZETR NVMe / TCP FIEZ PVC ~ Wi HEI4 #8407 StorageClass HHEFHKEY rwo 1FEX
protection-golde

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

#37 PV #1 PVC

1. BIL PV o

kubectl create -f pv.yaml
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2. FEED PV HREE ©

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO
Ts

3. 8L PVC °

kubectl create -f pvc.yaml

4. TEED PVC HREE o

kubectl get pvc
NAME STATUS VOLUME
pvc-storage Bound pv-name 2Gi

RECLAIM POLICY

Retain

RWO

STATUS

Available

CLAIM

CAPACITY ACCESS MODES STORAGECLASS AGE

5m

MFEEFENWAE B EHHAE PersistentvolumeClaim » MURIES] Trident EEEMFR @2 -~ 352

B"KubernetesH Trident4J{4" o

Trident B4

BLESHRERERAWLTridentsEEHF E R BN ERENHIFE -

B L Zpid] BE

YHEEqA ¥ HDD ~ B&
=+ SSD

BRACEHEE T weE B8
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XEE
ONTAP-NAS

~ ONTAP-NAS-
#BEEL ~ ONTAP-
NAS-flexgroup
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B4 Y

BimaE FE#
tRER G
L Gk
Nz ol
IOPS B

. ONTAP Select A= 15

EpEHHIEAERN

EPEELHIEAE -

1. ISR &EEA Pod o

kubectl create -f pv-pod.yaml

ELEEHIZETAE PVC MINZE Pod BYEZASZHAE :

(s B

ONTAP-NAS EE&BHIEsEs

~ ONTAP-NAS- gy

S

B « ONTAP-

NAS-flexgroup

~ ONTAP-

SAN -~ solidfire-

san » GCP-

CVS ~ azure-

NetApp-Files

» ONTAP-san#&

7

E - EETERARR
R E

E - BRMZRER
HEREE

E - BRAZENE
HIR&E

IEEE EERESIREEIE
EANBIIOPS

* BLASAERE * ¢

2=
EZ]

EER I

B RN RER
BYVolume

EREEL
BIVolume

EEAME
BYVolume

VolumefR:&iE
LEIOPS

XEE
FRrEREENTE\

ONTAP-NAS

~ ONTAP-

SAN ~ Solidfire-
SAN ~ GCP-CVS

ONTAP-NAS

~ ONTAP-

SAN -~ Solidfire-
SAN ~ GCP-CVS

ONTAP-NAS

~ ONTAP-NAS-
KT ~ ONTAP-
NAS-
FlexGroups ~ ON
TAP-SAN

solidfire-san

163



kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage

(D EoI LU B E kubectl get pod --watche
g

2. Efz

AR

EER CRMIEEREE L /ny/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

ICIRTERILAMIER Pod © Pod FERRERNRABEE ~ EZRMRENERE

kubectl delete pod pv-pod

7f EKS #£ L35 Trident EKS Ko

NetApp Trident 15T Kubernetes FR3E R NetApp ONTAP f#FEIERY Amazon FSX >

EFEASMNEIESEME N EREREE o NetApp Trident EKS Mt E =R

Z2MEMIE - FBIRMEIE > WARIE AWS BEsE > nTEd Amazon EKS 1EECE A o EKS Hii0

;,JEFF;JE RRITYFETE(R Amazon EKS EEZ21ETE ~ W/ %8 ~ SREKREMMIITHE
T{E= o
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FORIG
TESRE AWS EKS B Trident N7t Z AT ~ SEREELERE THIEE -

* BEMMTHERERAR Amazon EKS BEIRE o 552/ "Amazon EKS FfiNc"
* AWS ¥t AWS THIRBIHERR -

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88Y : Amazon Linux 2 (AL2_x86_64 ) =% Amazon Linux 2ARM (ARM 64 )
* EREREERY ¢ AMD 3 ARM
* IFER Amazon FSX for NetApp ONTAP 1EZE R4

B

1. BRI IAM B EF AWS ZHE » 52 EKS Pod AE$977EX AWS ZIR - BREREE » s8R E1 IAM A6l
AWS ZZHE" o

2. 7T EKS Kubernetes &% F » BIB=E * MiiiNcH * R 1EHK

tri'e“\f"eks @ ( Delete cluster ) ( Upgrade version )
[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [7.

¥ Cluster info i

Status Kubernetes version Info Support period Provider
© Active 130 @ Standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

@0 @0

Overview Resources Compute Networking Add-ons [§) Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (2) infe | View details Edit Remove {

[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. HifE * AWS Marketplace Mol * MEEHE storage FEH! o
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q  Find add-on ]

Filtering options

(J\ny category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ ) ( Clear filters )

NetApp, Inc, X < 1 >
n NetApp NetApp Triden_t _ O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for organizati king efficient containerized ge workflows. Product details [?
—_—
Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23

4. % * NetApp Trident * i EEEY Trident MINNTCAAVIZER S HR » RABI— T * FT—% * o
5. BEEPFRERARAHVMI N T ©

MNetApp Trident Remove add-an
Listed by Category Status
I NetApp: storage {Z) Ready to install
You're subscribed to this software View subscription X
You can view the terms and pricing details for this product or choose
anather offer if one is available.
Versian
Select the verson for this add-on,
| v24.10.0-eksbuild.1 v |
Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,
Not set M | l C |

¥ Optional configuration settings

Cancel Previous -
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6. BEHY IAM A SRR R o

Review and add

Step 1: Select add-ons

Selected add-ons (1)

| Q Find add-on | 1
Add-on name A Type v Status
netapp_trident-operator storage & Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name & Version v IAM role for service account (IRSA)

netapp_trident-operator v24.10.0-eksbuild.1 Mot set

EKS Pod Identity (0)
Add-on name A 1AM role [& v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Cancel { Previous }f"szﬂ"

7. AREITEMERBEERTE > ABREN* T—F* -

#B1E Add-on 4HREZ24E * > Ai¥ *Configuration Value —8i FRVARREES YR EAKLEL—ELER (P 1
) FEUIMAE (BEEATHIEI | eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS FSXN CSI DrlverRole) o MI5E : ANRITEEEEH
AT ENEBE » BIIRAMMITHN—RZERETAEEH Amazon EKS HMINTHREBE o MREE
ERARIEETE « BERIRARTEELERE « AEES GLH - KU EHEESENTERN SR HHHREZE o B
IE3EIE 7 A ~ 5RHERE Amazon EKS Bﬁﬂﬂfcﬁ:zzﬁfé BINEEEITEENRE ©
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¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schema below. The configuration values entered in the code editor will be validated against this schema.

(VL TRV IV U St ¥

"examples”: [
{
"cloudIdentity": ""
1
15

"properties": {

"cloudIdentity": {
"default": "",
"examples": [
1,
"title": "The cloudIdentity Schema",
"type": "string”

}

Configuration values  Info
Specify any additional JSON or YAML configurations that should be applied to the add-on.

1v {
2 "cloudIdentity”: "'eks.omazonaws.com/role-arn: arn:aws:iam

: 1186785786363 : role/tri-env-eks—trident-controller-rolel' "
i}

8. 3#1B* Create (EiI) ©
9. FESDMINNTTHAIARBE S Active ©

Add-ons (1] Infa View details Edit Remove

[Q netapp X ] {Anyateg.,, v J [Anystetus v J 1 match T |

NNetapp  NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let yaur pers and administrators focus on applicati FSx for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient inerized starage Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24.10.0-eksbuild.1 - (IRSA)
Mot set

Listed by
NetApp, Inc. [

View subscription

10. $ITT5an< - HBEE LEIERZE Trident :

kubectl get pods -n trident

M. BEREVRERF R - MRBERAEN > F2RH "REREFER"

=11
ufi3

fE/ CLI %8 | fR#pxZ5E Trident EKS ihNrcié

£ CLI %% NetApp Trident EKS Moty :
T3 & Hen S L4 Trident EKS MiMNTTH -
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eksctl create addon --name aws-ebs-csi-driver --cluster <cluster name>
--service-account-role-arn arn:aws:iam::<account id>:role/<role name>
-—force

£ CLI fZfR%4E NetApp Trident EKS KNt :
Ty < SHEFRZEE Trident EKS Mol -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{EHBkubecliEi & i

BIFER Trident BiEEFERFZ EBIRAE o ©ERTridenttI{RI Bz EFE R @ ~ UL
BeTridenttN A% (HEF R R EMIRE o 28 Trident 218 ~ T—F BB &R ©
‘TridentBackendConfig' Bz J&REZ (CRD) T:EEEEFEE Kubernetes /MEEI K
EIE Trident i o ] UFE A MBI CLI THK “kubectl #1T Kubernetes 2 o

TridentBackendConfig

(/7

TridentBackendConfig(tbc » tbconfig ™ tbackendconfig) ZHilH * 3% CRD ~ Al:EEFRAEIE
Trident &% kubectl o Kubernetes M{#FEIESIRIE AT AEIZEB Kubernetes CLI I EIRE IR
(tridentctl ~ MAREERNGTH2RAEX) -

B Y)HEF TridentBackendConfig ~ B4 TAIER ¢

* Trident ERFEIRMEAVAERE BB BN © BEANBPRTE A TridentBackend (tbe
tridentbackend) CR ©

* TridentBackendConfig B2 Trident EIIMM—R4E TridentBackend©

B{E#B TridentBackendConfig {FRM#E—H—HE  TridentBackend ° HiEEREAFERAEN E
BRRstHRERR ; BER Trident KRERBIHEMHNAR o

@ TridentBackend CRS jH Trident BHENEIL o &> FEZEMEELEIEE - MREHEST
Higls ~ SFEMHLUEITER " TridentBackendConfig ©

H2RH 5 CR & TridentBackendConfig :
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T AIUEFRBEFRY "TridentZi<i2T0 886 ~ UBUSFARFHEFTE / IRFSAIEEHIAERS -

spec IRBBIRITEAERSE o TEILEHIF - BIWREER ontap-
san FEFEEEIFET. « WMAEMALLERSHAVAAE2H - NEFIRFAEFERSIEXNAEREEFE « 52011
nk:backends.html [ "EFEIHIENRIGAHEE"~] °

i

& ‘spec’ —Hith B “credentials’# "deletionPolicy #{iL ~ LM (I/E7E CR L "TridentBackendConfig®

* credentials . ItBHAMERG - 83 AREEEERA / RFEDE o ILREAFREREIL
BIKubernetes Secret o FEFERHREMANX FENEE « At gESEEER o

* deletionPolicy : ItFEREZEMIBREFFESE LR TridentBackendConfig &t o AISEEEMIE R SEMIEZ —

° delete : EZEIFFMIER TridentBackendConfig CR FMtHEAME IR - SETER1E

° retain ! TridentBackendConfig & crR % - BImERINTEFT « A/ EAERE
‘tridentctl o BFEMIPRRRIRRES retain” RFFERERERERERE ( 2004 £ 1 B 21 HZ
A1) ~ MREEINRE o ILEUNERNERILIEEN "TridentBackendConfig®

BIFNRTBEEARTE spec.backendName " HY o YIRFKIEE ~ AIRIHEN BB ELAMG B
@ ‘TridentBackendConfig (metadata.name ) o jZ:R{EFHRAERERIRLTE
spec.backendName °

EREIIAYERIR tridentetl RBRIEAY "TridentBackendConfig ¥ o AL CR
K “TridentBackendConfig ZEEEIRIIERIT " kubectl o WEIFIRIEEIEREBEREZH
(5J40 spec.backendName *  spec.storagePrefix * spec.storageDriverName 5
) °Trident EEEFMEILNBIHALHFENRRESE "TridentBackendConfig®

TERRE

EEEREIIIEIR kubectl ~ MEZHITFIIENE
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1. 3217 "Kubernetesi% " « BHEE S Trident BMHEFHEE / IRFEE

SRR o

2. {37 ‘TridentBackendConfig ¥t » e A RILET # S/ IRTSHOSMAEN « L BE BRI AT o

B BiRZE - KO FERBRRBIRANREE kubect]l get tbc <tbc-name> -n <trident-
namespace>» WU EEMEFAE R o

851 . EIIKubernetest%®

L_L@.’é\ﬁé T‘Hﬂmu’éﬂ’]@é”

SERFFARTS T 8 FrEABITIAE

o EHIMNT :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster—-admin

password: password

TREERASERETEIREY

REF T atEm AR
Azure NetApp Files

A GCP Cloud Volumes
Service

A GCP Cloud Volumes

Service

7t%& (NetApp HCI / SolidFire)

ONTAP

ONTAP

ONTAP

REZHIMAL

ClientID

Privates:$&ID

Private &8

U

fERERTE

2

R RImERER

e
FEREN MR P iKID

A E1BHID - GCPARFEIRAAPIE
wp—%n - AACVSEEEAR

A EE | GCPIRISIREAPIZIEMY
—%5 ~ BECVSEIEEAR

MVIP ~ R SolidFire ¥¢BfE/:2
ENAEHERENEHNESE

ERERE/ SVMMERERTE - B
Eﬁi?

g?i%%/ SVMEIIJ"Z E% ﬁﬁﬁ\ I:VL:E
RifgcE

BFRimEfhZEiEBase644RiSE o
B /RERERE
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(G IER =y 2o (Ve W

ONTAP chapfEfl &4E
ONTAP chaplnitiatorig %
ONTAP chapTargetUsername
ONTAP chapTargetinitiatori& %

1RAIEREA

BAFERELTE - Wl
FRuseCHAP=truefIIZZE - AN
ontap-san M ‘“ontap-san-
economy

CHAPERENZZZHE - 1
RuseCHAP=truefIIZFE - BRAMN
ontap—san\ﬁﬂ ‘ontap-san-
economy

ERERERTE o W
FRuseCHAP=trueBIERE - BN
ontap-san M “ontap-san-
economy

CHAP B 1RERENSI 1 o 10
FRuseCHAP=trueA|FEE - HBAMN
ontap—san‘*ﬂ ‘ontap-san-
economy

IEF R R NMEBREE T —EPERP BRI TridentBackendConfig AR

‘spec.credentials ©

$EE 2 | 1 TridentBackendConfig CR

CIRE B &I TridentBackendConfig CR 7 o TELLEERIAH ~ FHEEHIZXEIR ontap-san EfF

BT IA "TridentBackendConfig :

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret
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B 3 | HEs¥ CR AYHKAE TridentBackendConfig

IRE@BEIEI TridentBackendConfig CR ~ BJLABSEEAREE o :E2RE T3 A :

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-

bab2699%e6ab8 Bound Success

ERINEIL BRI B4 E TridentBackendConfig CR ©
FEER PRI AFRA T FIH A —(E(E -
* Bound ! TridentBackendConfig CR EiBIRIERAH: « BRBIRE S configRef RES
‘TridentBackendConfig CR AY uid BYIER o

* Unbound : AR "" o "TridentBackendConfig ¥ R B4EE R iR o RIETER ~ FTAMEILAY CRS #8
‘TridentBackendConfig' BRH2 LEREER o FEEREE 2 18 ~ BiEABMIEAUnbound (GREBE) o

* Deleting: TridentBackendConfig CR deletionPolicy BEREAMER o bk CR &
TridentBackendConfig > EEEIRE MR AKRE o

c MRBIRAFESEBUMITEES (PVCS) - bR TridentBackendConfig #$EEE Trident fill
FR1BIHHA TridentBackendConfig CR ©

° MNR%ZIK EE—E®ZEPVCS ~ BIZEAMIPRAEE © TridentBackendConfig CR BEEtEEAMRM
PRBGEL - REMIBRFIAE pvcs Z1& ~ A EMIPREIHF " TridentBackendConfig ®

* Lost . ¥ CR tHRAAY4E 1% TridentBackendConfig #WEIMNKZIEMIFR «+ "TridentBackendConfig
CR 175758%@@ HHY2EE © TridentBackendConfig Him{E#A{A ~ HAIMIER CR "deletionPolicy

* Unknown : Trident # AT CR FABVBIRAIARRESTETE TridentBackendConfig o 540 ~ YN API
{AlfR23'2BEIFE ~ f tridentbackends.trident.netapp.io CRD &% o ERIEEEENTA ©

PEULIEER « FRONRRITA | A SRR TTLIBE IR » BNl B TR R IR o
(0RA) S5 BUSESHEEN
EEIAHAT FHIs S HBUS B A& HAOREEE -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete
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backend_ops_kubectl.html
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IESH ~ &4 B] AENTS8Y YAML/JSON BE[) TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B =[EIfE cr FFEIEIR "TridentBackendConfig By ‘backendName  H]
‘backendUUID ° [t lastOperationStatus HXFR crR EXIRERUAREE *TridentBackendConfig®
ARERAEREE (FI ~ FRABEEPEEIEE spec) H Trident #&2E (FIU0 ~ 7E Trident EFTEAEIAME) © 7
fE® THTHI 3 TRBU © phase f{FX crR HBIRZMERMARAREE TridentBackendConfig o 7£ E#li&
fBlfR ~ phase BEFRRE « {T" TridentBackendConfig CR E21&InIERA o

R LA #11T "kubectl -n trident describe tbc <tbc-cr-name> 73S W EVS E Lt UsEAE KL o

@ e L ERA TSRS SHERAYY tridentctl BRYG " TridentBackendConfig o BEfR
M TridentBackendConfig ZRITHAFTE R ER “tridentctl ~ "sE2RILLE" ©
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

ERRIR
LIKECBECVLE TR IHEIE

BEARANEIE AT RIREIR(ESR kubectl ©

LlERED

fi|f% TridentBackendConfig & ~ &SR Trident bR / REBEIE (IRIE "deletionPolicy) ©
EEMPREIG « FAEED deletionPolicy RESMIR - BEEMIPR TridentBackendConfig ™ sAFERE
B deletionPolicy REAMY o SrIBFREBIHNEE » Lol FAETERE tridentctlo

RITFFHS
kubectl delete tbc <tbc-name> -n trident

Trident A& MIFREATH Kubernetes #%% TridentBackendConfig © KubernetesfE & & & EMILE o f
PR ZBREAZENND c ABERIRREAMKZE - ZTFEMPRELLHE o

BRRANER R
HITTAEa< -

kubectl get tbc -n trident

MBI BIT tridentctl get backend -n trident B{ ‘tridentctl get backend -o yaml -n
trident BUSFENMARINEE o IEEHNEEVSEAREIMNBIG tridentctlo

EHR
ERIRFIEAZSRERA !

* RBIERAREERNCEE - EETHEE - WEEMYHHFERR Kubernetes Secret
TridentBackendConfig ° Trident EfFRIRHEIRINE - BENEMRIG c T TFIGRSTUE
#Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* FEONTAP EM2H (FIMERKISVMERTE) o
EAIUER T 6% « BEiEER Kubernetes B “TridentBackendConfig #f5 :

kubectl apply -f <updated-backend-file.yaml>

o HE ~ B AIUFERA TG STEFIRER TridentBackendConfig CR
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kubectl edit tbc <tbc-name> -n trident

* MRBIHEMKRY  BinHFEEEFEREBEMVAER o ERIUBITH kubectl
describe tbc <tbc-name> -n trident  3RIBRECEE ~ UFIENREA kubectl get
<:> tbc <tbc-name> -o yaml -n trident?®

* HRIIEEAERGAERVREIREZ & ~ IR EH#1Tupdateds < o

{EBtridentctl TR IHEIE

BRI R E R MITRIREIER(FS tridentctl o

BizEB"EIRAERE" BRIT TS
tridentctl create backend -f <backend-file> -n trident
MRBIREILKRYN - RNBIGAERAERE o I UBIT e < RKieRacE: ~ UHIETRE -

tridentctl logs -n trident

A EARENEEZE - REBRAITHSHA create ©

BT i
EHEL Trident fpRE IR AT TITER :
1. $EENBIRTE

tridentctl get backend -n trident
2. MipRiELS

tridentctl delete backend <backend-name> -n trident

g1R Trident ERUEERIGMHREEFEM R « (EZRIFTFE « BIMIFRE iR EIEHIRE
@ REGEITHRE - BiniS@EREN TRIFR) KRS « MTridenti$ & EIRE LR EMIRE « HFE
FIMIBRALE o
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backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html

BRIRENERIR
EEWATrident R IR ~ 51T NP ER ¢
s HEESHEE  FRIT TGS

tridentctl get backend -n trident
* AERUSFRAHEER « FRIT &S !
tridentctl get backend -o json -n trident
e
BRI RIRERREZ B ~ SFRIT eSS !
tridentctl update backend <backend-name> -f <backend-file> -n trident

HD%?Q mEA AN - RNBIRERARE « ARLER TEMNER o ErIUMIT T en < RIEHRCE: ~ UHER
IRE

tridentctl logs -n trident

A EARENEEZE - REBRAITHSEA update ©

3 Bl 155 FA B im B (77 48R

E2ErILUER JSON REIZHRIELEREH) « IERIRER] tridentct BRIHYIHEH L - EEFER jq BEERE
HABERER -

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EERREREINER TridentBackendConfig ©
TERInEIRERZ Mk

BRARTE Trident P EEBIRNARR S o

BB IHAVEER

BEEBYHEL TridentBackendConfig » BEBREAMBEFHG ARERRI - EERH TIIME !
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* FRRUIMNBHEE T tridentetl " E—EEIE "TridentBackendConfig?
* EREIMBIFEILL TridentBackendConfig (R E 2 “tridentct! I ?
EFREIE tridentctl ¥ " TridentBackendConfig

RENRAAEBEIIYIMN - B1EEB Kubernetes NEIZREIEFEIL TridentBackendConfig BEBIRFIEMNT R
“tridentctl e

ERERRTYIEG
* FAAEENRRE - BASEHBEILM tridentctl *J8F "TridentBackendConfig ©
* ERAEIAMEIR tridentctl ~ MEM TridentBackendConfig {4 BITFTE ©
FEEMERERT « BEREHIREI « W7 Trident HHZHEE HEE - RAEEESAMESEIEY— !

* HEEFER tridentctl REIRFEREREILEL
s BEREIMNEBIRESL tridentctl  BH TridentBackendConfig ¥ o SEMIEENRERIHS(E
AMIE “tridentctl ZKEIE “kubectl ©

EEFAEIEEAEENRIR kubectl ~ BRI TridentBackendConfig EAIR A B IREAE R o LU T 201
EERVAEE .

1. #iIKubernetest&Z: o 2B Trident BAEFEE | IRFSIBEPTERIEE o

2. 3] TridentBackendConfig ¥ - HA B ZHERAMEFERE/IRFFIVFMESH « L2F L —FP B
= o AT RIEEMERVAERZE (Flwn spec.backendName ¥  spec.storagePrefix®
‘spec.storageDriverName %) © “spec.backendName /7B EAIRE R IHIIHTE

FERO © SRR

EEEVELEFTIRARIERMN - TridentBackendConfig EABENS & RARAE o fEUEEEHIF « RERFER T5JsonE
i -, ALl .
EEIBIRG

tridentctl get backend ontap-nas-backend -n trident

fem==s=sssessssosa==== foss=============
o fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fmm Fomm -

fessmesee s s s s o s s s s e e fremmm==== frossmm==== I

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

fressmeseemese o= === fosssmmmsema=ae=s
e e femem==== fos======= +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

HE%1 . EiZKubernetest%®

BB SR In02IME ~ N FEFIFR -
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind:
metadata:

Secret

name:

type:
stringData:

ontap-nas-backend-secret
Opaque
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

8% 2 I TridentBackendConfig CR

T—% @ —1E TridentBackendConfig CR
MAFHFIFTR) © BEFETIIENK !

* HERER T HEEIEIFEATE spec.backendName ©

* ERERY (BH) RERERIGRIREENIERS
* SR ENESE ~ MIELAEX 1R -

iBKubernetes Secretigfit

EERIERT « TridentBackendConfig #§ &30 FFAT :
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

FEE 3 : MEs¥ CR BYAKRE TridentBackendConfig

i1 71 TridentBackendConfig * HEEEWZAR Bound ° EMERMREIFERIFHERERBEAUUID o
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

BIRIRERFERYHRTE2EIRE tbec-ontap-nas-backend TridentBackendConfig ©

{FFEIE TridentBackendConfig #if “tridentctl

‘tridentctl  AIRYHERRIINE R

"TridentBackendConfig’ ° 5k » RAEEIE St n] LUEIEE B MIFRIEE
‘spec.deletionPolicy 8&EA ‘retain ' ‘TridentBackendConfig e BIEELEEIH
“tridentctl” °

SERO : R BE

fan ~ B TR nEFEAEILMN TridentBackendConfig
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

Rttt « 5% TridentBackendConfig' BRI IHIEIL M BRAE =R IR [ BRZREIHAY UUID ]

W1 [ Hs¥ deletionPolicy EREA “retain

ERPIZREBBEE deletionPolicy ° EREHRS retain o YNItE AT FE{RMIFR CR BF
TridentBackendConfig * BIRERINEFRE W olFEBEETEE tridentctl o

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

(D BEREA retain » TABMRBERTF—ESH deletionpolicy °
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WEE 2 : fIBR TridentBackendConfig CR

R —T ZMB& TridentBackendConfig CR ° FEEREREA retain Z#% ‘deletionPolicy ™ AL

amipR -

kubectl delete tbc backend-tbc-ontap-san -n trident

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

e e et fomm - +
| NAME | STORAGE DRIVER | UuUID

| STATE | VOLUMES |

o o

e e t———— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e e

e bttt o o +

B4 TridentBackendConfig ~ Trident REFFEBZER - MAZERMIFRIFSE ©

L_LEZ EE1H%T¥ BIJ
I f#FEER]

#E Kubernetes StorageClass 44l 32 7 #7485 ~ IUFER Trident NEIAC EMLFEE o

?45*

7 Kubernetes StorageClass #J{4

g "Kubernetes StorageClass #){4"# Trident #7Z&Z BRI FAERNERECERER « Wisn
& Volume o 0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true

volumeBindingMode: Immediate

» Trident WA EJRES

MNEEEFER U E B ERIFHE PersistentVolumeClaim » BURIEH Trident Ao EHIREAIZ
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B"KubernetesF1 Trident 4" o

B EEER
#2137 StorageClass ¥ 2% ~ BRI ZBILfHFEER o (18R &0 I t— LA n] LUE A S B A& 5 o

SR
1. 52 Kubernetes ¥4 ~ EIEE5(FE B "kubect! £ Kubernetes HIE17 o

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. IRF R FEZZ 7T Kubernetes # Trident FREIRFEE| * base-csi* #7485 ~ M Trident EZBE&E BRI LIFER
FELEER o

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
{
"items": [
{
"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
b
"storagePools": null,
"additionalStoragePools": null
b
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"
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T LER 25

Trident 2 IS E R IRV BREFEER" ©

& ~ I LI4REE sample-input/storage-class-csi.yaml.templ  ZEEXEHIFIREZ « W LUHTE
BEEXBWBEN BACKEND TYPE-©

./tridentctl -n trident get backend

Fommmmmmmmem= Fommmmmemmemem=== e mes e s s s s s s ee s
Fomomomme e e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmomoomoms Fommmmomomoomomms Fommomemeressmsreerenessosoeseoomomoms
Fommmmmms Fosmmmmmes +

| nas-backend | ontap-nas | 98el%b74-aecT-4a3d-8dcf-128e5033b214 |
online | 0 |

fom Fom e o
Pommmmm== Fommmemm== +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-

basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EIRHFAER

;I:JI%LJ}TL/(@*EIEEE’Jﬁ%ﬁ*E}DJU N —“-""‘%E\ E’an%?_"'ﬁ/”;lj ﬂﬁ%ﬂ”ﬁ%ﬁ*ﬁﬁig”?ﬁﬁ#ﬁ R LX&HHU&%E%@%E
Il o

AR B RHTFLER
* EE2RRIRABKubernetes{#F4E5! ~ 5FHIT &< !

kubectl get storageclass

* AEIgfKubernetesfAFRRBIFFHAE K « FAIT TGS

kubectl get storageclass <storage-class> -o json

* BERAA Trident BIRD HFEER « FHITFIa< ¢
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tridentctl get storageclass

+ BB Trident MFIS (EFERISAEER) « HHITTHIHS -

tridentctl get storageclass <storage-class> -0 json

E TR EF4RR

Kubernetes 1.631% 7 32 TAR A LRAIVINGE - MREAERT FHEHKREES) (Pve) FisE—E - A
IEREEFERSANEE HEHIRE) -

* EAFENE R AERS true ~ LUEETERHTF storageclass.kubernetes.io/is-default-class $85! © 1R
BRE - TAOHEMER A EEHEHBEREELR o

* WRAILMER TYa < ~ RIRANRFENREATRRIHEFER -

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* B~ St UER TS e S B ERTRR HFARR 5 ¢

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

TridentZERAEHF A S ZULHEERIEEH)

@ w=EP—RIABE—EFEREFER - Kubernetes?‘}i'zﬂ“fj:it?ﬁﬁﬁiiﬂ%ﬁ%’71@1.:%7? 5~ BE
TR A MM E 2R A AR REFERN —&

Egalll e el |E g

EELAfEA JSON FR[EIZAIRIREEERV &R ~ LERIRE “tridentct @ # ¥t Trident Bim¥GEL - EE2EA jq°

B
CRIBERBALRRKIAARELN -

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

B {E T8 R
B ENKubernetesfiBrEEFEER  SBHIT FIGM<L ©

kubectl delete storageclass <storage-class>
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‘<storage-class>' EEZ A EHVFEFEER o

BRI AR RN ARHEME B E B RIFRE « Trident B ETIRELHEE o
Trident E¥ H AL EREIITER £sType © ¥ iSCSI i « E3%7E StorageClass 1

() %187 parameters. £5Type © EREZMIIAR StorageClasses - REERISENHNE
HEILEM parameters. fsType ©

HRiCE A EREIRE

BZ& Volume

337 PersistentVolume ( PV ) #1 PersistentVolume Claim (PVC) ~ fERHREREN
Kubernetes StorageClass 2RERZEE PV o #A% ~ &0 L& PV #H1E(ZE Pod ©

4
m

v

(e
a8

A

"PersistentVolumer' (PV ) SHEBIEEE Kubernetes #5 FHRREMEREH#EER o " PersistentVolume
Claim" (PVC) REFIZELE L PersistentVolume BIEK o

A PVC BREABRFBEREXN/NHEIIEL - BESIES ] LUEAHERIA StorageClass ZKiTHIBE
PersistentVolume A/NFIFEURTNRVEERR ~ FIGNSEHARTS B4R ©

11 PV # PVC 218 ~ A ISR EE A Pod ©

BOENBE

PersistentVolume & ;588

It EE BB BB REREL StorageClass 8RR 10Gi EZX PV basic-csi ©

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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https://kubernetes.io/docs/concepts/storage/persistent-volumes

PersistentVolume Claim £ & ;58

B HIFEMERN PVC AHRREEIR o

B]77EY RWO #J PVC
ItEEFIEERAEE rwo EEENEZAR PVC ~ 1 F8AB) StorageClass 1HREARE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

%M NVMe / TCP BJ PVC

LEEEHIZETR NVMe / TCP FIEZ PVC ~ Wi HEI4 #8407 StorageClass HHEFHKEY rwo 1FEX
protection-golde

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod &5 54
ELEEEFIEETAS PVC EiEE Pod BEZANARRE o
EaA4RRE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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E 7K NVMe / TCP 4HR&

apiVersion: vl
kind: Pod
metadata:
creationTimestamp: null
labels:
run: nginx
name: nginx
spec:
containers:
- image: nginx
name: nginx
resources: {}

volumeMounts:

- mountPath: "/usr/share/nginx/html"

name: task-pv-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

#37 PV 1 PVC

LB
1. BIPV o

kubectl create -f pv.yaml

2. FEED PV HREE o

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO

7s

3. L PVC o

RECLAIM POLICY

Retain

STATUS

Available

CLAIM

191



kubectl create -f pvc.yaml
4. FEsR PVC #RAS ©

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

S. IFHEREEEA Pod ©

kubectl create -f pv-pod.yaml

(D o] UE B IEERE kubectl get pod --watch©

6. B R R EHHMIEEREHE L /my/mount /path ©

kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. fEIRERIUMIFR Pod ° Pod FEARXRABEFE « BXMRENERE -

kubectl delete pod pv-pod

BN A B B B E PersistentVolumeClaim ~ MEIZH] Trident ELBHEEHNRE - FFS
B"KubernetesH Trident¥J{4" o

EfVolume

Trident BJ:E Kubernetes (F B TR MEE 2 BIBTHB = o SHIETTISCSIFINFSHERE
&P E4ERERIHERAE ST ©

ERHiSCSI Volume

TRILUER TSCSIBRACER) RIBERISCSIHEMRE (PV) -

(D iSCSI Volume #E7£% ~ ~ solidfire-san BBEIFETNZIZ “ontap-san ™ ‘ontap-san-
economy & Kubernetes 1.16 Bt HTHRA o

$EF1 : 32 StorageClassL 3z #EVolumel& 7

4REE StorageClass EEUBHAIERE allowVolumeExpansion Ay “true °
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

HHIRBEER StorageClass ~ :a4RELUNA "allowVolumeExpansion 2 °

HER2 | [FREEIIAStorageClass B —{EK A i H1FRE
4REE PVC E&XIEH - “spec.resources.requests.storage’ R BEFIHIFAER T « R T ARNRIRIAR T o

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident §#171F48 Volume (PV) -~ WG HEBERFEE Volume Claim (PVC ) #BERgE# o

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s



T3 | ER—EZEZEPVcHIPod
s PV MiINZE Pod ~ LUEREEA/ - HEEISCSI PVEY A/ NETIREIEMR

* Y0R PV MIANZE Pod - Trident EE#FRIGRTHMIZFE « EMFHER « TRABERRGRBIA)

* BESARKRMNII PV BIAR/NEE « Trident BERFRIGIETHIEE o Ei kA SRR EEPodZ
% ~ TridentZ EFIBHEBE W EMABEZRAIIK/) o /18 ~ KubernetesETERETIEXEMINTTRE « B
HPVeA/N o

TELEEERFIP > FEIERM Pod san-pvc ©

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 . ER PV

EEREMN 1Gi BiLE 2Gi B9 PV X/ ~ A4REE PVC E&RIAFFH “spec.resources.requests.storage’ 2 2Gi

o
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kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

FSER 5 | EiBIER
LS PVC ~ PV # Trident Volume B9/ ~ LB B E R SR IEFEE !
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

JERINFS Volume

Trident 32#& NFS PV B Volume &7 ~ BFZH? ontap-nas * ontap-nas-economy  ontap-nas-
flexgroup ‘gcp-cvs # “azure-netapp-files &l ©

SER1 : 3R 7EStorageClass Az #EVolumelE 7t

EEFE NFS PV IR/ ~ BEERERALFRIURES true » URERBFEANUAFRTHEIEE

allowVolumeExpansion .

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

NREEEEL TRAIUEBRNGHFER - REBERARERAFFER « BIAETT kubectl edit

storageclass Volume &7 ©
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HER2 | FEREEIIAIStorageClassiE I —E KA EHHIZRE

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Trident FEAILE PVC #37 20MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

SEE3 BB PV

L ERIEILA 20MiB PV A% % 1GiB - :54%E8 PVC ME&E "spec.resources.requests.storage' % 1GiB
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

PB4 BEsEIRTT

R LUEZE PVC ~ PV # Trident Volume BYA/N ~ LSRR/ NETRIEREE ©
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |

PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +

PEARLRE

ERIUERBIRE HEHEEE A% Kubernetes PV tridentctl import ©

fEEE S
RO LU HEFREEE A Trident ~ L& :
* BEAREAARME - EEMERAERANERNSE
*© HHHERFF AR ERAERENER
© EEHIEN Kubernetes #55
* EXEEERERAEER

Z&
EEA Volume Z 7 « 557ciRBI FHIZEHIA o

* Trident RAEEEA RW (GEE) #EF!AY ONTAP Volume o DP (BkHR#E) HEAMIEES SnapMirror BAi
HARR&E o IERERZ AP ERIRSIRAZ « BiSHEREE A Trident o
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* HFIEZRCTERAERPERNER TEAMKE - SZ2EAERTPH Volume - 558 Z Volume ~ 241
HUTEA o

@ EHEREREERIEE « A% Kubernetes FEAIELEIAVELRR ~ MBRRZRBER TR
IEEHMIINEI Pod o ER]REERERIRIE o

* BEPANZETE PVC L3587 ~ 1B StorageClass Trident 7EE A BRI A ERAILRE - B HIEERFEER G
4R ~ BEBFEFR MR RNERFEN - ARNZKEEEELEFT  RILEEARBEAEZTEEIEFE
& o At ~ BN IR EFFER B PVC PISEMRBEFIERNAEFTNRIFHER - EAtAZ RN o

. I‘Eﬁﬁg Volume X/NETE PVC RUREFMREMN o EEFHEEEXEAMIRE 2% - PVELPVcHIClaimRefi#
AR

o EIRE—RAIRE1E PV FRES retain © Kubernetesp{THE4E T PVCHIPVZE ~ R EEIIRER
BT & REFER B EIYRR
° MNRFAFIERMEIULERERIZ - Bl delete kR PV B ~ (H#FHAEE S S MIER o

* IRIEFER « Trident EEIE PVC W EHFHep & %iIH LM FlexVol 1 LUN o fERIMU{RIE —--no-manage " FEAZER
BEARSTEIBAHIEE - IREMHEH *--no-manage  Trident IE¥IHFEGREEEARNFREZE PVC 3¢ PV £#
TTEMAEMEZE - BER PV A RIBRMEFHERE « h S ZBREMIZE ~ FI%0 Volume Clone #1 Volume

resize °

NIRRT E RS Kubernetes AN B ELIEEH « (EREEEKubernetes AIMEAFHIRERIE
aniEHA ~ BIILEIRIFEEH -

* REERRIEEPVCHIPY « EEMEAR - RMEBEAMRE « UREBEIETPVCHIPY o REEEIEHBIRILL
PY5E o

fEA Volume
& B MAfEA “tridentctl import EE A Volume

1. #1i75kA Volume Claim (PVC) #&Z (¥ pvc.yaml) ~ FAREI PVC ° PVC XHEEFE name
namespace ¥ accessModes ' “storageClassName ° {EHAILUTE PVC EEHIEE
unixPermissions °

MU RRERERIEH

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class
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(D smasnmsy - fim Py 2HES Voume A/ - BETEGEREARSKK -

2. {§ “tridentctl import B3 L IERE Trident BIRHIHTE « ZBIHESHEE - UM —#FEEFELHEER
2% (40 : ONTAP FlexVol * Element Volume ~ Cloud Volumes Service (1) o "-f EEZ|HKIETE

PVC 1EZERIBRIE o

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

Lyl
s 2F T Volume EASEA) ~ BRARSTIRAVERENIZT o

ONTAP NAS 71 ONTAP NAS FlexGroup

Trident SZ3&{FEF#] ontap-nas-flexgroup  EBBIFETNETIT Volume EEA “ontap-nas-e°

@ * “ontap-nas-economy EREIFE A EA KR EIE gtree ©
* “ontap-nas'# “ontap-nas-flexgroup EBENTZ T A A EF EE LR & B F8 o

FRESIENE IS EIRESS ontap-nas & ONTAP HE FM Flexvol o EREEFHREREA

FlexVols HY “ontap-nas EfEAINMERE o onTAP HELBHFEEN Flexvol ALUEAA “ontap-nas

PVC o [E## « FlexGroup Vols ] LA A% ontap-nas-flexgroup PVCS o

ONTAP NAS &5
T 2EEE Volume F1IEEEE Volume FE ARYEEH o
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5t& Volume
UTEHHEEATRANRBIGELE ontap nas #%M Volume ‘managed volume :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

JEZEE Volume

£/ "--no-manage ' 5|#EF « Trident A EHF i BHEE o

THEHIEEEA unmanaged volume “ontap_nas & :

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

SAN ONTAP

Trident SZ3&{FF#] ontap-san-economy ' EBENFZN#ETT volume FEA “ontap-sanc©

Trident BIAFEA B2 8 — LUN BY ONTAP SAN FlexVols ° 5 BERENFET—3 ontap-san » A] % FlexVol HHY
{8 PVC # LUN 1L FlexVol ° Trident EEEA FlexVol ~ MG EE PVC E&HABRAME o

ONTAP SAN £54
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T 25EE Volume FIEFEE Volume BEARYEEH o

=& Volume
HNEEEE > Trident 1§ FlexVol Efp L BRT > LidF FlexVol Y LUN 1un0 EfpE pve-<uuid> ©

TF|EHIEEA ontap-san-managed  #ifm LR Flexvol ‘ontap san default :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e - e
o o t——— R +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e bttt L L L e e o o
e o - e it +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca757 | online | true |
e R o
F———— o +——— o +

JEZEE Volume

T5EHIEEEA unmanaged example volume ‘ontap_san & :

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmsmeosormrreroesmememeneoeoememmm o e e Fomcmmemememonos
Fommmmcmms e et Fommmmmms Fososmsmss +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
R Fosmmmmmes Focommsmsmsmsoss
Pommmmmmm== o mes e e s s s s s ee s Pommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomo= B e Fommmmmoe Fommmmomos +

N5R LUN HFEZEEL Kubernetes 24 IQN £ IQN B9 igroup ~ BIEZUREIFEEREIE | LUN already mapped
to initiator(s) in this group ° SBEERIRENEIZSTEBUHEE LUN ~ 7 SEE ABIRE o
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

avE S

Trident SZ1B{FEFAEESNFZTLHY NetApp Element ERESF] NetApp HCI Volume EEA solidfire-san ©

@ ElementiEENTZ TN IR FEHIVolume 418 o 748 ~ MR EFENHFEE LTS « Trident ZE([E]EE
iR o AIFEFSTE S EMIEE « IRHM—HIRERTE - AREAERWHMIRE o

e &)
UTRAMEERIHEA element-managed & “element default ©

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

P msmssesese s s s s e e o= Fommmmmmememem=
Fommmmmmmoe B e e Fommmmmoe Fommmmomos +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e Fommmmom= Fommmmmmemoomo=s
Fommmmmmmme ettt Fommmmmme Fommmmmme= +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
Fommmmcmcosmsosssrsrss e e e e Ee E e a S S Fommmmmms Fommmmmmcmsmsmss
Pommmmmmm== ettt Pommmmm== P +

Google Cloud Platform

Trident Z1R{EFAERBNFEZLETT Volume EEA gep-cvs ©

HE7E Google Cloud Platform HFE A LL NetApp Cloud Volumes Service 2 /&8 Volume - 35

@ fRE Volume B&1Z:75Z Volume © Volume B&1SBRERK & BB H BRI —EB D ~ Uit Z& :/ o Bl
o NREHRREA > B/ 10.0.0.1: /adroit-jolly-swift HHRERREA “adroit-
jolly-swift e

Google Cloud Platform i
T EHIEERIR gcpevs YEppr MY volume BETREEA “gcp-cvs Volume adroit-jolly-swift ©
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tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s e e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

Trident S22 {F AERENFETNETT Volume FEA azure-netapp-files ©

EEFEA Azure NetApp Files Volume ~ sEfREEIR & BRI A sZFABR & © Volume B8 B HEREE BB
() RESEEM—E55 A2 </ o U > MRHELESESR > AU 10.0.0.2:/importvoll  HEE
B importvoll °

Azure NetApp Files &34
UTTRBIERERE importvoll "8 A “azure-netapp-files &k L&

‘azurenetappfiles 40517 °

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmmmmmsmoososorreromemememe oo me oo e Fomcmmemememonos
Fommmmmomo= o memeressrrrrrrrrssercreeee e me s Fommmomoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

et oo Fommmemememeoes
Fommmmmmm== e mes e s s s s s s s ee s Fommmmm== o= +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%ab5le | online | true |

Fommmmmmemsmesesese s s s s e o= o=
Fommmomomme Fommomemeressrsreemenessosoeseeoomomoms Fomommmme e e +

BEJERE R BT

BT Trident ~ &I UAKIZEI VIR EISRE EENLBIIEE - EEBINIEHER I
BB IR EHEE S B Kubernetes BJR ( PVCS ) o It RIUAER IHE AR E K&
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K~ U EFTHREERENBREIER ; il - BEARERNEMHMIEEH ZETEL
AR o
FtEZ Al
AIB:TH Volume &IBMIZHZIE !
1. Volume 817 ~ EEABAERIEE -

2. 7 ONTAP NAS & EEREIIZRVIER T ~ R A Qtree Volume B TBRI SR FBEEA o
3. 7£ ONTAP SAN #&EBEREIFZTNAVIE R T ~ RA LUN KBRS RIBEAk o

PRl
1. AT BT E L TEEE ONTAP AL ZEEENTZAES
2. afH5THY Volume &8 R ERRIRER Volume °©

AJB&] Volume ZBHEEITA

1. MRLEHEAPHHEBYMERKRMY  ARIFETERM - BE - MRBALARLKY « WERERE
Hyan R IBBIZREp R AR & o

2. NRFEABIHBENABHEAHRMTEE « A NEREENER o EAFRENEEF ERTUEENIEE
A o

B ATIRRNRIRERREEH
B RiBE AR | HEERBRES °

HRE AR F 5
{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

Y,
"labels": {"cluster": "ClusterA", "PVC":

"{{.volume.Namespace}} {{.volume.RequestName}}"}

}
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E&EiREH

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"useREST": true,
"storage": [
{
"labels":{"labelname":"labell", "name": "{{ .volume.Name }}"},
"defaults":
{
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster

}Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by

"labels":{"cluster":"label2", "name": "{{ .volume.Name }}"},
"defaults":
{

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

LFBEsAE
* 1

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

c &2

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

207



RELENER
1. 7 Volume EAMIERT ~ RBREAM Volume B EMLHEEE « 2B A SEH - flN

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} . °

7E£5EE Volume EEAMER T » Volume LB BB RIGERNIRBRFTERN LB
Trident R REA B HFAIENER Slice BHF o

WNREBAKREL IR ELTE « Trident FHIMNAEPERF T « IR M —HHEIRERTE

a > 0 DN

PFRE HAM ONTAP BRENTET « MR EREBELTERS « HIFEBIUZFMERM -

PEan % = FANFSHAER &

fEF Trident ~ EAIUEE EZa R ERPRIUMIRE « WE—HZEREaRERTHLA
HiHRE o

TridentVolume Reference CR AJRE L E Mt IE— Z1E Kubernetes fr =M A ReadWriteMany  ( rwx )
NFS WHR& o ttKubernetes R4 fRR S REB THEE -

* LEEEUEE - BEREEN
* BIHEECFRB Trident NFS VolumeBEEHT2 R {E B
* FK#Btridentctl E R E IER EKubernetesIHEE

It EEREAM{EKubernetesin st 22l Z RIBINFS Volumet A o
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o

________________________

namespace

secondary

TVol €—p» TVol

=
3
2

.......................

Storage
Volume

K ................ N Primary PV Secondary PV

TridentVolumeReference

primary/pvci

TRIBAFT

WRBAED ERTABERENFS VolumeH = o

o HTEWRE PVC MU AHIERE
KRR TS BR T EEHREPVCHERIBIRER o

9 RTEBRMEn B ERPEIL CR BHEIR

EEEIEEIRTEHNM RS EZE L TridentVolume Reference CRAJHERR o

e EEMH S ZZEMFEIL TridentVolume Reference

Byt 2RI R E € & L TridentVolume Reference CRERZBBIREPVC ©

o EERMt SR ZEM R EIIRA PVC

BRYtEs R ERREAEE TR LEBAIPVC « LUERIRPVCHERIRIR

R E SR B Byt an 4 ZE

#TREZZE  BEatZHARRERRGREREEE - REEESNMBRM L EMEAEENHEFREE

78 - ERE/ABEESESRBPIEE -
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1. RS ZREMERE | * (pvel ERFHRZERPEIL PVC (‘namespace2 (PVC) ~LUEFHEBER
Han s T EEBRER) shareToNamespace

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident %1 PV KRE#&IR NFS #FHRE °

o IERIAERLUESR A PRAVEE ~ kA ERFERELRES AR ZERE o fid
trident.netapp.io/shareToNamespace:
namespace?, namespace3, namespaced . °

@ o fEAILMERHEAFAEmBZER * o H0 v trident.netapp.io/shareToNamespace:

*

o IERILABERF ST PVC LA “shareToNamespace iz o

2. *REEHE | EIUBTABMKUbeconfig  UIEF BRIt e R ZEHBER EHER « UEEEtsmREEPE

17 TridentVolume Reference CR o

3. *Destination ST L EMERE | * (TiemFK R R EEY B M B ZERIF L TridentVolume Reference
CRpvcl ©

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. * BRI S R EREEEE | ¢ (pve2 EBRMGBEMAPEIL PVC (namespace2) {FH
‘shareFromPVC s RISEHRKIE PVC o
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() BsstPversA /IS EINAHERITRPVC o

nl:l%

Trident @:8EY “shareFromPVC BRI PVC ERIMIEE ~ MAE B Yth PV I AXREEE « AT ESSRIGE#
FERERRIE PV ~ HARIE PV #EEE o BRMAIPVCHIPVLIFIE BEL ©

flpFRHZ=Volume

EA] LUMRREE 2B dn R 2= M AR & o Trident i #PR2R T & 2 M _E MR @ ZEUE « M4 EH AR RdiR
EHEfthep 2 =R TZEE - F2BRFRIA 2885% Volume MIS B ZEfEESF « Trident € MIPRE% Volume ©

FA? “tridentctl get T BHIIEE
ERIfEA[tridentctl ABBRHMIT “get WHLTRBSHBHIEE - MEFELEN  ARRES ©

../../lce-reference Trident / tridentctl.html[ tridentctl FpSFIEIE] o

Usage:
tridentctl get [option]

EAR

* *-h, --help : AfH Volume BYEBR) o
* —-parentOfSubordinate string : FFEHEHITEREBIIE Volume °
* —-subordinateOf string : BFEHEHITE Volume BIEE

PR
* Trident #AGLE BRIMEn R EMB AT AMIRE o SR ERERETESHE 2R 2R LB R A Volume
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© [REERPRE shareFromNamespace 5572 ~ SR CR - "TridentVolumeReference LUEEHE 2K
B pvc BYFEEME - shareToNamespace ° & EREHFEE « [SABRIBRIEEBRIPVC ©

s R BHIIRE _ EEEHITIRE - BRI o
DESEZEN
EERAREIE A IR Volume?ZEY ¢

* BT o "EMATHZ MERMIEE | BUlEAEG S TR EEE"
* 15 _ERRED "NetAppTV" ©

£/ SnapMirror £ B &

Trident xE—E=E FRRRHIRE LR FRE FBYERtEERE 2 FRBVRSRE - LUE
ERBERILUEITKEHIE - A UERRIEIERER (CRD) RHITFINEE !

* BIUWRE 2 ERVIRSIRAR (PVCS)

* BIRAERE 2 BRVERSIRAR

* FRERSIRAA

* EXHER (FEBE) HBREARE Volume

* R ENSHEPENRENARE SEAEANEEBRETHERE

ER IR
IR Z AT ~ SBREN G TIISRIEMS

#=E ONTAP

* *Trident * : Trident 22.10 RS\ EFARASABERBFIFIERER ONTAP &% iR AR RZE £ B At
Kubernetes & I o

c IR [FERBERMREEMSH ONTAP SnapMirror FER] 1214 B RFEAERA B 893 ONTAP #& LEX
F o tNEHAE « 5528 "SnapMirroriZ HEHIZLONTAP" o

SRR
** SIS SVM* 1 /H ONTAP R IBIVEIRE THERIE - MFBHAEH - 200 "HEss LS
B o
()  m®EmE ONTAP #5E2 RIS RRIARERE SVM 2IBRE—i -
* * Trident #1 SVM* : HERVEIR SVM ZEr] R BRYMERE FRY Trident ©

FIEMEREFET
* ONTAP NAS #1 ONTAP SAN EEEHFZ {1 Volume EE o

BiriRsY PVC
BEE THIDER « WfEA CRD HHETEMREMIFE Z MR ILFRSRE o
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pZ
1. f£% Kubernetes =& F#IT AL ER .

a. fEFAZ#EIL StorageClass Y% trident.netapp.io/replication: true ©
&1

apivVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {5 ATEIIA StorageClass 17 PVC

el

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. A E L MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
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Trident SRR @A E MR E BATRIERHRE (DP) KA > ABIEA MirrorRelationship
AUARREAR (L o

d. BY18 TridentMirrorRelationship CR UEXS PVC BIAZR4&F8F] SVM o

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localvVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. 7£2% Kubernetes =5 E#IT IS8R
a. {#H trident.netapp.io/replication: true 2#32£17 StorageClass ©

gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. {558 B 9N AGRE L MirrorRelationship CR ©
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vl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”

Trident S {ERREMRIMAREI%TE (3 ONTAP HTER(E) EEIL SnapMirror Bif% » WG EAIIA1E o
C. {ER%AIEEILAY StorageClass 1L PVC ~ fEAXRE ( SnapMirror BAIi) o

gl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Bi1% > Trident AEFEMRHFTEY FlexVol volume TNETEEE MirrorRelationship FREZEVIREIR SVM HER
SVM ko
Volume EEAREE

Trident Mirror Relationship ( TMR ) 2—%& CRD - f{#& PVC ZE#ERRFEM—I% - BRI TMR BEEREE »
AIEHN Trident FREERYAREE o BRYM TMR B TF3HKRE ¢

* *EIT A PVC RERSIRARRIB R Volume ~ ERITHIRAE o
**FHR K PVC BRIEREAHE - BRIERESIRIE o
BT ¢ 1 A PVC BRERSIRARBIE BRI Volume ~ SeRTHEBI X ERSIRAR
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° YNR B AR & S AR R & A EARAE « Al AERAEMEINRE « AREEER BrtHERE

° UNERHEIRE AR R BRI B ~ BIEFEMAIARRERSE ZRBY o
EIEStEM R EHR AR E PVC
7£X Kubernetes =& F#IT YT ER :

* ¥ TridentMirrorRelationship B spec.state LB % promoted ©

RN EREREAHRRE PVC
EStENRERE (B8 85 ST P ERRARRKRE PVC

TR
1. 7£E E Kubernetes #5£ I « 17 PVC BRI - W S RFIRBIEIITTR ©
2. £ E Kubernetes #£ I ~ 17 Snapshotinfo CR LUEVSAZRFAME K o

Ll

kind: SnapshotInfo
apivVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. ERE Kubernetes & ~ #§ TridentMirrorRelationationship _ CR BY _spec.state {8 # % updated -
spec.promotedSnapshotHandle B3 REBHIAILETE o

4. fERE Kubernetes #& I « FE2EA4RHI TridentMirrorRelationship #A8& ( STATUS.STATUS #ifiI) o
EAERERIERESRG
BEGHEGRZA  AEEERANMEEN—@

1. X E Kubernetes & I - FE{REE £ TridentMirrorRelationship _E£ spec.remoteVolumeHandle {#{IAY
o

2. 7T Kubernetes &£ t + #& TridentMirrorRelationship B9 _spec.mirror #{iIE#% reestablished ©

HthfEs
Trident SZREF EN REHWIRE EMITTIIEE :

B EE PVC EEEIFHHNRXE PVC

REECEHBEEE PVC MIRE PVC -
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1. REBUMXE (B) 2ZEMIER PersistentVolume Claim #1 TridentMirrorRelationship CRD ©

2. £ (FR) #FEMIER TridentMirrorRelationship CRD °

3. EXE (FKR) #E FEIIIHM TridentMirrorRelationship CRD ~ MEAREEBEIIMNFHNE (BHith)
PVC -

FESELS - TEHRE PVC HIA/N
PVC RAIUIEERAEAN s MIRERSEEBFIA/) - ONTAP Z HENHET(EABE B flevxols ©

it PVC BiR1ESE
EEBIFRER « A EHAIMNXEEEE EIT Y HEAP—IEEE

* MIFRXE PVC £ MirrorRelationship ° EEHEEBRAE ©
* & - 1 spec.state I EFZA updated ©

b PVC  (ScATE S
Trident IR EREH PVCS » W ERMRMIFE Z A TEBERRGE o

fHEz TMR

PRERSIRAFE—RIEY TMR SEEEER TMR 7E Trident STRMIBR Z AIEHAE F BARRE o (IRENERIFRA TMR
BB _Promive #RA% > BIIRBIRBRVERSIRAE > TMR B3 &R > M Trident ¥4t PVC A#R%A ReadWrite
o IEMIBRIEZEETE ONTAP HREH AR @ EL SnapMirror RAEER o YR ILHAREERRIVESI RGP E
A~ BRI MRVIRSIRIAR - EXRAERAAS B HIREERFMERH TMR o

= ONTAP EiRE SR EMRSIRIH%

B RERAFRZE ~ LR EITER o SR LUFERH state: promoted T state: reestablished M
KREFBAEL o #EE RN Volume H4R2A—A% ReadWrite Volume B ~ & B] LA promotedSnapshotHandle ¥5
ERTIRE ~ B BRI Volume ERE ©

E ONTAP BEARRF R IREIRAA

I&EILAERA CRD 2RH1T SnapMirror B3 » MR Trident BIFE4RE ONTAP £ © ;52K T
TridentActionMirrorUpdate 5B

gl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b
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status.state RBR TridentActionMirrorUpdate CRD BYiREE o ©ERILUERE sued ~ in progress 3 Failed
HIME ©

fEH Tcsithi]

Trident A AR FASREZ IR T HAEE & ~ WA EMINNZE Kubernetes EARIERRL " [csi
FRi¥E] THEE" o

e

fER Tesithix) THEE ~ AIRIEEREMAAME - REIEHERERFE « RecFI 8D EE - 15 - Binfit
FEm ] sEKubernetes IR 5 32 77 U@ 5 AR HRIERS - BiR AN FEEREANRETAERSE « SR RE
BIHZHE - BT HEEZEEEEFTATEEHECEMIRE « Trident £ CSI A% -

WA CS| FERINAEIES HIEE 58 -

Kubernetesiz @& FHIVolume B451E T :

* Y18 volumeBindingMode ‘8% &EE " Immediate ’ Bl Trident B1ER A ERIAERIMNIBER TEIES o 2
KA E AR ~ B2 RIEHMIRERENEEE RILE - EETaRE VolumeBindingMode » AR
SRHEIBITHRIERGFINEE © FEMEENRII AT RBEEK Pod HHEEK °

* “VolumeBindingMode 882 “WaitForFirstConsumer B ~ 5k A Volume BV I EIBR4AEISIEE - HRHHET 2
IfER PVC B9 Pod &1k o fItE—2R ~ BUBER I HEFEE « UFRT S RIETE RATEHIHITHHEIZ RS

(D “WaitForFirstConsumer $SE MR A REIEHIBE  BABIR ool AP o

CEENER
2L losithi®l ~ ERETHIEE

* H1THY Kubernetes F5E"~7 HEYKuberneteshiZs"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1led4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el11e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

 BEETHEEEAGIER J—X?U\?‘Eiﬁﬁmﬂ(topology. kubernetes.io/region
‘topology.kubernetes.io/zone) °© fEZREE Trident Z a1 » BLEAZE * EZFENESE * IEIEE L » U
{& Trident BESARXANFEEE ©
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

SR | @i ARIERN R LR

Trident f#fFERHAIRIRA A& « EEMMEENIEE - SERIHETIUATE —EnERN
supportedTopologies @R « ARZZNEIFMEIFFE o Wi FEHILLIERIFRStorageClass ~ REER X
EME/ & PHHEMERERERE « A &I Volume ©

TR RImEZREG
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",
"supportedTopologies™: [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

“supportedTopologies’ ARt BB & IR EIHFEIEEE o ELEIMEE &R StorageClass
@ PR A ERE - HNE SR IRFrRHEIY &N FEH StorageClasses ~ Trident 27
BIRIEI R o

& AT LAE S “supportedTopologies EEfATF o FH 2RI T5IEEF] :
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

EULEBIF region ~ Fl “zone IREARMEEFEMHIUE © “topology.kubernetes.io/region’ i
“topology.kubernetes.io/zone $5TE 17 &R BIERA IR o

T2 | E&R AR ENStorageClass

R R AR E P ENRAAVIRIEARE « FTUUE & StorageClassA B SHRFEE N o EBRIREMA IR H Z KA E R
IRERIEENFEFEIRM « LUK UERTridentFrie it 2 HEREVEIRE T 5 ©

BRI T YIS
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: "ext4d"

£ - ERHR StorageClass E&FEH volumeBindingMode * B &S WaitForFirstConsumer © {EPodH 5|
Lt StorageClassFTEKHIPVCSZ Al ~ RAANFEHEKENITE) © LI ~ %8 allowedTopologies IRAE(ERAM
BIFMEIY o StorageClass B ‘netapp-san-us-eastl ELMERMNEBIREIL PVC san-backend-
us—-eastl °

SER3 | BIUNFRAPVC
#8317 StorageClassili HifEE Bin&EInRin 2 &  TIREMAUEILPVCS °

H2RUTER spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERILENRERIDKAERIRIZAISEGEE TG
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EBTridentZ2 R & WA HELE EPVe « 5H7EPodREAPVC ° 552 R THIEEA -

223



apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Ilt podSpec E15/~ Kubernetes TE &I HHVERRL_EHEFZ Pod us-east1l ~ MEE us-east1-b BIEFRMEM
ENRGPIEITEE "us-eastl-a©

E2RETYE
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHBIHUANA supportedTopologies
AIEMIRENEE - LUMIAGEA tridentctl backend update JBE supportedTopologies ° EAE
TEPRENMIEE - MEREAREBENPVCS -
WEFHMAE ~ A2E
c "EBIERRNER"
* "B BLEEENER"
* AR B e RRE "

 SHELARE

fEFRIR

Kubernetes /&R & (PV) RYBRE IRIR A EX AR E RIS EIBEAE AR o (MR AR ILfE
FA Trident (237 FIHEFEE IRER « EEATE Trident SMERERIIAVIRER ~ EIRA REBIEILFTHIHERE
&  DURAEIRIREREIRE E R o

Ef
meE

Volume Snapshot = ontap-nas > ontap-nas-flexgroup > ontap-san“ > ontap-san-—-economy
solidfire-san ™ ‘gcp-cvs # “azure-netapp-files BEEIFZ T ©

FIsEZ Al

S BB IMNEBIREBRIEFIZZAM EETEREER (CRD) ~ A SEFERARER o IE=&Kubernetes OrchestratorfYEE (
4N : Kubeadm ~ GKE ~ OpenShift) o

MNRER Kubernetes A E S 1RIBIESIZEH CRD 362 Volume Snapshot 425 « s528 ©

@ YNR7E GKE IRIFHFZIERMIRE IR 5771 RIRIERIZR - GKEEA NERIIRETURRIE
il
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BT HARRE TRER

1. #3I VolumeSnapshotClass ° UIFEFAERN » 55" Volume SnapshotClass"2/& ©

° “driver #5[@ Trident CSI EBEHFE, ©

° deletionPolicy AILLE ‘Delete T ‘Retain © :&7% Retain B - BIMEMIBRMIHG ~ HEFEFEEL
HNERBERBMEMRE VolumeSnapshot ©

gl

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. #37I8A PVC HITREE -
&)
o EEIEERITIREPVCHIIRER o

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

o ILEHIEHBIES PVC R E REBYHZIIEIEE RBH pvcl ~ M RBZBRES pvcl-
snap ° Volume Snapshot $8{{i¢ PVC ~ BEIXRERIREBIVYIHHERIE volumeSnapshotContent ©

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o AT UEBERFAR# A VolumeSnapshotContent Volume Snapshot 944 pvcl-snap ©
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../trident-reference/objects.html#kubernetes-volumesnapshotclass-objects

*Snapshot Content Name 58 3l AR BRIR UL IRERAY Volume SnapshotContent #4 © It "Ready To
Use' 2#RTIRIBRI AR IR PVC o

kubectl describe volumesnapshots pvcl-snap

Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

IR B IRIREIL PVC

f&a] LUE A% &89 Volume Snapshot fEABERIZKIE ~ 2K dataSource " #II PVC ‘<pvc-name> ° EILIFK
AERERIEE 1% PR EMINEIPod L ~ MEFEREMEMAA EREREE—IXEH -

(D HHEZIRE Volume FREEMIE—BERIREIL PVC ° FA2[E "KB | B AEEMBIHEIL Trident PVC
Snapshot B PVC" °

LF B HERERERKIRREIL PVC pvcl-snap °©
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

FE A Volume 3RER

Trident 321& ~ "Kubernetes TEFTAC ENVIRIEIZ 7 OB EEBIE B "VolumeSnapshotContent 44 ~ AL EEA
7E Trident Z9MEILAVIRER ©

FEYaZ Bl
Trident AZBE IS E A REBIIRHEER o

1.~ ZBEE ¢ ~ #17 VolumeSnapshotContent' 2ER#&imRIBAIMIE © S ETE Trident REMENRIB TIERIE ©

° IEFHIEE B IFIRIEAILFTE annotations AS trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

°EﬁffqlsnapshotHandle‘}EfE ‘<name-of-parent-volume-in-trident>/<volume-
snapshot-content-name> °© 35 @iBagPIMEBIRIRIEIRH4S Trident BME—E 5 ListSnapshots ©

@ “<volumeSnapshotContentName>"F/i? CR aifRH » FIEAKERSRIFIRBRE

il
LUFRAIE)# volumeSnapshotContent " 5| BEBIRRBIER “snap-01°
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£71223b5-23b9-4235-bbfe-e269%9ac7b84b0/import-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>
volumeSnapshotRef:
name: import-snap
namespace: default

2. » ZEE | * 1 VolumeSnapshot " 2BB¥MHM CR "VolumeSnapshotContent ° & ERIFEUA
EIE TR TR PR volumeSnapshot ©

vl

LUT &332 —1E volumeSnapshot * 288 "VolumeSnapshotContent &%BY " import-snap-
content CR import-snap ©°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:

name: import-snap
spec:

# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)

source:

volumeSnapshotContentName: import-snap-content

3. * NERRIE (REFEBUEMEITEY) © * SMNEPIRIBE AT HHEBIIRILE VolumeSnapshotContent ~ MEHIIT
ListSnapshots #@:& © Trident B 'TridentSnapshot ©

o ANERIRARES e’ 4 readyToUse VolumeSnapshot * 8 VolumeSnapshotContent 4 “true ©
° Trident 38 & readyToUse=true °

4 *{FEfEAZE | * I PersistentVolumeClaim MURBHFHA *volumeSnapshot ~ HHf
spec.dataSource (B spec.dataSourceRef) %84 VolumeSnapshot %#8 o

gl
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LUT&EH)3ZE—1@E PVC » 288 volumeSnapshot "@%MY " import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

{EFRREBMIE Volume &}

[REE B E7TEE AlEiE ~ UIHBNER ontap-nas-economy " BREIENETE RACE WHEEZIIRAER M
‘ontap-nas ° B{A ".snapshot Bi% « EIFEIREHIREEK o

€A Volume Snapshot Restore ONTAP CLI AR &R = FTAIRIBRECERHIARRS ©

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap archive

Rl

Q) HURRRmEES SRR oume 1 « RITHIREEZ #H Voume HHFHIE
TREEL o
MR TR E B

Trident A (TASR) CR fEREBIRMHIFENR IR &EIR TridentActionSnapshotRestore ° Iif CR
i Kubernetes FIAE1TE « TEFETHEBEAGHEFET ©

Trident 3245 » ontap-san-economy ontap-nas azure-netapp-files’> ’ ?» ° ontap-nas-
flexgroup * gcp-cvs' EHIRIBIIE ontap-san "google-cloud-netapp-volumes'# “solidfire-san' EBRENFE
T o

FIsaZ Al

R EHER AR PVC FRTFRY Volume 1RER ©

EED?L,:{ PVC Hk,._,\lj%! rEI: nl:l °
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kubectl get pvc
* BR5% Volume (REBR B EEEEMAE T HEH o

kubectl get vs

HER
1. 337 TASR CR ° Z&/fllE PVC # Volume Snapshot BJ## CR pvcl pvcl-snapshot ©

() TASR CR AR PVC 8 VS FEfIs 2RI «

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

1. £ CR URWRERER © LERBIHE Snapshot %18 pvcl ©

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

mR
Trident E1ERIRIBRE R} o ERTLABRRIRIRERARRE ©
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZHEIERT > Trident FEEEEXEREHESFE - CEEBRIUTULIEE -

@ * FEEEIESEEERMN Kubernetes FAE DSBS EIES MR « e EHEARE
R ZEEHEIL TASRCR ©

MFR=A1ERIIRIZEY PV

P& BB BRIIREBIYIEE Volumebs ~ HFERI Trident Volume B E#124 THIFRIREE) o IBPRMAIEE R LIS
Trident FEREE o

Z8ZE Volume Snapshot %4123
MR IEHIKubernetes B MRRAS R B FRIBIEFISZMEF AT RA I UKEB TS REITIE ©

TR
1. #37Volume SnapshotZFERH o
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37SnapshotiZfHilgs o

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ MAEME - 55F3EX "deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml" i
B "namespace ERIE B 2R ©

MERAERS

* "VolumeRER"

* "Volume SnapshotClass"
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kubectl delete -f 23.07.0/trident-installer/deploy/<bundle.yaml> -n
trident

3. MBFEABMBEFTVIALE TridentOrchestrator ~ #AILA4REE "TridentOrchestrator ¥ R1ER LS
% o iE Al AE B RS H B AR IR IS E IR Y TridentFlcsiBRERE SR ~ B G850 ER oI5 B PR IR TR B4 22 PR it py

4. FRBANCIRIENIEREYS YAML 22 %248 Trident ~ Ef _Kubernetes <bundle.yaml> hRZA<%
bundle pre 1 25.yaml 3 ‘bundle_post_1_25.yaml'L{ Kubernetes A2 EHE o Fla0 ~ I RITE Lz

Trident 24.10 ~ FBEHIT FH6< -

kubectl create -f 24.10.0/trident-installer/deploy/<bundle.yaml> -n
trident

FH4% Helm 224

&I AFH4R Trident Helm 228t o

B %8 Trident BY Kubernetes S5 1.24 FHARE 1.25 ERMIRASE ~ EAZE “true’ T EH
values.yaml L& 7E “excludePodSecurityPolicy” 31 “--set excludePodSecurityPolicy=true’ &
“helm upgrade 85 < ~ ZAREFHRELE ©

MR ELE Kubernetes BENE 1.24 A4RZE 1.25 ~ MIAFER Trident helm ~ B helm A4RiGZ R - EEE
MTERFHER ~ sREHIT YL

1. %4 helm-mapkubeaps YMHET https://github.com/helm/helm-mapkubeapis °

2. %% Trident PR ZERH « A Trident IRAFITED - B2 EF S ERMER o

helm mapkubeapis --dry-run trident --namespace trident

3. LA helm HUTREHITLUIETEIE ©

helm mapkubeapis trident --namespace trident

1. IR "EFEF Helm 22 Trident" @ ~ B U E—FEEHRER helm upgrade trident netapp-
trident/trident-operator --version 100.2410.0 #EITHAR o NREKFTIE Helm repo SEE
ERERAR :

a. TR Trident hRA"GitHubH_AssetsEEL" o

b. £ helm upgrade RMEEAHBKEMNRENEHE S trident-operator-24.10.0.tgz ©
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helm upgrade <name> trident-operator-24.10.0.tgz

MBOAEAERERIREETIE (ISR Trident 7 CSI BURIVIAE - S59EER
() ) EEBHMAS —-set » “helm upgrade BRI S AR « BAE
L EGERBIERE -

2. 31T "helm list R EI R EBRNARAIEF 4R © 1T “tridentctl logs' MAGERMEMIMETENE ©
WREFHR “tridentctl’ = Trident &iE
TR AR ZEFHBRERITARAH Trident #BES tridentctl ° IRAMEIEH PVC g BENHRMER o
(D TERRHEZEIGZ A » FBRELZE L EAZEZE"
BER

1. TR Trident KA o

# Download the release required [24.10.0]

mkdir 24.10.0

cd 24.10.0

wget
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer

2. WEMBEREIL tridentorchestrator R TR A ©

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. EE—EmRERPHEREHLENERT o

238


../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods
../trident-get-started/kubernetes-deploy.html#moving-between-installation-methods

kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. 317 TridentOrchestrator CR A& Trident ©

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1lm
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4ls

5. KEsZ Trident BEH4REFFERRZS ©

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v24.10.0

239



{EBtridentctBEITHR
R LU EERRFAERIRA R Trident €2 tridentctl ©

FAREELE

FRIR L R B L Trident BIAF4R o ERRIRZLE Trident B ~ F2MIFR Trident ZPEFREERAAYIFLE Volume
Claim (PVC) ##F4& Volume (PV) o Trident BE4REF ~ EfiERY PV {HRI4EE(ER ~ M Trident E1EME L
4318 « AITICEARZE IR PVC BB HER o

FaYaZ Bl
ERFARBIES tridentctl RN "EIEF 4R /575" o

1. BITHRIBRPRZEE S tridentet] ~ #FR CRD MAERAMIHFLAIMNNIERB EL Trident MERANNER o

./tridentctl uninstall -n <namespace>

2. BEFZLEE Trident o 5520 "E A tridentct! Z22E Trident" o

() stmhtrt e - RERBRRHITRM o

{EF tridentctl EIE Trident

https://github.com/NetApp/trident/releases["TridentZERBXEEHSG 185
‘tridentctl BRLHIAHREN  FIREEREFN Trident °HEBEEHM pPrivileges HY
Kubernetes FABRUFERAEREZE Trident HEBEEE S Trident Pod BITHHZER ©

ip LA R ER

IRBI AT tridentctl help MUBUSAIA@GS/EE tridentctl » SAFHERRMINN "—-help EEMG L ~ U
BISRSER THIERERBE

tridentctl [command] [--optional-flag]

Trident tridentctl AR ZE TG SHDIHEE o
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L)

A
=
create

R ERFIEE Trident o

delete
& Trident BiF—HZEEIR ©

get
¢ Trident BIS—HZEER

help
Efaan < BITERAERER ©

images

FI|EN Trident FAEEAY R 23R IR FTAK ©

import

FIREEIREA Trident ©

install
Z4ETrident ©

logs
& Trident 3 ENEEER ©

send

¢ Trident &R ©

uninstall

fEBFZRHE Trident o

update
7E Trident FIELLEIR ©

update backend state
HRHERIRIEE -

upgrade
7£ Trident PHLREIR ©

version

HI)ED Trident AR ©
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I ER

-d > --debug
PRig#L o
-h > --help

FVEREE tridentctl ©

-k v --kubeconfig string
5 "KUBECONFIG TEA# 5 —1E Kubernetes £ EIS —EZEERITH S HIERE o

@ & ~ EAIUEL "KUBECONFIG ##UIEMIFER Kubernetes B ~ A& MI%#E
2 tridentct 5% ©

-n > --namespace string

Trident ZPEBITEHZER] ©

-o* --output string

AR © jsonz—| yaml| name| wl| ps (FBz&) °

-s ¥ --server string
Trident REST 7Y EIRVIHE / FEIFIE ©

@ Trident REST/TH RIS EAEEE « £#A10127.0.0.1 GBRARIPV4) =X[:1] GERRIPVE
) o
i L EIRMIEIR

iz

H

fEF “create’ ep TG EIRFTIEE Trident o

tridentctl create [option]

backend : #FRIGHHIEE Trident ©
Bk
£ "delete’ sp S Trident PRER—HZEBIR o
tridentctl delete [option]

15

backend : £ Trident flfF—{E ZEEFREER R
snapshot : ¢ Trident fiIBf—1{E=X 2@ Volume IRER °
storageclass : ¢ Trident fipF—{E N ZEHEFLER ©

(i
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volume : ¢ Trident fIfF—1E ok ZEEFHFEE o
g
£ "get B85 Trident RIE—ERZEEIR ©
tridentctl get [option]

IE

B

backend : ¢ Trident #EE—{E ZEFEFRERIR °
snapshot : & Trident ZEEY—{EIZ Z{ERER o
storageclass : & Trident ZEEY—1E gk ZEE1F4E ©
volume : i Trident BER—EHZEE

AR

-h --help : Volume iRFA °
--parentOfSubordinate string : iSEHBRFITEREIRIE Volume °
--subordinateOf string : iF&EHEFITE Volume B o

BRE
/8 “images HEIZZRFEN Trident FAEEMIRIAARRME o

tridentctl images [flags]

AR

-h~ —-help : FM&:REA ©
-v --k8s-version string: Kubernetes Z&=EMEZHIRZA ©

& AVolume

£ “import volume LR B HLIR@EEE A Trident o
tridentctl import volume <backendName> <volumeName> [flags]

A%

volume > v

EAR

-f ——filename string: YAML Z{ JSON PVC 1gZK o
-h ——help : Volume :REH o
--no-manage . {£#1 PV/PVC ° AFERREEE S i EAEIE o

it
{8 install FEAZZKZEE Trident ©

tridentctl install [flags]
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EAR

--autosupport-image string : AutoSupport BRI BESF %G (F8z%% [ NetApp / Trident
AutoSupport : <current-version> ] ) ©

--—autosupport-proxy string . FIREEX AutoSupport & RIFIERIMAE / im0 o
--enable-node-prep - EREMRL L ZEFTENEEGE o

--generate-custom-yaml : £ YAML XHMEEZEIMAR o

-h —-help : ZHEHAA o

--http-request-timeout : R Trident #£H3% REST API By HTTP ZRiabs (FEsR{E# 1m30s) ©
--image-registry string . REFMEEERRVAINE / EIHIE

--k8s-timeout duration : Fi& Kubernetes {EZERVERIAFR (785574 30 ER) o
-—kubelet-dir string : kubelet NEPARESRIELAIE (FBeR%A [ /var/lib/kubelet 1 ) o
--log-format string: Trident s2##&zL (text ~ json) (FE&& ltextl (XF) ) o
--node-prep . AJ:E Trident Z# Kubernetes SREREIRL « UFEAIEENERAF SRR E R SR
& o* BAl iscsi EM—ZEMNE *

‘--pv string ! Trident EFRRYEERR PV %48  SFHEEAEFE (FERA [Trident1 ) o

--pvc string : Trident {EFARELE PVC 418 ~ BEEAEFEE (FERM [ Tridenty ) o
--silence-autosupport : AEB#E AutoSupport EEEEFEHIEXE NetApp (FEER A true ) ©
--silent ! EREBEPEARSHEGL o

--trident-image string . EZEEM Trident B{G o

--—use-custom-yaml : FAZEBERPEFENEMIRE YAML X4 o

--use-ipvé6 - fEF IPv6 1T Trident 3&@&f ©

sCEk
£/ "logs FEAZHE Trident F!JENECEE ©
tridentctl logs [flags]

AR

-a >’ --archive : BIEESE BENLFREXXH (RIEBAEIEE) ©

-h’ --help : HiEER -

-1 --log string : ZREMM Trident HEES o EHP—{ERE Trident | auto| Trident BHEF | All (FBz%#4 B
1) o

--node string : BEREHUREERIRL Pod HESEY Kubernetes BiE454%E o

-p —-previous : EEULAIA Container BFINHE (MNREE) o

—-sidecars . ¥HY sidecar R2sVHzE ©

fFx
fEF “send & 21 Trident FXEIR o
tridentctl send [option]

JRIE

o

autosupport : # AutoSupport 8FHE X4 {HiXZE NetApp ©

FRiRR g

{8 “uninstall B2 2R fEERZ22E Trident o

tridentctl uninstall [flags]
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EAR

-h, --help : EIEEHR) -
--silent : FEHEHBERETZAAZEHEH T -

2k
£ "update' an < 1EEK Trident PRVER ©

tridentctl update [option]

BEIg
backend . 1E Trident FEHEBIF o

FEBIRARAS
£/ "update backend state' i L B = IRIERIRHIFE ©
tridentctl update backend state <backend-name> [flag]

RELTEMNER
* YN HEF TridentBackendConfig (tbc) EiIf&ls - AIMAFRIEZRE MBI backend. json ©

* MNRBTE tbe FRTE ~ Bl userstate BMAFEAMBTIMUIEN tridentct]l update backend state
<backend-name> --user-state suspended/normal °

* BEEEB tbe BRI Via tridentctl Z B EFEVSRE userState " WEE © “userState WERE tbc ¥
BREZIEAL o BERIUEASR AT " kubectl edit tbe © 'userState fH{IFER#E - {aILIER
“tridentctl update backend state'an < REE "userState B IHHY ©

(/7

* M tridentctl update backend state ¥ userState ° EHAILIEFf userState EMH
TridentBackendConfig f backend.json 8% S LEBRIENTETHVBRIC - MBI EZIEER
fE o
it

-h --help : RIRAAREHRAA
--user-state ! &4 suspended HEBIHIEE o R4 normal MUIMIERIRIEE o A

‘suspended -

* Addvolume # Import Volume BEEIF o

®* CloneVolume *» » ResizeVolume PublishVolume UnPublishVolume CreateSnapshot » »
GetSnapshot RestoreSnapshot ¥ » DeleteSnapshot RemoveVolume GetVolumeExternal »
ReconcileNodeAccess {RFFAIFIARRE ©

AT LAE R B ImAR REAE 2R e P BB (I 2R B #T R UmAREE userState TridentBackendConfig
backend.json o MEFFME * A2ME "EERIHIVEE" M "UKECBECVLH TR IHEIE" o

& -
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JSON
BB YT ERFEAEZREH userState backend. json :

1. #45%8 backend. json #EZ + userState IFHNMMERS EFEL ©
2. [FRAGTHENERNEREREHEMR tridentct]l backend update backend.json °

° &l * : tridentctl backend update -f /<path to backend JSON
file>/backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",

"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",
"userState": "suspended",

YAML

ERIUEERTLER tbc ZB4REEE kubectl edit <tbc-name> -n <namespace> °© NyEHIE
EREIEEMEBIRIREUE (S userState: suspended

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
svm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret

hRZs
{#H version HEAZZRFENFBITH Trident ARFZRVARZAS “tridentctl o

tridentctl version [flags]
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EAR

--client : ERAPLIRIRE (FEEMRRS) o
-h, --help : ARZSEREA o

SMEIETRIR

Tridentctl SZ3RFEML kubect! BISMIER o MIRIMIEX ZEERATBENRE [ <plugin> 1 BLE - Bl Tridentctl &
ERIMEER - B THEAMERAMMNT)E PATH IR “”%lﬂ’]ﬁﬂjéqﬂ FrEERZIAIMEFE N EBESTE tridentct]
RBARSMIMER BT o 5(E - SthE[ILTE enviornment &8 TRIDENTCTL_plugin_path F$5ESMIMER B H
PR EIES (fI90 : TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/) ° UISR{EMAILES - Al
tridenctl S BTEIEENERKHIELS o

EZ1T Trident
Trident 12ft—%4H Prometheus 512 imEh ~ ] AR EIE Trident A4HE ©

BE
4aEE

Trident JeHEBY st EFE GBI T FYIEIME ¢
* (R Trident B2 RAAEBRSEE o BILUIREEEMNMINZEE « UK S EEINTaipMR ERIREITE
il
c BERIREAEN - URERIE LA ENHIEERE - UKFIFERNERNEE
s MEET R IR ENHMIEEHEHIE -
* SBHERREE o IWAIUEE Trident BB IHEAMBPITIERFREMER] o
@ RIETESS ~ Trident WEEZ ABTHEMN /metrics BEEEEE F 8001 o Z8ETridentiF*T8
RO RELES -
CEBNER
* 224t Trident B Kubernetes #£& o

* Prometheus#{T{ERE o ERIURE "B EPrometheusBfE"sR » E 0] LUEIEHE Prometheus {EEET "[RAE
g o

FE2Q . E&FEPrometheusHiE
IRFELTE & Prometheus BAZ ~ LUKREEISIE ~ W EYE Trident BIEMVEIF ~ B EEERIET - 15 "2%

1" R BAUN A2 AL Trident £ Prometheus #1 Grafana ZR#RENETE o ZBEME ZEREBURITE Kubernetes &
LUESEEN R DEITT Prometheus ~ LUK HN{AI3E I ServiceMonitor 2REX4S Trident 512 ©

$ER2 . 7 Prometheus ServiceMonitor

EE(HMA Trident B2 - {8FE:ZET Prometheus ServiceMonitor ~ WESHE trident-csi RIS IEEIZIR i
B5 ‘metrics ° ServiceMonitor&3 580 R -
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s

It ServiceMonitor E & EHEERTSERIMNEE trident-csi » M4FRIZIX "metrics’ IRFZAVIHEL o FELE
Prometheus IR1E B & E 2 RR Trident BYFEIZ o

BR T FTEHZNE Trident BVSBYFEIRZSM ~ kibelet B EFEB B CHIIERInRG 2R AFETZ "kubelet_volume_*'15
R © Kubeletr{R (A RAFRMINNHERE « Pod R EBRIZRVEMAEIERMIE © 5520 "HiEiE" o

$EE3 . (EAHPromQLE TridentE=
PromQLEBEAMN E I ERRFE RS SR IEERNERT -

T —En] UERNPromQLES :

B8 TridentE 2 AR E
* 3RE Trident B HTTP 2XX [EfEB S LE

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Trident FEEAREEIER REST EIFEFLE

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* H Trident 31T 2 (EERITIGRERE (UZMRED)
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sum by (operation)

(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

EX18 Trident {EE &M
* EHVolumek/\*

trident volume allocated bytes/trident volume count

* BEZ IR &R VolumeZ= 4851+

sum (trident volume allocated bytes) by (backend uuid)

E{${E R VolumefEFR £
()  oARRREubeletE RS « A HEMILIAE -

* &{EVolumeIE FAZ=ERI B 2 EE*

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

BEf# Trident AutoSupport & |
RIETER « Trident @EEH P AT « #& Prometheus FSIZFE AR IRETEEZE NetApp ©
* HEZ1E Trident 153X Prometheus EEMEXBIGEFZE NetApp ~ :B1E Trident ZEERARIEHIE "--silence-

autosupport FEAZ o

* Trident AT LAEBAG B2 eCEREHEXE NetApp BEIEL$E tridentctl send autosupport ° [KEEHHE
Trident ZR_EfEHEECERE © TEIRRR B2 AT » [EEZIES NetApp
E’\Jhttps://www.netapp.com/company/IegaI/prlvacy policy/["BEFAREENER"A] ©

* BRIEB AR ~ [ Trident EXBAE 24 /\EHEEGEDEE ©

s (o] AR IS S E sC R R B R #EE --since o A/¥0 tridentctl send autosupport
--since=1h: ° ELEMGIHEALENT Trident FEMNBRUWEFNEX trident-autosupport © LAY
£ LS A 238R& "Trident AutoSupport BY" o

* Trident AutoSupport FAKE R EEHEAERIZR (PI) FEAE o BEMY "EULA" REAR Trident 28
MGAREH o AT LURABERE NetApp HER T2 EHSERIAGE "55i2EE" o

Trident XRBNEHEHIMNT -
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items:
- backendUUID: ff3852el-18a5-4df4-b2d3-£59f829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* WWEEEZEZENetAppHY TRRZ] 2L o AutoSupport AutoSupportil RIE(ERTAE B R RHF A 22
& ~ BRI LAEFALE *--image-registry FEAZ o

I EE L EE YamIFE 2R ER E Proxy URL o fERIAERAREIL YAML 828 ~ M TEAFE “--proxy-url' &

23H95 |4 "trident-autosupport 3K “trident-deployment.yaml 52 It “tridentctl install --generate-custom-yaml’
fE% o

{ZH Trident 3t=
E2E FHREN E2 - TEZELBET YAML (A --generate-custom-yaml " FEAE) ~ ZABINLAAR
B8 LIBPR " --metrics BesFrAUAMFEEZ trident-main °

FEFRZEE Trident
1 FESZ E P A% 4L Trident ABEIAV TS A SR AERRZ2EE Trident o

RIRERI(E

* MREFEEETAR ~ BKIERBEHFARRRA R TR Z BFFRREIBVHEER » (SEZMEFRLE Trident >
WAERZISERRTENREER A" - ERF _ [FR _ ERERFRENME—EZS X -

* BT AEAHRNEMRE « BIRRE Trident WA FTZER Trident FTEIZRY CRD SRR - MNRIEEET
EFF Trident REFFBEK « 528" T2 20 Trident 1R FTRE" ©

R Z Al

WMREE(ZF Kubernetes 25 ~ BIABSMIBRFRAER Trident I Volume BFERET « AR BIRIRE
2 o NIL PR RTEMIBRZ AT ~ RETE Kubernetes Efifs_E 224 PVC o

RERIGRRTT A
EREZE R RN AR RS Trident o TERRIGZE AN « SAHRICRARE Trident BIHRES o
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1. B “kubectl get pods -n trident 12 Pod e
° MRRLBEEF Pod ~ BIfEAZLE Trident tridentctl ©
° WIRAIRIEE Pod ~ A Trident 2fFEF Trident I2EEFENH A Helm 2%k o
2. NREIRIEE Pod ~ 55ER “kubectl describe tproc trident #|E 2 S E Helm &4 Trident ©
° MNRA Helm 12 « BIfEA Helm Z24% Trident ©
° YNRIZAE Helm 1R ~ BIEHEA Trident 3REEFEHZEE Trident ©

FRBS 24t Trident EE F L5

S UFEHER Helm fEBRLEE Trident BEFZLE o

PRIRZEFE LI

MNRICEREREFZE Trident ~ BRI UBIT Y EP—IESHERARFRZLEE ©
1. 43%8 TridentOrchestrator CR I8 E fEPR L EEFEAT

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

& “uninstall FEIZREA “true’BF ~ Trident I2{FE ZAEFRZE L Trident ~ BERZ#ER TridentOrchestrator Zs
5 o NRIEEBEENLETrident ~ :55IE TridentOrchestratorili 2 17 #HY Trident ©

2. Mif% TridentOrchestrator . BRI ERE Trident Y CR % TridentOrchestrator ™ I EISTIRE
SfERZEE Trident © IR{FEZRIERIRIALBZER Trident BEMBUHENE  MIPREEZIEBE
“TridentOrchestrator FFTIEILAY Trident Pod ©

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

FEPRZEE Helm &8

YNEREEA Helm 228 Trident ~ BJL{ERBIRALEE helm uninstall ©
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#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

EPRZEE tridentcetl

£ "uninstall P88 % “tridentct! #2BREA Trident MERAIFAEZ IR ~ 1B CRD FNAERAYIEBRSM -

./tridentctl uninstall -n <namespace>

252



Trident for Docker
2B Y Fo R R

WA E T RE KRR EVERERRE SORMFM ~ A HEEE Trident ©

3

PASS

l%ﬁ 2 X
* BRRIEHEEB R SRAE TR -

s MR LM DockerhR AN 1% o UNR Docker hRZASERF « "Zitof B "

‘I:III

(]

docker --version

* FESE L BEREW R EEAIRE SR EM o

NFST A

ERFERANSTREZENFSTA -

RHEL 8.X E

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D) 2ENFSTAZ® - AEMABITEEE « LUBSISRIREHI

iSCSITH

ERBERARIEFER RIS RLEISCSITA -

ERRREENRE -
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RHEL 814 £
1. ZRTINRGEN

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

N

. ¥ &Eiscsite-initier-utilshk 4~ & 236.6.0.874-2.el7e{ EHTHR S ©

rpom -gq iscsi-initiator-utils

3. RiFHRATFH

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. RS ERK:
sudo mpathconf --enable --with multipathd y --find multipaths n
(D FE{R etc/multipath.conf & “find_multipaths no 7 “defaults™ & ©

S. FERE ‘iscsid' A “multipathd IEFEHT :

sudo systemctl enable --now iscsid multipathd

6. BHEMZEE iscsi -

sudo systemctl enable --now iscsi

Ubuntu
1. ZETIRREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. G B RRISCSIRRAEE 42.0.874-5ubuntu2 + 10 EHARAS (GEAREEEKR) 5(2.0.874-
7.1ubuntu6. 1 EFRRA CGERNER)
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dpkg -1 open-iscsi

3. RRHERATFE

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D HE{R etc/multipath.conf &8 “find_multipaths no 7 “defaults & ©

5. FERE “open-iscsi' BRI multipath-tools #1417 :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

NVMe TH
ERBERANEIEERAMIIGLRELE NVMe TA ©

* NVMe ZEE RHEL 9 S{E iR o

@ * {NR Kubernetes EIZEMIIZIOIRASAE ~ 8 NVMe EFEZAREHIZORIRES « EAIFEXA
fEA NVMe EHiGEIZEHIZ O RREEH A—1E o
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RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

ZRZE Trident
Trident for Docker AT E#ZE1E ALY NetApp #TFF S B Docker £RERME S - EXXHEN
Ti%?—?xlzéu‘?lJDockerI*%%E’Jﬁ%@ﬁﬁiﬁf)ﬁﬁﬂ%ﬁi’%ﬂ S MR HZEAE I ERRHIEE S F

|

Trident M2 EHITERS AT AR TR —ER X1 L #IT o SRIFIRERE SERFRANRFFEE « Yol g
§TDocker AR Fif (LA Mt TF 2 % ©

TEENEMR

2R EERSTRIRM - EICHEN SRR ZE - BlJRIAEIE Trident o

DockersEESMIER 572 (1.1/17.03hR B E#ThRZN)

FIsaZ Al

MR GBS 555 (ERA Trident pred Docker 1.3/17.03 ~ s5F54S(ZLE Trident 125 ~ 24
B EFEE Docker BE ~ BEMATEINIMER S X ©

1. BIEFrASITHRBRITERS :

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. EFEEIDocker ©

systemctl restart docker

3. FBEEE LB L% Docker Engine 17.03 (2#11.13) SEHARZ ©
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docker —--version

MREHINRASBIBE] > "L EMLE" o

1. BT ARSI HEE FYEEE ¢

° confiqg ! BREBXHHE config. json * BIEAILAEREMSTE » FEBRANXMHEIETE config &

18 o ABRERER N BN EMAABBEP  /etc/netappdvp ©
° log-level : 15€ Bt &4k Al(debug » info ™ warn ™ error fatal) o° FEER{EZ info°
° debug ! IEERE XA Bitsctk o TERERRR « IR Atrue ~ G EHRGCERER ©
I BIAERSHERIAIE ¢

sudo mkdir -p /etc/netappdvp

cat << EOF > /etc/netappdvp/config.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. FHEEIMNIEXRFENE Trident o sALLEEFERBIIMIETNRRZS ( xxx.xxx.x ) BUL <version> °

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FAMRMER Trident WREM R A HFIEHETRE ©
a. B %% MMirstVolumel B9Volume :

docker volume create -d netapp --name firstVolume
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b. A SIRIENRFRIITER Volume :

docker run --rm -it --volume-driver netapp --volume
secondVolume:/my vol alpine ash

c. #B&Volume TfirstVolume

docker volume rm firstVolume

BrAE (112ARHERIREA)

HIAZ Al
1. FEREEEBDocker 1.10 R FHARAS ©

docker --version
MREHRRABIEE ~ SFENLE ©
curl -fsSL https://get.docker.com/ | sh

RE "EREBEAKINIETEIT"
2. BREALNRFRENFSH/ISCSI ©

1. LR KB ENetApp Docker VolumedMitigs :
a. FEIREERARER .

wget
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar zxf trident-installer-24.10.0.tar.gz

b. B EBINKEHHNE :

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident
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C. EIAAREIERINIE -

sudo mkdir -p /etc/netappdvp

d. EBITAARERE :

cat << EOF > /etc/netappdvp/ontap-nas.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF
2. WETEMERMEIARER 2R « sSAEAFENAARIEREE) Trident 152 ©
sudo trident --config=/etc/netappdvp/ontap-nas.json

() moEER - BRI Volume SEBNERTARATES NetApp 1 ©

EEREN% « BalLUEADocker CLINTE R E I M EIEMIEE

3. #1irVolume :
docker volume create -d netapp --name trident 1

4. 1IRREh A 23FFECE Docker Volume :

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

5. #B&Docker Volume :

docker volume rm trident 1
docker volume rm trident 2

259



TE R ERENRTRLE) Trident

IXBILATE Git repo PIXEIRAREL R ARV FIE TTAES contrib/trident.service.example © HERE
RRHELERILE « 9T R3S 8

1. BIEREREIERANNME o
MRRITZERITERS - RIEERETERNME—RE -

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

N

AREEIER C #ERPA (F217) UNSRBEARBANAEBERRE (5917) -~ URBREHIRI °
- EEARMAUARREEE

w

systemctl daemon-reload

4. RRFRRTS o

LA EEREER ST RIERAIANBME /usr/1ib/systemd/system °

systemctl enable trident

o. ENEDARTS o

systemctl start trident

6. HRARARAE o

systemctl status trident

@ BEMERBEAIEZRT « 55317 systemctl daemon-reload &% ~ EEAESE o

FHAREEEERZ B Trident

R Z 2t FH4R Trident for Docker ~ MAEHE AP AR E ERIERE o EHARA
2 s BEE—ESEMEIR docker volume ™ F5AIMIER B S HEEERINBIT
MERRERNFE LR FHHER « HRIMMEXBRIITAL - EAZHIBERT » B2
ERYEE o
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4k
FBIT YT B LUFHEK Trident for Docker ©

1. 3| HIR A MRS

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

2. {=FsMIET

docker plugin disable -f netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£3%9a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FHRIMIET

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

@ 18.01 hREY Trident BXfXT nDVP o EFEZEIZRME A AR "netapp/ndvp-plugin™Zl
“netapp/trident-plugin” B o

4. RUASMIER

docker plugin enable netapp:latest
S. HESRSMIEE R ¢

docker plugin 1ls

ID NAME DESCRIPTION

ENABLED

7067£39a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. FERHEEAR :

261



docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

MREEWREERR Trident (20.10 ZAT) F4ARZE Trident 20.10 SHEHThRA ~ AIAE R EE A $85% © U
RHAEN « 7 AR - NRFLIER - LEZIFTFERIMNMNET « ABBIRIMIE

@ BEBEIREEINMIERESERZENER Trident IRZA © docker plugin install
netapp/trident-plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

bR Ze L
FHHIT YL ER ~ BRRZEE Trident for Docker ©

1. BIRIMNIE TR I A EAIHEERE o
2. {=RsMIET

docker plugin disable netapp:latest
docker plugin ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. BERIMIE

docker plugin rm netapp:latest

{5 Volume
IS LUERZEEMG S ~ TEERFSTE Trident EEEIFETNATE « BERREI ~ B LB IREEE

docker volume ©°

##3i7Volume

* ERERABEAARISEAHIREE :

docker volume create -d netapp —--name firstVolume
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s FHRSER Trident BITERE#EIL Volume :

docker volume create -d ntap bronze --name bronzeVolume

() mekisefmEE - JeEREnRANTERE -

* BRTERMIVolume X/ o SH2RI THIEEA ~ UEAEEIZNEIL20GIBHIRE !

docker volume create -d netapp --name my vol --opt size=20G

Volume X/NAB SEHENFRERT « WiIRAUEREM (/%0 : 10g ~ 20GB ~ 3TiB) ° 1%
KIEEEMEN ~ BIFERES G - K/NEfimRkmnAa2 (B ~ KiB ~ MIB » GiB ~ TiB)

10 (B~KB~MB GB *TB) WE -BHREEHEH2 (G=GB-T=TB+...) ¥
A o

#%P&Volume

* BFRVolumeL & R1ERE MDocker Volume—#x :

docker volume rm firstVolume

(D) R solidfire-san EEBYZSLHS - LIt BRIRIL EHHIRE o
FRHIT IS ERAFAR Trident for Docker ©
R E

M ontap-nas * ontap-san ™ ‘solidfire-san'# "gcp-cvs storage drivers B > Trident BRI #EEL% o T
“ontap-nas-flexgroup' 3% “ontap-nas-economy SRENFTETNFF « FZIREH o (CRBUIRERITMIEE - KREE

ERTAVIRR o
© IREHERE UG RIRE
docker volume inspect <volume name>

* WIRBRIVolume B ILFTRIVolume © EiF S ELFAIIRE :

docker volume create -d <driver name> --name <new name> -0
from=<source docker volume>

* RHRE LIRARRIREIAHIRE - EAERILAAVIRE :
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docker volume create -d <driver name> --name <new_name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>

il

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint"™: "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:00z2",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas —--name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

TFENSMER 2 ST YA RR &

NRBFEZEDE& « B Trident ZIEHIERRMR ~ IERILUERA Trident * only* FESMBRIMNEIERE (HH
B/ (BN : EEER Trident FEURIUER /dev/sdcl ERRH “extd) o
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EEENFE N ZE EAYVolumeiEIR

BEREFRINIZIVEE —EARER « BRI UERIHIRERHEE « UMBE]ER - 552
BT 75 ~ ABRRRE AL ISP E (7 R ARVER -

e @ B (PR AR RE LEIETEIF B E o 72 CLI R FHRERER FRMEIEN(E -0 - BB R Jsoni
AR FRE ©

EIRHVEERBECHONTAP

NFSFIiSCSIAVolume @I EIEFIE -

=g sREA
size VolumeBI A/ ~ T85& %A1 GIiB
spaceReserve B RALEHIRE « TARAEE °c BXRES none

(FEEEECE) M volume (REEBLE) o

snapshotPolicy EERREBIRAIREASPFIENE o TB5R{ES none ~ &
TAE BHAUIRE R EMIRE o BRIEEHNHES
IBEMLUER ~ TEIONTAP FREMRERGE T HE —
B%% TF8:%1 WIRER] ~ AREILLFRE/NMESN
B~ SRAMEFNSEMERER o AEREEETAIE
#rPRB &R ~ BInlREIREHERENER

.snapshot °

snapshotReserve EERRBRREREAMENEDL - FREARE
{8 ~ RRONTAP #1REEEEEsnapshotPolicy ~ ¥
HYsnapshotReserve (@E#A5%) - il
SRsnapshotPolicy 7 #& ~ BIIEZEEX0% ° R ATEABRERE
hAFREONTAP HIZ IBIEH s ETARR
BJsnapshotReserve(& « A LG E B{EFREONTAP
REZIRONTAP-NAS-EBIHREMZIRIEE ~ 1EAFME
IR TEE AR @RI IS o

splitOnClone EERVolumekf - ONTAP EZEXZILERELR
AN ERREARDEIFER o TARES false © 27
BERERENERES - RIFEEEUFRIEIRER
RREADEILK ~ ABAKISERIREHERERN
e o fIan ~ MR ZEBE R B e K2R - BF#7E
RASAMRLD ~ FItERIFIIEN D ENHE A ©
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IR

encryption

tieringPolicy

FHEEIEEARNFS * Only * :

IR

unixPermissions

snapshotDir

exportPolicy

securityStyle

THEMhEERZEARISCSI * -

BEIE
fileSystemType

spaceAllocation

#5)
2T
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=R EH

TEHrHARE & BB NetApp Volume Encryption ( NVE
) ; TASR#S false o WEMERE LR EUANVE
7 REfEFRItEIETE ©

WNRER A NAE ~ Bl Trident A2 E HIE(R
Volume #BAEEFE NAE o

MEFLEH  FF2H Trident Y1{AIEL NVE F NAE 5
FCZfE" : o

REZANERENDERE - EZREEREIEE

Bd (%) HEEBREZRRE -

55

EEEHIVolumeZs B BIREIRERTE o KTERL ~ HEIRARR
A~ UBFERTIE 0755 5/8E " ---rwxr-xr-x > i
‘root i AERE - XFHEFEAEEE -

ISR EA true AJZE . snapshot  fFENEZ
volume HIEFImEBEEIBELR - BR(ES false 3K
TERGEHEHZMNARE . snapshot c BLEME (
BINETAY MySQL BRER) TEB A REFRIZEREE

.snapshot °

REZANERENELRR - HRER default °

REANRFIEEENZ 2R c BRES unix &
WES unix M “mixede

=R EH

REANKREISCSIHIEERAIINERAR - TERES
extd c BREE ext3 ™~ extd M “xfseo

RHEEEE S false A Lun BIZEMDEINEE o T8
REA true s RNBHIREETEHEAREBEIEESRR
LUN SEXIETE AR « ONTAP 2B o IEEE

%EIEEONTAP ZERINAETE MR E L R B En[ol iz
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* #3710GiB Volume :

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

s [EARBEIL100GIBHIER !

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* BT BB HsetuidiITTHYMEEE -

docker volume create -d netapp --name demo -o unixPermissions=4755

&/\Wolume X/\A20MiB °

MRKRIEEIRRBRFE ~ BREBIFEAA none ~ Bl Trident 6 0% HIREREFES ©

* BIDRBRIRRA B ERBREHIREE :

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* BUAEREBRANEEE - UKk BTIREBRE10%NHEE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

--opt snapshotReserve=10

* B ABREBRAIN10%B:TIRBHRENHEEER

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* ERARBRAEZHEIRE « THEZONTAPHTERIREBRE CBEA5%)

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy
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Element&f&VolumeiEIs

TTEVEE ST AMEEERNRERE (QoS) RAIANME o BIMIRER « SR A5E B
MRE@AERARY QoS JRHI -0 type=service level ©

ERTERHIENERQOSIRFBEARNE—F - SBRUED—BLEE « WHEREPIEERABERNER/ )« &
RHMRUZIOPS °

Hith o RERSHAR @ B I BRI

#Ia 55 EA

size Volume BIA/)N ~ TE2E4 1GIB SRAERNIER ... T8
1EJ : { llsizeu : ll5Gll } o

blocksize fEF51284096 ~ TR 435128 AHRRIEE T8

=%BlockSizes °©

)
A 2B TFIQoSTE R AIAEREME
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

£ LatAERE R « JFIB=BRAER : 94k « IRBANER - BELBAESHE -

* $#3710GiB Gold Volume

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
* B 100GiBERAREFRE !

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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W EESCER

(R AR LU BN SR B © WIEE3TRA075 A B R BRITDockers NI B0 75 LTI P
R o

W ER SCER LUETTRREEHFAE

1. MREEREZZNEEIMNNENGE (REMEMS <) RHIT Trident docker plugin ~ FHIK TSGR

R

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

TRECEEREAIREZHASHEE - MREBTERS  eTUUARARHEE

2. EEZRAGERE « AR CRUARETERRIIMIE ¢

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

HE « EIMINENE KR « SERUBREESCERINGE

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

3. MRMIEEH LT EMERS « BIRIEEHABEPERGEE /var/log/netappdvp ° HE2RAE

fHECHE  5ATERE -debug MITHMIMENHIRFR o

—RRRERE AR LR
© FEREREBINMERASHES  SRMIERXEANGL - RESEERE - EOERRERBAIN

270

#METNR ~ AJREE AT TAS ¢

Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

ERTMIMMERNERIERE) - ZENRE « IMMERXNBUER FUMEEERINAEITEMA « Al B IS B KB DRI 6E
BEIRIRIRE o



* WNRTER PV BEEI D3 ERIRE ~ SAHE rpcbind BREWIEEHIT - FRIREXERRAIENES
BEREN  WRERS rpcbind IEEHUT o ERAIUMITHEFMAIZKIEE rpcbind ARFFAVIRRE

“systemctl status rpcbind°

EIEZ(E Trident #1TERE

B IR ERRFERZEREEFEAER - EEZETridentHITERE - ZEBITEEHRREE
AR ZMEIMAIETNAVEETE ~ SIE M EES Trident BFAYEEIE --volume-driver » BT
PR ERFE%E --alias ©

DockersEBESMIET (1.3/17.03hRELERTHRA) AL ER
1. BB E—(EEER RAAR RS RTIERE o

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2. REENSE _(ERITERS « 35N ERIRIRFAAREE o

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. BIHARE - i¥RIRIEEAREENLE

f5lgn ~ &=EVolume :

docker volume create -d gold --name ntapGold

fBIgn ~ FHHLEE4kVolume :

docker volume create -d silver --name ntapSilver

BROPER (1.12hRE0E R hRAS)
1. 5/ B5TRRENF2RIDLINF SR bbb iRt |

sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. {ERABTEHTZRIDLUISCSIHRERBIIMITER ¢
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sudo trident --volume-driver=netapp-san --config=/path/to/config

-iscsi.json

3. AEEREENANITEREE EDockeriiRE :

40 ~ HHNFS -

docker volume create -d netapp-nas --name my nfs vol

fIgn ~ HEtiscCsI ¢

docker volume create -d netapp-san --name my iscsi vol

{#TFAHRGEETR

A2 Trident 2HRE v FARYAR RS

s fEREETaRM

#Ia

version

storageDriverName

storagePrefix

limitVolumeSize

A (BFETER(E) AR “storagePrefix TR I

EE o

.EI'IT
ﬁ?

REIETEENE FANCFRA Trident 48RS o

=R
4HRERERRAS 4R 5T

HFRREE T\

Volume & TBHVEREHS - TARE :

netappdvp °

Volume K/ NAYEEEME R o A5 °

" (RIEFIIT)

)

ontap—-nas > » ontap-san
ontap-nas-economy
ontap-nas-flexgroup
solidfire-san

staging

10g

o {R¥ETESS « “solidfire-san EEENTZN & 28K

IEERRE ~ MAEARTER o HFERERRE R TenantldE TDocker Volume¥ifE « SiZEfE
FADockerhlr7s ~ ERENRZNEMMRIBLIBIEANBIEE R « UEE R SEEREARERRIER

TfER °

TR fERTARER « BRESERILAVolume 15

YNONTAP EWN{[:%
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TEELEETA o It size EIBB AN FAAIEH|2SEE! -
ETERVolume X/ NVEEH ~ 2R TThEEEARRE) —&f o



IR

size

ONTAP #HAE

=R EH

HbAIRE AYE A TR A/ © TR
1G

BT Lt ZIEARRKEZ 5b ~ (EFHONTAP FR&iRM T5IafE A -

IR

managementLIF

dataLIF

svm

username

password

aggregate

limitAggregateUsage

SR

IPIHEONTAP : &R LU E 284
1548 (FQDN) o

FE iR ELIFRIPALLE o

* ONTAP NAS EEFER * : &%
RIETE datalIF © YR FKIZ
ff ~ Trident 21 SVM #EENE
ElEd o AL EERINFS
HEEEN TR 2TE

(FQDN) -~ :BIEENBIRACE

BHIEDNS ~ LUEEZEERE
fhHRZ BER| B T -

(SANEEENTEZT - SR MIEEF
HRiSCSI) ONTAP o Trident 53"
B LUNS FEONTAP SRIEZ 12
L ERE T ERSERFTEERY iSCI &£
in o YNREAEER - MEELES
datalIF ©

EFRNREERES WRE
IBLIFREELIF ~ ANKE)

BRERTRBHERELE
BRERHEREHEN

BREIREEERNAggregate GER ;
MRBERE ~ Al ERIKESVM
) ° ¥ “ontap-nas-flexgroup ' 5&
2N - WEEEWRK o 15R4E
SVM HFr B & e ER & AR

FlexGroup Volume °

MREARFRUIEADLE - BIETE
A~ KB ERECE

il
10G

g
10.0.0.1

10.0.0.2

svm nfs

vsadmin

secret

aggrl

~J
ul
o°
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HIH 55 AA eyl

nfsMountOptions TRAMIEHINFSHMEEIE ; TE:8A [ -0 nfsvers=4
-o nfsver=3] ° * {ZFEMAI? “ontap-
nas'#1 “ontap-nas-economy EBENTE
N * o "FAR2REILLERNINFSEARRR
BHifl" o

igroupName Trident §LA netappdvp  BII&E netappdvp
BSEERE igroups°

* (£ ontap-san E&EHIER *

limitVolumeSize B ER R ARG K/ 3009
gtreesPerFlexvol BFlexVol [EiZ2&RZqtreeB ~ 8 300
ElWwZBA[50 ~ 300] ~ TARES
200 °

* H#1? “ontap-nas-economy E&Ef
27 IBEBE B EESIE
FlexVol B9 gtree IR AEE *

sanType * #3718 ontap-san BREIFEI o CiscsiWIRZEH
BEE “iscsi iSCSI
nvme NVMe / TCP 3 fcp
SCSI over Fibre Channel (
FC ) ©'FCP (SCSloverFC)
7 Trident 24.10 RRZASBYFZ AT THEETH

ake *
BE °

limitVolumePoolSize * ontap-san-economy ontap- 300g
san-economy {27 EFEEENTET ©
*7£ ONTAP ONTAP NAS &80
ONTAP SAN #£&7 BYERENFE TC AP PR
il FlexVol &)\ o

(ST B FRTRRIRIE « BHRTE/CHR T M EVolume LIS LIS |

JETE :RER i
spaceReserve ZEEREER ; none (FBRIECE) = volume (#H) none

snapshotPoli ZEfFEMAA Snapshot [RHI « F85%% none none
cy
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- o w1
snapshotRese Snapshot fREBZLE ~ T8R4 1 &% ONTAP f8&& 10

rve 1E

splitOnClone EIEARE « BERXERDIIKLTERE false false

encryption TErHERE & B F NetApp Volume Encryption (NVE ZEH
) A% false o AT HRE LIRENRANVE
7 BEfE AR tEEETE o

WMNRERIHEA NAE ~ Bl Trident A2 E RIE(R
Volume #&BAEEF NAE o

MEELZEN B2 Trident YI{AEL NVE F1 NAE %
FCZfE" : -

unixPermissi NAS ZEIBERANEMER NFS HERE « Fa# 777 777

ons

snapshotDir  FARTEENE#%EY NAS I8 . snapshot © ¥ NFSv3 B9 NFSv4 "false" 2
"true"

exportPolicy NFS EH/ERIGFEAR NAS I8 8584 default default

securitystyl NAS#EIE - AJZEXEACEHRINFS Volume © unix
e

NFS %38 mixed 'l “unix Z2EI o FERES

‘unix°
fileSystemTy SANEIER[ZEIZERZAMIBE « TBRS extd xfs
pe
tieringPolic EfFAMDERRA » FEER{EA none ; “snapshot-only’ none
y R ONTAP 9 AIBY SVM-DR #H&
BTt

‘ontap-nas M “ontap-san REIENEABE Docker Volume FBIL ONTAP FlexVol

o T IRBEREMMERZ1000f@Flexvols » BERZ12 ~ 000fEFlexvols ° ONTAPUIR AT
Docker Volume ERFESEZIEMREI B “ontap-nas HIY FlexvVols IHAYEMINZE (FIwN
Docker Volume fHARIREBAIER) - BHEXZEEN Nas BRAE

WMRICFEERM Docker HIEEHZ=1BiB FlexVol FREIFTAESMAVEZE « 551E1F “ontap-nas-economy 3, “ontap-
san-economy EEENFZ T o

It “ontap-nas-economy ERENE X Z7E B ENE IR FlexVols BRithH 217 Docker Volume 2 ONTAP gtree

o qtreeMIIBETEAE N AIBIRF - SEREMHERZAIE100 « 0001E « SEEERZAIE2 400 ~ 00018 - MiEss
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T BB INKE o Itk “ontap-nas-economy EEENFETN A2 & Docker Volume FBARIRIRSHIEH o

@ Docker swarm B RAZ#EIL “ontap-nas-economy BEBNTET ~ F% swarm R EEZEEEE 2
ThRRLR & 2L o

EEFNTZX T “ontap-san-economy £ BEEIER FlexVols FRERMH « #& Docker HEREE L2 ONTAP LUN
o fMtEFlexVol —2 ~ AR RBEREMR—ELUN ~ M EEASANTFE HIgHTIFHIET M o IRIEHERS
HARE ~ ONTAP SERERZ AT IR 163841ELUN o HEFEE R T A RILUN ~ ELbItERENF2 R 2 ;D ockerk
IREFMIREFES o

42 “ontap-nas-flexgroup BEBZE IS N B—HIREE HOTATEE « (EEATMAEU-HEEMIRN PB 8
[ o FlexGroupsfy—LEIRAR{E FAZEHIEHEAI / ML/ DL ~ Big DatafIDH7 ~ SREERRE « 3 « R EHEE
% o Trident B1E#E FlexGroup Volume B ~ EF15IKAS SVM MFTEE A © ZiETridentth B F5IE 2
Z FlexGroup

FEONTAP 9.2HRBY BB HThRZS
s BEASUREEF « FlexGroupsEZHENFS v3 o

B R R A SVMAI64ITTNF SV RIS
* &MY FlexGroup RR 8 / iR E K/NVTFPRZ 100GiB °
* FlexGroup HAIRE R ZIRMEEH o

FAE AR FlexGroups BY FlexGroups f1 TL{EE BB ~ 552/ "NetApp FlexGroup Volume SR{EEFHBMIE
AE{EfER"

EEER—ERIEPEUSERTIREMBE AR « (SR UEB#ITZ1E Docker Volume SMIERXNEITERS ~ HA
—{EfER ~ 3 ontap-nas-economy —fEfEH “ontap-nas°

Trident BYE:] ONTAP &t
o] LUE B RE Privileges 2K321. ONTAP 2EAE « B AT E[ER ONTAP BEIEE A EKHIT Trident
gﬂfﬁ o HIRTE Trident BiFAHRET O SEAZLTER - Trident EERAEEILA ONTAP ZEABKRMITIE

YOI Trident BT/ GBAGRARE « 200 Trident E3TAGELS o
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{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
-authmethod password -role <name of role in step 1\> -vserver <svm name\>
-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BAGHREEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

£ System Manager
7 ONTAP R BB EHHIT FFITER :

1. *@iuasTae !
a REAREEREIETAR - FENCEE>RE* °
() BEE SVM BREILBETAE « FEN * #1F8ME > #7F VM > > required svMRE >
FRERAE o
b. = * FRENARG * ENEFHEER (*—>*) °
C. 1£* At * TiEE +Add °
d. ERAGHRA - RABR—T #EFE" -
2. BABHEE Trdent FAE * | +7& 1" EAEEAR ) EELIITTIILSER
a. 7 * f£AE * MEMMERTR + ©
b. EENFRRMERAERE « ARE * A * W TR IERPENAS o
CHR—T If#FE*1 °

NFEFAEN  F2ETYER !

* "HNEIE ONTAP WBEETAR "I EEB:] A"
s "ERAEIERESE
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i3

EZHONTAP : IhAE4ARE

<code> ONTAP - A4k </code> EREIFZTLHY NFS i

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

<code> ONTAP NAS FlexGroup </code> EEEIFZ A NFS £l

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"
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<code> ONTAP NAS &5 8! </code> EEFNFZTAY NFS &34

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code> ONTAP £ </code> ERENTETAY iSCSI

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code> ONTAP SAN &% 8 </code> ERENFZ LAY NFS 37

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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R <code> ONTAP %! </code> ERENFETHI NVMe / TCP &34

"version": 1,

"backendName": "NVMeBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nvme",

"username" :"vsadmin"

"password": "password" 0
"sanType": "nvme",
"useREST": true

PR T 2IE4RBEE 29 ~ EElement$kBE (NetApp HCI / SolidFire) B « tha]{#i RS LEEEIE o

BEIE s EA #B11
Endpoint https : <login> : <password> : https://admin:admin@192.168.160.

<mvip> / json <element-version>  3/json-rpc/8.0
SVIP iISCSI IP{iitFNEZIR 10.0.0.7 : 3260

TenantName EFERAMSolidFireFfEE (MNER#XFR docker
B~ BEIL)

InitiatorIFace ﬂ%lSCSquLEﬁEﬁ?U%aF? 5/ THEEF «  default
AIEENE

Types QoS#RM AR TR

LegacyNamePrefix FHARARTridentZEERIEE c MNRE  netappdvp-

£/ 1.3.2 ZAIM Trident ARZs ~ i

FRIRAEH Volume BITH AR « Al
B TEILE ~ 7 REFEUER

Volume %875 /A HFERIE Volume

‘solidfire-san BEEIFERAZIE Docker swarm ©
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TTRRESHREEE A

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B0 el B LA PRl
TE+8HC Docker M8 Trident B ~ S EXEZEFMRHIBVEREE T ©

WERRF 4K Trident Docker VolumedMiZEI E20.10 % BT R « FENAHLRLK - BFR
G I AR B iREERR o

ESlES =i
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1. (=RAs5MEE -
docker plugin disable -f netapp:latest

2. TBRRIMHIE o

docker plugin rm -f netapp:latest
3. BRI BN BRI R IEIMIMER configo

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-all-permissions config=config.json

VolumeLiBREMNEBEE/D2{EAFTT ©

@ & =Dockerf FIRAIIRHE o AR IR S E—FohiBi#ES Windows BE o "5H2HEZR
25773" ©

Docker swarm E5FE(TH « AfjLE Trident T EFFREINRESEEEPZE
b o]

* Docker swarmB gif# HVolume%#& ~ MIEVolume IDAEME—EIVolumes# S o

* VolumeE R Z [ EX EswarmEE PRI SEELY o

* Volume SMIMETN (B335 Trident ) #47B7E swarm REHISEERRL LA BT © IS ONTAP BEER
I~ UK ontap-san BEENEINEVIEES N “ontap-nas  ELEEEM —RESNTEE LIRHIEENEIEN
Fik e

HERRERENRE ISR ERIFFNNERENTE « EREE-ERPBRUAEWIKRE - MAFEREN K
K1 BI40 ~ ElementBYINAE IR HIR & HEA EEATBEREID -

NetAppEmDockerE R HE ROER « ERBEMRKERIIR o

MREEENESFEEINEE « AIINRE _ENEEN— AR EESREERENIINEEME
[E « BINR 5 Z{EIHEEE o FlexGroup ONTAP FlexGroup FlexGroup FlexGroup

282


https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773
https://github.com/moby/moby/issues/25773

RIEBEHHENER

=iES
Z8%& Trident B ~ 55fEALLERY LAV ©

BEEHERHZER

"R EEEARNERERN ZEIRHEE LMo - RERILAMMERE o fli - EEGRTRNERKAEE
RESE NS — B RZERIER o Trident 7 Kubernetes 2 EFMFAE SR ZERMIEM PV BIR - At EEA
Privileges 12 FBIARFEIRE ©

ItE5h ~ #FEXTrident Pod A AE &R (5 B F INHEF R AP R M E MR E - FHURARRARENERAENEE
FEFARENEIAF I Trident¥) 4 E R FPod 2 & ©

e RECAR A 2R E PR B SR I T L =

Kubernetes A IIBLNAE « —BASE « MAEIRMSRAMMEISIRSIERRXNERERE o H#FRENG TEA
HEBAUSESRENAEN  BFRHRREREER  SERWERERERE o 15 « £/ HER"
PRFESERGEEEFRBERN A PVC ERNEB/IMEMBRABEER
ELERUSEGRENAEMKES  ERTSEHLEHNEREET A HERTROME - WBEMEA -
SRR N E AR o

fTFAERE

NetAppEmA &P EEREFTLEERBITHINE « BmREAEIESS AR R CNERE
U SRUFER ©

VAN BE
FERIEE

TridentFI#EACONTAP ERRE—EF SLLEMT A EBSMARARINES - FBEEETAK « BEEE
AREANEREEEKRIEX

TREZEREIREERENERREBHHE « UREFRERNERRE - & « CREBEZBEIRER
T~ RERRAREEHMOEE R « HEFENAXAERERFBRERES - URETCHERARANGFE -

R{EETEMIEONTAP Cloud Volumes ONTAP
BEfRELTEONTAP EA Cloud Volumes ONTAP TridentBYIHAEE R INEEM I R(EETRMUE ©

WUTEZZREONTAP LA ELIFE#AERNINGEIER « BEAE G HFETidentB R ENLIRE - 5E
IREHEEERMERTER IR

fEFATridentE AHISVM

HEERESE (SYM) FJFRBEONTAP REEREZTFE—ERR LHER - KSVMERARERRENAIZIKE
R~ WA ERAREEHMUERRFIERERE
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SVMEIEE LRG0 5% ©
* ERRABREPIRHEEESTIENTE - UKRBEEMIEE « ABIEESVMETE o
* EFHONTAP ZEINFEZIBH O CLI ~ ASVMEIZEEMNEIE T °
* EINFSERNE{LAEEAR o

ESEBERT « N EEPEZNNDNSH « T B7ERE Tridentfs ~ FEZEFADNSETE  EHBNHES)—LLDREE
B ~ BN AfE B4R & DR EBINFEAISVM-DR ©

i@~ B RRIFASVMREEB I HEZMNEIELIF - FELEZEFRERZE2HRAMEEENS X o ER
A ~ B LIF FERIEYE DNS FH » LURMHER AMEIEE "SVM-DR" ~ M EAC Trident —#EERS ©

FREHIERAVolume#

RIZFEEERAMERE T & ~ RAEIRERABVolume# © ONTAPEEZ R "NetApp Hardware Universe" WA BEAZLT
F4FETF BH ONTAP hrzs ~ UREERELINIRS] o EWGEE AR - ERREFERNMEZHHTrident ~ th & &
HETEREERKM -

Trident ontap-nas # “ontap-san SEEE X & A SERILA Kubernetes :54& Volume (PV) iEff
FlexVolume e It “ontap-nas-economy BE&IF2T0E 200 &B PV i —1E FlexVolume (AJEZETE 50 % 300 Zp

&) © “ontap-san-economy EEENFEILE 100 Zf PV I —1E FlexVolume (AIERTETE 50 El 200 Z /) - BE
BRTrident{t BREERA_LNFME R HHEE « [MREZIESVM LERERS] o el G < T BITIEBI(E -

vserver modify -vserver <svm name> -max-volumes <num of volumes>

B9{E “max-volumes B RIRIFFFE BV LEIRH MR -

s FEEDHAHVolumeZBEONTAP
* {BFEHBTE TridentyMERECE Mt FEBE XA VolumeEi2
* KubernetesfE X TEEA S FERMIFEHIEEH 2

It “max-volumes {E21E ONTAP & FFAEEIERL L « MIFE(ERI ONTAP Ei%i E « BB RRHERE o
EONTAP ~ ERIBESIBE —LEER ~ Al « R EREHRNEREEE I EESH BN EMERR,

S2BIONTAP 2R ~ LEIEER T£&E) &ZAIEH20001EFlexVolumes © B AVolumeH =4 12501 FIEE S
2 o B~ MRRE "EEE—EERIERE SVM ~ SiEEEAHE —EMISKNESRETERKE (A
g0~ ARAE) ~ A5 —(EERERAFIA Trident BEIRFCE Volume FIEHR - BRMTETIZEZA ~ AJiE

Z R ENREAYHLERE PRI max-volumes ~ EMF EERAZERR Trident MEMMBIRE(FE o G LIRERESE
AR E SRS TridentfEFARISVM « HERF « FEILBREEER -

PRI TridentFr 23 A Volume X /)y £ R
EERTEA A Trident BIZLRIHIEE A/ LR ~ 55 1imitvolumeSize EEFHBRE "backend.json©

BT 1T RS AV ER & A/ ~ ISt fEEZ & FAKubernetesIOAE o
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PRI Trident FREEIZAY FlexVols A/ R

EEH FlexVols IR AK/NEES AR ONTAP SAN £&7EAIF] ONTAP NAS &ZHEAEREIIZNMNER « :AfEA
limitVolumePoolSize "backend.json' E&EFHIZRE o

B ETridentEAEECHAP

TR AR RIRE ZTISECHAPRIEN 2 B IR EAE LB ES « WESVM_LEEIATridentBXFACHAP © £/
"useCHAP B Im#HREPRI S8 « Trident EEFA CHAP Bg5& ONTAP &i%AY iSCS| Z#R o

B {EFASVM QoS/RE!

EEFIONTAP EAZESVMHISVMBISQoSIRE! ~ [R&ITridentfr R EFTFEFRMIIOPSEE - EHBI "Tafsinz"
BRI HIA S BB RZ Trident SVM LMY T & E, o

1R B] LU 241 H ER P I SVMBYQoSIRE! © IONTAP ERHEEMEN « ;2R EHRRIEIHXHE o LUTEH)E
IZQoS/EH| « #&SVME] FBRY4EIOPSIRHIA5000 ©

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

LLESh ~ YNERONTAP EBVRR AT HBILEINAE ~ eI E B ERAQoS TR FRER SR ELIFEHNERIEE - AE
4 QoSEISVMEAKRE AR ©

AR ELFEHERMIOPSHERURNZEH - HPEE !

* FRREETNEMTEEH - MIREHMTEEHEKubemetesTPERR « FAESRMGEER « BRELT
FEHTERINREFREE

) %ﬁﬂmlfiﬁﬁgﬁﬁﬁﬁqﬁﬂﬁ o NRBEBRBFTHITSIOPSERNITFEH * EQoSRAIEERTREE
sATUAECIE ~ TESVME#RIEIKAIQoSIR RIS B FAA BEEc B4 SVMAVHRE H AMEERIIOPSE R - INRAE P —

o KBRS EERERXNIOPSERKS « AJft@AEMARETIEEEMN—KIE - MREEREE
A BAsEEEE BERINT BEERIERE{EVolume QoSEAY ©
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {#F3 ‘parameters.selector' L LUKS INZRE&EATFM o Flu0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. BB ELUKSERZIERIME o Flan :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

MR
LUKSHIZHARR & £ 757 FAONTAP B4R B RHM BRE i B2 B M e i o
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B EA LUKS Volume RV iIE4HRE

HEE A LUKS Volume ~ BWAZETEBImISE luksEncryption 4% (“true © luksEncryption EIEER
Trident BREEMA LUKS ( false) (true'HAME LUKS) > WNTFHIFRT o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

B EA LUKS Volume B PVC #HAE

EEFEEE A LUKS Volume - 3185185 trident .netapp.io/luksEncryption 4 true ™ MifE PVC
RE SRR LUKS BREFLER ~ MNAREHIFRR o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

TEELUKSHE R HE
] DAEEEL UK SIS R 2R DSl FE s R e s ©

@ ANSCEN  IRIFCERSZEEABREMMEIRE « RIBILZFAISI A - MRSENEMENEE
95\1’3 FEEAHEHIRE - MBBERRARIINE B EAFH o
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FAREETLE

MRS EHHILUKSEARIE 2 BB EMNPod ~ B E 34| UKSIERZIEEIR  BILHH Pod BF ~
Trident 2AFHAEE _ERY LUKS B2 IE B4 A ER D e RIS 81 TEEER

* MRHEFRE ERYERAZIS AR P ER DB ZB AT - iS4 o
* WNREEE ERVEMZSEE P ERPERZISAER « BIZZEEIE "previous-luks-passphrase’ 2# o

1. FRig node-publish-secret-name 0 ‘node-publish-secret-namespace StorageClass 2o

fuan

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR E SRR ERVIRA RS

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. BHHEFEEAILUKSIEE: « LUSEFBIFARIVEDS  FE{R "previous-luke-passphrase-name’ £ “previous-
luks-passphrase’ FcHTHYZREFERT ©
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. B FMIPod A E Volume ° 35 SRXENHEEFRER
S. FEERIEMTIEE iedd o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

+
i

QETEHIRE MR _EERIFRHVBRARER « 7 ShEiEmm s o

R

(D MR ELIMEZIEREEE ~ FlU0 luksPassphraseNames: ["B", "A"] ~ HEEARTE o KA1
FEEEFTRIPOd L E s STR hiEdd o

EFVolumelE 7

1R Bl LUTELUKSHINZ I Volume _EEX A VolumelE 7 ©

1. BYA "CSINodeExpandSecret THAEZZFT ( beta 1.25+) ol "Kubernetes 1.25 : & Secrets#ETEIELE
[[HYSCSI VolumelE7e" Fsf4E  5H52R o

2. #i8 node-expand-secret-name # ‘node-expand-secret-namespace StorageClass Z2& o §40
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

g:i:

EICRENR L RETFRTTR © kubelet@ i B E RISEE ERMERARENZL -

Kerberos #{THNZR

fEF3 Kerberos 143 _ENN% » (RIS HEE = E R FFRIFZMEREAME » FEitek
EENRENZ2ME -
Trident z3& ONTAP B9 Kerberos IR {EA#{FER

* * AEFRERE ONTAP * @ Trident T1BiE8 NFSv3 #1 NFSv4 E4R#1T Kerberos % » #& Red Hat OpenShift
#_E35F Kubernetes 2252 2R ERERE ONTAP WifR& o

ICRTLARIT ~ MIFR ~ SAZEAR/ ~ RER ~ 18R « MEEEERKREAER NFS MMERHEIRE o

EFAREFERER ONTAP HARE&E KR E1T47 L Kerberos %
SR TEE E S E B AIPEE ONTAP (#17R IR 2 IR M= L EUA Kerberos 1% ©

() PoBEE0E ONTAP (E7E/IHH9 NFS S Kerberos INBHESZIEER ontap-nas 7FEERNTZT: o

FsaZ A
* SAMEEERLIER tridentctl AR
* BRICAE ONTAP FEFERIEHNEIESFEE -
* BRIEHERE ONTAP #ER IR AR E L TE o

* AT EEEET ONTAP #1E VM ~ U218 NFS HAFE &R Kerberos &R o s582 ) "TERILIF_EEL
FKerberos" LUEVEIET

* SEMEE S Kerberos NIZRVE(T NFSv4 AR EEE IEFERE © 552 R NetApp NFSv4 Aaisi4HRE—&R
(13 ) "NetApp NFSv4 IR EETIER" o
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HIEEIECL ONTAP EEHIRAY

CEERRAFIEEIRAM ONTAP BEHRR] « SEZHBELRE - LUZHE ONTAP #7F VM R &ERY
Kerberos N ~ LAz 82 _EifF Kubernetes SR H FARY(E ] ONTAP FERR(&E o TS Y 6E B /R B R A S (S i L 89
BE R A EE & T HFEEEA I E MEZEHERR -

EFEEHIRE
{5 NFS ~ NFSv3 1 NFSv4 ZEGE IR ER L EELHRE) o

FEGHAER

RE] UIRIES R ERER ~ 38E Kerberos MBN={ERRHREZ— :
* * Kerberos 5* - (E&zZEANNZR)
* * Kerberos 5i* - (B0 #A{REMNEEEINZ)
* * Kerberos 5p* - (B4 :# 7 BEARENERTENS)

B ERFEEPRIRERE ONTAP EEHRRIFRAN o FU0 ~ tNRFEAFEF Kerberos 5i # Kerberos 5p IE R
B NFS HIEE  AFERATIERRE -

E=pid] MESETFEY SEEY | B AFEUE FBARfER & FEE
UNIX [&50::! BEEA =)
Kerberos 5i S EE BB BERA
Kerberos 5p BEEA BEEA BEEA

HSBITHI A - BRI ONTAP FELh ERAUHIEE L RAARA) -
R B RAY

AR A"

R

R UL S Kerberos TNZEIDIAERY Trident {#TF B ImARAE o

REFEIET1E
EICEEIIRTE Kerberos MR H#IZ R IRAHASIERF « RJLUFER RIS Kerberos MMZM=ERRRAZ—

spec.nfsMountOptions -

* spec.nfsMountOptions: sec=krb5 (BB EEN=R)
* spec.nfsMountOptions: sec=krb5i (B HAIRENEEEENE)
* spec.nfsMountOptions: sec=krb5p (B p BAREFAREEAYEREE EANN )
RIEE—1E Kerberos B4R - MNREEBEFERIEE Z1E Kerberos MNFEBAR ~ IR SERHE—ERZEE -

1. FREREL « A TIEARLBFRIFERIESR - UEIRRINEMEAIEN <> PiE !
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BN fETFLERY
IRB] AR (77485 ~ LAEA Kerberos TN REC BT E ©

RIRER I
BRI EFENYHE « PIUER T2 « 57 Kerberos MFBN={ER B4 Z— mountoptions !



mountOptions: sec=krb5 (ER:HENNE)

* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)
mountOptions: sec=krb5p (B #5EEARENEEEMNE)

5 —1E Kerberos E4K ° QD%@T DYBEPISE ZE Kerberos MERE#R ~ MR EEAE—EHEE - IR
R S SRR P R M B R R TR BRI RIS R B RN ~ R BB -

1. {EALLTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. BRI fEFEER)

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
Bt & Volume

B REEFRIRNFEFERN 2% « CIRETLECE Volume © BRAREA » H2F "BCE Volume" °

&£ Azure NetApp Files H4IR & EEAR £ Kerberos 17
SR UTESE E SR B8 — Azure NetApp Files #1718 I%m3L Azure NetApp Files #FRIGHEREE 2 BHHEE
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2 _FEUA Kerberos H% o

FIdaZ Al
* RIS EEEE M Red Hat OpenShift #& _FE{A Trident ©
* SEEEEELIERE tridentctl AHER o

* RPN ERTBRFEPET - URRIEEZEHLT Azure NetApp Files #17&Im#1T Kerberos % "Zs
X#& Azure NetApp Files" °

* SRIEELMER Kerberos MIZBYE(R] NFSv4 HAIREEEIEFERIE © 552 KB NetApp NFSv4 A8igi 4B RE—&f
(35 13H) "NetApp NFSv4 o8Bl R (EEi5IEm" o

B EERR
ISR UL B E Kerberos MIZEINAERT Azure NetApp Files {#17#& Im4048 o

RIRERI(E
BRI RAFRIRERERRRTE Kerberos NEE ~ ERIMMMNER - WERHERETIIMERSERNERZ

* FRMEAN * FEFRIRER * spec. kerberos
* ERRAN * EREEER spec.storage.kerberos

ENTERERERTERALEE - SERFFENFNRERENREER -
FEE—EBHR ~ EEBEIUIEE Kerberos MEZN={ERRERAEZ— :

* kerberos: sec=krb5 (BRsEENNE)

* kerberos: sec=krb5i (B HAIRENEREEME)

* kerberos: sec=krb5p (&7 #AEEMIRENEREEME)

1. TEERE L RECREERFHAFRE (HEREERNERERER) BUE - €A TIEP—EHEH
B #FRIRAERRESR o UITIRIBMNEREAIEIN <> F8E :
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RFRIRE RS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

EREEE RS
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2.
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apiVersion: vl
kind:

metadata:

Secret

name: backend-tbc-secret

type:
stringData:
clientID:
clientSecret:

Opaque

<CLIENT ID>

apiVersion:
kind:
metadata:

backend-tbc

TridentBackendConfig

name:
spec:
1

storageDriverName:

version:

subscriptionID:
tenantID: <TENANT ID>
location:
servicelevel: Standard

networkFeatures:

Standard

<CLIENT SECRET>

trident.netapp.io/vl

azure-netapp-files
<SUBSCRIPTION ID>

<AZURE_REGION LOCATION>

capacityPools: <CAPACITY POOL>

resourceGroups:

netappAccounts:

virtualNetwork:

<SUBNET>
nfs

subnet:
nasType:
storage:
labels:
type:
kerberos:

encryption

credentials:

name:

7R

A

sec=krb5i #can be krbb5,

backend-tbc-secret

<RESOURCE_GROUP>
<NETAPP ACCOUNT>
<VIRTUAL NETWORK>

krb5i, or krbbp

EHEE—EP PRI AERRERBEII R |

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE



A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

e RvAE Ze2 bl
TERT LU S TR 4ER ~ LUER Kerberos MNZZRACBHIRE o

SR
1. EALL T EHIZIL StorageClass Kubernetes #14 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"

" "

trident.netapp.io/nasType: "nfs

selector: "type=encryption"

2. EIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HERE BEEILfAFLER

kubectl get sc -sc-nfs

TREZE AR TIMEREL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
BcE Volume

B EFRIRNFEEFER 2% « KIRETLECE Volume © BRIREA > 2R "ECE Volume" °
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{58 Trident Protect {REERRER
T f#2Trident Protect

NetApp Trident Protect 12 EE AN BRI EIEINGE > 1558 T HNetApp ONTAPREF &
4 F1NetApp Trident CSI {1 FESI BV A AREE Kubernetes FEFBTE N AYTHREF AT A

1% o Trident Protect fJ1E T BB AR EMAMIRIEN BRI CTEEHNEIE « REMER o
CIEFEBEE AP A CLI IRt BEEEINAE ©

ISR LUBIBIRII BT &R (CR) B {#EMA Trident Protect CLI ZR{# M Trident Protect {R:EMEATEL ©

B TRIE ?
AT LIS T 2 Trident Protect FYFERESESK » A HIEITZRE |

* "Trident{REE K"

Z&ETrident Protect

Trident{REEK

Bt AR CHETIRIE - EREXEE - ERAEXNREERSEEENLE o BEREN
hiﬁﬁ’é%ﬂ%*ﬂiﬂf‘ﬂndent Protect FYELEEK o

Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L EMBZRHY Kubernetes EmMER » B1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfR%% (EXX)
* Red Hat OpenShift
 SUSE Rancher

* VMware TanzuEa4AE
* _E¥Kubernetes

()  MRETident Protect {9 BREEEHITHIRREBSANRMD CRD o ERREMRE
3% > SR BT o

Trident Protect £7ZBIHERE
Trident Protect Z1B U T#1F&1R -

* Amazon FSX for NetApp ONTAP ZE &
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» Cloud Volumes ONTAP

* ONTAP f17FE51

* Google Cloud NetApp Volumes
» Azure NetApp Files

BRI REHATHIRR

s TRREIEEEEM NetApp FE1FRAE{ER Astra Trident 24.02 S E R4 (E:HfEMA Trident 24.10) o

° YN Astra Trident 5% 24.06.1 kR » B&stE £ NetApp SnapMirror SEEEIRIEINAE » BISEEFEEUE
Astra ZEHITEE REEERET ©

* BREHEA RN Astra ZEHIBEHTEIX (FAE% Astra Trident 24.06.1) ©

* FE{RICHER NetApp ONTAP #1F1&iR o

* RS ERTEMHEFITRUREER -

c Busta AR ERAERAREREXEN EEEENTMREARERHHAZER o Trident Protect R & A TEIL
ELMATER ; MREEBTERPIEE T AMEENGRRZER > BIRIERELN -

YT el == =
NAS BER=ES

Trident Protect Z#&¥} nas-economy HAIEEEITHEDFERIEE - BREIAZIERIRE « efEFSnapMirrortg sl
Z nas-economy W& o KEE LS Trident Protect —fE{FEHAYE{E nas-economy HiRE & B IREBEER o

HLREAEINE[ERA Snapshot BERHEIRERES - HNELREARER » THEET ONTAP #
FRHELAIT GRS » USRRBEER

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR A E(E NAS EERERENT Fla< » LUISEEBRYHERE UUID BXR » 2RR(A Snapshot Bk

<volume-UUID> :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ IEBI LA Trident BIRAHRSEIERES © 7 true WNEIRE AR AIREB R R
‘snapshotDir ° IREMNHIEEARAZHE o

{$F KubeVirt VM {FEB K|

Trident Protect 24.10 #1 24.10.1 & E S RATEREEITE KubeVirt VM _ERIFERIZ AT » 1TABFIARRE ° HR
EMERRZS > EE R U ERHRE IR FRARIE A S ERER R T REER
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¥ FrA Trident Protect hrZs » = ZE 7 OpenShift IRIEF YR SIS BEVRASINEE » EAJEEE
BT EREN MR EERER o fla0 :

®

oc adm policy add-scc-to-user privileged -z default -n

<application-namespace>

Trident Protect 24.10

Trident Protect 24.10 TEERMREFXEIIBA T HENE R KubeVirt VM EZRE R AR —EUEARRE o IR KAERE
F3Trident Protect 24.10 {RsE1GBY KubeVirt VM #3% » Bl EERITERHMREEEZRIFBRVBERAFRBVRES/
FRVRINAE o BRI UERIER R BIN —B0REE ©

SR AR E Trident Protect 24.10 2R EIRE FHRE(FEHIME VM ERRAMIVREEER o "SEEHEC" AR ER
Fa< .

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 & =k 4s

1 Trident Protect 24.10.1 KRZ<BH44 > Trident Protect @7 EFMREEXEAR BENRAAAR KubeVirt IEEZ
4 o WA LUEIRERU TSR BE TS !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirror £2E
NetApp SnapMirrora] E2Trident Protect $8ECER » BAMN TFIONTAPERRSZE :

* NetApp ASA

* NetApp AFF

* NetApp FAS

* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &

SnapMirror %5/ ONTAP H&EEK

NRITFTEER SnapMirror 85 > 5EFEFR ONTAP JEFT S FHIEK !
* * Astra Control Provisioner 8{Trident * : {EFHONTAP{EA & IHAYZE Kubernetes # &1 EH1E Kubernetes

=& A JBEFF{ETEAstra Control Provisioner ¢ Trident ° Trident Protect Sz1&{#FNetApp SnapMirrorifi]
EITERE > ZRMERUTRESER ZZINF#EFER

° ontap-nas
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° ontap-san

* CIREE T ERAERHREEHRY ONTAP SnapMirror FFFEIZ R X ZARIRFE R IRA B AVt ONTAP 25 LRI
FA o MNTEFHAE ~ 5528 "SnapMirrorfZEFZEONTAP" o

SnapMirror EEHNHEEE
MBCHEERHFERYS > FRRCHBEFE THER
© I SV UES ONTAP TFRBIERINETHSEE - MABHEEN - S HEusSVML S
B -
()  mRME ONTAP #& 2 RIS RRZ PRI SVM BIBRIE—H o

* Astra ZHIERIECERENEN Trident F1 SVM : #ERVIRIE SVM ABR] AR Bt EE ERY Astra 1IZHIE R
FCERETN I Trident ©
* STERIR | [8FEEETrident Protect PFTIEFIEIEONTAPEFR IR » LB ERRHE o

* NVMe over TCP : Trident Protect ~3Z1&{E A NVMe over TCP t#E B #TEE imAYNetApp SnapMirrori&
# o

FA SnapMirror 85 Trident / ONTAP #HAE

Trident Protect EXKIEEDRE — B Z K FREN B REE R RNHETFRIR - MRKREENBEREER -
ATERRESRNY  BRRARARXERERREARATENRHEFRIS

ZEEN 5 E Trident Protect
MR ICAIRIZERT S Trident Protect FIEK » IR AT LUKIR TP EE1E =5 %8 Trident
Protect o & AT LAIENetAppER{S Trident Protect » SRR EH CHFAANGEARFPZEE - IR
R E A FINE M > AL EIMRZEGREREER -
FERIEL T » Trident Protect URE R B BEIR G ] AEIR AT AVEMINetApp R IEZHIN L B L »
@ EIEEENSEREBERABEE - F512MAEEN © Trident Protect B4 H S HEXRELERIE

B4ENetApp © L8 Trident Protect B » ] LUBIEERILZIRBES - BoIUFENRE ES S
1ERRFSAR S "BERF o

Z#Trident Protect
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%tNetAppZZTrident Protect
1. #8Trident Helm {12 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. 228 Trident Protect CRD :

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

3. M Helm FEBLUTIES Z4ETrident Protect o fX& “<name_of cluster>" B A TBAE D ECLAEEY »
A FARE ﬁb%ﬁﬂ’]ﬁf]ﬁﬂ H%,..\ :

o IFEZ#E Trident Protect :

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect

o L& Trident Protect i £ B EH_LE/ITrident Protect AutoSupportziREfF :

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect

R NGEAZRZE Trident Protect

YNRITH Kubernetes sEEEHATFENEHGAE > ISR IR ARG BEZRE Trident Protect © 1E55 8656 »
AR PRV E B A TIRIERAEN

pg
1 R TAIRGRREH AL B - BHRC » ARREfEREIENAAE SR
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netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fugn

docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

2. #3ITrident Protect 24t & 2R -

kubectl create ns trident-protect

3. BEAEH !

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B AR AE SRRV S ¢

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. #T%Trident Helm {72 :
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helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —ERAMNXH protectValues. yaml ° sAFEfREFE 5L FTrident Protect 527E :

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. L4 Trident Protect CRD

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.1 --create-namespace —--namespace
trident-protect

8. {#F Helm FEBELU TS Z—% & Trident Protect © X% “<name_of cluster>" S8 LB DECAA RS »
G AR EE BV BR (D FIIRER -

o [EEZedtTrident Protect :

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect -f
protectValues.yaml

o L& Trident Protect i £ B E#_LETrident Protect AutoSupportziREF -
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helm install trident-protect netapp-trident-protect/trident-
protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect -f protectValues.yaml

}5E Trident Protect B 23& R IR

Z#ETrident Protect % > (R a] LUE R EHEIRIEE Trident Protect B2HIERIES! o 32 E B IRIEHI BT LAE
#lTrident Protect {E2 HiEREEFREZE o

1. B BAHIREZ resourcelimits. yaml ©

2. {REBERIRIRTRR > TEHEZEFIE A Trident Protect & 83 AV & RPRHEEIR o
LTS HERERRAANRE » T SSEERRHINTERE -

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

CpU. : mwn
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nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mn

cpu:
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:
ephemeralStorage: ""

3. EFEETHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>
--reuse-values

Z#Trident Protect CLI 3fH{4

T LUE A Trident Protect s 2% » B TridentBy—1{EH#EZE o “tridentct BRI
EdTrident Protect B &R (CR) BEIRIERRE °

Z#Trident Protect CLI {4

EEASLIABRENZA » MRALRELZRTAREFNEENHE L - RIFCHKSEERRZE x64 ¢ ARM
CPU » FEBETYIZER
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TEERAR Linux AMD64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

T Mac AMD64 CPU F5MiMER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

T# Mac ARM64 CPU y9MEFZT
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/
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3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

147 Trident CLI SMiMETEREA
CRTLAE A R SMEMETURRBATOBE - BT IMAME TN AERYSHARERER -

iu E]%
1. (EFREAThAEIG AR fEFRYER ¢

tridentctl-protect help

B2 BETR
L% Trident Protect CLI JMIMETNE » ERIUBF LSS RA BEMERINEE
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EXF Bash Shell BB &5/ IhAE
SER
1. FEEHIESHS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. ZXEEHPREIMBHUSSIESN

mkdir -p ~/.bash/completions

3. BT HMISSHEIZE "~/.bash/completions’ B# :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHTHIEE "~/ bashrc TEERPRIFESE !

source ~/.bash/completions/tridentctl-completion.bash

BiFE Z Shell BB EHSTRTNAE
1. THSEMIE<

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2. ZEEHBRPFRIUMBRUSSIESH

mkdir -p ~/.zsh/completions

3. B THMIELIERE ~/.zsh/completions’ B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. ETFINTHIEE "~/ zprofile’ = HEEPAIIEE !
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source ~/.zsh/completions/tridentctl-completion.zsh

4tem
THE A Shell B > &0 LU < BEISTRLIIAEE tridentctl-Protect SMIMEIBECEEA o

=IETrident Protect

E1ETrident Protect IZEFZEUZH

Trident Protect £ Kubernetes B9 & AERAIFEUEH] (RBAC) 128! o TERIBER T »
Trident Protect &ft—1{E# R T B R HBBINTERRIZIRS - MIREHAEBEE RS
FEREFHFENZEENRK > BT LUEHTrident Protect B9 RBAC THAE AR B FEAM Iz 5% &
TR %A = RIBVTEEY ©

EETEE—FEAIUENFELRTRAERPMEIR trident-protect » A UFEFAE Hithip B ZERFHE
%)g EEERHERMEARENERN  LREERIBINIGRZER » TS RMERERXMLESLmaET
EAR  RACREUUEERG 2 EMFEIEARENEREE CRS trident-protect ° KEEEREATRE

AR EFEPRUEAEAEHNEE CRS (REWZEEEEAAEAENAEN SR ERFRIEARENE
KEE CRS) o

QB EEETEFNABIFENTrdent Protect BE]BFRHR » HAREE !

* *AppVault* . FE#FEDEER
@ * AutoSupportBundle : IWESE « BeEAE MUK AT Trident Protect®i%
* * AutoSupportBundleSchedule* : EIEEERUINERFZ

RIEMUEEMERA RBAC KIRH ARG EESFEUERYM

Y17 RBAC SN{AIRSEE R sna EEFERIFAE N > 552 R "Kubernetes RBAC X" o
MEFARFS R A BIAERAER > 52/ "Kubernetes ARFSIRFA ST o

Ef : EEmAERENFIE

i - BAREEES 0 —MHIERFERE » UWh—BTHERE - KEEESRTN TIIF » MZBiL—
EIRIR » e TR2aEMTIHEES B REFIEMAS B EMNER

TE1  BUushZEZRUEISERENEIR
BiusaZEErRELUEES NN RER » LERYMIEHHAREIELEER

1. RIIRBHARE IR TR -
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

kubectl create ns engineering-ns

2. BITHHBHER IR -

kubectl create ns marketing-ns

DB 2  BIUMBIRBIRE - A ERREHPNERES)

TR NS AN R ERMBETERRBIRE > BERZASEEREFERILRFBIRS > UEHBELERTT
B2 EE—F DE Privileges ©

HER

1. BTEEARIRFERS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. ZITIHBHERIIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

T3 | AEENNRBIRA RIS
ARF5 IR A IS 2 A ZREEEE IRTS IR - MNRZEIAR » AT A RAMIPRA EREIL -

ﬁl‘ %%
1. B IERBIRPEILWE
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHIRFBIRPBRILWE

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

#E% 4 : 1L RoleBinding ¥4 > & ClusterRole ¥4 R4 =S ERVARFSIRS

Z#ETrident Protect FF & 27 —{EIFE5%HY ClusterRole ¥ o KR LUEBE I FMEFR RoleBinding #1141t

ClusterRole #B%E ZIARTEIRE ©

SR
1. #& ClusterRole B45E TIZIRTEIRE -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. # ClusterRole E4E E1TIHARFSIRS :
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

TS5 1 RIEER
AR ERZSIER -

TR
1. BRI REEREAUFRIEER :

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

2 BRTREMAERLEIITHER

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

HER 6 [ T H AppVault ¥HRI7ZEHE

engineering-ns:eng-user

engineering-ns

engineering-ns:eng-user

marketing-ns

EERTEMEERTE > AIMEHMIRE » REEESKER AppVault WHRNFEER T ERIERE -

TR

1. I EA AppVault FIINZ4ES YAML 1E2 » LURF(ERETFE AppVault BIERR © §I30 > F% CR #%

AppVault WEEER FHFEHE eng-user -
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. BUNERMAE CR > REEEESHMRENSRERTREERINFEE o flu
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EHM RoleBinding CR > ##ERB4EEFEAZE eng-user © HI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FESDHEPRIERE o
a. EFRENFRA s =R AppVault ¥4 &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEEZHLUTIIMEREL
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AHUBEEAERTREUSMIERER EEFE AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREZEEERLUTIIMEREL

yes

mR

TEARF AppVault #EIRAIEFE FEZAESEIRIERY AppVault ¥ RNITRRAENER SIEEE - MBS
FEGERan R EFLSMNVEREIR - HRILMMPIEEZFIHEIR

E 4 Trident Protect X1
Trident Protect fEE IR ERESIEL B S ¥INetAppZEEAMNEEMNRME » BIFARSE

IEREMERERNNES « 1I5EMREEN - MREEEIZZEHA > AIofUFRABTE
JR (CR) IEZE £ 6 FEZENetAppszHE431UL (NSS) ©
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M CR B iRARTF4AES
B ER
1. B B:TER (CR) #EEIMm% (FIU trident-protect-support-bundle.yaml) ©

2. RETIIEMK

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —B SIEALTE

° spec.triggerType : (_required ) RERINELZIREMN  ERHIEEL - IENEHESE
BFfA EF 12 B8 > UTC o TIRE(E -

* BHHE
* Ff
° SPEC.uploadEnabled : ( Optional) ¥#HIRERESEIRIGESELER & i$H EEZE NetApp
ZIEAAIL o WIRFKISTE » BIBRERE false o AJREME !
=1
5 (FER
° spec.daWindowStart : ( Optional) RFC 3339 S8BT F » IeEZBEHTFRESER

BYRE FERAIEH B RASRSR o MRAKISTE > AIFERR 24 /KAl o WRILUEENRFHRER 7 X
Al ©

YAML &4 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. ERLUEHEREBEAEZE 2% astra-support-bundle.yaml ~ :5EF CR :

kubectl apply -f trident-protect-support-bundle.yaml

fEF CLI B HIBRFEE
SER

1. B LERFEE » LIRBEEAEUERTAE o trigger-type REEGEIUAEY » BREUR
FIBURIHERZ » AIMARE "Manual '8 “Scheduled ° JEFRE&E 4 Manual °©

fgn
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tridentctl-protect create autosupportbundle <my bundle name>

-—trigger-type <trigger type>

F4RTrident{F:&
&) A& Trident Protect AR EISRFTRRZS » UZEZ#TNEEEE1EHEER ©
EEF4RTrident Protect » BT FH L ER o

TR
1. 83 Trident Helm {72 :

helm repo update

2. ##RkTrident Protect CRD

helm upgrade trident-protect-crds netapp-trident-protect/trident-

protect-crds --version 100.2410.1 --namespace trident-protect

3. F#RTrident{F:E :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2410.1 --namespace trident-protect

BEERREZERAREL

fE A Trident Protect AppVault {4 2R EIRFEIFIF o

Trident Protect FY{FE BT &R (CR) #8743 AppVault °© AppVault ¥4 2 #FRAVERREM
Kubernetes T{E/RIZZRT © AppVault CR B2 EEFRTEMREEE (FINfEHR ~ 1RER ~ EBR
EZFMSnapMirrorE8!) HFFERAMNERE - REEIES e ERRIEE o

SigELE AppVault & &4

TE# AppVault CR B » REREZNNARYE > A scFIHEERERENER - MEEDB RS N SRMEREEM
£ o UTERBERMEENGSIERELHES > FERESERMEEN AppVault EHREA

RASERIS A
R T 5 B AIRE L SETR IR R RN o
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Google Cloud

kubectl create secret generic <secret-name> --from-file=credentials
=<mycreds-file.json> -n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft Azure
kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

—f%S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> --from-literal=
accessKeylID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CR &3

CRILAEA T CR 86 > B EEZRIRAAERMEIL AppVault #1F
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

f£ATrident Protect CLI 237 AppVault FI&5HI

TRILUER T CLI 8p L 86 » RS EMH-EREIL AppVault CRS °
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Google Cloud

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> --account <account-

name> --bucket <bucket-name> --secret <secret-name>
—AS3
tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>
ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

{EF8 AppVault 2| E 231517 AppVault B
&R LAfEA Trident Protect CLI SMEENEEBRAZEE LI ITHY AppVault #HRIEH ©

TER
1. %48 AppVault ¥1HHIRZA :

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

° EhEEf) ¢
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (%) BEEESEERM AppVaultPath > :5#EAEES --show-paths ©

KA TETrident Protect helm REERIETE 7 EE L EE » RIEE—F|PEELBEA A o HI1 | --set

clusterName=productionl ©°

#%B& AppVault

& B LU BERS S B& AppVault #1145 o

@ fIE% AppVault #1142 A1 > 5E7#8F% finalizers AppVault CR FREVHEES o W1 RITS MY > BI6E
EEE AppVault BTREPRIFIERE R » UURBERINILER

Az Al
ERECEMREEFEARRETFETRNFRERRNED -
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£/ Kubernetes CLI #F% AppVault
1. #B& AppVault ¥4 > LLERBFRHY AppVault Y52 FBEL appvault name :

kubectl delete appvault <appvault name> -n trident-protect

fEF3 Trident Protect CLI fif% AppVault
1. %8Bk AppVault #1F » UEFBREY AppVault #42FBE appvault name :

tridentctl-protect delete appvault <appvault name> -n trident-
protect

{E A Trident Protect E&EEIEEARER

SR LGB BRI EATET CR FRFEIM AppVault CR REZEE A Trident Protect EIEHY
FERRER o

#37 AppVault CR
KT BT —E AppVault CR » % CR i HERRERHITE R REIR(ERER » 1A AppVault CR BER

LT Trident Protect BIEREE £ © AppVault CR B ERISEIRIERY ; BRI AppVault CR BIEEH » 52
: "AppVault BETER o "

EEEAEN

CEEFEREMFEATrident Protect BEIEMEEERER o KrILUEBFHEIIEHRER CR I EMATrident
Protect CLI REZEEIENEARER °
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trident-protect-appvault-custom-resources.html
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

f#F8 CR #EEARER
1. I BAEMRER CRIEE :

a. BiUHFTER (CR) #EZREIdm% (B maria-app.yaml) ©
b. FBETTIEBM :
* * metadata.name*: ( _required ) FEARRXBITERNERE - HEIRTGEENSLE > EafRE
EEFREEM CR IR FRRULE o

* * spec.includedNamespaces*: ( _required ) fERMREEIEE NG TRLERIEEEH
EXAERFIENGRER - ERAEXMZ RN ERILEEN—ZD o

YAML &E5 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: maria

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace

2. @iufEAREN CR UNEENIRIEZ%E » 5AER CR ° filtl :

kubectl apply -f maria-app.yaml

{5 CLI FigrEmiE=
SER

1. BUNWERRARIES  MIRIREANBKSERFRE o S UERLERDIRRYEE » a2
MERESERARENERT > LI L THIEFFARBYGIE :

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr
<cluster scoped resources to include> --namespace <my-app-namespace>

{E A Trident Protect {R:EfEATE

A LAE A B BN RE SRBS S BRI REE SR AR - BB RIRIRA 17 2R R Trident Protect &
EBWFrARARER °
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C) 1A AR TE Trident Protect £ ERMAEIERIARIREMBRIER R " T REZ RN E A Trident
Protect SR EIERHFREHIER"

BIIFERRR
oA ABER 2 AT R RR IRIR o
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f#F3 CR E1II{RR
B ER
1. B B5]ER (CR) #EEIL&HHA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —BSIESHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o

° spec.relaimersPolicy : ( Optional) EZEMIFRIRER CR > ERAREXHESHLEHERER &

REMERES » REEWH "Retain 2 MR - BRYEIS .
" Retain (F83%

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FIELUEHEREIEAEZR 2% trident-protect-snapshot-cr.yaml ;A= CR

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI Z171REE
WER
1. BIIRER » WUSIRIBRE B A 1SR R A91E o Flun -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIIpEEmD
AT LABE RS R 17 FEFRAER o
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f#F CR E1IIt&1p
B ER
1. B B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©
2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° SPEC.applicationRef : ( _required ) EFHHBIERATER Kubernetes & o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault %78 o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERMNBH IR - AIsENE (BDKN
®)

* Restic
* Kopia (F83%)
° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !
" Delete
* Retain (FER)

° Spec.snapshotRef : ( Optional) : BAREMRKIENIRERLTE - MRKREM > BEEILLENY
FIRER ©

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. ERLUEHEREIEAEZ 2% trident-protect-backup-cr.yaml A= CR

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI B3 D
1. B, » UIEIRIBENE EIESRRBYE - Flan -
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tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> -n
<application namespace>

BB REHHE

ReERBFIEEERMHFEZFEIRE « BHEWmE - UWFRERBREDR - KALUEES/ & - 8X - 8BNEA
BIIREBHNED A LIEEBRBNELRHE -
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£/ CR B HH2
TR
1. B BE5]ER (CR) #EEIL&HHA trident-protect-schedule-cr.yaml ©
2. EIEBIIBERP > RETHIEMYE
° * metadata.name*: ( _required ) LEEFTERENSHE ; ATHIRIEEEE—BSIENRLE

° *spec.dataMover * : ( Optional ) F& > f5HHERFEPIERMNBHIA - AIsENE (BDKN
®)

* Restic
" Kopia (F85%)
° SPEC.applicationRef . E{7 2 FEFFZTHY Kubernetes %78 ©
° spec.appVaultRef : ( _required ) FEEFHDABH AppVault &7 o
° *SPEC.BackupRetention * : Z2REHHENHE - TRTRAEREILED ©
° *spec.snapshotRetention * | BE{REHIRBH - TRTRAEEILIETIRE o
° * spec.granularity*: F{THFZAVSRE o PIRERVE ~ UM ERIAERARNL
* hourly (EREIEE spec.minute)
" daily (EREIEFE spec.minute # spec.hour)
" weekly (BERETIEE spec.minute, spec.hour? 0 spec.dayOfWeek)
* monthly (EXR{EIEE spec.minute, spec.hour ’ M spec.dayOfMonth)

° spec.dayOfMontth : ( Optional) HHZFEHITHIAMBEHRE (1-31) ° MRBAERS ~ BILEHE
i A% “monthly & o

° *spec.dayOfWeek * : (_Optional _) HHEEHITH—EPHN—XK (0-7) 07 WEXRRE
HAH - MNRBAERS ~ QI AY weekly 1E ©

° *spec.hour * : (_Optional _) HHEEHITHI—KPEI/NEF (0-23) o NRBAERER
» Bt FEE B MEFES daily weekly monthly ©

crHEROE T (_ER ) PRERRITRVNE (0-59) £iE - MIRBAERER ~ ~ 3 At
FEREBWIAEFEL hourly daily weekly monthly ©
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3. FIELUEHEREIEAEZR 2% trident-protect-schedule-cr.yaml

kubectl apply -f trident-protect-schedule-cr.yaml

apiVersion: protect.trident.netapp
kind: Schedule
metadata:

namespace: my-app-namespace

name: my—-cr—name

spec:

dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"

dayOfwWeek: "O"

hour: "O"

minute: "O"

fEF3 CLI E1HkH2

1. BIREHE - LURIREMELTS HESRHRIE - fIin :

.lo/v1

mEMCR

1R B LA “tridentctl-protect create schedule --help 2GR L Ep < BIsE AR AAE A ©

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup

-retention <how many backups to retain> --data-mover

<kopia or restic> --day-of-month <day of month to run schedule>

--day-of-week <day of month to run schedule> --granularity

<frequency to run> --hour <hour of day to run> --minute

<minute of hour to run> --recurrence-rule <recurrence> --snapshot

TIBRIRAR

PR B R ENFHZ NPT IR

-retention <how many snapshots to retain> -n <application namespace>
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FER
1. #BREAREFMERANY Snapshot CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MFFTBREZNFHERERRED -

&“%
1. BIREBHIERRBIER CR !

kubectl delete backup <backup name> -n my-app-namespace

BEBDEREIIRE
TRILME RS LRI EIEEETT » BT ERMBVBD RIS

rm

1. EA T3 < P REUE D EEAIRAS » LURIRPIE RS IEIRPRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 182 (anf) 1EENEHEER

WMNREE L4 Trident Protect > BIFI LA E azure-netapp-files #7485 BE#E Trident 24.06 Z B IIM#T1FE
IHEYFRENE ZE BB FERTNEE o LEThAEEAN NFSv4 % > I EA S AR SMHRIEEINER] o

B2l
SRR TIEE

* 8B %% Trident Protect ©
* B 7E Trident Protecth & 7T —EEARER - EERHILTEZ A > EBREXHNRENERZ EIRS o
- 7B azure-netapp-files EIE AR ImTERGEFER o
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FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -

a. $HHEEL NetApp 1ER AR H HEREIIERR PV » BUAREEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
SNRARERAIREREER » Trident Protect iHEIZE REHINAE - RN EERMERTERGATEMF
MZER - EEREIBER T » SAEEAEDA B SRERRE I AR EH R IR E X/ EFERI RN E o

LS

%E&Eﬂﬁ%iﬁeiﬁﬁﬁﬁ%ﬁﬂﬂrident Protect ETHMHMIER - & PVC th Al HEMERARLAREHNE

{E A Trident Protect 1EFEATE

{EATLUE R Trident Protect {ERIASUEA FIB/CHAEFIRZR, - IS MEFBRZSUBIRBIFI—3¢
65 - RARBIVGRETER -

@ ECEREARELR > SEAEARTENFAENTHONEHERAEN —EER - MREETER
B THE > AEEERFERESNIT

BRMA B FE RN ERAERENRE

FERMNAEREEENME - BRta A EMPERN R G MR 2 EMPRBM AN - SR
REp R EFPAEFERREEGER > TBREFENEAREEER » UNEKFGRERNE - REERE/
#han 2= ERIRB SRR S R A& -

MR E(EA RedHat OpenShift » FEFE%5EE OpenShift IRIEFap 2 ZERIEIEMIRAEIER - &

@ TR BRREEN Pod fT4& OpenShift 224 RARE| (SCC) FAERMEERERMZE
MEARRE > T EETRIRREIERN oI AR E o NFEEFAAEL » 58 "OpenShift Z2 4 RAPRFIS
28
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TR UEPITER AR EEE 2R > R E Kubernetes IRIFE S » LU E R BRIt s 2 R FRRE
53 RESTORE_SKIP NAMESPACE ANNOTATIONS ° ¥l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MR EEE Helm R T 3HKEEMRIZRE > --create-namespace BIE @ AT 415 % EB name 1ZH# - TERES
HPEEETZIEIZH > Trident Protect Eid bR EER T BEmAEM » BNRKFEmSEEHEEKEMRAZEBB
B > MEREFHABEmATHNE - MRILEEKFREHEEEACE » A EERNEIBEHRER
A MIEAIEE o

#5)

LT s RN B athan B =R - SEmREREAE N ENERNIRE - EIUEEFERR BNt RZE
BIBIREE » MU ERRMIRE A Bt a ERFRESER A

ERNBEBEFEZA
TRRBERWAHBEEEZRIRVEEFIRIRA B B9t an 4 2= RIARAS

GEEERA 2 T

BT/ nS-1 (& * annotation.one / #HE : T * IRIE = IEU1EE

) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=nS-1

R ns-2 (B * annotation.one / #8% : T true J * role = BFlE

s
) * annotation.the/key : [ FALSE |
BRIEEXZ %

TRMAERNBEBEHEE 2 REH B R ERIARE - REZRENIE > BHEER > name REHE
BN S Bt e Rz

Gz Tz *H

2™ nS-2 (B  * annotation.one / #4HE : T * NAME=nS-2

AYth) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : [ true J . IEE - FRER
* annotation.the/key : T FALSE | . role = BIE
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REHERERRN SRR
= & BackupRestore CR #H1EREIREBIdr % ZEfEKF » Trident Protect E1EMBYar % = RIHPERER

2y TRAERNEAEARI —ERAREN CR - AT RECERNERRER > JUEBIIBBFHMIRE > 5
HERETE o

@ RENEREAFHATRNAEGRZER » TAEEEAEGELHPHARBNER - 2E
RENPHRFREER > ARRLEENZLBReRER > S HHERENGRZER -
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fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. BN BINEZRD > RETHIBM
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appArchivePath : FEEEHD RS AppVault REREETE o ] LUER T3 <RSI

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o
° spec.namespaceMapping: #HERE{EEMN KR EMEHEE Bt 2o o MURIEFIER

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

> resourceFilter.resourceSelectionCriteria @ (E#&EFrZE) A "Include HE F T} "Exclude HERR
7£ resourceMatchers FEZRNE R o FiE T ERICE TESH - UEEEMALHIRNER ¢

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEITULMEY P EHRS
ErcE > efMELEEHEA OR /% > MEETE (B » B8 > k) AREAIZEEEZA AND
=

* resourceMatchers[].group : ( Optional) EERENEIREH
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setespR

* resourceMatchers[].cher : ( Optional ) EERERERIELE o
* resourceMatchers[].version : ( Optional) EEmEMNZERIRZS

fetespR

EEFE 2 B R Kubernetes metadata.name ##{iIFHY * resourceMatchers[].names* @ (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#9 * resourceMatchers[].names* : (
Optional ) #n%AZEfE] o

* BJRRY Kubernetes metadata.name H{iIHEY *resourceMatchers[].labelSelectors * : (
Optional ) Label ZEENE3F & » WIHFTEZ "Kubernetes X" o BN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. IEIRLUEREMEIEAEZE Z% trident-protect-backup-restore-cr.yaml * :5EH CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. BRBHEREFERNSLRER > LIRIEPHEREIEINFEIE © It namespace-mapping " 5| ¥ &M
LESRAIRAa R - DR TR kiR A R = IEFERY B Rt a4 22/

“sourcel:destl, source2:dest?2 o a0 :

tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>
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REnERERRG R ZER
TR BRI B ERER A R ZER o
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fEFA CR
HER
1. B B5]ER (CR) #EEILHHA trident-protect-backup-ipr-cr.yaml ©

2. EITEIAMERF > RETHIEM

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEEE —HSIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3t < RS IULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UL HHFRLCH
BERBNER

> resourceFilter.resourceSelectionCriteria : (EFEFrE) £/ "Include i E1 S S, "Exclude kR
7E resourceMatchers HEZMER c ML T EBEREETEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YR EIELLPES P E &R S
ErcE > efELEEHE% OR /% » mEEE (Bl > B > IkEx) AMIREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREAE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) BEREMNERRAS o

* BEFIEZ EIRA Kubernetes metadata.name ##{I5#9 * resourceMatchers[].names* : (
Optional ) %78 o

+ EffEE 2 BIRH Kubernetes metadata.name #iIH#Y * resourceMatchers[].names* © (
Optional ) %4 ZEfE o

* BJRH Kubernetes metadata.name ##{iiHHHY *resourceMatchers|].labelSelectors * © (
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Optional ) Label 3EEXZZF & » WARFFE R "KubernetesSX 4" o i

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FIELERMEIEAEZE 2% trident-protect-backup-ipr-cr.yaml * :58H CR :

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFCLI
SER

1. BEGEREREHRZER » LIRIEPHEREAIENRRE o backup 5| EERNRIBERMER
LB INA  <namespace>/<name> © U0 :

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

HEHERETENZ=SE

MRFIRFEEZLERE » TEIUREHEREFRNEE
ez Al

FERTT S IS RIGH -
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* BiEEEE L% Trident Protect ©
* B EE N EREREFEEDIRREEEAER AppVault BIEFEERK o

TER
1. {E /A Trident Protect CLI JME# 2R 1% E B1Z% 5 Lk AppVault CR BIaT A :

tridentctl-protect get appvault --context <destination cluster name>

() mReEmtEs eERRERRABRNHZEE -

2. 1R BRI EMRAR A AppVault BB AR !

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

HUTULE S &R AppVault R ARER > BEHRIGES - BENEAENLE > HEBECHRER

o

° EhEEf) o

fomm - fomm - tomm - From e
o tomm - +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e s fomm - tomm - e
o fmmm e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault LIBFIRERTREAERNEREBMELE
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fEFA CR
1. BT B5]ER (CR) #ERI&H%E% trident- -protect-backup-restore-cr.yaml °
2. EITEIAEEF > RETIIBMY

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ gg%#iiﬁﬁﬁ BackupRestore CR » &R AP ER 2 Frififyan < RIGRED A
= °

° spec.namespaceMapping: &ER{EER KRR M EHEE BVt % 2o/ o LURIERAVE

BV my-source-namespace " # ‘my-destination-namespace °©

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. FIELAEHEREIEAEZR 2% trident-protect-backup-restore-cr.yaml * ;A= CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FRTYGSERERARER » BAERTHNENRRACIRIETINEN - hETRHES I BERUERS
PREVE B2 » SRR I E FE B IEFERY B pUsthan 2 22/ > #8102 sourcel:dest1 >
source2:dest2 ° 40 :
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tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

WRIRIERET R EM

Ol UEA B IER (CR) ERNRIRBREREE - ERIFENGRTHH IR FRHRZTRE o BEER
SnapshotRestore CR #RIBIZREIR R4 ZERRF » Trident Protect BEMIVGmAEBPEREEARER > I
AERNEARENELERRER CR - AT HRECERENERRER » JUERERMIIRE » B EFRET

£
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: (_required ) WEEFTE RN ; ATCHNIRIEEER — B SIER%TE
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PREFIREBABTRIERE o SR LUER T < RS HALEEE

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: #HEREEEN KRR ZEMEEE Bt Zer o MURIEFIE

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE

sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

> resourceFilter.resourceSelectionCriteria @ (E#&EFrZE) A "Include HE F T} "Exclude HERR
7£ resourceMatchers FEZRNE R o FiE T ERICE TESH - UEEEMALHIRNER ¢

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEITULMEY P EHRS
ErcE > efMELEEHEA OR /% > MEETE (B » B8 > k) AREAIZEEEZA AND
=

* resourceMatchers[].group : ( Optional) EERENEIREH
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4. £

fERAC

* resourceMatchers[]l.cher : ( Optional) BEEHEERERESE o
* resourceMatchers[].version : ( Optional) EEmEMNZERIRZS

fetespR

« EfFE 2 BIRM Kubernetes metadata.name #iIH Y * resourceMatchers[].names* :

Optional ) %78 o

* BEFIEZ EIRH Kubernetes metadata.name {15 HY * resourceMatchers[].names* :

Optional ) #n%AZEfE] o

* BRHY Kubernetes metadata.name #ii18Y *resourceMatchers|].labelSelectors * :

Optional ) Label EEEXZ3F & » WIFRFREFE "KubernetesSZ 4" o iUl

"trident.netapp.io/os=linux" . °
flgn :
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
CLUEEREIEANER 218 trident-protect-snapshot-restore-cr.yaml

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

LI

1. BRBEREAENSRER > MIRIRPHEREA S ERPRE °

° snapshot " 5|#EARANGAEMAIRIELTE <namespace>/<name> °

smEMACR :

° Itk namespace-mapping SIEERUE RO PRV R ZER » LRI RIRm % TR EE ERRN

BHE 2 ZER " sourcel:destl, source2:dest?2 ©

fgn
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tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

RRIERERtadn 2 ZEE

R A BB IR IR R E R e en R ZEfE o
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fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFREBABSHERE o S UER TSRS H AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

> resourceFilter.resourceSelectionCriteria : (EFEEFFE) A "Include HE Z 5L "Exclude HEER
7E resourceMatchers FEZRNER o g FIEREETEZSH - UEEEMALBIENER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEIEULMEY P EHRS
ErcE > efELEEHEA OR /% > MEEE (Bl » B8 > k) AR ZEEEZA AND
=

* resourceMatchers[].group : ( Optional) EERERNEIREE o
* resourceMatchers[].cher : ( Optional ) BEEREERERESE o
* resourceMatchers[].version : ( Optional ) EEmEMNZERIRZS

+ EffEE 2 BIRH Kubernetes metadata.name ##iIA Y * resourceMatchers[].names* © (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (
Optional ) #n%aZEfE] o

* BJER Kubernetes metadata.name I FY *resourceMatchers[].labelSelectors * © (
Optional ) Label ZEEXZ3F & » WARFREFE "KubernetesSZ 14" o Ul

"trident.netapp.io/os=linux" . °
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fgn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. IERLUEREREIEAEZE Z% trident-protect-snapshot-ipr-cr.yaml ~:5E&H CR

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEFACLI
WER
1. BRBERERBGRZEM » LUIRIEDHE ARG IERPE o 590 -

tridentctl-protect create snapshotinplacerestore <my restore name>

--snapshot <snapshot to restore> -n <application namespace>

BEZRFEIIRE
TAIUERGLIIRIEEEITH » ETHEBERMAVERIEEIRE o

ﬁl"g‘%

1. A T5 6 < A HREUEREEAIRES » LURIEHAVE B HERPAE ¢

kubectl get backuprestore -n <namespace name> <my restore cr name>
jsonpath="'{.status}"'
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fEFANetApp SnapMirrorflTrident Protect #E3ERTETR

fEATrident Protect > f&ALAF] FANetApp SnapMirrori fiTHIIERI S E RINEE » A& B RIFFE
FREAEEN—(EARERIGENES—(AFERRE  BEmetl—S=ERNEREEAEEE
2 e

BRMA BRI FERARN % ERERENRE

IRRNASBEELERE  Bite 2R SRR R R 2 R A SR - Gk
EfR R AR R » TESDEENEMERREE ARG TRIE - REEREMN
S 2R OB S R B (R R o

AR EER RedHat OpenShift » :5F5%45EE OpenShift IRIBEH a2 TRIFTBMIRARIER - &

@ TR BRERDN Pod 14 OpenShift Z24RARE| (SCC) FAEEMNBEEERMZE
M4RRS > TMEERHIRRERN I ZEREE o MNFTEHME > 55 "OpenShift Z2MEREPREISZ
H28 -

TRINERITE R B SEBEEE 2 Al » JeR7E Kubernetes IRIZEE » W RER Bt a =R P HFEs
72 RESTORE_SKIP NAMESPACE ANNOTATIONS ° f#l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKI P_NAMESPACE_ANNOTATIONS:<annotation_key_to_s kip_l> o <annotation_
key to skip 2>

MRIEEA Helm L8 T HEREMTERE » --create-namespace’ B » AT 45K EFB ‘name 12K - T8RS,
HPEEEFSIBIZS > Trident Protect S ILLIZEE R T BIZmA TR » BNRK RG-S BB EE IR % 2R
B > MEREFHABEmATHNE - MRILESAKREHGEBACER » g gEEREBEhaEER
A MEIEE o

5

LUT SR RN BaYthan B 2R - SEs R EREA R ENERNIRE - CIUEEFERRBMtaRZE
BIBVIREE » MUK ERRNREE Bt e R ERFRESSER A

BRABTIEBEFEZR
TRAPERN A HBE(FE 2 I HI AR B Bt an 2 ZERIAAAS -

CEE-RS RS T
BRZEM nS-1 (R * annotation.one / #4%85 : T . IBIE = FREX
5 updatedvalue J

» Compliance = HIPAA
* annotation.b2/key : T true J « NAME=nS-1
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CEEZES B3 EE

mRZER nS-2 (B * annotation.one / #%85§ . T true J * role = BRlE
S

) * annotation.the/key : T FALSE |

BRIEEZE

TRMAERABEBEIEEZ R EH B R ERARE - RETRENIE > BHEER > name REHE
EHMAURT S Bt an R ZEm

GEERRA Tz RE

fBZEMnS-2 (B * annotation.one / #485 : T * NAME=nS3-2

BYh) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J . IS - FRER
* annotation.the/key : T FALSE | * role = FEIE

@ TR AR E Trident Protect 7R ERHREIFEABRGMBRIERRR o "7 HEEZ RN (EA Trident
Protect SR EIERFRAEHIER"

REBBRAFI R TIIEIE !

* $#E#ETrident Protect $R1EE ARV IREBAVIER (BIEFEREEH Kubernetes BRI FERRER SEMIEE
RRERE & IRER) o
o EEIEETHE (813 Kubernetes B IR R ISEHMEER)

* BRERRIRIRAIRE

1. BRRHE LARIRRERFAREINEIL AppVault © REIEFHERTE > AEPRES" AppVault B5THE
R AR EERIRIE ¢
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEEM CR IERZ2HILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELEHMHEERRIES » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEBUENIEESTE o MAMNIERMNG R o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. BURIRREARERN CR !
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£ CR B ZKEEAER
a. B BTER (CR) ERLdh® (AW trident-protect-app-source.yaml) ©
- RE FIBIE

* * metadata.name*: ( _required ) FERTEXBFIE RIS o 550 MOEIENLTE » AAER
RAZFRERE M CR 2R S RMILE -

* * spec.includedNamespaces*: ( _required ) —#Har%ZCEIFIERAIEE - FFAMATEBTE

A BEE 3t 5 PR AR SR M) e R R RVEEE 0 LUSTE MRS v an R =R R EERNEIR - A
R R ZER AR IS —ERD -

* YAML* &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. ERLERAMEIEAERZ % trident-protect-app-source.yaml *iAEMH CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B K RERRER
a. By RFERERED o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. feth A LUSEM KRB FAZ RV IRER © ILIRERZ (R Bt £ FEMZTURVERE - (IRERIBILDER -
AIEESE T —EBFERREIIT » UERRRTAIIRE -
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f£F CR RIFRIR
a. BIURREARENERHE

. I B:TER (CR) HERism%® (Ml trident-protect-schedule.yaml) ©
i. RETFIBME -
* * metadata.name*: ( _required ) PHZBEFTERNLHE o

* spec.AppVaultRef : (_required _) IL{EXERERKIFEERTZINA AppVault
metadata.name i ©

* spec.ApplicationRef : ( _required ) ILEXBNERKFEEARER CRH
metadata.name &1 ©

* *spec.backupRetention * : ( _required ) UEHE{(IAMIEREA > BEXERSEO °
* spec.enabled : NEREF true °

* * spec.granularity*: 7B E 4 Custom ©

* spec.recurrenceRule : L UTC RREFN{BIREFREIEIREZRFBEER o

* *spec.snapshotRetention * : A/BRES 2 ©

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i EEERINEEAEZ 2% trident-protect-schedule.yaml ;A& CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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M CLI B IR
a. BIURIR - USRI BRI IERPRIE - A

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. TR EESE PR ETERIREE FERM AppVault CR MBI RFERTZR AppVault CR > Liep &%
FEBFEIN (B0 trident-protect-appvault-primary-destination.yaml) ©

5 EFCR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. ZBEREE FAVB MR AppVault < [REREEFHERTE » HERXPEIEES]" AppVault BET
BER"UNEEIIRR ¢

a. BV BFIER (CR) #ERIdhs (HU trident-protect-appvault-secondary-
destination.yaml) °

b. FRETFIBM
* * metadata.name*: ( _required ) AppVault B5TEREN%TE s MEIEENRE » AAERRAE
FRrERE M CR IERE2HILE o

* * spec.providerConfig*: ( _required ) fE7ZFRIEEMHERTZE AppVault FrERI4REE ° F5AREH
FER3883Z "bucketName FEMEMMNEFMER o A0 FEEIENE » AAESBEFIENEM
CRIEEZ2MRIEL1E - U5 AppVault CRS EIEMIHFERERIEEH] » 552" AppVault BETER" ©

* * spec.providerCredentials*: ( _required ) E#FEAISEIRMHEZE AppVault FiE 2 (EAIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
*key : (_required ) EfXFEZENTHNAERER
B L (LHE ) 23LRMENEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEUREEFTANTFIEE © *
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: ( _required _) RAERMEHEDIIAZR » HI40 NetApp ONTAP S3 » —fi% S3
> Google Cloud 3f Microsoft Azure ° RIAE(H :

= AWS

= Azure

= GCP

= generic-S3
= ONTAP S3
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= StorageGRID S3

C. EIEUEEMNEIEAEZRZ 2% trident-protect-appvault-secondary-destination.yaml
=== .
sAER CR :

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-hamespace

7. #37 AppMirrorRelationship CR #£22 :
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£/ CR ##1I AppMirrorRelationship
a. EIUBFTER (CR) #ERish% (B trident-protect-relationship.yaml) o

- RE FIBIE

* * metadata.name:* (WME) AppMirrorRelationship BT &R HE o

* * spec.destinationAppVaultRef*: ( _required ) ILEMBERSBHMESE FBRMERAIE
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXBEFEIRIFEEAIZEINA AppVault %75 o

* spec.sourceApplicationName : ( required ) ILENXBERESEEREEHAER CR BE
ENRIFEAEN S o

* spec.storageClassName : ( _required ) EIZFZEE FENRFERIMGTE o HFERNMNE
BEFBICRIRIEHER ONTAP #7F VM ©

* spec.recurrenceRule : L UTC BFEFI{EIRR B REIfRE&=FBEER o

YAML &4

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. ERLUERMMEIEAEREZE trident-protect-relationship.yaml > s5EH CR
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kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

£/ CLI £3Z AppMirrorRelationship
a. B EFR AppMirrorRelationship #4 > LIRIREFABUL A IESEHHIE © FI0 :

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. ( Optional ) HEETRRFHAIAREMARE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AHEPEEENMESE

£ Trident Protect > fXRTLARHE RV AENKEEB I BREE - ILBRSFILERAEG > MSEARNE
BiREE LR - IRKREE LREMAENIETETT > Trident Protect A E{ZILZEAREL o

1. BHEX AppMirrorRelationship CR &% (f5I#l trident-protect-relationship.yaml) > Mif *
spec.desiredState* F{EEE % Promoted ©

2. {#77 CRHEZE o
3. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Optional) TEAHEBEEARN _ LEIPIRIERIREDNE o
o. ( Optional ) HERTRRFHAIARREAAEE :

kubectl get amr -n my-app-namespace <relationship name> —-o=jsonpath

='{.status}' | Jjg
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ENRY RHEBEERMR

ENMES XSG EMBUERME - MITEMETFER > RIGRFEAREINASRTHHERER > MKE
AR EMITHRRERREA MR ENEEMERIEE

ISR S ERR B2 AT - I RNHEE FORERTRE -
()  rosemmrsA B ERRR N AER R EER o

1. B RIFREARILAIIRE o

2. 7R3 AppMirrorRelationship CR X4 (I trident-protect-relationship.yaml) * ZA%E#
spec.desiredState FIEE N Established ©

3. f#FZ CRIER -
4. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MNREEBMEE FRTEAFREIIZRFESHBBEARER » HREBK - EANEEREFERRE
KBBIHERR o

REEHRAT BHEZEERRE

ECREENRS AHEREERMEE - BRMEREASERCRRERARER - KESEMBE M - TRHEBE
HAfE S Bt R BRIV S E S RE TR o

1. MIFRERYA BRI EZEE Y AppMirrorRelationship CR ° E & EXEHMMEANR « IR BthEE FHiE
BEAREDR » A EHBR o

2. EAREAFRREHEBHEEREN CRIERE  LERTEESME

3. RS EZEE LR AppVault CRS HERAE ©

4. EEENEE LRTEDHG  REREHAME -
REERERNES M

EREERFEE > Trident Protect @R EAREABREBRAFRN - RRERBRORIERRH#TE
I o Trident Protect €fZILRFEARENILRELHEREIBRME - ARBHEEBIBRERARER

HEREERT » EEIRIFEM BB o

1. ZBIIRAEIRIR
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M CR BILRAMIRIR
a. FRRREAREINFRERIIBIE

b. 37 ShutdownSnapshot CR #£2£ :

i I BEIER (CR) HEEI&m% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBEREREERIEZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML &i5 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI ZEILRAEIRER
a. EIURAMIRER » LIRIREMBAIESRPBIE © FIan

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. IR > BUSIRIBHOIRES :
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. FATHe4 =4k * shutdownsnapshot .status.appArchivePath* BI{E > Wi iEERENEEB—ZD (Hh
8% basename ; B ERE—ERMMEZEBNFAFIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. QITRIEBE > HEMBEBEERIREE > WET TIIEE -

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

S WMITHHNRMEHEL TR ([MESEHED RIEREESRIEF] o
6. IEHBIRIRELE FEUBRERHE -
HR
HRREES » EItE 84 T5EHE .
s FRIAHKRFEATZR M Kubernetes BIREHEEVREE o
* MIBRFEAIEXAIKubernetes&E iR (REEPVCSHIPVs) -~ BNE]IEF{ZLERIEIRREFAFE AP ©
* & Pod itz % - EEERMIRE RBM S HEEIRAES
* SnapMirrorB &R - F B Rt E EHTFETES °
* FERTZTAY Kubernetes BRI ATIRIBER « WERRIAKRERRER L EEZEM Volume B ©
c EREUMERABEREIL
BEAREAREBEERIAFEEE
fEATrident Protect » ERJLUEBIUA T T BRFINEREERIEERBIR HEER] o FIRERBERSEN
T{ERAES > Trident Protect Ei{ERIFERRENETEE (BEFNREY) BRBKEEAIER > ARBREENS

[ o
HRFR BT AR EE B A RIARA « WH KR TS8R

* EAHIBEARRERLS
* RmEMETERRE

@ AEMPTEERNEMRSERE > BRAESRETAHEEEEFPRRABEENER

* REERAM o
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1. T REEMRS D HEREEREMRIDR
2. JTREEAREIERAEIPER

FFHE R R %

;&;EJLXB?EEHHUB%%’E%EQ% o BEMIREARENERAEE - SEEMEBINEARER > mEZBREEFH

1. fIB& AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EFE Trident Protect BSEATET

TAILGR BN RIRBEREREFRNVEREHFLERR - ERENEFER 2 MBEER
2T o

@ SEBERARNR > ZEAEARENAERTHONSHERAEN —ERHE - MRETER
‘oITHNG > AEEERFEREHNT ©

N EBIRIFE
AEHETNNENNTHRHMREBREE - ERIUBBCHENGEHRRERIE -

BRIF—EFE

LEREARIENIF—EEE - FREURRHHEDR > ARRKENERIFE—EEE -

1. T TIEP—IR
a. "EITIRER" o
b. "B I HR" o
2. ZR—EZE L - RERINZREBHFHHNE > FRIT FIIEP—IE :
a. "[ERIBERER" ©
b. "REFHRERER"

BRI TERE

EEBEARENENIRTENEE BITERERRE) » BAEREEELEIUEDR  ARBEOERIIRENE
£ o ;AR RBEIEEE LB L& Trident Protect ©

() mEnERETREEZ BERRERRE SnapMiror " -
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1. "ERITHR" o
2. BT EIERNEE LT O RN WS AppVault CR o
3. [E M E F I EIBEER 5 o

AR —ERFENBEES — (AR
ERILGRRIBERER RN BB E#EFLER - REAREAR—ERERBEERRRREFER
BN (HE25R CR BRI ZE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #EI&H%EA trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appArchivePath : 7 AppVault PREFIRBABHERE o e LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FARY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T ERELE TEZ2H - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIET | FEHS
EcE > efMELEEHEA OR /% > MEEE (B » B8 > IRE) AR ZEEE A AND

fE% o
* resourceMatchers[].group : ( Optional) EEHEREREH
* resourceMatchers[].cher : ( Optional) EEmEMERELE o

* resourceMatchers[].version : ( Optional) B &nERIERRZ

* BEFEZ EIRH Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* : (
Optional ) %78 o

* BEFIE 2 EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (
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Optional ) #n%4aZEfE o

* BERY Kubernetes metadata.name #{iiFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENAFF & » WIHFFTEZR "KubernetesSZ " o BN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£/ CLIZRIRER
TR
1. BRBIEREAENGRZER » LURIBEFE RS IERTHE -
° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping 5| BfERAUE RO RV RZER » MAETURIRIR i 2 = EH R E IEFER

Brthesa =M sourcel:destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>
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E1ETrident Protect #1781 F

HITHRBE—EBTHE - IRERESERAREINERMREEZE—RENIT - fI « 1
RICAEEHERARELN « KA UERARTHAREFRBEZANFFEERERS « LR
FRITABIEER S o WILFIHREAREN—HBIRER -

HUTH R
Trident Protect SZiR A T EBRITH FIRE » BURAIR EFIRVETTRIK

* [RERAD

* REER

* FREHEH

* win’

c BRE

© REBER
HITIER
HITERMREFRR - MITHMESH SRR TIIRREE

1. (EERA EEHR AT TH O SEEEN DB LT - CIUERER U AR TEEHEN BRI
i ~ BEEEZAINITEEHINIERFEAREHEERTE
MRBEA > MIGRERERGRE o "7 REZSRIEATrident Protect REERFREHIEE"
HITENREFE o
RENERRREEERRIGT FRRRE

HERNBRFRATHAMEEEENR SR LT - CAILRRERU KA TESHENEIREF
iy ~ BEFERIITEEHANIEF LA RENEARE °

o &>~ W DN

MRERUF—EFRENZERITHEY (FIIFRLIRR) -~ AEERESEHINANITIER - 78 - FEJREAH
HWHITIBF A TRE - HI0 - U REAMAEFRBEE IRAERRRITIER -

1. SITIRERAT M

2. REBEADERT

3. MITHRMATHS

4. JITHEO B

(D) DRESRAEERRRTTERRERRNERE o

FEXFERETRARITHEBIS B ZA « SBERETAIR o EeILU#EA kubecl exec'fi <

@ KR EMAGIESH - EENFEIRIEBETRBRITHAZE « sHAGEFEEREBED « LUE
FREM— - BeIUBEARENERNIEREHR TR « BERRBHED « ARASERRERS
IESEREIEIEZE o
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R BT TR AN EZ IR ER
REERAREARITHAR  FEETIIERE -

* MITIREAAERIESHERBITENE - SFZSRITHARIU2RERNIESH

* Trident Protect KT FEARIMZASLART AT shell AR ©

* 15LEANLEPRA96KB ©

* Trident Protect fFA #1178 F R EFMEAIRT SR IRE WL FERARIRE  HHERIEE -

MR ITHAYEE R TR FERATREARENNINGE - BItEEZ— 2R EEERTWT

@ HMYHITPRERERE o INRELAERRITH ARG HEMEIRERIEE « BEREUNTE « AINRME
PERIBIEEEERLR ~ MAFFHANIT - ERTHENRITHATERNEERZRRAFENE
SR °©

HITHRE SR

B ICHT IS AR E R A BV T SRS - (MR LU ERERER A TIE EITHM - B IEANIR TSRS - SN
REFRBAS LERBERASSRMEGNEAEIRAIFEER « BRESHSEMRGRERARENAR ()
YlElasticsearch) o EFiER Al RICR T RITHRES TR LSRR LHITHES « ER—EFRABREER - MRE
?ﬁ—iﬂﬁ%ﬁ’@@ﬁ%@ﬁﬁiﬁ%ﬁ EERERTRESNERFESER - SERTEMERZ A 10@ERF
EhiEas o

HIEEIHITHN R S ERIE R EAERR IR EETRIA S - BN FEASHRTAR » Tz aas L

BITHRAMBIRAS o @RSHERTTIVERERTTI 2 (RE2) 887% * & s M BB SBERHRE

ZRAVIBIEER © BRATrident Protect FEHITH FiEIRS FRMERK R EZNFAER - 552H HHAEE2
(RE2) SEAZIR" o

@ IR EH e R ER R EIRSIE EATHY - MATERIERFEZRIT - BERTERKIR
HEEMUNRTRNGRZER - Rl EREGRSERIEEREERMaRZER -
HITHREEES

#HiEsh "NetApp Verda GitHubE 22" TEZAPIFEATETN (U0 Apache Cassandra # Elasticsearch ) BYERE
1TEM o U E B - BENARBEECNETITHS °

BT HTHE
(GBI Trident Protect AREMIZREY BITHITHT - CREEEFEE « SESRM SRR SR TN
#0F o
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRLE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > i5HHITHIEEENFHARPITHIPEER - AJREME
-
* BhC

° spec.ACTION : (_required _) F& > RIHITIREMRRINGITE) » AR IEE N EAHITRE
BRI EREABTT o PIRE(E -

= Snapshot
10
- BEERE
° spec.enabled : ( Optional) FRRILHITHIEEZERARER « IRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 45 hook 5L HEAIF R o

 spec.timeout : ( Optional) —{HB(F > EEAFRITHMNITHRE (UDHHBD) © B\
B 1 5% > MBKRISE > TRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 53|805E > S LIAMITIHEREE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHEIRERCEHEE » SERHARBNI T
fhigtas - SENITHIRZOINIE 10 EEREESS o

° spec.matchingCriteria.type : ( Optional) B HITH0EFEIERMF R o AJRE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) HAHITHHEFRENFRIRAEER o

YAML &5 :
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER
1. B8 TN » LURIEE MBS IESRHE - Fli -
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

iP5 L3 Trident Protect
MRICER S BIRF R E T BRRE M » AISEEERFRTrident Protect 7o ©
EEPRTrident Protect » BT FHLEE o

WER
1. MIBRTrident Protect CR t£22 :

helm uninstall -n trident-protect trident-protect-crds

2. P& TridentfR:E :

helm uninstall -n trident-protect trident-protect

3. # P& Trident Protect 54250 ©

kubectl delete ns trident-protect
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2. BAE LR SR E G "NetApp2iE" o
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RO AT THR LTI ARFEE tridentctl logs -a ° BT HEERMAASPHEAIEEEERZ I » 55 Ekubeletst
#% ~ U2 ETKubernetesimBy it &R o EXf§Kubernetetst#kBVE R B iR IEKubernetes ZEE A KM B FIARE ©

MRBFEZREAINBENER ~ L EEHE ?

RN BRI RIEE "Trident Github" ~ MR * RFE* o

A TEMPARIR HIRAE ?
£ LR ILRIRE "Trident Github" o s5T544 MY _E E2RTREABRARVPR A L E B MM CER ©
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MREHEMARE « FHESNENK « FEBIKAFIRY Trident B¢ GitHub E2ZFIBAR" A"

ENREERAZIBEEET « Trident BHIAFEF « HEMAMRIE ?
FEAEMBIHIZEN tridentct]l update backend myBackend -f </path/to new backend.json>

-n trident o 7EEAIP ~ BULHEBRIHZLBE ~ I * /path/to new backend.json MIEMEIERHIERE
‘backend.json EXf{ ‘myBackend°

Trident $XZ/FAY Kubernetes 24 o YIS IELLRIRE ?
Trident 3%l Kubernetes EIELAYRIBEIR R MAE © 15 Al AERE A Kubernetes IV AEEE I RE S DNSFRE © 75

{EKubernetesEi%s_E#ITHI TridentEIBLEUH AR EE ~ AZERESN A TridentiEHIZS@EN « A BETE Tridentrh B SR 60
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YNRTrident PodE%38 ~ FFEXBERIF ?
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REBERMECETTIES - level=debug msqg MREREMEEE . /tridentctl logs -n
trident °

BEBE—ERE

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

EYENREIFTAE Trident Pod ~ AJSEREHFENRRE o KoIUEANEHHPH TF8R) HREEE—
“kubectl get pod -n trident 24 ©

$11 Trident 20.07 0 20.10 > 3&fEMA tprov K& “torce
EBlHelm—iEZ i

helm upgrade <name> trident-operator-21.07.l-custom.tgz --set
tridentDebug=true’

LEFHAR

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

* B UERRERFIMA - LEESER IRV ETEECER debugTraceFlags © Il ~ 7 Trident seEAE A
B1#E debugTraceFlags: {“api”:true, “method”:true,} LEE ar1 M5 EEEH - IRAMW
BIHAILL “debugTraceFlags fERERE “tridentctl backend update ©

* {3 RedHat CoreOS B¥ ~ 55F&E iscsid' B L{EEIRE_ERRA ~ MARTERZRNE) o & n] LUE OpenShiftias
HERE SR B N AEMR R SERR LEEZE ©

* A Trident B « & B AIRIRE "Azure NetApp Files" A AR IRIEZ K BEERENERARER S - INFE
Trident 2RI EBE « 52 R "Azure NetApp Files"4HR% ©

* WNRTER PV BIEE| RS AERIE « AT rpcbind BRENW IFEHIT o FREEELAKFIENENY
EERER » UMERS rpcbind IEEHIT o AT EZEMBIRIEERTEN " systemctl
status rpcbind #kB& “rpcbind °

* YNR Trident BIKERE Z BB TIEARES « Bl “failed RIAERE 28 BHZ InERIHIEY SVM/admin 53
8 o [FEEE Trident Pod EFEIRELN "tridentctl update backend R[{E1E tEfERE ©

* WNRITIELL Docker fEARESHITRFREI L4 Trident FFBZIHEIRRIRE - ;A E A LUEIZZREE Trident --in
cluster=false ° EAEFAZEREN Pod I A ZEREERAEMELEERREE trident -

installer °

* f£A "uninstall parameter <Uninstalling Trident>' fEH{TRMBEITEIE © IRIFTER  I5BAER
BTridentFREEMNEZ A ERE ~ BMEERITHIIED « HEL AR RE R BRLE o

c WRIMEB[RIRTERR Trident ~ BT tridentctl uninstall LR Trident o FEFAEMN
"Trident R4S MEAMLEITEE “tridentctl install e

* INEEEZ % ~ MR PVC RTEFEERH Pending ~ #1T "kubectl describe pvc AJ3g{HERA Trident el A
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FEREEFH Trident BEFRKIN

MREEREEFRKELE Trident » B ZHEAYAREE TridentOrchestrator 8% “Installing %
‘Installed o MREEREE| Failed AKAE ~ BIREERFEIEMIE ~ BIEHIT T L RIBEIRIEERIGER

tridentctl logs -1 trident-operator

EHETridentEH FARHIECIR A LAFE L EFRTE © A9 ~ R —(ERERSERE A BRIRIE P H L E SRR
FREER B ERIRER o

EEBRLE Trident KRR - EFEZEE TridentOrchestrator ARAE o

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvoG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
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IE#EFRF|NEIFEE TridentOrchestrator FAREEE Trident HBY o AMNEE Kubernetes Z=ER
—{@ Trident HITERS - FEIHRIEA B TRREEMAISERERE—EnIUEILINERPEE

"TridentOrchestrator °

EESh ~ ERE Trident PodRYARE ~ BHE SRS B FIERRIER ©

kubectl get pods -n trident

NAME READY
AGE

trident-csi-4p5kg 1/2
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5
5ml19s

trident-csi-9g5xc 1/2
5ml8s

trident-csi-9v95z 1/2

5ml8s

trident-operator-766f7b8658-1dzsv 1/1

8ml7s

STATUS

ImagePullBackOff

ImagePullBackOff

ImagePullBackOff

ImagePullBackOff

Running

TRILUBREE ~ AN AREN—HZEER[RE « FrlPodf A2 4IA1E

BEERFIEREIRE ~ (SFEZ4REE TridentOrchestrator CR o 8{#F » o] LAMIPR TridentOrchestrator

» WERIELR R B RN ERBIIMIES

FERARINE Trident 2= tridentctl
A7 BB B EERNRE ~ S UERS I HBERNITZERER-d - S2HEBMEEER Wi IEREAER

EPRTE -

./tridentctl install -n trident -d

FEORREIREZ 1 ~ ISR DURIR T A IVEERE « AR BR|IT “tridentctl install 85 %

./tridentctl
INFO Deleted
INFO Deleted
INFO Deleted
INFO Deleted
INFO Removed
INFO Trident

uninstall -n trident

Trident
cluster
cluster
service
Trident

deployment.
role binding.
role.

account.

user from security context constraint.

uninstallation succeeded.

RESTARTS

AER
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@ IEENMEEEEIR o BRIECBERIZE Trident ~ FRIFENEEM - EEEABBRELEKREN
157 FREBRZEE Trident "fEfRZ2E Trident” ~ 352269 ©

TridentEZE ¥
EEMRIRZEE Trident ~ MEA Trident IREEREBREFRERA -

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec": {"wipeout": ["crds"],"uninstall":true}}"'

Zfe

L EMRRZEE Trident MFEA Helm T2 BMREREKXRA -

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code> YA </code>

EEEERMERZE Trident BE2BHFREABRA ~ SFRITUTIH tridentctl

tridentctl obliviate crd

7E Kubernetes 1.26 {3 rwx RIAEIRGH AR - NVMe EIBLIEDERLEN

WRITHITHVE Kubernetes 1.26 ~ BIEFHA S rwx FIEERHA IR NVMe / TCP B ~ BiZLAERE F 0l AE
B o T EGIREBIENEEFEHE o & ~ Al LUE Kubernetes FHERE 1.27 o

EfMiERensa ZEfE# Pod

555 ¥ Trident SEERZEM (NVMe FHEHRE) MIINE Pod BIZEA) o MNRIEEIZENE ONTAP RinkMIERes

HZER -~ AEEEMPER Pod 2% ~ BUHEFREFERE o ILEAFTERE Kubernetes ImESHEMINAE

EIFEsET
MERERRS EE SRR E (W ZaRZER) ~ ARBEMES o

$J#4 dataLIFs
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If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. KIFEHET®
FIEX dataLiFs LUBRSTEEINAE o

P an 44 2= T FE

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. AIFELEHE
BEEFE hostNON BEFRH o
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TE2XIE
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BRXZE

Trident B3{THERE 13 E 24 (R ANIREARZIE °
BEXRE
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hiR s TEXE BIRXE BIIE

"23.07" — 2025 7H 2026 £ 7 H
"23.04" — 2025 F£ 4 B 2026 £ 4 H
"23.01" — — 2026 &£ 1 A
"22.10" — — 2025 £ 10 A
"22.07" — — 2025 7 B
"22.04" — — 2025 % 4 B
SE A5

MEREREEBHR N ERTTEIBE » 55 "NetAppHlE (FEEAN) "8

IR

BN LE—ERMENNALREBERELE (B4 Trdent HEAR) "FHER" - ERECIRHEFEM—
ARfERE ~ i EAERE & R RIE S SR ABRE £ BRI 7T o

NetApp iz 1%

UNEE Trident BYEREA ~ sAE AR ZIBARTFZAES tridentctl logs -a -n trident » WidGHEHEEE
NetApp Support <Getting Help>°

LESEZE
* "Trident &iR"

¢ "Kubernetes Hub"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

ELE2HETridentE B ~ AJ HefTrident{A A48 5B & Volume ©
FEFEER 2B EIE -

@it g =it B
Bt map[stric] = & &=
storagePools map[stringList &
HfthStoragePools map[stringList =
BEB&StoragePools map[stringList =

FEBERESEEA DR AEFERNEZEB EMKubernetes B4 ©

HEERNEEBNE
BLESHMRTERERWLETridentsE ERFE FRNREES € HEVHMIRE -

B kY &fa 2=
fRRS 1N FER HDD « B& BRthE S ItiE
I SSD BIRVIRAS  BS
RTME
ERCESEY  FH s B8 PoolsZiR ILE R
[ =wapr3

406

s5iPH

FSRUT B —&
i 18 i 5 PR Y PR = R B 1

FERMEE
18 i T E FE = R AV
FERMBE
1% Ui B Y FE = R AV
FERMNBE
G XiEE
IEERIHASEEEY  ONTAP-NAS
+ ONTAP-NAS-
BB « ONTAP-
NAS-flexgroup
~ ONTAP-
SAN - solidfire-
san
IEENERRE E . 2O0NTAP E
Vapz B
ZONTAP 238 «
a% N i% N a% N
i% ~ i% N i% ~



B4 L BfE (- A XEE

BIER 7 ONTAP-NAS  ®EBHRILEE {sThsE FraEEEies
~ ONTAP-NAS- gy
)
A« ONTAP-
NAS-flexgroup
~ ONTAP-
SAN - solidfire-
san ~ GCP-
CVS ~ azure-
NetApp-Files
» ONTAP-san&&
B
TRER LY E I EEXRARIR BREARR ONTAP-NAS
BrERE AIVolume « ONTAP-

SAN - Solidfire-
SAN ~ GCP-CVS

B g E N 71 BRAMTEER BREBER ONTAP-NAS
HEREE #Volume « ONTAP-

SAN ~ Solidfire-
SAN ~» GCP-CVS

mE i E BRMZIENE BRENE ONTAP-NAS
HEREE #Volume + ONTAP-NAS-
RS « ONTAP-
NAS-
FlexGroups ~ ON
TAP-SAN
IOPS AEB IEEH EEFESRFLI  VolumefRiBiE  solidfire-san

FEERMIOPS  LEIOPS

. ONTAP Select 7= %18

EARZHERT FIERNETEHEXEERRE Al - EREEREETENE R ERATE
BVolume ° i « TEEEE RS EHAEIRHMIOPS FIEM LIRAKZEEQoSE ~ MIEFTEKRAE © EILER
T~ BEXRMNEEZERARERFEFEERA

ERERT ~ GRAIUEBRMER attributes REEHEHEHNBEKRMENFERFERE © Trident EEE
BRRIENTSEIEEZ a1l WRFEFEEIRM attributese

WMREEIRE S|E "attributes’ BB A BRI EERGEENEE ~ 0] MU “storagePools'
“additionalStoragePools' 28— S A ER - EEREN—ERENERE -

ERILUEBIE storagePools 2FUE—FIRH|SMEASEMETARIME “attributes o #A)EER © Trident
E{FEHEH “storagePools' 2 Fri I FEE AT ERKEITEIR attributes FLE o eI BBERZRE ~ ] LUFERF
ERAMmE

RBE] AR “additionalStoragePools' 282k1E7E Trident BN ERECEMNEEEEE , MAZM
“storagePools 2 FiEEN A& "attributes’ PR ©

SR AR “excludeStoragePools’ 2#ZkEHE Trident AR EIREEENEIRAME o FRALL2HERIREMIERT

407



MR o

7E£#1 additionalStoragePools 88 » ‘storagePools SEHEBEHIHAKRI
‘<backend>:<storagePoolList>’ HHF <storagePoollList> BIEERIFNHEFEEBE > LIERD
R o 590 > B9 ~additionalStoragePools BJSEHEIEHRMG

‘ontapnas 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronze ° SiBEBIZETEIT
BEFEEE EMregexfd o ERILUER “tridentctl get backend N5 ®ip R HERABE o

Kubernetes &%

SLEBEESEEREENRE - FERXETridentiBZEREFE Rt/ BR - AR « BLEBMER iR Kubernetes
FHEMIREFTENZ2H - TFNAEEREREANEILEE - IRERERRLARER - flfxfsprogs °

Bt E=Lid] BE =R EH TERAEEEN A= KuberneteshiZs
FSType FE extd ~ ext3 - EIBHIEEAMILE solidfire-san 2R
xfs N XLl ~ ontap » nap *

nap * nas&&
& ~ ontap ~ nas
~ flexgroup ~ ont
ap ~ san » ONTA
P-sanf&iBEY

owVolumelg%  fathia o ERFASEMEHYE ONTAP-NAS #1118
MPVeAR/NEIZ  ~ ONTAP-NAS-
7 #HE ~ ONTAP-
NAS-flexgroup
» ONTAP-
SAN * ONTAP-
sanf&E R
solidfire-san
~ gcp-CVsS
~ azure-netapp
EES
Volume F 17 BIEERETH 2% 1.19-1.26
BindingMode BD ~ WaitForFirst HREZR4EMENRE
HEE BRcE

408



i fsType\%%(ﬂaﬁ/:\?%ﬁ?'J SAN LUN FREEBUERAZRER o I v Kubernetes tMEfE
BREFENPHNEERRTIERZRFAFE fsType c AEERTER « FHEFERH Pod BVZEE
AA fsType KETEFH volume BEBIE fsGroup o NEFERAABRE Volume FERERIER
i £sGroup ~ FH2M "Kubernetes : 52 EPodafContainerfIZ 2R A" ¢ Kubernetes RETE T
FIERTAEZERILL fsGroup & :

° “fsType 1Ef#FLERIHPERTE ©
° PVcizEUER Arwo ©

HINFSHFRIREL - BRRFGEFTMANFSELN—E7 - EE2EMA £sGroup #F
£l > HBIEE  £sType © ERILGRERESHEMIE null B ° nfs

* MNFEERA Volume IERMFHAEN ~ 2B ERVolume" ©
* Trident ZERBRNEMH B L EAFERREZRH flsanple-input/storage-class-

* . yaml ~ BIEAFH Trident $2H2EA o MIFRKubernetestETz 48Rt EMIFRH FER Trident{#F
£851) o

Kubernetes VolumeSnapshotClass ¥

Kubernetes VolumeSnapshotClass ¥ BN storageClasses © EfEMNERZSERHEER ~ L
HVolume Snapshot2% ~ LU IRERELFTEERYSnapshotfB R IR o =@ Volume Snapshot#BEL B —Volume
Snapshot$8 5! tARFH# o

‘VolumeSnapshotClass FEHEEETES « UBIIHRER - B ABA T EZNVolume
Snapshot$8H! :
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