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{58 Trident Protect {REERRER
T f#2Trident Protect

NetApp Trident Protect 12 EE AN BRI EIEINGE > 1558 T HNetApp ONTAPREF &
4 F1NetApp Trident CSI {1 FESI BV A AREE Kubernetes FEFBTE N AYTHREF AT A

1% o Trident Protect fJ1E T BB AR EMAMIRIEN BRI CTEEHNEIE « REMER o
CIEFEBEE AP A CLI IRt BEEEIHAE ©

ISR LUBIBIRII BT &R (CR) B {#EMA Trident Protect CLI ZR{# M Trident Protect {R:EMEATEL ©

B TRIE ?
AT LIS T 2 Trident Protect FYFERESESK » A HIEITZRE |

* "Trident{REE K"

Z&ETrident Protect

Trident{REEK

Bt AR CHETIRIE - EREXEE - ERAEXNREERSEEENLE o BEREN
hiﬁﬁ’é%ﬂ%*ﬂiﬂf‘ﬂndent Protect FYELEEK o

Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L EMBZRHY Kubernetes EmMER » B1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfR¥% (EXX)
* Red Hat OpenShift
 SUSE Rancher

* VMware TanzuEsa4AE
* _E¥Kubernetes

()  MRRETident Protect {9 K BREEEHITHIRREBSANM CRD o ERREMRL
3% > SR BT o

Trident Protect £7ZBIHERE
Trident Protect Z1B U T#1F&1R -

* Amazon FSX for NetApp ONTAP ZE &


https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
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» Cloud Volumes ONTAP

* ONTAP f17FE51

* Google Cloud NetApp Volumes
» Azure NetApp Files

BRI REHATHIRR

s TRREIEEEEM NetApp FE1FRAE{ER Astra Trident 24.02 S E R4 (E:HfEMA Trident 24.10) o

° YN Astra Trident 5% 24.06.1 kR » B&stE £ NetApp SnapMirror SEEEIRIEINAE » BISEEFEEUE
Astra ZHITEE RECERED ©

* BREHEA RN Astra B HTEIX (FAE7% Astra Trident 24.06.1) ©

* FE{RICHER NetApp ONTAP #1F1&iR o

* RS ERTEMHEFITRUREER -

c Busta AR ERAERAREREXEN EEEENTMREARERHHAZER o Trident Protect R & A TEIL
ELMATER ; MREEBTERPIEE T AMEENGRRZER > BIRIERELN -

YT el == =
NAS BER=ES

Trident Protect Z#&¥} nas-economy HAIEEEITHEDFERIEE - BREIAZIERIRE « efEFSnapMirrortg sl
Z nas-economy W& o KEE LS Trident Protect —fE{FEHAYE{E nas-economy HiRE & B IREBEER o

HLREAEINE[ERA Snapshot BERHEIRERES - HNELREARER » THEET ONTAP #
FRHELAIT GRS » USRRBEER

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR A E(E NAS EERERENT Fla< » LUISEEBRYHERE UUID BXR » 2RR(A Snapshot Bk

<volume-UUID> :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ IEBI LA Trident BIRAHRSEIERES © 7 true WNEIRE AR AIREB R R
‘snapshotDir ° IREMNHIEEARAZHE o
f#F8 KubeVirt VM {R:EZH]

Trident Protect 24.10 #1 24.10.1 & E S RATEREEITE KubeVirt VM _ERIFERIZ AT » 1TABFIARRE ° HR
EMERRZS > EE R U ERHRE IR FRARIE A S ERER R T REER



¥ FrA Trident Protect hrZs » = ZE 7 OpenShift IRIEF YR SIS BEVRASINEE » EAJEEE
BT EREN MR EERER o fla0 :

®

oc adm policy add-scc-to-user privileged -z default -n

<application-namespace>

Trident Protect 24.10

Trident Protect 24.10 TEERMREFXEIIBA T HENE R KubeVirt VM EZRE R AR —EUEARRE o IR KAERE
F3Trident Protect 24.10 {RsE1GBY KubeVirt VM #3% » Bl EERITERHMREEEZRIFBRVBERAFRBVRES/
FRVRINAE o BRI UERIER R BIN —B0REE ©

SR AR E Trident Protect 24.10 2R EIRE FHRE(FEHIME VM ERRAMIVREEER o "SEEHEC" AR ER
Fa< .

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 & =k 4s

1 Trident Protect 24.10.1 KRZ<BH44 > Trident Protect @7 EFRMREEXEARE BENRAAAR KubeVirt IEEZ
4 o WA LUEIRERU TSR BE TS !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirror £2E
NetApp SnapMirrora] E2Trident Protect $8ECER » BAMN TFIONTAPERRSZE :

* NetApp ASA

* NetApp AFF

* NetApp FAS

* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &

SnapMirror %5/ ONTAP H&EEK

NRITFTEER SnapMirror 85 > 5EFEFR ONTAP JEFT S FHIEK !

* * Astra Control Provisioner 3 Trident * : EFONTAP{EA&IHIIAIE Kubernetes 2251 B4E Kubernetes
=& A JBEFF{ETEAstra Control Provisioner ¢ Trident ° Trident Protect Sz1&{#FNetApp SnapMirrorifi]
EITER  ZRMERU TR ZRNMHEER -

° ontap-nas
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° ontap-san

* CIREE T ERAERHREEHRY ONTAP SnapMirror FFFEIZ R X ZARIRFE R IRA B AVt ONTAP 25 LRI
FA o MNTEFHAE ~ 5528 "SnapMirrorfZEFZEONTAP" o

SnapMirror EEHNHEEE
MBCHEERHFERYS > FRRCHBEFE THER
* I SV UES ONTAP TR INETHSEE - MABHEEN - B HEuSVML S
B -
()  mRME ONTAP #& 2 RIS RRZ PRI SVM BIBRIE—H o

* Astra ZHIERIECERENEN Trident F1 SVM : #ERVIRIE SVM ABR] AR Bt EE ERY Astra 1IZHIE R
FCERETN I Trident ©
* STERIR | [8FEEETrident Protect PFTIEFIEIEONTAPEFR IR » LB ERRHE o

* NVMe over TCP : Trident Protect A2 #E{#EF NVMe over TCP t#ERIE1ZE IHAINetApp SnapMirrorig
8 o
FA SnapMirror 85 Trident / ONTAP #HAE
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%tNetAppZZTrident Protect
1. #8Trident Helm {12 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. 228 Trident Protect CRD :

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

3. M Helm FEBLUTIES Z4ETrident Protect o fX& “<name_of cluster>" B A TBAE D ECLAEEY »
A FARE ﬁb%ﬁﬂ’]ﬁf]ﬁﬂ H%,..\ :

o IEEZ#E Trident Protect :

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect

o L& Trident Protect i £ B EH_LE/ITrident Protect AutoSupportziREfF :

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect

RFLNFEZRZ 8 Trident Protect
YNRITH Kubernetes sEEEHATFENEHGAE > ISR IR ARG BEZRE Trident Protect © 1E55 8656 »
AR PRV E B A TIRIERAEN
BER
1. BTARGRREHNAEER - BiE AR EMEXIIENFAASE



netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fugn

docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

2. #3ITrident Protect 24t & 2R -

kubectl create ns trident-protect

3. BEAEH !

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B AR AE SRRV S ¢

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. #T%Trident Helm {72 :



helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —ERAMNXH protectValues. yaml ° sAFEfREFE 5L FTrident Protect 527E :

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. L4 Trident Protect CRD

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.1 --create-namespace —--namespace
trident-protect

8. {#F Helm FEBELU TS Z—% & Trident Protect © X% “<name_of cluster>" S8 LB DECAA RS »
G AR EE BV BR (D FIIRER -

o [EEZedtTrident Protect :

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect -f
protectValues.yaml

o L& Trident Protect i £ B E#_LETrident Protect AutoSupportziREF -



helm install trident-protect netapp-trident-protect/trident-
protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect -f protectValues.yaml

}5E Trident Protect B 23& R IR

Z4ETrident Protect % > (R a] LUE R EEIRIEE Trident Protect BR2HIERIES! o 32 E B IRIEHI BT LAE
#lTrident Protect {E2 HiEREEFREZE o

1. B B AHIREZ resourcelimits. yaml ©

2. {REBERIRIRTRR > TEHEZEFIE A Trident Protect & 83 AV & RPRHEEIR o
LTS HERERRAANRE » T SSEERRHINTERE -

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

CpU. : mwn



nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mn

cpu:
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:
ephemeralStorage: ""

3. EFEETHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>
--reuse-values

Z#Trident Protect CLI 3fH{4

{EET A RER Trident Protect B4 AU » ER2 Tridentty—{EIRT o tridentct! FIFEIZAN
#Trident Protect B5]H/R (CR) EEIRNERRER °
Z#ETrident Protect CLI #& {4

EEASLIABRENZA » MRALRELZRTAREFNEENHE L - RIFCHKSEERRZE x64 ¢ ARM
CPU » FEBETYIZER



TEERAR Linux AMD64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

T Mac AMD64 CPU FY5MiMER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

T# Mac ARM64 CPU y9MEFZT
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/

10



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &

BH—E7 :

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

147 Trident CLI SMiMETEREA
AT LAE A R SMEMETURRBATOAE - BT IMAME TN AERYSHARERER -

iu E]%
1. (EFREAThAEIG AR fEFRYER

tridentctl-protect help

B2 BETR
L% Trident Protect CLI JMIMETNE » ERIUBF LSS RA BEMERINEE

11
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EXF Bash Shell BB &5/ IhAE
SER
1. FEEHIESHS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. ZXEEHPREIMBHUSSIESN

mkdir -p ~/.bash/completions

3. BT HMISSHEIZE "~/.bash/completions’ B# :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHTHIEE "~/ bashrc TEERPRIFESE !

source ~/.bash/completions/tridentctl-completion.bash

BiFE Z Shell W B EHSTRINAE
1. THSEMIE<

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2. ZEEHBRPFRIUMBRUSSIESH

mkdir -p ~/.zsh/completions

3. B THMIELIERE ~/.zsh/completions’ B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. ETFINTHIEE "~/ zprofile’ = HEEPAIIEE !



source ~/.zsh/completions/tridentctl-completion.zsh

4tem
THE A Shell B > &0 LU < BEISTRLIIAEE tridentctl-Protect SMIMEIBECEEA o

=IETrident Protect

E1ETrident Protect IZEFZEUZH

Trident Protect £ Kubernetes B8 & AERAIFEUEH] (RBAC) 128! o TERIBER T »
Trident Protect I&{t—1{E &R ir % T M R E BN TERRIFIRS - NIREHAEABEE RS
FEREFHFENZEENRK > BT LUEHTrident Protect B9 RBAC THAE AR B FEAM Iz 5% &
TR %A = RIBVTEEY ©

EETEE—FEAIUENFELRTRAERPMEIR trident-protect » A UFEFAE Hithip B ZERFHE
%)g EEERHERMEARENERN  LREERIBINIGRZER » TS RMERERXMLESLmaET
EAR  RACREUUEERG 2 EMFEIEARENEREE CRS trident-protect ° KEEEREATRE

AR EFEPRUEAEAEHNEE CRS (REWZEEEEAAEAENAEN SR ERFRIEARENE
KEE CRS) o

QB EEETEFNABIFENTrdent Protect BE]BFRHR » HAREE !

* *AppVault* . FE#FEDEER
@ * AutoSupportBundle : IWESE « BeEAE MUK AT Trident Protect®i%
* * AutoSupportBundleSchedule* : EIEEERUINERFZ

RIEMUEEMERA RBAC KIRH ARG EESFEUERYM

Y17 RBAC SN{AIRSEE R sna EEFERIFAE N > 552 R "Kubernetes RBAC X" o
MEFARFS R A BIAERAER > 52/ "Kubernetes ARFSIRFA ST o

Ef : EEmAERENFIE

i - BAREEES 0 —MHIERFERE » UWh—BTHERE - KEEESRTN TIIF » MZBiL—
EIRIR » e TR2aEMTIHEES B REFIEMAS B EMNER

TE1  BUushZEZRUEISERENEIR
BiusaZEErRELUEES NN RER » LERYMIEHHAREIELEER

1. RIIRBHAR IR TR -

13
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kubectl create ns engineering-ns

2. BITHHBHER IR -

kubectl create ns marketing-ns

DB 2  BIUMBIRBIRE - A ERREHPNERES)

TR NS AN R ERMBETERRBIRE > BERZASEEREFERILRFBIRS > UEHBELERTT
B2 EE—F DE Privileges ©

HER

1. BTEEARIRFERS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. ZITIHBHERIIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

T3 | AEENNRBIRA RIS
ARF5 IR A IS 2 A ZREEEE IRTS IR - MNRZEIAR » AT A RAMIPRA EREIL -

ﬁl‘ %%
1. B IERBIRPEILWE

14



apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHIRFBIRPBRILWE

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

#E% 4 : 1L RoleBinding ¥4 > & ClusterRole ¥4 R4 =S ERVARFSIRS

Z#ETrident Protect FF & 27 —{EIFE5%HY ClusterRole ¥ o KR LUEBE I FMEFR RoleBinding #1141t

ClusterRole #B%E ZIARTEIRE ©

SR
1. #& ClusterRole B45E TIZIRTEIRE -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. # ClusterRole E4E E1TIHARFSIRS :

15



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

S5 | MEER
A ERE S ERE o
1. R IRRERETUENTREER

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BRTREMAERLEIITHER

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

HER 6 T H AppVault ¥{4HHI7FEHE
EEYPITENEIETE > FlIUEHFIRE » EETIES XA AppVault ¥ FEVER FERIfERE °

TR

1. B W ER AppVault FIIZEE YAML 182 » LURFERETZE AppVault BIHERR o FI80 > 75! CR #
AppVault WEEER FHFEHE eng-user -

16



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident Protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. BUNWERAECR

) RS EEESAMRARGAERPREERNEFEE - flg
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EHM RoleBinding CR > ##ERB4EEFEAZE eng-user © HI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FESDHEPRIERE o

18

a.

E SRR apa 2= AppVault &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEEZHLUTIIMEREL



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AHUBEEAERTREUSMIERER EEFE AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREZEEERLUTIIMEREL

yes

mR

TEARF AppVault #EIRAIEFE FEZAESEIRIERY AppVault ¥ RNITRRAENER SIEEE - MBS
FEGERan R EFLSMNVEREIR - HRILMMPIEEZFIHEIR

E 4 Trident Protect X1
Trident Protect fEE IR ERESIEL B S ¥INetAppZEEAMNEEMNRME » BIFARSE

IEREMERERNNES « 1I5EMREEN - MREEEIZZEHA > AIofUFRABTE
JR (CR) IEZE £ 6 FEZENetAppszHE431UL (NSS) ©

19
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M CR B iRARTF4ES
B ER
1. B B:TER (CR) #EEIMm% (FIU trident-protect-support-bundle.yaml) ©

2. RETIIEMK

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —B SIEALTE

° spec.triggerType : (_required ) RERINELZIREMN  ERHIEEL - IENEHESE
BFfA EF 12 B8 > UTC o TIRE(E -

* BHHE
* Ff
° SPEC.uploadEnabled : ( Optional) ¥ZHIRERESEIRIGESELER & i$H EEZE NetApp
ZIEAAIL o WIRFKISTE » BIBRERE false o AJREME !
=1
5 (FER
° spec.daWindowStart : ( Optional) RFC 3339 S8BT F » IeEZBEHTFRESER

BYIRE FERAIER B RASRSR o MRAKISTE > AIFERR 24 /KAl o WRILUEENRFHRER 7 X
Al ©

YAML &4 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. ERLUEHEREBEAEZE 2% astra-support-bundle.yaml ~ :5EF CR :

kubectl apply -f trident-protect-support-bundle.yaml

£/ CLI B ERBEE
TER
1. B LERFEE » LIRBEEAEUERTAE o trigger-type REEGIIUAEY » BREUR
FIBURIHERE » AIMARE "Manual '8 “Scheduled ° JEFRE&E 4 Manual °©

fgn



tridentctl-protect create autosupportbundle <my bundle name>

-—trigger-type <trigger type>

F4RTrident{F:&
&) A& Trident Protect AR EISRFTRRZS » UZEZ#TNEEEE1EHEER ©
EEF4RTrident Protect » BT FH L ER o

TR
1. 83 Trident Helm {72 :

helm repo update

2. ##RkTrident Protect CRD

helm upgrade trident-protect-crds netapp-trident-protect/trident-

protect-crds --version 100.2410.1 --namespace trident-protect

3. F#RTrident{F:E :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2410.1 --namespace trident-protect

BEERREZERAREL

fE A Trident Protect AppVault {4 2R EIRFEIFIF o

Trident Protect BNf#F@ B 5] &R (CR) #8745 AppVault ° AppVault ¥4 2FEF@IVER M4
Kubernetes T{E/RIZZRT © AppVault CR B2 EEFRTEMREEE (FINfEHR ~ 1RER ~ EBR
EZEFSnapMirroriE®) FFIFERANMNERE - REEIEEA SR ERMREE o
SIBES A AppVault E&EEFI

TE# AppVault CR B » REREZNNARYE > A ScFIHEERERENER - MEEDB RIS N SREREEM
£ o UTERBERMEENGSIERELHES > FERESERMEEN AppVault EHREA

RASERIS A
R T 5 B AIRE L SETR IR R RN o

21



Google Cloud

kubectl create secret generic <secret-name> --from-file=credentials
=<mycreds-file.json> -n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

—f%S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3
kubectl create secret generic <secret-name> --from-literal=

accessKeylID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CR &3

CRILAEA T CR 86 > B EEZRIRAAERMEIL AppVault #1F

22



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Microsoft Azure

23



24

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3

25



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

f£ATrident Protect CLI 237 AppVault FI&5HI

TRILUER T CLI 8p L 86 » RS EMH-EREIL AppVault CRS °
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Google Cloud

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>

--secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> --account <account-

name> --bucket <bucket-name> --secret <secret-name>
—AS3
tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>
ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-

name> —--secret <secret-name> --endpoint <s3-endpoint>

{EF8 AppVault 2| E 231517 AppVault B
&R LAfEA Trident Protect CLI SMEENEEBRAZEE LI ITHY AppVault #HRIEH ©

TER
1. %48 AppVault ¥1HHIRZA :

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

° EhEEf) ¢

27



e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (%) BEEESEERM AppVaultPath > :5#EAEES --show-paths ©

KA TETrident Protect helm REERIETE 7 EE L EE » RIEE—F|PEELBEA A o HI1 | --set

clusterName=productionl ©°

#%B& AppVault

& B LU BERS S B& AppVault #1145 o

@ fIE% AppVault #1142 A1 > 5E7#8F% finalizers AppVault CR FREVHEES o W1 RITS MY > BI6E
EEE AppVault BTREPRIFIERE R » UURBERINILER

a2 Al
ERECEMREEFEARRETFETRNFRERRNED -
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£/ Kubernetes CLI [ AppVault
1. #B& AppVault ¥4 » LLERBFRHY AppVault Y152 FBEL appvault name :

kubectl delete appvault <appvault name> -n trident-protect

fEF3 Trident Protect CLI fif% AppVault
1. %8Bk AppVault ¥ » UEFBBREY AppVault #42FBE appvault name :

tridentctl-protect delete appvault <appvault name> -n trident-
protect

{E A Trident Protect E&EEIEEARER

SR LGB BRI EATET CR FRFEIM AppVault CR REZEE A Trident Protect EIEHY
FERRER o

#37 AppVault CR
KT BT —E AppVault CR » % CR i HERRERHITE R REIR(ERER » 1A AppVault CR BER

LT Trident Protect BIEREE £ © AppVault CR B ERISEIRIERY ; BRI AppVault CR BIEEH » 52
: "AppVault BETER o "

EEEAEN

CEEFEREMFEATrident Protect BEIEMEEERER o KrILUEBFHEIIEHRER CR I EMATrident
Protect CLI REZEEIENEARER °

29
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

f#F8 CR #EEARER
1. I BAEMRER CRIEE :

a. BiUHFTER (CR) #EZREIdm% (B maria-app.yaml) ©
b. FBETTIEBM :

* * metadata.name*: ( _required ) FEARTEXBIERIATE o B IRGEENLTE » RARE
EXEFEEfMh CR 2R R HILE o

* * spec.includedNamespaces*: ( _required ) fERMREEIEE NG TRLERIEEEH
EXAERFIENGRER - ERAEXMZ RN ERILEEN—ZD o

YAML &E5 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: maria

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace

2. @iufEAREN CR UNEENIRIEZ%E » 5AER CR ° filtl :

kubectl apply -f maria-app.yaml

{5 CLI FigrEmiE=
SER

1. BUNWERRARIES  MIRIREANBKSERFRE o S UERLERDIRRYEE » a2
MERESERARENERT > LI L THIEFFARBYGIE :

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>

{E A Trident Protect {R:EfEATE

A LAE A B BN RE SRBS S BRI REE SR AR - BB RIRIRA 17 2R R Trident Protect &
EBWFrARARER °
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C) 1A AR TE Trident Protect T B KRR EREARRE R RIER RA
Protect SR EIERHFREHIER"

BIIFERRR
oA ABER 2 AT R RR IRIR o

o "7 RES BT ER Trident
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f#F3 CR E1II{RR
B ER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —BSIESHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o
> spec.relaimersPolicy : ( Optional) EZMIFFIREE CRE > EAREXBESZEEFEER B
FRMBEMERTES > HREEH Retain MR o BREEIE !
* Retain (FBER

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FIELUEHEREIEAEZR 2% trident-protect-snapshot-cr.yaml ;A= CR

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI Z171REE
WER
1. BIIRER » WUSIRIBRE B A 1SR R A91E o Flun -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIIpEEmD
AT LABE RS R 17 FEFRAER o

32



f#F CR E1IIt&1p
B ER
1. BT B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©
2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° SPEC.applicationRef : ( _required ) EFHHBIERATER Kubernetes & o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault %78 o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERMNBH IR - AIsENE (BDKN
®)

* Restic
* Kopia (F83%)
° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !
" Delete
* Retain (FER)

° Spec.snapshotRef : ( Optional) : BAREMRKIENIRERLTE - MRKREM > BEEILLENY
FIRER ©

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. ERLUEHEREIEAEZ 2% trident-protect-backup-cr.yaml A= CR

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI B3 D
1. B, » UIEIRIBENE EIESRRBYE - Flan -

33



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> -n
<application namespace>

BB REHHE

ReERBFIEEERMHFEZFEIRE « BHEWmE - UWFRERBREDR - KALUEES/ & - 8X - 8BNEA
BIIREBHNED A LIEEBRBNELRHE -
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M CR B HF2

1. B BE5]ER (CR) #EEIL&HHA trident-protect-schedule-cr.yaml ©

o

o

2. EITEIAMERF > RETHIEM

* metadata.name*: ( _required ) ItBTERN%TE ; ACHNIRIEEEZERE—B 51BN -

*spec.dataMover * : ( Optional) F& > ISHERIERFIEMANHER A - FIsERE (EHK/)
®)

* Restic

" Kopia (F85%)
SPEC.applicationRef : B3 2 FEATEILH Kubernetes 478 ©
spec.appVaultRef : ( _required ) FEREEFEHENARE AppVault %78 o
*SPEC.BackupRetention * : 2RENHFHNHHE - SRTFERILHER o
*spec.snapshotRetention * | Z{REERVIREBE o ZRNAFERIL(ERMRE o
* spec.granularity*: B{TEF2RISER o RIRERV(E ~ LUK ERIAERARNL

* hourly (EREIEE spec.minute)

" daily (EREIEFE spec.minute # spec.hour)

" weekly (BERETIEE spec.minute, spec.hour? 0 spec .dayOfWeek)

* monthly (EXR{EIEE spec.minute, spec.hour ’ M spec.dayOfMonth)

spec.dayOfMontth : ( Optional) HFZFEHITHIAMBEHRE (1-31) ° MRBAERS ~ BILEHE
i A% “monthly & o

*spec.dayOfWeek * : ( _Optional _ ) HHEEHITH—EHFHN—XK (0-7) 05k 7 HERTE
HAE o MNRIBAERS ~ BIEEGIA Y weekly 1H ©

*spec.hour * : (_Optional ) HFZEMITH—KTAVNE (0-23) o NRBHAERER 3

» Bt FEE B MEFES daily weekly monthly ©

g oEE 0 (_EER ) HIEEHITRNE (0-59) 9iE - MRBAERER - ~ 50 Bt
FEREBWIAEFEL hourly daily weekly monthly ©
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3. FIELUEHEREIEAEZR 2% trident-protect-schedule-cr.yaml

kubectl apply -f trident-protect-schedule-cr.yaml

apiVersion: protect.trident.netapp
kind: Schedule
metadata:

namespace: my-app-namespace

name: my—-cr—name

spec:

dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"

dayOfwWeek: "O"

hour: "O"

minute: "O"

fEF3 CLI E1HkH2

1. BIREHE - LURIREMELTS HESRHRIE - fIin :

.lo/v1

mEMCR

1R B LA “tridentctl-protect create schedule --help 2GR L Ep < BIsE AR AAE A ©

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup

-retention <how many backups to retain> --data-mover

<kopia or restic> --day-of-month <day of month to run schedule>

--day-of-week <day of month to run schedule> --granularity

<frequency to run> --hour <hour of day to run> --minute

<minute of hour to run> --recurrence-rule <recurrence> --snapshot

TIBRIRAR

PR B R ENFHZ NPT IR
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-retention <how many snapshots to retain> -n <application namespace>



FER
1. #BREAREFMERANY Snapshot CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MFFTBREZNFHERERRED -

&“%
1. BIREBHIERRBIEM CR !

kubectl delete backup <backup name> -n my-app-namespace

BEBDEREIIRE
CRILME RS LRI EIEEETT » BT ERMBVBD RIS

rm

1. EA T3 < P REE D EEAIRAS » LURIRPHIE AR S IEIRPRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 182 (anf) 1EENEHEER

MNREE L4 Trident Protect » BIIFT LA E azure-netapp-files #7485 BE#E Trident 24.06 Z B IIHI#T1FE
IHEYFRENE ZE BB FERTNEE o LEThAEEAN NFSv4 % > I EA S AR SMHRIEEINER] o

B2l
SRR TIEE

* 8B %% Trident Protect ©
* B 7E Trident Protecth & 7T —EEARER - EERHILTEZ A > EBREXHNRENERZ EIRS o
- 7B azure-netapp-files EIE AR ImTERGEFER o

37



FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -

a. $HHEEL NetApp 1ER AR H HEREIIERR PV » BUAREEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
SNRARERAIREREER » Trident Protect iHEIZE REHINAE - RN EERMERTERGATEMF
MZER - EEREIBER T » SAEEAEDA B SRERRE I AR EH R IR E X/ EFERI RN E o

LS

%E&Eﬂﬁ%iﬁeiﬁﬁﬁﬁ%ﬁﬂﬂrident Protect ETHMHMIER - & PVC th Al HEMERARLAREHNE

{E A Trident Protect 1EFEAIE

{EATLUE R Trident Protect {ERIASUEA FIBE/CHAEFITZR, - IS MEFBAZSUBIRBIFI—B¢
65 - RARBIVGRETER -

@ ECEREARELR > SEAEARTENFAENTHONEHERAEN —EER - MREETER
B THE > AEEERFERESNIT

BRMA B FE RN ERAERENRE

FERMNAEREEENME - BRta A EMPERN R G MR 2 EMPRBM AN - SR
REp R EFPAEFERREEGER > TBREFENEAREEER » UNEKFGRERNE - REERE/
#han 2= ERIRB SRR S R A& -

MR E(EA RedHat OpenShift » FEFE%5EE OpenShift IRIEFap 2 ZERIEIEMIRAEIER - &

@ TR BRREEN Pod fT4& OpenShift 224 RARE| (SCC) FAERMEERERMZE
MEARRE > T EETRIRREIERN oI AR E o NFEEFAAEL > 58 "OpenShift Z2 4 RAPRFI
28
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies

TR UTEPITER AR EEE AT > R E Kubernetes IRIFE S » LU B R BRIt s 2 R FREE
53 RESTORE_SKIP NAMESPACE ANNOTATIONS ° %l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MR EEE Helm R T 3HKEEMRIZRE > --create-namespace BIE @ AT 415 % EB name 1ZH# - TERES
HPEEETZIEIZH > Trident Protect Eid bR EER T BEmAEM » BNRKFEmSEEHEEKEMRAZEBB
B > MEREFHABEmATHNE - MRILEEKFREHEEEACE » A EERNEIBEHRER
A MIEAIEE o

#5)

LT s RN B athan B =R - SEmREREAE N ENERNIRE - EIUEEFERR BNt RZE
BIBIREE » MU ERRMIRE A Bt a ERFRESER A

ERNBEBEFEZA
TRRBERWAHBEEEZRIRVEEFIRIRA B B9t an 4 2= RIARAS

GEEERA 2 T

BT/ nS-1 (& * annotation.one / #HE : T * IRIE = IEU1EE

) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=nS-1

R ns-2 (B * annotation.one / #8% : T true J * role = BFlE

s
) * annotation.the/key : [ FALSE |
BRIEEXZ %

TRMAERNBEBEHEE 2 REH B R ERIARE - REZRENIE > BHEER > name REHE
BN S Bt e Rz

Gz Tz *H

2™ nS-2 (B  * annotation.one / #4HE : T * NAME=nS-2

AYth) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : [ true J . IEE - FRER
* annotation.the/key : T FALSE | . role = BIE
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REHERERRN SRR
= & BackupRestore CR #H1EREIREBIdr % ZEfEKF » Trident Protect E1EMBYar % = RIHPERER

2y TRAERNEAEARI—ERAREN CR - AT RECERNERRER > JLEBIIBBFHMIRE > 5
HERETE o

@ RENEREAFHATRNAEGRZER » TAEEEAEGELHPHARBNER - 2E
RENPHRFREER > ARRLEENZLBReRER > S HHERENGRZER -
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fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. BN BINEZRD > RETHIBM
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appArchivePath : FEEEHD RS AppVault REREETE o ] LUER T3 <RSI

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o
° spec.namespaceMapping: #HERE{EEMN KR EMEHEE Bt 2o o MURIEFIER

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

> resourceFilter.resourceSelectionCriteria @ (E#&EFrZE) A "Include HE F T} "Exclude HERR
7£ resourceMatchers FEZRNE R o FiE T ERICE TESH - UEEEMALHIRNER ¢

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEITULMEY P EHRS
ErcE > efMELEEHEA OR /% > MEETE (B » B8 > k) AREAIZEEEZA AND
=

* resourceMatchers[].group : ( Optional) EERENEIREH

41



setespR

* resourceMatchers[].cher : ( Optional ) EERERERIELE o
* resourceMatchers[].version : ( Optional) EEmEMNZERIRZS

fetespR

EEFE 2 B R Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* @ (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#9 * resourceMatchers[].names* : (
Optional ) #n%AZEfE] o

* BJRRY Kubernetes metadata.name HiIHEY *resourceMatchers].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZ "Kubernetes X" o BN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. IEIRLUEREMEIEAEZE Z% trident-protect-backup-restore-cr.yaml * :5EH CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI
1. BECERERENGRZER » LIRIEHIEREMCIEINFAYE o It namespace-mapping 5| EfERA
L E SR RS2 TR » LSS SRR s 2= M FE X [EFERY B Byt dn 44 2o R

“sourcel:destl, source2:dest?2 o a0 :

tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

REnERERRG R ZER
TR BRI B ERER A R ZER o
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fEFA CR
HER
1. B B5]ER (CR) #EEILHHA trident-protect-backup-ipr-cr.yaml ©

2. EITEIAMERF > RETHIEM

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEEE —HSIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3t < RS IULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UL HHFRLCH
BERBNER

> resourceFilter.resourceSelectionCriteria : (EFEFrE) £/ "Include i E1 S S, "Exclude kR
7E resourceMatchers HEZMER c ML T EBEREETEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YR EIELLPES P E &R S
ErcE > efELEEHE% OR /% » mEEE (Bl > B > IkEx) AMIREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREAE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) BEREMNERRAS o

* BEFIEZ EIRA Kubernetes metadata.name #{I5#9 * resourceMatchers[].names* : (
Optional ) %78 o

+ EffEE 2 BIRH Kubernetes metadata.name #iIH#Y * resourceMatchers[].names* © (
Optional ) %4 ZEfE o

* BJRH Kubernetes metadata.name #{iiHFHY *resourceMatchers|].labelSelectors * : (



Optional ) Label 3EEXZZF & » WARFFE R "KubernetesSX 4" o i

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FIELERMEIEAEZE 2% trident-protect-backup-ipr-cr.yaml * :58H CR :

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFCLI
SER

1. BEGEREREHRZER » LIRIEPHEREAIENRRE o backup 5| EERNRIBERMER
LB INA  <namespace>/<name> ° fFIU0 :

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

HEHERETENZ=SE

MRFIRFEEZLERE » TEIUREHEREFRNEE
ez Al

FERTT S IS RIGH -


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

* BiEEEE L% Trident Protect ©
* B EE N EREREFEEDIRREEEAER AppVault BIEFEERK o

TER
1. {E /A Trident Protect CLI JME# 21 E B1Z% 5 Lk AppVault CR BIaT A :

tridentctl-protect get appvault --context <destination cluster name>

() mReEmtEs eERRERRABRNHZEE -

2. 1R B RYMEEMRAR A AppVault BB AR !

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

HUTULE S &R AppVault R ARER > BEHRIGES - BENEAENLE > HEBECHRER

o

° EhEEf) o

fomm - fomm - tomm - From e
o tomm - +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e s fomm - tomm - e
o fmmm e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault LIBFIRERTREAERNEREBMELE
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fEFA CR
1. BT B5]ER (CR) #ERI&H%E% trident- -protect-backup-restore-cr.yaml °
2. EITEIAEEF > RETIIBMY

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ gg%#iiﬁﬁﬁ BackupRestore CR » &R AP ER 2 Frififyan < RIGRED A
= °

° spec.namespaceMapping: &ER{EER KRR M EHEE BVt % 2o/ o LURIERAVE

BV my-source-namespace " # ‘my-destination-namespace °©

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. FIELAEHEREIEAEZR 2% trident-protect-backup-restore-cr.yaml * ;A= CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FRTYGSERERARER » BAERTHNENRRACIRIETINEN - hETRHES I BERUERS
PREVE B2 » SRR I E FE B IEFERY B pUsthan 2 22/ > #8102 sourcel:dest1 >
source2:dest2 ° 40 :



tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

WRIRIERET R EM

Ol UEA B IER (CR) ERNRIRBREREE - ERIFENGRTHH IR FRHRZTRE o BEER
SnapshotRestore CR #RIBIZREIR R4 ZERRF » Trident Protect BEMIVGmAEBPEREEARER > I
AERNEARENELERRER CR - AT HRECERENERRER » JUERERMIIRE » B EFRET

£
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: (_required ) WEEFTE RN ; ATCHNIRIEEER — B SIER%TE
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PREFIREBABTRIERE o SR LUER T < RS HALEEE

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: #HEREEEN KRR ZEMEEE Bt Zer o MURIEFIE

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE

sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

> resourceFilter.resourceSelectionCriteria @ (E#&EFrZE) A "Include HE F T} "Exclude HERR
7£ resourceMatchers FEZRNE R o FiE T ERICE TESH - UEEEMALHIRNER ¢

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEITULMEY P EHRS
ErcE > efMELEEHEA OR /% > MEETE (B » B8 > k) AREAIZEEEZA AND
=

* resourceMatchers[].group : ( Optional) EERENEIREH

49



* resourceMatchers[]l.cher : ( Optional) BEEHEERERESE o
* resourceMatchers[].version : ( Optional) EEmEMNZERIRZS

fetespR

+ EfFE 2 BIRM Kubernetes metadata.name #iIH Y * resourceMatchers[].names* : (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#9 * resourceMatchers[].names* : (
Optional ) #n%AZEfE] o

* BJRRY Kubernetes metadata.name HiIHEY *resourceMatchers].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZ "Kubernetes X" o BN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. EIELIERMEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml * :A=MH CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
1. BIRBEREZERENGRZER » MIRIEFIERNERSIERFE
° snapshot " 5|#EARANGAEMAIRIELTE <namespace>/<name> °
° It namespace-mapping SIEERAUEFAIRIMRZER » UK RMDLERHHEEIERER

BHE 2 ZER " sourcel:destl, source2:dest?2 ©

fgn


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

RRIERERtadn 2 ZEE

R A BB IR IR R E R e en R ZEfE o
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fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFREBABSHERE o S UER TSRS H AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

> resourceFilter.resourceSelectionCriteria : (EFEEFFE) A "Include HE Z 5L "Exclude HEER
7E resourceMatchers FEZRNER o g FIEREETEZSH - UEEEMALBIENER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEIEULMEY P EHRS
ErcE > efELEEHEA OR /% > MEEE (Bl » B8 > k) AR ZEEEZA AND
=

* resourceMatchers[].group : ( Optional) EERERNEIREE o
* resourceMatchers[].cher : ( Optional ) BEEREERERESE o
* resourceMatchers[].version : ( Optional ) EEmEMNZERIRZS

+ EffEE 2 BHIRH Kubernetes metadata.name #iIA Y * resourceMatchers[].names* © (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (
Optional ) #n%aZEfE] o

* BJER Kubernetes metadata.name H{iIEY *resourceMatchers[].labelSelectors * © (
Optional ) Label EEEXZ3F & » WFRFREFE "KubernetesSZ 14" o Ul

"trident.netapp.io/os=linux" . °


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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fgn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. IERLUEREREIEAEZE Z% trident-protect-snapshot-ipr-cr.yaml ~:5E&H CR

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEFACLI
WER
1. BRBERERBGRZEM » LUIRIEDHE ARG IERPE o 590 -

tridentctl-protect create snapshotinplacerestore <my restore name>

--snapshot <snapshot to restore> -n <application namespace>

BEZRFEIIRE
CRAIERB L IRIREEITH > ETHHERMEVERIEERE o

ﬁl"g‘%
1. A T5 < A HREUEREEAIRES » LURIEHAVE B HERAE ¢

kubectl get backuprestore -n <namespace name> <my restore cr name>
jsonpath="'{.status}"'
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fEFANetApp SnapMirrorflTrident Protect #E3ERTETR

fEA Trident Protect > f&ALAF] FANetApp SnapMirrori fiTHIIERI S ERINEE » A& B RIFFE
FRERAEEN—(EARERIHENES—(AFERR  BEmetl—S=ERNEREETAEEE
28 e

BRM AR FERARN 2 ERAERENRE

IRRNASBEELRE » BiS 2P SRR R R 2 R A SRR - ARk
EfR R AR RS » TESDEENEMERREE ARG TRIME - REFEREN
S 22 R0 OB S R B (R R o

AR EER RedHat OpenShift » :5F5%45EE OpenShift IRIBEH a2 TRIFTBMIRARIER - &

@ TR BRERDN Pod 14 OpenShift Z24RARE| (SCC) FAEEMNBEEERMZE
4R > TIEERHIRRERN I ZEEE o MNFTEHME > 55 "OpenShift Z2MEREPREISZ
H28 -

TRINERITE R B SEBEEE Z Al » JeRE Kubernetes IRIFEE » LB RER Bt a =R P HSEs
72 RESTORE_SKIP NAMESPACE ANNOTATIONS ° f#l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKI P_NAMESPACE_ANNOTATIONS:<annotation_key_to_s kip_l> o <annotation_
key to skip 2>

MRIEEA Helm L8 T HEREMTERE » --create-namespace’ B » AT 45K EFB ‘name 12K - T8RS,
HPEEEFSIBIZS > Trident Protect S ILLIZEE R T BIZmA TR » BNRK RG-S BB EE IR % 2R
B > MEREFHABEmATHNE - MRILESAKREHGEBACER » g gEEREBEhaEER
A MEIEE o

5

LUT SR RN BaYthan B 2R - SEs R EREA R ENERNIRE - CIUEEFERRBMtaRZE
BIBVIREE » MUK ERRNREE Bt e R ERFRESSER A

BRABTIEBEFEZR
TRAPERN A HBE(FE 2 I HI AR B Bt an 2 ZERIAAAS -

CEE-RS RS T
BRZEM nS-1 (R * annotation.one / #4%85 : T . IBIE = FREX
5 updatedvalue J

» Compliance = HIPAA
* annotation.b2/key : T true J « NAME=nS-1
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CEEZES B3 EE

mRZER nS-2 (B * annotation.one / #%85§ . T true J * role = BRlE
S

) * annotation.the/key : T FALSE |

BRIEEZE

TRMAERABEBEIEEZ R EH B R ERARE - RETRENIE > BHEER > name REHE
EHMAURT S Bt an R ZEm

GEERRA Tz RE

fBZEMnS-2 (B * annotation.one / #485 : T * NAME=nS3-2

BYh) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J . IS - FRER
* annotation.the/key : T FALSE | * role = FEIE

@ TR AR E Trident Protect 7R ERHREIFEABRGMBRIERRR o "7 HEEZ RN (EA Trident
Protect SR EIERFRAEHIER"

REBBRAFI R TIIEIE !

* $#E#ETrident Protect $R1EE ARV IREBAVIER (BIEFEREEH Kubernetes BRI FERRER SEMIEE
RRERE & IRER) o
o EEIEETHE (813 Kubernetes B IR R ISEHMEER)

* BRERRIRIRAIRE

1. BRRHE LARIRRERFAREINEIL AppVault © REIEFHERTE > AEPRES" AppVault B5THE
R AR EERIRIE ¢
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEEM CR IERZ2HILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELEHMHEERRIES » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEBUENIEESTE o MAMNIERMNG R o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. BURIRREARERN CR !
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£ CR B ZKEEAER
a. B BTER (CR) ERLdh® (AW trident-protect-app-source.yaml) ©
- RE FIBIE

* * metadata.name*: ( _required ) FERTEXBFIE RIS o 550 MOEIENLTE » AAER
RAZFRERE M CR 2R S RMILE -

* * spec.includedNamespaces*: ( _required ) —#Har%ZCEIFIERAIEE - FFAMATEBTE

A BEE 3t 5 PR AR SR M) e R R RVEEE 0 LUSTE MRS v an R =R R EERNEIR - A
R R ZER AR IS —ERD -

* YAML* €6 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. ERLERAMEIEAERZ % trident-protect-app-source.yaml *iAEMH CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B K RERRER
a. By RFERERED o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. feth A LUSEM KRB FAZ RV IRER © ILIRERZ (R Bt £ FEMZTURVERE - (IRERIBILDER -

AIRZERF T —EHFERIRIRHIT - UEEARERIRE o
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f£F CR RIFRIR
a. BIURREARENERHE

. I B:TER (CR) HERism%® (Ml trident-protect-schedule.yaml) ©
i. RETFIBME -
* * metadata.name*: ( _required ) PHZBEFTERNLHE o

* spec.AppVaultRef : (_required _) IL{EXERERKIFEERTZINA AppVault
metadata.name i ©

* spec.ApplicationRef : ( _required ) ILEXBNERKFEEARER CRH
metadata.name &1 ©

* *spec.backupRetention * : ( _required ) UEHE{(IAMIEREA > BEXERSEO °
* spec.enabled : NEREF true °

* * spec.granularity*: 7B E 4 Custom ©

* spec.recurrenceRule : L UTC RREFN{BIREFREIEIREZRFBEER o

* *spec.snapshotRetention * : A/BRES 2 ©

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i EEERINEEAEZ 2% trident-protect-schedule.yaml ;A& CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



M CLI B IR
a. BIURIR - USRI BRI IERPRIE - A

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. TR EESE PR ETERIREE FERM AppVault CR MBI RFERTZR AppVault CR > Liep &%
FEBFEIN (B0 trident-protect-appvault-primary-destination.yaml) ©

5 EFCR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. ZBEREE FAVB MR AppVault < [REREEFHERTE » HERXPEIEES]" AppVault BET
BER"UNEEIIRR ¢

a. BV BFIER (CR) #ERIdhs (HU trident-protect-appvault-secondary-
destination.yaml) °

b. FRETFIBM
* * metadata.name*: ( _required ) AppVault B5TEREN%TE s MEIEENRE » AAERRAE
FRrERE M CR IERE2HILE o

* * spec.providerConfig*: ( _required ) fE7ZFRIEEMHERTZE AppVault FrERI4REE ° F5AREH
FER3883E "bucketName FEMEMMNEFMER o A0 FEEIENE » AAESBEFIENEM
CRIEEZ2MRIEL1E - U5 AppVault CRS EIEMIHFERERIEEH] » 552" AppVault BETER" ©

* * spec.providerCredentials*: ( _required ) E#FEAISEIRMHEZE AppVault FiE 2 (EAIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
*key : (_required ) EfXFEZENTHNAERER
B L (LHE ) 23LRMENEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEUREEFTANTFIEE © *
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: ( _required _) RAERMEHEDIIAZR » HI40 NetApp ONTAP S3 » —fi% S3
> Google Cloud 3f Microsoft Azure ° RIAE(H :

= AWS

= Azure

= GCP

= generic-S3
= ONTAP S3
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= StorageGRID S3

C. EIEUEEMNEIEAEZRZ 2% trident-protect-appvault-secondary-destination.yaml
=== .
sAER CR :

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-hamespace

7. #37 AppMirrorRelationship CR #£22 :
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£/ CR ##1I AppMirrorRelationship
a. EIUBFTER (CR) #ERish% (B trident-protect-relationship.yaml) o

- RE FIBIE

* * metadata.name:* (WME) AppMirrorRelationship BT &R HE o

* * spec.destinationAppVaultRef*: ( _required ) ILEMBERSBHMESE FBRMERAIE
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXNBERFEIRIFEEAIZEINA AppVault %7FE o

* spec.sourceApplicationName : ( required ) ILENBERESEEREERAER CR BE
EHRIFEAEN S o

* spec.storageClassName : ( _required ) EIZFZEE FENRFERIMGTE o HFERNE
BEFHICRIRIEHER ONTAP #7F VM ©

* spec.recurrenceRule @ L UTC BB {EIRR B REIfRE&=FWBEER o

YAML &4

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. ERLUERMMEIEAEREZE trident-protect-relationship.yaml > s5EH CR



kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

£/ CLI £3Z AppMirrorRelationship
a. B EFR AppMirrorRelationship #4 > LIRIREFABUL A IESEHHIE © FI0 :

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. ( Optional ) HEETRRFHAIAREMARE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AHEPEEENMESE

£ Trident Protect > fXRTLARHE RV AENKEEB I BREE - ILBRSFILERAEG > MSEARNE
BiREE LR - IRKREE LREMAENIETETT > Trident Protect A E{ZILZEAREL o

1. BHEX AppMirrorRelationship CR % (f5I#l trident-protect-relationship.yaml) > Mif& *
spec.desiredState* F{EEE % Promoted ©

2. {#77 CRHEZE o
3. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Optional) TEAHEBEEARN _ LEIPIRIERIREDNE o
o. ( Optional ) HERTRRFHAIARREAAEE :

kubectl get amr -n my-app-namespace <relationship name> —-o=jsonpath

='{.status}' | Jjg
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ENRY RHEBEERMR

ENMES XSG EMBUERME - MITEMETFER > RIGRFEAREINASRTHHERER > MKE
AR EMITHRRERREA MR ENEEMERIEE

ISR S ERR B2 AT - I RNHEE FORERTRE -
()  rosemmrsA B ERRR N AER R EER o

1. B RIFREARILAIIRE o

2. 7R3 AppMirrorRelationship CR X4 (Il trident-protect-relationship.yaml) * ZA%#
spec.desiredState FIEE N Established ©

3. f#FZ CRIER -
4. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MNREEBMEE FRTEAFREIIZRFESHBBEARER » HREBK - EANEEREFERRE
KBBIHERR o

REEHRAT B HEZEERRE

ELREENRS AHEREERMEE - BRMEREASERCRRERARER - KESTEMBE M - TRHEBE
HAfE S Bt R BRIV S E S RE TR o

1. MIFRERYA BRI EZEE Y AppMirrorRelationship CR ° E & EXEMEAIR « IR BthEE FiE
BEREDR » A EHBR o

2. EAREARREHEBHEEREN CRIERE  LERTEESME

3. RS EZEE LR AppVault CRS HERAE ©

4. EEENEE LRTESHG  REREHAME -
REERERNES M

ECREERFEE > Trident Protect @R EARABREBRAFRN - RRESBRORIERRHTE
I o Trident Protect €fZILRFEARENILRELHEREIBRME - ARBEEEBIBRERARER

HEREERT » CEIRIFEM BB o

1. ZBIIRAEIRIR
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/3 CR EIZRAIRER
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :

i Y BIER (CR) HEEI&Hm% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBEREREERIEZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML 34 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI Z I RATRIRIR
a. BURIHIRIR - LURIREFMENA S IERPRIME - fIgn

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. RERSERLTE » EUSIREBHOIRAS |
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kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. FATHe4 =4k * shutdownsnapshot .status.appArchivePath* BI{E > Wi iEERENEEB—ZD (Hh
8% basename ; B ERE—ERMMEZEBNFAFIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. QITRIEBE > HEMBEBEERIREE > WET TIIEE -

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

S WMITHHNRMEHEL TR ([MESEHED RIEREESRIEF] o
6. IEHBIRIRELE FEUBRERHE -
HR
HRREES » EItE 84 T5EHE .
s FRIAHKRFEATZR M Kubernetes BIREHEEVREE o
* MIBRFEAIEXAIKubernetes&E iR (REEPVCSHIPVs) -~ BNE]IEF{ZLERIEIRREFAFE AP ©
* & Pod itz % - EEERMIRE RBM S HEEIRAES
* SnapMirrorB &R - F B Rt E EHTFETES °
* FERTZTAY Kubernetes BRI ATIRIBER « WERRIAKRERRER L EEZEM Volume B ©
c EREUMERABEREIL
BEAREAREBEERIAFEEE
fEATrident Protect » ERJLUEBIUA T T BRFINEREERIEERBIR HEER] o FIRERBERSEN
T{ERAES > Trident Protect Ei{ERIFERRENETEE (BEFNREY) BRBKEEAIER > ARBREENS

[ o
HRFR BT AR EE B A RIARA « WH KR TS8R

* EAHIBEARRERLS
* RmEMETERRE

@ AEMPTEERNEMRSERE > BRAESRETAHEEEEFPRRABEENER

* REERAM o
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1. T REEMRS D HEREEREMRIDR
2. JTREEAREIERAEIPER

FFHE R R %

;&;EJLXB?EEHHUB%%’E%EQ% o BEMIREARENERAEE - SEEMEBINEARER > mEZBREEFH

1. fIB& AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EFE Trident Protect BSEATET

TAILGR BN RIRBEREREFRNEREHFLRR - ERENEFER 2 MBEER
2T o

@ SEBERARNR > ZEAEARENAERTHONSHERAEN —ERHE - MRETER
‘oITHNG > AEEERFEREHNT ©

N EBIRIFE
AEHETNNENNTHRHMREBREE - ERIUBBCHENGEHRRERIE -

BRIF—EFE

LEREARIENIF—EEE - FREURRHHEDR > ARRKENERIFE—EEE -

1. T TIEP—IR
a. "EITIRER" o
b. "B I HR" o
2. ZR—EZE L - RERINZREBHFHHNE > FRIT FIIEP—IE :
a. "[ERIBERER" ©
b. "REFHRERER"

BRI TERE

EEBEARENENIRTENEE BITERERRE) » BAEREEELEIUEDR  ARBEOERIIRENE
£ o ;AR RBEIEEE LB L& Trident Protect ©

() mEnERETREEZ BERRERRE SnapMiror " -
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trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html

1. "ERITHR" o
2. BT EIERNEE LT O RN WS AppVault CR o
3. [E M E F I EIBEER 5 o

AR —ERFENBEES — (AR
ERILGRRIBERER RN BB E#EFLER - REAREAR—ERERBEERRRREFER
BN (HE25R CR BRI ZE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude


trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appArchivePath : 7 AppVault PREFIRBABHERE o e LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FARY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T EREE TR - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YN REIEULMEY | E S
ErcE > efMELEEHE%A OR /% > MEETE (B » B8 > k) AR ZEEE A AND
=

* resourceMatchers[].group : ( Optional) EEHERZREH
* resourceMatchers[].cher : ( Optional) EEmENERIELE o

* resourceMatchers[].version : ( Optional) B EnERERIRZ

* BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* : (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (



Optional ) #n%4aZEfE o

* BRI Kubernetes metadata.name #{iIFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZR "KubernetesSZ " o FIgN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£/ CLIZRIRER
TR
1. BRBIEREAENGRZER » LURIBEFE RS IERTHE -
° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping 5| BfERAUE RO RV RZER » MAETURIRIR i 2 = EH R E IEFER

Brthesa =M sourcel:destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>
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E1ETrident Protect #1781 F

HITHRBE—EBTHE - IRERESERAREINERMREEZE—RENIT - fI « 1
RICAEEHERARELN « KA UERARTHAREFRBEZANFFEERERS « LR
FRITABIEER S o WILFIHREAREN—HBIRER -

HUTH R
Trident Protect SZiR A T EBRITH FIRE » BURAIR EFIRVETTRIK

* [RERAD

* REER

* FREHEH

* win’

c BRE

© REBER
HITIER
HITERMREFRR - MITHMESH SRR TIIRREE

1. (EERA EEHR AT TH O SEEEN DB LT - CIUERER U AR TEEHEN BRI
i ~ BEEEZAINITEEHINIERFEAREHEERTE
MRBEA > MIGRERERGRE o "7 REZSRIEATrident Protect REERFREHIEE"
HITENREFE o
RENERRREEERRIGT FRRRE

HERNBRFRATHAMEEEENR SR LT - CAILRRERU KA TESHENEIREF
iy ~ BEFERIITEEHANIEF LA RENEARE °

o &>~ W DN

MRERUF—EFRENZERITHEY (FIIFRLIRR) -~ AEERESEHINANITIER - 78 - FEJREAH
HWHITIBF A TRE - HI0 - U REAMAEFRBEE IRAERRRITIER -

1. SITIRERAT M

2. REBEADERT

3. MITHRMATHS

4. JITHEO B

(D) DRESRAEERRRTTERRERRNERE o

FEXFERETRARITHEBIS B ZA « SBERETAIR o EeILU#EA kubecl exec'fi <

@ KR EMAGIESH - EENFEIRIEBETRBRITHAZE « sHAGEFEEREBED « LUE
FREM—K c ERIUBEARENENIEREHR TR « BERRBHED « ARASERRES
IESEREIEIEZE o
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R BT TR AN EZ IR ER
REERAREARITHAR  FEETIIERE -

* MITIREAAERIESHERBITENE - SFZSRITHARIU2RERNIESH

* Trident Protect KT FEARIMZASLART AT shell AR ©

* 15LEANLEPRA96KB ©

* Trident Protect fFA #1178 F R EFMEAIRT SR IRE WL FERARIRE  HHERIEE -

MR ITHAYEE R TR FERATREARENNINGE - BItEEZ— 2R EEERTWT

@ HMYHITPRERERE o INRELAERRITH ARG HEMEIRERIEE « BEREUNTE « AINRME
PERIBIEEEERLR ~ MAFFHANIT - ERTHENRITHATERNEERZRRAFENE
SR °©

HITHRE SR

B ICHT IS AR E R A BV T SRS - (MR LU ERERER A TIE EITHM - B IEANIR TSRS - SN
REFRBAS LERBERASSRMEGNEAEIRAIFEER « BRESHSEMRGRERARENAR ()
YlElasticsearch) o EFiER Al RICR T RITHRES TR LSRR LHITHES « ER—EFRABREER - MRE
?ﬁ—iﬂﬁ%ﬁ’@@ﬁ%@ﬁﬁiﬁ%ﬁ EERERTRESNERFESER - SERTEMERZ A 10@ERF
EhiEas o

HIEEIHITHN R S ERIE R EAERR IR EETRIA S - BN FEASHRTAR » Tz aas L

BITHRAMBIRAS o @RSHERTTIVERERTTI 2 (RE2) 887% * & s M BB SBERHRE

ZRAVIBIEER © BRATrident Protect FEHITH FiEIRS FRMERK R EZNFAER - 552H HHAEE2
(RE2) SEAZIR" o

@ IR EH e R ER R EIRSIE EATHY - MATERIERFEZRIT - BERTERKIR
HEEMUNRTRNGRZER - Rl EREGRSERIEEREERMaRZER -
HITHREEES

#HiEsh "NetApp Verda GitHubE 22" TEZAPIFEATETN (U0 Apache Cassandra # Elasticsearch ) BYERE
1TEM o U E B - BENARBEECNETITHS °

BT HTHE
(GBI Trident Protect AREMIZREY BITHITHT - CREEEFEE « SESRM SRR SR TN
#0F o
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRLE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > i5HHITHIEEENFHARPITHIPEER - AJREME
-
* BhC

° spec.ACTION : (_required _) F& > RIHITREMRRINGITE) » AIRRZIEE N EAHITRE
BRI EREABTT o PIRE(E -

= Snapshot
10
- BEERE
° spec.enabled : ( Optional) FTRILHITHEEEERARERA « MRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 ##hE hook 5L HEIF R o

 spec.timeout : ( Optional) —{HB(TF > EEAFRITHMNITHRE (UDHBBD) © B\
B 158 > MBKISE > FRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 53|805E > o] LIAMITIHERETE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHEIRERCEHEE > SERHAMRBNI T
fhigtas o SENITHIRZOINIE 10 EEREESS o

° spec.matchingCriteria.type : ( Optional ) B HITH0EFEIERMF R o AJRE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) B ITHOEFRENFRIRAEER o

YAML &5 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER

1. B 3THN - BURIRE A IESRRAYE - flY0
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

iP5 L3 Trident Protect
MRICER S BIRF R E T BRRE M » AISEEERFRTrident Protect 7o ©
EEPRTrident Protect » BT FHLEE o

WER
1. MIBRTrident Protect CR t£22 :

helm uninstall -n trident-protect trident-protect-crds

2. P& TridentfR:E :

helm uninstall -n trident-protect trident-protect

3. # P& Trident Protect 54250 ©

kubectl delete ns trident-protect
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