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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {#F3 ‘parameters.selector' L LUKS INZRE&EATFM o Flu0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BB ELUKSERZIERIME o Flan :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

luks-${pvc.name}

${pvc.namespace}
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FBH A LUKS Volume BEY PVC #B5E

EEHREE A LUKS Volume ~ #5183 5EF85% trident .netapp.io/luksEncryption % “true ™ M7E PVC
REZ R LUKS RRFEER ~ WARSEFIFRT o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR E SRR ERIR AR

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["A"]

3. EHMEIEEMILUKSHEE ~ LUEEFBIFARIBIZRES o (R “previous-luke-passphrase-name™ £ “previous-
luks-passphrase’ SCEIRYZEEHERT ©



apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. B FMIPod A E Volume ° 35 SRXENHEEFRER
S. FEERIEMTIEE iedd o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

+
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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HIBIECL ONTAP FE R

CEERRFIEEIRAN ONTAP EHEE « SR FAELRERE) - LIZIE ONTAP 477 VM 1RIEIRER
Kerberos N ~ LA ER_EifF Kubernetes sREEH FIRY(E ] ONTAP FERR(E o IS a9 EE & R B R A S (R B S 895
BE K RAEE B N HFEGEIR EMEEERR :

EFEEHIRE
fEF NFS ~ NFSv3 #1 NFSv4 ZECGE R EREZEELHRE) o

FEGHAER

ISR LUARE S IR @ MYSESR ~ 32 7E Kerberos INZEM =ERERRAS 22— :
* * Kerberos 5* - (B&zREANNZR)
* * Kerberos 5i* - (B0 A RENEEEINZ)
* * Kerberos 5p* - (&% # 75 B pEFARERERE BLNNZER)

EREENFEVER AR TE ONTAP EEHRAFRE] o FIi0 ~ MNRFEFER Kerberos 5i #1 Kerberos 5p TNZE
B NFS HRE « sAFA THEEGRAE !

E=pid] SEFEL SEEY | EAFEUE BARFE & FEE
UNIX B ERUB ERUB
Kerberos 5i EEE 2R BERA
Kerberos 5p BEEA BEEA BEEA

AR T ~ BRRUN{AIEE I ONTAP B RAIFE HRAIFRA

-« "EE 7B A"
« "3R8 L A

fERVAEFeXEYio

BRI LUEII NS Kerberos TNZETHAERY Trident FETF B IRARRE o

RAMNEEIE

EICEEIIRTE Kerberos NIZRMHIF R IRAHASIERF ~ RILUFEB 2835 Kerberos MMEZEM=ERRBRAZ—

spec.nfsMountOptions -
* spec.nfsMountOptions: sec=krb5 (ER:FENNZE)
* spec.nfsMountOptions: sec=krb5i (B A{(REMNEEFEENNE)
* spec.nfsMountOptions: sec=krb5p (B #5EEFARENRERNE)
S35 —1E Kerberos 4R - MNREESBEETISEZE Kerberos MNEEAR « MR SEAE—EEEE -

ﬂ;ul\g&
1. EtEREL « EATYEARIFFERRERER - WEIRIENEREEN < hivE :
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BIf#EFSER
TR AR ILI#TFAER) « UER Kerberos NNZZRACE MR & o

RAREETE
BICEIFFERNHR - ATUUER TY28 157 Kerberos INZEM ={ER[ERZASZ— mountOptions -



* mountOptions: sec=krb5 (EREEEINNZE)
* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)

HisE—1@ Kerberos [B4k o QD%,@T— 2 HEPISTE ZE Kerberos NNZ !

CHEEERR
ﬁl‘ %%

mountOptions: sec=krbb5p (B p BAREFARERY ER R BN

&~ AR EERE—EREE - 1R

(B RE IR E RN B RS AR B I TS E B AR ~ UGPSR B B2k o

1. {EALLTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl

kind:

StorageClass

metadata:

name:

ontap—-nas-sc

provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i,

parameters:
backendType: "ontap-nas"

storagePools: "ontapnas pool"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. BRI fEFEER)

or krbbp

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
AcE Volume

B #FRIENHFENZE « GIREAIUECE Volume © BRIREA > 552K "BCE Volume" °
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f£F3 Azure NetApp Files MR & EE4R L Kerberos 1%

TRILEE E R E B E — Azure NetApp Files #771&1%5X Azure NetApp Files 77 2IRRYERER 2 HAVHF
& LB Kerberos % o

Rt Z Al
* FRICE7EEE M Red Hat OpenShift #£& YA Trident ©
* SAMEEE R LIER tridentctl AHER

* SAARPMERIEEPIIET « URERIEE ZEHLF Azure NetApp Files f#7F&IH#ETT Kerberos 1% "Zs
¥z Azure NetApp Files" ©

* SAMEELMER Kerberos MZERIES NFSv4 HAEREE B IEFERTE © 552 BIRY NetApp NFSv4 HBIARRE—ER
(%5 13H) "NetApp NFSv4 tE3R B R{EEFIER" o

B HEFERIR
SR I B S Kerberos MIEINEER Azure NetApp Files f#1F & IR4RRE o

RRERI(E
ELRIFFRIRERIESRIKRTE Kerberos MER ~ LRILMNNUER - UEREERENIMERISERIERZ

* BN * FFRBIRER * spec.kerberos
* (ERBGIRY * [ERERELR * spec.storage.kerberos

ENTEREGERTEHRATE - SERREFENTNEERENRER -
TEE—B4R ~ CHS AT LIEE Kerberos MZEM = ERERAZ — :

* kerberos: sec=krb5 (BEFEEINMNZ)

* kerberos: sec=krb5i (B HAIRERERZEMNE)

* kerberos: sec=krb5p (&7 #AHEFEMIRENEREENME)

1. ARERE L RELCTFECEFAGFRE (RERRERIERERER HNUE - €A THHFP—(EHEG
BRI EFRIRAERIESR - WRIRIRMNERIAIEN <> FrYE !
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RFRIRE RS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

EREEE RS

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-secret

2. EREE E—ESRPEIAEREREIL R

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE
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A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

B fRFLER
ISR AR (77485 ~ LAEA Kerberos TR KA BHAIER ©

TR
1. {EALL T EHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. BIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. EERIUEFER

kubectl get sc -sc-nfs

TREZEE R TIREREL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
AcE Volume

B f#FRIRNGHEFERN 2% - CREAIUECE Volume © BRIREA > 552/F "ECE Volume" °
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