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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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1. %Eﬁﬂﬁﬁ#‘ﬁ?&%ﬁ%ﬂ@ﬁ% o %R ~ 5Ai¥Common Name (CN) (—fg®&#E (CN) ) RESBONTAP Bzt S

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"



2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-

name> -vserver <vserver—-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> —-serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ MATUEER 218 > ONTAP ERTEIARGE o M EPER 1 FELER "k8senv.pem IEEAR > A
BHA END MUSER RS ©

4. D ONTAP REBAMGBLIE cert BRI o

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. fEREEMETAIEERSE - LLONTAP Management LIF IPFISVM&FBEX X <SfManagement LIF>F1<vserver
name> ©

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {EFiBase644RIE/R:E « IMAEENCARSE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1
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1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ ‘useCHAP' 2HZHMIEE « REERTE —R - ARERAR - KERAtruez® ~ EMEERE
RAR o

tESM ~ chapInitiatorSecret » chapTargetInitiatorSecret‘ chapTargetUsername\$ﬂ

‘chapUsername @It “useCHAP=true W EBSERIRERT ° EITERRIRE » JUAEIEE
“tridentctl update©°
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HEFEESERERE useCHAP' % true ~ $57T Trident 7Ef#F &I _LRE CHAP - E8ETHIEE :

* £SVM_EERECHAP :

° WIS SVM pyfEs iR 2R AR (FAsa ME) ) * B MIREFRATRKFER LUN ~ 8
Trident ERFARRZEMHEERRS cuap ~ WHEERTE CHAP RiEh# BRERAE LB -

° YNR SVM B& LUN  Trident i AE7E SVM EEUA CHAP ° ErIHFAARGHE SVM _EBEEFEN
LUN BY7£EY ©

* RECHAPHENSRM B RERE LBNINE | BEERLAERIKERTIEE WLFR) o

B BiRZ%E ~ Trident FIEIHFEM tridentbackend CRD ~ & CHAP 2T (EAE A BHES
Kubernetes %% - Trident 7EMLBIREIIMIFRA PV #23E1B CHAP MR MM o

TEdEsDE BRI B R iR

Eo] LUEFEZRHEY CHAP %ﬁ;ﬁ%%ﬁ CHAP 5258 backend. json © 53R EEH CHAP % - i {EH
“tridentctl update F7 % 2 R BUS LE A TR

@ EEBIRA CHAP #4220 « IS BER “tridentctl RE 1B © :5703548 ONTAP Ul Eff#izE
£ FRYERES ~ EHA Trident BESEEVBIELEET o



cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

RAEEGIEREIRE ; (1R Trident 7£ SVM EF#ENE « RIS LEEEFEBERFER AR o SNVEGRER
EHTREERER - MIRANEREEEREERT - PEEPVRERIL EIER - REEAEMIEIEERR o

51| S ANARAE S TEELFA HIONTAP

BEARUNMAITE Trident Z4EF 7217 K8/ ONTAP SAN EBENTER o ANENiR B uRABRE &I K
BB IREIFEE StorageClasses FISFARE K] o
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W

#

storageDrive
rName

backendName

managementLTI
F

datalLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

=RER
HIFEEHIE N BB

B REEH TR

e SVYM BIE LIF B IP {ifdlt o eI LIS E e R84
1% (FQDN) © WNREH IPv6 HEfEZEE Trident ~
BIRIREAEA IPv6 it o IPv6 it 4B S FEINE
% Blan
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] © YNZEHEELE MetroCluster Z RIRIE @M [mcc-best] »
A2 o

FEHIFELIFAIIPAINL - MNRFEMA IPv6 FEIZZREE
Trident ~ BRE&EAEMA IPv6 it o IPv6 {4
LUAEIINES » Hlun
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o * sBINH5E iSCSI o Trident {EF" "B EIZAILUNYS
FEONTAP"ZRIFZRIE 2 B HRE T EREERFREERY iSCI
4in o RPPHEEE - MBESLZES datalIF o
MetroCluster &8 o *s52Rd[mcc-best] o

A7 E R4 E3(E * BRIB MetroCluster o *352
B[mcc-best] ©

EFCHAPER:ZISCSILHONTAP T HE AT IEAISANEE
FIENFER[RME] © 5845 true ~ 58 Trident sREM
¥ M CHAP A& IRPIIERE SVM FITEEREREE o 10
FEFEFFHONTAP A &ZRISANERBNFZ T3R8 E B I
EHMEN C A2 o

CHAPEENZ3 05 o MEIRH useCHAP=true
ERATIEEEMNERISON-RRICIZEK E
CHAPEZENEN 23 o ME(RMH useCHAP=true
BAFERAELTE o WERY useCHAP=true
BiZHERESTE o NWEEH useCHAP=true

B Pin/&:EBaseb44RiEE - A /REEERE

R iRTAZE £ iRAIBaseb44RIE(E - A /ERREERE

RIEECARFENIBaseb44RIEHE © #EFH - A /REEE

=%
ag ©

=
HoxX

ontap—-nas > ~» ontap-nas-

economy ontap-nas-flexgroup

ontap-san > ontap-san-
economy

RS2 054 H8 + "_" + dataLIF

r10.0.0.11 ~ T[2001:1234:abcd:::

fefo]l

JRESVM

WNRISTE SVM BIfTE

managementLIF

false

11
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W

#

username

password

svm

storagePrefi
X

aggregate

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

12

ki iE

BIONTAP @M ENERAE LT - ANEEEE

BIONTAP 2 EEAMRAENS - ANsIRAERE -

EEANRHTFERKES NRIEE SVM BIfTE
managementLIF

ESVMAEC BRI E PR e RVAT &S o THREIE  trident

1EeK - EEEMUILBH - KFEEZRIMEVRIR o

BARERECEMAggregate (ER ; MIRERE ~ Blws "
BIEIR4ESVM) o HH “ontap-nas-flexgroup EEENTZE
=~ IEEEIEEIRZEE o NRKIEK » ERTHANES
BE#RA] AR 52 FlexGroup Volume ©

£ SVM HEE#f Aggregate B « EZE
iB¥RsE SVM MERFEERLE Trident 4
Hl2§ ~ 7 Trident P EENEH - BIETE
Trident EREFFEHI Aggregate IAFD
& Volume B ~ YNRAE Aggregate E#f
MmAEBEH SVM ~ BIfE#REE SVM
Aggregate B ~ BIRF ETZE Trident
FREYRGIRRE o IEAZE Aggregate &
B4 SVM EH Aggregate ~ S 2iEH
2 ERTEPR ~ A BEERIRER LAR ©

®

MEFERAESRIEE AL - AEEAETERRE - R " (FERAEFIBIT)
&4/ Amazon FSX for NetApp ONTAP i ~ 35

}EXE limitAggregateUsage ° FeftHY ‘fsxadmin

‘vsadmin' RE 2 {EH Trident #EENEEAR{E R 2N R

PR RVRERR ©

MREBRVHEIREA/NSRULE « IEREERK - th ™ (FERAREIANT)
FIRGIEEIE LUN NRABRRE K/ o

&FlexVol {EILUNBISR ALUNEE « SEE LA ZBTE[50
+ 200]

RS BRI 2 A EEEAR o A0 ~ FBRIEMGIETEEIT null
SRS HHR N R B ARV ERMEED ~ BRI { "api" -
false + "method" : true} RfEH o

100



2% ZRBH IED
useREST fEFHONTAP Isrest APIFITR AR & o true ¥ ONTAP 9.15.1 {E=HR

UseREST #8%74 “true BFs Trident EfEH K> BRI false o
ONTAP REST API EBBIm@: ; 5%8% false BF-
Trident EfER ONTAP zAPI PMRAEAEURIE:N o IE
INEEEEONTAP FREMARABIARES o LS ~ EARY
ONTAP BABBVNEEGEHARENEDR® ontap

o EETALEENMABFTIME vsadnin cluster-
admin BY o ¢ Trident 24.06 ARZ<F1 ONTAP 9 - 15.1
N ERMARABHLE ~

useREST KFERBRES true, BE
UseREST A “false {ff ONTAP ZzAPI MDY o
"useREST T2fTEa NVMe / TCP BYEHK o

sanType FARNERE iscsiiSCSI ~ nvme NVMe / TCP 2 fcp  iscsi ¥IRZEH
SCSiI over Fibre Channel (FC) o *FCP (SCSI
over FC) 2 Trident 24.10 RRZASHIFMTFEEEIHAE o *

formatOption HFY formatOptions EEMLTHMLHSEIE - 58
s MV CHEERE S ERELESI® mkfs o EAEK
BEREFRERENIE Volume ° sBF5AEEE mkfs
ip < EIEFELIAVAETUEIE ~ (BEFEIREERK - &4
[ -E nobard |

®* ontap-san ontap-san-economy EZ1RMEEE)

limitVolumeP 7£ ONTAP SAN £&5EEEIEHEEA LUN B ~ afEREY " (FERASEHIBIT)
00lSize A FlexVol X/ o

denyNewVolum PRl ontap-san-economy &imiEIIFTHY FlexVol Hihk
ePools EBUEZH LUN - RETEKRFIEN FlexVols B i
EIH PV o

£/ formatOptions FY#E:%
Trident Es&{ER T EBERMFERERRF :
*-E nobard :© *

* RE  FWEHTE mkfs REEREER (EREIR—FAGREEREENRER / FRkER#FERELRER
) o EERABBERREER I -K) - MEBRARFEREERHE (xfs » ext3 Mextd) o

AR BRI EHIRE R IREHRREIR

R A B B R SR FR EORARE defaults o MR » 32 BT FIMAASIER -
= gk i

spaceAllocat LUNBIZERIDHED v

ion

spaceReserve ZEMREBERX, ME) (BfF) ¢ Volumel (fH) "&"
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W

#

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

securityStyl
e

tieringPolic
y

nameTemplate

=R EH

E(FFHAISnapshot/RHY

ERIMAFT I IR @ MIQoSIRAIEH A - EIEEERTF

£ & /B IENE D —{EqosPolicygiadaptiveQosPolicy ©
F&EC Trident f£/A QoS RRIB4ATEE ONTAP 9 8 E
HhRZs o REZERIERE AR QoS RAEHAR ~ WHE(R
ERBRAEEERESERE - = QoS [RRIEHH

GEBIITAIE TIFRHEEEEN LR

B RAAFTIE L AR E AR E 1 QoSIR A EHAA - BEiEE "
EREEEE/ZHNEFR—{EqosPolicy
g{adaptiveQosPolicy

REGIREBIHEIEEF DL

BILEAR « RERXERDEIEA
TEFHEREE B A NetApp Volume Encryption ( NVE "{&"

) > TBsR% false o ABTEHEE HIZEWEANVE
ZFBE(HE A LEEETE o ANRERIHEUE NAE ~ Bl Trident
FECE AY1E(T Volume EBHGEIA NAE o INEEZH
A ~ A2 R0 Trident ¥N{aTE2 NVE F NAE & EE(E"

ERALUKSHNZ ©

=53

oAz

B "EALinux&t—a$

ot AN ]

i A AE

(LUKS) "o NVMe / TCP R%1E LUKS /il o
MEEENZEER

D RERBIAGER

M4

B B TR & R FBRYEEAS o

Volume & REC & £
UTREETERENEHS
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snapshotPolicy | ~ BHIA T
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unix

MEFRIRER) BRI ONTAP 9.5 Z
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HiMERREEREIIMFABEMIEE ontap-san ~ Trident 73 FlexVol ZBSMEAN 10% A
@ = UBH LUN REEE o LUNIYERE A/NEEREZEEPVCHRERBA/NTEHERE o Trident 4%

10% #IEE FlexVol (£ ONTAP HEETRATAA)) o FREERETUBEMERNTRER

£ o ILEE A IELUNRAM:E « BRIEFTBETRBE R 2F A c ERBEANONTAP-sanfSE R o

HINEEBEIR snapshotReserve » Trident U T AR EEHIAN ©

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 ZE85M 10% BY Trident FTIZE FlexVol ~ UAH LUN FAEE R ° B snapshotReserve =5% - HPVC E
3k = 5GiB ~ BI4E Volume K/)\%& 5.79GiB ~ Al A/\A 5.5GIiB © 'volume show &< FERE B LEEEBIRVEE
5.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RwW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB

3 entries were displayed.

BAl - REREA/N ~ AR ERRIRAR Volume
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RIKAAREE A
THRABTESALE  MANISRERARE - EREBRIFRMBHNSE o

@ ARIETE NetApp ONTAP EIBEE Trident 5 Amazon FSX ~ B ISIeEEaniEER DNS %
78 ~ MIE IP {idlk o

ONTAP SAN £54

ErFREEE R A4ERE ontap-san °

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SAN #7534 zx &1 15

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

1. g4
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TRAIMERERIR" SYM EREER" - BRETMBFHERRIFES « LA -

EEEBETNIAMYIA « SAFERAT A datalLlIF M " svm  2#KIEE SVM "managementLIF ° FIH0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

FEEEANMHRESEF|F clientCertificate » » clientPrivateKey Hl
‘trustedCACertificate (WIRMFREER CA ~ BIAER) 2 5EA "backend.json' BB iH/&:E
TNEEHBAS1ED CA R5EH baseb4 RIHIE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz


../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery
../trident-reco/backup.html#svm-replication-and-recovery

& CHAP £
SLEER B @I BIR « I useCHAP /S true©
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

18



NVMe / TCP &5

RAZE7E ONTAP &im L5 E NVMe Y SVM ° E2#AI NVMe / TCP FE AR iRARRE ©

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

BB A RIRAERREE A

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}



formatOptions #ifjl : <code> ONTAP — San £%8! </code> SEENTET

version: 1
storageDriverName: ontap-san-economy
managementLIF: ''
svm: svml
username: ''
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: "-E nodiscard"

EREENR IR

EELERIHEEREHN T - FHBAEREAREIFENTERE « fIU spaceReserve M#E]
spaceAllocation MRJ # encryption MBI ° EREBFENEEREFERPEED °

Trident §7f ER) WUPRTEEREERE o ALFlexVol ThelBEHIRHER o Trident EEE R ER
EREE LA RRENIFEURE - AT HEER - RFEESFUHESEERERNERTH « ik
TERRHRE DM -

EELEEHMT « AEHEFEERNEBITRE spaceReserve  # “encryption’ {8 - “spaceAllocation' & e E it
AlgBETERE -

20



ONTAP SAN 54
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

1% im ¥ fE = StorageClass

LUF StorageClass EZA2SR[EHEENEIRZIF]) o ERILE "parameters.selector {1l  && StorageClass
ML EREE AR T EHEE - e SEMmENERE RN ERZERRT

* protection-gold StorageClass CHEZERENE—EERER ‘ontap-san ° EEM—IRHER
FRENEE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass BHEZFRIHEMNE_BEME=FEREE ontap-san°iz
eE—RESHRUIMRERBRNVER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClass FHEEZRENE=EEREE ontap-san-economy ° %&eME—%
mysqldb BRI EARNIRMHFHERNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass THEZRIRNE _EERER
‘ontap-san °© & —IRHIERREF 20000 @S EEBAVE R o



®* creditpoints-5k StorageClass SHEZRENFE=EEREE - UKEBIHHNE
BEREE “ontap-san-economy ° EeM—#A 5000 EEHEMHBNERSFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* my-test-app-sc StorageClass FHERAMIE] " testarr EBENIER

# ontap-san ° EEM—IRHEMNEIREMN testApp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"
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