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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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s REZERIRHREEIRPERTE qosPolicy ' ®£i8 "defaults ° ;AR 5B ImAHREEEH :

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qosPolicy: premium-pg
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o
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Trident BIHEHRIEPEN "managementLIF #l ‘dataLIF e

3. Trident BIREEIERPEFEMSY storagePrefix o IWBHEEE T o FEE “storagePrefix GEEE IR T
5B o

4. BHFAA M EMNE « URETRIE I SVM 478 « £ !

./tridentctl update backend <backend-name> -f <backend-json-file> -n
<namespace>

S YNRIMISE ~identity-preserve false By ‘discard-config network ™ B ZE3R[CIFFA FEMATE
= Pod °

@ WRITIERE -identity-preserve true ~ BIE BB SVM EREIEF « Trident FRfRiEAYFR
AR ERBRMEER o
Volume R HIZRR

Trident #ARE SnapMirror 2% « MBEMEEIESA LA "ONTAP SnapMirror 25 BE "X Trident
I AIREIEE o

AT » AT LUERZIMIERIEE A Trident "tridentctl Volume FEA" o
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Snapshot B} {R:E
SRIUfER TF BB RFERERER -
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(D e Trident Rz AOREHEE T B BAE(T Volume 7EBUBHRAERAN -
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* WNRERIH LR NAE ~ Bl Trident FRECERIE Volume EBHEESAE NAE ©

* MNRBIHARENE NAE  FRIEEERIRABREPE NVE INZEFEIERA « BRITE Trident PECERYES Volume
#BHE B NVE false ©

TERRA NAE BY1&UR Trident I AIMARR & 24BN NVE ¢ NAE ©
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* fRB]LATE Trident BFEFHFEIL NVE Volume ~ A1 NVE NI EIERRESRES true ©
UNERIRAARREIEAVHAAE T « S50 ¢

* "ONTAP SAN #HAs5EIE"
* "ASNAS#HREZEIEONTAP"

Linux#t—{t&ig:2E (LUKS)

R AR A Linux #i—£ 388 E (LUKS ) ZKHN%E Trident £AY ONTAP SAN #1 ONTAP
SAN ZEEHFEE o Trident SZ1REREMZE eSS BIETT « BAMREER LUKS 11
BRIHIEE o

7E Trident B0 > LUKS NMIZMIBEREE 85 AES-XTS-plain64 cypher FIER"NIST" » {NFFEE o

Az Al
* TRFEMMUALREEBRE2ANESRE (BIER3.0) - MBEEZEH Gitlab : ZHERE" ~ 5/ED ©
* BENMAEE E  RFIEBR LM SIRERMBREMEIES (AES-NI) o BEERFEAES-NISIE ~ 5FHIT
THlan< -

grep "aes" /proc/cpuinfo

MREERBEAARS  CHEERHMAZIBAES-NI o TN AES-NI BIsHARE « 528" Intel - EREINZE
TREEES (AESNI) " o
RYFLUKSINZ

&R UERILinux Unified Key Setup (LUKS) 2REIFE&{EVolume ~ R IRAIINZEINEE ~ AFIONTAP FHITSAN
FIONTAP Z1ESANASE ML E o
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {#F3 ‘parameters.selector' L LUKS INZRE&EATFM o Flu0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. BB ELUKSERZIERIME o Flan :

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

MR
LUKSHIZHARR & £ 757 FAONTAP B4R B RHM BRE i B2 B M e i o
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B EA LUKS Volume RV iIE4HRE

HEE A LUKS Volume ~ BWAZETEBImISE luksEncryption 4% (“true © luksEncryption EIEER
Trident BREEMA LUKS ( false) (true'HAME LUKS) > WNTFHIFRT o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

B EA LUKS Volume B PVC #HAE

EEFEEE A LUKS Volume - 3185185 trident .netapp.io/luksEncryption 4 true ™ MifE PVC
RE SRR LUKS BREFLER ~ MNAREHIFRR o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

TEELUKSHE R HE
] DAEEEL UK SIS R 2R DSl FE s R e s ©

@ ANSCEN  IRIFCERSZEEABREMMEIRE « RIBILZFAISI A - MRSENEMENEE
95\1’3 FEEAHEHIRE - MBBERRARIINE B EAFH o
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FAREETLE

MRS EHHILUKSEARIE 2 BB EMNPod ~ B E 34| UKSIEZIEREIR  BILHH Pod BF
Trident 2AFHAEE _ERY LUKS B2 IE B4 A ER D e RIS 81 TEEER

* MRHEFRE ERYERAZIS AR P ER DB ZB AT - iS4 o
* WNREEE ERVEMZSEE P ERPERZISAER « BIZZEEIE "previous-luks-passphrase’ 2# o

1. FRig node-publish-secret-name 0 ‘node-publish-secret-namespace StorageClass 2o

fuan

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. BB IR E SRR ERVIRA RS

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. BHHEFEEAILUKSIEE: « LUSEFBIFARIVEDS  FE{R "previous-luke-passphrase-name’ £ “previous-
luks-passphrase’ FcHTHYZREFERT ©
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. B FMIPod A E Volume ° 35 SRXENHEEFRER
S. FEERIEMTIEE iedd o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

+
i

QETEHIRE MR _EERIFRHVBRARER « 7 ShEiEmm s o

R

(D MR ELIMEZIEREEE ~ FlU0 luksPassphraseNames: ["B", "A"] ~ HEEARTE o KA1
FEEEFTRIPOd L E s STR hiEdd o

EFVolumelE 7

1R Bl LUTELUKSHINZ I Volume _EEX A VolumelE 7 ©

1. B%A "CSINodeExpandSecret THAEZZFT ( beta 1.25+) ol "Kubernetes 1.25 : {§f Secrets#E/TEIELE
[[HYSCSI VolumelE7e" FsfiE  5H2R -

2. #i8 node-expand-secret-name # ‘node-expand-secret-namespace StorageClass Z2& o §40
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

g:i:

EICRENR L RETFRTTR © kubelet@ i B E RISEE ERMERARENZL -
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fEF3 Kerberos TE43 LM% » (RIS HEE = E R FFRIFZ MEREEAME » FEitek
EENRENZ2ME -
Trident 2% ONTAP B9 Kerberos IR {EA#{FER

* * AEFERE ONTAP * @ Trident Z1Bi5E8 NFSv3 #1 NFSv4 E4R%#41T Kerberos % » #& Red Hat OpenShift
£33 Kubernetes 2252 2R ERERE ONTAP HifR& o

ICRTLAEIT ~ MIFR ~ SAZEAR/  RER ~ 18R « MEEEERKLEAER NFS MMERHEIRE o

EFAREFERER ONTAP HARE&E KR E1T47 L Kerberos %
SR UTESE E S E B A IPEE ONTAP #17%R IR 2 IR R= L EUA Kerberos 1% o

() PoBEE0E ONTAP (E7E/IHH9 NFS S Kerberos INBHESZIEER ontap-nas 7FEERNTZT: o

FsaZ A
* SAMEEERLIER tridentctl AR
* BRICAE ONTAP FEFERIEHNEIESFEE -
* BRIEHERE ONTAP #ER IR AR E L TE o

* AT EEEET ONTAP #1E VM ~ U218 NFS HAFE &R Kerberos &R o s582 ) "TERILIF_EEL
FKerberos" LUEVEIET

* SEMEE S Kerberos NIZRVE(T NFSv4 AR EERE IEFERRE s 2RI NetApp NFSv4 Aaisi4HRE—&R
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HIEEIECL ONTAP EEHIRAY

CEERRAFIEEIRAM ONTAP BEHRR] « SEZHBELRE - LUZHE ONTAP #7F VM R &ERY
Kerberos N ~ LAz 82 _EifF Kubernetes SR H FARY(E ] ONTAP FERR(&E o TS Y 6E B /R B R A S (S i L 89
BE R A EE & T HFEEEA I E MEZEHERR -

EFEEHIRE
{5 NFS ~ NFSv3 1 NFSv4 ZEGE IR ER L EELHRE) o

FEGHAER

RE] UIRIES R ERER ~ 387E Kerberos MBZN={ERRHREZ— :
* * Kerberos 5* - (EgzZEANNZR)
* * Kerberos 5i* - (B0 #A{REMNEEEINZ)
* * Kerberos 5p* - (B4 :# 7 BAEARENERTENS)

B ERFEERIRERE ONTAP EEHRRIFRAN o FU0 ~ tNRFEARFEF Kerberos 5i #l Kerberos 5p &R
B NFS HIEE  AFERATIERRE -

E=pid] MESETFEY SEEY | B AFEUE FBARfER & FEE
UNIX [&50::! BEEA =)
Kerberos 5i S EE BB BERA
Kerberos 5p BEEA BEEA BEEA

HSBITHI A - BRI ONTAP FELh ERAUHIEE L RAARA) -
R B RAY

AR A"

R

R UL S Kerberos TNZEIDIAERY Trident {#TF B ImARAE o

REFEIET1E
EICEEIIRTE Kerberos MR H#IZ R IRAHASIERF « RJLUFER RIS Kerberos MMZM=ERRRAZ—

spec.nfsMountOptions -

* spec.nfsMountOptions: sec=krb5 (BB EEN=R)
* spec.nfsMountOptions: sec=krb5i (B HAIRENEEEENE)
* spec.nfsMountOptions: sec=krb5p (B p BAREFAREEAYEREE EANN )
RIEE—1E Kerberos B4R - MNREEBEFERIEE Z1E Kerberos MNFEBAR ~ IR SERHE—ERZEE -

1. EREREL « A TIEARLBFRIFERIER - UEIRRMNEMEAIEN <> PiE !
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BN fETFLERY
IRB] AR (77485 ~ LAEA Kerberos TN REC BT E ©

RIRER I
BRI EFENYHE « PIUER T2 « 57 Kerberos MFBN={ER B4 Z— mountoptions !



mountOptions: sec=krb5 (ER:HENNE)

* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)
mountOptions: sec=krb5p (B #5EEARENEEEMNE)

5 —1E Kerberos E4K ° QD%@T DYBEPISE ZE Kerberos MERE#R ~ MR EEAE—EHEE - IR
R S SRR P R M B R R TR BRI RIS R B RN ~ R BB -

1. {EALUTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. BRI fEFEER)

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
Bt & Volume

B REEFRIRNFEFERN 2% « CIRETLECE Volume © BRAREA » H2F "BCE Volume" °

&£ Azure NetApp Files H4IR & EEAR £ Kerberos 17
SR UTESE E SR B8 — Azure NetApp Files #1718 I%m3L Azure NetApp Files #FRIGHEREE 2 BHHEE
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2 _FEUA Kerberos H% o

FIdaZ Al
* RIS EEEE M Red Hat OpenShift #& _FE{A Trident ©
* SEEEEELIERE tridentctl AHER o

* RPN ERTBRFEPET - URRIEEZEHLT Azure NetApp Files #17&Im#1T Kerberos % "Zs
X#& Azure NetApp Files" °

* SRIEELMER Kerberos MIZBYE(R] NFSv4 HAIREEEIEFERIE © 552 KB NetApp NFSv4 A8igi 4B RE—&f
(35 13H) "NetApp NFSv4 o8Bl R (EEi5IEm" o

B EERR
ISR UL B E Kerberos MIZEINAERT Azure NetApp Files {#17#& Im4048 o

RIRERI(E
BRI RAFRIRERERRRTE Kerberos NEE ~ ERIMMMNER - WERHERETIIMERSERNERZ

* FRMEAN * FEFRIRER * spec. kerberos
* ERRAN * EREEER spec.storage.kerberos

BENEEREERBRTERARER - SERHEEENPIZEERIENER ©
FE—B4R ~ [BEFRILUIEE Kerberos MBI ={EARRERAZ— :

* kerberos: sec=krb5 (EgzEENNZR)
* kerberos: sec=krb5i (B #ARENREEREMNE)
* kerberos: sec=krbS5p (B #HABEFARENEEEINZ)

1. FEERE L RECREERFHAFRE (HEREERNEREEER) BUE - €A TIEP—EHEH
B HFRIRAERRESR o UITIRIBMNEREAIEIN <> F8E :
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HFRIREREEH

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

EREEE RS

krb5i,

or krbbp
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2.

30

apiVersion: vl
kind:

metadata:

Secret

name: backend-tbc-secret

type:
stringData:
clientID:
clientSecret:

Opaque

<CLIENT ID>

apiVersion:
kind:
metadata:

backend-tbc

TridentBackendConfig

name:
spec:
1

storageDriverName:

version:

subscriptionID:
tenantID: <TENANT ID>
location:
servicelevel: Standard

networkFeatures:

Standard

<CLIENT SECRET>

trident.netapp.io/vl

azure-netapp-files
<SUBSCRIPTION ID>

<AZURE_REGION LOCATION>

capacityPools: <CAPACITY POOL>

resourceGroups:

netappAccounts:

virtualNetwork:

<SUBNET>
nfs

subnet:
nasType:
storage:
labels:
type:
kerberos:

encryption

credentials:

name:

sec=krb5i #can be krbb5,

backend-tbc-secret

<RESOURCE_GROUP>
<NETAPP ACCOUNT>
<VIRTUAL NETWORK>

krb5i, or krbbp

EREE L —EPRPRIBREERBEIIE :

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE



A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

e RvAE Ze2 bl
TERT LU S TR 4ER ~ LUER Kerberos MNZZRACBHIRE o

SR
1. EALL T EHIZIL StorageClass Kubernetes #715 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"

" "

trident.netapp.io/nasType: "nfs

selector: "type=encryption"

2. EIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HERE BEEILfAFLER

kubectl get sc -sc-nfs

TREZE AR TIMEREL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
BcE Volume

B EFRIRNFEEFER 2% « KIRETLECE Volume © BRIREA > 2R "ECE Volume" °
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