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‘cloudProvider "Azure" ° Y0 :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Efe
MU T e H{ERIRIEEEHE Trident Set £28E c1oudProvider ' & Azure “SCP -

helm install trident trident-operator-100.2502.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code> YA </code>

LT EHIZ4E Trident WASFEIZERE cloudProvider 4 “Azure :

tridentctl install --cloud-provider="Azure" -n trident
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‘cloudProvider "Azure" » MiERTE cloudIdentity 7%
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXKXXKXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

Efe
ERATIIRIREHRTE * TinftEm (CP) *M*EiRZH#H (C1) *HEENE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

SCI'BRE “cloudIdentity :

helm install trident trident-operator-100.2502.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code> HY[A] </code>

ERATIIRIEHRE © DR * # * Tin IDENTITY * HERAIME :

i

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—=XXXX—XXXX=
:$:9:9:9:9:9:0:0:0:0. &

LUTFEEFIE ZEE Trident MASTEIZERE cloud-provider % “SCP ™ # cloud-identity SCI :

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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--from-literal password='password'
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limitVolumeSize MRERNHEFREA/NSIRILE s ™ FERAFERHEIHNIT)
AIERECE R
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"method": true,
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exportRule BE AR & AYRRA © r0.00.0.0/0
“exportRule’ 7B LU SR FRAYE
B« HApF|H{EmIL CIDR FRvE
1557?5'3 IPv4 {iiitsy, IPv4 F4ERR4E

o SMBHAFRE B 28K o
snapshotDir }:’E%U.snapshotﬁﬁzﬂ’ﬂﬂﬁfﬁ ¥ NFSv3 B9 NFSv4 "false" %
"true"
size @RI TERR K "100G"
unixPermissions R ERUNIXIERR (4E/N\EM " (FEBINEE ~ sTRFEERSRE)
#}F) o SMBHiREE B o
#BRCEE A
Ty FIEETE AR « FBAIPD2ERETERE © EEBIGRMEBENSE

ERBHRENRBIRAER o (FRLLAARE « Trident EIRREEREMEPEIRE Azure NetApp Files BIFRE
NetApp tRF - BREEEMN FHEE - ilﬂ*ﬁ*%ﬁ?r%ﬁﬁﬁ@ﬁﬁfﬁqﬂ EE&MF4EE L - BINEEE ~ FLt
nasType nfs BSERTERE ~ MEBREA NFS HiREETERICE °

= ICRIBIE{ER Azure NetApp Files MRS ~ SIEAARREIEEREE « BEER LEEREATHEEN
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
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ETERIRAERE subscriptionID BHEME v “tenantID™ clientID 0
st E B o # B RFRVERINAE ©

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

‘clientSecret  SLE2fE



AKS FYEixR & 55

EEBIMAHEEZAEIR - clientID M “clientSecret ™ & tenantlD BEAEiRE 955 RFAYE R TH
e
RE °

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BAREEERERNVEEREERER

B IRABRE SRR E N ETE Azure FINIE « WE eastus BREEEF "Ultra o Trident EEI;IFR
ZABEFZEIR4S Azure NetApp Files BIFRE FHBEE ~ W FEMTE HP—(ERFEE _ M EFHVEIRE o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"
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performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2



S RBIIRERAERS
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

REFEER
%! “StorageClass' E & efs Ll FHFE R o
fEFEAI EZEEH) parameter.selector

fEF » parameter.selector EAJUARNES volume HWEBEEREEISE "StorageClass © sZHilE
EEEMENBERMNPERSERET o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMBH R & FY E 2= &5 5

ﬁfﬁanasType‘ node—stage—secret—name\$ﬂ ‘node-stage-secret-namespace ’
HERE & W IR P EERY Active Directory 5355 ©

1R

on

BJLUIEE SMB
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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(D nasType: smb 1E sMB MiEERIEEEFEESS © "nasType: nfs 8 "nasType: null
NFS EERVEFESS o

BIUBRIRERIEZR « FRIT M < !
tridentctl create backend -f <backend-file>

INRBIHEII KR ~ RMBIHERARE o ERILIIT T < RIgMRECER ~ LUHIETREA :
tridentctl logs

A IS IEABREAERIREZ 18 ~ IERTLIB R Tcreatedi < o
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