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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",
"username": "vsadmin",

"password": "password"
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP EREHRE FEEHRREFEESRE - MRKERGENCA -« FRBE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEH&E F AR Im/&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. 3 ONTAP REBABBHIE cert BT o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver
name> o fEAZAME(R LIF BIARTFSRRISE S default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {£FBaseb44RiE/&:E - £IRFSERICARKS °

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +
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cat cert-backend-updated.json



{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F
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{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all

-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver

<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod

<password\>
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version: 1
storageDriverName: ontap-nas-—-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
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7EUESEEFIR 192.168.0.0/24 ~ ﬁ?xﬁf A HEZERE o BRI UCAIEEE AR Kubernetes Bk IP 82 H Y
GHIEE Trident PRI VEH R o & Trident BIFEMITHIENELR » ©TEEEIEIEAEY P {3k > WHERARH
B @ IRIEITIEE autoExportCIDRs © TEEEMRRF » TEERE IP 218 » Trident @A EFIZEMHENFABIE IS IP
EIEHRERIFRA o

AT LUFEENL B B #T autoExportPolicy ' & “autoExportCIDRs MU EBIRER o (K] UABENSIE M

FRIRA CIDRIVERIRMINNFTBICIDR o MIBRCIDRIFATSAGEIE - UEFRAZ RENIRAHVELR o S DUSIEH

gﬁﬁﬁﬁﬁ ‘autoExportPolicy ® 7*1§IEI§U¥§JL_LE’J|:$J_E'J ERETRIRARRPHE exportPolicy’ &

Trident B i EF BRI 2% ~ B UFEHRAEER tridentbackend CRD Ki@E &R tridentctl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

mwn

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4

TEPRENELET « Trident FHREFAAELRE « ASIRE RN ERNEFIGRR] - AR EERIFAELRRFE
PRULEARS IP ~ Trident AIBG LIRS EHNE « FROFREFRENREEEERLL IP o



BRI EM B « EHAEHRBIE tridentctl update backend BIFE{R Trident HEIEIEEH/RE - EEHEE
ERFE I ME L BIG UUID  gtree $atBan % 0FTEE L RA o Bin VIR E S eI 0908 R R EN S S5
HEzE ~ FREEER -

@ fErEABFERELRIERE - REMFEBEIMNELRE - MREMBIULRL - BIEHE
HIR AR « WEBGEIMAELRA o

UNRENBFENEERY IP (M EEH ~ EABEITEIES_ EEFHENE Trident Pod o ZA% Trident @ E#HELRA ~ LU
EHFFEEN IP &5 o

I ESMBHIREE
RFRMNAELR - CRAEAREEXRAE SMB BlEE ontap-nas °

T JATE SYM _ERIFFEETE NFS #1 SMB/CIFS 3BAE > 7 854 ONTAP AEPERE R EEIL
@ ontap-nas-economy SMB Volume ° &HR&EE LME—TEBMIBE « 8 SMB MIEEEL
KB o

@ “autoExportPolicy’ <3z 1% SMB Volume °

FIsEZ Al
EECE SMB HERE Z A ~ M AREH TSIER °

* Kubernetesz= & B ELinuxiZEHIZZE0EL « URED—EHITWindows Server 202289Windows T{E&f
24 o Trident X 1B E Windows EiZE E#ITHY Pod BY SMB HEHER o

* E/DE—@ Trident i 4Z & Z 1Y Active Directory 5258 © BEAEMZ smbereds ©

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* BREAWindowsRFSHISCSI Proxy © HERE csi-proxy ~ sAZE"GitHub : #EHRWindowsHISCS|
Proxy" ~ BE"GitHub : csi Proxy"f#7E Windows E#1THY Kubernetes &% o

1. P ANEPEFE ONTAP ~ e LU 37 SMB = « & Trident BB SMB HA o

@ Amazon ESX for ONTAP 2% SMB = o

el LEREAER R ARSIEETTEA ONTAP CLI ~ UWEAXZ—E1I SMB EIE5H+
FB"Microsoft ZEI2 1L 5" o« ZEEFAONTAP CLIZIZISMBH :

a. MAME  FEUHARBERERISER o

b. #3785 FESVMIERAISMBEAE :
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vserver cifs share create -vserver vserver name -share-name

share name -path path
[other attributes] [

C MRHAEERI :

[-share-properties share properties,...]

—-comment text]

vserver cifs share show -share-name share name

®

MEFTCEFEER

FE2EEIISMBHEARE" -

eyl

smb-share

smb

ntfs B “mixed SMB
Volume

2. B BIRES - [CZERE THEBE UFSESMB Volume © B ONTAP & iR4HASIEIBAIFRA FSX "FSXiR

HONTAP BiEAHRSEIEMEEF" ~ FH2R °

2% s2EH

smbShare A LIS E RO EHAF—IE : {8 Microsoft & IEF 1%
B3¢ ONTAP CLI #1378 SMB HH%E ; 75F
Trident 237 SMB HAM%TE ; F2HEREZTAU
FrIEH AR E o HHXREPERZE ONTAP ~ L2284
EEATEHE o Amazon FSX EE L2 A FEL1E
ONTAP #&if ~ BRI AZER ©

nasType * WNHARRTE A smbMMIRE null > BIBRERE nfs ©

securityStyle MEHEENZ 2R o * WERTES ntfs SMB
Volume B mixed © *

unixPermissions SR ENELR - SMBIEE N EREAEH > "

5IZENASIERSFEIRELZEHIONTAP

BEERUN{RITE Trident %&£

BRI K (EF ONTAP NAS EEEHTZET( o AERE {18

BB imEfEE StorageClasses HIFAAE K o

TR IGAHRREIE « F2RATR -

2% =R

version

storageDrive f{RFERIIEZNLIE
rName

backendName BF]AMBE#EF RN

A RS SR R

A
KBRS 1

ontap-nas  ontap-nas-
economy "B ‘ontap-nas-
flexgroup

EespfE =054 %8 + "_" + dataLIF
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2¥ sREA HER

managementLI =& SVM BIE LIF B9 IP (il LU EREMEHSE  "10.0.0.1" »

F 78 (FQDN) o UNRfEA IPv6 FEIRZEE Trident ~ B "[2001:1234:abcd::fefe]
AR EAER IPv6 it o IPv6 (B HIEINESR
>

[28e8:d9fb:a825:b7bf:69%9a8:d02f:9%9e7b:3555
1 o WNEEHAE MetroCluster Z I B @M MetroCluster
#5 ~ B2 ©

datalIF EEHRELIFAIIPALIL  NetApp B3EBIEE datalIF o IEEMMERSVMETE (BRIEE
WRKRIEM > Trident B¢ SVM #EEX datalIFs o f&7] ) (RE=ZEFEA)
LUSEREME AT (FQDN) » LA NFS 281
¥, ERETTEIE DNS » LU{E7EZE dataLlFs 2 f3
EITEEHTE - AJEVRREZREE - 520 -1
R{EMA IPv6 FEZEZREE Trident ~ BIRIREAEH IPv6
izt o IPv6 It ABU S IEINES » FU0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
] © * MetroCluster &g o *s52BIMetroCluster £ o

svm HTFEHEE 23R * B84 MetroCluster o *3EH2 WMRIEE SVM BISTE
BMetroCluster #3fjl) o managementLIF

autoExportPo RYFBENEELIRAIEEI KREHM([# ME] ° £ 5

licy “autoExportPolicy' #1 “autoExportCIDRs ££18

Trident AT BENEIEEH/RA o
autoExportCI #§ Kubernetes 0% IP EHZE/EENFIRSH) CIDREE  ['0.0.0/0" ~ "/0"T

DRs autoExportPolicy © i "autoExportPolicy #
“autoExportCIDRs #£I8 « Trident AJ U BEIEIEEHR
A o

labels ERFHEEENESISON-EEERE "

clientCertif MPIR/&ENBaseb4iRIEE o AN /&HEEER:E "

icate

clientPrivat FBRIRFAEEIERIBase644RiEE o ARG RS "

eKey

trustedCACer {S{ECAK:EHIBaseb44RiE(E o B - A /&E8E: "

tificate i)

username BAREEE/ SVMBIERE ST - AIRYEEEE

password HISEEE/ SVMAIERES o ARsRiR Y ER:E

storagePrefi TESVMHECEMMIRERFIEANAE - RE®RE " Trident”
x R

5/ ONTAP NAS £&EAUA 24 (B £

@ FITH storagePrefix B > gtree AL
RNEREFRIEFTT > MET AR
&ZFEH o
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W

# =RER

aggregate BB RECERAggregate (A ; NRERE ~ Bjws "

JBIIREASVM) o L “ontap-nas-flexgroup BEENFE
I LEETES AR o NRKIEK » EAATENES
BEER O] AR R32 FlexGroup Volume ©

7 SVM HEE#f Aggregate B « ©&E
B SVM MMEEEE Trident £
HI23 ~ 7£ Trident PEENEH - EGE
Trident HE&E45E Y Aggregate LAFC

@ & Volume B ~ UNR 1§ Aggregate Eiff
it SVM -~ BIfEER:E SVM
Aggregate B ~ IR E Trident
FREYRBARRE o IEWAZBHE Aggregate &
B4 SVM ER Aggregate ~ SiEiGHE
2 EPTEPR ~ A BEFRIRER LAR ©

limitAggrega WRFEAXRZRILESLE « B EETERLIE o * R
teUsage A Amazon FSX for ONTAP Sfor Sfor *
FlexgroupAggreg RN ERECENEGIEAE (ER ; IRERE - Al
ateList WIBIEIREG SVM ) © $15IR4S SVM IR B E&REE S

32 FlexGroup Volume © X#& * ONTAP NAS
FlexGroup * E7ZEEENTET ©

£ SVM HIEE#f Aggregate JEERF « &
ZEiBbms SVM MM T EREE Trident
15128 ~ BENE Trident PEHIAE o
E{T1E Trident PRERFEN
Aggregate ;5B RACE Volume K ~ ¢l

() £ Aggregate BEEHDRIBLY,
SVM - RII7E#R58 SVM Aggregate FF
BIFREEEE Trident HAYKBUREE o
1BWAJEHE Aggregate SEEE T A SVM
EHESEE - AEHHEHEIBIRUS
BIRE 4R o

" (TR AEEIEIT)

limitVolumes YNRERAVHIREA/NSIRUILE « AIERRERK - th ™ (FARAREIHIT)

ize GIRHIHEHEIE gtree R KHEEE KR/ > BIE
“gtreesPerFlexvol ZEIE R :E K B 5] & 1E FlexVol
volume BIER K qtree #E

debugTraceFl SEEEBHARRTEERRIEEER o HIU0 ~ BRIFIETEETT

ags SEEEHERR I R E S ARAVECERIEED ~ TR {"api" :
false + "method" : true} RfEMA
debugTraceFlags °

nasType R ENFSTSMBHAFREE R o 3EIEA nfs » 'smb' T
null o NFSEZREE AYFEERE&Anull ©

null

nfs

13



W

#

nfsMountOpti
ons

gtreesPerfle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

R iE

LR PRAINFSHMEZEIE/B E o Kubernetes-
Persistent Volume BYHMZEIEE E B EFEFER P
TE ~ BUNRE#FER hARIGEHEIEE - A Trident &
ElEAFRAEFERIGEBIERPISTEIEEERE - IR
ETFIER S AHREAE PR ISE B EIEIE « Trident
B ST AT ENIEE _E 5 T i EEIE -

EFlexVol {EiZ2RIER AKqtree®l ~ BT EIRA[50 "200"
~ 300]

eI LIEE FHIEF—IE | FH Microsoft BIEF S smb-share
g ONTAP CLI #1379 SMB %% ; 725F Trident

JB3L SMB HEAMELTE ; S 28REEB UMM LIEER

HARE & o B ERERE ONTAP ~ L3 AEAIE

B o Amazon FSX EE IR 5ES 8 ONTAP &

im ~ BARAIAZEH °

fEFAONTAP Isrest APIFIZRM BB o useREST 382  true HH ONTAP 9.15.1 S{E SR
“true B Trident B{fFA ONTAP REST API 7> &HHJ falseeo
BB miEs ; 384 false B Trident EfERA

ONTAPTI ( zAPT ) MFDYEI{BIRIEEN o LETNRES:

ZEoNTAP FRAEHMARASHIARES o tE45h ~ BRI/

ONTAP BEAACGKWEARERERNFEM ontapi

° EeTELERMNMAGBFME vsadmin cluster-

admin BY ° {¢ Trident 24.06 HrZ<#1 ONTAP 9.15.1 5§

EHARARIE > useREST KFBEHREHRTES true,

%‘E "useREST % “false £/ ONTAPI ( ZAPI) If

oy o

7 ONTAP NAS £&EB BInER gtree BF ~ AIEXRA) ™ (FERAFEFIBIT)
FlexVol K/NLEPR

PRl “ontap-nas-economy & imiZEIL FTHY FlexVol Fihk
BUEEH qtree ©- RATESKFTER FlexVols AJ R
RIZFTEY PV o

AR BRI EMIRE R RIRERREIR

SR ERAERE & B VB LR IA R I HITER BIRICE defaults o MHEHH ~ FH2REA THIAHREEHH) o
2% 2 EA TR

spaceAllocat qtree BYZERIDEC "

ion

spaceReserve ZEMFREBER; M®) (FE) = Volumes (HH) "&"

snapshotPoli ZEfFEABISnapshot/REE! "

cy

gosPolicy BRI IRE QoSSR R - FEETERME "
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W

#

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

nameTemplate

=R EH
BIR4AFTEIIIR B E M QoSRAIEAE - EiET "

BfEFEE/ ZiHRIEFR—EqosPolicy
ZXadaptiveQosPolicy °© R ONTAP-NAS-&E1E o

REMRIRATHIRE T DL MRD T RSB TO

snapshotPolicy ] ~&HHIA [
BIEAE « ERXIEXRDEIER "R"

TEFRERRE & LB NetApp Volume Encryption (NVE "&"
) > TBER%A false o MATERE RN EANVE

A BEEFBILEEETE o WIRERIGRUE NAE ~ Bl Trident

A EBYE Volume EBAGEIEE NAE  NEFERZE

N ~ sA2 R0 Trident ¥N{AI52 NVE #1 NAE 1EECE(E"

DREERRILER ME)
"777" R NFS HERE&E ; SMB HE

RenzEN (RNER)
#¥ NFSv3 B NFSv4 "false" %

Gl ALY S b

1EHI¥ B BT . snapshot

"true"
EFEANEHERL] "FEER"
HMEENZEIET ° NFS £1E ‘mixed # "unix 2% NFS 8387 unix °© SMB B2 4
B2 o SMB 1B ‘mixed #l ‘ntfs' 22153 o ntfs o

B B TR E MRS o "

Y&EC Trident M QoS RAIBF4EFEE ONTAP 9 8 S EEHThRAS o [MFEZERAIEHLAN QoS JRAIIE

®

B ~ WHERERRRRIBHEEREZESEME - £Z QoS RAIBHEEREINITAIA TIFEHERIE

EMEPR -

VolumeE REC & 2/
TR ERTEREREH
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups > Trident IRIEFERAFAVTES I « FEfR FlexVol B K/ E
B ~ WifEF snapshotReserve B4 LEH] PVC  EFEBEERMEH PVC B+ Trident 2Bt EKREILAE
ELIEEREMIEL FlexVol o b5tBE IR EREE KA EREGIEPIESFSERNVI S AZR- - BZEREAS/NIRET
ERAIZER] o 1Ev21.07281 ~ EFEEEEREBPVC (H05GiB) ~ REBREBERIS0%H ~ I R 5E%E
152.5GIBMIAI B AR o EAAFEREMERNEE(E Volume ~ ME snapshotReserve @EAHERD
Eb o A Trident 21.07 K~ ERAEERWEIBAZER M Trident BIZHBETEE
‘snapshotReserve BEE volume HIBESLE c EARWAN “ontap-nas-economy © 5526 FEEHILL
BRARILEINRERVEEIES X -

HEARAT :

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

HtsnapshotReserve = 50% ~ MPVcEK= 5GiB - Wik &E42K/\A5/0.5 = 10GiB » A lAA/NA5GIB ~ EEF
BEEPVCERPERMA/I o “volume show s S FEEEIBL LS FHIRVAE R -
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF ~ SR ZEEMNIRE R IGS GUFI XA EHIEE « §REARZAFEIIEEE « [GREZAR
HER@ R/ ~ UERREE - i ~ EARFERAR 2GiB PVC §EE—ERM 1GiB
snapshotReserve=50 A]5 AZEHY Volume o BN ~ #§HARRE K/)\FAEEZA3GIB ~ AI:EEATENTE6 GiBHARE
& _F#EA3GIBIAI B AZER] ©

RIKAAREE A
THBABTERSALE  MANISRERARME - EREBRIFRMBHSE o

@ UNRIETENetApp ONTAP Z1E TridentBINetAppz 5 EfEFHAmazon FSX ~ & GISEIifsBIDNS
%78 ~ MIFIPALE o

ONTAP NAS #7534 25 &5

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup i

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

TRAIERERIR" SYM EREER"  IBREMBFHENRIFES « LEHARBR -

EEEBETNIAMYIA « SAFERT A datalLlIF M " svm 2#KIEE SVM "managementLIF o FIU0 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB Volume il

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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BB EREE SR

BB/ MEBIHBRES] o clientCertificate M “trustedCACertificate (VMIREAEFERN
CA -+ “clientPrivateKey BI|&#EMAH) 29 5EA "backend.json’ AEIH/&:E « AR EASEM CA REM
base64 4RHIE{E

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEELRAIES

REFIERBAAN{AIIET Trident EABIASELRAIR BENZ LR EEELRR] o M ontap-nas-
flexgroup” EEREANEFESER ontap-nas-economy °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4



IPv6 i ik&E 15

It EEFIEET "managementLIF &R IPv6 firdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP {£F SMB Volume 315

£ SMB HAFRER) ONTAP EFERY FSX FELL "'smbShare 28 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix

20



version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

EREENR IR

ETEHRBETHNRIRERIEEHGP - FHEFAERENREEHITERE * FI8 spacerReserve M)
spaceAllocation MB1 # encryption MR - EREFRNEEREERRPERN

Trident 7F TER) BUPREEREICEIZE ° s1RZTE FlexVol for 3% FlexGroup for ontap-nas-
flexgroup E&TE ontap-nas ° Trident EEERRER - BREREE LHFAEERENIBEUMIEE - AT
FEER - #EEESTUHHESEAERERNEREE « TRFERUREES4HE -

EELEEHMT « AEHEERNEBITRE spaceReserve ~ # “encryption’ {8 -~ “spaceAllocation' L& Eith
AlgBETERE -
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup &l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:

26



spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

%1% i ¥ FEZE StorageClass

LUF StorageClass E&A2SR[EHEENVEIRED]) o AL "parameters.selector' {#iL ~ &1 StorageClass
P EREE AN FIEHMEE - MEER EEMENERS FAPEESERERT o

®* protection-gold StorageClass SHEZRIRNE—ENE _EEREE ‘ontap-nas-
flexgroup ° EEM—IRHERRENEIRM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass BHEERIKNE=(EAMENEEREE ontap-nas-
flexgroup ° EaM—IRHERIUIMRERKIVERA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClass BHEEZRHMNEIMEERER " ontap-nas ° ExeM—7% mysqldb 48
BrERAEREFRENEEHNER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass ¥ EERIRIE =EERER ontap-
nas-flexgroup ° M —IRHIRARREF] 20000 1E(S AREAVE IR ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass EHEEZERIENE=ZFEEREE « UKEBIHENSE ontap-nas '
EE#HEE ontap-nas-economy ° iEM—¥HA 5000 EE ARENERHE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

Trident ' REZENMEEREER « WRFRTSHEFEFEK -

TEVIRAHRE B AT datalIF

EOIUTEVIAREREE datallF » AT MRS » LUEHHY datalIF IRE#RYE LR JSON 182 ©

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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Y03R PVCS E 2| —{Ez( %18 Pod - EAJHRARAPTE AR Pod » AR EHRE > #RY dataLIF
AEE -
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