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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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1. %E%ﬁﬁ%?ﬁ%ﬁ%ﬂﬁﬁ% o %R  5AigCommon Name (CN) (—fg®#E (CN) ) RESBONTAP Bzt H

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HEE2 ONTAP Z2EAHBXIE cert BEsE A% o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEENRTAIFERE - LLONTAP Management LIF IPFISVME&FBENX<SfManagement LIF>F1<vserver
name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEMNICARS ©

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER I B o



cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T A E R B

eI EFIRA MRS « UERARNEEE A A ieEHTEE R c EMEREEAIT | FRERAEREEE
W& im el ERTAERRE ; ERRENERIR EMAERERRZENE - BEEEM - CUERRIRAENEEER
7~ ABIMEEREE 5L c REBEEIHITIMERMNEN RN json &2 tridentctl backend update °



cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

ISR - (7P IR LA BHONTAP BRENEE (INBI0S) - HERERS
() # - GEEEES RS EESTEEERE - AREHERLUSRRIES « 2%

{EONTAP == SEMIBRERIREE ©

BHRIEATHEH B 2 HEENFR - 1 AR E 2 R BIUNEEEELR - fIINBIREHRT Trident
AL ONTAP #&imi@sf - WERIER A Volume {EZ o

# Trident F£1ZH5] ONTAP &2

R LUE B RE Privileges 2K3E1 ONTAP Z2EAE « EERMAEE(ER ONTAP BEEEAEKHIT Trident
MIEE o ERTE Trident BimAHREF A SERELTEE « Trident FERKIEILR ONTAP ZEEABRKHNITIE

BRI Trident EI3TAEAVRANEM « BB Trident B ABELR" -
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an

{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
7£ ONTAP RAEEIEEPMIT FHIPER
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ “useCHAP'S2BUBMHMETR ~ REERE—R - BMRERBR o MERBtrueZ & ~ THARH
AR

tESM ~ chapInitiatorSecret » chapTargetInitiatorSecret‘ chapTargetUsername‘*ﬂ
\chapUsername‘ﬁﬁﬁL‘m ‘useCHAP=true WWEABRERIFEERT - BBEETEIERIRE » JUEIEE

“tridentctl update©°

EBEAR
HEEIEEEKET useCHAP 4 true ~ 357 Trident 1E{#72%i% LB E CHAP ° EEIETH)ER :

* £SVM_EERECHAP :

° YNR SVM B REBR L2 MEi AR (Bka E) ) * B * BIEEHRETALEEN LUN ~ 8l
Trident EHTERZ 24 HERIE A CHAP ~ WHEERTE CHAP EE83il BiZE R E LB o

° YNR SVM B& LUN  Trident i AE7E SVM EEUA CHAP ° ErIHFAARGHE SVM _EBEEFEN
LUN BY7£EY ©

* RECHAPHENSRM B RERE LBNINE | BEERLAERIKERTIEE WLFR) o

B BiRZ%E ~ Trident FIEIHFEM tridentbackend CRD ~ & CHAP 2T (EAE A BHES
Kubernetes %% - Trident 7EMLBIREIIMIFRA PV #23E1B CHAP MR MM o

TEdEsDE BRI B R iR

ISR L ETEZE R CHAP %%UIEE% CHAP 5358 backend. json ° B R EZF#T CHAP %% - M {EFA
“tridentctl update’ 75 % 3R iz BiE Lo A

@ BB IEAY CHAP #Z328F « M ZBEA “tridentctl 2RE#1&1E © 557715 ONTAP CLI 5 ONTAP
RMEEEEMRATEEELISNEE » A% Trident FEEEISELEEE o



cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

RAEEGIEREIRE ; (1R Trident 7£ SVM EF#ENE « RIS LEEEFEBERFER AR o SNVEGRER
EHTREERER - MIRANEREEEREERT - PEEPVRERIL EIER - REEAEMIEIEERR o

51| S ANARAE S TEELFA HIONTAP

BEARUNMAITE Trident Z4EF 7217 K8/ ONTAP SAN EBENTER o ANENiR B uRABRE &I K
BB IREIFEE StorageClasses FISFARE K] o

2 sitPA 6

version IKIBZ1

storageDrive {#{ZERENTENHE ontap-san 3 “ontap-san-
rName economy
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B RAFT IR A E QoS IR A B AR - EIZFERE "
£ & /B IENE D —{EqosPolicygiadaptiveQosPolicy ©
Y&BC Trident (£ QoS RAIEF4HTEZE ONTAP 9 8 (&
¥Rz o e EAIEH AR QoS RAIBHA ~ MR
BRI RAEHEERESERE - £Z QoS [RAIEHH
SRFIMITRIE TIFESAEEIEEN LR -

BI5IAAFTR I IR & ARE M QoSIRAIBHAE - Eigs "
EfEEFEE&/ZHHNEFR—{EqosPolicy
Z{adaptiveQosPolicy

REBHRBIEIEEB DL - * 55708 ASAR2Y » WIR%A ME) ~AIB TO

snapshotPolicy ] ~&BHIA [
BB AR  (EHAREARDEIEA "R"

TEEHEREE EERA NetApp Volume Encryption ( NVE "false" * S1RERE » :AEHE ASA
) > TEERA false o VBERE HIREEWEANVE - R2*HEHRES true©

7 BE(E R LEEETE o NRERIHEUE NAE ~ Bl Trident

FPECE YR Volume EBHGEUE NAE  INEEZE

& ~ A2 "Trident ¥N1AIEE NVE F1 NAE $EECE(E"

EXRLUKSINE ° 5526 “EALInuxit—=iRERE #TH ASAR2 5% false ©

(LUKS) "o

DREIRAILER TE) * B/0EERAN ASAR2: °

B B TR & R FBRYEEAS o

Volume & REC & £
UTREETERENEHS
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HiMERREEREIIMFABEMIEE ontap-san ~ Trident 73 FlexVol ZBSMEAN 10% A
@ = UBH LUN REEE o LUNIYERE A/NEEREZEEPVCHRERBA/NTEHERE o Trident 4%

10% #IEE FlexVol (£ ONTAP HEETRATAA)) o FREERETUBEMERNTRER

£ o ILEE A IELUNRAM:E « BRIEFTBETRBE R 2F A c ERBEANONTAP-sanfSE R o

HINEEBEIR snapshotReserve » Trident U T AR EEHIAN ©

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 ZE85M 10% BY Trident FTIZE FlexVol ~ UAH LUN FAEE R ° B snapshotReserve =5% - HPVC E
3k = 5GiB ~ BI4E Volume K/)\%& 5.79GiB ~ Al A/\A 5.5GIiB © 'volume show &< FERE B LEEEBIRVEE
5.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.508GB
_pvc_eB372153_9ad9_474a_951a_0B8aelS5elclba
online RW 1GB 511.8MB

3 entries were displayed.

BAl - REREA/N ~ AR ERRIRAR Volume
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RIKAAREE A
THRABTESALE  MANISRERARE - EREBRIFRMBHNSE o

DNS %78 > M3E IP firdk o

ONTAP SAN £54

EfEREHEXNERAR ontap-san °

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 5|

16

TRAIMERERIR"SVM EREER"  IBREMBFHENRIFESR « LEHARBIR -

AEEBEANTNR > FERLE sy 2HRIEE sVM “managementLIF ° g0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

@ WNRITIE NetApp ONTAP LIBEL Trident £ Amazon FSX > NetApp EZEIEE £ s

i
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ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

REERLERE S

EEEEALHEEZFIP clientCertificate  ~ clientPrivateKey H
‘trustedCACertlflcate (UNRERE1ER CA ~ BIAZEA) E95EA "backend.json’ AP if/&R:E
EEBAEIEDN CA REH basebs 4REHIE ©

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz



& CHAP #if)

EEE’@@J@EE@% ~ if useCHAP H%%«,*—i’, “truec©°
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&5% CHAP &34l

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

CAZETE ONTAP &im _E5RE NVMe BY SVM

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &if3l

o IZEEEAR NVMe / TCP BIE A& IH4H

WL JATE ONTAP BinsEHA FC B SVM ° E& FC NERERIHAERE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

1
BE o
mnen
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version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ONTAP - SAN 4575 R EREN T2 T &5 151

version: 1

storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml

username: ""

password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

EREENRIRED

EEERIREREIHLP - FHEMMERENRTERENTERE » HIU spaceReserve M)
spaceAllocation M1 M encryption MRl ° ERERNEEREFEERPERN o

Trident €7F ER) HAIPREEREEIZEE o 7T FlexVol volume Trident FRRENSERERERER LB
EHENIERIEERNHFEERGEE - AT HEER - #EEEETUHESEERERAERZEE - TRIZER
MR & D4 o
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FELEHNS AEREEERNER
MAEERERE -

PA

1%

T spaceReserve ™ #] “encryption {& + “spaceAllocation’ B LEE R
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"

24



zone: us_east lc

defaults:
spaceAllocation:
encryption: "false"
NVMe / TCP &

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
svm: nvme_s vim

username: vsadmin
password: <password>
useREST: true

defaults:

spaceAllocation: "false"

encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation:

encryption: "false"

1% im ¥ fE = StorageClass

LUF StorageClass EZA2SR[EHEENEIRZIF]) o ERILE "parameters.selector {1l  && StorageClass

H IR E R E & A BN EIEHIRE - MIRER G EFENERE RN P ERRERHE -

* protection-gold StorageClass SHEZRIGMNFE—(EEHRERE ontap-san° EM—IRMHEK

REENER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass BHEEFRIHMNE _EMBE=FEHRER ontap-san°i

RHE—IRHTRUIMRERRNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClass FHEEZRENE=EEREE ontap-san-economy ° %&eME—%

26

mysqldb $AE EAR R HE#FHERNEE -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

/, 2l

protection-silver-creditpoints-20k StorageClass SHEZRIR
‘ontap-san ° &M —IRHIRARIREF 20000 ES AREHE R o

HE _EERER



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass BHEEZRIFENE=(FEEREE - UKREBIHNE ontap-san @
EE#EE ontap-san-economy ° iEM—H 5000 EEHARENERHE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* my-test-app-sc StorageClass FH{EAMEE] " testarp FBENFER “sanType: nvme FPBYEHRE
# ontap-san ° EEM—IRHEMNEIREMN testApp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident EREZENMEERER « WRFATSHEEK -
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