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Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L EMBZRHY Kubernetes EmMER » B1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfR¥% (EXX)
* Red Hat OpenShift
 SUSE Rancher

* VMware TanzuEsa4AE
* _E¥Kubernetes

()  MRRETident Protect {9 K BREEEHITHIRREBSANM CRD o ERREMRL
3% > SR BT o
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* Amazon FSX for NetApp ONTAP ZE &
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» Cloud Volumes ONTAP

* ONTAP f17FE51

* Google Cloud NetApp Volumes
» Azure NetApp Files
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HLREAEINE[ERA Snapshot BERHEIRERES - HNELREARER » THEET ONTAP #
FRHELAIT GRS » USRRBEER

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR A E(E NAS EERERENT Fla< » LUISEEBRYHERE UUID BXR » 2RR(A Snapshot Bk

<volume-UUID> :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level

=true -n trident

@ IEBI LA Trident BIRAHRSEIERES © 7 true WNEIRE AR AIREB R R
‘snapshotDir ° IREMNHIEEARAZHE o

{$F KubeVirt VM {FEB K|

Trident Protect 24.10 #1 24.10.1 & E S RATEREEITE KubeVirt VM _ERIFERIZ AT » 1TABFIARRE ° HR
EMERRZS > EE R U ERHRE IR FRARIE A S ERER R T REER
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Trident Protect 24.10 TEERMRE(FEEIE A BEFE(R KubeVirt VM 1ER R4 —E4ARRE o IR (E
FATrident Protect 24.10 {Rs&EEHY KubeVirt VM 8% » BIE BT TERRE(EE Z AT FERNBER R FKBRE/
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{ELURTE Trident Protect 24.10 ARETEERMRIEIFRAAR VM IR RMARAIER © 072 B C A& 12
UF#H%

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 RE S HRZ

#Trident Protect 24.10.1 F%& » Trident Protect X ERMREER AR B BNRAEFARR KubeVirt R R4 o &
HWaUERU T RS ERLESTA !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirror 5 E>
NetApp SnapMirror#E SIhEERT B2 Trident Protect 12FER(ER » BN TYIONTAPARR A ZE :
* RIEPEBE NetApp FAS > AFF F1 ASA #&E

* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &
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* * Astra Control Provisioner E{Trident * : EFIONTAP{EA & IHHIZIR Kubernetes &£ B1E Kubernetes
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%tNetAppZZTrident Protect
1. #8Trident Helm {12 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. 228 Trident Protect CRD :

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2502.0 --create-namespace —--namespace

trident-protect

3. /A Helm L4 Trident Protect o 1$% “<name-of-cluster>" S22 TBIG D ECLAERE > W AMIERERN
HBPFIREE

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2502.0 --create

-namespace --namespace trident-protect

R ANGEAZRZEE Trident Protect

UNRIEH) Kubernetes B AFENE B » [SEJUAREFAA SRR EEZEE Trident Protect © TEE L& »
AR ERRATIREPHNER

TR
1. BRI GHRETHAEER - BT > ARREfHEXEIENMAAER

netapp/controller:25.02.0
netapp/restic:25.02.0
netapp/kopia:25.02.0
netapp/trident-autosupport:25.02.0
netapp/exechook:25.02.0
netapp/resourcebackup:25.02.0
netapp/resourcerestore:25.02.0
netapp/resourcedelete:25.02.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fugn



docker pull netapp/controller:25.02.0

docker tag netapp/controller:25.02.0 <private-registry-
url>/controller:25.02.0

docker push <private-registry-url>/controller:25.02.0

2. E 37 Trident Protect 24k an 4 ZERY -

kubectl create ns trident-protect

3. BAEER

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B AR AEREREATHIHES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. i Trident Helm 72 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —(ERABHIXH protectValues. yaml © sAFEMREFE S L T Trident Protect 5%7E :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. L4 Trident Protect CRD

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2502.0 --create-namespace --namespace
trident-protect

8. f£/A Helm Z#ETrident Protect © X% “<name_of cluster>" 5B ZTBIG D ECLAERE > W AMERERN
HIHFIRE

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2502.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z#Trident Protect CLI 3fH{4

A AE M Trident Protect 88 274 » ER TridentBY—{EH&ETE © “tridentct!” ARSI ILA
EdTrident Protect BEJER (CR) EBINVERARER °
Z#ETrident Protect CLI #&{F

EEASLIARRENZA » MRALRELZRKERAREFNEENHE L - RIFCHKSEERRZE x64 X ARM
CPU » FEETYIZER -



TEERAR Linux AMD64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-armé64

T Mac AMD64 CPU FY5MiMER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-amd64

T# Mac ARM64 CPU y9MEFZT
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

147 Trident CLI SMiMETEREA
AT LAE A R SMEMETURRBATOAE - BT IMAME TN AERYSHARERER -

iu E]%
1. (EFREAThAEIG AR fEFRYER

tridentctl-protect help

B2 BETR
L% Trident Protect CLI JMIMETNE » ERIUBF LSS RA BEMERINEE
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EXF Bash Shell BB &5/ IhAE
SER
1. FEEHIESHS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.bash

2. ZXEEHPREIMBHUSSIESN

mkdir -p ~/.bash/completions

3. BT HMISSHEIZE "~/.bash/completions’ B# :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHTHIEE "~/ bashrc TEERPRIFESE !

source ~/.bash/completions/tridentctl-completion.bash

BiFE Z Shell W B EHSTRINAE
1. THSEMIE<

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.zsh

2. ZEEHBRPFRIUMBRUSSIESH

mkdir -p ~/.zsh/completions

3. B THMIELIERE ~/.zsh/completions’ B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. ETFINTHIEE "~/ zprofile’ = HEEPAIIEE !



HR
TRE

source ~/.zsh/completions/tridentctl-completion.zsh

A Shell B > &AL 65 < BESERINEEE tridentctl-Protect SMHFEIBHEC(ER ©

B3] Trident Protect 224t

&L B5TTrident Protect IFERRECE » U S EIR

}5E Trident Protect B 23& R IR

#£Trident Protect & >
#lTrident Protect {EX Bt EERIEE

TR

1. B ABKIER resourcelimits. yaml ©

IRIGAYY

+
I

EEK o

] LUE R ERE RIS E Trident Protect RSB TRIES] o 32E

2. IRBEHIRIEER » (EHEZEPIE A Trident Protect A 2srYE R PR HI35E1E o

WU T EAERERT A ANRE @ LB ISEERRERITERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:
requests:
cpu: 100m

memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
CpU. : mwn

nmnn

memory:

ephemeralStorage:

requests:

mn

cpu:

mnmn

memory:

ephemeralStorage:

resticVolumeRestore:
limits:

mwn

cpu:

mnmn

mww

nmn

mww

EIRPRHIPTLE

11



nmn

memory:
ephemeralStorage:

requests:
cpu : mwn
memory:
ephemeralStorage:

kopiaVolumeBackup:

mww

mw

limits:
Cpu : mwn
memory:

ephemeralStorage:

mnmn

mww

requests:
Cpu : mn
memory :
ephemeralStorage:

kopiaVolumeRestore:

mww

nmn

limits:
Cpu . mn
memory: ""

ephemeralStorage:

mww

requests:
CpU. . mwn
memory: ""

ephemeralStorage:

nmn

3. EFEEYTHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelLimits.yaml --reuse-values

SHEEXEIAENIEH
Z#ETrident Protect & » &R LAFE R EERIEL Trident Protect 2589 OpenShift £% EFX4J3 (SCC) ° i
495K EFH 7 Red Hat OpenShift #&/1 pod 9L 2 MRS o

=—=m

1. B A BBINER sceconfig. yaml ©

2. 1% SCC EIEIMEEIER » WRBIRIFF/RIENBHY -

M EEfIRETR SCC ERBHNTARE -

12



scc:
create: true
name: trident-protect-job

priority: 1

TR5RBH SCC EIENZE :

5 s

AERBUUREISCCERE - R EW
BERES true B Helm TE
2Rl openshift IRIFHEF >
A& scc BR

‘scc.create o MNRKE

OpenShift E#2F > SUNRRA

false ’ B “scc.create’ R EEIL

{E{7] SCC &R ©

g FEESCCHI%TE o Trident fRE€ T{F

BB 7% SCC MBSIES o BIIES 1
{EESH SCC BIEEREZ AL
8T o

[\
<+

3. EAEEDHE sceconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

EERARENASEFRERPIEENE scecconfig. yaml °

% ENetApp AutoSupportE4z L B Trident Protect

ISR LR E AR R IBFE VA B B Trident Protect #2432 EINetApp Support U EESZEEHNAR K URBEEE

RRIBEERERAREERN I REER -

13



REZZE Proxy EAR
TER
1. Z&Trident Protect X128 HERTELZ2MIBELR !

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url

-—-reuse-values

REALZZH Proxy E4R
1. RE—EARLZERIRERE » B L& Trident Protect T35 6 » Bkid TLS BRsE ©

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url
—--set autoSupport.insecure=true --reuse-values

#&Trident Protect Pod FR&ITE4S E &S

&BI LAEF Kubernetes nodeSelector BREGZRIEIZATTR > RIRET AR R IZEH M LEERRE A B R E1T Trident
Protect pod ° FE&IEM T » Trident Protect ZBRFAETT Linux FIEREY o A LURIBEEE—F BT LRHNE
o
HER

1. B %AEEZ nodeSelectorConfig. yaml ©

2. #& nodeSelector BEIRFTIEEMEEE > WIELKERLIINE S EHRIRE - DARBIRIERRINLRS o FI4n -
TIIERESTARNIEER ARG > Bt BHEREMERRENATE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EAEZEDHE nodeSelectorConfig. yaml -

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

EERTERRHIRRALEEERZPIEENMRE nodeSelectorConfig. yaml ©

14



{24 HTrident ProtectAutoSupportif4il & o

B AT LGSR (E RS B E B LM Trident Protect AutoSupportsz 38 61 o

TR > Trident Protect TS A B HIBIE] AL STAYEINetApp L B RAIBUE FEEE
(D) oEEEnSErRARR0EH - SENEERER o Trident Protect A RS B HRXELE%1E
E4ENetAPp ° MFTLIFBYRIE 7 A SR RS A0 5 BB

B ER
1. B4 AKIEZE autosupportconfig. yaml ©

2. # AutoSupport ZEIEFTIE EIEE » WIRBIRIEERIENSH -
5| &E 5|28~ AutoSupport ZEIE2EHITERE !

autoSupport:
enabled: true

= “autoSupport.enabled 387 “false B » AutoSupport ZIEER/BSNESH LEEEA -
3. EAEZETPHE autosupportconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f
autosupportconfig.yaml --reuse-values

=12 Trident Protect

E1ETrident Protect IZ M ZEUZH

Trident Protect £ Kubernetes BB B AERINEFEIES] (RBAC) HER! o TERIBR T »
Trident Protect 1e{t—{E R AR in % ZE M R EEETERARFEIRE - NREVBBEE RS
FREFRENZZ2EK ﬂ'J__fl/(ﬁﬁHTrldent Protect Y RBAC INFER stz HIEHE
TR % ZERAYTEEY o

%%Aiiﬁ—ﬁjuﬁﬂiﬁﬂup%wFEﬁ‘*‘E’Jﬁﬁ trident-protect » A ATFENFAE Hithen R ERIPE

IIE}’; AEEFHERNEREANER  SREERIURIINIGEER > TREFNERAEMEEELEHRE

AAR RACRAEUUEERSREEPRUEAENEREE CRS trident-protect ° MHFEEEMEMATRE

N R EHTEUEARENENSIE CRS (REMEEREEEBRAEARERNGREHPEIERRERE
EIEIE CRS) ©

15
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REBEEEAEENABENTrident Protect BE]ERHR » HAhEE !

* *AppVault* : BEEFENEEN
(D - AutoSupportBundle : I#Ei5HR « FEHIEASELA Trident Protecti
* * AutoSupportBundleSchedule* : EIZ:EERUNERHR

RIEMMUERER RBAC RIRFI R A EESFEVERYMG -

Y17 RBAC NEREBE IR an % ZERITF IR E R > 552 H "Kubernetes RBAC X" o
NEARFHIR A BIMERAE A > 552 & "Kubernetes ARFSIRA XA o

A EEMEERERNFIE

g - BAREEES 0 —MHIRERFERE » UWk—ETHERE - EEEESR TN TIILE » MBI —
fEIRIR - HP T EMTHEES B REFIEMGE B2 EHER °

S BusaZiUaaSERENER
BiusaZ=ERELUBES N RER » LERYMIEHHEREIELEER

1. B IEBERTRRZER !

kubectl create ns engineering-ns

2. BITIHEHAR AR TR

kubectl create ns marketing-ns

TR 2 | BIUMBRBIRE - AsEanEZHPNERES

TEr I NS Ef e R E R B TRRRFIRE - EREZASEFEREFERIRFIRE » WERBREVERTT
BHE 2 RE—F 2| Privileges ©

1. RITIRBHARIIRGIRS -

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

2. RITHBHERIIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

FE 3 | ABEMNREIRE ZILNE
ARFSIR P 22 FARERRARTSIR P » MRREIAR > A I RAMIPRFAEREIL o

T
1. B TRERRBIRE BRI

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFBIRAZIIME

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$EF 4 : 37 RoleBinding #1 > # ClusterRole ¥ 845 = SEIHIRFSIES

Z#ETrident Protect BF & #2171 —{EFE:%AY ClusterRole ¥4 o {ERILUEBEIIFIEA RoleBinding #1141t
ClusterRole #B7E ZIARFEIRA ©

SER
1. # ClusterRole B4EE TIZRRFSIRS

17



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. # ClusterRole E4E E1THHARFSIRS -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

TERS5 1 REER
A ERESIER -

TR
1. BRI RERAEITUFRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BB TREREMATERITHAR

18



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

HER 6 T H AppVault ¥H4HIFEHE
EEHTERNEETE  AINEOIIRE > £EEIESXER AppVault ERNFERER FERIFERE -

1. BT WER AppVault MIMNZEAEE YAML #8232 » LUSFERE7ZEY AppVault BIHERR o #ig0 » 75 CR #&
AppVault NZEVER FEHAE eng-user !

19



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident Protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. BUNWERAECR

20
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EHM RoleBinding CR > ##ERB4EEFEAZE eng-user © HI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FESDHEPRIERE o

a.

E SRR apa 2= AppVault &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEEZHLUTIIMEREL

21



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AHUBEEAERTREUSMIERER EEFE AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREZEEERLUTIIMEREL

yes

Ilju:%

TEARF AppVault #EIRAIEFE FEZAESEIRIERY AppVault ¥ RNITRRAENER SIEEE - MBS
FEGERan R EFLSMNVEREIR - HRILMMPIEEZFIHEIR

B ETrident(REE R

&R LUfER kube-state-metrics  Prometheus # Alertmanager BJR T B &K E 1 Trident
Protect {REERE IRV

kube-state-metrics fRFSIE Kubernetes API BElIEAISIZ o iEH B Trident Protect &5 & 1FH » AJUBEERARIRIE
FERRENB RSN -

Prometheus E—ETEE » ©LUIZUL kube-state-metrics EARENE » WIEHEIRANR BN SRR
FBRYE SN © kube-state-metrics #1 Prometheus HERMH T —FE757% » B G LA EZIZE(FE A Trident Protect EIEHY
BEIRAVEBEAR T FIARES o

AlertManager Z—IEARF5 > PIHEEX Prometheus ¥ T HAFMEXNET » WA HRHAEERER BRI o

B AR O S MRS A A LREETUF S TR B TIERIH U
S EERBE ¢

@ * "Kube-state}§IEZ 4"
* "Prometheus 34"
* "AlertManager 14"

TR REEETH

FE £ Trident Protect PREUAAEIREE » MBELEMERTE kube-state-metrics ~ Promethus 1 Alertmanager ©

22
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28 kube HREEES
Ee] LAERS Helm ZRZEE kube ARREEE o

TER
1. #riE kube AREEFSIZ Helm B o 90 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. A Helm BIREZEI4BAERE (B0 metrics-config.yaml) o ERIUBET FHIEFIAERE » USRS



=3

BIE 845 -config.yaml : Kube-state E& Helm [BEZRARAS

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info

help: "Exposes details about the Backup state"

each:
type: Info
info:
labelsFromPath:

appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]

rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

3. ZFE Helm EIFRLULEE kube AREEE S - HIY0 :

24



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

4. FHIXEBTFERBARRE kube-state-metrics » WE4 Trident Protect {EFI BT ERIVISIE . "Kube-state EE

[=}
nn

BEIEIRXM" °

Z#Prometheus

el LUK BB SRR Z4E Prometheus "Prometheus 24" o

%4 AlertManager

SR LUK ER R AYIS R EE AlertManager "AlertManager X" o

o0

T2  RESEETAUHRIEE

REEETAZE  CEEREMARES—EEE -

TR
1. # kube ARBEIEIZEL Prometheus B4 ° 45%8 Prometheus BCE X (prometheus. yaml) M0 kube AX

REEIRARTSIER - fAIiD -

prometheus.yaml : kube-state-metrics fRF5E£2 Prometheus FI&ERL

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. | Prometheus FFEREEHE AlertManager © #&#5 Prometheus BCE X (prometheus.yaml) MMM
MFES -
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prometheus.yaml : [7] Alertmanager E$iX%%R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

nlj:l:%

IRTE » Prometheus AJLATE kube-state E2WEE £ » T o] {EEE R4S Alertmanager © RIRTE B & BT TR
BETRNGRYE » UWREBEXERNNUE -

PR3 I REETRMERBRM

RETAUHBIFEZ % > CRERERBETHNENRE » UREEXETRHWIE -

ZIREA) - EIRR

UTEHAERERD BIERNRERES 5 WHERFEREZNEARET Exror o A BETHEE IR
BIEMIRIR > WAL YAML R ER B R TEARRSHEZR A prometheus. yaml :

rules.yaml : E&RXKEDRY Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: b5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

87 AlertManager MUEXEREHMEEE

GBI LU AlertManager %€ A BX B4 EMEE » FIMNEFEMSF > PagerDuty > Microsoft BB e E hi@EA]
ARTS > FIARTEERPISEERIAVAERE alertmanager. yaml ©

MUTEHAFERERESRTEAETEBIE Slack 188 - GERBENIRIZEEETILEHG > FFSBAERNRS
“api_url IRIRIZEHRE Y Slack Webhook URL

26



alertmanager.yaml : [A] Slack 838 353X €

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

E4 Trident Protect 18

Trident Protect fEIE SAc51EE B 2 ¥INetAppEA BNE RHHMAE - BEAMARE

B
BREMERAERAR « 15RMEEEN - MIREEERIEKE > AR UEREE]E
R (CR) IEHERZIE B EBEENetAppZ IR, (NSS) ©
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28

M CR B iRARTF4ES
B ER
1. B B:TER (CR) #EEIMm% (FIU trident-protect-support-bundle.yaml) ©

2. RETIIEMK

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —B SIEALTE

° spec.triggerType : (_required ) RERINELZIREMN  ERHIEEL - IENEHESE
BFfA EF 12 B8 > UTC o TIRE(E -

* BHHE
* Ff
° SPEC.uploadEnabled : ( Optional) ¥ZHIRERESEIRIGESELER & i$H EEZE NetApp
ZIEAAIL o WIRFKISTE » BIBRERE false o AJREME !
=1
5 (FER
° spec.daWindowStart : ( Optional) RFC 3339 S8BT F » IeEZBEHTFRESER

BYIRE FERAIER B RASRSR o MRAKISTE > AIFERR 24 /KAl o WRILUEENRFHRER 7 X
Al ©

YAML &4 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. ERLUEHEREBEAEZE 2% astra-support-bundle.yaml ~ :5EF CR :

kubectl apply -f trident-protect-support-bundle.yaml

£/ CLI B ERBEE
TER
1. B LERFEE » LIRBEEAEUERTAE o trigger-type REEGIIUAEY » BREUR
FIBURIHERE » AIMARE "Manual '8 “Scheduled ° JEFRE&E 4 Manual °©

fgn



tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type>

F+4k Trident{R:&
&AL Trident Protect AHARFISRFTARES » UAZZHTIEET(E1EEER ©
EEFH4KTrident Protect » FHHIT FHPER o

1. EE#f Trident Helm {72/ -

helm repo update

2. ##RkTrident Protect CRD

helm upgrade trident-protect-crds netapp-trident-protect/trident-

protect-crds --version 100.2502.0 --namespace trident-protect

3. F#RTrident{F:E :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2502.0 --namespace trident-protect

BEERREZERAREL

fE A Trident Protect AppVault {4 2R EIRFEIFIF o

Trident Protect FY{FE BT &R (CR) #8743 AppVault °© AppVault ¥4 2 #FRAVERREM
Kubernetes T{E/RIZZRT © AppVault CR B2 EEFRTEMREEE (FINfEHR ~ 1RER ~ EBR
EZFMSnapMirrorE8!) HFFERAMNERE - REEIES e ERRIEE o

EHEARENNTERHREIR(EE » EREFFEER<FIEIL AppVault CR > It B AppVault CR FEZ2{Ii¢

L4 7 Trident Protect B 5 £  AppVault CR 2#HEHIRIER ; ERIU2E LB EAYEEHIRE L
AppVault CR °

€ AppVault E&:5 150

%Eﬁ AppVault CR Z Al » {EA7RHE(R AppVault MEEEZFNERZ B8 Al U AR ENERAERERETTER

58 °
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BB ESR ETEER

T IEER CR Z Trident Protect CLI M2 EEIL AppVault #7148 > EAILUEZ 4 SR Trident Protect (£ €
& Restic 1 Kopia {#7ZEINZEH:TZ2MER Kubernetes secret ° MR IERISESEE > Trident Protect i ATER

* FE)RI AppVault CR B¥ » £ spec.dataMoverPasswordSecretRef {#{II5E &1 ©

* fEfTrident Protect CLI #2131 AppVault 4455 » 55 "--data-mover-password-secret-ref' FA I 15 E & 8 HY
2% o

BUBENBESERFFERBLE

B2 EL T HHRIIENEER o L AppVault ¥14Es » RIS R Trident Protect £ It iR MBI 8B 23
FEETERE o

@ RICERANBERRBHRME » BREEMAZERBEISZMEEZE o FI80 > INREFEH Restic
» MBRITEAERKER Kopia » BITERIIEZE > J5EE S Restic 25 o

f£MA CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <base64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFCLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 HEARNETE IAM #[R
BCFEEL S3 HARIREZER (B Amazon S3 ~ #&F3 S3) B> "StorageGRID S3" » (& "ONTAP S3"f#

FATrident Protect B » SR EMIRIZHIVERE REABFIREFRICEER o LUT 2R FEMTrident
Protect EITFEFM RN REEIRABEREES o LRILRILRREREER S3 MB#FRRIEAIERSE -

30


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
1,

"Resource": "*"

AR Amazon S3 REEMEZEE » sA2R "Amazon S3 Xig" o

BRANREREREER AppVault TE M)

TEF AppVault CR B » fEERZNNARYE » A SeFIEERSENER - MELERRI S N SRHEEEM
£ o UTRZERMEENG LI ERELHEG) - MRILUER THEAIREI SEZIHMERIENERE o


https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

32

Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

—A%S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect



AppVault #3754

T 2B ERHEER AppVault E&REEF

AppVault CR &3

WRILAEA T CR §8f) > BEEZRRHAEREEIL AppVault #1F

®

* WO LUSEEMIEE Kubernetes #% » HFRE S Restic 1 Kopia EZEMZER BT ©

MEFHMEEN - F26H (BN RHRREFEDRE]

* #5% Amazon S3 (AWS) AppVault ¥ » ERILUERIEIEE —(E TFEER > IRIE

ERE—FA (SSO) #E1TE:E H EGRAR - ECEPARHEELSBREAN Zinit
FEmEBY AppVault EZ AR » SUEERILULER o

* ¥ S3 AppVault ¥+ > ISR LUEEZER RIS E R L S3 MERIIME Proxy URL

spec.providerConfig.S3.proxyURL °
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

fE A Trident Protect CLI 17 AppVault FY&5f
SR UER T CLI ap < &84l » A {ERAEREIL AppVault CRS o
* WO LUEIEMIEE Kubernetes 1% » HFRE S Restic 1 Kopia EZEMZER BT ©
(D WMEHAEN « A2 (BB EIHEFEEE]
* #7% S3 AppVault 414 > eI LUEIEERS |12 > B S3 MEIEEIME Proxy URL

-—proxy-url <ip address:port> °
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

—f%S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

118 AppVault &1
&R AE R Trident Protect CLI IMEMEX EF B RGTERSE LEILH AppVault #HEIE ©

TR
1. %5 AppVault YHERNAS :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

° EHgsR ¢ -
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (%) BEEESEERM AppVaultPath > :5#EAEES --show-paths ©

KA TETrident Protect helm REERIETE 7 EE L EE » RIEE—F|PEELBEA A o HI1 | --set

clusterName=productionl ©°

#%B& AppVault

& B LU BERS S B& AppVault #1145 o

@ fIE% AppVault #1142 A1 > 5E7#8F% finalizers AppVault CR FREVHEES o W1 RITS MY > BI6E
EEE AppVault BTREPRIFIERE R » UURBERINILER

R Z Al
R S EMPRZEMIBREY AppVault FRfERBIFRA RERFED CRS -



£/ Kubernetes CLI #B5 AppVault
1. %583 AppVault #14 » UEFRREY AppVault #1142 TBE appvault-name :

kubectl delete appvault <appvault-name> \
-n trident-protect

{3 Trident Protect CLI filf& AppVault
1. #B% AppVault #11 » LUIEFBREY AppVault #)4ZFBEXR appvault-name :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{E A Trident Protect EEEIEEARER

REI BRI FEATER, CR MREFHLAY AppVault CR KEHZEE A Trident Protect EIERY
FEFRRER o

#2317 AppVault CR
KT BT —E AppVault CR » #% CR i HERERHITERREIR(ERER » 1A AppVault CR BER

Z 8T Trident Protect B985 _E ° AppVault CR E# H S EIRIER ; BRE AppVault CR BIEEf > 552 H
: "AppVault BsTER o "

EERARER

CEEFEREMFATrident Protect BRI EEERER o KrILUEBFHEIEHAER CR I FEATrident
Protect CLI REZEEIENEARER o
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trident-protect-appvault-custom-resources.html

£ CR #iGFEMARE
1. B BRI CR 185 :
a. B HFTHER (CR) #EREL&HE (FIl maria-app.yaml) o
b. RBE THIBM :
* * metadata.name*: (_required ) FERTERX BFTEIRMNLTEE - HIRTEENGH » ARRE
TEEFRERAE M CR IEXREE2MRIL(E o

* * spec.includedNamespaces*: ( _required ) % ZEMAIEEENRKISEEBIEXNFER
R ZEENER - FREXGATENERILEEN 7 o RHRENSAEREE > of
RERESEIEE R R ERANER

* * spec.includedClusterScopedResources*: ( Optional ) fERILEERIEEERSEEARER

7@_%4359%%%@@%5}% o tEE M4 IRRISIRIR S L BIRRVEHE » IR » BIENERIGEREEE
iR e

* groupVersionKind : (_required _) 15 EREHEEIRN AP B¥4H > IRAKRIESE o
* *labelSelector * : ( Optional ) IRIFHRELENE RIZEREESIR ©
* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (F]3%) I AREBEAMRR

[EHIETE RNERER » U0 KubeVirt IRIE » HPERAFRGEZEETRB A - 15 E LR
EXEREABEEIUBAERRLR - MRRES true » EARNGZE2IFRE » WHA
MTEIREBEARIE ATER AL o RBES false > FERREREZRDIFDE > It B7EREBHARIRE
RAMBHREE - MRISE T 3E - BEAEAEERT LA EEE > BIZBKZEE o KRR
SR o RIEREETRAZMNT ¢ "2k Trident Protect /2R E" ©

MRECFEERUBARAZBERIER > IUERTISHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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-+

YAML &34 :

+

1.

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

BIUEARER CRUNSEMIRIEZ%E > FEM CR ° flin :

kubectl apply -f maria-app.yaml

1.

ERATIHEP—ESEFARIIRERARRRENER » MUREPHNERRARSERFRIE S UERARE
XEEPIMAGLERNER > ERUNERDIRBVEE » UREHIPFAIRIGIE

BIEARERR > CrILEEERERRIEERARNTRRIEEE I UR ABRERL - SEBEAN
RERKERNERRER > fIg KubeVirt IRlR » HPERASRGELETIRBZAT - MIREHRERER
B true ZEARENBREERE » AIUTRBIARMSAERZERR - MRIMBERES false ZER
RAZREHRE » ERERRARTRBIRERE - IRERA TR - ERARAEETREERK
B2 AR BBE o NRICAEREMRE - RARAEREUTRR | "2 Trident Protect /$/REEE" ©
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EEEFER CLI B ERARERREETT » KR LUERILE “--annotation FEAE o
o BIUFEARRER > WERERARERNTIERRARETS

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

© BURAREATREERARRETANAEEARENRTE !

tridentctl-protect create application <my new app cr name>
-—namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> —--annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

{E A Trident Protect {R:EfEAIE

EEI UfE R B EhRE RIS ERFF REETRES - BB IRBA AP K IRZE Trident Protect &
EWFFARARER °

@ RAI AR RE Trident Protect Tﬁﬂﬁﬁ%f’ﬁ%ﬁﬂﬁ REENPRIER R o "7 EEZ RN E A Trident
Protect R EME R T HENEE"

BIBEFRR
A ABERT 2 AT FERR IRIR o

@ MRBEBENTREEAENEETHESR > AIRAAEINEAEAGLEENSE  BIE
LEERGESERD - RIBERF -
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f#F3 CR E1II{RR
B ER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —BSIESHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o
> spec.relaimersPolicy : ( Optional) EZMIFFIREE CRE > EAREXBESZEEFEER B
FRMBEMERTES > HREEH Retain MR o BREEIE !
* Retain (FBER

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FIELUEHEREIEAEZR 2% trident-protect-snapshot-cr.yaml ;A= CR

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI Z171REE
WER
1. BIIRER » WUSIRIBRE B A 1SR R A91E o Flun -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIIpEEmD
AT LABE RS R 17 FEFRAER o
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@ MRBEBENTREEAEAEETHESR > AIRAFEIANEAEAGLEENSE  BIE
LEERGESERD - RIBERF -

ez Al

HEIR AWS TR ER AL B HARS R B AR (R RHAFAITRY S3 {5 F3E o WNR Token TEHDFHARIBHER - 1F
FAIBEGRM -

* NERE B A TEREERER ZIHAR IRV AE R » 552 R "AWS API 32" o
* W% AWS ERBEERFFEE » 552F "AWS IAM X" o
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£ CR EirfEn
HER
1. BT B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©

2. EITEIAMERF > RETHIEM

° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° SPEC.applicationRef : ( _required ) EFHHBIERATER Kubernetes & o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault %78 o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERMNBH IR - AIsENE (BDKN
®)

" Restic
" Kopia (F85%)
° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !

" Delete
* Retain (F8z%)

° Spec.snapshotRef : ( Optional) : BAREMRKENIRERLTE - MRKREM > BEELLENOY
FIREE o

YAML #34 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. FIELAEHEREIEAEZE 2% trident-protect-backup-cr.yaml > :aE&H CR

kubectl apply -f trident-protect-backup-cr.yaml

£ CLI Zi D
WER
1. B, » UWISIRIBEAE EIESRHAIE - Fia0 -



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

BB REHHE

ReERBFIEEERMHFEZFEIRE « BHEWmE - UWFRERBREDR - KALUEES/ & - 8X - 8BNEA
BIIREBHNED A LIEEBRBNELRHE -

@ MRBEBENEREEAEAEEZTHESR > AIRAFEANRAEAGLEENSE > AIE
EEREESERD - RIBSERF -

FIsEZ Al

HE(R AWS TR EREN ZIRARS A R AR R R REAAITEY S3 17 FEE o MR Token TEHINEEHARIBHER » 1F
FEAIREERM -

* INFIRE B A TR ERER ZIHRRF RIRVEFAE R » 552 R "AWS API 3Zf" o
* W% AWS ERSERFEE » 552H "AWS IAM X" o
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M CR B HF2

1. B BE5]ER (CR) #EEIL&HHA trident-protect-schedule-cr.yaml ©
2. EIMEBIRMERT  RETIEMK -

o

o

* metadata.name*: ( _required ) ItBTERN%TE ; ACHNIRIEEEZERE—B 51BN -

*spec.dataMover * : ( Optional) F& > ISHERIERFIEMANHER A - FIsERE (EHK/)
®)

* Restic

" Kopia (F85%)
SPEC.applicationRef : B3 2 FEATEILH Kubernetes 478 ©
spec.appVaultRef : ( _required ) FEREEFEHENARE AppVault %78 o
*SPEC.BackupRetention * : 2RENHFHNHHE - SRTFERILHER o
*spec.snapshotRetention * | Z{REERVIREBE o ZRNAFERIL(ERMRE o
* spec.granularity*: B{TEF2RISER o RIRERV(E ~ LUK ERIAERARNL

* Hourly (EXREIETE spec.minute)

* Daily (BXRMEISTE spec.minute F “spec.hour)

" Weekly (BERETIEE spec.minute, spec.hour? 0 spec.dayOfWeek)

* Monthly (EXRIEISE spec.minute, spec.hour ’ # spec.dayOfMonth)

" Custom
spec.dayOfMonth : (F[3E) sERETHAGHEE (1-31)  MRKERE? Monthly ©
spec.dayOfWeek : (FJ#) FHERETHERHK (0-7) - EO0=H7 X~EMH - IRNERTE

%Weeklyo
spec.hour . (AJ3%) FHEMREETHV/EE (0-23) © MRNERES Daily ’ Weekly > HE
Monthly °

spec.minute . (AJ3%) FHERETH/NRPRIDER (0-59)  MRKERES Hourly
Daily ’ Weekly ’ Z¥#& Monthly ©



3. FIELUEHEREIEAEZR 2% trident-protect-schedule-cr.yaml

kubectl apply -f trident-protect-schedule-cr.yaml

apiVersion: protect.trident.netapp
kind: Schedule
metadata:

namespace: my-app-namespace

name: my—-cr—name

spec:

dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Monthly
dayOfMonth: "1"

dayOfwWeek: "O"

hour: "O"

minute: "O"

fEF3 CLI E1HkH2

1. BIREHE - LURIREMELTS HESRHRIE - fIin :

.lo/v1

mEMCR

1R B LA “tridentctl-protect create schedule --help 2GR L Ep < BIsE AR AAE A ©

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup

-retention <how many backups to retain> --data-mover

<Kopia or Restic> --day-of-month <day of month to run schedule>

--day-of-week <day of month to run schedule> --granularity

<frequency to run> --hour <hour of day to run> --minute

<minute of hour to run> --recurrence-rule <recurrence> --snapshot

TIBRIRAR

PR B R ENFHZ NPT IR

-retention <how many snapshots to retain> -n <application namespace>
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FER
1. #BREAREFMERANY Snapshot CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MFFTBREZNFHERERRED -

&“%
1. BIREBHIERRBIEM CR !

kubectl delete backup <backup name> -n my-app-namespace

BEBDEREIIRE
CRILME RS LRI EIEEETT » BT ERMBVBD RIS

rm

1. EA T3 < P REE D EEAIRAS » LURIRPHIE AR S IEIRPRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 182 (anf) 1EENEHEER

MNREE L4 Trident Protect » BIIFT LA E azure-netapp-files #7485 BE#E Trident 24.06 Z B IIHI#T1FE
IHEYFRENE ZE BB FERTNEE o LEThAEEAN NFSv4 % > I EA S AR SMHRIEEINER] o

B2l
SRR TIEE

* 8B %% Trident Protect ©
* B 7E Trident Protecth & 7T —EEARER - EERHILTEZ A > EBREXHNRENERZ EIRS o
- 7B azure-netapp-files EIE AR ImTERGEFER o
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FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -

a. $HHEEL NetApp 1ER AR H HEREIIERR PV » BUAREEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
SNRARERAIREREER » Trident Protect iHEIZE REHINAE - RN EERMERTERGATEMF
MZER - EEREIBER T » SAEEAEDA B SRERRE I AR EH R IR E X/ EFERI RN E o

LS

%E&Eﬂﬁ%iﬁeiﬁﬁﬁﬁ%ﬁﬂﬂrident Protect ETHMHMIER - & PVC th Al HEMERARLAREHNE

{E A Trident Protect 1EFEAIE

{EATLUE R Trident Protect {ERIASUEA FIBE/CHAEFITZR, - IS MEFBAZSUBIRBIFI—B¢
65 - RARBIVGRETER -

@ ECEREARELR > SEAEARTENFAENTHONEHERAEN —EER - MREETER
B THE > AEEERFERESNIT

BRMA B FE RN ERAERENRE

FERMNAEREEENME - BRta A EMPERN R G MR 2 EMPRBM AN - SR
REp R EFPAEFERREEGER > TBREFENEAREEER » UNEKFGRERNE - REERE/
#han 2= ERIRB SRR S R A& -

WNREER Red Hat OpenShift » :575245F = OpenShift IRIEF - ERIHENRIEIER - B4

@ TR RREZEN Pod fT4& OpenShift 224 RARE] (SCC) FAEERMEERERMEZE
MEARRE > T EETRIRREIERN oI AR E o NFEEFANEL > 58 "OpenShift Z2 4 RAPRFIS
28
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TR UTEPITER AR EEE AT > R E Kubernetes IRIFE S » LU B R BRIt s 2 R FREE
53 RESTORE_SKIP NAMESPACE ANNOTATIONS ° %l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MR EEE Helm R T 3HKEEMRIZRE > --create-namespace BIE @ AT 415 % EB name 1ZH# - TERES
HPEEETZIEIZH > Trident Protect Eid bR EER T BEmAEM » BNRKFEmSEEHEEKEMRAZEBB
B > MEREFHABEmATHNE - MRILEEKFREHEEEACE » A EERNEIBEHRER
A MIEAIEE o

#5)

LT s RN B athan B =R - SEmREREAE N ENERNIRE - EIUEEFERR BNt RZE
BIBIREE » MU ERRMIRE A Bt a ERFRESER A

ERNBEBEFEZA
TRRBERWAHBEEEZRIRVEEFIRIRA B B9t an 4 2= RIARAS

GEEERA 2 T

BT/ nS-1 (& * annotation.one / #HE : T * IRIE = IEU1EE

) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=nS-1

R ns-2 (B * annotation.one / #8% : T true J * role = BFlE

s
) * annotation.the/key : [ FALSE |
BRIEEXZ %

TRMAERNBEBEHEE 2 REH B R ERIARE - REZRENIE > BHEER > name REHE
BN S Bt e Rz

Gz Tz *H

2™ nS-2 (B  * annotation.one / #4HE : T * NAME=nS-2

AYth) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : [ true J . IEE - FRER
* annotation.the/key : T FALSE | . role = BIE

54



RBEHERERENGFRZER

= & BackupRestore CR #H1EREIREBIdr % ZEfEKF » Trident Protect E1EMBYar % = RIHPERER
2F UAERNERERNEL—EFERARER CR - AT RECERENERRRR » JUBRIIZEHMIIRE >

HERETE o

@ RENEREAFHATRNAEGRZER » TAEEEAEGELHPHARBNER - 2E
RENPHRFREER > ARRLEENZLBReRER > S HHERENGRZER -

FIsEZ Al

HE(R AWS TR EREN ZIHARS A R AT E R REFEIMITR S3 IBRIEZE o YR Token TEE/RFEHARIALA

EEFIREE R ©

* INFIRE B A TIEREEER ZIHRRF RIRVEF A E R » 552 R "AWS API 32" o
* W% AWS ERSERFEE > 552F "AWS IAM X" o
E 1L Kopia fERBERBBISRERENE - ERILUEETE CR e CLI faE T ARzRIZH|

() Kopia BRNVEHITA - HER 'Kopia X AT AT LR BAVBIEASEEEN - 6
“tridentctl-protect create --help’ BRI Trident Protect CLI 15 EBMNEZEE » 2GS ©

b
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fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. EIEBIRMERT  RETIEBMK -
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3 th L RSIULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #HER{EENRIFFEFENHEE Bt EERER - LIRIEPHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
annotations: # Optional annotations for Kopia data mover
protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
"1000"
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MNRIECAFEFEVEARNNELERKER » FHIGEEDE » LB HHFRLAE
BFERBHNER

Trident Protect € HENEIZE—LH R » BATMELEZENERERE - 6l > MRE
REFAMEGEEESEERACE—ERMEAY pod > Trident Protect t &iE R BHH#AY
pod °



> resourceFilter.resourceSelectionCriteria : (E7FTE) A ‘Include B ZEX "Exclude HEbR
£ resourceMatchers HEZMER o FIE T EREETEZSH - UEEEMWATHFRMNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIEY | FEEHS
ErcE > efELEEHEA OR /% > MEETE (B » B > IRE) AR ZEEE %A AND
=

* resourceMatchers[].group : ( Optional) EEHEREREH
* resourceMatchers[].cher : ( Optional ) EEmEERIELE o
* resourceMatchers[].version : ( Optional) EEFEMNERIRAS o

* BEFEZ EIRH Kubernetes metadata.name ##{IHAY * resourceMatchers[].names* © (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* : (
Optional ) #n4ZEf] ©

* BRHY Kubernetes metadata.name #{iIHHHY *resourceMatchers|].labelSelectors * : (
Optional ) Label FEEXZRF & > MHFRER "KubernetesSX " o FiIYN

"trident.netapp.io/os=linux" . ©°
fugn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]

- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. FIELUEREMEIEAEZE 2% trident-protect-backup-restore-cr.yaml ~ ;a&H CR :

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEACLI
1. BREMEREARARNGAZER » LIRIEEPHNEFECIEIPRE o i namespace-mapping 5| E{FEH
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U E SR RIS R TR » LSS SRR e 4 2= M E X IEFERY B AV s 34 2o R
‘sourcel:destl, source2:dest2 o fild :

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

BN ERERR LR
SR AR BRI R R E R s ZEM o

ez Al

HefR AWS T{EFEERIER ZUHARF A R AR TIE R RFFENITEY S3 IBIR1EZE o UNIR Token EEREEAARBHA
TEEERIREE R -

* NFERE B A TR ZIHAR RV AE R » 552 R "AWS API 3ZfH" o

* WNE AWS EIRIEERVEEANE T 0 520 "AWS IAM ST o

E{T{E M Kopia 1?%:%“*4%5@]%%5:1_ HIPEF > (SAJLUSRIETE CR FRER(ER CLI 157 s AR AR
Kopia ERBEFHTA ° :B2H "Kopia X" BRI UE BREIENEME ° FH
‘tridentctl-protect create --help" B RA{EA Trident Protect CLI (€M ELE R > E2B&H <
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fEFA CR
B ER
1. B H:TER (CR) #EEWUMABS trident-protect-backup-ipr-cr.yaml °
2. EERIUANEED » RE TIIBM
° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEEE —HSIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3t < RS IULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore

metadata:
name: my-cr-name
namespace: my-app-hamespace

annotations: # Optional annotations for Kopia data mover

protect.trident.netapp.io/kopia-content-cache-size-limit-mb:

"1000"

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Optional ) MRITCHAFEREARNNELERKER » FHHIGEEE » UBSHHRFLE
BHERBNER
Trident Protect & HEN#EE—LER - AR CFRATEZNERA R o 50 » RE

EERAMMIRE S 55 R B ©HE —ERfIERY pod > Trident Protect th &3& /R BAAY
pod °

> resourceFilter.resourceSelectionCriteria : (E7FE) /A 'Include B ZEX "Exclude BEbR
£ resourceMatchers HEZMER o FIE T EREEETEZSH - UEEEMATHFMNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M RIEIFLLMEY | FEHS
ErcE > efMELEEHEA OR /% > MEETE (B » B8 > k) AREAIZEEE %A AND

E% -
* resourceMatchers[].group : ( Optional) EEHEREREH

* resourceMatchers[].cher : ( Optional ) EEmENERELE o
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* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

* EffEE 2 BIRH Kubernetes metadata.name HiIH Y * resourceMatchers[].names* :

Optional ) %78 o

* BEFEZ BIRH Kubernetes metadata.name ##{iiH B * resourceMatchers[].names* :

Optional ) %4 ZEfE o

* BIJRHY Kubernetes metadata.name &I Y *resourceMatchers[].labelSelectors * :
Optional ) Label ZEEXZZF & » YIFFTEE "KubernetesS 4" o iU

"trident.netapp.io/os=linux" . °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAIEZE % trident-protect-backup-ipr-cr.yaml ~ :A=F CR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI

1. BEMHERERGGRER > LURIRPHEFRIAIEINREIE © backup 5| BERNLBEBMER

ZBEIXA <namespace>/<name> © flYl :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>

(

(

(


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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RBEMERETENZE
MRFRIEREZLERE - CRURERERERFRIEESE

EICER Kopia FABERNBEEREDE » S LURIEE CR Fo{ER CLI $5E AR IEH|
Kopia ERNEFHTA ° :B2H "Kopia X" BRI UE B REENEME ° FH
‘tridentctl-protect create --help” B RA{EA Trident Protect CLI (€M E L L > 526 S
RS Z Al
BARFRE TR RMES

* BREEE S L% Trident Protect ©
* BRtERE N EREFFEHEDIRREREER AppVault BIEFEERK o

* FE(R AWS T{ERE R ZIHART A B AT RS EBITRIZRESE - S1R Token TEER1EEHARIBHA

EETIREG R ©
° MNFTARE BT LIERSERER ZIHARFRIAVEEAEES ST » 5520 "AWS API ST o
° W1 AWS BEIRDEGEAER » 552/ "AWS X" o
S
1. €A Trident Protect CLI SMEM 2% E B 1255 |k AppVault CR BIRT A1 -

tridentctl-protect get appvault --context <destination cluster name>

(D) mReEmtEs rERRERRRIBRNHZZEE -

2. E BB EMEIR AT AppVault FIBEHR RS !

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

-—-context <destination cluster name>

1T A S GRS AppVault RINETRIES » BIERELEE » HENRREXSHE - BRIHLNH S
@

° Ehgsa o

]
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i fommmmm e +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
fosssessssses e fremsmeemema==e 1

| productionl | wordpress | backup | wordpress-bkup-1|

08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2 |
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBFIRERTREAENEREBMEBE

TIMESTAMP

2024-10-30

2024-10-30



fEFA CR
1. i BT8R (CR) HERIUMGHES trident- -protect-backup-restore-cr.yaml °
2. EITEIAEEF > RETIIBMY

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ UNER #EEF BackupRestore CR » &R LUFER AR 2 Tl BV e < RIG1RE(D A
Eﬁ\» o

° spec.namespaceMapping: &ER{EER KRR M EHEE BVt % 2o/ o LURIERAVE

BV my-source-namespace " # ‘my-destination-namespace °©

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
annotations: # Optional annotations for Kopia data mover

protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
"1000"

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path

namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. FIELAEHERBEIEAEZE 2% trident-protect-backup-restore-cr.yaml * ;A= CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. EATF 3 (5

f‘mﬁ’]up%zf'aﬁ Hé_’rI/}_un%“Fﬂﬁ@ UIETJEE’JEE’JiHJ %’“Fsﬂ %_tj% source1 dest1 )
source2:dest2 ° 40 :

l_||:|
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

WRBERERERN G RZEM

I UEABEIER (CR) ERNRIRBREREE - ERIFENGRTHHFEIRRFRHRZTRE o BEER
SnapshotRestore CR #BREZRREIAREN e ZEMEF > Trident Protect E7E#TH G R EMPEFEEARER > It

7’—’35&_1"'?' HEARENEIERER CR - AT RECEENERER » eJUBIILEEMHIRE » ANERET
2

R Z Al

R AWS T{EFEERIER ZUHARF A R AR TIE R RFFENITE S3 IBIR1ESE o UIR Token EERFEAARBHA
EERIREG R ©

* NERE R TR EN ZIHAR FEIRVEFAE R » 526 "AWS API ST o
* Y0 AWS BIRTERFMAE > 552F "AWS IAM X" o
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EITEIAMERF > RETHIEM

° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appVaultRef : ( _required ) HFIRBRAZSHI AppVault &7 o
° spec.appArchivePath : 7 AppVault FEEFRBRABHIER o Lol UfEA T3 68 < RS

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: FHERIEENKEM R EMHEE BRItha M o LURIEHIER

Bt my-source-namespace " # “my-destination-namespace °©

° spec.storageClassMapping : #HEER{EENRIFFEFENHEE Bt EERER o LUIRIEPHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

i& “storageClassMapping’ B4 {ETE /R IR B 4 AT BB 4 E B 4 FF “StorageClass &£ /4
()  iammketses - MBEERMES  StorageClass TIREATFINHIEE » B
ERIRER G R

0

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace", "
destination”": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UEIHHFRLCH
BERBNER
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Trident Protect & BENEE—LEER » AAEMREGEENERAR - AN > NRE
EERAMMIREE EBRAEE AR pod > Trident Protect th &&= BARKAY
pod °

> resourceFilter.resourceSelectionCriteria : (EfiEFFE) M "Include B ST "Exclude HEF&
7E resourceMatchers RERNER o M THERICE LAY - UEEEWALHRHNEIR :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥ o M RIEITULIET P EHR S
£ > efELEHE%A OR /% > MEEE (Bl » B > IkEx) AMREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EEREMNEIREH
* resourceMatchers[].cher : ( Optional ) EEFERERIESE o
* resourceMatchers[].version : ( Optional) EEREMERIRZ

* BEFIE 2 EIRA Kubernetes metadata.name ##{I5#Y * resourceMatchers[].names* : (
Optional ) %@ o

* EffEE 2 BIRH Kubernetes metadata.name il #Y * resourceMatchers[].names* @ (
Optional ) #n%4aZEf] o

* BRHY Kubernetes metadata.name #{iIH1HY *resourceMatchers[].labelSelectors * @ (

Optional ) Label 3EHXESF & > MHFFAER "KubernetesSTAE" o FilHN

"trident.netapp.io/os=linux" i °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FEIELERMNEIEAREZE 2% trident-protect-snapshot-restore-cr.yaml > sAEMA CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

fEFCLI
1. BRBIEREAENGRZER » LURIBFHE IS IEERAE o
° snapshot " 5|BEAKBI R R MM IRERLTE  <namespace>/<name> °©

° It namespace-mapping 5|BERUE R IR RZER » USRI RIRm A ZERE EE EREN
BethesaZ=m sourcel:destl, source?2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>

RRIRIERERqan R ZEE
TR BB IR IR IS R E R A an R 2= o
ez Al

MR AWS T{EFEER R ZUHARFE R AR TIE R RIFEMNITEY S3 IBIR1EZE o UNIR Token EEREELARBHA

EEPIREG R ©

* INFRE B A TR ERER ZIHARF RIRVEFAE R » 552 R "AWS API 32" o
* W% AWS ERBERFEE » 552R "AWS IAM X" o

3

67


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFREBABSHERE o S UER TSRS H AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

Trident Protect @ BENEEZE—LE R » AATMREKEEZENERBRF o Fla0 - IR
EEFAMEEEEEERATCE—ERA pod > Trident Protect th &iE R RHHLAY
pod °

> resourceFilter.resourceSelectionCriteria : (EFEFFE) £/ Include B S EY "Exclude kR
7E resourceMatchers HEZMEIR c #FME T BEREETEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher {4 o IR EIT tEfES R E&H S
ErcE > efELEEHE% OR /% » MEEE (Bl » B8 > IkEX) MM ZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREAE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) EEmEMERIRZ

* BEFIEZ EIRA Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* : (
Optional ) %7& o

+ BfEfEE 2 BIRH Kubernetes metadata.name f8iIH#Y * resourceMatchers[].names* © (
Optional ) #paZEf] ©



* EJER Kubernetes metadata.name il HY *resourceMatchers][].labelSelectors * :  (
Optional ) Label EEEXZZF & » WNARFREF "KubernetesSXH" o FiYN
"trident.netapp.io/os=linux" . °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAEZE % trident-protect-snapshot-ipr-cr.yaml ;52 CR

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEACLI
il\%
1. BRBIERZERESAZER » LIRIEHHE RIS IERRAE o Fla0 :

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \
-n <application namespace>

BEZREEIIRE
TWRIMEA S LIRBEETH » BT EERMEVERIFEMRS -

1. RT3 < P HEBEREEAGIRA » DURIEHPHE RS IEIRPRIE


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

fEFINetApp SnapMirrorfITrident Protect {3 fEFATZ

£ Trident Protect » &R LAF| FANetApp SnapMirrorii ftTHIERE S HEBRITHAE > iFEKIFNFE
FREAEEN—(ARERIGENES—(AFERR  BmetlS=ERNEREREIRRE
2o

BENB BB IR a2 EEEREMNRE

EREA SIS ERLIR B0 S 2B R R R G SRS S 2 A RAV IR RIS G o G3RHsR
E AR A ENERN T I EE D ENEIRRREE LT AR AR REMME - REEREN
o 4 2o R L BOIB S R RS R o

NESEAEF Red Hat OpenShift » %2418 OpenShift b 2 2RI IEMRIRIER - B4

()  EMERERRERSN Pod f1a Openshit RS (SCC) AIERMERMIRTILZS
MEARAE > T BT IRPISEEN AP IR E o MTSLAREH » 3 "OpenShift 22 MABIRSIX
55309 o

ERIEHITE RS BB EEE Z AT » SLRTE Kubernetes IRIFE S » LUBRER BB RPN ER
& RESTORE_SKIP NAMESPACE ANNOTATIONS ° fil :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MNRITEF Helm R4 7 3KEMEMRTZRE » --create-namespace BIE » 44 FAFHEE name 1BHE - (T1EFRDK
HEEEFIBIZE 5 Trident Protect S ILLIZEERTI BZmA TR » BNR KRG %MV EE R % 2R
B > AIgREEHABEHREENE - MRILESRFFERREBRTE » AEEEREIBIZmaZER
A MIEAIEE o

5

LT SR MM B authen 1 =26 > SEdm 2 E=REETRVERNIEER - LKAUEEFEMRBtmRE
FIRVIARE » DURERMRRE Bt es R ZREPRMEENER A ©

BRYBDEBEFEZR
TRABERWAHEREEEZ BIRVFEAIZIRN B B9t an 4 ZERIARAS
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CEEZES i EE

fBRZEMnS-1 (R * annotation.one / #%85 : T . IBIE = FREY

i) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=nS-1

BRZEB nS-2 (B annotation.one / #HE : T true | * role = Bi}E

pud)

* annotation.the/key : T FALSE |

BRIFRZRE

TRAPERNBHBEFE 2 REBH BRIt EMAGAR - RESIBENIE > BHEEBR > name RHE

EHAURT S Bt e R ZEmR

CEEZRA Tz *H

BRZEMnS-2 (B * annotation.one / #4R5 : T * NAME=nS-2

BYh) updatedvalue 1 « Compliance = HIPAA
* annotation.b2/key : T true J . IEE - FRiER
* annotation.the/key : T FALSE | * role = BEIE

@ A AR TE Trident Protect £ ERMAEIERIARIRETNBRIER R " T REZ RN E A Trident
Protect SR EIERFREHIER"

K

RERBRAFI R TIEIE

* ¥E{ZTrident Protect {RIBEMARENRERIER (BIERMATZNH Kubermetes BIRUKREAEN SEHITE
AURSRRE IRAR) o
* BIEREHHE (81E Kubernetes BIR M FFEHIEEER)

* RERRIRIRAIRE
i" %%

1. ERREE L ARRERREINEI AppVault  RISHEFHERME > AEAPHER)" AppVault HETE

R AR EERIRIR
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEEM CR IERZ2HILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELEHMHEERRIES » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEBUENIEESTE o MAMNIERMNG R o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. ERFREL > BURIREATER CR ¢
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£ CR B ZKEEAER
a. B BTER (CR) ERLdh® (AW trident-protect-app-source.yaml) ©

- RE FIBIE

* * metadata.name*: ( _required ) FEFREXBFTERNLTE o 5B NEEENLE > HAER
RAAFREEREM CR B RMBILE -

* * spec.includedNamespaces*: ( _required ) —#Har%ZCEIFIERAIEE - FFAMATEBTE
AEEIE S (6E AR B AR /) i 2 RV EEE » WIS RE LS M T R B P EENE R o FER
EXHLTENBERIEHN—E5

* YAML* €6 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. ERLERAMEIEAERZ % trident-protect-app-source.yaml *iAEMH CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B K RERRER
a. By RFERERED o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. B > ERIREEL c HFKFRAEIRERE o IWREBEERBMEE FRAEANER - IRE

BRIBIED B - BIREZR T —ESFERRBAIT » UWEEARIENRE -
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/8 CR HITRAMKIRIR
a. BIURREAREINERHIE

. I B:TER (CR) HERism%® (Ml trident-protect-schedule.yaml) ©
i. RETFIBME -
* * metadata.name*: ( _required ) PHZBEFTERNLHE o

* spec.AppVaultRef : (_required _) IL{EXERERKIFEERTZINA AppVault
metadata.name i ©

* spec.ApplicationRef : ( _required ) ILEXBNERKFEEARER CRH
metadata.name &1 ©

* *spec.backupRetention * : ( _required ) UEHE{(IAMIEREA > BEXERSEO °
* spec.enabled : NEREF true °

* * spec.granularity*: 7B E 4 Custom ©

* spec.recurrenceRule : L UTC RREFN{BIREFREIEIREZRFBEER o

* *spec.snapshotRetention * : A/BRES 2 ©

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i EEERINEEAEZ 2% trident-protect-schedule.yaml ;A& CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



5 CLI S\ ITRAEIRER
a. BIURIR - USRI EFMEA G IERPRIE - A

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. EERMEE > BURAGERRERESE FEAB AppVault CR HHEIRIKEERFTER AppVault CR » Wids%
ZIEATRED (FIU0 trident-protect-appvault-primary-destination.yaml) ©

5 EFCR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. ZBEMESE FHYEEREINE B AppVault CR ° fREMNREFHERME & SHECLPRIES
BI"AppVault BETE R U S ERIRIR

a. BV BFIER (CR) #ERIdfhs (HU trident-protect-appvault-secondary-
destination.yaml) °

b. FRETFIBM
* * metadata.name*: ( _required ) AppVault B5TEREN%TE s MEIEENRE » AAERRAE
FRrERE M CR IERE2HILE o

* * spec.providerConfig*: ( _required ) fE7ZFRIEEMHERTZE AppVault FrERI4REE ° F5AREH
FER3883E "bucketName FEMEMMNEFMER o A0 FEEIENE » AAESBEFIENEM
CRIEEZ2MRIEL1E - U5 AppVault CRS EIEMIHFERERIEEH] » 552" AppVault BETER" ©

* * spec.providerCredentials*: ( _required ) E#FEAISEIRMHEZE AppVault FiE 2 (EAIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
*key : (_required ) EfXFEZENTHNAERER
B L (LHE ) 23LRMENEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEUREEFTANTFIEE © *
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: ( _required _) RAERMEHEDIIAZR » HI40 NetApp ONTAP S3 » —fi% S3
> Google Cloud 3f Microsoft Azure ° RIAE(H :

= AWS

= Azure

= GCP

= generic-S3
= ONTAP S3
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= StorageGRID S3

C. EIEUEEMNEIEAEZRZ 2% trident-protect-appvault-secondary-destination.yaml
=== .
sAER CR :

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-hamespace

TERMESE E > 3217 AppMirrorRelationship CR &2 :



£/ CR ##1I AppMirrorRelationship
a. EIUBFTER (CR) #ERish% (B trident-protect-relationship.yaml) o

- RE FIBIE

* * metadata.name:* (WME) AppMirrorRelationship BT &R HE o

* * spec.destinationAppVaultRef*: ( _required ) ILEMBERSBHMESE FBRMERAIE
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXNBERFEIRIFEEAIZEINA AppVault %7FE o

* spec.sourceApplicationName : ( required ) ILENBERESEEREERAER CR BE
EHRIFEAEN S o

* spec.storageClassName : ( _required ) EIZFZEE FENRFERIMGTE o HFERNE
BEFHICRIRIEHER ONTAP #7F VM ©

* spec.recurrenceRule @ L UTC BB {EIRR B REIfRE&=FWBEER o

YAML &4

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. ERLUERMMEIEAEREZE trident-protect-relationship.yaml > s5EH CR



kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

£/ CLI £3Z AppMirrorRelationship
a. B EFR AppMirrorRelationship #4 > LIRIREFABUL A IESEHHIE © FI0 :

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (Optional ) TEERBMBE | > HEEBRIARGKEFIRE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AHEPEEENMESE

£ Trident Protect > fXRTLARHE RV AENKEEB I BREE - ILBRSFILERAEG > MSEARNE
BiREE LR - IRKREE LREMAENIETETT > Trident Protect A E{ZILZEAREL o

1. EEZEE L > 45#8 AppMirrorRelationship CR 12 (#J# trident-protect-relationship.yaml)
» & * spec.desiredState* FIEEIE 24 Promoted ©

2. {#77 CRHEZE o
3. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Optional) TEAHEBEEARN _ LEIPIRIERIREDNE o
o. ( Optional ) HERTRRFHAIARREAAEE :

kubectl get amr -n my-app-namespace <relationship name> —-o=jsonpath

='{.status}' | Jjg
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ENRY RHEBEERMR

ENMES XSG EMBUERME - MITEMETFER > RIGRFEAREINASRTHHERER > MKE
AUt EE TR EAEERERIER -

ISR S ERR B2 AT - I RNHEE FORERTRE -
()  rosemmrsA B ERRR N AER R EER o

55
1A RS L YIRS ARG - ML TTRRISE R R

2. TEZEEE L > 45¥E AppMirrorRelationship CR 12 (fl#l trident-protect-relationship.yaml)
» W& spec.desiredState FYEEEFE 4 Established ©

3. f#FZ CRIER -
4. EFCR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MNREEBMEE FRTEAFREIIZRFESHBBEARER » HREBK - EANEEREFERRE
KBBIHERR o

REEHRAT B HEZEERRE

ELREENRS AHEREERMEE - BRMEREASERCRRERARER - KESTEMBE M - TRHEBE
HAfE S Bt R BRIV S E S RE TR o

1. FRIEBE R EEE > MIBR AppMirrorRelationship CR ° E & EHAYM AR - MRFFHBEAMEE
BHEAREDR » A HEBR -

2. ERRSCARRE LN EERARN CRIEE » UREERRF o
3. SAHEEMB M (RIGKIRELE) SRFFHER AppVault CRS EITRE °
4. EHEHNEE LRTEERME > KREREBHAE -

REERENERSM

BN REERSER > Trident Protect ZiSEARIABREBIZHERI » FRFEEEEERIGIR#TR
i o Trident Protect 21Z L3RR LA ERER D BIEME - REBHRIEERIBZEARER -

HEREERT » CEIRIFEM BRI o

i%ﬂi
1. fERRERE L > EBIRAMIRER :
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/3 CR EIZRAIRER
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :

i Y BIER (CR) HEEI&Hm% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBEREREERIEZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML 34 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI Z I RATRIRIR
a. BURIHIRIR - LURIREFMENA S IERPRIME - fIgn

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. FERIRERE L - BIRIRIRSTAE - USRI IRIRAVIRAS -



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBEHEE L > FATYIHL S * shutdownsnapshot .status.appArchivePath* BI{E » M50 ER#IEZRERIEHY
RE—E87 (1#8% basename ; S ERE—ERNGEZBRWFAEIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. PITAHBE > WHNVERMEEREEMIRIERE - WETTHIEE !

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

S WMITHHNRMEHEL TR ([MESEHED RIEREESRIEF] o
6. IEHBIRIRELE FEUBRERHE -
HR
HRREES » EIEEETIIEE :
s FRIAHKRFEATZR M Kubernetes BIREHEEVREE o
* MIBRFEAIEXAIKubernetes&E iR (REEPVCSHIPVs) -~ BNE]IEF{ZLERIEIRREFAFE AP ©
* & Pod itz % - EEERMIRE RBM S HEEIRAES
* SnapMirrorB &R - F B Rt E EHTFETES °
* FERTZTAY Kubernetes BRI ATIRIBER « WERRIAKRERRER L EEZEM Volume B ©
c EREUMERABEREIL
BEAREAREBEERIAFEEE

fEM Trident Protect » SR LUEBU T T RFIIEHRIERREERER HMEER)  FILRERRERG RN
TERIEH > Trident Protect EiEMERARNEERN (EWNRAY) RREKRRERRER » RAEBREERS

[ o
HRFR BT AR EE B A RIARA « WH KR TS8R

* EAHIBEARRERLS
* RmEMETERRE

@ AEMPTEERNEMRSERE > BRAESRETAHEEEEFPRRABEENER

* REERAM o
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1. T REEMRS D HEREEREMRIDR
2. JTREEAREIERAEIPER

FFHE R R %

;&;EJLXB?EEHHUB%%’E%EQ% o BEMIREARENERAEE - SEEMEBINEARER > mEZBREEFH

1. BRIV BEZEE L > MIBR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EFE Trident Protect BSEATET

TAILGR BN RIRBEREREFRNEREHFLRR - ERENEFER 2 MBEER
2T o

@ SEBERARNR > ZEAEARENAERTHONSHERAEN —ERHE - MRETER
‘oITHNG > AEEERFEREHNT ©

N EBIRIFE
AEHETNNENNTHRHMREBREE - ERIUBBCHENGEHRRERIE -

BRIF—EFE

LEREARIENIF—EEE - FREURRHHEDR > ARRKENERIFE—EEE -

1. T TIEP—IR
a. "EITIRER" o
b. "B I HR" o
2. ZR—EZE L - RERINZREBHFHHNE > FRIT FIIEP—IE :
a. "[ERIBERER" ©
b. "REFHRERER"

BRI TERE

EEBEARENENIRTENEE BITERERRE) » BAEREEELEIUEDR  ARBEOERIIRENE
£ o ;AR RBEIEEE LB L& Trident Protect ©

() mEnERETREEZ BERRERRE SnapMiror " -
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1. "ERITHR" o
2. BT EIERNEE LT O RN WS AppVault CR o
3. [E M E F I EIBEER 5 o

AR —ERFENBEES — (AR
ERILGRRIBERER RN BB E#EFLER - REAREAR—ERERBEERRRREFER
BN (HE25R CR BRI ZE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appArchivePath : 7 AppVault PREFIRBABHERE o e LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FRY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T ERELE TEZ2H - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIEY | FEH S
EcE > efMELEEHEA OR /% > MEEE (B » B8 > RE) AR ZEEE A AND

fE% o
* resourceMatchers[].group : ( Optional) EEHERNZREH
* resourceMatchers[].cher : ( Optional ) EEmEMERELE o

* resourceMatchers[].version : ( Optional) EEnEMERRZ

» BEFEZ EIRH Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* © (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (



Optional ) #n%4aZEfE o

* BRI Kubernetes metadata.name #{iIFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZR "KubernetesSZ " o FIgN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£/ CLIZRIRER
TR
1. BRBIEREAENGRZER » LURIBEFE RS IERTHE -
° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping 5| BfERAUE RO RV RZER » MAETURIRIR i 2 = EH R E IEFER

Brthesa =M sourcel:destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>
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E1ETrident Protect #1781 F

HITHRBE—EBTHE - IRERESERAREINERMREEZE—RENIT - fI « 1
RICAEEHERARELN « KA UERARTHAREFRBEZANFFEERERS « LR
FRITABIEER S o WILFIHREAREN—HBIRER -

HUTH R
Trident Protect SZiR A T EBRITH FIRE » BURAIR EFIRVETTRIK

* [RERAD

* REER

* FREHEH

* win’

c BRE

© REBER
HITIER
HITERMREFRR - MITHMESH SRR TIIRREE

1. (EERA EEHR AT TH O SEEEN DB LT - CIUERER U AR TEEHEN BRI
i ~ BEEEZAINITEEHINIERFEAREHEERTE
MRBEA > MIGRERERGRE o "7 REZSRIEATrident Protect REERFREHIEE"
HITENREFE o
RENERRREEERRIGT FRRRE

HERNBRFRATHAMEEEENR SR LT - CAILRRERU KA TESHENEIREF
iy ~ BEFERIITEEHANIEF LA RENEARE °

o &>~ W DN

MRERUF—EFRENZERITHEY (FIIFRLIRR) -~ AEERESEHINANITIER - 78 - FEJREAH
HWHITIBF A TRE - HI0 - U REAMAEFRBEE IRAERRRITIER -

1. SITIRERAT M

2. REBEADERT

3. MITHRMATHS

4. JITHEO B

(D) DRESRAEERRRTTERRERRNERE o

FEXFERETRARITHEBIS B ZA « SBERETAIR o EeILU#EA kubecl exec'fi <

@ KR EMAGIESH - EENFEIRIEBETRBRITHAZE « sHAGEFEEREBED « LUE
FREM—K c ERIUBEARENENIEREHR TR « BERRBHED « ARASERRES
IESEREIEIEZE o
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@ SNRIREBAIITIRE SR INIG > B FEHTEFR Kubernetes BR » BIELEEBEEIEREBHEHD
» R AIRERERIERET ©

R B THANER IR SR
REEARANRITH AR « FEETIIEE-

* MITIHRESLAERIESHERIITENE - SF2RITH AR U2 RBERNIESH

* Trident Protect ZEK#1T# FEARIMZASLART BT shell RIZARIE AR

* IR/ EPRZ96KB ©

* Trident Protect A #1TH# 7 EFMEMAIR SR IRE WL FBERARIRER « BEHNBERIEE -
HRHITHORE SRV HT2EARTHREARENINEE « At EEZ—EREMEBTNT

@ BEIBITRARAERE o MMRELHERANBITH ARMBEGN IRBIEE « ERFEREICHE « BIMNERE

MEIRBIERELRE « HAFFHINT - ERTHOHEBNTHAPERANEEREZRRENE
5ERY °

HITIREERESR

BICHL S AREEE AR B THMEE > oG ERESR IS E TN » USRI SINAS o fhstess
REFMERS LERAERRSMGHNERRERNKRIFEER « B eRESEMRERRTRNAR (fl
flElasticsearch) ° EfiE2s Al BRI M TIHESER LRSS ERITHEAS ~ BEFR—EFER23EERE - tNRE
AB—HITH AR ZEEESS - SR REENEREFESER - SERITEMERZ I E10E/ERT
EmisEes o

gD MITHIN SERESRSER ERR TR EEEETHNES - ENFHERABAER » 7 EEZA S
BITHRAAMIZ o @ESMNERRTNERERETTR 2 (RE2) 387% @ B 2 MBI EBETHIRE

2RAYIBIERS © AR Trident Protect EHITH FiBIES PRIENIERKRTINEEZNFMAER » H26H HHAIERI2
(RE2) SEASZIR" °

@ IR o B =R EESIE ENITHE « MATERIERFEZRANT - BERTERKR
HERMAINARNGRZER - BlesEHGREREERAEE R ZER o
HITHREES

sEiEsh "NetApp Verda GitHubE 22" TEZAPIFEATEZTN (U Apache Cassandra # Elasticsearch ) BYERE
1T - U EBEHA - BENEREBEECNETRITHRE °

BIITH

ICRILUfEMA Trident Protect ZEARNEIBFIHITHF - CREBHAMAEE - EES M ERRASERIINT
¥ o
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRLE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > i5HHITHIEEENFHARPITHIPEER - AJREME
-
* BhC

° spec.ACTION : (_required _) F& > RIHITREMRRINGITE) » AIRRZIEE N EAHITRE
BRI EREABTT o PIRE(E -

= Snapshot
10
- BEERE
° spec.enabled : ( Optional) FTRILHITHEEEERARERA « MRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 ##hE hook 5L HEIF R o

 spec.timeout : ( Optional) —{HB(TF > EEAFRITHMNITHRE (UDHBBD) © B\
B 158 > MBKISE > FRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 53|805E > o] LIAMITIHERETE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHEIRERCEHEE > SERHAMRBNI T
fhigtas o SENITHIRZOINIE 10 EEREESS o

° spec.matchingCriteria.type : ( Optional ) B HITH0EFEIERMF R o AJRE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) B ITHOEFRENFRIRAEER o

YAML &5 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER

1. B 3THN - BURIRE A IESRRAYE - flY0

89



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIHITHI

TCRIUFERITHLOETTAR - NBEHRERFZFHENN TN - CEEREHEE - EESMEHEIR
» AREF BT THNG o

FENTHNBIMEREDER

1. BUBRER » WEERIETERER > UHERBNNITUE
2. 7EfEG EBITRITHENG
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fEFA CR
HER
1. B BE5]ER (CR) #EEI&HE% trident-protect-resource-backup.yaml °

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) IEEFTERNGTE ; AEHNIRIEEER —B SIELTE
° spec.applicationRef : (_required _) ERIEREHHIEATEI Kubernetes 418 ©
° spec.appVaultRef @ ( _required ) H#EHHDASH AppVault &7E o

° spec.appArchivePath : #ZHED AR AppVault RERERIE o R UERA TGS REHIE
BRIR :

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. WL EFEMEIEA CRIEEZ% » 5AEM CR !

kubectl apply -f trident-protect-resource-backup.yaml

fEFACLI
HER
1. BB  UWISIRIBNE RBCIESR P AYE o §lan -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>

2. EARBHREE - CEIUERERALEG G > BEEFETHAALL



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. FERHEMAT

kubectl describe resourcebackup <my backup name>
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fEFA CR
HER
1. B B5]ER (CR) #EERI&HHA trident-protect-hook-run.yaml ©

2. HEUTEMUFEEMTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —H SIEALHE

° SPEC.applicationRef : ( _required ) BERILENSEELE 1 PELN
ResourceBackup CR FEFTER &5 o

° spec.appVaultRef : (_required _) FRMFRLETSEETIR 1 PEIL
ResourceBackup CR B9 apVaultRef

° spec.appArchivePath : FE{RILEETGIED IR 1 HIEILH ResourceBackup CR HRY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.ACTION : (_required ) F& > RHITIRBAFREAIITE) > ATREIEEEAHR
TIREEEIRFEREARTT - AJREE -

= Snapshot
- 1h)
T BEERHE

° *spec.Stage * . (_required _) —fA¥ & > I5HFITHMIEESIERARFAITRIBSER o tEHME
RS EEAEAMPSEITHNY © AIRE(E !

- B
" BEX

YAML &4 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. EEUUIEMMEIEA CRIERZE P FEACR

kubectl apply -f trident-protect-hook-run.yaml

fEFACLI
1. B FEHITRERITEK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. WEPITIHERITHORE o M UERPITIG S > BEEEETAAL :

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. 551BH exechooksrun ¥ U E B RALHAERIAIES ©

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

iP5 L3 Trident Protect

MREERSBIRAREISTERESR ° PIRERE#FRTrident Protect Jof4 ©
EEPRTrident Protect » BT RS o

SER
1. MIBRTrident Protect CR t£28 :

helm uninstall -n trident-protect trident-protect-crds
2. #PRTridentfR:E :

helm uninstall -n trident-protect trident-protect
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3. #8F&Trident Protect A4 2R -

kubectl delete ns trident-protect
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