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Z 3 Trident Protect

Trident{REE K

Bt BRSRTNETIRIE - ERERRESE - EAEANBRESTEEFNLE - BEREN
IR A ZEM BT Trident Protect HIELEER o

Trident Protect Kubernetes Z=&£ES 4
Trident Protect i Z B 2L E M BZEM Kubernetes EmiERA » &4F :

* Amazon Elastic Kubernetes Service ( EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfRi% (#32)
* Red Hat OpenShift
» SUSE Rancher

* VMware TanzuE R4S

_ikKubernetes

@ FEfRZ & Trident Protect FY#R & EACE [T ITHRYIRIRIERIZZFAERINY CRD - EERERIRE
hles > FHB2B "ELEET o

Trident Protect #Z&IRERE
Trident Protect 1R T H#Z & IR

* Amazon FSX for NetApp ONTAP E
» Cloud Volumes ONTAP

* ONTAP {777

* Google Cloud NetApp Volumes

* Azure NetApp Files

BRERENFERERFS TIEK :

s FEREIZEEHEM NetApp F1FRA{ER Astra Trident 24.02 S E#RRAx (E:HfEMA Trident 24.10) o

° YNER Astra Trident 5% 24.06.1 H > B&stE A NetApp SnapMirror SEEEIRIEIHAE » BIEEFEEUB
Astra ZEHITEE RECETRET ©

* RIS R Astra 1ITHIEH R (FEERA Astra Trident 24.06.1) ©
* FE{RITHES NetApp ONTAP #721& 5
ARELREREYHRFITRRURER®D -

- BUEHIAREARLNEARAENEEFENEMRBREIGAZER o Trident Protect FERTEL
BEamRER ; MREESIERTIEE T AMFENSRER » AIRERERK -
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Trident Protect 321& ¥+ nas-economy BAFEEETTHEMAHTEREZE - BRIFAZIRKIRE « TEMSnapMirrorig &
%l nas-economy HHEE o EEE A 2B Trident Protect —#E{E RIS {E nas-economy MR &I FIREBEER o

FHERMAENEER Snapshot BEIVHIREAER - HINELRARER » GFEETT ONTAP f#
FRELHIT TGS - MIREIRRE &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR AT E(E NAS EERERERNIT Fa< » LUISEEBRYHERE UUID BXR » 2RREXA Snapshot Bk

<volume-UUID> .

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ R Trident BIRARRSEEIEEEE A » 4 true  FTAVMAIRETERR BRFEIRER B &%
‘snapshotDir o IREMHIEEAZFE o

{EH KubeVirt VM {FE£ &K

Trident Protect 24.10 #1 24.10.1 & E S RATE(REEITIE KubeVirt VM _ERIFERIZNET » 1TABFIARRE ° HR
EMERRDS > EER T E E R REIREEA R BB S RE R R FURGE TR o

Trident Protect 24.10

Trident Protect 24.10 TEERMRE(FEEIE A BEHE(R KubeVirt VM 1ERRFI—E4EARRE o INREAE6E
F3Trident Protect 24.10 {Rz&ZBY KubeVirt VM #3E > BIEEERITERMREFE ZBIFHERERRAFIVRES/
FRVRINAE o BRI LB RIER RN —BUREE -

IERILAER ZE Trident Protect 24.10 ZRERERHREIFEIRE VM HERRRBVRERMIR o "5E EHCARER
WUTan< !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 R E =Sk 7

% Trident Protect 24.10.1 FA%& > Trident Protect @1 & EHMR:E(EZEBR BENRAEFAZR KubeVirt 18R RER o I
HRILUMERU TS ERLLEEETA :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect


https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
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SnapMirror 5 E>
NetApp SnapMirrortEBLIhAERT EdTrident Protect H3ECER > FEAMN TFIONTAPERRAZE ©

* IEPEBE NetApp FAS > AFF 1 ASA =&
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE

SnapMirror 85 1] ONTAP #&£EK
WNRIEITEER SnapMirror 1% » :5E(R ONTAP 2ER/RTS TAIEK :

* * Astra Control Provisioner 3 Trident * : SEEFHONTAP{EA & IHAYZKE Kubernetes &£ H1Z Kubernetes
# & F/ARFFTETEAstra Control Provisioner Z Trident ° Trident Protect S73& 68 FHNetApp SnapMirrorfszfty
EITIEE ) ZFEMMERU TSR EHFER ¢

° ontap-nas

° ontap-san

*CRE L ERABERMREEMARY ONTAP SnapMirror FEED RV AR LRI BRI ONTAP 25 LRI
FA o MNEFHAER ~ 5528 "SnapMirrorfZ i LONTAP" o

SnapMirror EEHEEZS
MREAESERREFRIRES > FRAETHIRIERTS TIIEK

-+ WEEH SVM* © UEH ONTAP (772 EMEMETHZEE - MBS « B2 HEssVVEZ
B o

()  mEmiE ONTAP &2 RIS RRIARERI SVM LIBRIE—H o

* Astra IZHIERECETZTVE Trident F1 SVM : ¥ERViRIH SVM #/Ar] AR BRI ESE LAY Astra IEFIE R
BEFETNEL Trident ©

* sEERIG | MEEE Trident Protect RFTIEFIEIEONTAPHEER IR » UEBIIEHEA °

* NVMe over TCP : Trident Protect A2 #E1#F NVMe over TCP t#ERIE1ZE IHAINetApp SnapMirrori&
Bl o

7 SnapMirror 22 #J Trident / ONTAP 4H%&
Trident Protect EXREE /DR F—EXE R FEEMNBIZEEEUNHERE - MERREEFNBIZREMEE »
ATESREEN  BEEAREANEZERERKFEEARRNARENHFEERIR o

ZaEN % E Trident Protect

INRIEBVIRIERT & Trident Protect BYEK » AT LUKER TP ERE =& £ %8 Trident
Protect o & A LAIENetAppERfS Trident Protect > SRIEIEEH CHFAANGEARPLEE - IR
THREREAFIEME > LB AMRTESREE o
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%tNetAppZZTrident Protect
1. #8Trident Helm {12 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. 228 Trident Protect CRD :

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2502.0 --create-namespace —--namespace

trident-protect

3. /A Helm L4 Trident Protect o 1$% “<name-of-cluster>" S22 TBIG D ECLAERE > W AMIERERN
HBPFIREE

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2502.0 --create

-namespace --namespace trident-protect

R ANGEAZRZEE Trident Protect

UNRIEH) Kubernetes B AFENE B » [SEJUAREFAA SRR EEZEE Trident Protect © TEE L& »
AR ERRATIREPHNER

TR
1. BRI GHRETHAEER - BT > ARREfHEXEIENMAAER

netapp/controller:25.02.0
netapp/restic:25.02.0
netapp/kopia:25.02.0
netapp/trident-autosupport:25.02.0
netapp/exechook:25.02.0
netapp/resourcebackup:25.02.0
netapp/resourcerestore:25.02.0
netapp/resourcedelete:25.02.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fugn



docker pull netapp/controller:25.02.0

docker tag netapp/controller:25.02.0 <private-registry-
url>/controller:25.02.0

docker push <private-registry-url>/controller:25.02.0

2. E 37 Trident Protect 24k an 4 ZERY -

kubectl create ns trident-protect

3. BAEER

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B AR AEREREATHIHES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. i Trident Helm 72 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —(ERABHIXH protectValues. yaml © sAFEMREFE S L T Trident Protect 5%7E :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. L4 Trident Protect CRD

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2502.0 --create-namespace --namespace

trident-protect

8. f£/A Helm Z#ETrident Protect © X% “<name_of cluster>" 5B ZTBIG D ECLAERE > W AMERERN
HEIDFOIRER -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2502.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z 4t Trident Protect CLI it

{EE B Trident Protect B4 » TR Tridenttd—{BIR o tridentctl' AR EEILA]
EdTrident Protect B5] &R (CR) EFIHERAEER
Z#E Trident Protect CLI 35

ARSI ARRENZA » BBATREZETARFNEENHE L - RIBEHHISIERZE x64 5 ARM
CPU » FEETYIZER -



TEERAR Linux AMD64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-armé64

T Mac AMD64 CPU F5MiMER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-amd64

T# Mac ARM64 CPU y9MEFZ0
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

154 Trident CLI MEMER B8
o] LU B A 2RV IMEMETUERBATHAE » BSIMEMENTHAERVEEARERAR :
TR

1. {EHRBEERRERIERE :

tridentctl-protect help

R < BEISTR
L Trident Protect CLI SMEMER & > TRIUA LIS B BBIHR A o
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EXF Bash Shell BB &5/ IhAE
SER
1. FEEHIESHS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.bash

2. ZXEEHPREIMBHUSSIESN

mkdir -p ~/.bash/completions

3. BT HMISSHEIZE "~/.bash/completions’ B# :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHTHIEE "~/ bashrc TEERPRIFESE !

source ~/.bash/completions/tridentctl-completion.bash

BiFE Z Shell W B EHSTRINAE
1. THSEMIE<

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.zsh

2. ZEEHBRPFRIUMBRUSSIESH

mkdir -p ~/.zsh/completions

3. B THMIELIERE ~/.zsh/completions’ B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. ETFINTHIEE "~/ zprofile’ = HEEPAIIEE !



source ~/.zsh/completions/tridentctl-completion.zsh

HR

TREA Shell B » KA LS an < BESTRINAEE tridentctl-Protect SMEMETLIBECFER ©

H:i]Trident Protect Z24t
e L BET Trident Protect FITERRACE » URT S EIRIBASFEEK

FEE Trident Protect 25 & RIE&!

#ETrident Protect & » SR LAEF R EIEIRIEE Trident Protect BasHVEIRRH] o
#lTrident Protect {FZEHFEREEIRNREE o

1. B AAPINER resourcelimits. yaml ©

2. IRBIEHIIRIE R > EAEZEETIE A Trident Protect B 2sHYE JRIRHIEETE o
T EEBARREERE R A ARRE » B SEEERIRHIATERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

mnmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

ephemeralStorage: ""

resticVolumeRestore:
limits:

mwn

cpu:

R E EIRPREI Ay LA
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nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. EFEEYTHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelLimits.yaml --reuse-values

BE]Z 2R ERE!

L4 Trident Protect % » &I LUE R EREHRIEX Trident Protect 23H9 OpenShift €% FX4J% (SCC) - &
295K E 2 T Red Hat OpenShift #Z&EH pod L2 4 FRH o

1. B ABINER sceconfig. yaml ©

2. % SCC EIEMMEEIER » WRBIRIEFTRIENBH -

M EEfIRET SCC ERSHNTARE -

12



scc:
create: true
name: trident-protect-job

priority: 1

TR5RBH SCC EIENZE :

5 s

AERBUUREISCCERE - R EW
BERES true B Helm TE
2Rl openshift IRIFHEF >
A& scc BR

‘scc.create o MNRKE

OpenShift E#2F > SUNRRA

false ’ B “scc.create’ R EEIL

{E{7] SCC &R ©

g FEESCCHI%TE o Trident fRE€ T{F

BB 7% SCC MBSIES o BIIES 1
{EESH SCC BIEEREZ AL
8T o

[\
<+

3. EAEEDHE sceconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values
BEERTAERENABIERPIEERIE sccconfig. yaml ©
% ENetApp AutoSupportiE4R L E A Trident Protect

ISR LR E AR IBFE VAR E B Trident Protect 342 EINetApp Support U EESZBEEHNAR K URBEEE
PHRIBREAERARRERHILRER -



REZZE Proxy EAR
TER
1. Z&Trident Protect X128 HERTELZ2MIBELR !

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url

-—-reuse-values

REALZZH Proxy E4R
1. RE—EARLZERIRERE » B L& Trident Protect T35 6 » Bkid TLS BRsE ©

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url
—--set autoSupport.insecure=true --reuse-values

¥ Trident Protect Pod FE4I7E45 EEIEL

RTLAGE A Kubernetes nodeSelector BiFEREEEAIR - RIBFENRIIRERIEH ML ERA BARBMIT Trident
Protect pod ° FE5&1E T » Trident Protect 2RI #IT Linux BIEIES o IEAI LRI R EE—F BT LRHIE
%o
HER

1. B ABMEZE nodeSelectorConfig. yaml ©

2. #& nodeSelector BEIRFTIEEMESE > WIEKERLTE S EHRIRE - DARBIRIERRINLRS - fI4n -
TIIERESTERNEER ARG > Bt EHEREMERAREIATME

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EREZEDHE nodeSelectorConfig. yaml -

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

EERTERRHEAALERERZRPIEEIRE nodeSelectorConfig.yaml °

14



{£AS HTrident ProtectAutoSupportif4itl_E{& o
B AT LGSR (E A S B E B L M Trident Protect AutoSupportsz 3861 o

FERRIBEMT » Trident Protect @ UNE A BIF BRIBIE AT AEIR X BVIEMINetApp IR ZEFIFY S 1S »
() oerzensEERmRRRNEE- SRR - Trcont Proloct B8 EEH B EES 1
E4ENetAPp © LFTLIFBYRIE 7 A SR RS A 5 BB o

B ER
1. B4 AKIEZE autosupportconfig. yaml ©
2. # AutoSupport ZEIEFNE EIEER - WIRBIRIERRIENZH -

T5!)&54588~ AutoSupport B2 #MTERE ¢

autoSupport:
enabled: true

= “autoSupport.enabled 3872 ‘false B » AutoSupport ZIEER/BAESMNESH LESEA -

3. EFEZEYTHE autosupportconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

autosupportconfig.yaml --reuse-values

15
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IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
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E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E
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