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Z4E Trident Protect

Trident {REZES

E?E At GHVEEIRIE - BARENEE  BARINRERSERNE - AR

IBRTEELLEEXK » LIEFE F42{E Trident Protect o

Trident {73 Kubernetes E£&£EA M
Trident Protect A2 ZfE5E 2505 H B EIEM Kubernetes EmiES » 84F :

* Amazon Elastic Kubernetes Service ( EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfRi% (#32)
* Red Hat OpenShift
» SUSE Rancher

* VMware TanzuE R4S

_ikKubernetes

@ EE,EVT%'E& Trident Protect IE & 2R E WATHRVIRIRIEHI2ZFAERIRY CRD ~ HE LR
?“?F'JES ) 5 EEETR 2R o

Trident REEFRIRIESE

Trident Protect 321& T FI#FR B :

* Amazon FSX for NetApp ONTAP E
* Cloud Volumes ONTAP

* ONTAP {175
* Google Cloud NetApp Volumes
* Azure NetApp Files

BRENEERETSTIEK :
s FEREIZEEHEM NetApp F1FRA{ER Astra Trident 24.02 S E#RRAx (E:HfEMA Trident 24.10) o

° YNER Astra Trident 5% 24.06.1 H > B&stE A NetApp SnapMirror SEEEIRIEIHAE » BIEEFEEUB

Astra 5 EE FRERT -
© BRIEA R Astra BESIEHTZ (RS Astra Trident 24.06.1) o
+ B{RITHES NetApp ONTAP REFFiEHS

ERE DR R BT R o

- BULSHEAREARLNEARAENEREFENEMRMBEIGH A ZER o Trident Protect FEATEL

BB ER ; MREEBIERTEENFENGRZER > AFERERM -
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Trident Protect 3738 NAS KB HAIRERIEB (D BLERIEE - BRiAZIEIRER » ERF] SnapMirror 53 E NAS
GBI o (REEAFTEIEE Trident Protect FHME(E NAS LB E R FAIREBE R o

FHERMAENEER Snapshot BEIVHIREAER - HINELRARER » GFEETT ONTAP f#
FRELHIT TGS - MIREIRRE &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR AT E(E NAS EERERERNIT Fa< » LUISEEBRYHERE UUID BXR » 2RREXA Snapshot Bk

<volume-UUID> .

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ R Trident BIRARRSEEIEEEE A » 4 true  FTAVMAIRETERR BRFEIRER B &%
‘snapshotDir o IREMHIEEAZFE o

{EH KubeVirt VM {FE£ &K

HIR(RETT KubeVirt VM _E#{TRIFERTZRNEF > Trident Protect 24.10 1 24.10.1 RREHIRANITAEBERR
[E o HRNEMEIRE @ eI UEERMREFEEMEB AR ERER AR REMEIRRES o

Trident Protect 24.10

Trident Protect 24.10 S ATE ERMREIFX£ERR > BEIFER KubeVirt VM 2R RARAVAREE—E - MR B ERER
Trident Protect 24.10 2R{R:&€ KubeVirt VM &l » BIABEEEMRE(EXE Z R » FEIRVBRERZRRAFRIRL / BUH
TRASTINAE o WL RIFERIER AR RN —EAUARES o

IRI LA Trident Protect 24.10 REAEEFHREIEERIAREIE VM HER R MBVREMBUH RS 5= E EH{E"
ABERATISS !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 K E kR

1% Trident Protect 24.10.1 BA%& > Trident Protect 1T B {ReEFXEERMR > BENRAEFEUHRES KubeVirt #E2E
R4 o BRI LUER TGRS EHLLEBEEHTA

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect


https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
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SnapMirror 5 E>
NetApp SnapMirror #85 A] £2 Trident Protect 2B » TR TS ONTAP AR5 .

* IEPEBE NetApp FAS > AFF 1 ASA =&
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE

SnapMirror 85 1] ONTAP #E&£5EK
WRIEITEER SnapMirror 1% » :5E(R ONTAP 2E/RTS TAIEK :

* * Astra ZEHIFEDIZNI Trident * © Astra ZEHIFEDIENE Trident HBRRIZEENRER ONTAP EAEZIRD
KIEZEENB M Kubernetes #2£ L o Trident Protect {7 EBENTE R ZIBHIE7F4ER! > WL NetApp
SnapMirror FTZIEER -

° ontap-nas

° ontap-san

*CRE L ERABERMREEMARY ONTAP SnapMirror FEED RV AR LRI BRI ONTAP 25 LRI
FA o MNEFHAER ~ 5528 "SnapMirrorfZ i LONTAP" o

SnapMirror EEHEEZS
MREAESERREFRIRES > FRAETHIRIERTS TIIEK

* B SVM © MR ONTAP MR EBRIEINETHSMIE  MMMMIAN - 200 "HELSVNES
i o

()  mEmiE ONTAP &2 RIS RRIARERI SVM LIBRIE—H o

* Astra ZH|ERAEEZNE Trident 1 SVM : H1EMIRIR SVM BRI BV ERE EHY Astra 5 &R
BEFETNEL Trident ©
* *SEERI * | EEE Trident Protect FHTIE K EIE ONTAP #7EE& I > A ReEIIERR% o
* NVMe over TCP : Trident Protect 7~321& NetApp SnapMirror #% > A& NVMe over TCP F#iHE
R fETF &R o
FB12 SnapMirror #3289 Trident / ONTAP #H7E

Trident Protect 2XREEVRE—EfEFR R » USZEFREEMNBRIMEENER - MRKIFERENEpIM=
486 « BBt ARENBERRERREARAN#ER « LWESREMIERED -

22t 8 E Trident Protect

INRIEBVIRIERTS Trident Protect WEK » Ea] AR T Z EBIERE L ZEE Trident
Protect o f&BILLTE NetApp EXfZ Trident Protect > SRIEIEE CHTAE B R L - IRIEH
=EEAFEERER > W EERTEGREEN -
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2t Trident Protect from NetApp
1. #i8Trident Helm{#7ZE :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. Z2%E Trident Protect P %ERE

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2502.0 --create-namespace —--namespace

trident-protect

3. TEFH Helm Z28& Trident Protect ° I ZEXRMBENL <name-of-cluster> » ZBBHIERGEE » B
AR ERFEDFNIRER -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2502.0 --create

-namespace --namespace trident-protect

WABEEEEZLEE Trident Protect

WNR Kubernetes sEEEHATFEVAEFRARR » (CRJUEFA R BRIG B BR &5 Trident Protect © {58664 » 55
AR RRERAAREPHER

TR
1. BT GHRETHAEER - BT > ABRREfHEXEIENMAAER

netapp/controller:25.02.0
netapp/restic:25.02.0
netapp/kopia:25.02.0
netapp/trident-autosupport:25.02.0
netapp/exechook:25.02.0
netapp/resourcebackup:25.02.0
netapp/resourcerestore:25.02.0
netapp/resourcedelete:25.02.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fugn



docker pull netapp/controller:25.02.0

docker tag netapp/controller:25.02.0 <private-registry-
url>/controller:25.02.0

docker push <private-registry-url>/controller:25.02.0

2. 337 Trident Protect 2485 20R ¢

kubectl create ns trident-protect

3. BAEER

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B AR AEREREATHIHES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. i Trident Helm 72 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B HAHINER protectValues. yaml ° i5EEEPE Z T35 Trident Protect 525E :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. 224t Trident Protect ®E &R A :

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2502.0 --create-namespace --namespace
trident-protect

8. {5/ Helm %24£ Trident Protect o B ELTBEL <name of cluster> ’ RBAMEGISRMAESE > B
PRI E R B AFIIRER

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2502.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z4t Trident Protect CLI ¥MEMER

] LAER Trident Protect 852 59MMETL ( Trident 2 BFZNAYIEMR tridentctl) K
BT8R (CRS) » Wl Trident HE&f o
2% Trident Protect CLI SMHFER

ARSI ARRENZA » BB ATREZETARFNEENHE L - RIBERHISERNZE x64 5 ARM
CPU » ;FEBETYIZER -



TEERAR Linux AMD64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-armé64

T Mac AMD64 CPU F5MiMER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-amd64

T# Mac ARM64 CPU y9MEFZ0
HER
1. F# Trident Protect CLI M2 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

154 Trident CLI MEMER B8
o] LU B A 2RV IMEMETUERBATHAE » BSIMEMENTHAERVEEARERAR :
TR

1. {EHRBEERRERIERE :

tridentctl-protect help

ExFen< BE5e

Z 4t Trident Protect CLI JMIMEX 2% » (EAIUUB AR LS SR BHHTRINGE
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EXF Bash Shell BB &5/ IhAE
SER
1. FEEHIESHS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.bash

2. ZXEEHPREIMBHUSSIESN

mkdir -p ~/.bash/completions

3. BT HMISSHEIZE "~/.bash/completions’ B# :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHTHIEE "~/ bashrc TEERPRIFESE !

source ~/.bash/completions/tridentctl-completion.bash

BiFE Z Shell W B EHSTRINAE
1. THSEMIE<

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.zsh

2. ZEEHBRPFRIUMBRUSSIESH

mkdir -p ~/.zsh/completions

3. B THMIELIERE ~/.zsh/completions’ B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. ETFINTHIEE "~/ zprofile’ = HEEPAIIEE !



source ~/.zsh/completions/tridentctl-completion.zsh

4t
TREA Shell B » KA LS an < BESTRINAEE tridentctl-Protect SMEMETLIBECFER ©

HzT Trident Protect ?t"%
AT L B3] Trident Protect BYTEERZHAE » UM STIRIFEANFEEK

}55E Trident Protect 23 = PR

2t Trident Protect Z1& @ {ER]LAER4AREIEAISE Trident Protect A23HIEJRIRH o 52 € & IRESIA]
%1 Trident Protect f’ﬁ%iﬁﬁ%d\%ﬁﬁﬁ

1. B ABHINER resourcelimits. yaml ©

2. IRBIEHIIRIEE R » EAEZETIE A Trident Protect B 23R E RPRE5EIE o
T EEBARREFERE R A MR E » B SEEERIEHIATERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

mnmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

ephemeralStorage: ""

resticVolumeRestore:
limits:

mwn

cpu:

lI_;\

11



nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. EFEEYTHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelLimits.yaml --reuse-values

BE]Z 2R ERE!

Z 4t Trident Protect 2 1% > & a] LUEF4RREFESRIEDK Trident Protect R28A9 OpenShift Z2 1R ARS] (SCC
) o BLEPREIE R T Red Hat OpenShift #& M Pod L2 M4 RE! o

1. B ABINER sceconfig. yaml ©

2. % SCC EIEMMEEIER » WRBIRIEFTRIENBH -

M EEfIRET SCC ERSHNTARE -

12



scc:
create: true
name: trident-protect-job

priority: 1

TR5RBH SCC EIENZE :

AR
RAERBYUUEISCCERE R
BERES true B Helm TE
2Rl openshift IRIFHEF >
A& scc BR
‘scc.create o MNRKE
OpenShift E#2F > SUNRRA
false ’ B “scc.create’ R EEIL
{E{7] SCC &R ©

g }EXESCCHI%TE o

BB 7% SCC MBSEIER - BIIE
{EESH SCC BIEEREZ AL
8T o

oW
<}

3. EAEEDHE sceconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values
BEERTAERENABIERPIEERIE sccconfig. yaml ©

%7€ Trident Protect FY NetApp AutoSupport 43

8%

=8

Trident {RsEL{E
1

SR AR TE AR Y Proxy » #4588 Trident Protect 4R E NetApp XHENA I » U LEEZEEH o Kol UIREEE

i Proxy SREAERLRBIFHAALRER

13



REZZE Proxy EAR
FTER
1. RELEH Proxy EARL _E1F Trident Protect Z1EARFEE -

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url

-—-reuse-values

REALZZH Proxy E4R
HER
1. BMEFRLER Proxy 4R » LIETT Trident Protect XIEARFSE M 18 » LIBRA TLS B&:% ¢

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url

—--set autoSupport.insecure=true --reuse-values

# Trident {7z Pod [R&|EIFEEEL

f&aI LUE A Kubernetes nodeSelector EiRGEIER I » R IRENEME B AIESIMPLEER BRI S 1T Trident Protect
;j)d BUER o IRIETESR > Trident Protect {EFEF#1T Linux BIENEL o BaJLURIEE CHEK » #—F H:TELER
I| o
TER
1. B ABEZE nodeSelectorConfig. yaml ©

2. #& nodeSelector BEIRFTIEEMESE > WIEKERLTE S EHRIRE - DARBIRIERRINLRS - fI4n -
TIIERESTERNEER ARG > Bt EHEREMERAREIATME

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EREZEDHE nodeSelectorConfig. yaml -

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

EERTERRHEAAEEERZPISERS nodeSelectorConfig.yaml °

14



{£A%&H Trident Protect AutoSupport 4 &
B AT LS EEEERSE A Trident Protect AutoSupport TR E M L& o

IRYETARR > Trident Protect BIKSESTIEFIN » 13N ALIBITET ALBIREG(ESR NetApp SEIERAI 2
() eErencammRRnRg  EEAEEEH - Tident Protect GIRIFE AHRRELESIEE
SERAIET NetApp  CATLIBERFBY = 4 RS & 4T o

1. BB AMER autosupportconfig.yaml °

2. 1% AutoSupport FEIRFTIE EHEEE > WRBIRIRRERENSH -

T5!)&54588~ AutoSupport B2 #MTERE ¢

autoSupport:
enabled: true

= “autoSupport.enabled 3872 ‘false B » AutoSupport ZIEER/BAESMNESH LESEA -

3. EFEZEYTHE autosupportconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f
autosupportconfig.yaml --reuse-values

15
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Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
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