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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qosPolicy: premium-pg
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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

F8 “parameters.selector’ L LUKS NINZE E HfEEA o B0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

I EELUKSERAZEBIIME o Fiin :

S{pvc.namespace}



kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PR
LUKSHIZHERR& S5 F FAONTAP E4E B RHRIBRE i B2 BR G RE 11T o

FAREA LUKS Volume HI1&imARRE

EEE A LUKS Volume ~ fEABTERIRAFER luksEncryption A (“true © luksEncryption BB
Trident HERBEME LUKS ( false) (true’ HARE LUKS) » WOTFHIFR o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FBIAEE A LUKS Volume Y PVC 4B5E

EEFREE A LUKS Volume - 13 sEE5% trident .netapp.io/luksEncryption 4 true ™ MifE PVC

FREZRA LUKS B4R ~ INAEEAEIFAT o
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

TEELUKSHEERE
SR LATR S L UK SHE R Z R I FE 508w oA ©

Eli}

@ AR IR EEE CABRIAHIRE « IRIRSHEFISIA - IR2ENEMEHE

9&*1’3 SEEUAHERE « TIEERRAREINE BEEFH

RIRER T

NREISEHMHNLUKSIERZE 2 BRI HHEENPod ~ B34 | UKSERIZIEEIR  BILHH Pod BF
Trident MR E LAY LUKS 1S3 Z S SIS ZE R ER e MR IS THEES ©

* MRMIRE _ERARAZIEE R PR ER BRI BT « iS4t o
* UNRHIRE EREHZIBEZ P ERPERMEIBER « BIEZBELE "previous-luks-passphrase’ 28 °

1. FRig node-publish-secret-name 0 ‘node-publish-secret-namespace StorageClass 2 o

fan

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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2. BB IR E SRR ERIRA RS

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. BHEIEEMILUKSHEE ~ LUEEFMBIFARIBIZRES o R “previous-luke-passphrase-name™£2 “previous-

luks-passphrase’ FcHTHIZHEAERT ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. B FMIPod A E Volume ° 3= SRXENHEEFRER
S. FEERIEMTIEE Hedd o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]
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Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

+
i

REEHIREMRIE L ERIBER RIS « 4 SheEiErmEms o

@ R ELIMEZEEEE ~ FI80 luksPassphraseNames: ["B", "A"] > JEEARTE o K1Y
R IPod I E R ST RUEES ©

EXFIVolumelEs
A A TELUKSHINZ B Volume _E BUA Volumelg 7t ©

S
1. B¢ "CSINodeExpandSecret THAEZZFT ( beta 1.25+) ol "Kubernetes 1.25 : {£H Secrets#ETEIELE
[EYSCSI VolumelE 7" FsfE « 5H2R o

2. #i8 node-expand-secret-name # ‘node-expand-secret-namespace StorageClass & o §40

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret—-namespace: ${pvc.namespace}

allowVolumeExpansion: true

R
EICRENR L RETFIRTTR © kubelet & B E RISEE ERMERGRENEL -

Kerberos #{T7N%

fi£F3 Kerberos TE42 EINE » RISt HFEE RS EREFRIRZ EIVRERAME » IR
EERFINZZNM -
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@ AIERERE ONTAP #1Z&IHM NFS SiE Kerberos INZEZIEEMA ontap-nas EZEHEL o

BHIGZ Al
* GAMETEE R LIIER tridentctl AHER
* BRICEAE ONTAP EFRIEHNEIESFEE o
* BRIEHERE ONTAP #ER IR AR ELTE o

s AT EHL ONTAP #1F VM ~ LUIZ1E NFS HIE&ERY Kerberos % o s52 /] "7 dataLIF LEA
Kerberos" LUEVIS4ET ©

* SAMEELMER Kerberos MZRIE( NFSv4 HAEREE B IEFERTE © 552 BIRY NetApp NFSv4 HBISARRE—ER
(%5 13H) "NetApp NFSv4 tE3R B R{EEFEIER" o

IS ONTAP EELHRR

CEERRFIEEIRAN ONTAP EHEE « sREIFAELRELD) - LIZIE ONTAP 477 VM 1RHIEER
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BE R B B E 1B T 5 FEUE % E FF AR

EFEEERE
£ NFS « NFSv3 1 NFSv4 7ZBUE 7 E KR EE HERE o
FEGFAER
TR LR B IR EMIER  RE Kerberos BN =EFRERASZ— :
* * Kerberos 5* - (B&:5EANNZR)
* * Kerberos 5i* - (B4 # A (REREREEIINE)
* * Kerberos 5p* - (B35 BPEFARENEREERNE)

EREENFEERAERE ONTAP EEHRAFRE o FIi0 ~ MNRFLEFER Kerberos 5i #1 Kerberos 5p TNZE
B9 NFS MR & ~ sAEA THEEGRE !
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AR TS ~ BRRUN{AIEE I ONTAP BB RAIFE HRAIFRA

- "R TT B A"
.« “HFHEARRE R RA"

B HEFERIE
eI LRI S Kerberos TNZINAERY Trident TF B IRARRE o

FAREETLF
ETEIURE Kerberos MEREFRIFHERER « FIUERAZHIETE Kerberos B = AR EREZ—

spec.nfsMountOptions -

* spec.nfsMountOptions: sec=krb5 (BRsBEANN=)

spec.nfsMountOptions: sec=krb5i (B #HAREAEREENNE)

* spec.nfsMountOptions: sec=krbSp (8475 BB RENEEEENE)

HI5E—1E Kerberos B4R - MNRCELEBETPISEZE Kerberos I ELR ~ BI I ZEATE—EEIE o

1. EEERE L « fATIBARLMBFRIFERESR - UETIRIRMNEMEAIEN <> fHE !
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BN fETFLERY
IRB] AR (77485 ~ LAEA Kerberos TN REC BT E ©

RIRER I
BRI EFENYHE « PIUER T2 « 57 Kerberos MFBN={ER B4 Z— mountoptions !
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* mountOptions: sec=krb5 (BREEENNE)
mountOptions: sec=krb5i (B i#pIrEnVER5EEIN%Z)

* mountOptions: sec=krb5p (B3 sAEEFAREREREEIINE)

2.

$5E—1@ Kerberos B4R  IREHESBBEPIEESE Kerberos MFEAR ~ RIR GER S —EFEE - J1R
CARRFRIBERPIEENNZERACEFRFENHPEENERAR « ARFENMGSE. -

TR
1. {EALUTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BIREFER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. EERIUEFER

kubectl get sc ontap—-nas-sc

TREZE AR TIREREL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
BcE Volume

B f#FRIHNHEEFER 2% - KIRETLECE Volume  BRIREA > H2F "icE Volume" °
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£/ Azure NetApp Files H4HEE R ETE4AR L Kerberos %

oI U TEsTE R E BB — Azure NetApp Files #1Z#&1maE Azure NetApp Files #F R IR ERER 2 BHE
& LB Kerberos % o

FtEZ Al
* FRICE7EEE M Red Hat OpenShift #&£& ErF Trident ©
* SAMEEE R LIER tridentctl AHER

* SAARPMERIEERIIET - URRESZEFLF Azure NetApp Files f#7FRIHETT Kerberos 1% "7Zs
X ¥& Azure NetApp Files" ©

* SAMEELMER Kerberos MZERIE NFSv4 HAEREE B IEFERRTE © 552 BIRY NetApp NFSv4 HBISARRE—ER
(%5 13H) "NetApp NFSv4 tE3R B R{EEFEIER" o

B fEERR
SR LU B S Kerberos NNZRINEERY Azure NetApp Files {#1F & IRARRE o

FAREETLE
BRI RFRIRERERKRTE Kerberos IEE ~ ERIMNMUER - WERSHERETIIMERSERNERZ

* {ERBGIRY * [EFRIRELR * spec.kerberos
* PR * EREEBELR * spec.storage. kerberos

ENTERERERERAEER - SERREFENFIHRERENEER -
HEE—B4R  CH AT LIEE Kerberos MZEM = ERRERRAZ— :

* kerberos: sec=krb5 (BR:EEANNZE)

* kerberos: sec=krb5i (B HAIREREEEMNE)

* kerberos: sec=krb5p (&9 HBHEFEIRENEREHME)

1. EREREL RELTETERERE (RERRERIERERER NUE - €A TIHFP—(EHEG
BI#FRIRHERRESR - UISIRIBHNEREAEN <> FBE :
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

EREEEREN

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. ERETE L—EPERPRIAVEBEREZI R

tridentctl create backend -f <backend-configuration-file>

MRBIHERILKR ~ RBIHERARRE AT e < RIGHRCE: « UHETREA :
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tridentctl logs

A MAEEAAREAERREEZ & ~ ERI BRI Tcreatedn < ©

BT EIFLERY
IR LB TZ4ER) ~ LUEF Kerberos N RECBHEAERE o

TER
1. {EFA LT #5522 IT StorageClass Kubernetes 414 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. BIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HEE BEEIIAFLER

kubectl get sc -sc-nfs

TREZEEIHELUTIRES

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
ficE Volume

B f#EFRIHNFEFER 2% « KIRETLECE Volume  BRIREA » 2R "EcE Volume" °
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