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{BTridentE HI{E7E RKE2 v1.28.5+rke2r1 EIES58:% ©

Tridentth E235 2 Hth e 2 5T E M B Z2HY Kubernetes ZEMm&E1E » B1E Google Kubernetes Engine (GKE)
~ Amazon Elastic Kubernetes Services (EKS) + Azure Kubernetes Service (AKS) ~ Mirantis Kubernetes
Engine (MKE) 1 VMWare Tanzu Portfolio ©

TridentfIONTAPA] BB {EfETFIR I E "Kube Virt" o

@ R B L8 Trident?y Kubernetes &M 1.25 IRASHRE 1.26 HESHREAZHI ° A2EA TR
B D "FHK Helm &4 o

SENERE (#F)

EFERTrident > BEEUT—EHZEZIRNELR

* Amazon FSx for NetApp ONTAP
* Azure NetApp Files

* Cloud Volumes ONTAP

» Google Cloud NetApp Volumes
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* NetAppZ SAN [&E75] (ASA)

* NetApp BRZ1E THIZAEEFAS « AFF » Select SASAr2 (iISCSI 1 NVMe/TCP) EREERRZAS o H'E#ifShi s
FF" e

* NetApp HCI/Element E%E8 11 S B ShR7

Trident¥t KubeVirt 1 OpenShift [EHEEAIZIF

SIRIVETEERENZ -
TridentSZ B A FEAR KubeVirt #1 OpenShift E##{ERIONTAPEEENFZ T :

e ontap-nas

« ontap-nas-economy
* ontap-san (&5 TCP B9 iSCSI ~ FCP » NVMe)
* ontap-san-economy ({£BR iSCSI)

RELEAEE

s EMEEHEERUEERSR fsType 28 (0 : fsType: "ext4" 7£ OpenShift EHEIRIZH © QDﬁ FEF
FAUTAHRARIESEERAABMELEER | volumeMode=Block' 28 "dataVolumeTemplates @4 CDI
B EIRERE o

* BIRHEESHIERM RWX ZEUET: ontap-san (iISCSI ~ NVMe/TCP ~ FC) #1 ontap-san-economy (iSCSI)
BEENTETNEZIR TvolumeMode: Blockl ([RIGEEE) o HWINELEEIMEKRER > fstype AN HAIEE B URIAER
ERIUIRMEN > EtEAERZ2H -

* HNEE RWX BRI BB TIER2 » IBUTHESE .
° NFS+ volumeMode=Filesystem
° iSCSI+ volumeMode=Block (RIA&MH)
° NVMe/TCP + volumeMode=Block (ERIAzRHE)

° FC+ volumeMode=Block (RI4z%%)

ThAE S

TR T IR A TridentiR (HAYTHAE KR HL 3242 HY Kubernetes R ©

R Kubernetes HxZs RERBEREME?
Trident 1.27 -1.34 S
IR 1.27-1.34 =
PVC R BHAIE & IRER 1.27 - 1.34 S
ISCSI PV BB A/ 127-1.34 x
ONTAP£ [ CHAP 1.27 - 1.34 x
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S Kubernetes ks FEXREREMAE?
S

RS OEER 1.27-1.34
Tridenti&{EE 1.27 -1.34 x
CSliR# 1.27-1.34 x

A B ERIEERA

EESATridentBE AL RIENZ RIS EFERM > BEERNUTEERROTUEREE
* OpenShift A28 &7E AMD64 #1 ARM64 2248 _E 2 1E#Y Red Hat Enterprise Linux CoreOS (RHCOS) k7
* Red Hat Enterprise Linux (RHEL) 8 S EShRZS » Z1& AMD64 1 ARM64 2245

@ NVMe/TCP =& RHEL 9 i@ HRAS o

* Ubuntu 22.04 LTS S ESHRZ > 218 AMD64 #1 ARM64 2218
* Windows A28 2022
* SUSE Linux Enterprise Server (SLES) 15 B{E S hRZs

FERIERT > TridenttT B E3HIEIT > FUERIUTE(ES Linux TIEEARS EETT - (BR > BLETIEAESRERHE
FAtR4E NFS AR iSCS| B2 Fa s TridentiRHAVIEIE & » ERRBUARIGERMNEIR o

& “tridentct B ARt AI1E _EMEM Linux S1TRR EETT

i

FHECE

Kubernetes & FHIFFA TEENELER A BRESTH TS Pod SREMMIERE - BB EE TR, > SN BEIRERT
EEERENFE T 224t NFS ~ iSCSI 3 NVMe T & o

"EES T EEREL"

RERGEE

TridentA] SEEEHRHEFERAETEN > BIRAcEAEFEHE ©
"B B & iR"

Trident’&

TridentR 2R U EEIZIB A SEETTIES

il
= = |
o

"Trident7&["
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A EREBGRIIEEN Kubernetes hxZs

HNBERRERZE » UTEERRETdentFrRHNARREL2E £/ "tridentctl images’ AN EREFIE AR
RIBERNGHT °

Trident 25.06.2 FREEM B N4

Kubernetes s T AE
v1.27.0 ~v1.28.0 ~ v1.29.0 ~ v1.30.0 » v1.31.0 ~ v1.32  * docker.io/netapp/trident:25.06.2
0+v1.33.0 ~v1.34.0 .

docker.io/netapp/trident-autosupport:25.06

* registry.k8s.io/sig-storage/csi-provisioner:v5.2.0
* registry.k8s.io/sig-storage/csi-attacher:v4.8.1

* registry.k8s.io/sig-storage/csi-resizer:v1.13.2

* registry.k8s.io/sig-storage/csi-snapshotter:v8.2.1

* registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.13.0

* docker.io/netapp/trident-operator:25.06.2 (3%H#)

Trident 25.06 FFEMN A EE&

Kubernetes hi7x N A
v1.27.0 ~ v1.28.0 ~ v1.29.0 ~ v1.30.0 ~ v1.31.0 ~ v1.32  * docker.io/netapp/trident:25.06.0
.0+v1.33.0 ~v1.34.0 .

docker.io/netapp/trident-autosupport:25.06

* registry.k8s.io/sig-storage/csi-provisioner:v5.2.0
* registry.k8s.io/sig-storage/csi-attacher:v4.8.1

* registry.k8s.io/sig-storage/csi-resizer:v1.13.2

* registry.k8s.io/sig-storage/csi-snapshotter:v8.2.1

* registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.13.0

* docker.io/netapp/trident-operator:25.06.0 (38%)
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Z8ETrident
EATridentiRFEETLE

{F 8 tridentctl 25t

R OpenShift U5 1R FEEITZE
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{EATrident

At T VRENRE

Kubernetes %%EPE’JFEEIVEE?M%BZ@E ESI IS4 Pod SR EMIHIIEE - BEEET
{EEREL » IR AEIRIEFTIEERENFETLZ2E8E NFS ~ iSCSI ~ NVMe/TCP 5§ FC I,E °

EEGENTAR

MREFERNERZEREES > AIEZEFERHENFMFTNIE - RHARAH Red Hat Enterprise Linux
CoreOS (RHCOS) TR L TELET A o

NFS TH

"ZEE NFS TE"WREIEREER | ontap-nas ’ ontap-nas-economy ° ontap-nas-flexgroup °
azure-netapp-files ’ gcp-cvs °

iSCSI TR
"ZE4E SCSI TE"MNRBIEERHA | ontap-san ° ontap-san-economy ’ solidfire-san ©°

NVMe TH

"4 NVMe TE"UMNRIRIEFEEA “ontap-san’ ARER TCP BIEIE M ECIERRSENE (NVMe) (NVMe/TCP)
B7E

@ NetApp#Ei& NVMe/TCP fEFONTAP 9.12 SR EShRAS ©

FEiBcHalimE (FC) #1T SCSINTA
AZ2R"ECE FC ll FC-NVMe SAN TRV 755" BRIECE FC M FC-NVMe SAN EHERYFHE o

ZHE FC TE"WMRIRIEEER ontap-san A sanType “fcp (BBILEBEETIT SCSIEH) ©

EEEEMWEER | * OpenShift #1 KubeVirt IRIFE T #8358 FC #1T SCSI @3l © * Docker A% #5E18 FC Z5a
SCSl o *iSCSI BEINSERBERNER FC BY SCSI °

ENBLARTS EEIR
TridentZ E:l BEMERIENEEE T AT LABIT iISCSI 3 NFS ARF ©

@ ENRLARFS B IRTNAE A AW E B IRBVARTS » BEARERFGICELER - RZ » REFIRFBLFR
REHE—EGRM -

EIEESES
Trident& A EIREEIIEM > LRI EHIRMARTS - BEEBLEEM > FET -

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>
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TE B HIRIRTE
Tridentz# A Trident&i#h CR L SEEEEUBIARTS - EETHCHIRRT > FHIT -

tridentctl get node -o wide -n <Trident namespace>

NFS%
EREAREELASRNS SR NFS TA - BIENFSIRFSTT SRS o

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D =% NFs TAGENBETFELY LIS LEHIREH NI E SRR o

iSCSI &

Tridente] LA B ENEEIL iISCSI 235 - 13 LUN » IS REEE « RVCEB LG EHET pod & o

iSCSIE A

HINONTAPRAR > TridentE AN $EEIT—X iSCSI BREIEF » MU ¢
1. *FEE*FREERY iISCS| ZEEAREEFN B AIRY iSCSI ZEEAREE ©
2. BIBAEARAC A B ATARASEITELE: » UFEEEEEITIARIE o TridentlEEHEB I EF UK AR EITRIE -
3. MITHEMMEIE » (EBRIRY iISCS| GEAREMERIFFER iSCS| GEAREE ©

@ BRCEENRIHEENIR. .. “trident-main $1f& Daemonset pod FHIAES - EEEHE » EHNAEER
7E “debug' ETridentZ 4B RTE S Mtruel o

Trident iISCSI BI B A INAER] LAEIBATERS :

* ERREGIER DAL IB AR f2ERRY ISCSI &35F - IRGHEBIBH > Trident&FHLDIE » AREW
A EEHTELA CABUE R I B4R ©

BI40 > RAETFEEIS EIIRT CHAP S48 » 1t A4BRARZ83% > AUZEAY GBASH) CHAP
() SHTERRE TR - SEPETLGEIE—S - L EDERRY WEUERENEN
CHAP Ei§ °
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/D iSCSI &%
fr/l LUN

FHiRkTridentZ FIFREZ BRI ERE

* MNREERESERREEY igroup (T 23.04+ 15| A) - R iSCSI BEIIAERIERE) SCSI 4848 LFrERER

SCSI Effiimt o

* NREERRIKEER igroup (B 23.04 hRAEERMA) - B iSCSI BEINEEREAE) SCSI EXFH > UT

% SCSI #B4R LRYEL]) LUN ID ©

* WNREFEFREIREAR igroup F&Im4R igroup > ISCSI BRTNEEATEXEN SCSI EffiaH » LIStk SCSI #B4R

AYKEFE LUN ID o

4t iSCSI T2

ERBERARIEFERMIIESZE ISCSITA -

ez Al
* Kubernetes &I ESERFEERLAER —EE—RY IQN - ERUERRIRIFM
* WNRBEMA RHCOS 4.5 {Eimhias » siHE Mt RHEL 88 Linux 317HR > BIREHITIATRIE ¢

solidfire-san HREEENFERMElement 05 12.5 HERIRZA > :BREEE cuar BB EEERTES
MD5° ‘/etc/iscsi/iscsid.conf Element 12.7 25 & FIPS Z#1) CHAP £ 788 5% SHA1
+ SHA-256 1 SHA3-256 ©

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* EfEAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) HEFH iSCSI PV T EEELERT > 55165 7E

“discard"StorageClass FH#J mountOption FAREITAERZEMEIUR o BF "ATIESHE" o

* AEREEHRERIRA © multipath-tools ©
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RHEL 8+
1. ZEDTRFRES !

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. HI@A iscsi-initiator-utils hRZSE %43 6.2.0.874-2.el7 HESHRA :
rpm -gq iscsi-initiator-utils
3. BisH A NRERSFE !

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. MAZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ R /etc/multipath.conf 8% “find multipaths no £ NHE
"defaultse°

5. HE{R “iscsid' 1 “multipathd' IE7E3E1T :
sudo systemctl enable --now iscsid multipathd
6. BYAMERNE) iscsi -

sudo systemctl enable --now iscsi

Ubuntu
1. ZELTRGTRES :

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. FIE open-iscsi RAEE 4 2.0.874-5ubuntu2.10 XE=RRAS (B bionic) B 2.0.874-
7.1ubuntu6.1 HEFhRA CGERR focal)



dpkg -1 open-iscsi

S RFHANREATFH :

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BIAZERREK .

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D FE{R /etc/multipath.conf 8& "find multipaths no £ FE
“defaults ©

5. FE1R “open-iscsi'#1 “multipath-tools’ B B M IE1E 81T :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D #7572 Ubuntu 18.04 » fEAZBfER T an < IR BEERHIR | iscsiadm BI¥EZ AT “open-
iscsi"EXEf) iISCSI SFEFZT o B eJ LAEER iscsi’ ARFEEREN “iscsid” BEhM ©

BB E{ZH iSCSI H®
AR E L FTrident iSCS| BRI EREE BN S

* iscsl Eﬁ?ﬁ'ﬂl‘ﬂ SRTE ISCS| BRHMEIUSESR (FESGME : 5 Bi%) o (FEILUE BN TR B RIS
SRR > WEREBRANHMFRFBEEIRE o

@ % iISCSI BREEFRRA 0 5T 2(FLE iISCSI BRINEE - HFITEZHEFFA iISCSI BRINEE ; RATE
iISCS| BRRINAEE A UNTARRE (Fa th it FREs B 0BT » A FERISRZINEE ©

* iISCSI BEERRRE | HE iSCS| BREEHAMERNEHELEABREAZAZFHNEGRE BRE 72
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i#) o MAILWKHEEEAEANET » UEREIATEENEELASTERKEAEEL - ARBER
BEREA ; NEERB T > WEERMEHMEA o

fE

EERBNET iSCS| BARE » sAEEUT2H  iscsiSelfHealinglInterval 1
“iscsiSelfHealingWaitTime Helm Z28£5% Helm E#HAAIZ2# -

MUTERIH iISCSI BREMRSREsS 3 £ » BRERRHERTES 6 7E ©
helm install trident trident-operator-100.2506.0.tgz --set

iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0Os -n
trident

=X

LEERCENETE ISCS| BRERE & sABIELUTZ2% . “iscsi-self-healing-interval # “iscsi-self-healing-wait-
timetridentct! LS ERTEAEIRIZEL o

UTERAIAHF iISCSI BRMERREsS 3 0 » BREFFRHERES 6 71E :

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe/TCP &
ERABARTIELRFIIES R NVMe TA o

* NVMe EE RHEL 9 S{ES kR4 o

@ * MRITAEY Kubernetes BIRLAYIZONRZASAES » B TRIRORRARE NVMe EEEE > RIIEH]
FEREREIRBZOIRAEEFH B E T NVMe RIS EHIRRZ o

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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TR o ERU TS EE Kubernetes M SEZESEEAEMH—AI NQN :

cat /etc/nvme/hostngn

@ Tridentf&2 T “ctrl_device_tmo FE{R NVMe 7L 1S -REI R R & HEE IR SHIE o S5 EMULRE o

SCSl over FC &

REEALUERY @S (FC) tHEMTridentfEONTAPZ 4 LR EMBEIRHFEIR o
Fo R IR

BCE FC PR mY4ERR FERRERETE o

1. BS BRTERI WWPN © 5526 "R TEET THRES °
2. BSEEY (M) L TERI WWPN °

FE2EHENERFERFERREN o
3. {EA A B1ZA WWPN 7£ FC 3288 HRRE B o
BRIEE » BE2RMEREIA AR XE o
F#IBAES L TONTAPS M4 !
° "WABEFFCoED BT
° "BZE FC #1 FC-NVMe SAN Fii757%"
R FC TA

ERERANEFERANSSREFC TR

* EfEA#HIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) HEE FC PV WL {EEELR > 5516 E

“discard"StorageClass H1#J mountOption FAFRBIITAERZEREIUR o BE "ATHESHE" o
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RHEL 8+
1. ZEDTRFRES !

sudo yum install -y lsscsi device-mapper-multipath
2. MAZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

(:) MR /etc/multipath.conf 8% “find multipaths no £ FH
“defaults e

3. HE{R ‘multipathd IETEE1T :

sudo systemctl enable --now multipathd

Ubuntu
1. REDTRATREE :

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. RRRZRRE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ FE{R /etc/multipath.conf 8F "find multipaths no 1 FHE
‘defaults ©

3. FE1R "multipath-tools’ BB IF 13817 :

sudo systemctl status multipath-tools

41



BRI EIR R
B im

BIRER T TridentE2EF R ZEHIRIE - © &5 TridentiI A HEFRAERS > U
R TridentfEZUNAIRE PR EHAIR & o

Trident& BENEMHT SREFENERERNBIRREEFL o TRNAEERTFRFENRE
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oA

* "82EGoogle Cloud NetApp Volumesi&iz"

* "% Google Cloud Platform &i%s%E Cloud Volumes Service"

* "EZENetApp HCIZXSolidFiref&is"

* fEAONTAPECloud Volumes ONTAP NAS EBENFZ TR E B iR
* "{EFAONTAPZCloud Volumes ONTAP SAN EBEHF2 =R E & IF"

* "#Trident&2Amazon FSx for NetApp ONTAP"

Azure NetApp Files

iR EAzure NetApp Files{&in

&R LA Azure NetApp Filesi&E A TridentBV{& i © LRI LAfEEFAzure NetApp Files1&imd
A0 NFS #1 SMB B4HR&E o Tridentth SZ32{EFFEE 55 % Azure Kubernetes ARFS (AKS)
BEETREEE -

Azure NetApp FilesEBEIFZ U RS 2

Tridenti2 A T Azure NetApp Filesf#7ZERENTEF > IEEEEBH o ZIBNFEUERE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP)

B W E FERH  ZENEIER SIRIIEERS
azure-netapp-files NFSSMB (EZER# RWO s ROX s RWX *RW nfs > smb

OP
AREIR

* Azure NetApp FilesiRFE ARz 1B/)\i? 50 GiB BYHERRE © IR ERAEFRES » Trident® BE)E1L 50GiB
HIRERRE o

* Trident{EZ 1ZHELEIHITE Windows &% ERY pod Y SMB HAIRE ©

# AKS EIESH

Trident3ZH3"'55%E 5 73" @A Azure Kubernetes fkF5#=5E - E2FBEE S DRHHIBC/EEEERNE » K&
AEHU TR
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* {#F AKS ZBZER Kubernetes HEE&f

* 7£ AKS Kubernetes =5 FRRBMEEE B

* BZ2EMTrident®3E cloudProvider ‘3§ "Azure" ©

TridentiZEE2

EHBEATridentiRFE %4 Trident > 54R%E tridentorchestrator cr.yaml &RE
‘cloudProvider & “"Azure™ o flY0 :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

fE

MU EHLETridentESE cloudProvider {FRIRIBEEEEIZET] Azure “SCP

helm install trident trident-operator-100.2506.0.tgz --create

-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LT EHIZE Tridentli 21758 & cloudProvider "1258 “Azure ©

tridentctl install --cloud-provider="Azure" -n trident

AKS HEiR &5

?@—Eﬁﬁ”ﬁ%ﬁﬁ Kubernetes pod SE£0iEB1EA TEE & B DEITEEREZE Azure BIR »

. EBIRHARIER Azure
&ReE o

BETE Azure PRIBAZIRE 2 I5E » (A BEBUUTEMS
* EF AKS ZPER Kubernetes £E&f
* 7£ AKS Kubernetes =5 5% E TE& & H M oidc-issuer

BEZEEMTrident®1E “cloudProvider 355 "Azure" # "cloudldentity' 357 T {E& SAZ 4
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Tridenti2 &

G EFEATridentiREE L4 Trident > 554R%E tridentorchestrator cr.yaml &R
‘cloudProvider &) “"Azure" WE&E “cloudIdentity F)
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXKXXXKXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

fie
ERTYIRIBEEEERE cloud-provider (CP) #1 cloud-identity (Cl) 1Z55H9(E :

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

MU T EH| L2 TridentilIZEITER E cloudProvider {FRIRIBEEEIEIZER] Azure “SCP ERTE
‘cloudIdentity {ERIRIRESE ~sc1:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>

RAUTMREE#MRE BiRRHEMNE

\/

ImE 7 RREEHE

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

LUTF e Z 2 Trident i #1758 & cloud-provider "#Esg “$cP > # cloud-identity & “scr1:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident



#HRTEAzure NetApp Filesf i

Eid

S EAzure NetApp FilesiBinZ Al » EEERmEU TFTEK o

NFS F1 SMB Hifitt& S R4

MRIEEHE—RfEMAzure NetApp F|Ies:ET" MEVUEGER » AIFZEIT —EAIERERRE Azure NetAppis
ZEWFENT NFS BEHRE&E o 2% "Azure | 5% EAzure NetApp Filesili 17 NFS %" o

BB "Azure NetApp Files"BIREEZ L TG -

* subscriptionID’ tenantID ’ clientID * location * F 'clientSecret' 7 AKS &

@ & LEREES N BERAIERN -

* tenantID’ clientID ° #1 'clientSecret' £ AKS #&E L EREIRS D > Sl
B o
BEM o BEYE : AAzure NetApp FilesEBII R =" o
Zik#Azure NetApp Files BYF4AER o 2& " Microsoft | 1§ FAIERZ k4G Azure NetApp Files" o
“subscriptionID" 3R B 2 E{FiAzure NetApp FilesThEERY Azure 5T o

tenantID’ clientID » #H clientSecret 2R H"f&FH Z{5E"TE Azure Active Directory H#EHA ¥fAzure
NetApp FilesARFSHE401ERR - FERAREEMEFERAUTE—AR !

° FREERERMEAR Azure THESE" ©

- —E"'BF ] EiE AT FIR%ER(assignableScopes) BREMRIERM TridentPRERAVIEIR - I B5TA
&% > EH Azure AOMBILIERARB" ©
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* BYE “location B & E/D—@ "Z:EF4E" o B E Trident 22.01hRZs > “location’ 2 2R inR EIETERB N —IE
WAL o ERAPIEENM BEER R o

* £ cloud Identity 8%| ‘client 1D WR—@E "FHEEKNFEESR WMISEZ 1D

‘azure.workload.identity/client-1d: XXXXXXXKX—XXKXX-XXXKXK—XXKXX-XKXXKXXXXKXXKX ©

F/EEERIMTINER
EEEI SMB % S ARBU TR

* Active Directory B & E I AR EAzure NetApp Files © 2%E "Microsoft : EIIFEIEAzure NetApp FilesEIE
2309 Active Directory Ei%" o

* —{@& Kubernetes 25 > 83 —1@ Linux =235 25F 2= /D —{E#11T Windows Server 2022 BY Windows T
YEHEIZE o TridentEZ 1B HEFI#1TTE Windows EiZ5 FAI pod Y SMB HiREE o

* B/VEE—EEF Active Directory ‘&:EB Tridents& 18 > LI{EAzure NetApp FilesAJLA[A Active Directory #
178858 o ETE smbcreds -

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BEE % Windows BRFSHY CSI RIBFET  BACE csi-proxy ’ A2 "GitHub : CSHLIE"S&E "GitHub : &
FAA Windows Y CSI LI @A TE Windows _E#HI{THI Kubernetes &%} o

Azure NetApp Filesf& =% & IG5

T f2Azure NetApp FilesB#d NFS #1 SMB &8 €518 » WEERTEE o
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version er =
storageDriverName (HIZEREFIE NS TE "azure-netapp-files"
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servicelevel Z— Standard ’ Premium ° I rr (FEHRY)
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PERFATEE) o
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netappAccounts BARErEE BIRE RNetAppIRE (EIER)
SRS
capacityPools AREEE B IRE RIS EMIR (F8%  HEt)
virtualNetwork BERRFHRBNERARNRE 7
subnet BIRENFHRERETE
Microsoft.Netapp/volumes
networkFeatures &MY VNet THEEE > BIRER Basic®
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1t SMB % > ILRRTERBBEE o HE
M NFS HRr7s 4.1 #8156 > AER
MWTFAA nfsvers=4 1ELUE RO FR
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HEFEARERTRENHEERS
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"method": true,
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#i[E EiEcp 6
exportRule HEMNHORE o “0.0.0.0/0”

“exportRule’ 7B M E SR FREY
IPv4 i[3tsy IPv4 FHRRIERES
5% > $%A CIDR R o it
SMB % > LR TE AR ARE o

snapshotDir =%l .snapshot BE#RYRI B4 NFSv4 Z“true” > NFSv3 ZA“false” °
size IR ETERR /N 100G
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=/NECE

ERRERNEBHEE « BALEE > Trident B IRAE (B PFIBEZIRAEAzure NetApp FilesTF
BINetApptRF ~ BEMMFAT > WAL G E R H P —EMA FAAR L o B% nasType &8 T
‘nfs' FERRELER » BimR#A NFS BIREEITRE ©

YNREMIFI4aEAAzure NetApp FilesTE1TER » ItEICERIEBRYERE - BEERF » BKEELTRACHIH
BRERHERIMRVEEE o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
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# AKS BIEZH17

I BIRAEEEIET subscriptionID? tenantID * clientID ° #0 ‘clientSecret 7E{FHRFEE B D
BT -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BAREMBRBINSERGSFRECE

IR IREC B HIEE M ETE Azure H “eastus L& "Ultra B2t o Trident& BB IRZ MU BEFEIK
#5Azure NetApp FilesFIFRE F48 » M PEMEE A —1E F4E& L E —EFHIRE o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



BB FF QoS BEMNE RG]

LB IRFCE R E N ETE Azure F “eastus’ AEF &) QoS BEMAVIE © * NetApp Trident 25.06 Y
BATTREE" o

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"
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performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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XENRERE

TridentAI {RIEEIFF AT AE A T & EIRMHEIEE © 52 supportedTopologies' L& imEL & Y& AT TE
HEERIFENEIEMEIEEE o IbEisENEIHEENBESE Kubernetes ZBEE FHZRFHE
IAEIREERT - BLEEEMOERRBEFEN DI LURENAENEE - HRESE R HENER
ARG FEMHTFE > TridentZEFFREIEMAIBEFEITHEE - B2EE » A28 EH CSI /" -

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FEERESR

% “StorageClass' Ll E HEIsHI R ETFM o

{EAEBIE S "parameter.selector 331t

M “parameter.selector fREI A EEMHIETE o “StorageClass’ AR FEE MR &M EREH - ZHEER AR
PREMPERNAE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB Fift &S HE R

P nasType ’ node-stage-secret-name > #l ‘node-stage-secret-namespace &I LIEE SMB iR E
W RHFREER Active Directory /&:% °
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SESHERERTRNER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

AR (R

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}



@ ‘nasType: smb EfZEsz 38 SMB HAFEEAIRETEAM © “nasType: nfs'8#& “nasType: null' NFSHIEE

220

EllFee
B RIRREER > TUTH< !

tridentctl create backend -f <backend-file>

MRBIREILRK > QIR IRECEFERE

tridentctl logs

FEEBRIEIERTE
Google Cloud NetApp Volumes

Eat—]

2 EGoogle Cloud NetApp Volumesi& i

- EETE

HITUT o< EEBFUEERE -

EPRREER » SR UBRIITET °

IEE A L& Google Cloud NetApp Volumes:& E & Tridentfy#&im o &8 LAEHGoogle
Cloud NetApp Volumesf&im2RKIA0 NFS A1 SMB HiiRE o

Google Cloud NetApp VolumesEBENiZ T 2¥ 15

TridentiZf# “google-cloud-netapp-volumes BEBIFE = EAEEEF3E:T o SRIBMITFEUERNE © ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP)

EiL7 TATE

google-cloud- NFS SMB

netapp-volumes

GKE HEiH& 1%

EimS 0 Kubernetes pod i
#J Google Cloud /&:% °

EE1E Google Cloud F#)AEHE HINEE
* {5/ GKE 28 Kubernetes £ o

BERN XENEERN

EXEBERTFasa DT

SERIERRA

RWO » ROX > RWX*RW nfs’ smb
OP

ER:52R7ZHX Google Cloud &R » MEEIR (LA

IR BRI R -

* £ GKE £ LB TEE &SN - MRS EACE GKE tE MRS ©
* BB Google Cloud NetApp VolumesEIEE (roles/netapp.admin) A BiTAER GCP IRIFIRE -

* TridentB% 4L » EAE3E cloudProvider (187

mAaH—ERF

60

TGCPJ ) # cloudldentity (8E#HY GCP BRFEIRE) o F



Tridenti2{ES

G EFEATridentiREE L4 Trident > 554R%E tridentorchestrator cr.yaml &R
‘cloudProvider Bl “"GCp" MiERE “cloudIdentity E ‘iam.gke.io/gcp-service-
account: cloudvolumes-admin-sal@mygcpproject.iam.gserviceaccount.com ®

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sal@mygcpproject.iam.gserviceaccount.com'

fie
ERTYIRIBEEEERE cloud-provider (CP) #1 cloud-identity (Cl) 1Z55H9(E :
export CP="GCP"

export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com""

MU EH L8 TridentilIZEITER B cloudProvider {FRIRIBEEEEEST] ccp " scp WEHRE
‘cloudIdentity FHIRIBEEE ~ SANNOTATION :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SANNOTATION"

<code>tridentcti</code>

RAUTMREE#MRE BiRRHEMNE

\/

ImE 7 RREEHE

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

U TFEHIZETridentlIZE{TERE cloud-provider 1258 “$CP # cloud-identity  F

" SANNOTATION -

tridentctl install --cloud-provider=S$CP --cloud
-identity="S$ANNOTATION" -n trident
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#EHEREGoogle Cloud NetApp Volumesi& i
7E£58 £ Google Cloud NetApp Volumesf&ifZ Fii » (EEEBRFEMN S FIIEXK o

NFS HEREE B9 R IE 4

MR ZFE—REAGoogle Cloud NetApp VolumesS{EFRVUEF R » BIEBEIT LR ERKREGoogle
Cloud NetApp VolumesiliZ#17 NFS H4RE&E o & "FAiAZ A"

7E52EGoogle Cloud NetApp Volumesf& i 2 A1 » sAERIEE B HELUTEY ¢

* B EGoogle Cloud NetApp VolumesBE#5HY Google Cloud IRF o 2Z&"Google Cloud NetApp Volumes" °
* {&H9 Google Cloud tREIEB#RSE c 2& " HEEIEH" ©

* #EENetApp Volumes EIES#FRRY Google Cloud fRFEIRF (roles/netapp.admin) A o 2EF" 557
EHREEABNER" o

* GONVIRE HIAPISSEIEE © S0 R IS IRE 25"
kit o S RIT " o

BRAUNMEIRE ¥ Google Cloud NetApp Volumes BFEVERIIEZERE » s2H | "5 E ¥ Google Cloud
NetApp Volumes FYTZEVER" ©

Google Cloud NetApp Volumes# =& & 2 I A &1 45

T ##Google Cloud NetApp VolumesHY1& i s% E 2L 1B T 5 5% E 224 o
BInAcEER

S{ERIHETEE— Google Cloud B REHMIRE - EETHMEHEIE » ErIIERHME N o

wE st _—
version YRR A1
storageDriverName EFESEXNLTE {E{E “storageDriverName’

WAZBTSTE 2“google-cloud-
netapp-volumes” ©

backendName (A1) RFRIREE]IHE ERENFE X ZHE + " " + AP
ERH—ED

storagePools BRisE IR GBI AR ERE o

projectNumber Google Cloud tRFIEB4R3E ° s%2{ER]7E Google Cloud
AOMEEEEIRE -

location Trident¥ 3L GCNV #HREHR Google Cloud i & ° i

I BEIE Kubernetes S5 » 78 O B HE 1L AUMERE
& : ‘location R] AR EEZ1E Google Cloud &I AVERE,
FRENIEEH - BRIEEHTESIEINER -
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&
apiKey

nfsMountOptions
limitVolumeSize

servicelevel

labels
network

debugTraceFlags

nasType

supportedTopologies

SECEER

it TE%
FA1? Google Cloud ARTEIRFBY AP £5%
netapp.admin Af c EE3® Google Cloud AR
HIREFAIBIERN Json BAAR (RHASMIER
FBIRREET) o E apikey WEEITUTHEN
#{E¥ . “type ° project id ’ client email

> client id » auth uri » token uri >

auth provider x509 cert url > #l

client x509 cert urle

¥ NFS S EIREITIRARIEES] o "nfsvers=3"
UNRBRBVEERRE R/ NAKHIEE > BIfCE LR o (FERZ A aaH 1 T)

HEMRBZERRESE - BLEER flex

standard ’ premium ° Z{#& extreme ©

HEERAREEENER JSON SIZHE
Google Cloud AHE& AL GCNV HAIRE °

PR HEPREF EE AR EIEES © BIlF »
{"api":false, "method":true} °BRIEMEIETE
EITHEHERRE B E S AR H 558 0 [RIEZEAILE
IH8E ©

BCE NFS g SMB AR &ERYIELL © #EIHA nfs ° nfs
‘smb Z{ZE{E ° RES null BIFEREA NFS HEE o

KNtBIEZENEFENEETR - BEZER > 552
R CSI #aiE" o fldn :
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

IRB] LUEHITEREEE defaults 52 EREZE S ©

e

exportRule

snapshotDir
snapshotReserve

unixPermissions

it A%

WENHORA - HERLIESRS "0.0.0.0/07
FRAY IPv4 {455 » (LRI UER

Y

HE -
#HR " .snapshot B &% NFSv4 Z&“true” » NFSv3 A“false” o
RERFERE A EE B 9L (EF=FERE0)

HHERERY Unix IR (4 /&M 7
#HF) o
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ERREANRIGAE o BAILEE > TridentZ#IRICERIK4SECE (I EH Google Cloud NetApp
VolumesBIFR B Tzl > WP I ENEEEP—ERHEFEN L - A% nasType BE& T "nfs FERER
EEN > BG4 NFS HEEEITHRE ©

WMNRIEFIFAAFERGoogle Cloud NetApp VolumesilliE1TE R, » EEAc & SIEEN » BESEF » TR
AE R B AN B E IR HERINVETE o

65



66

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
XsYgogyxy4zg701lwWgLwGa==\n

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



SMBH IR EACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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EHTECE

IR IHFREE—(ERERPERT ZEEEA - ERMEUTAUERES . storage F9 - EEEZELZER
FIARFS S ARBVEETEA » T B ETE Kubernetes IR ARELHEAFEANFEFENR » ©MIEEER o &
BAZEAREDARBMT o F0 » £ TEAHIFF performance 12 # “serviceLevel 82 AR E D

EfE o

T LR E — B AR AT A EENINTERE B R SEERANTERE - E TEHflFH »
*snapshotReserve 'l ‘exportRule {E&FF A EEHAITER(E ©

BRER B2 EM" -

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
XsYgoegyxy4zg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE HNEm&1%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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XENRERE

TridentAI {RIEEIFF AT AE A T & EIRMHEIEE © 52 supportedTopologies' L& imEL & Y& AT TE
HEERIRENEIEFMEIEE o bRisENEIRMERENEEEE Kubermnetes EEHEE FZETHE
IAEIREERT - BLEEEMOERRBEFEN DI LURENAENEE - HRESE R HENER
ARG FEMHTFE > TridentZEFFREIEMAIBEFEITHEE - B2EE » A28 EH CSI /" -

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

ERER NS SR > FRIT Fle< !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fdl1£f£f9-b234-477e-88£fd-713913294f65
Bound Success

MRBEIRIIKRY > ABIGEEFERRE o M UERUTA MBI - kubectl get tridentbackendconfig
<backend-name>#ITIA T S EFHFEURERRA :
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FERERWEEREEPNREER » ERIURFR RSB RIITEILG S

EFHENEE
LUTFR—EEAAZR StorageClass’ it ImFAIEMNIES: ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

ER LU T EBIE R parameter.selector 17t :

A “parameter.selector {RE] LU A FEYIEIETE o "StorageClass' &"EHM" ANEE S - ZHHEERKE SRS

MAPEZERNTE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

ERFFRENNESHEESR - A2 ELFEFE" -

SMB FifEE RS HE R

£ nasType > node-stage-secret-name ’ # node-stage-secret-namespace’ {EAJLISE SMB k&
AR HFFERY Active Directory &5 ° {E{a] Active Directory &/ » ERER(TAH#ERSRARRE > #8]

LR EENRAPEFR 58 o
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TR =B ENEARE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SEsEEERATENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

AR (R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ ‘nasType: smb EfZEsz 38 SMB HAFEEAIRETEAM © “nasType: nfs'8#& “nasType: null' NFSHIEE
e .

PVCE &%

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

HEEE PVC EEEME » SFRITUTEH< !

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

genv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79a213 100Gi
RWX gcnv-nfs-sc 1m

7 Google Cloud &1#z% % Cloud Volumes Service

T RN IR EEFIECE » #&NetApp Cloud Volumes Service for Google Cloud B2 &
ATridentZ 2B ©
Google Cloud FEEIf2 5215

Tridenti2fit "gcp-cvs ERENFE R EAERHE - TIEMEEUER A | ReadWriteOnce (RWO) ~ ReadOnlyMany
(ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) ©

Bl hRE BEE ZHRAITFEURT TRAIERAMR
gcp-cvs NFS -EF N RWO » ROX * RWX * RWOP nfs

T 2 Trident¥} Google Cloud Cloud Volumes Service HI3z3F

Tridente] WA TEL FTfER T, 2 — 37 Cloud Volumes Servicel#it& : "ARFEIERL" ©
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* CVS-Performance : Trident BYTARARFARE - EREMAEBRCERBRERBESERVENEET(FEEH -
CVS-Performance ARF5RE 2 —TBIERSHEIA » S2iR&/)\ 100 GIB K/\HIHAIRE o AT LUEER P —" = 1§

ARFSARA"
° standard
° premium

° extreme

* CVS : CVS IRFBLAMRMHRENEE A AL » EXMEKERREFF o CVS IRBIERE BRI -
ERFEFMRZIE/NE 1 GB BHIRE - #EFHRZAIES 50 EHIRE  FrAHRREHEANNETEMNN

AE o SR LUEEE Rz —" iSRS R A"

° standardsw

° zoneredundantstandardsw

IRREtt

BLEAMER "#E A Google Cloud FJCloud Volumes Service" B BB T4EH :

* BECENetApp Cloud Volumes Servicely Google Cloud tRFA

* &8 Google Cloud 1&F BIIEB 4R5E

* ¥%A Google Cloud fRFEMR A “netappcloudvolumes.admin &
* {&HYCloud Volumes Servicetk 5B 89 APl &84

BinECEEIR

S{ERIHETEE— Google Cloud B REMIRE - EETHMEHEIE » Sl LIERH M o

gad &=
#HE
version
storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

it

EERSEN TS
EHE IR T

FATT1EE CVS ARFBHRTMAIESH - £
software B cvs PREMEE o BA): Trident
E{RES CVs-Performance RRTEFE

B (‘hardware) °

EPRCVSHRFSEEE! o ANIEEHIE B I T thay AT e
28 o

Google Cloud tRFIEBE#RIE ° #%{ERI7E Google Cloud
AOPHEEERKRE o

WRERER VPC 4848 » BIAZEBITILIRME - (25571
150 > “projectNumber E2—{ERFSIER > A
“hostProjectNumber @@ E£IEH o

fas%
YRR 7S 1

llng_Cvsll

o]

&

ERBpiZNaHE + " + API

T/ —E7
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e g TEs%
apiRegion Trident#1ZCloud Volumes Service&@H Google Cloud

&1 - BIIERIT Kubernetes =505 » £ FIMUEE

I HYREERE © “apiRegion AT AR EEZE Google Cloud

SINHVERE LSRR TIFRE - ERIERTELEEI
=

apiKey FA1? Google Cloud BRTSIRFEBY APl £3%
“netappcloudvolumes.admin’ & c & & Google
Cloud ARFZIR A FATBIEZERY JSON HEXAE (RHAF
EtR R BRI ERETF) o

proxyURL MREFEBRIEFEARES A SEEIEE] CVS IRP » AR
12 URL » RIERARZS T LABHTTP(LIE » tefiX
SHTTPSHIE o 5t HTTPS {IF » @BkiB/RHEET
» LA EMRIERRSBPEHABERERE - FZIERE
B BB IE(EARSS ©

nfsMountOptions ¥ NFS S EIBEITIRAMEZES] o "nfsvers=3"
limitVolumeSize UNREKRAVFERERE K/ AKFILE » BIECE SRR - (FEER A EFHIBIT)
servicelLevel CVS-Performance 3% CVS FRFFEAR (ERAMRIELIEE CVS-Performance FE:&1E

) ° CVS-Performance fER standard ’ premium # [E#E] o CVS FERE
» B{#F extreme °© CVS {EE standardsw & A“standardsw” ©

‘zoneredundantstandardsw °

network Google Cloud 432 Cloud Volumes Serviceliff  "FE:R"
debugTraceFlags S BEPRIR 2 AR sRE s © B F > LV
\{"api":false, "method":true} °BRIEMIETE

EITHPEBERRL R 2 AR B S5 > [RIENERLE
IjJEI:. °

allowedTopologies  HBERAEEIHAM > &M StorageClass EEMF -
allowedTopologies WEBEFAAERE o FIE0 :
‘- key: topology.kubernetes.io/region
values:
- us-eastl
- europe-westl

EhcEEE
IRB] LUEHITaR AL E defaults 52 EREZE S ©

= it A%
exportRule BN ORA - BEZBLESRS "0.0.0.0/07

PRAY IPv4 {iIttsy IPv4 FHEERAYS
& > ¥ CIDR RE ©

snapshotDir #hf ".snapshot’ B &k “FEERHY”
snapshotReserve TREBTEE R E B DL (% CVS F8%1E 0)
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#i[E Haat FERR

size HERIRIE o CVS-Performance & CVS-Performance BRFS4EEFER
EERA 100 GiB o CVS R/NB=E % M00GiB) ° CVS fRIFHEEIR
A 1GiBo RETERE » BEXREND 1GBo

CVS-Performance [RFS4BE! 45|
LUTEEFIIRMHET CVS-Performance FRFSIBEEIHIEEHIZEE ©

&1 &/NEE

= EMTER CVS-Performance ARFFEREMTER TRE) IRFBFRHNR/NRIFECE o

version: 1

storageDriverName: gcp-cvs

projectNumber: "012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: <id value>
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: "123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



#h 2 | RBFRECE

LSRR T RIRECEREE - BIERBFRMEREERE

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti1i
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#H 3 | ERNECE

IEEEHIEA “storage Bio B EfiE AN “StorageClasses 58I 2T - sA 2B #7185 E & | BB FHFENMN
EEAT ©

EEAMAERMNKTE THRENTERE » BLTBERERET | snapshotReserve 5%# exportRule’
E 0.0.0.0/0° ERMEUTAETEE | storage Z7 - SEEEMEEERT BCRIRA o
‘serviceLevel W BHLEMNMEEETERE - ERMNERANRBEUTREREZEEZMF | "performance’
M “protection-e©

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my—-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:

snapshotReserve: '5'

exportRule: 0.0.0.0/0
labels:

cloud: gcp
region: us-west2
storage:
- labels:

performance: extreme
protection: extra
servicelevel: extreme
defaults:
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snapshotDir: 'true'

snapshotReserve: '10'

exportRule: 10.0.0.0/24
labels:

performance: extreme

protection: standard
servicelevel: extreme
labels:

performance: premium

protection: extra
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '10'
labels:

performance: premium

protection: standard
servicelevel: premium
labels:

performance: standard
servicelevel: standard

REFLERIE &

LAF StorageClass E&EAR E#RMZEEF £/ "parameters.selector’
R EHRENER o ZHEEEAFrENPERNA®E

82

1R

Any

A LU %@ StorageClass $5EF



#FERR A

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme; protection=extra
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium; protection=standard
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium; protection=extra
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium; protection=standard
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs—-standard
provisioner: csi.trident.netapp.io

parameters:
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selector: performance=standard
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: protection=extra
allowVolumeExpansion: true

* F—(EA#EFH(cvs-extreme-extra-protection) M E|E—EEHE M o 52 —IREBEIIEE R IRER
EEA 10% BIEE o

* REB—(E#EFLER(cvs-extra-protection) MAKEMIEMH 10% RIZRERIEEFM o TridentRTE EHEHE
EESE > WHERME RIBRERENX o

CVs ArF5iaR RN
LR HIRM T CVS IRFFREMNEMRKE -
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&1 =NEE

EREARMERBIFACE storageClass 5 CVS ARFSEERNTER(E “standardsw’ IRFE KT o

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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#h 2 : FFMECE

It &5 ImAC B A “storagePools FR & f#1F M o

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079'
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelLevel: Standardsw

7
\fr
il
s
I
N

BIUBIKRERR » PITUATo< :

tridentctl create backend -f <backend-file>

MEBIHEILKRN > ARIGECEFERE - EAUZEBRATUTSERHFURERR :
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tridentctl logs

ERERMEEREREPIIRRER » G UBRRITEILIMS ©
B &NetApp HCIZ(SolidFire& i
T ERUN{AI7E TridentZ2 2RI M EF Element i

TTREEEEIGEE

Tridentigft “solidfire-san’ AR EBANREEFRIER - ZERNEFIIERE | ReadWriteOnce (RWO)
~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP)

i “solidfire-san' fEAZERENTE N 2R 1ER_M_EIR_MIEEERT o ¥ "Filesystem'volumeMode > Trident##iL
— B & M R T —EIE R R4 - IERAMEATLH StorageClass F57E ©

LS WE BEER SHENEFEIRELR TIEERERS
solidfire-san iISCSI EE RWO » ROX » RWX BEEZEZR o [R5
* RWOP MR o
solidfire-san iSCSI IEERGR RWO » RWOP xfs? ext3 »
extd
BHtRZ Al

1£3217 Element BimZ Al » IMEELTAR

« —(EZIBIEIT Element EREEREIZERLR o
* B NetApp HCI/ SolidFire2 £ SR E AR AR IR » AT EIRHIIRE
* Ff& Kubernetes T{EEIELARMESZ ZEEHFERY iISCSI T A o 2F " T EENRLEEHE" o

Binfc BRI

BSMTRUT REHEEEE

#[E et b
version YRR 1
storageDriverName HEFERHIENNBTE Y542 2 “solidfire-san”
backendName EREAL A EREd "solidfire_" + fi#fFE& (iISCSI) IP fiiik
Endpoint ¥ SolidFirez=5E/ MVIP » &7
Pi&E
SVIP f#7F (iSCSI) IP fiitFIEHE
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= it fas%

labels EEERAREEERER JSON 1§
NERE o
TenantName EFEANERARSTE (MREARE
BIJ#&3T)
InitiatorIFace 1% iISCSI RERNIFEEH TE "Tax"
UseCHAP fEA CHAP % iSCSI #7818 EM
5% o TridentfsEF CHAP ©
AccessGroups E{FAFEERA ID 7R SHA Trident) BYEHMIEEAERY
ID
Types QoS#RED
limitVolumeSize UNR A RAVFEREE K/ NEBILE » (FERR AR mHIBTT)
R & 5B -
debugTraceFlags HPEHEPREF EFE R RREIESS o fl B

i » {"api":false, "method":true}
(D s#m1Em debugTraceFlags MIFIE/ELETHRIEHHA L B BEH40A0 B 558064 -
i 1 : BIHECE “solidfire-san' BB =& S 2 AR RSN S

KEPHIRET T —EFER CHAP sBEN BRI » WH=BABKE QoS REIEHREETTEE - RAFEN
BhR > CEERRFENRERCH o IOPS EFERSH -
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

g4 2 : BIHFEEFLERNEE “solidfire-san’ 758 EHRUTAIERENTEZR
LEEERIRRTR TECE 7 RN IR IR E FIE UK 5| BIE L E RN RHEFER -

Trident{E 52 E B 7Rt AR BB NI BIHEHT LUN - £ 7T HERER » FEESTURSREERNERZT
B WIRRBRHIRE DA

T T AFmBEARIFERIET - FIARELERE THENTERE » BEERERET | type SRR - Eib
EUTUEES : “storage #897 o EEEMNFF » —EEFHNRE T BCHEE > M—ERFFHIBET LE
RERTERIE °

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d

LUF StorageClass &8 _Eati E#EAERE o £/ “parameters.selector 7ZEMENIH > &1@ StorageClass #ZI5E
L E Pl ARt E IR E - SR AAMMEERNPERNZE ST ©

F—Ef#F R (solidfire-gold-four IR EIE—EERM - ERME—IRETEERIEAERTKM
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‘Volume Type QoS &EE o RE—ERTFLER (solidfire-silver) IEHERMHIEARMEFENRETM
Tridenti$ RTEBEZMME EH » WHERREREFEREX o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold; cost=4

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze; cost=2

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name:

provisioner:

parameters:
selector:
fsType:

EHEZER
* "SahfEEEAE"

ONTAP SAN EEENFE

ONTAP SAN EBEHFE =1t

solidfire-silver

csi.trident.netapp.io

performance=silver

T U {E{E A ONTAPAHICloud Volumes ONTAP SAN EREHFE i EONTAPE R o

ONTAP SAN EEFNFZ ¥ 15

Tridenti2 AT SAN ETZERENTZF > FIMEIONTAPER &R o TIEMEFEUERE | ReadWriteOnce (RWO)

» ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) ©

5

ontap-san

ontap-san

ontap-san

ontap-san
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ThRE

iSCS| i&i&
Py FE L
1# SCsI iR
#%

iSCSI &
it SCsI AR
#

NVMe/TCP

)

ENVMe/TC
P BYELfthE
BRIFo

NVMe/TCP

%2
EZNVMe/TC
P RYE M+
BEEHo

=

SZRHITFEUET

RWO » ROX » RWX + RW
OoP

RWO > RWOP

ROX 1 RWX 1Tt8ZE 24
W@ AR o

RWO » ROX » RWX » RW
OoP

RWO > RWOP

ROX #1 RWX TEAER R4
AR ERIU T ARIA o

SRRIER AR

21’%—%%% ; RIAE RS

xfs? ext3 ’ ext4d

?’;1’%—?—?\% ; RIGE R

xfs’ ext3 ’ ext4d



Eil7 TATE FERN XENEERN SERIERRA

ontap-san-economy iSCSI B RWO » ROX » RWX » RW EIEZARL ; FIEERK
OP i
ontap-san-economy iSCSI IBERG RWO » RWOP xfs’ ext3 ’ extd

ROX 1 RWX 1E1EZE R4
B EX T AR o

* {3 “ontap-san-economy EETEHFHEEFERESN.. B ZIENONTAPEZRH"

* £ “ontap-nas-economy (£ ETEHFEEERESH.. K SZIEHONTAPE ERH]" LUKk
@ “ontap-san-economy BEENFEN A EA ©

* 55701/ “ontap-nas-economy MR EFE FEERHRE - KBERFITEHMAE

* NetAppFIE:ZRTEFIE ONTAPEREIFZ T A Flexvol BEAL R » ontap-san BRI o {EAEE
FiE 0 TridentSZIR(EFRIREB M > WABREMEEZE Flexvol BE

EREER

TridentFEHEALLONTAPEL SVM BIEE BN #HIT » @EMFERA T AR © "admin'&EEHF 3¢ "vsadmin’'SVM A F »
HEEHERABREBLBARMNEE - #iAmazon FSx for NetApp ONTAPEFE > TridentEEELLONTAPEY SVM
BIEEHHMIT > MFERAELE o ‘fsxadmin AR 'vsadmin'SVM BE » KB EHERABELBARENEE - &
fsxadmin R REHEEERANERERSR °

WRIRER “limitAggregateUsage EESHHMEE TR SR o EfEFAAmazon FSx for NetApp
@ ONTAPFITridentfs » “limitAggregateUsage’ 2## /A5 "vsadmin ] “fsxadmin' BEIRE o 4
RIECIL2E > ECEIRERELM -

EEZAR] IATEONTAPH I —EFRHI14 B A B HTridentSEENZTUER » BRMFEZERM o TridenttI k%
SRR ASER G ITAUERIMY AP > 5BLE AP ZBNIIAE 8 » BESAHRERFHRBER S ZHEHE -

NVMe/TCP HEMERZEIE
Trident>z 2 F IR M LIRS ENE (NVMe) HIE ontap-san EEENFZ N EHE :

« IPv6

* NVMeREiR &R IRER N 7efE

* 3B NVMe HBHIA/N

* A TETridentyMEBEEIIAY NVMe % > LUETridenta] X B IR E A 6yiBHER o
* NVMeR4 ZBEE

* K8sEREARVBTERARASIFBIERARA (24.06)

TridentA$E :
* NVMe R4 1E/ DH-HMAC-CHAP

* REIRETES (DM) ZERE
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* LUKS 1z

@ NVMe £ #EONTAP REST API » R3z#& ONTAPI (ZAPI) ©

ZEEFEBIFONTAP SAN EEEITZR
T HEECE ONTAPEIHMONTAP SAN EEENFE TR E SR AN ER 2535818 o
=R

HHIFRIAEONTAP#& LS » TridentERZE/ME—EF S DB SVM ©

"ASA 2 AR ELEMMONTAPRAE (ASA ~ AFFFIFAS) 7ER#FENEFLBEPIARRE ° 7EASAr2
() =% CRRGCIRBMTARRS - #20E MAEXE » MBIITEASA 2 RAAREES
Sk SVM o

AnfE > MIERLUETZERSER » EIIsmEP—EHS —ERENEXIEFEZIER o fla > ERIUERE—
18 “san-dev' {E %8R! “ontap-san  EJ##] “san-default EA%E5! "ontap-san-economy — ©

FRB Kubernetes T {EENELERMAALEELIFER) iSCSI TH o 8 "EE T {EEHLE" THREFS o

HONTAPE IR ETE DR S
Tridenti2EMIEONTAPR IS F DERE A o

* BN/RE | AAFTEREIRIONTAPERENFERAERBNEN - EBRFERAAAEENZE2EAAE » flt :
‘admin' 2 & “vsadmin FEIRELONTAPRRZA R KIZEHEA ©

* BERUREE ¢ Tridentth I AE A LR RIRAYEZEONTAPEREEH o LhE » BiRERL AL AP WA
i BWNRE1E CARE (WRFEM > E&EER) B Base64 HRISE ©

TR AERIRA B » WERENERNAENENERN G AZEETIN - B2 » —RAXE—EH MRS
7% - BYNAEIRNENS (M5 E - W RRRIREETMERRAES = -

@ NRCEARRRMEEMNES > IRIFETRERK > WHIFHER - RTAREETRET ZE
BRsE /% o

R BENEEN S0 ERE

Trident?E E SVM HE/HREHESIEERN/RE S SEEONTAPR IHEN o EREHIREN « AAEENAR > f

. admin B#E °vsadmin o EERFILUERERIRONTAPRAEAIEE » BLERAFISEE AR —LEINEE API

» HERZRAYTridenthR A2/ o SEATTIUB I BF]REBAA BRI EE Trident—IERER » (EFERERM ©

®inE ZELHIIN TEFR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

HER ) R —MAXFR A HE/RENMT - BIREISTHE » FRE X/ ZEEISEH Base6s
1T4RES » WiETFE%A Kubernetes £ - IEERIUNEMEBIRFNATE THEE - At » ER—BEREIESH
1789121E - K Kubernetes/ﬁﬁ%ﬂﬁiﬂﬁ °

B RENERRENE (7 5EE
HMIRA N R PTUFERREEONTAPR R - BRIREREE=E2H -

* clientCertificate : & Pif/RsEH) Base64 4RIS(E ©
* clientPrivateKey : EABFAIBHY Base64 4RI%(E o

* trustedCACertificate : Z{51E CA /R:EH Base64 4RiS{E - tNRFAZE1EEY CA » AIABIREIEZRE - 10
RRBEFEAZEEARERERE > oI U ZBRIESER o

HAIWTEREEEUTESR o
TR
1. EERFPIm/RENEE - EXR > FEALTE (CN) REAEEITEENONTAPHERE

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2.

3.

4.

5.

6.

7.
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TEONTAPEREFITIERZE1ER CAREE - EACKHRAFEESRET - MRRAEEAREERRERE
118 > BIBBRILIRIE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

EONTAPERE FZERRIH/ERMEIR CRETE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

HEIONTAPZ2EABBIE cert BREREE A% ©

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

EREENEREETENE:S o 5518 < ONTAPEIR LIF> # <vserver &8> B AEIE LIF IP {i3tF] SVM
58 o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

3 Base64 ¥/&R:E « WM Z(SERT CA BRREITRE

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key baset64
base64 -w 0 trustedca.pem >> trustedca baset4

ERL—PESHERL R



cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

B S PR AR IRE

/|\
0N

BIn P AEMBERRE ; EREENRIEIUERAEINERERBEENRIE o At
BB RN IS S DR SE - AREAEIFIESHBIENEH backend json 1EEERMIT

tridentctl backend update °

SAIUEFIRA R - UERFRNR NIRRT AN RIREIEE - EEHLEZRLRA ﬁ%ﬁ%%&%ﬁ/ﬂﬁ%ﬂﬁ
T AMPRIRAER
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SHIREEER » (7P BB RAAKEIONTAP EEEIETS - T RINEITRISER - BifnE
() B INAERERESERE - ARERERLUEENEE - 2RO ATHONTAPEEHRRIRE

LR o

Cloi=—

FHRIEAGRENS B2 THIRERNZHME WA EREZ BB IUMNVMIRRIER - RinEAIIZRATridentA] X
EAONTAP# i@ sM I FRIR R SRAVHEIR @ IR 1E o

ATridentiZ1IIB:JONTAPAE

TR URIL—EEEREERNONTAPREAR » EREMALERAONTAPEES BB Trident P MITIR(E
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{EFIONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentFl R EBIUFRERTE :

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3 RABMRHPEIERE

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

EI

@ & 'useCHAP It 2# B —Efp MEEIE » JFERCE—K ° TAR(EA false e —BEHRA true » Fi
LB HRA false o

F4N useCHAP=true * % chapInitiatorSecret * chapTargetInitiatorSecret

chapTargetUsername * # chapUsername A BESERIGEERT o BIERIRE » AILUEBHITUT
MLRENFEIZ . “tridentctl update ©

TRRE
BIBRTE "useCHAP IIRER true » AlfETF EE RIS R TridentfE #FRERIFRE CHAP - HFREEUTHA

==

I
* EFSVM_LEEECHAP :

° Y1R SVM TR BN Z R RS TE) (FBR) *B'HREPRFEEMATALEFER LUN > Trident
TRERZERERS 1) o CHAP ARIEERE CHAP HERFMBRERERBRER

° N SVM B8 LUN > Tridenti# A& 7E SVM LE{E CHAP o EHn] LIFE(RE SVM LEFER LUN B9
FENARZ PR o

* BcE CHAP #iER2FMBERERELBN TR ; BEERLARRIKIETIEE (WLEFIR) o

BIRIEIISTRE > TridentE B II—(EHEN ‘tridentbackend‘CRD j]f#lé.'r CHAP £igfFRERBHES
Kubernetes £i& o TridentfEttBIRIEILAIFRE PV &5 1E CHAP EITZEEMELR ©

BRIBURE I BT R IR

ISR LUBIBE T CHAP 28K EH CHAP /&% o “backend.json' X1 o EiGEEE#H CHAP i8I £
“tridentctl update #n ¥ R BRIZLEELTE o

@ EFrf&in CHAP &8k » ZBfEA “tridentctl B8R  :571EAONTAP CLI Z{ONTAPR A E
EEFHHEEE LIRS » AATridentiSEAERAIZIELEEE o
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEGRAZHE ; MR Trident?E SVM LFEH/KR:E » RIS L Eﬂ%fﬁlﬁ,@;f??—nﬁ@]ﬁkﬂb o MTEMRERAEMEN
BeE > HAEGRSEERTEIIRE - BT EMEEENPVREEMERERNES

ONTAP SAN Bc & ZEEF &)

T RN AITE TridentZ22E 22 7 M ONTAP SAN EBEHFER o ANENIR B IRER E & HI K%
BB IR % FEE| StorageClasses MIsF4AE N ©

"ASA T2 ZA"EEMONTAPRAE (ASA « AFFFIFAS) ER#FENEFLBAAR - BLEEEERERLEZH
BIER > MNEERERPRIR © " TR ZRATCASA r2 RGEEMONTAPR A Z IR ZER" ©

(D 25 ontap-san'ASA 12 RS (23 iSCSI Fl NVMe/TCP 1) -

ETridentBIGREF » BEIET LR EASA 2 o BITEELE “ontap-san {E% “storageDriverName Trident™]
BEHMERIASA r2 SERRIONTAPRL o U1 TRFIT » FLERIRERTESHEABERANASA R Ri%
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ePools ZEIRY LUN - RETEFIFIER Flexvol A RERARECE
Y PV o

£ formatOptions HYiE:E
Trident@sE R A A M EBERMEFREREE
-E nodiscard:

* R > REENIT mkfs BREREZEEEIR (RVEERBHERSFENHRE/GHRBEHERER) - 0K
TEERMER-K » WRBANRFIAEEZAL (xfs s ext3 fl ext4) o

88 Active Directory &R:EM&iH SVM EgsE Trident 89515

BB AR E Trident A5 Active Directory (AD) RE¥11& 1R SVM #175858 © 7£ AD 1R B LATFEX SVM Z A1 »
B AR TE AD fBIEIEHL B &S, SVM HITFEEIR o HHMER AD IRFPEITREEIE » BRI AR
8 o 2% "TTONTAPHERE Active Directory 4L EY" T ReE1E o

1. %8s SVM BECEAIRIBRLR (DNS) RE !

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. 11T 565 %1E Active Directory 17 SVM EIT ESHIRS -

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. LA LRI AD FRENBAREEREN SYM
security login create -vserver <svm name> -user-or-group-name

<ad user_ or group> -application <application> -authentication-method domain
-role vsadmin

4. HETridentBIRREIER » 52E username M password 28954 AD {FRE S EHBL BB o
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FARA B B AR @ M 8 Ui e B 5 1E
ISR AE A YR RIFERACE © “defaults ECEZR S © BN > F2R TENRE M

#HE
spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve
splitOnClone

encryption

luksEncrypti
on

tieringPolic
y

nameTemplate

ShCE &)

i
HiuxX

“‘true” YNRI5TE » BIRRTES “true’ &
BHRASA 2 24 o

it
LUN B9ZERE 2 S

rwmEgER; T\ @) = 'k=E1 () - % “BEMEME
T4 ‘none BN ASA r2 &4% ©
SHEANRBER o BRES none' BAMNASAR & “EEEM”

A o

HEAEIUNHEREISKE QoS KEKEHA - SERME
/1% 2 qosPolicy 3Y adaptiveQosPolicy Z— ° #
QoS ZREEEHAMTrident/E S FRAFTEONTAP 9.8 HE
EhRAS o EFEZERIERZR QoS REKEHA » MR
ZRBEHEEBERESERE - HZM QoS HKIKE
#HRFIFRERA LIFAHNAEE LR -

EEARVHHEEIS RN EHEE QoS KK H -& 7
Bt/ ImiEIE qosPolicy 3¢ adaptiveQosPolicy 2

ﬁ'?%ﬁﬁﬁ%ﬁ’ﬂﬁiz‘ﬁ%@ﬁﬁtt o FRINIEEFANASAI2 % MIR%A0" > “snapshotPolicy’ 7"

» BRA
B e fRRE I H RSP o R 2k “FHERAY”
TEFHARR & R NetApp AR & INZE (NVE) ; TE:RA “false” WIRIEE > BIRES “true'iE
false o BEFAILEEIE » MWATEREE LEYS NVE 55 FITASA r2 24 o

AJA RN NVE o MNREIHEYFE T NAE » BfETrident®
BB REEE @S Z RN NAE - {58 » 52/
: "Trident¥N{AIE34 NVE #1 NAE 3B T{E" o

EXYFBLUKSINZ - 2F"FF Linux i—& i85 7E
(LUKS)" o

DRERBEER NE)

REA false’ BAHINASA T2 24% ©

FENAASA r2 ZIFIETE ©

RIS BETHAIR & R BRYEE s o

UTR—EESR T ERENFEM
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HMERAUT A REILFIER ontap-san BEFFZT TridentZ FlexVoliEA1 T 10% FIREINAE »

@ LUAHY LUN STTE Rl o LUN #HKREBEHEE PVC RERMELIA/NEITERE  TridentfEFlexVol
110 10% (FEONTAPHEERANARY) - BRRESESMMFRENTRARE o ILIEEE
=] LB LE LUN fEr] BERAR T2 B 2 e AM:E o SAEAN ontap-san-economy ©

BN EZHEH snapshotReserve Tridentst EREFBE A/ EINT ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2TridentA A4 LUN TERIMAEINAIIZIFlexVol B¥10% ° 2T snapshotReserve=5% > PVC 55K =5
GiB > #8F8FEK/\%A 5.79 GiB » AJAKA/\A 5.5 GIiB © 35 "volume show' %3 < FERE R EL L SR FIFELIAVAL R

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.508GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

BAl > SRBRNER M E L ZERNRARENE—5E -
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=/ )\ECE
UTHHRTTEAREE » HRARZSHSHEREARE - ERERRITREETIE °

@ AR ITIENetApp ONTAP_LfEFAmazon FSxFTrident » NetAppiE:Z{EA LIF 57 DNS &M
JE IP fardk o

ONTAP SAN 34

ERFERUTHZENELRERE | ontap-san B o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster&if|

WAL E B > USRI ARRIRRFEERRIFER o "SYMEREER" o

77 BIRELYIAITIE > 3515E SVM "managementLIF (& B “svm 28 o FIi0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

B REN SRR A

FEERRZEEHBF clientCertificate ? clientPrivateKey ° #l trustedCACertificate
(UNRFERAZE1ER CA > BIATIEE) “backend.json D BIENE R if/&E:E « FASBINSS1E CA REN
base64 ARHIE(E °

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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& CHAP #if)

SLEGIEE T —(E%UF © useCHAP FBES true°
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN %57 CHAP &34l

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP &3/

IRHIONTAPBIHAEREFE A NVMe BY SVM © 52 NVMe/TCP MEREBIHACE

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSl over FC (FCP) &34

RBIONTAPBIHMBRCE FC B SVM © 52 FC MEARBIHAE -

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true



£ nameTemplate AY1& I8 & &35

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

ontap-san-economy EEENFZTLHY formatOptions &if

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAERMER RG]

FEELHARIRERET » TAEMENERE THRENTERE » fU0 © “spaceReserve ':8A »
“spaceAllocation’ {8 » It B “encryption $532 o EEHhIEFEEFHOPES o

Trident?E M&EE) BUPRERERE - EECER > Trident& i ERN ERPMERBENIFEFSES > I

Z:EFIexVoI volume LERTEZM - 2T HELER » RIFEESUUABEERNERRE » LIHRBREIREED

112



EELEEft » —EREFIEREBCHRE o spaceReserve ? spaceAllocation * # “encryption’
BLESBEEERE  AENGESTERE -
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ONTAP SAN 54
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm _iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

qgosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east Ic
defaults:
spaceAllocation: "true"

encryption: "false"
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"
NVMe/TCP il

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation: "false"

encryption: "false"

iR IRIRGY EI (R F 4

LUF StorageClass E&HIsHIR[E A EHiZinEfl] o A parameters.selector EF{IF > &1
StorageClass #&5H L EHH ] BN TEHIEE - i AAMEERNPEENZE ST o

* 35 “protection-gold'StorageClass & & HEE|F—EE#EM o “ontap-san'&if © E 2 —IRHETR(REN

K o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* 5= “protection-not-gold"StorageClass % & ¥ fEZ| 55 —_{EFN 5 =B EH 1 o "ontap-san &if ° R T EESHHR
25 » ABEELEEMIREEMERAI(RE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* iE "app-mysqldb’StorageClass & & ¥ fEE 55 = {E E#E A ontap-san-economy’ & o EEME——1E
#AmysqldbiER FE AR IR MR EN T -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* 32 “protection-silver-creditpoints-20k StorageClass 1§ & ¥ & $E —EE#Hth ontap-san'&if - EEM—I2
HERARIFEER] 20000 T AVIES M o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* J& “creditpoints-5k’StorageClass i¥ & ¥ fE 2|55 = {ElE#ith "ontap-san’ & IR ELFEIAMEEH "ontap-san-

economy’ {&if; o 52 M—IEH 5000 ARIFMER ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* &E my-test-app-sc StorageClass I ZHESR] “testarPp EiHet

nvme ° S ——KIRHAMH AT testapp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

TridentiR R EBEZMMEE R > WHERMERFERX

ONTAP NAS EEENFE

ONTAP NAS s T\t at

‘ontap-san A% “sanType:

T HRIN{A{ERONTAPHICloud Volumes ONTAP NAS EBEH2 T8 EONTAP& i o
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ONTAP NAS EEENFZT(s¥1B

Tridentie AT NAS EZERENTZF > A EIONTAPR S  TIEMEFEBUER A | ReadWriteOnce (RWO)
~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) ©

=il HE Z2ER ST HEMNEREL TEIERERS
ontap-nas NFS SMB  {EZZ4r RWO * ROX*RWX*RW "> nfs ’ smb
OoP

ontap-nas-economy NFS SMB  #EZ &4 RWO » ROX*RWX*RW "> nfs ’ smb
OoP

ontap-nas-flexgroup NFSSMB  {EZZ4: RWO » ROX~RWXRW "> nfs ’ smb
OP

* £/ ‘ontap-san-economy (£ ETRFHHESFERESN. . K ZIEIONTAPE ERH]" o

* 5/ “ontap-nas-economy (£ EFEFHFHESFERESN. . K ZIEHNONTAPA Z[EH" MUK
@ “ontap-san-economy FEENFENEAER ©

* 5A701EH “ontap-nas-economy R EFEHEEERRE - KBERFITEMAE o
* NetApp R E:ZTEFIEONTAPEREIFZ T 8 Flexvol BEALE ° ontap-san BRIb o {EAEE
5% 0 TridentSZ1B(FEFIRIR (MG > WABFEMEHEE Flexvol BE ©

EREER

TridentfBEALLONTAPZY, SVM BIEE BN HIT » BEMERATIIAR | "admin EEHF I "vsadmin'SVM B F »
FEBFERAGELBARENAR °

¥ Amazon FSx for NetApp ONTAPERE > TridentE ELONTAPT, SVM BIEE B D#IT » MifFAEE °

‘fsxadmin' A “vsadmin'SVM BBF » I EBHEEAEBELBARAREMAL © & fsxadmin B 2EEEEE A
BEHARERM o

WRIRER “limitAggregateUsage EESHMEE TR SR o EfFFAAmazon FSx for NetApp
@ ONTAPFITridentfs » “limitAggregateUsage’ 2## /A5 "vsadmin ] “fsxadmin' BEIRE o 4
RIEE U2 > FLERIEREM o

EIRRI LITEONTAPARE I —EFR 6 B8 A B TridentSBENFZINER » BIRMFEZFESHEM o TridentlIKZ
SURTARASER G ITIUERIMY AP > FBLE AP ZBNIIAE 8 » BESHRERFHEBER S ZHEHE -

#EREAEONTAP NAS BEBHZ 151
THRECE BB ONTAP NAS EEEhi2{RIONTAPRIRAYEER « BRaa TR BB tH 3R AK o
EK

* HFRIBONTAPEIR > TridentERE/VIE—EFEDBEAES SVM ©

* EAIUHITZEREENER » MEIIEMEP—ERS —EESHFZXHEEER o > EEIURE— @R
T AEY Gold 85! © “ontap-nas BB EMER B RRER S ontap-nas-economy’ — ©
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* FfE Kubernetes T{EEIZLER A ELRIEHFER NFS TH - :ERE"EE" BZHBEERTX ©
* TridentfEX1EHM LTI HITTE Windows EiZ4 FHI pod B9 SMB HEIERE o & EEFIESMBE T HREFIS ©

HONTAPRIHETH(DEREE
Tridenti2EMBONTAPEIH S NERE AR ©

s HVREE | IR FEEHONTAPR IHES BAMER - BRFRRETELEENEZE2EASCRIIIRE - §)
i . “admin'Z¢FE vsadmin BE{RELONTAPhR AR ATZEES ©

s HNRE | IERXERBIHLEFE > LUETrident4 SEEONTAPEE R o ILE » BimERNAGSHE
In/&EE ~ EWMZE1E CARE (WRFER » BEFA) 09 Basebs 4RISE ©

TR AERIRA B - UERNERNAEZNEIRERN T AZEETR - B2 » —RAEXE—TBH ML
i o EMEIRNENSMNERES L > ¥ ARBIREERRMIFRES X -

@ RECEAFRRMRENES > IRIFERILF RN - LHIRER - RTKREETRMET ZE
BRsE 0% o

B REN RN EEE
Tridentf®BE SVM SE[E/ZEHE EEEREE T SEEONTAPR IniE o EREAREN « FAAERNEE > f
g0 : admin B(F “vsadmin o BIKEIUERERIRONTAPRRAEATES » LR EISEE AR —LLEINEE AP

& imE ZEHII TEFT -
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worker-node-prep.html
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worker-node-prep.html

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {
"name": "secret-backend-creds"

iR BEmEEEM—MANFRRHEEEENM - BIREIISTHRE > ERERE/ZIEISER Basebs #
1THRES > Wi{#T7E4A Kubernetes £ - BIREI/FHEM—FETHREENT R - ALt » E2—BERBIESH
1TEYIRE » BB Kubernetes/fEIZBIEEH 11T o

B RENRRENE (7 5EE
HMIRANRHE TR REEONTAPR RN - BRIRERETE=E2H -

* clientCertificate : & Pif/RsEH) Base64 4RIS(E °
* clientPrivateKey : EABFAIBHY Base64 4RIG(E o

* trustedCACertificate : {51E CA /R:EHY Base64 4RIE(E o MR FERAZS1ERY CA » BIABIRMHIEZE - 1
RBEFEESEERRRIREME > BRI ZBRIEPER o

HANTERIZEEU TSR o

1. EERPIHRENER - EER > HBEARME CN) REAZEITHRENONTAPERE -
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. 1EONTAPZEhEf {8 (T CA JBiL o BHEDCHEESEEEET o EE5EHES S FH RIS
142 > RIZBBRILIR(E -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. EONTAPEE F ZHETFIR/RENEE CRESE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FEDONTAPZ 2 E AH B "cert HHBEEH & o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-—-name>

S. FRELMERRETENEE - :51% < ONTAPEIE LIF> # <vserver &1E> BAAEIE LIF IP iIitF SVM
%18 o M ZBARE(R LIF BIBRTSR BﬁE‘; TE#4 default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. [/ Base64 #1/&:5 - LIBIZS1ER CA BRETHRE °

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

BT ERE 7 IR B R IUREE
TR UAEFIRA B - UWERATENSMERE ZNRINERSE - EEHERERN | ERAEAELE/ZEN
BinE] AEMAERRE ; EREENREUERAEINERAERBEENRIE o At > THEMRIRER

BRBEsE A AN AIE N R R EEE 5 % - AR FEREIFMELHEVENRED backend.json EZERHIT
tridentctl update backend °

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

SHIREIEERS (7P EIRANAREIONTAP LIEFEIETS - 1 TRIGEITRISEN - BiDn
() B INAERERESERE - AREHERLUEEEE - 2RO THONTAPEERRIRE

=%
PR ©

BRI A GRENN BB IIHIRERRE » WA EREZ BB UMMIREER - BinEMNAIHIRATridentA] L
EAONTAP# i @Ml BRI R RAVHAIR B 42 1F o

ATrident}Z1Z B JONTAPAE

TR —(ERA RBERNONTAPEREA R » BRIEMALERAONTAPEES A BTE TridentPHITIRIE
HETridentBimREFEFERERER > TridentER TR FIONTAPEEA BRI TIRE o

E2RE TridentE ] BEELER BRI Trident BT ABAIFEEN -

125


https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role

{EFIONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentFl R EBIUFRERTE :

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3 RABMRHPEIERE

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

ERRREES
TEONTAPRFEEERHIT FIITER
1. BUBTAR !
a AETRERRRIUBIAR  FEE TRE>RE -

(8) EE7E SVM EBREZIBEIAR » FEE 7 > RFERMES] > required svM>
RIE > EREMAR: -

b. FEEFERENARZENFEET (—) o
C. IEABNEE R
d ERABHFA > RERE [#F -
2. RABGHEZTidentEMRE : + 71 MEAENAR EELRITTIIDHR
a. £ MERE) THEE g Bm+e
b. EIZFFTRIEAESR » ARE TAG) THRNEEREERE -
C. BhEEfEE o

BEEAFZ2RUATER :
* "AREEONTAPH B A" NE " EEE I HE"
* "ERABNERERE"
EIE NFS T H R
TridentfiEF3 NFS BBt SRERSRIE I H PREC B AR E R FFE ©
Trident{EBRI2 H [ SRER B HR (AR !
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* Tridentr ] ABNREEIREH KRR A S ; EEBIREEXT » FEEIESIEE CIDR EIf%5R » 5L CIDR &if
RRAHESH IP (Lt o TridentZE GBS B ELEBENERELE IP S EERRE) c E > IR
BHIEE CIDR @ B S 3EfABmENES FHIMFRrA RIS ERERE P Hit 2 5E 15K o

* HAEFEIES P LR BB SRR FENFTIZARAI o BRIEFEAHRETISE T ARME LRI ETE - TR TridentiF &
FETEERE HEREK o

B BB R0

Tridentfg 7 EHREEIEONTAPR InbE HERBRBYINAE o B4k > HFEEE M AT LUEE LIFRIRS IP BIASHILZER]
» MERFEERAENRFR - EAKBET EHRREE , BEHRBHENFTBERERRHEERETAIR
T8 o LS - ERMNRHRHFRENENRFITEAFHHEEER P (BT EHERNER L - 1EMmsE
A EBEEEE -

@ fEFAENREEE HERBRET > SH/0EAMRAINER (NAT) o (EF NAT B > EfFERIZRE ZINZr1I%
NAT (It AZEEREY IP EREA4E > FIE7EEHRA PR EITECIRR; » FEURHRIEE ©

B+
WRERMBRERER - U TE—ERIREZRHG

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fERIETHAERS » ZRRE(R SVM FRBVIRIEIZRE A FeRl B I RE L RBK » 2 SRBRRIE L ARA ST
@ Ei%5 CIDR &R (BISNTEREEHRER) o 1G4 BENetAppEEHIREER > A TridentEBA—(E
SVM o

BUR A Lt g 25 » sRBALLThAER TIRRIE

* autoExportPolicy BRAEA true ° &7 lridentG A FERNER IR ENSEMEERE —EEHSE
B& o “svm1 fEH SVM EIBFHE B IEFIMIER “autoexportCIDRs #iiiH18 o 7EREE @ EIZRI B2 Al > 5%k
IREEAZEME LRI » 2B EAFRAIRE L IR E R RN TR o EHEE B H 2 ENELR
Trident& 217 —EEE L R > ZRIENLIBEE Z15E CIDR BIRAEIR IP NKE qtree I TBHERE © 5
L P st = AN A R FlexVol volumeFf{sE FARYEE H SRBE A o

° g
* &% UUID 403b5326-8482-40db-96d0-d83fb3f4daec

* autoExportPolicy REA true
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" 1%%@%:!5% trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1¢c

* 27 trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c BY gtree A% 2AFlexVolfY FlexVol 3L
T—{EEHERE © trident-403b5326-8482-40db96d0-d83fb3f4daec * %7 qtree FIFEH
REg
‘trident_pvc_a79bcf5f_7b6d_4a40 9876 e2551f159c1c’ U k—IE% %A TZERIEH SRR /Y
‘trident_empty 7EZIE A EH L o FlexVol 2L SREERIFRAI 2 qtree B RSP E ZEVMERIFRAIAY
TBEE o (ERIRMINIRYHARR & &A% S48 {58 FH 20 BB L 5 AR -

* ‘autoExportCIDRs Bl & itk o ILFERA A EEFER » FAsR{EA ['0.0.0.0/0", "::/0"] - MIRKES °
Trident& #rig 7£ TIEE0RL LI EIRIPRA RA MV R (ER SRV BRI -

EiEEBIFH > "192.168.0.0/24' Bt ZER © EEKE » (UL EEE R H B34 Kubernetes &% IP
B ER LS AN A B Tridenti@2 32 FUEE K SEBR B o ETridents I EIETAREENZLES > ©ERZEZEEER IP (it
WG E BUR MA@ IRETTEE S o "autoExportCIDRs £ > TridentfEi@i% IP (iit1E » AT ERME
RENZERIF P i IP (AhbZE 7 BB HIEERARA -

& R] LUSE# “autoExportPolicy A1 “autoExportCIDRs 1 & im 2 & » BEEITLUTIRE - Sl ABHEEN
BUIISERY CIDR » SYMIFRIRARY CIDR ° fkR CIDR BFERRIMIG » FERIRAEEGA T T o (FthelLUEE
{2 "autoExportPolicy i3 %& % » (R HIRMRE » BIEEREIFEHEINEL R - EREEETR
“exportPolicy & imAc & RV S8 o

TridentB I BB ImRE > [EAIUER TIIELEERIR - tridentctl SRAEFERY “tridentbackend CRD :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

E—EERARIZERET > Trident& R EFAAELRE - UBREZEREEHNTFIGRE - BB ERIKEREK
SRIZFRULENRS IP > Tridentr] LABr LIRS > FRIFREFRUMENRAERERLL IP
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B FeRIFEENEL > FAUTAREHER | tridentctl update backend FE{R Trident B EHE IR H 5K o
B BERER > IERIIMELLZIE UUID H gtree S B2 EH SR - BRIRFENEEEEEESTE
SR o A FARTIRILAYEE L SREK o

@ fFrRA BEERE LR RIRS M ERENRZ I AIE R - MIRBIRKENEIR > SRR
BRI » WA EEE B —EHTHYEE i 5RES o

YNRIEEHITHRIEIRERY IP (UALER > Bl RSB RENZERE_ LR Trident pod o TridentfE & B H EIEAE
U AV Bt PR > LARRBRIE 1P 488 o

EHEFESMBE

THIEZER > IERATUERLU T A IURE SMB % “ontap-nas’ B)1% o

EAZBTE SVM LEIFFERE NFS #1 SMB/CIFS t#E 7 8317 “ontap-nas-economy’ &
(D) RONTAPAsi#SERY SMB BIFRE - IBRAR BB LARE RN —E - HEEH SMB R
BRI -

@ “autoExportPolicy’ Rz & SMB H4HEE o

FIsEZ Al
ZECE SMB HERE 2 AT > A EEHFU TR ©

* —{@ Kubernetes F=£ > B2 —1{@ Linux 1ZH 2380 24F1 =/ D —{E#11T Windows Server 2022 #J Windows T
VEENEL o TridentZZ HEHMELEIBITE Windows B2k EAY pod B9 SMB HAHEE o

* 2OF—ESZEH Active Directory /RsEHITrident£ 18 o £ MME smbcreds -

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BLE A Windows ARFERY CSI RIEBFER o BALE csi-proxy ’ a2 "GitHub | CSHYIE S E "GitHub : &
FAI® Windows H9 CSI A IE"ERITE Windows _E#11THY Kubernetes %4 o

1. B A EBEAIONTAP » R LUEIEE I SMB H= » & TridentAl A AR —1E o

@ Amazon FSx for ONTAPEE SMB £ o

Al LB B TmfE A N2 —E3L SMB BIEHA | "Microsoft EIEiEH| & "HAERREIEE T fE
FHONTAP CLI ° {#FBONTAP CLI #317 SMB £= :

a. WMAXE > FEUHANBEERISER o

iE “vserver cifs share create’ I35 LB EEE I AR -path FEIBPISERIRRE « MRIEENREREFE
» BSRLEITRIKL ©

b. 37 B5F SVM BT SMB £
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vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. MR HEEET :

vserver cifs share show -share-name share name

(D) #2RiE SuB =T REHEF -

2. By BmE > WARRBEUTARBUIERE SMB HHEE - BRAFFAE FSx for ONTAP& Ina& EHEIE » s /"FSx
for ONTAP:R EZEIBFIEEH" o

EE st B+

smbShare BRI LSELLT—IE | {£H Microsoft EIFiZ4I& smb-share
B{ONTAP CLI #1I8) SMB £HEMNETE ; 2
FFTridenti£3L SMB HAMETE ; BT H
BB LA I H R E A AT H R o HRAHERE
HJONTAP > 2 EERIER o k28 EAmazon FSx
for ONTAPBIRFIAER » AEEAZE ©

nasType *IABRREA smb. M MMRAZE » BIFERAZEE © nfs ©  smb
securityStyle ¥ﬁﬁzzﬁ¥@ﬁ’]#%ﬁ‘t o *ERTES ntfs BHHF ‘ntfs 8(F “mixed BAM
‘mixed EHR SMB & © * SMB %
unixPermissions HEEL o *H5L SMB & > EIEMNEEZE o *
ENEZ 2/ SMB

fit 25.06 hRASFHYE > NetApp TridentSeRERU T AL EECEZ IR SMB HARE  “ontap-nas’# “ontap-
nas-economy &if o E{FI% % SMB & > SR UERFEEUESHIEE (ACL) 2 Active Directory (AD) fSEFEEFfE
A& BH4RIR (Y SMB HAMIZIETFE o
EERENER
* #iA “ontap-nas-economy A3z 1E# o
* {EZIRMEE T PE “ontap-nas-economy’ % ©
* MRRATZZE SMB > Tridenti§ ZBEEIRIE I SMB HF o
* R PVC 51 ~ ARG BIREAI NS EHH SMB A ACL ©
* 52fZ PVC sHREHIEER SMB HA ACL RELH IR PVC HRJ ACL ©
* %% SMB B > FBERIEHEAENN AD FHAE - ERERER A SWINAZITFEESIEE (ACL) H o

* WNRTERYE ~ FEFER PVC FAE—(E AD ERERMHAREIR » RIEIRELES | PVC -« #EFE
RBRRIR ©

* X1EL 2 SMB ‘ontap-nas EEAMNEEHIREEEA » FERNIETEMIEEEA o
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1. £ TridentBackendConfig FR$5%E adAdminUser > 1 IR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. FEGHF BRI AR o

A0 trident.netapp.io/smbShareAdUser  ¥HAFIERETHE » URNALZEI5EN svB &R o (F
AEAFBISEME trident.netapp.io/smbShareAdUser MEZEIEERERELIEHERE
‘smbcreds  #ME o IMAIUEA TEEIEHIEE—IH " smbShareAdUserPermission : full control °
change ’ B{# read ° FERMEMRZE full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. /EPVCE ©
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LUFEEAIEIIPVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS =% 7E ZEIEAN &5/

BEINAITETrident R AR EILFNEFHONTAP NAS EEENTET
1% Im ¥ FEZ StorageClasses FYsFAAE o

‘inECEER

AR TRIUT BRIRECEREE

#i[E] g

version

storageDrive f{EFEEIEXNRIE
rName

backendName B %IBHHFRIR

managementLI #EEEEL SVM BIE LIF W9 IP it LEE R RELY

F 1% %8 (FQDN) o ¥R TridentZEEREER T IPv6 125
> BRI AR EA(ER IPv6 firtt o IPv6 it AZBR A
ESREE > Hlun -
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 ° AT EIRMetroCluster BYR4EH » 352
RBMetroCluster&afji o

132
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A

YRR 7S 1

ontap-nas ’ ontap-nas-
economy A& ontap-nas-
flexgroup

EeEpiE(%atE + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"



e
datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

it

=
HoxX

LIFIZERIIPHINE © NetAppiERIETE datalIF o IR  I5FEAUESHME SVM IRE » R KIS

KRIEft > Tridenti& it SVM HX4Z dataLIF o fERIIEE
— (BT 2R E 4178 (FQDN) BB NFS Hh R
ML EwEE DNS LUTEZ1E datalLIF ZEETEH T
81 o MIIARTEBIUED © 2%F o MR Trident L EERF
AT IPv6 1258 » B AREAER IPv6 il o
IPv6 it B AIESRESE > HIu :
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 © *Metrocluster &4h o *&EFMetroCluster#if o

E(FEANGETEELRES “Metrocluster FRIb o *&
EMetroCluster&ify) o

B BB EE WL SRBIE LA ERT [FRME] o 58
“autoExportPolicy # “autoExportCIDRs iR INAEE1E
. Tridentr] A BBV EIR L CI5REK o

AR i#E Kubernetes &4 IP B9 CIDR %13R
“autoExportPolicy' RS ° £ "autoExportPolicy
“autoExportCIDRs #EAINREEE | Tridentr] L EENE
I O5RRE o

EEERANERERNER JSON BIVERE
FAF in /&R Base64 #RG(E - AR EFRENS 1R

2%
o

%)5 ImFAIBHY Base64 MRAS(E - ANEIRENS (15

E (RE:H)

NRZ SVM BIHEE T3
‘managementLIF B15E

HEERNY

['0.0.0.0/0", "::/0"T

“

@

Z{S1E CAJREH) Base64 #RES(E ° EMERY - ARER 7

B E17 5REE

FRREERIERE/SVM ERE R o BREN/RER
E17E8% o AR Active Directory &% » 52 "4
Active Directory ‘R:EM#& IR SVM Eg:ETrident &7

"o

ERTRE/SVM NER - ARERN/REBENE(DEE:E
R Active Directory Bz » B2 " Active
Directory /&5 M1l SVM E&s5 Trident IZ 15" o

£ SVM FECEMHAERERPREARAIR - REREE
B

E{FH ontap-nas-economy # 24 {Ez§
BEZFITH storagePrefix B > qtree 1%
FTERAREIE  BECEOITHR
RELTEA o

®

=
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=

aggregate

limitAggrega
teUsage

flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl

ags

nasType
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it TR
BAREENES (A ; RRE » AINERRG

SVM) o ¥5? “ontap-nas-flexgroup SBBHF2f% > ItEEE

TER 2B o WNRKDEC > BT UAEREA AT AR
BHRECE FlexGrouphgiE&E

E SVM v EEREME > Trident
@ BB SVM ETEY > MERE
SEAEHTridentiZHI48 o E{TAETridentsh
RESTERALRERMRER » MER
() =meusmsedBl SWM - AlERS
SVM &K > TridentrP BB IR S
SKREURAS © CUBRBARES SUM
RS - ER2M A

ERIRIRIEELR -
MRERREBILANLL - AIRERK - TER (FERASRKINIT)

Amazon FSx for ONTAP ©

AREENERGEE (AE ; IRFZE » AINEIEK
45 SVM) o 574 SVM BFRE B A& RED
EFlexGrouplift& o 232 ontap-nas-flexgroup f#7F
EEEiER o

& SVM RS REHEF > Trident
BB B SVM BENEHZYIR > M
EEEHEN TridentiZH|28 o B1&
ETridenth & E TR EN RS FERR
@ EHRER > IRBREFEWENHS
Y SVM > BTEER:E SVM &6 »
Tridentsh Y18 Ini&3E A R BUGIREE o &4
BARTEHREFES SVM L1FERNT
x> WEHET2MER » AREFERIRIRE

MRAREIRE A/ NATULE » BIECERE o LE5h > (FERARFIFNIT)
TIERHIT qtree BIEMHENRAKD » UKk
‘gtreesPerFlexvol LLEEIE 72 5F B ] & {EIFlexVol volume

MIERAK qgtree & o

PR HEPREF EE R RVAEAEES © B0 » {"apifalse, N
"method":true} 5570 “debugTraceFlags FRIEEIE
EEITHERERRE B B EF AR B okEERE o

BoE NFS f SMB BEERYEEIL o EIEA nfs » nfs
‘smb B ZEE o FRES null BTEERER NFS MR



#HE
nfsMountOpti
ons

gtreesPerFle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

Hat

LUEESRPREY NFS #I&3EIE/FE o Kubernetes 154
MR BN EETRR B AFERNDISE - BUINRE
FHERFREIEEHEEIE > TridentiEEIREIEHE
FRIRREEPISERHEETE - NREHEFERITHR
ERERRISEEAHEIEIE > TridentiG A~ 1ERABIAY
AR E a8 el 838808 o

&1EFlexVol IR K Qtree Bi= 4 7E7F [50, 300] EEA

e LUIEELT—IE © #H Microsoft BIEIEHI&
ZLONTAP CLI #1378 SMB HHEMIETE ; AsFTrident
JB3 SMB HAMELTE ; E SO LUGE2EE 2= LA LE
HHEENAHERER o Hi4 i ZBZERNONTAP
LB EEER o IE2 8 ZAmazon FSx for ONTAP#&
IRFTAEERY » REEAZE ©

fEFAONTAP REST AP| F9#fa M2 8 o "useREST &€
72 “true TridentfSEFAONTAP REST AP| Ei1&ims@: ;
ERES false Tridentf{EF§ ONTAPI (ZAPI) MEIYEA TR
i@ o LETHAESEZEONTAP 9.11.1 RE SRS © LtE4h
> FRfEEFBEYONTAPE A BB EE B FEER o
‘ontapi FEF c TAEERIEME T iE—2h o “vsadmin
“cluster-admin At o (£ Trident 24.06 RZ<FIONTAP
9.15.1 SLEShRASEIYA > "useREST :RES “true TE:%
;u B4 "useREST | “false’{#F ONTAPI (ZAPI) iE

oy o

7E ontap-nas-economy &imfEA Qtrees K] KR
AFlexVolA/J\ o

PRI “ontap-nas-economy’ & imEIEFTEIFlexVoliE ik &
FEZEMH Qtree - IBETEKLTEIER Flexvol 7 HE
RECEFR PV o

A% SMB A2 FEMERRB Active Directory &
IBEFRENFERAEELE - FRIL2#RI% SMB HH
IREEIEESHR > T FHT2ITHIER -

R B BWAE & BB infC B R

IR] LA Y BEIRIE G TERACE © "defaults FEcE &R BN » s52 B TEBVRESES)

E[E
spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

it
QiR ZERE 2

EEEERN; M| (M) = TKEs ()
EfEARYIRIERES

HEABEIIREISKR QoS KR E - BERE
Mg iREEREE qosPolicy B adaptiveQosPolicy Z—

“200”

smb-share

(FEER A S8 81T)

SRAER
A E

true BAMONTAP 9.15.1 HE
Shrs > BE Cfalse o
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#HE
adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

it fas%

HEABRIIHIREISK EHEE QoS KA - &
EfA7Fth/ % imEE42 qosPolicy B¢ adaptiveQosPolicy 2
— o ontap-nas-economy A3z B IEINAE o

TRERFE R ROHAFR @& B 2Lt WMER%A“0" > “snapshotPolicy” 2"
» BRIA

B e fRRE I L BRE P R 2R “FHARAY”

TEFHETE @ B FANetApp IR & NS (NVE) ; TEEA  “fhiRAY”

false o BE(FHIEEETE » MBETTESE FEUS NVE 5F
AIMEEYA NVE o S1RZBIKEYA T NAE » BI7ETrident®
AL ERE AR EE TR NAE - 258 > 520
: "TridentdN{AE2 NVE 1 NAE 3R IT{E" °

BRI AR

BRI NFS B &REIZIBIREES [

7771 ; SMB HiHE&E RYEIZIBTRE
AT (RER) o

EEHIE AT A EaYEER .snapshot’ B &% NFSv4 Z“true” » NFSv3 2“false” o
HOBERBIER "FEEL"

IR ERNZ 2R o NFS 5 "mixed # "unix €& NFS F85%{E7% unix © SMB TERE
FEHE o F/NEZEZHF "mixed Ml “ntfs’ B2 1ER #ntfso

RIS B THAR & R BAVEEZS o

¥ QoS FIREH4HATrident/E SFHAEEONTAP 9.8 ESRRZ o MFEZFHEIEEZM QoS FIR

®

B > WHMARZRIESEHEERERESEME - HEH QoS REEEHHERFIREFRE TFRHAE

BEHE LR

ShCE ]

UTR—EESRT ERENFEM
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

%7 ontap-nas M ‘ontap-nas-flexgroups TridentIRTEFERIFMEGTESE > UHERFlexvol MRS
£ snapshotReserve BOLEF pvc IEFEUTCED - EFREEX pvec B> TridentBFERAFMNtELEE
TEAEZSEEMEREIAFlexvol ° WEEAAUMERFEAET pvc PESHFKRWABAZRE » mMARLR
HiBEKRBZER o 1F v21.07 ZAT BEREEX pvc (B 5 ciB) B MRREEEESLES s50s 0 8
HFE®ERE 2.5 ciB AR AZEM - ERAAFREERNEEEMIEE o snapshotReserve’ =HFH
BPLE o ETrident 21.07 H FREERNEISAZER > MTridentE&K 7 %M ©
“snapshotReserve BEERTAGERBNE DL c EREAR ontap-nas-economy ° BH2ELUTE
BT BE T FRIE :

SR

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

HIRBTESE = 50% H PVC 55K = 5 GiB WYIE N » #EEE A/\A 5.5 =10 GiB » RIAA/NNA 5 GiB » E1E &
{ERETE PVC R EEREIA /NG "volume show 5475 S FERE B SR 5 $BLIBV4E 8 ©
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Vserver Voelume

Aggregate tat ype 5ize Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74

online AW 18GB
pvc_eB8372153_9ad9_474a_951a_@8ael5Selcdba

online RW 1GB

2 entries were displayed.

H4RTridentss » LRIREMNIBERIES U LR AR B EHIEE o BN ARFIEILNE » EEZAEREA/NER
FIE4EE o filEn > —1@ 2 GiB BY PVC “snapshotReserve=50"#cai#4E R E—EIRE 1 GiB AI B EREIMHIEE o 4l
> B E A/ NS 3 GiB » #$7E 6 GiB SR A EATEIRM 3 GiB MR E A ZER ©

=/\ECE A
UTHHRTTEAREE » HRRZSUSHEREARE - ERERBITRBENTIE ©

@ WNRITTENetApp ONTAP L fEFHAmazon FSxATrident » #:%% LIF 5 DNS &i8mJE IP i
it o

ONTAP NAS #&7 &5

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS Flexgroup &3l

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster&if|

1R

0N

LR RE R » LIS RAETHAMIIREIRIGRFHEMRITER ° "SVMERAER" -

TERELYIATYIARE] > 55T SVM "‘managementLIF I & B8 “dataLIF" 1 “svm 28 o #I40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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B RENS D EREE A

Ee— AR/ EBIHRELEH o clientCertificate * clientPrivateKey ° #l
trustedCACertificate (WIRFEAZEIER CA BIATIEE) backend.json 43 RIENE P im/&s

3%
g

FMZ(SE CA RFER] base64 #RIS(E °

version: 1

backendName: DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJIJwYXB
clientPrivateKey: vciwKIyAgZG.
trustedCACertificate: zcyBbaG.

storagePrefix: myPrefix

B &) O EERER)

...ICMgJ3BhcGVyc?2
. .0cnksIGR1c2NyaX
. .b3Igb3duIGNsYXNz

ThiR

AR RTRIAE R TridentfE FABHRSEE i SRES R BB UM ERE L RS - EHNUTHERER !

“ontap-nas-economy 'l ‘ontap-nas-flexgroup® E]# °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6 i ik&E 15

E 18 FREA “managementLIF f§/3 IPv6 {iiit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EFH SMB £ & AYAmazon FSx for ONTAPEifI

& “smbShare #F SMB &R FSx for ONTAPEE L2 # -

i

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& I8 & &35

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERMEVR RG]

ETAFRINEFBIRERIETR » FIARENERE THENTERE » FI80 - "spaceReserve j25 »
“spaceAllocation' &R » I B “encryption $8:% o [EHMIEHEEIBDHES °

Trident?® TEsE) BWAIPRERLEIZER o FlexVol LERET: ontap-nas HFlexGroup ‘ontap-nas-
flexgroup ° TridentfEsRE R AR ERM ERNFMARBENIIREHRIREE - BT HEER » #FEEEEIUS
SEERAEREE » WIHEHSEEDHE o

EELHft » —LEEFIERTEBCHRE o spaceReserve * spaceAllocation * # encryption'd
L EGESERE AL EEEERE -
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup#ifi

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

TR IRIREY E (74

LUF StorageClass E&HIsHI2[E A EHiiZinEifl] o A parameters.selector TEEIF > F1E
StorageClass & i5HLE EF AT AR EHEE - SR EAFMEERATEENZEAE o

* i2 “protection-gold' StorageClass #& & ¥ fEEIFE—EF % ZEE#EM o “ontap-nas-flexgroup'&if - RBEE
LEIK IR IR SR IRE ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* 3= “protection-not-gold"StorageClass & & ¥ FEZ| 55 = EF1 B LEEHE N o “ontap-nas-flexgroup & © f&
TEEZIN » AEEESMREHEHMERIIRE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* 35 “app-mysqldb StorageClass & & ¥ ERIFEIUEEHEEA o “ontap-nas &% S ——{EZ%mysqldofEH!
FERRE R FEF A BT o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* ¥ “protection-silver-creditpoints-20k’ StorageClass 1@ #fEEI5E = {EE#iA o “ontap-nas-flexgroup &
it o SEM—IRHIRARIRER 20000 FBARIFAM o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* i2 “creditpoints-5k’ StorageClass & & HERIF =EEHEA o “ontap-nas & imFN5E —EE#E A "ontap-nas-
economy &1 o SEM—2fH 5000 BHF MER °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenti® 7R E BEZEMMEE KM > WHERMEREEFEX

T “dataLIF ¥JiARR B &
AR ESTRE » SRl LB BHITIU TS HREE datallF » {MAFAYEIR JSON 1EZRIZHEFAY datalIF o

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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(D YR PVC E#E B Z(EARES - RIAZARFIA BRSNS » REBREMEMNFAIEE » IUE
#T8Y dataLIF 43K ©

ZENH/NEEER

/8 ontap-nas FEENTZTUETRINACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£ ontap-nas-economy EEFNTE I TRIGECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

Rimbc B K fHEFA
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENFZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D BRI "annotations BIFZ2AISMB - YIRKZA R » EimBIHT PVC FRE 7 HERE
» % SMB #EIEEF o
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£/ ontap-nas-economy EEENTE T AU ETF BRI &R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I

152



apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

1 Tridenté2Amazon FSx for NetApp ONTAP

"Amazon FSx for NetApp ONTAP"@—IB5E 2B AWS IR » Al X R REF BT
FINetApp ONTAPETFEE R M IBAIER R4 o FSx for ONTAPRIELFI G HE
BINetAppIhAE « MEEFBIREES > RFESE AWS HEEFESRINEEN « 83EE - 22
MFIEIIETE 4 © FSx for ONTAPSZIEONTAPIE R R AR INEEMEIE API ©

& A LU Amazon FSx for NetApp ONTAP#HEZE R4 B TridentEE Y » LUFE{R7E Amazon Elastic Kubernetes
Service (EKS) H#1THI Kubernetes # 5 RI L R E FHONTAPZ IR M EIRFNERIFAMIEE o

FEERMEAMazon FSxPMEEER » BILIAHAIONTAPEE o 72818 SVM 1 » BRI U —EsZ @5 »
ELLERANREERZRARPIERIER KR ER A3 © Amazon FSx for NetApp ONTAPHH{EAEiHt E1E
HARMIRM - FTBMERRZFAIERTES * NetApp ONTAP* ©

BB TridentBlAmazon FSx for NetApp ONTAP#E SR » B LUFE{RTE Amazon Elastic Kubernetes Service
(EKS) H#ITTH Kubernetes 25 AJ A8 E HONTAPZ I @ IRMIERIFA IR E o
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

=R
BINTridentFIZ K "B FSx for ONTAPEATridentERY > I(FEE

* IREH Amazon EKS &5 B EIE Kubernetes £ "kubect B %4t o
* BEE T FENEARIZENAYIR A Amazon FSx for NetApp ONTAPHEZE R 4 F1 (17 E #1428 (SVM) ©
* BEGTFAITIEEIRE"NFS 2 iSCSI" o

@ AT IR Amazon Linux 1 Ubuntu FREERVENEL B D BRIEITIRME o "to AL EI G
(AMI) BURREHEY EKS AMI 82 o

EEEE
* SMB % :
* FEAMUT AR ZIE SMB % ‘ontap-nas {ZREIH o
° Trident EKS SMHRET 2% SMB HRE o
° TridentfE3Z IE M E ZIFNTT/E Windows EiB5 LAY pod BY SMB MR & - &% "EEECESVBE" T st

ll‘%o

* fETrident 24.02 Z Hi > f£Amazon FSxiER R LU ~ BUA T BSHE MR E R Z W Tridentfilbk - %
BhLE7ETrident 24.02 SR EShRASHP HIRLERERE > 5536 fsxFilesystemID > AWS apiRegion »> AWS
“apikey LA AWS “secretKey 7 AWS FSx for ONTAPHI& IRs& EAEH o

MREEATridentdEE IAM A6 > BIFIUEIRIEEULTAZR | apiRegion ’ apiKey > #
() secretikey BIREHMSIRIIEATrident o BHEE - $SBI'FSx for ONTAPR B
"o

[EIFFfEE A Trident SAN/iISCSI 1 EBS-CSI BEE1F23(

MRIEITER ontap-san EBEIFZR (HI40 iSCSI) B2 AWS (EKS * ROSA ~ EC2 S{EAEHthHITIERE) —itEfE
FA > BIEAES FFrEER S IRISECE BIAE S B Amazon Elastic Block Store (EBS) CS| EBIFEREZRE - A THEFRZK
RINFER B[R —HIRL Y EBS HilE » CEEEZBREHREPHR EBS © EEFIFERT "multipath.conf &
SR TridentsR E1EHERR EBS HAMEEIT R RRISREMIEE ¢

defaults {

find multipaths no

}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

154


../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html
../trident-use/trident-fsx-examples.html

TridentiR (A MES DERFEH T ©

 HVERE (B | BRELEHETETE AWS Secrets Manager & o #EE[IUfEF “fsxadmin #EZE R ATRIE
BZ&D vsadmin A& EEE 2GR SVM °

TridentfEsHIEL. .. I NEE "vsadmin'SVM AR > SifEREBERAGBELERENA
@ B o Amazon FSx for NetApp ONTAPEE “fsxadmin 5% F 2ONTAPHIARE M "admin’
EBAP o HfsazERERMER vsadmin® A Trident o

* BiYRE ¢ TridentiEAREETE SYM ERREH FSx IBRAM LR SVM E1TEH o
BB MRENFAER » A2RENEEENERNS /KR

* "ONTAP NAS 22:5"

* "ONTAP SAN Eg:5"
BRI B ISIRE (AMI)

EKS 2ESEIBEIEE R > B AWS $HE A5 EKS B15 T HEL Amazon Machine Image (AMI) © AT AMI
BEf#EFNetApp Trident 25.02 #1THIE

SMOEE R AT NASKE T iISCSI iISCSIEE R
AL2023_x86 64 ST 2 28 21 =1
ANDARD

AL2_x86_64 = = =Y =Y
BOTTLEROCKET x £pgy* 2 REA NER
86_64

AL2023_ARM 64 S 2 21 21 =1
TANDARD

AL2_ARM_64 = =8 =R =
BOTTLEROCKET A 2py* 28 i@ R
RM_64

s * INRAEFEBIENES » RIEEMIBR PV
o ** RNEHAMR Tridenthk4s 25.02 B NFSv3 o

@ YNRITFREREY AMI RTELLESIL » WABHKEBEARZXIE ; EEEERETHREBAR - ILF
ER]{F% AMI EXE] A RARTISE ©

ERAUTTRETAR
* EKShR#s © 1.32

s 2i4E75%  Helm 25.06 #1 AWS Ko 25.06
* ¥5 NAS » NFSv3 1 NFSv4.1 #1777 AIE o
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* SAN {Z8Iz T iSCSI » Az NVMe-oF °
EBHITAE :
* ¥817 : #7F$ER) ~ PVC ~ Pod

* MIB& : pod ~ pvc (FEFE ~ gtree/lun — &R « H AWS FHI5HI NAS)

EHREZS

oIk

<\

* "Amazon FSx for NetApp ONTAP #&"
* "BAF*Amazon FSx for NetApp ONTAPRYZRE & S E="

37 1AM A& AWS Secret

SR LIS E Kubernetes pod LB AWS IAM A B ETEREREZEE AWS BiF » A2
HBERERY AWS /&:E o

(D =EEmAWS AV BEETRE » CABRE—BER EKS BB Kubemetes HEE -

#2317 AWS Secrets Manager £&

R Tridenti$ M FSx E#HAIARZSEE H API RAEEIRER » AItEHE/REA BEHITILIRIE o FIRELE/RER
LR EETEBE AWS Secrets Manager &8 o [FELLt » MR TIEIZE AWS Secrets Manager % > BIFEEREIL
— B8 E vsadmin IR /REBENEEE o

It &R 327 —18 AWS Secrets Manager 882 {#7F Trident CSI /&z% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

337 1AM SEBE
Tridentth B E AWS #FRA BEIE £E(E - FIt » EEEEIT—EREE > BT TridentFrERIRERR o

DU EERIfER AWS CLI 237 IAM [RE :

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

ZRBE JSON il :
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

17 Pod &5 IAM ABLRIHARTSIRS (IRSA)

EAI AR E Kubernetes ARFEIRE > EELEHE AWS Identity and Access Management (IAM) B8 (& EKS
Pod Identity 3% IAM A BEITIRIEIRERAR) (IRSA) o EAIEREAFRAZRFEIRE N Pod BRIUFIZAR
BREFEREMA AWS BRFS ©

157



Pod 515

Amazon EKS Pod &7 Rl e :EE S IR ERER /&S » S8 Amazon EC2 #iT{EREEE &M Amazon
EC2 HTERSIRMH/EREMN A o

£ EKS F5 %% Pod Identity :

IRAT LB AWS 5| S 21L Pod 1234 » eI AER T5 AWS CLI 85 < -
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BZEMHERRE"ETE Amazon EKS Pod 91" o

#2137 trust-relationship.json 1§2 :

#2131 trust-relationship.json X4 » {F EKS ARFSEASEESEIE Pod B ORILLAE o ABRERUTEERE

BiAE

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json Xff :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BRERMNE 1AM B
i E—E D BRI A EREHINEI 2 IAM A6
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

#17 Pod B2 R -
7 IAM A& TridentARFFIRE (trident-controller) Z %3 Pod & 4 REE

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

ARFSHR E REEE (IRSA) BV IAM A&
{#F3 AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json ¥ :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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EHLLUTE “trust-relationship.json X :

* <account_id> - f&f9 AWS 1RE ID
* <oidc_provider> - {8 EKS #E&HY OIDC o SR LUIBBHITU T e < FKEYSoidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

1% 1AM A 1AM [RA| BT
AERERHE » FRUTHSERE (EL—ESEPREIINERE) MNEZAe :

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy

ARN>

sB1% 8 OICD RIEER T ERIMH:

HH ;Z.J;L,\E’J oIDC ]:IIEIE{ %Eﬁ:uﬂﬁ%ﬁﬁﬁﬁ? ° /u\TL/({E%L/(—FDp%?E??MEEEE :

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MREHHAZE > HERBU T LR IAM OIDC REEHE RIS !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

MRIEERRIZ eksctl > SFERALUTEHAITE EKS FRRFFIRAEIL IAM A !

eksctl create iamserviceaccount --name trident-controller --namespace

trident \
-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole

--role-only \
--attach-policy-arn <IAM-Policy ARN> --approve

Z4ETrident

Tridentf§16 T Kubernetes F1Amazon FSx for NetApp ONTAP{#Z EIE » BT AR
MEESREE N ERRENEE o

EoIUE B YA E2Z —% 8 Trident ©
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o
* EKS Mot

NREERARIRINGE > 55ZREE CSI RIRIEFIZZIMNIET o SF2R" RCSIHARERAIRIBINAE" THES o

7538 Helm Z#Trident ©
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Pod 515

1. ¥ Trident Helm &E :

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

. FAKER LT 86 245 Trident -

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

CRILAGEA “helm list BEEREFMENNG< > HINNRTE « s « BR - ARR& « EAEIRZAH
E5T5% ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RFEMREHE (IRSA)
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2.

1. 1% Trident Helm &E :

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

ik

It tE M Bin S 2 HE :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace



TR AR “helm list EEZEFMAENNG S » FlUN%TE « s « BR « K& « BARERRE
*ﬂﬂgnj-'if%

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2506.0 25.06.0

MERISITEER iSCSI > HEREREHNEFHER _ EERE iSCSI o INREFEAME AL2023 T{F
ENBAEE R > AILUBBETE Helm ZEDIIEESLEFH R EERBE# L iSCSI AR -

(:) helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

&8 EKS SMHEH ZEE Trident

Trident EKS SMHERN B & RITIZ 2 M EMEXFERIEE » WAE AWS %ﬁﬁﬂ > AJE2 Amazon EKS 1&F2fE
F o EKS MIME rIBICIFERRIEH Amazon EKS B2ELZ2ET » iR/ 2 « SREMEFHIMNMEXFERN
T -

Fo R
43 AWS EKS sRE TridentyMHZTNZ Al > SEREMRIESE BB TIRM -

* MIONETRIAY Amazon EKS #EIRE
* AWS ¥t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88! : Amazon Linux 2 (AL2_x86_64) 5% Amazon Linux 2 Arm (AL2_ARM_64)
* EIELEETY | AMD S{ARM
* IHAERIAmMazon FSx for NetApp ONTAPIEZE R 4%

7 AWS E{F Tridenti&ft

163



BIBEHIE
1. BAEX Amazon EKS & https://console.aws.amazon.com/eks/home#/clusters o

2. TEIEEEET o EE TEE o

3. EEEAHFENetApp Trident CSI JMHTRTNAIHERTE o

4. BEMMTH  AMBEEBISESHMITH o

S. SEMIBRIAT S EREEIMY ¢
a. [ THEBE TAWS Marketplace Mo &85 > ABTEEESIEREA [Tridents ©
b. #EEY Trident by NetAppl FHiRA _EARIEIEEIE o
C.EET—F" e

6. £ ECEPMEIM REEAE L » BITUUTIRE

() M6 Pod Identity Bl » MBGBELSEE - -
o ERIBCBERIIRE" o
b. MBCREMIRSASRGRE - ARERETERBRE MR HAOREE :

* SRR ECEERN AR o

* IREROMIMETURTE 5 EITIRE » MiAFECE (B8R0 H RV configurationValues* 2 #ER E &
FELE—EPEREINAE ARN (ERERATFIEI)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MBI THE) (EAGREASE > AIREINIMERN—ERS ERETA B4 Amazon EKS S
EXREEE - NRCTHALESR I ARCRANRTAGR  AIREH RN - CENERESE
NSRS A E MR - (ERBIDETRZ A1 (R Amazon EKS SMNERA T B EIRERRE(
BRI -

7. BT o
8. 7f MBZAIE) HEL HEE @y o

MARETTHE - CREIIEREREN

AWS CLI
1.8]% "add-on.json XX :

¢ Pod 1258 > SAERAMU TR !
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https://console.aws.amazon.com/eks/home#/clusters

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

HICIRSAREEE » AR TR !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

(D s <ol ARN> 5 E—HRIREIA EH ARN o

*2. %24 Trident EKS 4MEHER o *
aws eks create-addon --cli-input-json file://add-on.]json

eksctl
LUT & 5352 28 Trident EKS S0 :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

F#Trident EKS §p
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BiEEHa

- BEX Amazon EKS E#E& https://console.aws.amazon.com/eks/home#/clusters ©
2. TAAIEEERTR - BE TR o

3. EEE T HNetApp Trident CSI IMIERIEELTE o

4. FEERWITHIRE -
5
6

—_

. 2 NetApp Trident ” » SABIEIZ4RER" o
. 7£ TECENetApp Trident | EHE E > MITIUATIRIE .
a. FFEELEEAN RAE"
b. BEEIERERTE > UiREEZETER
C. BEIEfHFE
AWS CLI
LURERBIERT EKS M -

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* SAIBELRY FSxN Trident CSI SMIMETNBI B ATRRZS « AE “my-cluster EAKRIEEATE o

eksctl get addon --name netapp trident-operator --cluster my-cluster
HHlEL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BIRGEHRE L —F YD TUPDATE AVAILABLE] TEEIMIRRZ o

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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WRIRFEBF *—-force YR IFEIBFER Amazon EKS IMIE R E R ITIR A R EEZE > BIEF Amazon
EKS SMEMEIUIF RN ; G URRIEERRENE » LUGBHSARRAEZE o 7EIEEILIEIB 2 Al > 55 (R Amazon EKS
SMIERXFAZEERCTETENRE > AALEEEERELERT - ARLLRENEMBEENEZER »
BRI o R Amazon EKS Kubernetes iR BB EZEE » 552 "Kubernetes I EIE" o

fRI& 28724 Trident EKS 3E4
BRI B A MTES TUBER Amazon EKS JMi :

* (REEE FRIMIINERES — LLEIEFEER Amazon EKS HFiIESRENEIER - ©iEBUHT Amazon EKS BAIRE
AT R EN EH1E2 BENEHT Amazon EKS SMIMERNAIIHAE < B2 » ©RIUREEE ERIMIINEES o It
RIBFIMNIMEN A B EELRE » AR Amazon EKS YMIMET o IZILEIE » IR HIRSHESRT o
{RE8 “--preserve ip T RRVEIB AN RGHEM o

* WERERTEBIRMINEAEE — NetAppEsE © EERETRAEMAEIRIKE Amazon EKS MINTTHE » A&
EEEPRBIRZMINTTH © BER "--preserve 1A "delete’ BFFIGEMHAIAR S ©

() mRsMEERRRBET 1AM RS - BIRGRIRE IAM IEF o

BIREHIS

. BB Amazon EKS F#E& https://console.aws.amazon.com/eks/homeft/clusters ©
2. EAAIEERRTR - BiE TER) o

3. BEELPPRNetApp Trident CSI AMIMETNIVERE LTS o

4. FEZ N EEIE R » SATRIEEE NetApp Trident ™ ©
5
6

—_

- EEERIRR o
. 1t T#5B& netapp_trident-operator FEs21 ¥isE/A 1R » ST FHIR(E ¢

a. MNRIEHE Amazon EKS FILEEIMMENIRE > FEE [ERELFRE) - MREHKEER
& HREEMINERES - UEERAIUBITEENMEGERFIERE » SFAITILIRE -

b. #i A netapp_trident-operator ©
C. JZEE PR o

AWS CLI
R "my-cluster MARERE » ARAITUTHL o

aws eks delete-addon --cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl

LUTI5S EI&E Trident EKS M2 ©

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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BERF RN
ONTAP SAN 71 NAS EREhFZTNERK
EEENVHFERE > KEEEI JSON ¢ YAML HRINAIREE « ZXHEBISCEBENHFEE (NAS T

SAN) ~ EEZR# - ERHEUSEHED SYM MUK HEITERE - U TEHABTINAERER NAS B97F:
> LUK UN{aIfER AWS Secret REAFEREAMN SVM BY/&R:E ©
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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1T 56 LRI MERE Trident& %52 E (TBC) :

* & yaml $EZE I Trident BIHRE (TBC) » MHIT &< -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created
* BR5% Trident BIRERE (TBC) @& EMINEIL !

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx BN ONTAPEREI 2R ARER

&R UfEFA T 5 BEENFZ A& TridentE2Amazon FSx for NetApp ONTAPE S :

* “ontap-san SEEHRTEN PV #E2H B EAmazon FSx for NetApp ONTAPHEREE FA—1E LUN ° #EERBR
RTEE o

* ‘ontap-nas SEEEEM PV & E2—E5EEARIAmazon FSx for NetApp ONTAPHEFEE - #EE FAFNFS
FISMB ©

* “ontap-san-economy EEERER PV #2—1E LUN > &={EAmazon FSx for NetApp ONTAPHAHRE I & E
LUN BY&(E

* “ontap-nas-economy EEEEER PV #E—1@ gtree > &{EAmazon FSx for NetApp ONTAPHEHEE 7] LD
& qtree BEI= o

* “ontap-nas-flexgroup  BEEECER PV 2 —ETE R Amazon FSx for NetApp ONTAP FlexGroupffik

BERATIHEFIE  B2RNASEEENIZIU M "SANERENFZTL" ©

RERRITTAE » BITU T EEILTE EKS H ¢

%

kubectl create -f configuration file

AR BRITIUA TS !


../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
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../trident-use/ontap-nas.html
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../trident-use/ontap-san.html
../trident-use/ontap-san.html
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../trident-use/ontap-san.html
../trident-use/ontap-san.html

kubectl get tbc -n trident

NAME
PHASE STATUS
backend-fsx-ontap-nas

£2£f4c87£a629 Bound

‘in=RECEN A

#i[E]
version

storageDriverName

backendName

managementLIF

2R TRUTHRIRICERA

BACKEND NAME

backend-fsx-ontap-nas

Success

it

HFRREE TN ATE

ERIEZY AL ZER JT

g SVM BIE LIF BY P {zhta]
LIEE T2 REANLTE (FQDN) ©
MR TridentZEERHER T IPv6 12585
» BRI IASREAERA IPv6 it o
IPv6 (At BRAIESRES ° HIa0
[28€8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] ° WIR IR
‘fsxFilesystemID 7E “aws T H
» TR M "managementLIF &
ATridenta] ABZE SVM
‘managementLIF kB AWS BE
# o At > SZERf SVM TER
EREE (B0 : vsadmin) » HiZ
ERENERA FFRER :
‘vsadmin Bt o

BACKEND UUID

7a551921-997c-4c37-aldl-

B+
YRER A 1

ontap-nas ’ ontap-nas-
economy ’ ontap-nas-
flexgroup ’ ontap-san ’
ontap-san-economy

EREniE\f@ + " " + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"
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e
datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix
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il Bl F
LIFIZERIIP{IiE © * ONTAP NAS
ERENTZR* ¢ NetAppEiRiEE
dataLIF o gNERKIZfHt > Tridentd& ¢
SVM EYf8 datalLIF o #&B]LUEE—
B 2R E4F T (FQDN) AR
NFS BIR(E » MBI DNS
LUTE%1@E dataLIF ZBBETEHT
17 o FYEBEBEILUENR c BE o *
ONTAP SAN EEENTER* : FEA
iISCSI 357 ° TridentfEFHONTAPEE
M LUN BREREIREIZSHREE
:EFREAY ISCILIF - NRAREEE T
dataLIF » B EEFZEE o 1N
RTridentZEERER T IPv6 1255 »
BIR LR EA(ER IPv6 itk o IPv6
it BRAIEIRER » Flt
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] °

B B BNEE I SRBIELANES [fAM false
{&] ° £/ “autoExportPolicy 1
“autoExportCIDRs 3EFINAEE4E !
Tridente] A BENE IR H 1TREK o

FitiBIE Kubernetes &% IP B9 "["0.0.0.0/0", "::/0"]"
CIDR %13 “autoExportPolicy’ B X

FA ° {8 "autoExportPolicy 1

“autoExportCIDRs #ZEFINEEE4E -

Tridentr] U B EREHOKE o

EEERNHIRENES JSON 1%
VREE

FA R im/Rs80) Base64 #4RHS{E A
RENEENS D8RS

ZRinFhiEH Base64 4RHE(E o F
RER/RENE1DERE

S{E1E CA /&80 Baseb4 ARiGE o 7
iéﬂ“ﬁ’] BREREENEDER

DE°

BIBEIEER SVM HIERELTHE -
FRER RN S5 - flm

» vsadmin ©
HEIZEE Y SVMIIEREE - ARER
REEMNB1DERET ©

ERMEE R WRIEE T SVM B LIF » BR4E
e LIF o

£ SVM HRECE MR @RFfERR trident
AR © BIRBEIAIELR - EFMIL
Q%I  (CRER T AR o



&
limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

useREST

Hat B+
“sBHN3ETE ARt Amazon FSx for AR o
NetApp ONTAP o *“i2{HAY

‘fsxadmin #1 “vsadmin AR ZHE

BEAR S A 1B AN fEE A TridentPREIE

FREEIRERR -

SNRFRAVEEERE R/ NATR UL E » (FRRASRFIIT)

AIRCE LR o b5 » BERBITH
EIBH gtree F1 LUN HBHIR K/
» LB “qtreesPerFlexvol IESEIE 7
FrB:TE@EFlexVol volumeMI & A
gtree E(E °

1@ Flexvol HEHIHRA LUN 2478 “1007
£ [50, 200] EEEA © ZFESAN ©

HIEHEPREF R EARAREES o 5 |WE
M > {"api":false, "method":true} 35

INfER “debugTraceFlags FRIEIEIE
TEEITHIEEERR Y B R E AR H

e o

LUESESPRAY NFS HESEIEEEs o
Kubernetes 1A M4 R4 PR & BUHM 222
IR BEREFENPIEE - BE
AR PR EIE R 8IS -
TridentiF BIEREIF AREFERIGRE
FEPISERVHMEETE o NRERE
$ER R ERE PRI E (R &
15 > Tridenti& A E1ERABAVIFAME
HERE & 2R E (i s TE o

BCE NFS 2( SMB HARE@RIZEIL o  nfs
|IEA nfs > ‘smb {ZEE o WA
REA smb BRI SMB & o *&
T4 null BITEERFEA NFS BRE o

H1EFlexVol volumeBIE&R A Qtree 81 "200"
£ 47A7E [50, 300] EEER

EaI LI T Bz — @ FH smb-share
Microsoft IR G ZHONTAP CLI

FREEIZRY SMB HEMEE » a

FHTridenti#17 SMB HAMNETE o It
Z82Amazon FSx for ONTAP#& i

FRAZEHY o

fEFHIONTAP REST APl f9%#A2  false
2 o 3BEA “true Tridentig{E

FEONTAP REST AP| EifgimiE{TiA

A o LETHBEEEEONTAP 9.11.1 KR E

ShRZ o ItESh 5 FREFBIONTAPE
AN EEBFEER o "ontap’

FEA - TEERIEME T &—5 °

“vsadmin # “cluster-admin & o
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#HE it BlF

aws I&BILATE AWS FSx for ONTAPHYES
EEPIEEUATHE | -
fsxFilesystemID : 5 AWS """
FSx 18R A%BI ID o - apiRegion ""
AWS AP| @1$4%8 o - apikey mo
AWS AP| 8% ° - secretKey
AWS £iF o

credentials ISEE#ETFZTE AWS Secrets
Manager 989 FSx SVM &% o -
name - 835 SVM &RENEIEN
Amazon B/F%TE (ARN) o - type"®
RES awsarn ° AZE"EL
%WS Secrets Manager £i8" T f#5E

R B R S I & S
ISR AE A YT RIFERACE © “defaults ECEZR S © fIUN > F2R TENREEM

#E Haat EE

spaceAllocation LUN BYZ=fE B true

spaceReserve TRETEBRENX; M) (M) T none
K&, (i)

snapshotPolicy E(ERAVIRIRERER none

gosPolicy EEAETMEHEEISRA QoS R 7

BREF4H o SERTF MR InEERE
qosPolicy 3 adaptiveQosPolicy Z
— ° 1% QoS HREEEHAE TridentE &
EFAEZEONTAP 9.8 REBHRA ©
SREZERIEHEZM QoS HKEREFAH
» TR R EHEERERES
B E - =8 QoS HKELEF4H58 T
%giﬁﬁﬁl{iﬁiﬁﬂ%%!ﬁﬂi%t

adaptiveQosPolicy EEARVHEHEEISRNEEE
QoS HKE&EHH - BERKFE N RN
#12 qosPolicy 3¢
adaptiveQosPolicy Z— ° ontap-
nas-economy R 3ZHEILINAE o

snapshotReserve AREBOTEENHIEE B DL 1R snapshotPolicy 'z 'none
’ else ™
splitOnClone B2 R R HERP oY  false
R
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B [E] i HLD
encryption I E R NetApp it &N false
(NVE) ; 584 false c GE{FEH
IE3EIE » MWBETEHESE FEYS NVE 5F
BIAERAE NVE o WREIHREA T
NAE > BIJ#E Tridentd Ec B FY{E (1%
MEIHMEE NAE - B8 5 35
203 : "Trident¥{a]E2 NVE 1 NAE
WEITE"

luksEncryption EXFLUKSHNZE o 2F"{#F Linux
H—FIRRE (LUKS)" 1R
SAN o
tieringPolicy DERBEAIER none
unixPermissions HEEDS o *SMB&FEE o *
securityStyle HHEEEMNZ 2T o NFS X1 NFS FE5%{E4 unix © SMB FE:RE

‘mixed # “unix 285 o H/E A ntfse
31 "mixed M “ntfs Z2FEH ©

EFALESMBS

TR MUEAUTARERE SMB HAFRE | “ontap-nas' B o TERTTAZATONTAP SAN 7 NAS BeEni2 U5 lisA
TERA TR o

FsaZ Al
EEAUTARRTE SMB HIEE 2 Al © “ontap-nas EEE > TABAEBLUUTRG o

* —{@ Kubernetes #=£ > B2 —1{@ Linux 1% 2380 E4F1 = /D —{E#14T Windows Server 2019 Y Windows T
{EENEL o TridentZXIEHEFIFITIE Windows EiZ5 A pod BY SMB HEHEE o

* 2VE—ES B Active Directory /ReERITrident£ & o £MZ smbcreds :

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
* BLE A Windows BRFEEY CSI RIEBER o BALE csi-proxy ’ s52B"GitHub | CSHYIE"HE "GitHub © &
FA1* Windows B9 CSI {2 B 7E Windows #1778 Kubernetes &%k o

TR

1. BISMBHE o AT LUEAU TMEA N2 —EIL SMB BIEHA | "Microsoft BIRIEHI & "HABERKEIR
BT fEFONTAP CLI » fEFHONTAP CLI #37 SMB H= :

a. MANE > FEUHAN B EERISERS o

iE “vserver cifs share create’ I35 LB EEE I AR -path FEIBPIFERIRE c MRIEENREREFE
» BSRLEITRIK ©

b. 37 B5F SVM RAEFAY SMB £
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vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. HRHEEEL !

vserver cifs share show -share-name share name

(D) #2RiE SuB =T REHEF -

2. By BmE > WARRBEUTARBUIERE SMB HHEE - BRAFFAE FSx for ONTAP& Ina& EHEIE » s /"FSx
for ONTAP:R EZEIBFIEEH" o

EE it BlF

smbShare a LIS EUTETBz— | $H smb-share
Microsoft B2 FI1ZATHONTAP
CLI FREIIHY SMB HEMETE »
o} A EF Tridenti#3Z SMB HAKNE
8 o tt2 8 2Amazon FSx for
ONTAPBIGFTATERY ©

nasType *WNBRE Ay smb MR AZE > RIFE smb
AT o nfs o©

securityStyle HHEMEEMNZ 2R o *WERE ntfs'Z#E mixed BEHER SMB &
2 “ntfs' 2 & “mixed FHF SMB
Ho*

unixPermissions HEER e *HitSMBE > tEIE 7

UBBZE o *

BEREFEEARMPVC

BicE Kubernetes StorageClass ¥4 i 3 (7748 » LR TridentdN A8 EHLIRE o
—{EEH B R ER Kubernetes StorageClass EI'] PersistentVolumeClaim (PVC) REX7Z
BY PV o ABIERI LG RAEH LR EIZ R E

BT EER!

2 Kubernetes StorageClass ¥15

& "Kubernetes StorageClass 1 R "4 TridentiZ 8 2 2 f5 R (E R VECE 25 » WIS TridentdN{AIEC EHERE
& o @Fﬁﬁt%ﬂ@]j%@ﬁﬁ NFS BVHEREERE Storageclass (BRIBMRESR » A2 TEM TridentE M9
)

=]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

fEFILEEE R AER iISCSI BRI ERE Storageclass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

HE17E AWS Bottlerocket LECE NFSv3 & > sAfmIGFIE AR © "mountOptions” 2 Z487 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

FE2R"Kubernetes 1 Trident¥ & "B RITF (I A . . X HEHIEF4H{= B "PersistentVolumeClaim® LA Rz 3%
F TridenttNEI DAL ENBH ©
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Bif#EFER

p
1. ER—1E Kubernetes H5K > FTAFARER "kubectl'7E Kubernetes HAIEE o

kubectl create -f storage-class-ontapnas.yaml

2. INTEIRAEZTE Kubernetes FTridentrPEBE 3| basic-csi {7748 » It B TridentfEZ BRI T B VR
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
BIEPVCE

—{@& "PersistentVolumeClaim" (PVC) BHHRE FIFAEHNFIGEENK o

PVC Al UL E AR K EFRER T EBUER o FHRAEAY StorageClass » EEIEE NMERTLUEHIF A LR
&R A/ NFTZEEIET » R LUEHIMBE S ARFS 4R o

BUEYF PVC 18 > MBI AR BTEZREEEIRRE S -

=Eog
B e
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PersistentVolumeClaim #&74</5 8

ELEEfIER T PVCHEARF EEIE -

MIRWX#E[RIPVC

ItEFIRETR T —EEE RWX FEERINEZD PVC » ©E—{E% 7% StorageClass HY StorageClass 18R

Bt o basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

R iSCSI 4R PVC

tEEEPIER T —EEL% % StorageClass RIfEFFERRIRAERY « BB RWO ZEUEFRRY iSCSI £7x PVC °

protection-gold ©°

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

#iPvC

HER
1. #3 PVC o

kubectl create -f pvc.yaml
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o

2. 1ZEPVCHRAE

o

kubectl get pvc

NAME STATUS VOLUME

pvc-storage Bound pv-name 2Gi RWO

FBEZ2E"Kubernetes f Trident: &R "B RATZEEEEEUNMA L. . 3
HTridentfIAI D ECREN B &L ©

TridentB %

ELEBBUATE 7 FRERAMLE Trident BIEMNFEFMRECEAEHRINEIEE o

Bt faAY BER Rt i
RS A4 HmIUEERR ~ B Pool IS LILERE fEEMERSERRY
éﬁﬁ%ﬁ% * E% i ’ /tbl:lgzygﬁﬂ
R EiEMmEFREA °
HrEEE AR R ER MZIREERE EENRERE
Vapz
BimiaE A4 ontap-nas MBREREE IEENREG
» ontap-nas- HiEim
economy * ontap
-nas-flexgroup
~ ontap-san
~ solidfire-san
~ gcp-cvs
~ azure-netapp-
files ~ ontap-san-
economy
TRER mIME B R REAETR ERUBIRRAYEE
BRRHRE R&
B mInME B R RfF s iRiE CSRUAERYME
&5efE R&
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CAPACITY ACCESS MODES STORAGECLASS AGE
5m

X H ML= B PersistentVolumeClaim™ LA Rz 3%E

M.

ontap-nas

~ ontap-nas-
economy * ontap
-nas-flexgroup

» ontap-san

~ solidfire-san

£ : 2B ontap
;8 L2
ontap
solidfire-san

PR Bl

ontap-nas

~ ontap-san

~ solidfire-san
~ gcp-cvs

ontap-nas

~ ontap-san

~ solidfire-san
~ gcp-cvs
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B L BESR refit 23K H...2%

mzE miME B R FENEMEZ CERUAMZERHE ontap-nas
bR & R&E * ontap-nas-
economy * ontap
-nas-
flexgroups ~ onta
p-san
ShEABmER BH IEEE Pool SE$AfR:E7E BEfR:E &  solidfire-san
3 LEEBEAA) IOPS £EI0PS

1. ONTAP SelectZ A ZIELL R4

HEHGIEAER

B #EFSHRAM PVC & » BleR ¢ BRREREREIBRE L o« ANETFH 7% PV ##2! pod
RSB HIa L MERTE ©

1. BEERBRET—(ESZESREF -

kubectl create -f pv-pod.yaml
AR T iSPVCERZEIRERNERNKE | BEAFRE !

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container

image: nginx

ports:
- containerPort: 80
name: "http-server"
volumeMounts:

- mountPath: "/my/mount/path"

name: pv-storage

@ EaI AU T A REEIEEE kubectl get pod --watche
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2. EREBHEEl /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREEEILUMIBREZ Pod 7 © Pod R AERFTE > BERRE -

kubectl delete pod pv-pod

7T EKS #£ 5 F Trident EKS 1

NetApp Tridentf§157T Kubernetes FHAmazon FSx for NetApp ONTAPHZEIE » :BIEHY
FEABMERS T EAZIEE o NetApp Trident EKS SMIEXE S %ﬁE’J 2%
1'“@5&1*[] BER(E1E > WMASIA AWS B85 > 1] Amazon EKS TKEET@EH EKS 5MiME

ﬁ?#fiﬁﬁf? Amazon EKS F2ENZ2MMIBE M > MR 2dE « REMEMIMNIER
Fﬁ TEE o

SERIE M
775 AWS EKS RETridentyMIMEN 2 7] » SFREMFAEEEBUTRGE :

* AAEAHEMHEMRAY Amazon EKS £5IRF 2% "Amazon EKS [fI7Ti"

* AWS ¥ AWS Marketplace FIHER :
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $8%! : Amazon Linux 2 (AL2_x86_64) & Amazon Linux 2 Arm (AL2_ARM_64)
* ENEEEEEY | AMD S{ARM
* IRBEMAmMazon FSx for NetApp ONTAPHEZE R 4%

TR

1. AR IAM B EF AWS £i§ > LUF EKS pod SEFI7ZEX AWS BIR - BRARE > :52[" 2L 1AM A&
#0 AWS Secret" °

2. £ EKS Kubernetes &5 F » EEZE Mt 2% -
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

(@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now J

[ information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

3. Hi{E AWS Marketplace JMEET » SRR EEIZ storage $87) ©

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
[stndard conct

Category Listed by
storage NetApp, Inc. [2

4. 3| * NetApp Trident* » EEEX TridentiE L AVHESEAE »

o. BEIEFRRBVIEMHARES

SR

70

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

#lE—T T—% o
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

NetApp Trident
Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software X ‘

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel

6. ECEFTRBYMIMNTTHRTE ©

7. NRTFEANZ IRSA (ARFERER IAM Af)

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J
Add-on name & Type v Status
netapp_trident-operator storage ® Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name 'y Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set

EKS Pod Identity (0)

Add-on name - 1AM role [# v Service account

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Previous

3
W
»
=
Ly
=3
2
bl
i

8. jEE AR -
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https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws

9. FESDIGMARREZA_Active_ o

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [7

Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)

Not set
Listed by

NetApp, Inc. [3

10. HITUTHSUEBTridentEE I FiEeot7rE | .

kubectl get pods -n trident

N BEETREVRERFRE - ARER » F2R TLEREFER"

/A CLI ZE/fRFZEETrident EKS &1

65/ CLI Z2%ENetApp Trident EKS Mt :
LU T EHIFES L8t Trident EKS M :

eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.0-eksbuild.l (BEEAIRZ)
/8 CLI E1#ENetApp Trident EKS 4MiF2L :
W TFsS EI&E Trident EKS 9MIE ©

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{E A kubectl i1 & iR

BImEE T TridentBiEERA ZBEINRR - ESFTridenttlAIEZFEEFERFEE 0 U
e TridentPEZ AN PR EHARRE o TridentREETE » T—P BEUBIF &
"TridentBackendConfig' HF JEREZ (CRD) AJFEZFE A Kubernetes NMTEIEIZZEIME
IBTridenti& i o ERILUERA “kubect! 3@ AR EHY Kubernetes ?’*ﬁH&E’J M CLITH o

TridentBackendConfig

TridentBackendConfig (tbc ’ tbconfig ’ tbackendconfig) —ﬂEHUJﬁ'ﬁ - iR ZEfE CRD » :EIGEES
£/ JE”"‘EETndenﬁﬁlﬁﬁ kubectl © IRTE » Kubernetes Mf#FEIEE R H1%%ELE Kubernetes CLI L_Liﬂ]”éﬁ
&l > MEEERAEMNGITHERERN o (tridentctl ) °

7TRIZ 2 1% "TridentBackendConfig ¥ iz R » GELITIER !
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../trident-use/trident-fsx-storage-backend.html
../trident-use/trident-fsx-storage-backend.html
../trident-use/trident-fsx-storage-backend.html
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../trident-use/trident-fsx-storage-backend.html
../trident-use/trident-fsx-storage-backend.html
../trident-use/trident-fsx-storage-backend.html
../trident-use/trident-fsx-storage-backend.html
../trident-use/trident-fsx-storage-backend.html

* TridentZRIBICIRHAVERE BENEIL BN o EIEABPRMA TridentBackend (tbe * tridentbackend
) CRo

* & "TridentBackendConfig &4.. AEEIFHIEE "TridentBackend & 2 Trident4E ERY o

1@ TridentBackendConfig E1.. {RiF—¥—BL5IRE{% “TridentBackend Hi & iR M4 EAE R E R IHH
N ; BERTridentRNEBRBHRMGENAR o

@ ‘TridentBackend CR HTridentB &1L o {RF* FEZMENTEM - NREIEHBIHETEN > 55
BIEMUATIEZERER | "TridentBackendConfig' B #Y o

LTEFIRBTRTHEI | TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

A UAEFUTESG © "trident-installer @ BB RETS/RBENEBFEENBEE

& ‘spec ERBIRIFTENEESH - TEEMNFF > BIRfEMR T “ontap-san' HFRRENZF » A ERLLEREH
B ESH - ARFFRHEFRISEANEEERSIXR B2 HEFRHEINERIREEENE"

i

Ik

& ‘spec K EEBHE “credentials’ A "deletionPolicy ELEF ER 215 | AR “TridentBackendConfig' CR :

1]

* “credentials It 2 AWEFE » 85BN AHEERT/IRFFETRHEENESE - ERTEAABAEN
Kubernetes Secret o /REERBEMUBBX N EIE » BRIZEREER o

* “deletionPolicy ILIRIEER T & .. FFEZZEEMIER TridentBackendConfig # bR o & RIMUEUA FRfE(E
z—:
° delete EGEHMEMMEPE o "TridentBackendConfig CREHEMEREIR o E2TEXRIE ©
° retain'® ‘TridentBackendConfig CR MHPFE > BiRERNAEE > LHAILUEBUTHIUE

T8I . “tridentctl o BEMIBREFRIREA retain’ R ERAERBREIRERA (21.04 Z/0) » LR
BEREILMERR o ZBUNERTUEZEET o TridentBackendConfig' B8l ©

B EREBL T AREEN | spec.backendName © WIRKISE > BB ATERES. W
@ %8 TridentBackendConfig H® (metadata.name) o ESEAESRNBTHRIES
o “spec.backendName °
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html

BAUTAEIINER tridentetl RBRMIKEY " TridentBackendConfig' BHY o &AL
EEFRUTAHANEIRLLERIE kubectl FHBEIE—E "TridentBackendConfig CR©

B BIEERRAARNEESH (i :

gy

> spec.storageDriverName ’ 3F=F

“TridentBackendConfig ¥ FHIR G 8918 1R o

FERAUTARBILIIEIR kubect {RIEZISIRM

"spec.backendName ’ spec.storagePrefix

o Tridenti BENAFEFTEEILRY

1. BIEE—1{@ "Kubernetes Secret" bt &8 = Trident 2 1FE E/RFS @ FTERV /&S o
2. gJ#—@ TridentBackendConfig' B - E 8 2 AMMEERE/RFIWARGEE » 5| A E—FHPEINE

B EIRE o SRl LUERU T ANEEREARRE kubectl get tbe <tbc-name> -n <trident-namespace> M YN EEE %

AETEE o

HE% 1 . 37 Kubernetes Secret

BI—EESREFIEENTR - ERSEMRFRS/ Ta/AN - U TE2—EHF

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster—-admin

password: password

TREG T BEREFTOSBPL AR IR

HEFETEFERRM
Azure NetApp Files

A GCP B Cloud Volumes
Service

A GCP B Cloud Volumes
Service

ERiD

Fh3& ID

Fhth

FERFEt
FERENZEMPRZERE ID

TASBMIID - BB CVS BIEEAEH
GCP RFEIREHIER D API 38

fhig - ABE CVS BIEEEAGBN
GCP BRF5IRPRIERD AP 58
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https://kubernetes.io/docs/concepts/configuration/secret/

HETFATEFEMmM
7t%& (NetApp HCI/ SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

Ui

fER&ERTE

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FEGHM
$¥SolidFire= &£/ MVIP » &2 57H
B&E

AR EEREE/SVM fERES
8 o BRENRENS (1 5EE

EEIRE/SVM E - ARER
RS0 BREE

Z R irfhigRY Base64 4RiE(E o F
RER/RENE D ERE

AEHE% o N8 useCHAP=true
» BI|AWAATE © 277 ontap-san’

# “ontap-san-economy

CHAP iEEER - IR
useCHAP=true > B IItITEB AW IR
I8 o &7 ontap-san
‘ontap-san-economy

BIZAE% ° 1R useCHAP=true
» BIETRE AETR - 37
ontap—san\ﬁﬂ ‘ontap-san-
economy

CHAP BR#EE TR - IR
useCHAP=true » AIttITEE A E
JHo A7 ontap-san #l

‘ontap-san-economy

IS BRI MRS IE L TAIES| A | “spec.credentials 48189 “TridentBackendConfig 7 F—4 2 IIHI¥)

o

$EF 2 | #17 "TridentBackendConfig'CR

RS AT LABIA B {RAY “TridentBackendConfig CR ° TEE{EFIFH » & ixEHR T ontap-san EREIIE N 2EH

AU TAEIL © TridentBackendConfig FEIFF YIRS :

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

SR 3 | ERsEAREE “TridentBackendConfig'CR

IREIRELLAIZET TridentBackendConfig'CR » {EB] LUZ B AR AE

som

o FESRILUTEHA

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIRE RN MAEE "TridentBackendConfig CR ©
AT UEULTEZ—
* Bound : % 'TridentBackendConfig'CR £21&imRHH: » LLBIHE R "configRef 3R E 4
“TridentBackendConfig'CR B3 uid ©

* Unbound : A TFARRERT "" ¢ & "TridentBackendConfig s ¥4 <45 2 &ir - FRAAIE
‘TridentBackendConfig'CR FEEZ BRI LEFRER o FEERE TR » ©RIZBMERIRMEARRE

* Deleting : #& "TridentBackendConfig'CRHY “deletionPolicy' B iR EAMIFR &
"TridentBackendConfig'CR flp&1& » ARREEERL IETEMIRR ©

° MRBIHEAFEFAMEEEES (PVC) » BB "TridentBackendConfig & 1% & 2 Tridentf B2 i LA
Kz “TridentBackendConfig'CR ©

° NRBIRIFE—EHZE PVC > BEEARIBRIRES o & “TridentBackendConfig' CREE# thiE A MIBRREER o
&im#0 “TridentBackendConfig' R B1EFTE PVC & MIFREAS SMIER o

* "Lost Bl imAEREARY “TridentBackendConfig'CR 25 = MIBR » 3 B “TridentBackendConfig'CR {354
REEZHEMBREIRAYS|A o & TridentBackendConfig Ez@ 1A > CR {[H2AR LUMIER o “deletionPolicy (&
o

* Unknown ' TridentBAMEFE M T RAERANBIRIVKEHEEFEE . " TridentBackendConfig
CR ° f5l%0 » 4N API {EARESR B EIFE > SLE R “tridentbackends.trident.netapp.io’ CRD %k o ZERIFEE
E8TE o
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Eitt » BIREARIIAIR ! LEsh o BERTLRIB A T ATBIRIE | "R in B &R o

(A1) PB4 THRESHE
TR TIA T an @ RENA R IRIIESE -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LESh » FHE RIS YAML/JSON 821828 © TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html
backend_ops_kubectl.html

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svim: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B8 ‘backendName MUK ‘backenduUID BimeiREUTIEREIERN :
‘TridentBackendConfig CR° %E lastOperationStatus  IEHAIFRT _ERIBERIAREE
"TridentBackendConfig CR (BFEEX) AIUHERERE (flN > FREEFETELERS) o ‘spec

) BHATridentf&3E (FIU0 > ETridentERERRE) © BREBARKY » EARKH o phase  ART UTEAEI
B& . “TridentBackendConfig CR fl{&if o T LEAIFIFH > "phase’ AA Bound fB » ERKE
‘TridentBackendConfig' CREZ & i HRE o

A LI3ETT “kubectl -n trident describe tbc <tbc-cr-name> EVSH 4 Aiis#AE G S ©

S EH M S S R ISA9%8 © TridentBackendConfig BRI
@ ‘tridentctl o BT RN TME 2 BUBAFIS RIS ER | tridentctl
‘TridentBackendConfig * "s52RIILEE" ©

BERIR
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

£ kubectl H1{TRIFEIE

TERUMAFERUT A BITRIGE IEIR(E kubectl ©

LlERES

++

BiEMIFR—1E TridentBackendConfig e TridentMbR/FREEIE (B “deletionPolicy) ©
EMpRELR » AR deletionPolicy BREAMIER o EMIBR " TridentBackendConfig® EET%
‘deletionPolicy REAMY - EHRAIMUBEREBIRNAEE  LHAIUESAUTHARETEE
“tridentctl ©

BITUTHmS .
kubectl delete tbc <tbc-name> -n trident

Trident N E PR ETEFERRY Kubernetes Secret ° TridentBackendConfig ° Kubernetes AR B &FIES
8 o MIPRIEZ B RS o SERIG T BERREE > A EXMPREE

EERARR

kubectl get tbc -n trident

R AT LUEST tridentctl get backend -n trident ' Z#F “tridentctl get backend -o yaml
-n trident ESFAARARIRIEE - WEEERSSECERANUTANELNEI ¢ tridentctl °

BHRIG
EMMRIRHRERSERRS !

* FHERANEEEER - EEH/RE » FEFEH Kubernetes Secret » 5% Secret FBR? :
“TridentBackendConfig 5 RWAZETE#T o Trident® BENFRRMENSRIT/REE MBI c MITUTHSTEM

Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* BEFEW2Y (FIMNEEFRBONTAP SVM HI4F8)
° Bl LUEH "TridentBackendConfig R T i< HiZE® Kubernetes IZEXYM

kubectl apply -f <updated-backend-file.yaml>

o E > EAIUEIRAENBEITEE o TridentBackendConfig AU T e < #E1TEIE :

192



kubectl edit tbc <tbc-name> -n trident

* MRBIHEMKRY > BinEERTEHRER—RENNEE  ErRIEAHITUTHSES
HEEUEERE o kubectl get tbc <tbc-name> -o yaml -n trident &
(:) “kubectl describe tbc <tbc-name> -n trident °

* EEEHRMEEREETHEER » EAIUEHRNTEMSS ©

{5 tridentctl H{TRIHEIE

TEENEERU T A NRITRIRERIRIF tridentetl o

RIERIR

Bz B EinmERE"BITU TSRS -
tridentctl create backend -f <backend-file> -n trident
MNRBIHEBIKK > AIRTEBIHAEFEME o SAILUEBHITUTHSEEHFURERR :

tridentctl logs -n trident

LR RAEBEREETHEER > ERFHITLUTH LRI o ‘create’ BREHEHS ©

LllEREY
BB Trident PRBREL » T FIIRIE -
. ESBIHEE

tridentctl get backend -n trident
2. MR

tridentctl delete backend <backend-name> -n trident

@ YNR TridentBIEERIRECE T AFIERVHEIR @ ANIRAR > BUMIPRTE i PE LE I 5% 18 Uin ik E R HARR
Bini @RS TR ARRE

EERFRIR
ABEETridentENIRIRIR > FHMIT FHHRIE !
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backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html
backends.html

* EEEUSHRE > FRITUTH S
tridentctl get backend -n trident

* DENFAFMER » FETUTHS !

tridentctl get backend -o json -n trident

Bk
BITNRIERERR - ATUA TS

tridentctl update backend <backend-name> -f <backend-file> -n trident

ik

MRBIRBRAR > AIRTRIFECEARHE > HELESR T EMEER - LILEBNTU T o< ES BsEUE

ERRA :

tridentctl logs -n trident

EHITUTERLEIT o "update BREHM T ©

T_,._,\é”\%Iﬁ,jtﬂQE_nﬁ$mEPE,JFﬁELE1§‘ Il_a\/\

ERERERERARL -

EEFEREIRHEENFETFSE
‘tridentctl BRI VEHL o SER jq KEE

LZE_ﬂEll_a\E_”'Xﬁ}EH JSON @%E’\J Fﬂﬁggﬁﬁj

{backend: .name,

tridentctl get backend -o json Jg '[.items ][]
[.storage[].storageClasses] |unique}]

storageClasses:

. TridentBackendConfig ©

BHERRERUTANBINER

RS IDRIE R
T EETrident P EERRIGHIRRE X

BIREIREE
BEE TridentBackendConfig'IR7E » EIEEEMEBIFNRIGEIES N c ERM5IH T U TRERE :

#ITEE TridentBackendConfig?
BUTHNETERE “tridentctl?

s AT MERMU T AREILRIG tridentetl A
s JLMERU T AR EILZIG TridentBackendConfig BJ$E
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B8 tridentctl fEMA&W " TridentBackendConfig

RENBERERAUTARNEILNBIRFIERNDER | tridentctl B##55:8 Kubernetes 1THEEAIE
‘TridentBackendConfig #J5& o

EERARUTER

* FALEERRLG » '8F TridentBackendConfig BAAEMER. BIEEM “tridentctle

* AT ANEILFEL tridentctl TEth “TridentBackendConfig ¥IR2 R F1EH] ©
EEMEERT » RintiFESTET > TridentiAEMIRE I M HIEITIRE - EIESILRAMEERE .

* BEFA tridentct BIEFERATRIENRIRE ©
s FEUTAREILNGERI tridentetl  B—{EHBY " TridentBackendConfig' BH o SR
ERIESERUTARNETEE | kubectl MAR tridentctle

AU TANBIETALFEN®RL kubectl B EE L —{E "TridentBackendConfig' EEIRB R IRHE - U TE
HT FREBAM

1. B Kubernetes Secret ° b &8 6 S Tridentfd 1z &/ ARFS B FIEMNESS o

2. g3 —E TridentBackendConfig BN - SESHMMETEE/RBNAREE » U5IBL—FHhEL
HNEE o W EITRIEEEEENEESY (Fl : ‘spec.backendName ’ spec.storagePrefix
> spec.storageDriverName * F%%) o ‘spec.backendName HBREAIRB BIHAIRATE o

TER 0 : FEERIR

fl3—18 *TridentBackendConfig N REMEEIRA B - ARSIUSRBEE - MEEAITH > RARRER
LUF JSON I T —(Eiki :

tridentctl get backend ontap-nas-backend -n trident

e e

i ittt F——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o o
ettt o t——— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e i

o - fomm - fomm - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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HE% 1 . 37 Kubernetes Secret

By —Eas%im&:EN Secret » WMFHIFAT :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

4 BF 2 : 17 "TridentBackendConfig'CR

T—#ZRIZ—E TridentBackendConfig CR FFEBMPEZIFRLEFEMN ontap-nas-backend (N7
Fim) o sAtEfRmEL TEX !

* BIHRABIELUUTNEES | spec.backendName ©

* BeE2#ERBIRER o

© EEH (NREFRE) SRAEFERBRIRERNIERS

* JREEEA Kubernetes Secret 121# > AR M o

EERBIBERT > TridentBackendConfig 1§ &1 iS4

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25'
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident

tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

S BE 3 . BR:EiRAE “TridentBackendConfig'CR

Z1 TridentBackendConfig BELEIE » SRSV ER

#8F0 UUID o
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did

not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

BIRIRERE2FERUTANEITERE | tbc-ontap-nas-backend “TridentBackendConfig' Y ©

&IE TridentBackendConfig {FHB#%IHE “tridentctl

‘tridentctl AIARFHFERTIARNBIINEN | " TridentBackendConfig®
o IbSh » BIRBEAILUEEEBUT AN TR EIEMIERIR | tridentctl F@MIBR
‘TridentBackendConfig WiffR “spec.deletionPolicy &4 “retain’ ©

TR 0 : FEERIR

Fan > BREEFEMEBRUTAVEIL T U TS TridentBackendConfig -
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

REEERAIUFY ¢ TridentBackendConfig' B B IIZE LA E R B im[ERE & IR UUID] °

WEE 1 HEY deletionPolicy BRAEA "retain
EHRMRKEBTHEE deletionPolicy e BEBHRES retain c ERFETE

TridentBackendConfig CR fHb&E > BIFERMAEE > MEATMUBEBUTAETEIER !
“tridentctl ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£f82 Bound Success ontap-san retain
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()  HMIERBEHRE > TREMETT—F © deletionpolicy BEA “retain®
£ MiB% TridentBackendConfig'CR

R%&— EMIB% TridentBackendConfig'CR © F&531& “deletionPolicy 58 EE 4 “retain” f&a] LLAE & MIBF :

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosesssssssassas=a== foss=ss==========

o e it fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom e fom e

fessmsmmss s e s ss s oses s s s e ss e frossmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosessssssssssss==== fosssssmsm=ssas=s
fesssssssssscssscssosssssassassssassaaa femmm==== fommmm==== 4

filf&1& "TridentBackendConfig' TridentR BB IFZH R » MA S ERRIFBIHAS o
BN EIR TS

FERVAE FExZhll

ACE Kubernetes StorageClass ¥4t 27 {#7748 » WFsRTridenti{Al:2 E R & o
I Kubernetes StorageClass ¥{%

48 "Kubernetes StorageClass ¥ 5 "# B Trident{EA2 R RERANECE SR > MR TridenttNfAIAC EHAIRE © HIU0
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

AR "Kubernetes A Trident¥ "B RATZEEIEUNMEE. . ZZHRIEFMS E PersistentVolumeClaim' LA K%
HTridentf{AI D ECREI B &L ©

B #FLER
#1I StorageClass ¥+ > BNRJEIL#FERR! o [EFIER PR M —EERI UERTERBIE AR ZH)

SER
1. E2—1@ Kubernetes % > FRLIEAEER kubectl' £ Kubernetes FEIEE ©

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. %ET’:T:,@ fE:Z1E Kubernetes FTrident#EFE Z| basic-csi #7748 » (i B TridentfEZ B EIR T Bin LT
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

(Ege2 SRl El

Tridentfefit "S5 ER W B EFHEIER" °

& > SR LA4RER “sample-input/storage-class-csi.yaml.templ" 2212 T BEMIAIIE R B "BACKEND _TYPE

fERFFREEINHE o
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EIRHEFRR!
TR EBRBHEFER « RETARGHFLER « Sp TR Bim UM B EFLER

EERIREH#ESE
HEEBTEREW Kubernetes #7748 » BFRT &GS ©

kubectl get storageclass

* EEFE Kubernetes EFHEFFFMER » sBHITUTHS

kubectl get storageclass <storage-class> -o json

* BEEE Trident MIED#F4E » FRIT Fe< :

tridentctl get storageclass

* BEE Trident WA HEFERIFAER > FHITUTH S !

tridentctl get storageclass <storage-class> -0 json
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Tasf#ER

Kubernetes 1.6 /17 RE TR EFRRININEE - MRERAEBREFALHIFEEES (PVC) PIEERFAE » A

i E LR ERRI R R E?—:O\I“szﬁ & o

* BB TE R E HRTERH#T1FEE “storageclass.kubernetes.iofis-default-class TE{#1748R) E &R
true © IRIEFE > ERIEMERER D IR EEAER

- AR TS S R AR R E ATER A

kubectl patch storageclass <storage-class-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* B ERIUEAR U T an L B ERTRRBVHFARREAE

kubectl patch storageclass <storage-class—-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

TridentZER X BH AL S IEEERES o

(D F2EP—RABEFTE—ETRRHEFLER o [WHAMT_L5E > Kubernetes NEFEILIREER ZETRR#EF

£ BENTAMEFRRARATARMFERN K -
e E RTF AR R B R iR

=
RRZEREN

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
UllESETEE

EEU Kubernetes HffIFR{#EFEE » SRHITUA TGRS

kubectl delete storageclass <storage-class>

‘<storage-class> FEsZ AR RBVETELER! ©
I AR BRI NE AR EE RIS » TridentiFEESIETM o

Tridents2FIFITER fsType E & b%‘JLTsz’JﬁE o H{f7X iSCSI & > BRIRFIIT

@ ‘parameters.fsType TEfEZEERH o [RAEZMIPRIRB M StorageClasses M EHIEIIEM ©
‘parameters.fsType F5EH] ©

Ere—EERIAGER JSON EIERIREIREEH] | tridentctl Trident@im4AVEIE © S 'jq GRIAETE
Ar=
<X

25T
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EEENEES

ref—

B —EFERABERER Kubernetes StorageClass EI’J PersistentVolumeClaim (PVC) RE
SKTFEX PV o ABIEAILGRCRAB G LR RIS 2R

B
—{@& "PersistentVolumeClaim" (PVC) X #EE HIFAENEFEEEEK o

PVC AIMUECE A REFRER THEFIRT - (EFARIERY StorageClass » &EEIESFME R LUERIFF AWK
ERARNEFERT > 1B e DUERISIBE S ARTS F 4K ©

BIEFPVCER » MAIMUBE BRI EEF o
SUIEPVCE

1. #3 PVC o

kubectl create -f pvc.yaml

lTIT

2. IZEPVCHRES ©

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. REElRRTETE—(EFESF -

kubectl create -f pv-pod.yaml

@ AT UERUL T A NEEEERE kubectl get pod --watch ©

2. mREEHEEE /my/mount /path ©

kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. IREEATLUMIBREZ Pod T © Pod FEFHERBTFIE > BEHRRE o
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kubectl delete pod pv-pod

mBE

PersistentVolumeClaim #&Z4</5 8

BELEHAIRETR T PVCHIEARF BFEIE o

PVCE# » f{RWOEE
tEEHIRR T —EEE RWO FEERNEZ PVC » BB —E%% StorageClass B StorageClass 18

Bt o basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

PVC #1 NVMe/TCP

L& FIETR T —BE% 2 StorageClass B9 StorageClass BAHfAY « BB RWO 7ZEUEFER NVMe/TCP E7s

PVC ° protection-gold °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod;5E&Ef)

BLEHPIET TR PVC EZIIRERIRMEAREE -
EAEE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP BCE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

B2 "Kubernetes M Trident: SR "B RATFEEEEUNMAE. . X B RIEFAMS B PersistentVolumeClaim' LA 3E
HTridenti{AI D BB 2R H ©
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EAiEHS

Trident Kubernetes &Rt 7T E B I E B IBTTHIEEMEE S - SKERIER
iISCSI ~ NFS ~ SMB * NVMe/TCP #1 FC i EFrEEMNECERET ©

&7 iSCSI &

EE]LAER CSI s2 B2 TVIET iISCSI 1FA MM HERE&E (PV) ©

@ iSCSI| HitEIEFTZ U T ANEIE | ontap-san ° ontap-san-economy ’ “solidfire-san’ &
FIZXEE Kubernetes 1.16 LB ShRZS ©
$ER 1 . 52 StorageClass MU IEHIEEIEE

#REE StorageClass EEMEITRE allowvolumeExpansion HE “truee°

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

HINBETFER StorageClass » HHEEITHRIBUEZ U TAR ¢ "allowVolumeExpansion #5[& o

SWER 2 ¢ EARTEEILAY StorageClass 317 PVC ©

4REEPVCERZ I E# “spec.resources.requests.storage’ 2 7 RIMFHIFIEER T » ZRTRBARRBRT ©

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

TridentB| Z—EHRFAHE (PV) WG HEILF A SHEREEA (PVC) BIBHEZR o

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

FER 3 1 EE—EERE PVC BfRRE
e BRAEEEEIRRS L - UEABERT - #E iSCSI PV K/NEFEMEER -

* Y03 PV 2| pod > Trident& g RHFRIG LA > EfTRHERE » LRABEZRFEHIR/N -

© EEEAEAREREA PV AN > Trident@7E#FRIIRTTHAIRE  PVC & pod R > Trident& &3
R EWRBIERZRARIAN o Kubernetes BTEIEFTHRIEMINTEABER PVC K/ o

EE @G FH > B 7T —EfER T5IEER pod : san-pve ©
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV

EERBEREIN PV I 1Gi sAE A 2Gi > 554REE PVC EXRILER o “spec.resources.requests.storage’ & 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

SH 5 BEBER
EELUREPVC ~ PV TridentRIRETAZRERE IR A B 4 LEHE
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

&K FC figta

{ERIMERR CS| BRAETZRIMT FC HAMRIRE (PV) o
() FORmMEEEITLUFIZS | ontap-san BERZEE Kubemetes 1.16 R ERIHRA o

ER 1 . 3R StorageClass MU IEHIEEIEE

4R%E StorageClass EELUEITERE allowVolumeExpansion HE “true e

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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HINBETFERY StorageClass » HHEEITHRIBUEZUTAR ¢ "allowVolumeExpansion #5[& o

SWER 2 . EATEEILAY StorageClass 317 PVC ©

4REEPVCEZ I E# “spec.resources.requests.storage’ 2 7 RIMFHIFIEER T » ZRTRBARRBRT o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

TridentB Z2—EHFAHE (PV) MG H AL A SHEER (PVC) BIBHEZR o

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3 . €& PVC RYfiRkE
ROCEIRAAERREIRRE | - UEREBERY - AR BN CERERTERAMERR :

* §03R PV 22| pod » Trident& &R H#FRIG LB - EfTRiERE » WHABEZERFEHIAR N -

« ESREREIZEN PV BIANE > TridentEEREFRIGIETHGEE o PVC 8 pod #7E%R > TridentZEHh
B BT RBIERZRAFKAN o Kubernetes ETEIRTTIRIERINISEREEH PVC K/ o

EEEGFH » B3 T —EFER TYIHEER pod © san-pvc °©
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV

EERBEREIN PV I 1Gi sAE A 2Gi > 554REE PVC EXRILER o “spec.resources.requests.storage’ & 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

SH 5 BEBER
EELUREPVC ~ PV TridentRIRETAZRERE IR A B 4 LEHE
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

&R NFS &

TridentXZ 18 A B EB NFS PV #E7E A £ © ontap-nas ’ ontap-nas-economy ’> ontap-nas-
flexgroup ° gcp-cvs ° # “azure-netapp-files' & im ©

WEE 1 5R7E StorageClass U IEHIEEIBE

EFEENFS PV WA/ BEIEEBARERERFENUATHIRFEER > HEARRENATSH :

allowVolumeExpansion HEF “true:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true
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MREBLRIL T —ERBILEBNGEELE > AInILUEBER TIfh< B RERAHELER - kubectl edit
storageclass’ A FFESFaEMEAR ©

WER 2 ¢ EARTEEILAY StorageClass 317 PVC ©

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

TridentfEs% %% PVC #17—1& 20 MiB BY NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2mé2s

PEE 3 B PV

L ERTER 20 MiB PV %% 1 GiB » 554R%E PVC 1T E spec.resources.requests.storage % 1 GiB :

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

$HER 4 ERiEiER
GRS E PVC ~ PV fITridentB8fERY A/ R EGEE BN/ NS T IERE :
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
EOE

Rl LERU T AR B IR G AR FEHIREE A% Kubernetes PV ¢ tridentctl import

o

WA =518

1R O] WAHSHERE & BB A Trident A1 T R -
 BEAEAAR T EEFERHIREERE
c AREEREXGREENENMERE
s EELHM Kubernetes 8%
* EKH#ERI BB ERENEE

ARER
FEEAMIREZA > FEBUTHRE-

* Trident2AEEA RW (GEE) $EAAIONTAPE o DP (BiHR:E) 1EAHIEEESnapMirrorBIZHAER - 75
A RE & B A TridentZ A » FEZICENRAIRIGRRI% ©
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* HFIEZBEANRAEHEGNHIRE - SEZEAETERE  SFERZE » RERNITEARE

@ EHNRERRAEEE » A% Kubernetes REELATHER » REZHROEBBHINE pod
L o SRR RHEIR

* f®E “StorageClass WZETE PVC L31587E @ TridentE EABIEPAERULDE - RG> ZFEHEF
FERIREFEFES N T BEEAAPETEE - ANHMEERET > FILEAREEEEFMh o Fit > B
EHEEEFEERE PVC RIsENREEERN AR BIRIA T » EATRZELK -

* RESBRITEPVCHREENRE © HMIEEHHFESIEXNEAR > PV 82 » IFEIER PVC B
ClaimRef °

° EIERBEFIIAERE 4 “retain' TEPVH o Kubernetes FAIHAEE PVC # PV 18 » EICRIR G EMALEMHE
£85I B EIW R BEARTT ©

° MRHFFERVEEREERE delete’ B PV #MIBRES » AFHIEE D 2RI
* FERIERT 0 TridentEIE PVC > MERIHERMF%FlexVol volumefl LUN  fREJLAER "--no-manage &
AFEFE B EAVIESS o NRIREEA --no-manage TEMHIVESERIA > TridentRE ¥ PVC & PV #4117

EAAREINBVIRAE o MIFR PV By - EEFHEIRERNSHRMER - HMiR(F (MERERRMEREREN)) ©E
BB o

INREHEFER Kubernetes REIER M ETIEEE » (BXAETE Kubernetes Z INE IR (ETFRATR
ERAEmIEEE » BIEEEIBIEEER o

* 7£ PVC M PV MNAGERE » EERAEWMME | ——BETEEEA » —2fm PVC M PV ZEEERE - It
TEEMECR MBS o

BAMEER
&R LUER “tridentct! import A # o

1. B FAMHEEERR (PVC) EZE (A3 > pve.yaml ) BAREIEPVC o PVCIEZEEE S name »
namespace ’ accessModes ® # storageClassName o (FJ3) f&BLUIERE unixPermissions 7£{R
MIPVCESZRH °

T R—ER(ERREES

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: my claim

namespace: my namespace
spec:

accessModes:

- ReadWriteOnce

storageClassName: my storage class

(D) FEasHtS - GNPV LEIEEA) - BTEREREARSEK -
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2. f£A “tridentctl import’ B 1EE B SR E A Trident®B im B AR M—IZH# #F LHEENZBNGS (F)
i : ONTAP FlexVol ~ Element Volume * Cloud Volumes Servicel&{E) o 15 -f EERHRHKRISEPVC
FEZEAVRRIK o

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

il
AEEUTEEASHS » UTHRZIENEERER o
ONTAP NAS FIONTAP NAS FlexGroup

TridentZ B AU T AN EARFEE © “ontap-nas'# “ontap-nas-flexgroup )i ©

(D * TridentFZ#Ef#EH ontap-nas-economy aif o
* JZ “ontap-nas 1 “ontap-nas-flexgroup EBENTZE AL SF EAERIIERTE o

EEEHERUTAREIZER ontap-nas ‘driver EONTAPEE FMFlexvol volume o FFAMUTARE
AFlexVol# “ontap-nas BEIFERNNITIERIENER - EFEERONTAPEE EMIFlexvol BEERIUES T
FIFREA : ontap-nas PVC ° [ > FlexGrouptit& th e] LAFE A % “ontap-nas-flexgroup PVC ©

ONTAP NAS 54
THERERR T SEHIEEMIETEIEERE ARSEF) o
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SEEHIRE
UTEHHBEA—E%% managed volume E$% “ontap nas .

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

- e o
pomm - e atata e E LR tomm tom o +
| NAME | SIZE | STORAGE CLASS
PROTOCOL | BACKEND UUID | STATE MANAGED
o e o
fomm - e to—— - tommm +

| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard

file | c5a6f6ad-b052-423b-80d4-8fb491alda22 | online true

- tommm o

fom - et it tomm - tom +
KetEE

fEFRF --no-manage IBAE ° TridentA G B BHAFREE o

LU TE55IE A "unmanaged_volume' 1 “ontap_nas i :

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-

file> --no-manage

o e Fomm -
fom - o fomm - fomm - +
| NAME | SIZE | STORAGE CLASS
PROTOCOL | BACKEND UUID | STATE MANAGED

e fomm - fom e
fom - o fom - Fom——————— +

| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard

file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online false

o e it o

pom - e o tom +
ONTAP SAN

TridentXiIBFAETEA ontap-san (iSCSI ~ NVMe/TCP #1 FC) # ontap-san-economy =ik o

Tridente] WAFE A 12 B — LUN BYONTAP SAN FlexVolFEHE® o 3581 ontap-san EBENIEF ° ©AS(E PVC &
I7—{EFlexVol volume > i 7EFlexVol volume I —1E LUN ° Trident A FlexVol volumeillii$ HEL PVC E&

el o TridentE] LA A ontap-san-economy B2 %@ LUN BYFEEEE

ONTAP SAN &5
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TEHRERT SSEHRENIFFt EEREE ARG

EEHEE
HNEEES > TridentZ i FlexVol volumeEHan 4% pve-<uuid> FlexVol volume®HY LUN #ET
“lun0 °

LU TFEHIE AT “ontap-san-managed' FlexVol volumefZ7Ei? “ontap_san_default' i :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e +——————— -
- e - - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

et et it t————— o
o T et sttt et o f—————— +
| pvc-d6eedf54-4e40-4454-92£d-d00£fc228d74a | 20 MiB | basic |

block | ¢d394786-ddd5-4470-adc3-10c5cedca’757 | online | true |

el et et F—————— o ———
o T bttt - e +

LU EEHIZE A "unmanaged_example_volume'{E “ontap_san i :

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
R S Rttt o=
et R e ittty S +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
it S et o
e o fom—— fom—— - +
| pvc-1fc999c9-ce8c-459¢c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
o fom—— fom
S it ittt Rt it ittty S et +

AR LUN HFEEIE Kubernetes 124 IQN FAEE IQN B9 igroup » M FHIFAT » BIZUREI TS8R © LUN
already mapped to initiator(s) in this group ° EEERIRENFNZFHEUHMET LUN 7 SEEE AR
BRE o
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

avE S

Tridentz #&1# FANetApp Element&ii&FINetApp HCIZEE A “solidfire-san’ E)14 o

@ ElementfEENI2 N IREENHMIEERTE - B2 > NIRMIEEXTBEE » TridentZF[EIE55R 1
A—TERIBESE > RES  IRE—(EAM—REHIRE LTS » AREATRENEIRE o

TTERE)
WTEREA—E element-managed BIHAE "element_default °

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

LBttt Pommmmm== P
Fommmmmomo= Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmmmomeorrrrrrrr e re e e mm o Frommmmom= Fommmmmcemoomo=s
Pommmmmmm== ettt Pommmmm== o= +
| pvc-970celca-2096-4ecd-8545-ac7/edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
T i P fommmmmmememem=
Fommmmmmm== L et Fommmmm== o= +

TridentSZ 8 FEAUT AR EAIEE | "gep-cvs Bt o
EE R HNetApp Cloud Volumes ServiceSz 1BHVHAREE E A Google Cloud Platform » 55 B HARE
() CHEHYSHEE - MEERHREENRER N FAMEZ NS :/ o fll > 1R
FEHERER 10.0.0.1: /adroit-jolly-swift BBFRERIE% “adroit-jolly-swift ©

Google Cloud Platform &3
U TFEHIZEA—E gcp-cvs  BIHGBE “gepevs YEppr EAERBRERE “adroit-jolly-swift ©
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tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s R e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

TridentX2 IBEFERAUTARNEAMBREE © azure-netapp-files’ B o

EEFE AAzure NetApp Files » SEIBHIK RSB SHUIRE - K RUEHE E L {ih
() TFHMEZ@OES : :/ o BN MBHEMESE 10.0.0.2: /inportvoll BTREEES

“importvoll °

Azure NetApp Files&3fl

UTEHHIZEA—E azure-netapp-files BIHAE “azurenetappfiles 40517 BEFERRTE
“importvoll °

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%ab5le | online | true |

fomssssess s s s s o s e o s sss s osss fremememm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

Google Cloud NetApp Volumes
Tridents=s B FERAUT AR EABIEE | "google-cloud-netapp-volumes' T)if o

Google Cloud NetApp Volumes&if
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LUTFEEfIE A —1E google-cloud-netapp-volumes BIRAE "backend-tbc-genvl  HE
"testvoleasiaeastl ©

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

i L e

R e Femmm=e==== fess===s=s=sssesessososassssssssssssa=s
L e +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmemaae
fosssssmseme e e e N fressssseee e e me s oo s s s e e e
e e T

| pvc-a69cdal9-218c-4caf%9-a%41-aeal5ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8c1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

e fommmemeae
frossssssssmes e s e fremsmem==== fressmssee e me s o s s e e
f======== fememe===s 4

LU T &6 A —1@ "google-cloud-netapp-volumes™ & M{ERREEZEENRE— &5 » f81E4 !

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

o e e mesesese s s s s s e s o=
Fommmmmmmmemeseoeoeooo= Fommmmemom= Fommmmmmrososorrrrrrre s s e eem e
Fommmmm== o= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmessseseses s s s s e o=
Fommmmmmmmoneooomosooms Fromoomomoms Fommmmmmmmoososmereesmemememeoememmm o
Focmmmmms Froccooomo= +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8c1l8cdfl-0770-4bcO0-bcc5-¢c6295fe6d837 | online | true
|

Fommmmmmmmsmeseseseses s s s s e o=
Fommmmmmemonoososommoms Fromcomomoms Fommmmmmomossosorrenoomememenesemommm o
Fommmmmms Fosmsmsmss +
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B R &R BT

fEFTrident » &R U AR R EISIRE BRHRVLBIIEE - S EBEHE MR E
Wrig HES R H FE R 2 B Y Kubernetes BE (PVC) o (M UERIHERERIENR > A
B BETHEESBBTIER ; 81 - EATERMNEMEEE I ZEES LR o
FtaZ Al
SEBETHEE 2 EINEE .

1. HAREE RS ~ FE AR SEEIRIE o

2. $5% ontap-nas-economy EBENFER ° RA Qtree HiIEEHN LB S RIBEAS o

3. HH? ontap-san-economy EEENFZF ° R A LUN 28RS RIBEZS o

PR
1. P EsTHR B R IBEEIONTAPA I ERENTZNAES -
2. ATEFIVHERE RIE T ERNRAHIRE -

A BETHIR & R BRI R T

1. MNRHPNL BB RPOEEENMERKY - ARIFZIRAN - BR > MRELAERKY > RIERERIZ
RIVARSRAERS ©

2. BERARIKREFHRBIERGREIRER » HFAETER - JUERERIRPMAERFAFERIRE

‘imsmERA > B REEANIRE
PILATEIRE R/ BB R E &R B ] BiBEE o
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HRAR B &5

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"
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AEREEH)

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

LTS A E
i1 :

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{
.config.BackendName }}"

il 2 :
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

RELERIREL

1. HRNHRREA - RABRAUMKRERARERANRER » 7 EEMRE - fl
{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} ©°

2. Wt EMIREEA > HMIRERBERRRERRERERNLEEL

3. Trident R BRG] 7 BH FEUHAFRIR—ERER o

4. MNRERBEEEWE TR BT » Tridenti RN —LEBEHF TR E I — VIR B 278 o

S5 NR NAS &EERHIRER BT BERERB 64 5 > TridentRHKIRIRA R I BAERMIRE % o

REFBEMONTAPEESIZF » MRHIRE R EEB LIRS AR EEIEFRERN -

BTl ZE NFS &

fEMATrident > EEIMTE E o EMPEIIEIRE - W E—ESZEEB % =R P H A
HiHR& o

15

TridentVolumeReference CR FI:EIEE—{E TN 218 Kubernetes fn#a 2R~ 2 2+ ReadWriteMany
(RWX) NFS HHEE © 578 Kubernetes [REMRAZERFUTEL :

ZBIRIFEUERIUEREZ DS
FERAMFTATrident NFS M IEEERSITZR,
* RAEFE tridentctl FEREMIEIRE Kubernetes ThsE

EEET T B/{E Kubernetes #r54ZEfGAY NFS WA E B

231



re

________________________

TVol €—p

=
3
2

.......................

O [
H

TridentVolumeReference
primary/pvci
. < = 4 . :
----------------- - Storage B e
Volume
TRIRRNED

RERETERENEIRENFSEHE -

FRE EPVC AL ZAETE
B TEREEERFERCKRE PVC RERBIRER °

Y

9 BRI EEEMR /PRI CR MR
EETIEEIRTHREZMATREEREEIL TridentVolumeReference CR RIHERR o

e EEEaRZERIPEI TridentVolumeReference
BiZ a4 A BER & 1L TridentVolumeReference CR LB | AR PVC °

o EEEmATERAPEILRE PVC
BiEsmaTRNEE BEEINE PVC » WERAKIE PVC FHERIZKIE o

FeEZR R R =M B R =M

wiERLE > BoREZRHARATER SR EEEEE - REEESN B Raa=RBEAENIRENTE - £
EABESEIRPMERIETE
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1. KRR ZEEEEE | BIIPVC(pvcl ) ERFEMLERP » BT EBEmL TR AEZARER
(namespace?) f#H "shareToNamespace s¥fi# o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Tridenti21Z PV KE &R NFS EFHIRE o

° ISP LUERESR A IRIVEER PVC HAGZ @Rz - Al »

trldent.netapp.lo/shareToNamespace.
namespace2,namespace3, namespaceéd °

@ © WRAIMERNU T AREREIFAmRZER * - Al

trldent.netapp.1o/shareToNamespace. *

o AU EHPVCLLEL S “shareToNamespace BEFF A LUARINEERE o

2 *RETES | RBEFECEIBERN RBAC » UEFEHIEZEGLEMEAETEEHhATRIPET
TridentVolumeReference CR BIHER o

3. BEGATHEEE | THEGSEMAPEL—EIsRK RS ZEMAY TridentVolumeReference CR ©
pvecl ©

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BEEMATHEERESE | BiPVC(pve2 ) EBESHAZER (namespace?) fEF “shareFromPVC st LIS E
KR PVC o
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

()  EEPVCENRTHEINARZRRPVCENRSY -

RS

Tridentz&EY “shareFromPVC 7 B#Z PVC LifigsHRE » WA ER PV BU AR EHIREERNILES > X
R&ismZIRE PV L HAKIR PV #FEIR - B89 PVC Ml PV BEEREEEHE °

MEFEHES
CRIUMIBREE 2 Eap R EEH ZRIHIRE o Tridenti T2 FREI 2RIR AR 4 = P 2R E R FEVER - WREHHE
AR &R E e RN EFIER - EFE 5| BRI R ZERERMIFRR > TridentE M FRamR

[=]
oo ©

fEF “tridentctl get &T:HF5
fEA[ tridentct ERTER » R LUETT "get BUSFENIES - BZE R » SA2RELE | . /trident-

referencef/tridentctl.htmi[ tridentctl 85 < FN35E1E] o

Usage:
tridentctl get [option]
125

* °-h, --help: BRABGHER -
* -—parentOfSubordinate string : iFEHRFITEFREUHIEE L o
* ——subordinateOf string : FEHIRHITEHIEERN TER ©

PRI
* Trident A [HIE B R R EARARZHIRE - SRZEAXHHERHEM G ZRMILBELZEEH -
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 RESRIBIBBISICEPVCR S B HRPVCHITZEVEIR o “shareToNamespace 5&
“shareFromNamespace 53123 ffif# “TridentVolumeReference CR o B EHISHIZEVER » ABMIFRIEE
PVC o

* EBHAREEAEITIRIR - ERMEBGIREF -
BZEH
BTHRAREGLAEREHENESEN

* ' EGEERZERES | EEGATERESR" o
s BETE"NetAppTV" ©

Bt EERES

ﬁﬁﬁTrldent > 137]«,(*”%“ Kubernetes %’EE\EPTH %WFEI?WE,JIE%E%E$E&E§£E$E
TREGE IR & o

TR
EREEZRE  ARARERENBRRIRER—EE - It BEAAHERNRHTER

()  EonmmEEEEN TSR ontap-san'Fl "ontap-nas (EFEERITER o 1B QAT o
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o

E2)
RERESERAAIREESE

xR

BB RIE PVC LU F[&%
BamAEEEEERTERCKRE PVC hERAIER o

%f

BT EBEamR TR CR MR
EEEIEEIRTEIZHhRATRIMNEAEEIL TridentVolumeReference CR HITESE o

EEEHRZERTEIL TridentVolumeReference
BiZsn 5 IR £ &1I TridentVolumeReference CR LB |BARIE PVC ©

EEReREMTEILRE PVC
BiEar =S &R PVC UENKRFHZERPH PVC ©
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- EREABESESRIPHLIRIEE °

1. KRB EEERES | BEIPVC(pvel ) HEFBREHBEMBP(namespacel IR FHEBIZMmH TR LZ AR

PR (*namespace2) {#H “cloneToNamespace 53 f# °

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: pvcl
namespace: namespacel

annotations:

trident.netapp.io/cloneToNamespace:

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Tridenti£1L PV K E B IRFHFHIREE o

namespace?2

o IR LUERER A IREVEER PVC ARG ZEdmaZER o fla
trident.netapp.io/cloneToNamespace:
namespace?2,namespace3, namespaced °

®

o AR T AEREIFRA s ZERE * o Fli

trident.netapp.io/cloneToNamespace: *

o EE[IUEHPVCLLEL S “cloneToNamespace' BEFE AT LUARINEERE o

2 REEES | BRRCEEERNERAGHNEERIES] (RBAC)  WIRTFEEMATHEE EEEIEHAZTM
FREEIT TridentVolumeReference CR BYFERR © (namespace2 ) ©

3. HEMATHEEE | TREGREBPEI—EIERARH R ZERA TridentVolumeReference CR ©

pvcl ©°
apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:
name: my-first-tvr
namespace: namespace?
spec:
pvcName: pvcl
pvcNamespace: namespacel
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4. BREEmLTRERSE | BiPVC(pve2 ) EBEZEHRAZLER (namespace?) {#H cloneFrompve &
*cloneFromSnapshot » # cloneFromNamespace B $EE K IRPVCHIZEAR o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvcZ
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PR %1
* H5¥E A ontap-nas-economy SEENFENBCERY PVC » A EMETE o

fEFASnapMirrorfg 5%
TridentXz i — (B2 & _ERVRIGHR & SR E R E R BEHIRE 2 MR GEEZ » BilE
BERUBREKHER o EaIUERALATridentiZ &% (TMR) MG ETREBETERE
# (CRD) ZK#IT T FHR1E -

- 7EBERE (PVC) ZRIRRIIIBISRIA

. BIHEE > RIREERRI%

© FTHESERRA%

C ESEIBRT (KFEERE) 2SR RN E B

- fEEBIRNMEEE BN » BRI EISER o

BREBIRIRMF
EREZAD > SEEERME LTI RIGM -

ONTAP#HE&E

* *Trident * : {EFONTAP{EABIFEHIZR Kubernetes 3£ B1Z Kubernetes £ _F % B7Z7E TridenthiZs
22.10 EShRZA ©

* 5FE]EE ¢ AR ERREERIONTAP SnapMirrordEEZ 5T Rl 58 A JHTE2KIR ONTAP &M BIRONTAPRE L
RSFR © 5528 "ONTAPHHISnapMirrorsF R M T #RE % o
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LONTAP 9.10.1 [ > FRAFFRIsEILANetAppeF rIEE XXM (NLF) BIFZ 3T » B — BRI AR B 2 EIhEE
BYBE—>Zff o 352 R"ONTAP One MEMiHIEF A" THRES o

@ &2 & SnapMirrorFE[GI 2 {REE ©

HEHE
* BEM SVM | ONTAPHFRIRV AR EERE - H26) "SEMSVME FEEIIM THRES -

() ®EWEONTAPHEE RIEMRIAHRERIN SVM 2IBRE— -

* * Tridentf] SVM* : ¥#Fizis SVM A Bt BZEE Y TridentfER ©

X ErEESNZI0

NetApp TridentZ1&EFNetApp SnapMirrori i THAIR BB S » ZITMER U TREEN ZIRIVGEEFLER -
ontap-nas : NFS ontap-san :iSCSI| ontap-san : FC ontap-san : NVMe/TCP (RIEERKONTAPHR
7 9.15.1)

@ ASA 12 ZIEAZIREASnapMirroriEITHIFREE R - BRIASA 2 RFRER > F2R" T EASA
r2 #FERF" o

RIFFEPVC
RIKIRIE LD B - W fEMA CRD A > EXHIREN SR & 2 R REGERIE o

TR
1. 723 Kubernetes 5% F#ITTHIPER
a. AT AL —E StorageClass ¥ “trident.netapp.io/replication: true £3[&] o

I+

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs

trident.netapp.io/replication: "true"

b. {FERSCAIEIIAY StorageClass E1iL PVC ©
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. ERFHERRIREAGREEEN -
BIF

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

TridentB{SHEIR & A SR E AR E R B AT ERRE (DP) AkES » A%BIEA MirrorRelationship BYAKEE
1AL o
d. BY48 TridentMirrorRelationship CR IEX{S PVC FIAERZFEF] SVM o

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. 1£§#4Bh Kubernetes #£&E FHIT YIS ER :

a. ¥17—1{@ StorageClass > ME&E trident.netapp.io/replication: true & o

I+

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. i 8= BRMRFEEANRERE CR -

I+

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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TridentiE AL B MIRIZRAEME (SONTAPHITERR(E) EIZSnapMirrorBifR il B ELEITHIIAME ©
c. BII—@E PVC > {EAATEIIA StorageClass E&EBN#ZEER] (SnapMirrorB1Z) o
B+

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Tridenti# %2 TridentMirrorRelationship CRD > ¥R ZRMARTEIE » BB HAREE R o UNRIZTEULRE
% > Tridenti& (R EAIFIexVol volumeRE T2 MirrorRelationship FEZEMEIR SVM HZER SVM
Fo

Tridenti & F{% (TMR) @—7%& CRD » ©&/n PVC ZEEXNEZEN—I% - BEE TMR EE—EKEE » ZikiESE
R TridentfAZZRVARAE B R - BAY# TMR BB LU TARES ¢

* BRI - A PVC BEREGRAGHNERE - ER—EMBIREE o
* BEE At PVC AR BRI RE - BRIRARGRE o
* BRI At PVC BERGRFHNBIRE » ZARINZRGREEFED

° MR BIZHRE QR EICREE AR > N BFERAENELNNRE » AATEER BIEHEENR
o

° WNREHRE 2 BIRARREILR G > I EMBILAERERK -

EETRISMNE R Y HA RS (R 2 SBENPVCRYZETT
7£%H8) Kubernetes =& F#IT 38R ¢

* 1 TridentMirrorRelationship B spec.state fIE % promoted ©

st BIEELIR AR EERAPVC
HEEFEIKIEER (B%) #R ST T ERLURAEEE) PVC !
&u%
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1. 7% Kubernetes #£ + » #37 PVC HIREE » W SEFIREBIEITTEHH o
2. 7£F Kubernetes &£ > 137 Snapshotinfo CR MU EVSAZRFAAE T o

B+

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 1£4##BN Kubernetes #£ t > #& TridentMirrorRelationship CR BY spec.state {17 promoted > Aif
spec.promotedSnapshotHandle B A IREBRINZRLTE o

4. 1E%HBh Kubernetes #£ > BT TridentMirrorRelationship BIHREE (status.state (1) SEZIEF ©

WIEEBRIMERGRF
EWEREREZR  BEERRESHERFIR—77

1. 7E§#B) Kubernetes £ I > :5FE{F TridentMirrorRelationship _E#J spec.remoteVolumeHandle H{IFIED
B

2. 1£%#HBh Kubernetes £ E » #& TridentMirrorRelationship B9 spec.mirror T\l $i% reestablished ©
B ANt
Tridentz & ¥ F IR @ A SHEN AR @ NI T T FIR(E -
R EPVCESREIFTAVEEEIPVC
ERERICEHEE EPVCERBERAPVCE o

1. REEEE) (B1E) #E MR PersistentVolumeClaim #1 TridentMirrorRelationship CRD ©

2. tFE (KJR) F=EFMIBR TridentMirrorRelationship CRD o
31X (KR FELAEEWHEE (B1Z) PVC EBII—@EHAI TridentMirrorRelationship CRD ©

AEHB - THRBPVCHIRT
PVC AIUREE—RRAEA/) » MREFEBBEAAK/] > ONTAPRK BEHEREAER flevxols °
it PVC BIR1E R
AEBRER > BHBEREENHIRE T FHE P —IERE
* MIFREEEBN PVC LRVSRRRAA - SERIREREF o
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* 2{& > 15 spec.state BT A promoted ©

fipr—EPVC (ZATEHK)
Trident@F R EERHERMN PVC » W EMIREIRE 2 ATFZIE R -

kg TMR

MIBRERIRRAA—EIA TMR 2 EFIERA TMR 7ETrident5erl IR 2 ATEHH 2 promoted HREE o U RIEZMIFRAY
TMR BB promoted AREE » BIRTZIE IR REG% > TMR iS5 MIBR > Trident& 1§ A% PVC 1874 ReadWrite ©
LILEMIBRIRVE S TR ONTAP R A FEIR & BYSnapMirrorst B i o AR R E A ILHEIR & R 8 &RA1Z » BITEENL
HAVERIRRAART - MBEFA AR established HEHEEEBARAERIFET TMR o

ONTAPTEAREY > BERTIREARAA
BRRAREIIBEIUAMER SR o IEATLUE “state: promoted B “state: reestablished’ FA B ETRAAZRIMRNL ©

BB E IR A SR ES &R - ] LUER promotedSnapshotHandle 67 4% B el & 2R FIA4F
ERER ©

ONTAPER4Z T E FT iR 1% RH{%

&R LUER CRD #11TSnapMirrorEB i » MEETridentEIONTAPEE EHIFELR - 2 EMUT
TridentActionMirrorUpdate FIEEHIFE T :

B+

apiVersion: trident.netapp.io/vl
kind: TridentActionMirrorUpdate
metadata:
name: update-mirror-b
spec:
snapshotHandle: "pvc-1234/snapshot-1234"

tridentMirrorRelationshipName: mirror-Db

“status.state’ B TridentActionMirrorUpdate CRD HIARIT o ERILABYE FIh ~ 1T 5% KB o

fEF CSI #hix

TridentB] AR B LA 75 TR M st 28 ST FG R & W A EL M AN R Kubernetes BEEARRYERES ¢
"CSIHRIEINREE" ©

L

fEF CSI ?E?¥11Jﬁb » A LURIR IR o] A @I A R E R EIR T4 - 115 » EiRARFSHER 25T
Kubernetes BIESZE 7 BN EIHAVEIE o B UMUN—EEIFEANARERE » B E&E - 27
FEEZEINEETATEEHAEL > TridentffEAET CSI R o

TRESHR CSIEHINRENEE EE .
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Kubernetes 1t 7 MifERFHI IR @A ERT -

* #1 "VolumeBindingMode 5243 "Immediate’ Trident8 2 &K2 B ERHERA] © HIREHEMSEAET
$237 PVC FFRIE o 'S 2TERRE © VolumeBindingMode R T & HI I THIZELRIEEE - FAMSEHE
I ARFEEK pod RISAEEK o

* #1 *VolumeBindingMode :& €% *WaitForFirstConsumer PVC IS A 4 HERE & A S FN40 E RS » B
ZIEM PVC B9 pod WEBEFEEL © B4k » PRI LU HERE & 2 m B IR B R fI I TAYAEAUR o

i

(D) 1 WaitForFirstConsumer S8 s FBEHEHRE o SATLUBILR CS| FEALINAEREF -

IRBEAE
BEM CS| IRIAEH » CRBUTH :

* FE1THHY Kubernetes EEEE"Z 121 Kubernetes higzs"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* BETHEIELEMAIZEE » LEEIREERFIFES] © (topology . kubernetes.io/region
‘topology.kubernetes.io/zone) °© fEZETridentzai > BEFHEIE H* EZEEELEZEER > U
{ETridentSESTRXENIRILLEHE ©
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

SR 1 BRI

TridentfAZ & IR AR AIRE T AEEFE A ENEE - SER IR LUEF—(EnTE4A45
“supportedTopologies' =R MPTZIE V@I FIME S RAVEIR o HHLEAILLFE& IR StorageClasses » RBEER
TEN&ES/ &R RENERENAER A FEILMEE o

UTR—ERIREZRLA :
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YAML

1
storageDriverName:

version:
ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5
svm: iscsi svm

username: admin
password: password
supportedTopologies:
- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.

topology.kubernetes.

JSON

®

{RE]LLEZ “supportedTopologies' EEfETZ Mt 2 a0ULE ©

246

1,

"storageDriverName":

"version":

"backendName" :
"192.168.27.

"iscsi svm",

"managementLIF":

1] ",
.

svm
"username": "admin",
"password": "password",
"supportedTopologies": [
{

"topology.kubernetes.

"topology.kubernetes.

"topology.kubernetes
"topology.kubernetes.

StorageClass A LR HEY A EFER
TridentE E R IR —EMIRE o

io/region:
io/zone:
io/region:

io/zone:

"ontap-san",

n
5"y

io/region":

io/zone":

.1o/region":

io/zone™":

“supportedTopologies' ARt S AR I &M D EAEE o

== oo

IBE °

us—eastl
us—-eastl-a
us-eastl
us—-eastl-b

"san-backend-us-eastl",

"us-eastl",

"us-eastl-a"

"us-eastl",

"us-eastl-b"

BEREMPERKRT
HN B RIRRMHNEIHMN AT A E FERH#TE

ESREUATER :



version: 1

storageDriverName: ontap-nas

backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5

svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.
storage:
- labels:

.1o0/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall
io/zone: us-centrall-b

workload: production

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.io/zone: us-centrall-a

- labels:
workload: dev
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.io/zone: us-centrall-b

EEEBIFH > “region'f zone IREAREFMBE o “topology.kubernetes.io/region’#ll

“topology.kubernetes.io/zone JRTE ffEF A AT AN IR ©

TR 2 . ERIDERIEEFLER

R IR AR R E P ENRAAVIRIEARE > AILAE & StorageClasses KRB SHRIEEH o ERREMLREFHRIER
PVC sERBVREEHR » LURMPLEEIREFE R U A TridentfR HBVHERE o

A2 RN T A

io/region: us-centrall

io/region: us-centrall
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata: null
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions: null
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: extd

7£ Lt StorageClass & ° volumeBindingMode "5&E4A "WaitForFirstConsumer ° fEFIE
StorageClass &K PVC RBTE pod F#5|BEAZHIT o f > "allowedTopologies et E{FE V& sy F &
[E o i "netapp-san-us-east1 StorageClass TEf#FAE L33 PVC ° “san-backend-us-east1' & inE&EIN_EFr
7t o

SER 3 | WIEAEFA PVC
#217 StorageClass i EHHFER B IRE > IRTERILIEEIL PVC ©

A2 REEH spec’ AT !

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us—-eastl

{ERLEERE RS PVC BEEUTHER .
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

77 ETridentfZpREE LS B PVC 455 > 55EMA PVC & 52BN T &4
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Ltk podSpec $5 Kubernetes #&# pod FAEFIFER FIUEREIR L © "us-east! 7EZ@IFH » BEEFEMIFE
RUEREL o “us-east1-a B F ‘us-east1-b @i

mEENTEHL ¢
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHERAER supportedTopologies
AUEHIRENER » FEEZLUT/BE | supportedTopologies M “tridentctl backend
update ° EAEHECRKNENETE » REANREBENPVC °
EHEZER
 EERRER"
* "EELEIERR
s "M A RFEAM "

* SHENATE"

fEFRIR

Kubernetes A EHAIRE (PV) BYMEHE & (RER 0] LA 37 btk & B ELE RS R EL R 48 o f&|li)
I FER Trident2 i AR ERYIRER » EEATETridentZ SMNEILRVIRER » IRBREEILN
HIR&E » MURICIREBERMIEEE R o

B

SIREZT IR ontap-nas ’ ontap-nas-flexgroup ’ ontap-san ’ ontap-san-economy °’
solidfire-san ’ gcp-cvs ° azure-netapp-files * # ‘google-cloud-netapp-volumes' Bt o

FIsEZ Al

LEFRRE SN EREEINIRERZEFIZIF BTEREEZ (CRD) ° 52 Kubernetes #RHFes (140 :
Kubeadm ~ GKE * OpenShift) BYEE o

MRIER Kubernetes Z{THRA B = RERIZEHIZ3H] CRD » s 2 RB[EIE MR E REEZERI2F]

@ YNR7E GKE IRIFFRIUIRFHIRE IR » A RBEITIRIRIEGIZS  GKE ERAREIISRIRIRE
Gl
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BIHIRERER

TER
1. B2 —1{& "VolumeSnapshotClass BZ{E 8. > s520]..."&RhIB4E"
° 32 “driver 5@ Trident CSI| EEEHFZT ©

° deletionPolicy AILL “Delete Z{#E “Retain © 5RE4 "Retain BMEEELUTIER » fEHEEL
MEEEEIRBINEMHEE | VolumeSnapshot #11E 4 RIS o

B+

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BIIRBPVCHIIRER o
Ll
° ILEEHEIIIRA PVC BIIREE -

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

o IHEFIARA pvel RIBATERES pvcl-snap °© VolumeSnapshot £8{L15% PVC » i B BAE{E
PVC #BRH# o “VolumeSnapshotContent {tRBIFIRBRIEH R o
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

> SRETLUEEAIH VolumeSnapshotContent $5& 2 “pvci-snap BBt SRESHARLE 1R o 3 “Snapshot
Content Name' s AR LEIREBAY VolumeSnapshotContent #J14 © 5& "Ready To Use' L2 #FRRIREE A
FARSEIIAREY PVC ©

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%
Ready To Use: true
Restore Size: 3Gi

N E RBEEIIPVC

1ZE] LA “dataSource /47 VolumeSnapshot B VolumeSnapshot 17 PVC “<pvc-name> {E2 &2k
IR o PVCERUESERE » AL EEIZTIMRE L » MWEHEMPVCE XM °

@ PVC B E R E BRI RIRIEI - 2E"MHE | EEFEHERARIHE Trident PVC 1REEEL
PVCo"o

WU T EHIMERLU T ATEEIL PVC © “pvcl-snap {EAB IR o

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

EEA IR & IR

Tridentz#F"Kubernetes TASLEE E R MIZ EEEBF EIE B FESEIE "VolumeSnapshotContent fETridentZ §hE
LAV FNEE AIRER o

ez Al
TridentS EZIUKEA T REBHRE o
1. &3#E1E8 | B —E VolumeSnapshotContent 5| B &IRIREBAIYIMY o B EXEN TridentRRVIREB TIER
2 o

° IEEBIRIRIBAVZATE annotations fEA “trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

° 5% ~<name-of-parent-volume-in-trident>/<volume-snapshot-content-name>1£ "snapshotHandle iE2
SNERIRERIZEN IR (H AR TridentAYME—EEH © "ListSnapshots F&IF o

@ & “<volumeSnapshotContentName>"H % CR &5 RH » ARFE X AE IRIRELTETE
UTEg ©

B+
UTFEHIEIL T —1E volumeSnapshotContent " 5| B IRIRBAIEHR " snap-01 °
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2.

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

E3EIES | 37 "VolumeSnapshot 5| CR “VolumeSnapshotContent' BH o 15 2 ¥ {EFRERAIES
"VolumeSnapshot fE43 E HYan & ZE IR ©

B+

LUF 6323 7 —1E VolumeSnapshot "CREFH " import-snap EHIR "VolumeSnapshotContent®
[P "import-snap-content °

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

NERIE (BHEIRE) © INPREBEXBFTEINAR VolumeSnapshotContent\II‘ZE‘/E
‘ListSnapshots M o TridentBIETY “TridentSnapshot ©

o HMERIRIZFZINERE VolumeSnapshotContent "E) “readyToUse AR “VolumeSnapshot ' E|
“true°

° Trident[E]$F readyToUse=true ©

{EEIfERE © B —{@ PersistentVolumeClaim  BFHBY *VolumeSnapshot > HA
spec.dataSource (Z#E “spec.dataSourceRef &&= "VolumeSnapshot #£4 ©

I+
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AT —ES| B PVC B VolumeSnapshot "#3% " import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ERRIRIREHIR & R

FERERT  REBEHREREEN > UEFRERAUTAREENHIEENRZAMERM | ontap-nas’#l "ontap-nas-
economy T)i% o B{FA *.snapshot EIZCIRBERERIMBEEE -

{EFRHEIE & IREBIZ[RONTAP CLI i & B R EI SR RIBPECERAVARES o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

@ ‘gt%}?'rﬁﬂﬁéﬂzkﬁ% » RAWKRERERKNER - BIIRRREISREMIRE BN FHRNEERgE

TERIRETIR M BETRINIE

Trident#] A REBIZHRIE ~ [RAIBEFEIMIEINAE TridentActionSnapshotRestore (TASR) CRe It CR1E
A5EHIM Kubernetes 121F » IR ERBEBEAEFHAMRE ©

TridentSz 1B REEIR1E ontap-san ’ ontap-san-economy ’ ontap-nas ’ ontap-nas-flexgroup °’
azure-netapp-files ° gcp-cvs ° google-cloud-netapp-volumes ° #l “solidfire-san’ GJi4 o

G Z Al
s ZBHER B4 E MIPVCHN B FRVRERR @ IRER o

* FESIPVCIRRER B EMIE o
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kubectl get pvc
* FESTHATRE IRIRE A TAE o

kubectl get vs
HER
1. #17 TASR CR ° L& HIAPVCEEIICR © pvel TIHMEEREE “pvcl-snapshot ©

@ TASR CR SBfIR PVC A VS 1M 25R o

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. FEF CR {EIRIRINIE o ULEBAITEIRIRIRIE pycl o

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

nld:l:%
Tridentf¢ RIRHPIERE K} ISR LABRSR IRIRIERGIRAS

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident
resourceVersion: "3453847"
uid: <uid>
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:

resourceVersion: ""

* RZBHIBERT > TridentNEERERMEEFES - LHEEZBRAITILIERE

@ * REEIEEHMRM Kubernetes EAE Rt EEEIEE R FHRA ST HEARE R fraZRT
3 TASRCR ©

&2 = RARGIRIREY PV

& 27 R R IRERAVIF A AR E R » HEMI Tridentliix EAE 24 TIETEMIBR) ARAS o MIBREARR & RER LM
FaTridentidiE &

EPEHARRE IRARIE 25
YNRITHY Kubernetes SE1THRAEL S IRIREERIZSA CRD » ERILUITFHEEF -

1. BIHRERER CRD ©

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. JEITRAGEERRS o

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ MBEME > FTF3 "deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml i &8
¥ "namespace #TIG R R A ZER ©
NERAELS
* "BIRER"
* "EHIREEE"
fEREIREE AR

NetApp Tridentigft T B Z AR E (—4HMIRERER) REBAVINAE » ATAREILFA
FERR&E (PV) BY Kubernetes HAEREABIRER o AR EAHIRER TR RTE R —BF BRI Z(ERERE
& HPESHIEIZ o

@ VolumeGroupSnapshot ;& Kubernetes FRAVBIEARINEE » H API thEE RIS ARPEES ©
VolumeGroupSnapshot FiEHIE{E Kubernetes R4 1.32 ©
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B ETAERE

HMAARIBZ 18 “ontap-san’ ILEBENTZ(EBAN iSCSI 193% > M A ZIELMIBE (FCP) 5 NVMe/TCP - B4
ZHi

AFEMRIGE Kubernetes hRZA% K8s 1.32 S EE S AR S ©

s HEGHARE AR INPIRRERIZRFMBEFTEIEER (CRD) ° 52 Kubernetes #R#E2s (/a0
: Kubeadm ~ GKE ~ OpenShift) BYEE o

YNSRIEHY Kubernetes SAThR AN B ZIMEBIRIRIERIZZA CRD > SR BI[EIZ IR & IRIRIEFIZE] o

@ Y12R7E GKE IRIEHFEIMRBEREMRR > AIFRZIIRIBIEH|ES o GKE EARERIEREIR
BRIEHIES ©

T_T?E”?"“%'J%S YAML 1 > &7 "CSIVolumeGroupSnapshot #&IHAEFIER A& “true” » LA FE(RER FRHAFR B 4B IR

* FE{RFRAE PVC/HEEERER— SVM £ » LUERESIEEIL VolumeGroupSnapshot ©

* T£BI% VolumeGroupSnapshot Z A » :55L## 17 VolumeGroupSnapshotClass © BEZ{5 8. » s5 25" & M4H 1R

72 Sk mn
fefg" o

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERRANFEEFENEIAAMEREN PVC » SiEERBMIEERAR PVC -

LUTFEEFIERU T AEEZEIL PVC | pvcl-group-snap  {EABRKRIIZEE
‘consistentGroupSnapshot: groupd ° IRIBEEMERERZEHAVEME o
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kind:

PersistentVolumeClaim

apiVersion: vl

metadata:

name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA

spec:

ac

re

st

* B ABHEREBEIREAAIRER (consistentGroupSnapshot :

cessModes:
- ReadWriteOnce
sources:
requests:

storage: 100Mi
orageClassName: scl-1

IEEE A2 ST @ AR IRER

apiv

kind:

meta

ersion: groupsnapshot.storage.k8s.io/vlbetal

VolumeGroupSnapshot
data:

name: "vgsl"

namespace: trident

csi-group-snap-class

OupA

RERBEFAMHERE o

70

7R
ARy

i

k7

A

721

&

groupA) TEPVCHIRRE °

HEREBIER—E

terl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot

spec:
volumeGroupSnapshotClassName:
source:
selector:
matchLabels:
consistentGroupSnapshot: gr
EREHARBIMIS AR & B
eI AR E R MR @ AR TRIB—E0 7 B I AV REIRER
IEEEC/ R ©
AR E IRERZIRONTAP CLI AR & IR IR 2 ST AT REB PECERAVARES ©
clus
vol3 snap_ archive

®

BRIRERISE > HAUKRERERKER - BIURREIASRHHERERENFIMHNEEREE

g o
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WRIREITRUBSTRIRIE

Trident®| B IREBIRMHIREE « RIUFEFEIMIEINSE TridentActionSnapshotRestore (TASR) CR e Iit CR 1E
75814 Kubernetes 121E » TEIREEN BT ERFARET

BRFAER » B8R "LIRRETRMAEERME" -

MIFRE = BB B A RIRAY PV
fHPREF AR BARR & TR AR

* (@B LUMIFRZEE(E VolumeGroupSnapshots > M EMIBREFAEFAYE —REE o
s MREFASEERBIE R TRERZITAE > TridentZ G EBE TEEMER) AREE > AANBELRBIFRR

R e L 2 MMIFFZE

INRERDARIRIRET T 5efE - AREMIERZEHE - RISRRTERERETOEIRE L EERD TR ZA
s AMIBREZ A AR o

EPEHARRE IRARIE 25
MNRIER Kubernetes 2EThRAEL S RERIZEHISSF CRD » EETLUNTERBER -

1. BIHRERER CRD ©

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. F2ATRAREERSS o
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ WMAENME > TR "deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml i 88
¥ “namespace #ig B GV AR 4 ZE R o

TERAERE

BRI’
IR
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EIRHEE T Trident

4k Trident

H 4R Trident

7€ 24.02 hiAFAYE > Trident@IEINE R Y& MEIZ - SFEEM=FEERAE - FERMhkZ
ERLAAIBYRRAS 23 ELEE - MR MHFRTINAE « RUAEIESE - SRR E1EMCE - BPIEREE ) E
FFR—R > LIFTDF A TridentBYFRIAAE ©

FHREIA R EIE
AR ER AR Tridentts » :HIEUTEHIE -

* E4ATEH Kubernetes &2 EIFAE MR M » BEZRZE—(ETridentEH) o
* Trident 23.07 RESIRAEE v1 HIREE » FEXIE alpha T beta [RIE o

* YN IT7E Google Cloud H1%17 7 Cloud Volumes Service » "CVS #5485 S A BB & IRACE 7 S
“standardsw' (& “zoneredundantstandardsw ¢ Trident 23.01 F4RFEHIARTFSZE 4R o RAEEHT “serviceLevel
BIEHIER]REE IR @ RIE - 2% "CVS RFFLERER M THRFIS

© FHRES > FBIEMEMHLUL TS E “parameter.fsType 7£ "StorageClasses i TridentfE/ o & 0] LAMIBR I A
2 "StorageClasses TR ERBRENFERT ©

° ERBHEBMITHER "22FIE"BEAR SAN £ °

° https://github.com/NetApp/trident/tree/master/trident-installer/sample-input [EEHIE AN B 6 = &4 -
N nttps://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-
samples/storage-class-basic.yaml.templ[storage-class-basic.yaml.templ ] B4
storage-class-bronze-default.yaml °

c BEER  A2RAEHEE" -

TER A 1 IEERRAE

Trident BARASEEE BHARVERRARA o "YYMM asiRBAIR > TYY) BREMHIREMUET >0 MM 28
17 o Dot hRZEE "YY.MM. X $ZERIER) » Hep X" 2T F4R - MREERBZ B AIRAEZZAREIBIRRE

s R EIEAREIS B R R AAEE R BIBINENR 1R E AR B AZRRE o FIa0 » SR EIERE 24.06 (
SEf 24.06 B9/ RRZAS) FHARE! 25.06 ©

* RGBT ERRASREUIMIRREFAR > SFRITS T ERAR o sARRARREBEITIRE o "FHIRAEIE
I BRIRRATFHREIFT S LAk AR ERIRIThRES - HIU0 > MRIEBRIEITHE 23.07 hitds > WL EARE
#&% 25.06 kR4S :

a. BHRFABNE 23.07 FH4RE 24.06 ©
b. SR 24.06 FH4RZ! 25.06 ©

£ OpenShift B3 F & _LERATridentEE FEITHAREF > FEFA4RETrident 21.01.1 HEFHRA ©
(D B 21.01.0 lRARHN TridentBEREE—EEARIE - BRIBEFE 21.01.1 RADIERE - B2
SEES0I.. GitHub LRSI -
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TR | BERBLERE
EERTERVZETridentBFFRERARRZS
1. {#F3 "kubectl get pods -n trident I & & 3k o

° NRRBIRIEEME > Trident@FEBUTHRLEN | tridentctl ©
° YNERYZTE operator pod » Bl Trident @& @ Trident operator FENZEERY > S{fEH Helm ZEER o

2. NRBEIRIEERE > F5{ER kubectl describe torc' BEE Trident2E{E A Helm %28t o
° YIRA Helm 125 > RnTrident2 A Helm L[] o
° MNERRE Helm 128, > BIR R Trident2FE A TridentiREE FEh LM o

TR 3 EEARAR

BEBERT > CREZERENAREARNAGEETAR  BRIEMAEILL. "LEGEZ HREHR" o A4 Trident
BiEEEE o

* "ERATridenti®FEEITHR"

(© BEEBCEE TRBESFE TR ERESHEIRIA -

B EEREETHAR
TRRIBEBFHR TR

EFEATrident2EE A4k Trident2 7 » RFER 7 BEFH RIS £ NS SRIEER - E81E
HTridentiZEHI2S ~ #2428 Pod FIEIRL Pod LUK EREE DaemonSet VB » LUBIREHE
o

Tridenti2EE 4R ERIE
Bz —"EHATridentZE FHIF R "LEMNFA K Trident EFZEBEHEEIE TridentH] Kubernetes % > MAEH

ENIRENEREMIERE c BH%—K > TridentfBEZIRSEHEREMFA 4R » HER > "HEEEHN" - AEBKHR >
TridentiEBE 78 Kubernetes &£ :

* BRI EFREIL Trident Controller SREFEIBL DaemonSet °
* #Trident Controller Pod #1Trident Node Pod 12 HhRZ o
° MNREEERGZ A TR > WAIHEEETRLRVEERT
° QHIEIT T Trident Node Pod HYERELA AEHM AL o

A Kuberetes %4 ETrident 2B S &8 - SR © "TridentZ2fi" o

IREE AR TERIZ
B ERATridentiEE FERENFHARET
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1. TridentEHEF :
a. &R Bl LM Tridentlkzs (RkZs n) o
b. EHFAA Kubernetes HXR » &1F CRD ~ RBAC HTrident SVC ©
C. fBRhRZ4<% n BYTrident Controller ZB3& ©
d. EIIHRZS n+1 B9Trident Controller 2B o
2. Kubernetes % n+1 #17 Trident Controller Pod °
3. Trident BT :
a. filB% n B Trident&fi%h DaemonSet © RFE R B EFHIE Pod A2 LE o
b. & n+1 B3I TridentEiRhTEFETNE ©
4. Kubernetes TER#{TTrident Node Pod n BI&i%4 L3237 Trident Node Pod ° &% Al A RER—{EI &R Lokiz
A EEBB—ETrident Node Pod > EzmhRASIN o

£ Trident Operator 3¢ Helm F+ 4k TridentZ&4E

&R LAfEA Trident Operator F&1F &K Trident > AT LAER Helm EfTHER o R —
{E Trident Operator Z&£F+4Rk 253 —1ETrident Operator Z4£ » Z{t—1@ Trident Operator
LEEFHRZ 5 —1E Trident Operator Z4% o “tridentctl 22| Tridenti2EE R - BE "5
ERR S U TEFH AR TridentiR(ERE RS Z Al ©

FHiRFENZEE

TR Ut E L E N TridentiRFE L RARES —EREHLER TridentiRIEE LI o FiA TridenthR 2<EREFA
EHEVERTT -

@ HENMEASREEERIBER FLEMTrident (Hks 20.07 & 20.10) E1TAK > /ER TS
FHRERPA ¢ "B R ERYRRZN Trident o

RAR LLAEFS
Tridentig it T —{ERADSX M » GBI BB XL 2L Operator Mi 2 {8HY Kubernetes AR AR I RABEI 4 ©

* HRETT Kubernetes 1.24 BYEEEE » :5E A bundle_pre_1_25.yaml" o
* HNETT Kubernetes 1.25 S EShRASHIEERE » 55 bundle_post_1_25.yaml" o

FaYaZ Bl
FRERERANEIETEITHN Kubernetes 3£ o "51EMY Kubernetes 7" o

SER
1. FEEIEM TridenthR s -

./tridentctl -n trident version

2. % operator.yaml > tridentorchestrator cr.yaml > # post_1_25_bundle.yaml EREFA
EIRVRRZAS (BIg0 25.06) HUEERFNBRRERTE » UK IEFERIEE o
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3. MIFRAER ZE BRI TridentEFAY TridenttR(ES o HIU0 > MREHE 25.02 A4k > BHITUATHS .

kubectl delete -f 25.02.0/trident-installer/deploy/<bundle.yaml> -n
trident

4. MBEEABFIAEIT T VAL TridentOrchestrator B » B LI4FEE “TridentOrchestrator' FEFMEER
ZEERBNYIME o S0 AEEIEAEGIEISEE SR Tridentf] CSI MR Z 8% « BB EE A stHISEMGHIENS
SEFTMAYEEES o

S. FEARBERANICIRIEAIER bundle.yaml 122 Z % Trident » E <bundle.yaml> 2
‘bundle_pre_1_25.yaml'Z{#& “bundle_post_1_25.yaml'tR1E&HI Kubernetes R o Filt0 » MNRETIEER
$Trident 25.06.0 » FEHIT MG !

kubectl create -f 25.06.0/trident-installer/deploy/<bundle.yaml> -n
trident

6. HREE=XHIERUEZE % 25.06.0

4R Helm Z2t

A LUK Trident Helm Z248E o

EBEZE Trident BKubernetes Z=EE 1.24 ARAFH4RE! 1.25 HEShRASF > HBEH
@ values.yaml #EZE#1T:RE o “excludePodSecurityPolicy El “true S 7xi0 "--set
excludePodSecurityPolicy=true % “helm upgrade 4R EEREEZRNITIEH S ©

MNRIEER Kubernetes FENE 1.24 F4RE] 1.25 » BRF4RTrident helm > Bl helm FHAR#G R - BERINF 4R
Helm > sBEHITIUTHER ¢

1. T E ZEE helm-mapkubeapis 14 https:/github.com/helm/helm-mapkubeapis °
2. TETridentZEEFRTEMISI R ZRIF » HTridentiR AT —REHETT - EEFIHT EEBEMNER ©

helm mapkubeapis --dry-run trident --namespace trident
3. £ Helm HITSTEETLUIETEE -

helm mapkubeapis trident --namespace trident

1. MNBRIRER Helm 227 Trident o "YREJLAER “helm upgrade trident netapp-trident/trident-operator
--version 100.2506.0'—F Bl a] F4k o MR EZEHIE Helm EENEAFERTEITHER :

a. R TRk Trident'GitHub _# Assets 289" o
b. 58 “helm upgrade’ EH#5< “trident-operator-25.06.0.tgz' ) B IEAE EF4R B HIRR S o

267


https://github.com/helm/helm-mapkubeapis
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
../trident-get-started/kubernetes-deploy-helm.html#deploy-the-trident-operator-and-install-trident-using-helm
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest

helm upgrade <name> trident-operator-25.06.0.tgz

MBLEIAZEIRIRET EFTRE (BI0 - BTridentil CS| MBI ABGER)
(D #MMMTAZ : helm upgrade B2 EM —set BERIBLBE SHARH T -
TSGR ERATERE -

2. 1% “helm list FESPEIRMERZRAHIEF 4K © B “tridentctl logs' EEPIA A A
fit “tridentctl’ 24 E|Trident}R{F &
TR AR FHL BRI RIARAN TridentiBE F  “tridentct] 28  IRBMBIRMPVCHR BENATA ©
@ AR ETTAZA > SBRER "LE A2 EHER"
1. FEE#MARAITrident o

# Download the release required [25.06.0]

mkdir 25.06.0

cd 25.06.0

wget
https://github.com/NetApp/trident/releases/download/v25.06.0/trident-
installer-25.06.0.tar.gz

tar -xf trident-installer-25.06.0.tar.gz

cd trident-installer

2. Bl7E “tridentorchestrator' 3R B & 8 {4 CRD ©

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. EHEEEr R =R P B R EBEBVIRIER o
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. gl3EZ—1{@ TridentOrchestrator Z&t Tridentdy CR o

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true

namespace: trident
kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4dls

5. FEERTridentB AR ETEHARR A ©

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v25.06.0

269



B tridentctl E{TFH4%
AT UERU T AR RARIRENTridentZ8E tridentctl ©

RARSIEAETS

FRRS L aE N B LE TridenttBE R FHAR o ENE(Tridentfs > Trident2PEFEAMITAEEER (PVC) MiFA%E (PV)
AEWMIER o TETridentBE4AREAR] > E:REM PV I RIA ; Tridentiii843 L% » BB ATEILHAREIAE[ PVC
REMHRE o

FIsEZ Al
BEEEARGVABRAIER tridentctl o

im%
1. BITEIE A< “tridentctl B FREA TridentFAEEIFA B EIR » 1B/RE CRD FAERAYM -

./tridentctl uninstall -n <namespace>

2. EFHZETrident o BE"(FH tridentctl ZZETrident" o

() stmhirpER - RERBRETAM o

£/ tridentctl EIETrident

58 "TridentZ2 461 61FE “tridentctl’ AR M H Trident WG EFIRIG < HIBERTE - A
ESIREPRAY Kubernetes £ & B EA ER L& Tridental EIEEI Z Trident pod Han$4 ZE
A o

i LIRS

{REJLUETT “tridentctl help BUS B] a2 53R “tridentctl SKHINN “--help’ BERIIE S HIEIRES > BIRIEUSZEE
IS HYERMRSEE -

tridentctl [command] [--optional-flag]

Trident “tridentctl’ &2 B AN LB U T s LB IHAZES ©
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L)

A

=

create
ATridentfTZE IR o

delete
K TridentfBbE—EHZEE IR ©

get
W TridentEEN—IR ZIRHIR °

help
RARMERe S HIER)

images

FEN—{pTridentFr B B as AR AV RAE ©

import

HHIRBEIRE ATrident ©

install
Z4ETrident ©

logs
FENTridentfI HES ©

send

P Trident383X &R o

uninstall

EE Trident o

update
ETridentPERNEIR ©

update backend state
RS LB IREH o

upgrade
ETrident P AARER ©

version

5l ENTridenthR 4 ©
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BIREE

-d’> --debug
A o
-h > --help

B tridentctl

-k > --kubeconfig string
57 "KUBECONFIG 7B 1Ten 2 5 #—18 Kubernetes #5165 —1{E Kubernetes £ B ToH S HIER

o

@ & > EE U EH "KUBECONFIG 2354 ER Kubernetes g2 1 HH R
‘tridentctl X EEEHGS ©

-n’ --namespace string

TridentZf ZE B ZER] ©

-0’ --output string

AR o json|yamllname|wide|ps (F83%) Z— °

-s’ --server string

Trident REST7 T ERILLL/ZEFIE o

@ Trident REST M HE A LR E AEELEEMITMARTEI 127.0.0.1 (52 IPv4) 5§ [:1] (H
R IPv6) o

2
B

in <L EEIEFNE

i

3

Bli&E
{EM “create' [ATrident# L & REHIES ©

tridentctl create [option]

BEIE
‘backend' A Trident R N o
Bk
fEF “delete’ X Tridentf fr— B ZEE RIS S ©

tridentctl delete [option]

IEIE

B

“backend {{E Tridentffl BRr—1E 2k Z B EFE R iR o
“snapshot { Tridentfll bR —1{E 2% ZEREFE B IRER o



“storageclass’ {{¢ Tridentffl PR —1E =X Z (& E7Z485! o
“volume # Tridentfl PR —1{E =X 2B FEF AR & o

==
£/ "get ¥ TridentEIE— A ZEERHIES ©
tridentctl get [option]

EIE

“backend # TridentE S — B =X ZEETF &I
“snapshot #E TridentBX1F —{E 2 Z 1B 1R ER o
“storageclass’ ¢ TridentBX{S—{E = 2B #E7Z485! o
‘volume R TridentBIS—&EHZ % ©

PEMRE

-h > --help : BFAEHNER) -
--parentOfSubordinate string : HFEARHITEFRKIFEHIEE L o
--subordinateOf string :@ iFEHRHITEHAEER T4 ©

=
R “images’ B 7 ENTridentFr B B a5 BR RIGAIIESE ©

tridentctl images [flags]

iU

-h’ --help EIREB) -

‘-v » --k8s-version string Kubernetes &EMEEBERRZ ©
EOE

£/ “import volume IR B HLIEEE A Trident BY15< ©

tridentctl import volume <backendName> <volumeName> [flags]

A%
volume ’ v

e
-f» ——filename string : YAML B¢ JSON PVC &R o
-h » --help : SEEB -

‘--no-manage {217 PV/PVC - FEMEEAMDARIHEEMBEIRER o
L8t
fEF “install £ Trident FUZEE ©

tridentctl install [flags]
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PEMRE

--autosupport-image string : BEIZEENNSSMEG (F8:8% netapp/trident autosupport:<E Al
RRZs>) ) o

-—autosupport-proxy string’ i Autosupport ERAERBIRAE /IR o
‘--enable-node-prep EREEIR _ ZEMEBEIEFEE o

‘-—generate-custom-yaml BELRAMEBEIATELE vamr EE -

‘-h ° --help ZEEB)o

‘—-http-request-timeout : B TridentiZHl2s REST API By HTTP s&KabFRRE (FEsk% 19 30 #
) o

--image-registry string . AEPERMARE ERIIL/EIZER o

--k8s-timeout duration : P& Kubernetes 12{ERVAIFFEFR] (FEE% 3 Di8) o

--kubelet-dir string : kubelet REFRREBIERKME (FERA [ivarlib/kubelet) ) o
--log-format string TridentHs5&X (XF ~ JSON) (FERA XF1 ) °

--node-prep . fETridentfE$0#E M Kubernetes IRERVENEL » UEAIEENBERMAFHE R EEMRIRE o
IRTE > iscsi @M—ZIBMIE o i Openshift 4.19 B WLIIREREMRETridenthRd 2
25.06.1.

‘--pv string @ TridentfEFARVERR PV B9&1E » BREAFE (FEREA Mtridenty ) o

--pvc string . TridentfEFIRVEERR PVC B9%78 > EREAEE (FAsR(ESA Itridents ) o
--silence-autosupport : AEHEHEMNetAppBEBENLIER (RS true) ©

--silent ZEBEPEERAIBOEHE o

‘—-trident-image string’ ##%E’JTrldentfﬁf?ﬁ°

' --k8s-api-gps Kubernetes API sEREVEFV BN (QPS) [RF (785243 100 ; AJEE) o
--use-custom-yaml’ @Fﬁ?& B EEFENEM vyaML EFE o

‘——use-ipvé6 : Trident Bs{EMA IPV6 ©

{8 “logs’ AR FIENTridentH 55RYAZES ©

tridentctl logs [flags]

TR
-a’ --archive RIESERE > BRIFELBIFE BERIXIERTFE -
“-h ——help u:b\%ﬂj] o
-1 7 --log string BEEMRMTridentH& © trident|auto|trident-operator|all (FE&R

TE rautoJ ) Z—o°

‘-—node string . BWHULEETRE pod HEERY Kubernetes BiEA%4TE ©
-p * --previous . EUSGAEIRSREFNBEFT WREE) o
“--sidecars’ BVSB ER2AIHES ©

ETES
A “send ¥ TridentZ X BEIRIES ©
tridentctl send [option]

e
“autosupport i Autosupport 5@ tE g ZEEiX4ANetApp ©
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fRbRZEE
fEF "uninstall El& Trident BIIEES ©

tridentctl uninstall [flags]

PEMRE

-h, --help: EIEEHR) -
—silent EEEBIEFEE A A DEL o

S
£/ "update’ TETrident{EE RIS ©
tridentctl update [option]
=3
backend : fETrident B #i& i o
BB ImAREE
£/ "update backend state {2 REBIFIRENG S ©

tridentctl update backend state <backend-name> [flag]

EEEEA%IL
* IR B IHZ2(ER TridentBackendConfig (tbc) ZirRY » BIEEEER TH A XNEHEL © “backend.json'X
i o

* YR "userState ZEEEFHREEFEDRE » BiAFAMUTAIEN ¢ “tridentctl update backend state
<backend-name> --user-state suspended/normal 85 < °

* EFEBRTESES userState i@ tridentctl > 13818 tbc BREZE » userState’ BT EIEFEPRIE
ZRNL o BRILUBEBUTARNEIR | “kubectl edit tbe' 854 © Z1& “userState I 2B » &R LUEA
‘tridentctl update backend state' B < “userState & if o

tard

* M tridentctl update backend state BX# ‘userState o B BILIEHT userState {FF
“TridentBackendConfig 8 & “backend.json’ X ; EffEZBIRTEEMIIAIL > FTREGRFER o

FE1E
-h > --help : BIRAKREER) o

--user-state BRiEA suspended EFRIFE(E c RES normal MERIFIRIE - RES
“suspended .

* *AddVolume'#1 “Import Volume &1 o

CloneVolume °* ResizeVolume ’ PublishVolume ° UnPublishVolume °’ CreateSnapshot 2
GetSnapshot ’ RestoreSnapshot ’ DeleteSnapshot ’ RemoveVolume 2
GetVolumeExternal * "ReconcileNodeAccess {[i2ARIF o

eI UERU T AN EFE IR userstate  BIRREIEPFEE "TridentBackendConfig S
‘backend.json ° BEZER » FFRR"EInEIEEE"M"FA kubectl HITEIREIE" o

275


../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_options.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html
../trident-use/backend_ops_kubectl.html

Bl

JSON
EIRBUU T P EREITEH "userState & “backend.json X4 :

1. #48¥8 "backend.json BEEFHIX M "userState’ FERERESBEE o
2. FRMUTAREH%BE tridentctl update backend s5 $ FIEFH B HIERTE "backend.json 1§ o

f5]F : tridentctl update backend -f /<path to backend JSON
file>/backend.json -n trident

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",

"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",
"userState": "suspended"

YAML

ERSNEIER » S UERUTAEEITHREE | kubectl edit <tbc-name> -n <namespace>"&% ° LT
#FHIFERUT AR BIGIREEEFAENE © “userState: suspended %18 :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
SVm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret

hRZs
&R “version fEzE AN FIENRRZS “tridentctl WA R IEEIE{THI TridentBRFS ©
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tridentctl version [flags]

PERE

--client . EREFIHIRA (FEHEFERES) o
-h, --help : KRAEBS o

ik 7

Tridentctl ZHEFEML kubect! BYIEME o YN RIMIMER ZEMINERATBENE Ttridentctl-<plugin>) I » BZ (L
FEZZAIF PATH IBIBEEF HAE RIS » B Tridentctl EERIZIZIMIER - FRAERIFIAIMETE R ERFTE
tridentct! EBIRYIREEES o A LUBIBEIRIEEE TRIDENTCTL_PLUGIN_PATH HsEiGH &R 32 PRE

e

¥=8iE (Y0 © TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/) o WISR{EMAZEE - tridenctl
BEEIEEN BRSPS o

B8 Trident

Tridentig2{t T —4H Prometheus 15121IRE: > Er] LUERE IR AR EIETrident AYRKEE ©

B
TridentiR AV B G B LI ITIA TIRLE ¢
* ZYREE Trident FEREARRIAE o Sl LUGEIRIER TR » UK BT AENTaERR B ImE: o
c BRERIGFEAEN > THREIREE T2/ VHEE « HETZ VD EMES -
c WETTRBIRCRES SR o
* BERIR o Kol EB TridentSd B in @AM B TIEZEFR BRI ©

@ FERRIBEMT » Trident BVISZZ RREBZERSE L o "8001'7F /metrics imEh o ZEETridentfF »
B TER AR ©

REEMHE
* B2 Tridently Kubernetes 25

* BERBEER - ErIfeR—(@ "A231CH Prometheus Z1E "3 E& KA LUBEMUFEAE 5 T0IETT Prometheus "
EFERAER" ©

FEZ 1 . ©F Prometheus B1E
L EZ—{E Prometheus BHIZRUNEISIZN EENE M TridentBIENE LR « CRIEMNEENEN - & "gER"

FEFEUN{RIHE Prometheus 1 Grafana E2Trident4& & FE FARIRRIGIE o 5k 2B 2 & EFZREUN{7E Kubernetes 5
FLL Operator BIAZTLiETT Prometheus » LUK N{AIEIL ServiceMonitor ZREX{E Trident51E o

HER 2 . 17 Prometheus IRFSES1H 28

B(HEATridentI5HE » (RFEEZEII—1E Prometheus ServiceMonitor 28E537 “trident-csi’ ARFEFIESEE “metrics' 3
1 o —{E&E ServiceMonitor ¥1 P -
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

It ServiceMonitor E Z&HEENEH T7 A EEIAVIEIE | “trident-csi'ARFS @ 1552 SHK "metrics ARFSHIIRES - AL
> Prometheus IRTEEACE A SESIEAR Trident FYISAE o

FRY TridentEIZIRHBIIEEESIN » kubelet 2 AR 75T 2 HMISIZ o “kubelet_volume * iEiBH B BHIEIZInLTE
BUIS1E o Kubelet AILUSMARIDHHIIHEIER  Pod U R T EIEHN EMAIHEMENET o BE 518" o

$EE 3 . {5 PromQL E:ATridenti5iZ
PromQL JEEBEAE IR EIFFEFEY SR EERRER

LI EEaTUERR PromQL 58 -

EWTridentiZEEH
* TridentfAlAR2S HTTP 2XX EIFERE S LE

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Trident REST [EIfEARBERE B D LE

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* Trident I TIRIERTIIRHERR (7))
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sum by (operation)

(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

ETridentEAEE
* EHRERE A/

trident volume allocated bytes/trident volume count
© BRIRD BRI ETFER

sum (trident volume allocated bytes) by (backend uuid)

WEEARE
() REFEE kubelet 151785 » LA TEKF o

* FEMEVERF AR

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

T fZTrident AutoSupportiZ Al T
FERIER T » TridentEXENetAppEEiX Prometheus ISIZMERBIFE o
* HEFALETridentmINetAppEEiX Prometheus IEEMERRBIHANE » sAEEU T8 . "--silence-
autosupport 7E TridentZ2£3BF2 8% H £4 o

* Tridentt AJ LR T EBU T A RS B es HebEiX4NetApp#E | tridentctl send autosupport ° &
RERETrident LEH B - FIRXHFZAT » BEZIES NetApp BUE
X o https://lwww.netapp.com/company/legal/privacy-policy/["BEFAEELER"A] o

* FRIEB AR » TridentZEFEE 24 /NEAIEES ©

s AT LERUTARIEE AR ERRIEEE © —-since FEM o %0 ¢ “tridentctl send
autosupport --since=1h o BLEBFHFEBIUTHUEMNEEE | trident-autosupport EdTrident—#E %
KA o WA LMEUA MUBERIS A 2BRRA& - "Trident AutoSupport” o

* Trident AutoSupport N E I EE S EEAE A BRI E R (PIl) SEAE - EFE—E "SEB PRSI
BARTridentB 2R IREAE o LRI T REZ AN NetApp B BRI Z 2N EEMESE o "E1E"

Trident2 XA A BT EFILN TR
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items:
- backendUUID: ff3852el1-18a5-4df4-b2d3-f59f829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags: null
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: ""
state: online

online: true

* AutoSupportsTlLE 2152 %! NetApp BYAutoSupportindh o« N REERFAERGRERIFHASHE > BIATLL
fEF "--image-registry K& o

* AT LUEBELE T YAML B2 KRB ENIE URL © SRILUEBMA tridentctl install
--generate-custom-yaml ‘#8I YAML HEZRLFIE " --proxy-url #@i% trident-
autosupport A28 trident-deployment.yaml ©

A Tridenti51E
HEERIEERE > BRZEEBS] YAMLIEE (FRAT3IAR)  --generate-custom-yaml'#F52) WARIEEE
FILURIBR “--metrics BELE¥t “trident-main’ B2§ ©

fRBRZ 2 Trident
ENE Trident®s » FEERELE TridentfFHRIN A% ©

RIS IEAETS

* INRFAREHIRHER « KBIAEESARKBATE » BEEE » BIREE Trident I ZIRBRNRBAEHME
REFHRRRZS o "hRZAS" o EEERE RHARRASBIME— R 70 ©

* AT HEAHRMERZE > BARTETrident A EMIBRTridentiEIIAY CRD SAERAYIG - M RIEEEHUEMI
BRTridentSe EFF B &35 » sSA2RUTAR | "BER R TridentfICRDs" ©

R Z Al

WRICE(ZF Kubernetes 8% » B BSMIFRFRI B (ER TridentZZ L MR & IFEFRTERE - AR BEIH - S0
LUFE{RTE Kubernetes B2 EMIBR PVC Z Al » PVC S#EUHEEH o

EERIGRRTT A
ED# TridentBs > FEGEMAMZEE Trident RHERMTS % o MRIRZREERT > SERESBICRARE TridentBSFAE R HURRS o
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1. {3 “kubectl get pods -n trident IR EF 3k o

° MPREIRIEER > TridentBBEBUATHANLEEMN | tridentctl ©

° YNERTF7E operator pod > Bl Trident @B Trident operator FENZEERY » SfEA Helm LR o
2. NREIRIEERE > 551EMA kubectl describe tproc trident FEE Trident2 & A Helm &4t o

° WMNRA Helm 124 > R Trident2fEMA Helm L4589 o

° YNRBAE Helm 124 » BIFR R Trident2EATridentiREE FEIZEEM o

E& Tridenti2FELEREF
IR FENEBR S Trident Operator 224t » th ] LA{ER Helm FRFRZREE o

FHERLLE
MRIC(ERIREERA LR T Trident » AIRTLUBB T A A2 — S HEG 24 .
1. #5%5 "TridentOrchestrator CR i 3% E &85 -

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

& “uninstall 12551 B R E 4 true TridentEE FZEI&E Trident » {BERE % TridentOrchestrator <& 4
RIFFEBRZETrident > BFE:ZEIR TridentOrchestrator i 3 —{EFHY ©
2. fIP% TridentOrchestrator . EBFE[E "TridentOrchestrator ¥15E CR B ERZE Trident » BJf§~IRIEEH

H Trident o I2{EERIBFEIRIRIE "TridentOrchestrator AR 44415 A TridentSF EFTEZ R E » WPzt
iBFZAIRIIAYTrident pod ©

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

FRPRZEE Helm 25

WRIE(FER Helm ZEET Trident » BIRUUERMUTHLEHETE | helm uninstall ©
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#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

fRPS 224 “tridentctl 224
£ "uninstall' 85% “tridentctl #E bR TridentBABIMIFRE E IR » B4R CRD KRERRIMHG

./tridentctl uninstall -n <namespace>
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Trident for Docker
ZRE SRR
EERETrident B » (EABTIE 1 2R B E N EMRE SRS o

ZEES
s HEERIEHIEE MEFIBER EK" o
° BRI E R T T HER Docker A7 o NRIEHY Docker RSB BFF » "L EFE" o

docker --version

* SRRSO GRY K B REN R E MR STR IR o

NFS TH

ERERANEEER AN SZENFS TR -

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TRBEHAE TS - ML HIREN N5 58555 4508 o

iSCSI TH

ERERANEEER RIS ZE ISCSITA -
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RHEL 8+
1. ZEDTRFRES !

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-

mapper-multipath

2. FAIRE iscsi-initiator-utils AR AN EE 4 6.2.0.874-2.el7 BEFARES
rpm —-gq iscsi-initiator-utils

3. BIRHARNRERTFH !

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf

4. MAZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ R etc/multipath.conf ®& “find multipaths no {E ME “defaults°

5. FEF “iscsid A “multipathd IE7EE1T :
sudo systemctl enable --now iscsid multipathd
6. BYFANENE) iscsi ¢

sudo systemctl enable --now iscsi

Ubuntu
1. REDTRATRER :

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools

scsitools

2. 3EHGE open-iscsi lRASEE 4 2.0.874-5ubuntu2.10 XESHRAS (G bionic) 5 2.0.874-
7.1ubuntu6.1 SESHRAS GERIH focal)
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dpkg -1 open-iscsi

S RFHANREATFH :

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BRI .

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(:) MR etc/multipath.conf B8 “find multipaths no {E ME “defaults°

5. HE{® “open-iscsi' A “multipath-tools' B EY Il [E/E181T :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMe TH
ERBERNECIEERFIIESZEE NVMe TH ©
* NVMe FE RHEL 9 S{E S hRAS ©

@ * MRITAY Kubernetes BNRLAYIZOIRZANKES » B TRIROIRZARE NVMe EREE > RIIEH]
FEEERENREAVZIORRAEFH S EE NVMe ERASERIARES
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RHEL 9

sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

FCTHA
ERBERANIEFERANGSEEFC TR -

* B{EA#HIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) EEH FC PV BT {EEHELE »
“discard"StorageClass H1#J mountOption FARBITARERZERIEIUR o BE "AIIESHE"

FRTEE
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RHEL 8+
1. ZEDTRFRES !

sudo yum install -y lsscsi device-mapper-multipath
2. ARSI

sudo mpathconf --enable --with multipathd y --find multipaths n

(D MR etc/multipath.conf B®& “find multipaths no {E FE ‘defaults®

3. F&{F "multipathd IE7EIE1T :

sudo systemctl enable --now multipathd

Ubuntu
1. REDTRATRER :

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. ARERE

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes

find multipaths no

}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ MR etc/multipath.conf B®& “find multipaths no {E FE “defaults°

3. HE{R ‘multipath-tools’ ERY A E1E3E1T :

sudo systemctl status multipath-tools
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TR ZETrident

Trident for Docker ZNetApplEFF A1efitiE Docker £RERMNNEHIZE S - TXENH#E
& E) Docker THMHEFEREEMNEIE » WiIRET —EEZR » UERBRFINEMFE

VAN
= °

FER—& T E AT U ERFRITZETridentES o ST URREZD S EREFERANEEER > THEAIMUBRT
Docker W& EERETE ©

IRREA
EE HENSREE" © BRBRRIHAEHE > BB Trident o

Docker BIEHViEMH7A7E (HRZS 1.13/17.03 K E S HRZS)

FAYaZ Bl
UNER & Z AI7E Docker 1.13/17.03 ZAIRIRRASFEAB Trident BIERTERF 5L » SBARR1ERE
BEEIMIMER A2 B LE Tridenti2 /et EHTENED Docker STEEFZF ©

1. BILFRAEEETHES

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. &R Docker ©

systemctl restart docker

3. FEMRIEBE %L Docker Engine 17.03 (#ihRZs 1.13) HESRRES ©

docker —--version

MREHIRABIBE » "LERAEMCHZERER" -

1. BUREEIUN T HEEREE !

° “config' TBEZ &% & “config.json’ 38 » oI LUEBTEE iR ICEEZEAEA RS o "config 1EZR&TE
BETE o :REREMBNIR Jetcinetappdvp THEAAE FHIBEE o

° log-level : IEEHHEMR(debug > info > warn > error ’ fatal) o ¥Bs%{E% infoo
° debug : 1EEE LA BEEECER - TAR(ES false - MRABE > AIBEHFEER °
L BIURERTRALE
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sudo mkdir -p /etc/netappdvp

cat << EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQOF

2. ERAEBEIMIRARIEN Trident © & “<version> R ETEERAMEMHIRA (xxx.xx.x) °

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FAREATridentit BEREMI R FFESHIFZR] o
a. B —{E%A TfirstVolume) HIRERER :

docker volume create -d netapp --name firstVolume

b. 7SS RNEI R I TR TALE -

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. #BrgE & firstVolume” :

docker volume rm firstVolume
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E47n%E (R 1.12 SERRRE)

F';ﬁil“Zﬂ
EE(RIS(ERMZ Docker BRZS 1.10 S ESRRES ©

docker --version

MRIERIRABE > FEMEHNERE -

curl -fsSL https://get.docker.com/ | sh

WE 0 "BIRBIEHDERBEITIRE"
ERRICHNAKEEE NFS F/3( iSCSI ©
TER
1. L8 FEENetApp Docker HEFE@E SMIER
a. THIURELEERRELR :

wget
https://github.com/NetApp/trident/releases/download/v25.06.0/trident-
installer-25.06.0.tar.gz

tar zxf trident-installer-25.06.0.tar.gz

b. B ZIEIKILEEEPAIFEEME

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C BURTEREHFERE :
sudo mkdir -p /etc/netappdvp
d. BIURENR :

cat << EOF > /etc/netappdvp/ontap-nas.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",
"svm": "svm nfs"
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQFE

2. WEGF EMERIETREER  ERENREEME TridentTEER -

sudo trident --config=/etc/netappdvp/ontap-nas.json

() worssse - MREEHRANERLES Metapp) ©

THERFEEE > KEIMUER Docker CLI N EIEIM A ERHEE o

3. BIHME :

docker volume create -d netapp --name trident 1

4. EREHASIBFACE Docker HEIEE ©

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

5. MP& Docker HARE& :

docker volume rm trident 1

docker volume rm trident 2

ARG EEN R R E Trident

systemd Z#EAVERHIEE TTREZRRIE L FAIE R © “contrib/trident.service.example' £ Git BEH o HETE
RHEL RAFFERZMH > SFHIT FIHRME
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1. WX HEREIERMUE
MREITZEER > AIERETIERERE—%ME -

cp contrib/trident.service.example

/usr/lib/systemd/system/trident.service
2. fﬁﬁﬁ%ﬁiﬁ: » i (55 217) EEABEESHEXRBER » LRREERT (F917) EFARMENIR
R o
3. EHEA systemd IUEELIRIKEAT

systemctl daemon-reload

4. BUFBRBRTS o
EELEE R S RH S RTEFRE o fusrib/systemd/system H§ o

systemctl enable trident

o. EREDARES o

systemctl start trident
6. EEAMRE -

systemctl status trident

@ BRIEAETIERE > BRITIU TS ¢ “systemctl daemon-reload' s < E AES R AN IS L&
E -

4Rk 2R Trident

e A2 2 FH 4R Trident for Docker > MAGHIEEFRANEEEESE T AFEE - A4E
BhEE—REERIRER > "docker volume ST IR SRS RIY » FERREREE
EHEEE > BIZIEHBIIET c KZEIBAT » EREEXLFE o

Fak

FHIKBBTHF EEH 4R Trident for Docker °
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1. FIHIRAEMR

docker volume
DRIVER
netapp:latest

2. 2R

docker plugin

1s

VOLUME NAME

my volume

disable -f netapp:latest

docker plugin 1ls
ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume
Plugin false
3. FHagiEMY :
docker plugin upgrade --skip-remote-check --grant-all-permissions

netapp:latest netapp/trident-plugin:21.07

@ Trident 18.01 ARZSEXX T nDVP o {REEZEIZUU T B - netapp/ndvp-plugin’ &R
‘netappl/trident-plugin’ Blf& ©

4. Rt -

docker plugin enable netapp:latest

o. FMETIMIMENERA ¢

docker plugin
ID

ENABLED
7067£39a5df5
Plugin true

6. LR -

docker volume
DRIVER
netapp:latest

1s

1s

NAME DESCRIPTION

netapp:latest Trident - NetApp Docker Volume

VOLUME NAME

my volume
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NRIEWEERRAI Trident  (20.10 ZA0) F4&EITrident 20.10 HEZARA > AIFIAERBERIER - F
ZER > A2R'EANHEE" - IRBIILHER » TRZSTERZEY » ARG > REBE

() EmERMIRESUKRREFBNTridenttRA | docker plugin install
netapp/trident-plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

PR Ze L
HIKB T L B ERZ % Trident for Docker ©

1. MIBRIGEHFTIRII AP B HIRE o
2. iR

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. TERRIEM

docker plugin rm netapp:latest

ERE

R LUERIZAE AR « ERMMIBRE docker volume EERs » s5EAIEE Trident
ERHIENLBHIES °

Ellf=Ze
* ERERABRI AR RN NRE |

docker volume create -d netapp --name firstVolume
* BUAERETridentEFIHHIEE :

docker volume create -d ntap bronze --name bronzeVolume
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() mrcesrEeEAnE EE ERNEEDRRNERRE -

* BEEREAN/) - H2ERUTES > EREENENEIL 20 GiB RIHIRE !

docker volume create -d netapp --name my vol --opt size=20G

HREE A/ NAFBRERRT  EhE S —ERH(E » En/E (g0 : 10G ~ 20GB ~ 3TiB

) o WIRRBEISTEN > BIFERES G o K/NEBAAUERTE 2ME (B KB+ MiB -+ GiB
~TiB) {10 9E (B~KB-MB-GB+TB) - fiEEMNFH2ME (G=GB>T=TB
v ) o

BlrEs
i pRex kR & By 75 TUEA ELth Docker ARG —4k -

docker volume rm firstVolume

(D A solidfire-san’ L EEBNZS MM L HISRIRE ©

FHIKEB T 5L EEFH4R Trident for Docker ©

BRE

fEFRF ontap-nas ’ ontap-san ’ solidfire-san » # ‘gcp-cvs storage drivers TridentA] AR [E% o {#
FABF “ontap-nas-flexgroup @& “ontap-nas-economy SBEITE N A 1B el IR AR @B ks E gL
—{EFTBVIRER ©

* REHIRETIRIRE ¢
docker volume inspect <volume name>
© WIRBHIRERIIHIRE o S EREIZ—ERMBIRR |

docker volume create -d <driver name> --name <new name> -o from
=<source_ docker volume>

* WERAHRE LRIRBREIIAHIEE - ETZRIZAVIRE :

docker volume create -d <driver name> --name <new name> -o from
=<source_ docker volume> -o fromSnapshot=<source snap name>
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B+

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstVolume",

"Name": "firstVolume",
"Options": {1},
"Scope": "global",
"Status": {
"Snapshots": [
{
"Created": "2017-02-10T19:05:00z",
"Name": "hourly.2017-02-10 1505"
}
]
}
}
]
docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

AN ILBYHE

REEIINPEINEREE (FHER) REDIBEEERAAZ TridentSZIBEF (B0 : —B) > BEIAHEME
FATridentZEUELEIREE (HEER) o ‘extd' 18T /dev/sdct LB B TridentsAfd) o

EEEI S ESEREA

BEFFREENEAE —ERERER » SR UMIRE R EELEREBU BT
R - FER T HERANCEERNF#FRFRER -

TR AR E IR AR (A E LR IRIF B B o IRMHUEIANE -o CLI RN ER F - BEEEER JSON
REEPIERMFNE -
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ONTAPA =418

NFS ~ iSCSI #] FC BYMSFRE I BETR B L T 47 ¢

IR

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

LURHINZER(ZEAN NFS

fhi
SANFERZ 1 GIB °

REREHFRNATURRERENERE @ FARAEE
BLE c BRES none (BEECE) M volume (EEC
B) o

ERHBIRIR RIS E AFTR{E ° TAR{EA none' EF
FEFNE BBAZMRERITRR - [RIFRFEEES
&2 » FRIFFEONTAPAA L& EE—E%

7 Tdefault) BYTRBE > SARESERZIARE 6 fES/)\
RFERER ~ 2 B BIRERH 2 [EEBMRIR - AILUEARIE
RIBRIRIBRRFNER o " .snapshot' EREZ B ik
PRyEER

ERBRETEEER T AFMENE AL - EREAT

) BRTIMNEITEIZT snapshotPolicy » ONTAPjiE
1Z snapshotReserve GBEZA 5%) ; 1R
snapshotPolicy 7 none > BI] ONTAP H&isE2
snapshotReserve (GBHE#% 5%) ° ERILIEREEF
AP B ONTAP& ifs&% iE T85& snapshotReserve & » il
BRI LB EH A {ER& ontap-nas-economy Z 9MNYFR

B ONTAP&IH AT RR & JE L 8ETE o

RESER > S ERONTAPILENE RSB EERED
B o TAR(ES false - AERESHAAIRIFERIZE
BIUARREESRAERXENR » IAFTKAIEAHRE
REFHENE - fIl > ZE—EZENERIUBE KX
SR - EMHENREEZREARLD - BHIb&EFIZEMfF
DeE ©

TEEFERE & B NetApp A RE & N2 (NVE) ; TB:R A
false o HE{FFILIEEIE » BETEHESE FEIS NVE 3
ATAEYFE NVE o

WMRBIHEE T NAE » BTETrident fig & B9{E T biihtk
EZZ R NAE ©

BEEZER > F2R . "Trident?{a &1 NVE 1 NAE #[E
THE" o

REHREZERIDERE - BRE T EEFERK
FEBRE (PER) K> SERHERIIZRE -
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IR

unixPermissions

snapshotDir

exportPolicy

securityStyle

LURHINEER(ZEAN iSCSI ¢

IR

fileSystemType

spaceAllocation

]
sAE U T EA
*BIU—E10GB % :

it
BENSHTHIIERE - BRERT > HRERES

U erwxr-xr-X A F RN IER A 0755 0 B “root’
BRAFREE - XFRAHBFIRG o

RBEHRES true i&6E - snapshot B R isEE AR &

E%EIEE’\JE%’E o JER(ES false BEKENRM
*.snapshot’ B #7858 A 22 FRARE o %‘tbfﬁfg‘ﬁ FIUNE

FHH MySQL $5& » 7EUATIER FEAANTERREF
“.snapshot' B#A] & ©

R LR B ZfEARIE L R - TARER

default °

REANRFEEEENZ 2R c TBRES unix° B
WEA unix M “mixed e

it

RERAMRIETNE ISCSI HIREMIERARL - TERES
extd c BYES ext3 extd » M xfso

i ELERRE A% “false i&RBARA LUN BYZER D ECIIAE

B% “true’ Li%mHEZEE?E’EFﬁTEEEZEE?EEPE’J LUN
ERET R AR 0 ONTAPE@EM T o ILEIFIER
SFONTAPTE EHEMIFRE K B B B[O URZER] o

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* BI—EFAEREEMN 100 GiB HRE :

docker volume create -d netapp --name demo -0 size=100G -o

snapshotPolicy=default -o snapshotReserve=10

* B —ERAT setUID fiIjt
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docker volume create -d netapp --name demo -0 unixPermissions=4755

B/\EERR&E A/NA 20 MiB ©
WNRKIETEIREBRYE > BIREZRIEA none TridentfER 0% AYIRIBEEME o
* B —E2F RERREANRBRAENEHIEE :

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* BI—ERARERE B BETIRRRELLHS 10% FHERE !

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* BIU—EEARBRERHM 10% BiTIRBRE ZHEVEIRE :

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* B ABREBHRRNE > TWiET ONTAP NTERIRERRE (GBER 5%)

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element BX e B =5EIE

Element BRASIEIR S B EHR @ ARAN A/ NIARFERE (QoS) HKig « B MIRER » A TIANIEEEE
RAEEAY QoS KA : -0 type=service level @5 i% ©

£/ Element EEEITZNERR QoS IREEHRMNE—F BRIV E/V—EHER » WIEREEPISTEHEATERAKNER
N~ ERKFZEEE IOPS ©

ElementEXBERY EL MR IR & F2 T 1RTE EIE LU T 4472

IR e

size HHIA/N > F855 1 GiB RECERE ... “defaults”
. {'size” . “5G"} °

blocksize AJfEH 512 5 4096 » TEER{EA 512 TR €l

DefaultBlockSize °
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BlF
AESRUTE S QoS E&HEHIRERE !

"Types": [
{
"Type": "Bronze",
"Qos": |
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

FLMEEES » ZRFIE=ERKER | Fi - BRNES - EERBEMEEIEN -

* Bl 10 GB 2% % .

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* Bl 100 GiB Hif% :

docker volume create -d solidfire --name sfBronze -o type=Bronze -0
size=100G
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+

15)

alil-

EH
1SR LUK B S RBE TSRS o UNEE B 3ERY7T A BUAIEHAT Docker SMETETNA

U La\

B e

g BEELUEI TR RS

1. MREEREBENVEEIMNMER S EBITTrident (B > A “docker plugin'én %) > BILUSHRIERZ

docker plugin 1s

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

REQFSFREZEUSZE RS HREIE - MREERH > LI UAEEETER o
2. BERREERECE: AR AR B EThsER MR ¢

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true
5E o EiRHE LRSI FRURAE S0k

docker plugin disable <plugin>

docker plugin set <plugin> debug=true

docker plugin enable <plugin>

3. MNRIETE I’f%%J:iMTM_LT_LYﬁ: » B|FEEAIN EMB RS o “/var/log/inetappdvp’ B - HEERAEIEH
SEECHE 0 SATEE “-debug EREITHRM ©

— AR PR RIS

* MAPBENGR REESAERER - EREMEZGIE - REERERE » ELEARRKIBAIMNGE
B > FIRE R A EIEELEHERRAE ¢
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Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

ERKRERMFREAR - ZENE » KIGHARET 2B FSCEINEE » BRI UE B E R sEBEINA
ZYIE

* MBRABRFEREDGE LEZERE » MR | rpcbind BEREMIETFETT o R ERIERRFFAFR
REOBERLIMERS rpcbind IETEETT © EAILUEBHMITU T RIEE rpcbind ARFESHIRAS :
“systemctl status rpcbind S ELZ %) o

EIEZ{EATridentE 4|

EIEELRES ZERERER » EEZETridentEf - EFZEEHIMRERIENER
AEBLBERIFHTEM o --alias (FRA B2 CIEHRVEIR » 5(F “--volume-driver TEF 1 E
EH{ETridentfAY3EEIE o

Docker BIESMIEE (BRZS 1.13/17.03 HESRAE) BT EE
1. BEE—EEFES > I5ERRMRER o

docker plugin install --grant-all-permissions --alias silver

netapp/trident-plugin:21.07 config=silver.json
2. MBE_EER > IEEFEFILMRERE

docker plugin install --grant-all-permissions --alias gold

netapp/trident-plugin:21.07 config=gold.json

3. BIHARERS - RBIRISEREREIZRTE o
PN SEERFE -

docker volume create -d gold —--name ntapGold

e > HRBARZZEMS -

docker volume create -d silver --name ntapSilver

B4 A%E (A 1.12 HERRRE) T E
1. (EA BTS2, ID 3B NFS AL EEEh M -
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sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. {FFABTESNIZ ID A iSCSI 3R ERRENEY !

sudo trident --volume-driver=netapp-san --config=/path/to/config
—-iscsi.json

3. AEEREFEXNEHIEE Docker HAIRE :
BIEn > ¥H NFS :

docker volume create -d netapp-nas --name my nfs vol
fIgn » ¥t iSCsl :

docker volume create -d netapp-san --name my iscsi vol

HFACEREIR

BEBFARIEMTridentBii B VR EEEIE o

I¢

A EEIA
BEREEEERNFA TidentElE » SR ERIEEETA o

IR st B+
version R ENE RS 1
storageDriverName HFRHEN LR ontap-nas ’ ontap-san ’

ontap-nas-economy °?
ontap-nas-flexgroup °’
solidfire-san

storagePrefix ELBIAERER o TAR: staging
netappdvp °

limitVolumeSize HREX/NEERS o FBRE "™ 109
(Fa&HIEIT)
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A70MEH storagePrefix (B1EFERIE) BAR Element & o TARRIBR T » “solidfire-san’

ERFNIZ S ZBRUEER B » W B ARAERILZ o NetAppiZ:RERRENTAAF ID #17 Docker Wihk
EME > SFERABESEE 0 ZBMEERIEAT Docker ks ~ SEEIFZNE MK B Docker BVRIA
% (WRAEFERTEAREEs) -

EILEFRTRARIEIE » MR ER T VSRR E ARSI IR o 38 size ILEIMERM AT 55485 o R
YT RE TRAR MR E A/ HE) » 252 RIONTAPERE R4 o

IR féa Bl
size HHARRE MY AT TR A/ © TR 16 106
ONTAP FC &

BR7 L IHECEEZ 5 - (EFIONTAPES » EE U T7EREE -

=g gt B+
managementLIF ONTAPEIE LIF B9 IP {idlk o 82  10.0.0.1
LIsE—E= 2R E4HIs %18
(FQDN) o
dataLIF LIFt#EBYIP{3LL o 10.0.0.2

* ONTAP NAS EEEFIfE=* -
NetAppiZFEIEE dataLIF ° ll
BRI > Tridentig ¢ SVM BX
15 dataLIF o & LUEE—E5
2RE4HIE T8 (FQDN) AR
NFS B EiR(E - WML
DNS U1 % 1@ datalLIF Z[E&
TEE T -

* ONTAP SAN EEEHfE* : 55
$57E iSCSI & FC ° TridentB9{&E
F"ONTAPZEIZEM LUN th[E]" 3%
IR LR EEEFTEERY iSCSI
3¢ FC LIF o IR HIRUTIER

» g ELES | ‘datallIF B
BEMEE S ©

svm BERAEFERES (MREE  svm_nfs
LIF B LIF > RIILIEE MR
)

username HIZDREEENERES vsadmin
password EIZREEENED secret
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R ft fIF

aggregate AREENERS (FIE ; IRR aggrl
» BIWAZBIEIREG SVM) o Bt
“ontap-nas-flexgroup EEBNFZF » It
BRI 2B © 15k SVM BNFRE
B EE A EC B FlexGroupliiE&E o

limitAggregateUsage A IRFEXRBALLRDLE > 75%
B &L
nfsMountOptions ¥ NFS BIMUEIRETBMIZES] ; 8 -0 nfsvers=4

2 {E%A"-0 nfsvers=3" o {Z[RIUTIE
1 “ontap-nas’#] “ontap-nas-
economy B)i¥ o "FEIELLEEE
NFS EHHREEN" ©

igroupName TridentZ2 i M E IR SEENEL netappdvp
igroups fEA “netappdvp °

IEEARBEE N ERE o
{EFRLUF1ENR ¢ “ontap-san ] o

j=1il'g

° 300g

il

RAEKRE

5

limitVolumeSize

gtreesPerFlexvol E{EFlexVol IR K qtree BlEWZE 300
7£ [50, 300] EBE A > TER(ES
200 °

¥ “ontap-nas-economy SEEN7E
Fr > EEIBE AT EHETE{EFlexVol Y
BK gtree &

sanType *21¥ “ontap-san R B o *FARL iscsi IRAZE
5542 “iscsi ¥H iSCSI > “nvme'i#
FAF? NVMe/TCP I “fcp' FERAYCHE
78 (FC) kBy ScCsl »

limitVolumePoolSize *X2#F “ontap-san-economy’#l 300g
‘ontap-san-economy {£RE1& o *
FR#IONTAP ontap-nas-economy #/1
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NFSEEH SRS EEFARINASEEIR » TARR(EA default

NAS #15 > ARFIERERN NFS HIEE o

NFS %3F mixed

‘unix °

‘unix ZERIEHE o TERES

SAN EIEFANEEERAMEAL > FARS extd

EFANDERE » TAfRES none ©
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777
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2 “ontap-nas'# ontap-san'EEE1F2 A& 1E Docker HihEE 217 —{EONTAP FlexVol o ONTAPE{EZEEIZ,

B=%%1% 1000 1@ FlexVol »

) BEERZAIHIE 12,000 {EFlexVolEEHERE o

SNRIERY Docker HARRE TR FT S LR
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JZ “ontap-nas-economy  ERENFZR 7T B BN B IEAIFlexVolliEiE & P E 7 fEAONTAP Qtree Y Docker HEHER o
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{EFIONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentFl R EBIUFRERTE :

security login create -username <user name\> -application ontapi
-authmethod password -role <name of role in step 1\> -vserver <svm name\>
-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BAtMIEERE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

ERRMEES
EONTAPRMEESFHIT NI -

| R EITAE
o EEERERMRIOTAS  HEE HE> BT
(%) BB SVM BRRIEIAE » WRIE T#E) > [HEERMES) > required s>
R > EAENAE -
b, R ERENAL SENHERT () o
¢ AE e TR ¢
A ERAERA > AEIE T o
2 HAEHES TidentEE |+ MEMENAG) BELITTISH
a 72 TERE) THRIE 9T BT+
b EEFROERES  AEE AR FHUESTERES -
. BT o

BEEMFSRNTER :

* "HREEONTAPHETAR 'HE " ERETAR"
* "EAEMNERERE
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ONTAP:R ErE £

<code>ontap-nas</code>EEENFE X HINFS i

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",
"spaceReserve": "none",
"exportPolicy": "default"

<code>ontap-nas-flexgroup</code>ERENFE T AINFSEE

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {
"size": "100G",
"spaceReserve": "none",
"exportPolicy": "default"
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<code>ontap-nas-economy</code> EEENFZTAY NFS &

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> EEFNFE (AT iSCSI £l

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> EEEIFZ T HY NFS &3/

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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<code>ontap-san</code> SEENFETLHY NVMe/TCP i

"version": 1,

"backendName": "NVMeBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nvme",

"username": "vsadmin",
"password": "password",
"sanType": "nvme",

"useREST": true

<code>ontap-san</code>EEENTE L HIE R FCHISCSIEEf]

"version": 1,

"backendName": "ontap-san-backend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"sanType": "fcp",

"svm": "trident svm",

"username": "vsadmin",

"password": "password",

"useREST": true

ElementZ e &

BRT 2R EMBEZIN » £ Element #RA8 (NetApp HCI/ SolidFire) B > ER]UfE B LIEIR o

#Ia it B+
Endpoint <a href="https://&It; & A&gt;:&lt;Z  https:/admin:admin@192.168.160.

mB&gt: @&It:mvip&gt;/json-rpc/&lt; 7t 3/json-rpc/8.0
EhR7A&gt" class="bare">https://&lt;
EA&gt;:&lt; %

5&gt; @&It;mvip&gt;/json-rpc/&lt; 7o
ZhrA&gt</a>;

SVIP iSCSI IP {ititANEER 10.0.0.7:3260
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IR

TenantName

InitiatorIFace

Types

LegacyNamePrefix

i

FEHTERR
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RIENE

st
FE(FAM SolidFireF fAEE (IR
KK FNEIL)

i iISCS| ERBITEIFFARS T EFF

» SRTERESTH °

QoSHR&E

FHER AR TridentZ2£AYFT4R © ANRIE
EAMNRE 1.3.2 ZATIM TridenthRZs
> It BERIRAHEEERITHAR

BB EREIEA SIS AR
EoiEs A HENERE o

72 “solidfire-san EBENFE X A2 #& Docker Swarm ©

docker

default

A2 R TERES

netappdvp-



"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {

"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 B A PR
SHAME Tridents Docker 54 (EFFEAREARSIEN -

& Trident Docker Volume Plugin {EERRFHAARE] 20.10 KRESIRAEFERFHARKE » Y
IR NEAEKINERN B fHER -

BRI
1. BFEEE o
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docker plugin disable —-f netapp:latest

2. TERRIEMT o

docker plugin rm -f netapp:latest
3. EMTREIRN > WiIRHEEIMSE “config E[E °

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
—all-permissions config=config.json

SRREEDLR 2EFT -

Docker Swarm FYELE{TAE K TridentE )£ 518 © HEFT A HFMERFFZEXAVAES o

* Docker Swarm B AIfERHIRE R BMAZHIEE ID 1FAHME—BIHERE RIS
* EaKGRRFIXE) Swarm sm=EFRESEERRS o

* HER&IEN (B Trident) 7R Swarm s=EFNESERL EEIETT - BICONTAP WIEA R K
‘ontap-nas'#l ‘ontap-san' BB 8 Z FTIAREEXE(ER > RREAMPIEM —SeTT S LERBIRMG TIRIERIA ©

i

5 Docker B P IGHIIRT o AR RS E—F ot BiBEES Windows BR{E o "2 R iER 25773"

o]

HRHEA SR IR MR F R ENREENEE » ErETERE—AKRAIBRES » THREBPEN TH
1 ; BU0 > Element EBE A EAEHERESLTEE ID REIBIINEE °

NetAppE Al Docker Bt T Ol » B BRTR A EAIBFR REARIK G HREU EHEIE

AR IEEAEFlexGroup ° M%E _{EFlexGroupfiiE £ & HIFlexGroupE —{E S Z{E+:
FRRS > BIONTAPAEHACE 5 —{EFlexGroup ©
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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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2. {5 “parameters.selector i LUKS INZE&HZA o Fla0

"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. B —E8 S LUKS ZHEREERER - I :
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kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl
kind:

metadata:

Secret

name:

stringData:

luks-pvcl

luks-passphrase—-name: A

luks-passphrase:

MR
LUKS NN & 4

secretA

#5F FHONTAPEE B BRF BRL4ETHAE o

B A LUKS HiRERRIRECE

EEEA LUKS % > B8R
EHTridentZEEERTSHTES

version: 1
storageDriverName:
managementLIF:
dataLIF: 10.0.0.2
svim: trident svm
username: admin
password: password
defaults:
luksEncryption:

spaceAllocation:

7E luksEncryption F (
LUKS 1B# o (“true HAFE

ontap-san
10.0.

0.1

'true'

'false'

snapshotPolicy: default

snapshotReserve:

'lol

FAREA LUKS #iE&R) PVC ECE

=N

EEHREEA LUKS &5 > 5558
LUKS BYfETE4E » SNARBIFRR ©

TE =12 “trident.netapp.io/luksEncryption’

‘true 1ERUR ° &
LUKS 1Z#E

(*false) WITFBIFAM ©

3| “true' it PVC HEE—EZIE

*luksEncryption IEZEIEAR
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

i LUKS 55558
e LAERR LUKS ZHhET B FEET iR o

@ EEEMEAERE « REBNEBAE5|BABHEEEZA B SCL TS © RS HAN
BISREERER » CAREEAMEE - BRRFRFINERER ,“/H;?HYO

RARS TS

EISEIM LUKS ZHEFTE B BRI EMIEER pod BF » ME R4 LUKS ZIBIEEHRE o SIIFM pod B »
Trident &SRR E LAY LUKS ZHE5EE £8P B e R IB T8 &1 TEEER ©

* MNRHEE FNRIE RSP ER B IS EE AT » At Eigia o
* NRMEEE RIS S R A EEIZ IS 25 UCAD » BY "previous-luks-passphrase 28 # 2K o

IR
1. 310 “node-publish-secret-name’#] "node-publish-secret-namespace’ StorageClass 2 o I3

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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2. BB IR E SRR EEFERENSEE
et

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMMAFRER LUKS £18 » LUSEMBIARIHZRHEFEEE o FE{R previous-luke-passphrase-name™#ll
‘previous-luks-passphrase B A B ZE BB AT FETT ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. B —ER pod > HEZMIRE - EERENREFIUTNTER
o. MESREIBIEEE IR
RetR

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]
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RER

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

nl:l%
EHERE MR _ HEEOEISIEER - BISEEMERE o

@ fBgn - ﬁﬂ%@lﬁlﬁﬂlﬁl”ﬁ%ﬂ*ﬁ o “luksPassphraseNames: ['B", "A"] HEEE AR5 EE o EA] LIRS —1E
TV AE TR E s STAk BRI o

R FRMIREETE
TR A LUKS INEHIRE & BRI &R -

IR
1. B "CSINodeExpandSecret THAEFS (beta 1.25+) o 2% "Kubernetes 1.25 : EHASIEE(E CSI AR EH
ENERERBNIER" T AREFIB o

2. 70 "node-expand-secret-name’# “node-expand-secret-namespace’StorageClass 2# o /40 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-S${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ER
RSEh4R _ERETFHRTTINEERT » kubelet ST ER/RSRFIRMGRENE ©

Kerberos FR{THNNER

fEFE Kerberos FEANN%E » (KAl HAEZENHERIFEZEREENE » EMmes
BRERZ SN -

TridentS2 18 LLONTAP{EA #1ZEImAY Kerberos % :
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"I B H RER"
o "{EEEH SRS AR A"
B FE RN
R AL BS Kerberos NN TIAERY Tridentf#1Z R IRERE ©

RN LTS

JBIIBCE Kerberos MZNREFRIRRERER - TR T A RIEE =R EHRZH Kerberos &2 — :
“spec.nfsMountOptions &3[F] :

* spec.nfsMountOptions: sec=krb5 (E{PEREMINZE)
* spec.nfsMountOptions: sec=krb5i (BREREMNINZE > UKE{D1RE)

* spec.nfsMountOptions: sec=krbS5p (BREREMMNZE > UKkBDHIEFA(RE)
SBEIEE —1E Kerberos E4k - MNREDEFEISTEZ1E Kerberos MZARR! > BMEFRE—EEE -

1. ERtERE L - ERANUTHABRLFFRIHRERE - RAER < FHESRALIREFHENR
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs

nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i,

gtreesPerFlexvol:
credentials:
name: backend-ontap-nas-secret

2. ERE—PRUNREERILER

or krbbp

tridentctl create backend -f <backend-configuration-file>

MRBIHERILKR > MRIHAEFERE - CAUEBRTUA TR TEEARURERA !

tridentctl logs

FERRIEEREREFHBER > ERIUBRATELS L °

BILfEFRR
A AR #FLERZRECE B A Kerberos MIEZRYHRE o
BRI AETS

B ETFEER RS - AILAEAR T ATUEE =N ERRASEY Kerberos ME 2 — !

*mountOptions &3 [F :

341



* mountOptions: sec=krb5 (BREEEMINE)
* mountOptions: sec=krb5i (BREREMMNE » UKRBHDR:E)

* mountOptions: sec=krb5p (BPEREMMNE » UKREDHIEFARE)

HREIEE—1@ Kerberos F4k o MNRELEBEETIEEZE Kerberos NZ4RF!) > BIEFFERFE—EZEE - NR7E

EERIERE PIEENMEFRATERFENIHPIEENMBSFRAR > AURFERNRZE -

1. #3—1@ StorageClass Kubernetes ¥ > s52& T 5&:4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. EIfEEFLER
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AMEfRE EIL#ETFLER :
kubectl get sc ontap—-nas-sc
TREZEEIRLUATATHNELL :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

HEE

B FFRIENRFEFENZE > HWETURERT - BRMRA > F260 "RH—EE" -
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FAtAZ Al
* ;EREREEZE Red Hat OpenShift #£ _FEATrident o
* FRIEBILAEARS “tridentct AFREX o

* ARRIEERBLU T RBZEEFAzure NetApp Filesl#1Z& IR LETT Kerberos NN A EABRAE KA IRERER
BRIETTIRIE o "Azure NetApp FilesXXigE" o

* SREEMRFIA A Kerberos I —REEMAY NFSv4 MR EEEEHERTE © 572 RINetApp NFSv4 48R E 85
(3313 H) ° "NetApp NFSv4 IEsaIAE BRI BTG ©

fERVAETeE i
SR LRI B S Kerberos NMZRITNAERIAZUre NetApp Filesf#1Z & IRRTE ©

BARSULIERS
BIIACE Kerberos MMEZREFRIGREER » LRI HERRERR TIMEREHRZ— :

* FEATFRIRELR" spec.kerberos iZih
* ER*EEELR* spec.storage.kerberos i

TEERMNERTERECER » RMRFERNPIREEE
BREIMEARS) > EEBRILUEE =R ERRZASHY Kerberos MNEZ— !

* kerberos: sec=krb5 (BAEREMME)

* kerberos: sec=krb5i (BARREMMNE > ARG 1RE)

* kerberos: sec=krbSp (BRERFEMME » UKkSHHEIARE)

1. FREERE L RECHREEEFHFRENUE (HERGIRIERMER - ERATIENZ 2
FRIRKRER - i§75155% <> PREBRACIRIEFHEN
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HEFRIREEA

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

FE 2 AR 15
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. ERE—PRUNREERILER

tridentctl create backend -f <backend-configuration-file>

MRBIREILKRE > ARIGECEFERE - EAUZEBRTUTHSERHFURERR :

345



tridentctl logs

BRI EEREEFHMER > ERIUBRAITEL °

I ETFLERY
e A LR RECE BB Kerberos NNZEBIHLIRE o

HER
1. #3—1@ StorageClass Kubernetes ¥% » s52E T 5!&:4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. EIfEEFLER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. FRRERILFFER

kubectl get sc -sc-nfs

TRZEEIHRLATRENES :

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

HEE

B FFRImENGEFENZE > WETURERT - BRNRA > F260 "EH—EE" -
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{EHTrident Protect {(REERIER

T fZTrident Protect

NetApp Trident Protect 12 EE AN BRI EIEINGE > 1558 T HNetApp ONTAPREF &
4 F1NetApp Trident CSI {1 FESI BV A AREE Kubernetes FEFBTE N AYTHREF AT A

1% o Trident Protect fJ1E T BB AR EMAMIRIEN BRI CTEEHNEIE « REMER o
CIEFEBEE AP A CLI IRt BEEEINAE ©

ISR LUBIBIRII BT &R (CR) B {#EMA Trident Protect CLI ZR{# M Trident Protect {R:EMEATEL ©

T RAHE 2
AT LIS T 2 Trident Protect FYFERESESK » A HIEITZRE |

* "Trident{REEXK"

Z4ETrident Protect

Trident{REEK

Bt AR CHETIRIE - EREXEE - ERAEXNREERSEEENLE o BEREN
hiﬁﬁ’é%ﬂ%*ﬂiﬂf‘ﬂndent Protect FYELEEK o

Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L EMBZRHY Kubernetes EmMER » B1F :

* TR Kubernetes ARTS (EKS)

* Google Kubernetes 5|% (GKE)

* Microsoft Azure Kubernetes AR#5 (AKS)
* 411§ OpenShift

* SUSE Rancher

* VMware Tanzu EmBEE

3% Kubernetes

* Trident Protectf& {22 B LinuxEREIEL © Windows EH IR AT IREMHREE ©

@ * FEfRZ & Trident Protect RSB ECE IETEAITHRVIRIRIZHISSFAERIR CRD - EERER
IRIZERIZR > FE2B "SRR

Trident Protect {#Z 2 IRHEAME

Trident Protect Z1IBLA T HEFE IR ©
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* Amazon FSx for NetApp ONTAP
» Cloud Volumes ONTAP

* ONTAP{#ETZ[ES

* Google Cloud NetApp Volumes
* Azure NetApp Files

A RICHRETFRIRTEUTER !

© FEREREIEENNetAppREE BFEANETrident 24.02 HFESHRA (BHEEMTrident 24.10) ©
HERITHER NetApp ONTAPETERIR o

* BT EREANFEEDNHH#TR -

* Bufst2 AR ERER AR BN SR FEMNE R ERER M5 ZER o Trident Protect A E AL
ELEMmLER ; MRCHEETERPISE T AEENGLZER » AIRIERERM

=N
nas-economy A= EK

Trident Protect Z#&¥} nas-economy HAIEEEITHEMNIERIEE - BRIAZIERIRE « 52fEFSnapMirrortg sl
%l nas-economy HIE& o EEEATE|ETrident Protect —fEEARIEE nas-economy @ FHIRB B #E o

HLEEARENEERRRBERNERERER - HNELERER & IBIEONTAPRETFRAE L
PITU T an @ RIZRIRBEER

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

EA A =1{E nas-economy HEFEEHMITIA T p L REVBIREBEER » WA < EIRA "<volume-UUID>
EEFRHIEER UUID :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ R LB B E TridentBimsR E 12218 » SIS ETERBARBEE: © snapshotDir F|
‘true o IREHHAZTEE -

£/ KubeVirt [Ei %S RESE

Trident Protect 24.10 #1 24.10.1 & E S RATEREEITE KubeVirt VM _ERIFERIZNEF » 1TABFAARRE ° R
EMERRZS > CE T E ERHRE IR EEA R R B S RER R TR R o

@ EIMIEIR1EEART > 1E4T "VirtualMachineSnapshots' 2 B 4%2s (VM) BRI EIEEXER o

Trident Protect 24.10

Trident Protect 24.10 7EERHMREFE IR AZ BHFE(R KubeVirt VM HEZRERFAH—EMEAREE o IR IGAERE
FiTrident Protect 24.10 fReEREY KubeVirt VM 3% » BB HITERMREEEZ S FHRBERARIRE/
FRRINGE o BRI URBRIERZRRREI—EAREE o
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GBI LAEREE Trident Protect 24.10 RERE RHMRE(FEEIR VM 1ER A RBVRLEBRR o "ToE ER " REER
LFe&%:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 RE S HRZ

#Trident Protect 24.10.1 F%& » Trident Protect 1 ERMREERHAR B BRI AR KubeVirt R R4 o &
HWaUERU T RS ERLESTA !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirrori§ A E K
NetApp SnapMirror#E SIhEERT B2 Trident Protect 12FER(ER » BN TYIONTAPARR A ZE :

* ZHEBEAINetApp FAS « AFFFIASALERE
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

ONTAPZ £ ¥{SnapMirroriESIHIEK
AR TEFEASnapMirrorfE BUINEE » BERISAIONTAPEER S U TEXK ©

* * NetApp Trident * : EFHONTAP{EA & IRARFERIZRIR Kubernetes 51 BE Kubernetes g5 E# WA BTF
7EZNetApp Trident ° Trident Protect X 3E{EFINetApp SnapMirrorfi fiTiEITHER » ZIMIERUTERHIERZ
EHH#FLER -

° ontap-nas . MBAFREE

° ontap-san . iSCSI

° ontap-san . FC

ontap-san : NVMe/TCP (R{EZERKONTAPhRZs 9.15.1)

* 5FE]EE | A ERREEAIONTAP SnapMirrordEEZ 5T Rl 58 w0 AT 2KIR ONTAP &M BIRONTAPERE L
RS R © 3528 "ONTAPHHISnapMirrorsF R " T fRE % o

#EONTAP 9.10.1 Bta > FRAETRIEEIANetAppaF A 58X (NLF) BIFZTU3ZMY » BB —EFT AR A 2 E10AE
HYEE—Xff o A2 R"ONTAP One [EHMIRIETRIEE" T RES ©

()  fEsiESnapMimordk R R o
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SnapMirroriE i S 48T B BIE
MRICHTEERARERRASFEE » ARARCHREFEUTEX !
* BEFM SVM | ONTAPEFRIRMLANMEER - B2 "R ENSVME FEEM THRES o
()  EmEONTAPHESE RIMMHGRERN SVM LIBRE— -
* * NetApp Tridentf] SVM* : ¥15i&i% SVM BRI B1Z# & _EAINetApp TridentfEF o
* stERL | WEEE Trident Protect PHTEHIEIEONTAPREE R > LURIIEREAF o

FESnapMirror{g 8fTrident / ONTAPEC &

Trident Protect 2XKEEDRE —E Z K FREN B IRRE R RNHEFRIR - MRKREENBREREER -
#TESREEY BREREAEZERARRERERNTRNFERIR o

SnapMirrorf§3f) Kubernetes 525K
EHERIGH Kubernetes HEEMAUTEK :

* AppVault AJ7ZEUE | RIFREMN B IRREH VAR REREFEIER > 7 5E1E AppVault EBENERIR ARE
» UBREARERAMGESR -

* ERRIEAR | RREMAAEARA ~ EEFRERM IP 2FFFR - UBAMERSEMN AppVault Z[E7EE WAN #17
M o

@ AFZEEIRIEE EINARERPEBRRIPIAIERE - FECERNZA » AR ERNERE
B PR FEDE LR K o

ZaEI % F Trident Protect

YR CIIRIERT S Trident Protect BIEXK » AT LUKER T3P ERERE L L8 Trident
Protect o & A LAIENetAppERfS Trident Protect » SRIEIEEH CHFAANGEARPLEE - IR
THEREREAFIEME > LB AMRTETREE -

Z4ETrident Protect
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%tNetAppZZTrident Protect
1. #r18 Trident Helm &JE :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {8 Helm L% Trident Protect © X% “<name-of-cluster>" S B¥ 2 TBAG D ECLAERY > W FAMEHERN
HHRFIREE -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect

WA ANFEZRZE Trident Protect

URIEH Kubernetes SR AFENE B » (SRJUAREFAAIRBREEZEE Trident Protect © 1E3E L& »
AN EBRRATIRIEDAEN

B
1. WU TREGHEE At B - BRE > ARREEXICNLERGEE

netapp/controller:25.06.0
netapp/restic:25.06.0
netapp/kopia:25.06.0
netapp/trident-autosupport:25.06.0
netapp/exechook:25.06.0
netapp/resourcebackup:25.06.0
netapp/resourcerestore:25.06.0
netapp/resourcedelete:25.06.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fan

docker pull netapp/controller:25.06.0

docker tag netapp/controller:25.06.0 <private-registry-
url>/controller:25.06.0
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docker push <private-registry-url>/controller:25.06.0

2. 37 Trident Protect 4t a4 2R -

kubectl create ns trident-protect

3. BAGME :

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B ARMEEMREREANIIIEES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. 1 Trident Helm B& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —(ERAMXH protectValues. yaml © saFEfREFE S L FTrident Protect 527E :
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image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. {8 Helm %&£ Trident Protect © X% “<name_of cluster>"SE B ZIBIG D ECLAERE » W AMERERN
FEIDFOIRER -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z#tTrident Protect CLI 3&H {4

& A LUEA Trident Protect e 953 H » B2 TridenttV—{EEFE o “tridentctl’ AR EEILF
EATrident Protect BHETEJR (CR) EHIRVERER °

Z#ETrident Protect CLI 3ffE

TEEAGLIERRENZA > RERHZETANREFNEENE L - REBCHHSEERNZE x64 ERARM
CPU » BRI T T EIRIE
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TEIBEAR Linux AMD64 CPU Y&+
B
1. & Trident Protect CLI §Mg} :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-amd64

TEIBEAR Linux ARM64 CPU RYEHF
B
1. & Trident Protect CLI §Mi} :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-armé64

THERAR Mac AMD64 CPU Bt
TER
1. F# Trident Protect CLI §Mit :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-amdé64

THEBEAR Mac ARM64 CPU HYiifF
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-armé64

1. AR ZEMERMRITHER

chmod +x tridentctl-protect

2. B TEIERERE PATH IRIREHHPERNME o FIW > /usr/bin H#E */usr/local/bin (&
AIREREESER)

cp ./tridentctl-protect /usr/local/bin/
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3. S B LUSEZRS R B UERE NI CE BRPIEEMNLE - TEEERT @ BERFZUEEMEER
B9 PATH IRIGEEL .

cp ./tridentctl-protect ~/bin/

@ RHEERE PATH IRIBEEHPHFEENE - BB BRAU T o< RERZIEMN o tridentctl-
protect' @& “tridentctl protect {E{Efal3th 2 o

& ETrident CLI SMIMER EBD
EaI LA fE R A E BT R E S B AR ThRE VA ER) «

im%
1. EREREEERERER

tridentctl-protect help

BRE<BEHE
L& Trident Protect CLI SMIHMET\R » MR UARFLEISTRABEHBEINGE -
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# Bash shell E{F B2 IIAE
SER
1. FE SRS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.bash

2. FIEMNERERR TR —EMBL - ARERRZ

mkdir -p ~/.bash/completions

3. BT HAMAILE "~/ bash/completions' B ## :

mv tridentctl-completion.bash ~/.bash/completions/

4. LU TITHIEE "~/ bashrc (R BEFHAIEE .

source ~/.bash/completions/tridentctl-completion.bash

% Z shell N EE#ES
1. FE SR :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.zsh

2. FIEMNEREER TR —EMBLR - ARERIZ

mkdir -p ~/.zsh/completions

3. BT EHMMIATLE) "~/.zsh/completions’ B £ :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BUUTITHIEZE "~/ zprofile {8 X B iR AIREEE !
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KR

TREA shell B »

source ~/.zsh/completions/tridentctl-completion.zsh

B3] Trident Protect %24t

&L B5TTrident Protect IFERECE » U S EIR

}5E Trident Protect B 23&JRIR4

#£Trident Protect & >
#lTrident Protect {EZ Bt E B RIEE

1. B —ERANXH resourcelimits.yaml ©

R LUER tridentctl-protect SMIIEREITIES

Ed=E S

IRIGAYY

+
I

EENK o

] LUER R ERE RIS E Trident Protect RSB TRIES] o 32E

2. IRBEHIRIEER » (EHEZEPIE A Trident Protect A 2srYE R PR HI35E1E o

UTSEHREEERTUTARE » TESEEERRHINTERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:
requests:
cpu: 100m

memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
CpU. : mwn

nmnn

memory:

ephemeralStorage:

requests:

mn

cpu:

mnmn

memory:

ephemeralStorage:

resticVolumeRestore:
limits:

mwn

cpu:

mnmn

mww

nmn

mww

EIRPRHIPT L
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nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. FEFLLTE ‘resourceLimits.yaml XX ff :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BE]ZE L TXAR

Z it Trident Protect % > &R LAEA R EHERIEX Trident Protect 2389 OpenShift 2% X4 (SCC) ° &
495 E & T Red Hat OpenShift #5£4 pod BIZ 24 RS o

1. B —ERANXMH sccconfig. yaml ©

2. EXHHEE SCC EIE » WRREMIRIRERE RIENBH -

T EEAIRER T SCC EEN2HFERE !
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SCC:

create: true

name:

priority: 1

TERHI T SCCEENZH ¢

e
Ellbe

e
BAER

3. FERLLTE “sccconfig.yaml X -

trident-protect-job

B
[

I

BEEER I MUEI SCCER 2
& ‘scc.create’ B E Ay “true’Helm

ZEEBIZ E B OpenShift IRE o
R ARZTE OpenShift Fi&1T > 5§
ENR “scc.create :RE S “false’

AEEI}E SCCEHR °

FEESCCHITE o

fEE SCC RIBLIRR - BT
RERISCCEEINEBRIRFRIE
BISCCHETTE o

¥as%
HAY

= XERELIE
1

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

ERIEERNEREATERE o “sceconfig.yaml X5 o

HEH M Trident Protect fEERE

T RI L B 5T AutoSupportsr E M aF R ZE @R LUR B RS EER TR T IRANRESH :

e
BERAE

BE%EALE

BEZECERA

BR
il

mikE

L |

ot

#NetApp AutoSupportE4FEC & 1
I URL o FALEINAEEBRIERAR
FRHETEE EE o fIF

http://my.proxy.url ©°

B E A BBAutoSupportCIBEER
TLS E8:8” true o EANRAZEH
RIBELR o (FAR: false)

EX Ak HTrident Protect
AutoSupport/BE 8 E1F o FRES
false BSHER LEINEEEH -
BEMuUFHEESIES o (B

®: “true)
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http://my.proxy.url

= L it

RIEBkB Mm% T R 4M4E EERBOIEREEDHRRRS
LEMRIESRDPRBEE o 5F
TCIRIE BB TR 2R o

restoreSkipNamespaceLabels 4mise EEREOTEREEDHRRAYER

HERIRERIVERDIREE - 5F
ERBERBB R RZER o

\o

CRILUER YAML REE T A < 5 IR R E G LA ¢

{EF YAML X%
SER

1. B —EREELFEGRS values. yaml °
2. [EEEA I o FIEICREE BT E A

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. IHE 5% ‘values.yaml AR IERNERIAEXH » TEAZRERE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

fEF CLI 123k
TR
1. FERUTHS . --set ARIEEERSERIEEE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \
--set restoreSkipNamespacelabels="labell, label2" \
-—-reuse-values
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#&Trident Protect Pod PRI EEIEL

&BILAEF Kubernetes nodeSelector BREAZRIEIZAITR » R EIRAIZ AR HI MR LE B RA A B R E1T Trident
Protect pod ° FE5&%(&E  » Trident Protect fZFRF#1T Linux BIERRL eI U IRIE R BE—F BETELRHIE

1. B —(ERABXH nodeSelectorConfig. yaml ©

2. 7EREZEPIIE nodeSelector BEIR > MERIEZRLITIE NS BERMRE - WMIRBERIRIRRERETRS
Bl > U TERESTRROEERRRG - ERFTHERERGMMERIENATE

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. FEFLLT{E “nodeSelectorConfig.yaml {5 :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

ERTER RSB TEREPISENRES o "nodeSelectorConfig.yaml X {4 ©

=12Trident Protect

E1ETrident Protect M 1ZEE S

Trident Protect £ Kubernetes B & AR RAFEUES] (RBAC) 128! o TERBERT »
Trident Protect 12t—{E & i in % =R R EH BB RITERIRFZIRE - MIREHNAEABEE RS
FEREFFENZEER > Bl LUERTrident Protect BY RBAC THAE K E FEARMhIZ I %25
TR a4 ZEfEHITERN ©

EETIESRRIERHTERERNIZEWERR o “trident-protect #naZEf > ¥ B 7] LUFENFRA Efthdn o Z=RIFAY

BR - EIEHHERMEREXNGE > BHRERILEINIGRER » TRERNERAEINEEELHhRE
fH o

AR BERERT  EREAESRELIZIEARENEEEEFENK (CR) © “trident-protect ar 2= © &

RECRARAMREEFEIRARNENEE CR (REERETHARMBNERARHENGLZRPE
YREAEAEMNEECR) °
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REBEEEAEENABENTrident Protect BE]ERHR » HAhEE !

* AppVault . FEREFR/REHIR
@ * AutoSupportBundle : YEIEE « HESMEMEREYTrident Protect®#&
* AutoSupportBundleSchedule : &2 kU2

REBEREEAENABNEIIES (RBAC) HH S EMANEFIIRFITEZESHEER -

ARERBENTEEIES (RBAC) MAEEH SRS L EMNERNESEE » HSH... 'Kubemetes RBAC
X" o

ERARIERE ISR > 552E "Kubernetes fRFSIRE SCHE" ©

Ef @ EEMAERENFIVEIR

fign > —ERESEEEFEES - —HHIEBRM—ETHAR - EEEESR AU TES » UBI—ERR
HATRREMTHES BRSNS IRaES Baa=mNER

TR BustERUESSEENER
RliEar R =R LERRIEEE LD RER - WEIFMIEREERAT UEFIELEER

1. BIRREET— Bz :

kubectl create ns engineering-ns

2. BiTiHERIS S RZER ¢

kubectl create ns marketing-ns

TR 2 | BIOBARTSIRE - UERSEm % ERTHNEREE

2T RS ERTar R E RS —EERRBIRE - ELEZASEEREFERII—ERTIRS » UER RN
BRI NE—SERHEZ B DR o

1. B ITRREBREI—ERFIRS :

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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2. HITHERE L —ERFSIRS

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

P8 3 HEEMRBIRARI—ESR
ARFSIRP SR ANERBRAETE(0EE » MREEVRE > JUERMPRILEREIL

T
1. A TRRBIRP R —EE5H -

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFIRAEI—EEHE

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

B 4 : 217 RoleBinding & > & ClusterRole #4458 E ZISEFHRIIRFEIRE ©

Z#ETrident Protect BF & 217 —{EFE:%AY ClusterRole ¥4 o {ERILUEBEIIFEMA RoleBinding #1141t
ClusterRole #B7E ZIARFEIRE ©

1. REEAEHTEE TRERFBIRS
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. BREAGHTEDITHRISIRG

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

p
A ERESIER -

TR
1. BRI REREITUFNRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. R TIR AR S EUTIHER
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

5 6 : WFH AppVault ¥HFHITFEHERR
AEPTHRONMRBSENSIERTS - EEEESFTERTERIEREY AppVault Y HFRIFIER o

1. I W EA AppVault FIEIEAASHY YAML XX » LURFERZE L AppVault BITZEVERR o #Ia0 » U CR %
F(EREE AppVault BIFEUERR eng-user :
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. BUNWERAG CR EEEESMANKTHNAEMPREERIFIER - Flu
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BUNWERABHE CR » HEMRHERIERE eng-user o FI0 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. SAHESTHERE S ERE

a. EFERFIA s =M/ AppVault ¥ &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEFZHLUTRABHEL :

367



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

A AR RS ESMPIRTEA SRR AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CREZEEIELUATAENES -

yes

Ilju:%

184%F AppVault #RAVEE A E FEZAESEAIRIERN AppVault MHEITRAREREN EIRIRME » I BFREZAESN
FEEIRRYE R EFZINVEREIR - HRILMPIEEFIEHER

B ETrident(REE R

&R LAfEA kube-state-metrics ~ Prometheus # Alertmanager BJR T B 2K E5 ¥ Trident
Protect {REERERRIREEART o

kube-state-metrics fRFEHE Kubernetes API BEIEAISIZ o IS H B Trident Protect &5 & 1FH » AJUBEERARHIRIE
FERRENB RSN -

Prometheus E—EATEE » ©AILIZIR kube-state-metrics EEE’\J%UF ) M EH 2IRABREEYHN SRR
sBAYER © kube-state-metrics 1 Prometheus HEITRME T —FE 7574 » sZ G 0] A BEEEF A Trident Protect EIERY
BRI EARFIARRE o

Alertmanager @ —IEARTS > ©ERILIEUL Prometheus ¥ T A XM ELRR > WRTMPRBICEENBIZENE °

BESHPEINEENEEEHRSE | CRERBECHNIRIRETHR] - F2RUTEAXMH
MES B RESREAMSZIE

@ * "kube-state-metrics SHg"
o "EAEKIBHTURE"

* "Alertmanager XX 1&"

TR ZREETH

FE £ Trident Protect FREUAAEIREE » MBELEMERTE kube-state-metrics ~ Promethus 1 Alertmanager ©
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224t kube-state-metrics
A LUER Helm &2E kube-state-metrics ©

SER
1. #1% kube-state-metrics Helm chart o %0 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FEFRZIZE4E -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. % Helm chart @i —ERERE (FIUW > metrics-config.yaml) ° EOIMUIRIEEBIRIEBTIUTEAEIE
B
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metrics-config.yaml : kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. BB EPE Helm chart IREEE kube-state-metrics ° 140 :
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FBIKEBTFREFECZE kube-state-metrics > LUES Trident Protect EFIEFTEIRMIISIE | "kube-state-
metrics BE]EBENXIE" ©

Z4t Prometheus

AT LR BB UL T REAZEE Prometheus @ " 28 SKEHISCHE" o

%4 Alertmanager

&R LUZEB L FEREEZEE Alertmanager @ "Alertmanager SXig" o

T2 EKEREETAUGEIE
ZREETAR > FEXTCPIUAEEBEIE -

1. #& kube-state-metrics 2 Prometheus B4 o #7%8 Prometheus BCE X {f(prometheus.yaml) HFIE
kube-state-metrics ARFEE T o U0 :

prometheus.yaml : kube-state-metrics fRF5E£2 Prometheus FI&ERL

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. Fig& Prometheus fFZIREEHE Alertmanager © #7&8 Prometheus BCE X ff(prometheus . yaml) MM

LTRERS -

371


https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install

prometheus.yaml : [7] Alertmanager E$iX%%R

alerting:
alertmanagers:
- static configs:
- targets:

- alertmanager.trident-protect.svc:9093

mR

Prometheus IRTERI LU kube-state-metrics UREEFSIZ » I BRI LA Alertmanager 353X E4R o IRE T LR EME
BERAIVE U R ERIVBIEMUE ©

TR 3 RELHRMERER
REFTARGEIFR  SRERLEMLELNNEEFRELR - UREREZEXTIME -
ZIREH - FERERK

UTEAEERT —ERMRER » EFMETERNRERES TB1 K ERiGZWHEEE o Error FHESHVHE
ERR o SR BEFTILEFIUF S EMIEE » WL YAML 2B R B aSEENEZES o prometheus.yaml’
RE

rules.yaml : E&HEKHAY Prometheus ER

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed

expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

BCE Alertmanager REME B X ER

IRRILAERE Alertmanager @ {EE A ERIEXE HEE > FIUIETEH ~ PagerDuty ~ Microsoft Teams FE M
BHIRTS ° REERTEEPISEEENECEERIA  "alertmanager.yaml XX {4 o

LT EHIBCE Alertmanager [A Slack $8i835X58 ] - AERBLENIRIZBFTILES » BB TE - “api_url
HIRE S TIRIEFERM Slack webhook URL :
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alertmanager.yaml : [A] Slack 838 353X €

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

E4 Trident Protect 18

Trident Protect (fEI2 SA5IEE B 2 ¥INetAppXEA BNE RHHME - BEAMARE

B
BREMERAERAR « 15RMEEEN - MIREEERIEKE > AR UEREE]E
IR (CR) EHERZIE B LB ENetAppZIRAHLL (NSS) ©
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£ CR B 1EE
HER
1. B B;TER (CR) IEENRESGEE (FIf0 > trident-protect-support-bundle.yaml ) ©°

2. FREMN TR

° metadata.name: (W IR) LB TERIAHE ; AACHNIRIREE—([AH—BERERNEHE -

° spec.triggerType: (Required) lEE Z IR BRI NESERIZEIEL - FHEMNENEELRRES
HRFERNER 12 Bh o AIRERIME -

- BRHE
" FE
° spec.uploadEnabled: (F#E) IZHIE4 TR BB TR H LEENetAppZIEAALL « MRKIEE
> BIJFEEER A false ° AJREAY(E -
" 2
* false (FAmR(H)

° spec.dataWindowStart: (F]#£) RFC 3339 #&XHAIAF & » IEE X ZREPE INERHREERE
B9 B HAFOBSRS o SRKISE > BITERA 24 /)\EAT - KEREAILUSENBEISEER 7 XA

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. B 5T “trident-protect-support-bundle.yaml iR EFFE% > EF CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

£/ CLI B3 %Ea

1. B SIEE » BiEETNEBRATIRERMNEN c & trigger-type RERGEEIENEIIEZH
STEILHERERIZERERE > WHARIMARE "Manual 3{FE “Scheduled ° FEF%E Manual ©

fgn
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

ERMRRSIES
ERE—HFRUXESER  CAUBEREELEEETRERRIIFERE

1. %1% “status.generationState  Zll3Z "Completed ARAE o A LUERIU TS EIEELERE ¢

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BREEBRIEHNFHERR - RESTHAIAUtoSUpport EfFPEUSHERIES :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

2| “kubectl cp tEALHFBEAG L LIETE > KERSHERALCEENTKE

H 4k Trident{F3&

(AT LU Trident Protect FHREIBHTHRA » WS SHINAESIE1EES o

€ 2410 hRASFAHRE > FHRARMITRIRIRAISE SR o ILKFEAR G R IERGEITIRR - HR2
FERREUERERT - MREARIBIZFRIBEY > ERIUFERIIBIRE - URFREHIE
@ RAREAREIRE -

B RBERKEE » SR UEARAERERARIREE > LEFRREMBAEM - B2 EF
EREARIAE B E RS RIBVIRR o

EEH4RTrident Protect » :5H{T FHLER o

SER
1. B Trident Helm &BJE :

helm repo update

2. ##RTrident Protect CRD :
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@ WMRIEZN 25.06 ZATHIRRAFH4R » BIEERITULHER » B4 CRD IREEE S 1E Trident
Protect Helm B &R o

a. HITUEHSLUE CRD WEIEHN trident-protect-crds &l ‘trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. B1TItEdr < LUMIBR Helm 5% "trident-protect-crds’ B3 :

@ REEE trident-protect-crds # Helm EiLEIRAISE S MIPBRIEH CRD FEAEREE
ko

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. H#RTrident{RE :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2506.0 --namespace trident-protect

BIEMRERAIZETI

A Trident Protect AppVault ¥4 2R EIRETER o

Trident Protect MR BT E R (CR) #8724 AppVault ° AppVault ¥4+ 2 EFIRAVEER %
Kubernetes T{EFI2R T~ © AppVault CR B S HFEE(REIEZE (HIuED ~ REE ~ BR
{EZEFSnapMirrortE®Y) FFFERANNERE - IEBIES A SERBIERREE o

TERERRER FHITE MR EIR(ER » (REEFHHRAHSFEEI AppVault CR ° AppVaultCR 45ERIRAVISIE »
I ET U AN BT _E MO EEfI(E2 E25T AppVault CR HI35RES ©

@ HE{R AppVault CR A %4E T Trident Protect BIE=EE L o YN8 AppVault CR RTETES G E L5 RT

» BRI EER ©

FCE AppVault S {388 ZE
TE#21Z AppVault CR Z Al > sERERCEEER AppVault M1E 2 E)28 7] U MR HEFE BRI EIREI TR -
BrERRAFER

B 1&ER CR Z{ Trident Protect CLI MIFER L AppVault #1148 » IEAI LA Restic 1 Kopia INZs €SB H
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51ZB5RY Kubernetes &8 o MR EFRIEEEEE » Trident Protect A3 {F B FERES ©

* FHEIL AppVault CR B > :5{FH spec.dataMoverPasswordSecretRef 15 E£8& o

* {EFTrident Protect CLI }£3L AppVault ¥)4EF > 55{#F "--data-mover-password-secret-ref' FIi 15 E 288 HY
B -

BUBNBRHFERNEZE

E2E U THAZILZEER o 1L AppVault ¥4E » KR LUEETRTrident Protect EA L& iR M E X2 )23
FEETTES o

* RBEERNERER TR » MRFHAZERSEH TEHENZEEEIT o fil » INRIEE
@ TE1# 8 Restic M Bi§ KA ITEER Kopia » BITERIIEiEK > U R E 3 Restic 5 o

* EREBFREFETZENME - CREECRERR—SENEHMEBE FHNER o NRERHFH
“trident-protect’ ap 4 ZEfE E# MR > RBEBBERELZRBHIIRE -

f#HH CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <base64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—-from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AR IAM R
B0z S3 AN EZEM (140 Amazon S3 ~ #8H S3) Kf > "StorageGrid S3" » & "ONTAP S3"f#

F3Trident Protect B » (SEERFRIRENERAEREEEENHEENLERR - UL TEFEFTFEHTrident
Protect #E{TEENFTEMN REEREEEG o El LI ERERESIE S3 HAHERERNERE o
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1,

"Resource": "*"

B Amazon S3 JREEHEZEE » AR TR : "Amazon S3 XIE" ©

FF* Amazon S3 (AWS) E:ERJ EKS Pod Identity

Trident Protect 5x1& Kopia Bkl iZEh2si2/ER EKS Pod Identity © IETHAERTEIRY S3 HERMLZ LR > MiE
UL AWS /ReE#7F1E Kubernetes 21 o

EKS Pod Identity £2Trident Protect FY&K
7£1#% EKS Pod Identity E2Trident Protect &£ & Z A1 > sAERUATHIE :

* {GHY EKS Z=EERA Pod Identity ©
* BERILABXLER S3 HEERERN IAM B c MTHREZEE » 552/ "S3 AR IAM HEFR" o
* 1AM B &8T5 Trident Protect ARFEMRSRRAR! -

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BRI Pod B 0iAF IAM A & B ARFSIR P BRERRYZFAEERER > 55268 "AWS EKS Pod Identity SCHE" o

AppVault 22 FF EKS Pod Identity B » 5% EEHY AppVault CR ° “uselAM: true fEBIZE M AR RETV /&S
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AR EIRRAER AppVault SIREEHH)
TEF AppVault CR F; » SEEZ B S/REUFIURMERENER » IRIFEMER IAM 5558 - AEERE T8

RIBIREENRRMARRE - U FRAEIREENGSFISRELEG o CRLUER THIBHASERHR
EHRBRI SIS o

379



GoogleZE

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \

-n trident-protect

ZSE% S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

MER Azure

kubectl create secret generic <secret-name> \
—-—-from-literal=accountKey=<secret-name> \

-n trident-protect

BFS3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault #3754

T 2B ERHEER AppVault E&REEF

AppVault CR &3

SR UER T3 CR #f| A SEZEiRIRME I AppVault ¥4 -
* WO LUEIEISE —1E Kubernetes secret » EHEE Restic # Kopia #FEIMZRBETES ©
AR ERERHEERE THRES o

* ¥47¢ Amazon S3 (AWS) AppVault H5R » ] U4 ISTE sessionToken » N RIE(ERE
@ —& A (SSO) #1758 » ERIFEEH - ELAREEEL SR > KBS - EAN
TR E M AppVault SIEELEH) o

* B S3 AppVault B > EAILUEIZMMER THIA IR L S3 RBAYHOKIE URL :
“spec.providerConfig.S3.proxyURL &t ©
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GoogleZE

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

ZSEE% S3 (AWS)
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ $1H2EF Pod Identity #1 Kopia BHI8812587 EKS IR1E » &0 “providerCredentials
RO AN “uselAM: true' 7E "s3 NARE

MER Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

BFS3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

fE A Trident Protect CLI 17 AppVault FY&5f

EAIAER LT CLI fn < &6 A SETR (& 21 AppVault CR °

* AT LUEETSE —(E Kubernetes secret » EFREE Restic fl Kopia #ZEEMZEN B ©
@ B2RENERHEERE| THRES -

* #% S3 AppVault HER » ERILUEEZMEMER T 7 A RIEE L S3 AEBMHOAIE URL :

*—-proxy-url <ip_address:port>"F# °
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tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

S ik S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

fMER Azure

tridentctl-protect create vault Azure <vault-name> \

——account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

iEAs3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

& E AppVault 12
SEAT LAfEFE Trident Protect CLI SMIMER EE A RICIERE L ZIIHI AppVault WIHFEIE o

TR
1. &F AppVault MHHIAR :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

EHEL -
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (A1) BEEETESMEEIRM AppVaultPath » sAERZIZEE --show-paths ©

A 7ETrident Protect helm ZEERIETE 7 HRELTEE » RIEE—F|PEELBEA A o HIW1 | --set

clusterName=productionl ©°

#%B& AppVault

& B] LA BER MBS AppVault #1145 o

@ ARERPR finalizers’ 7EMIFR AppVault #1142 71 » 557E AppVault CR RE A E18 o SRS
E AppVault EFRPIEBEIE » UAREEPHIRILER ©

R Z Al
R b (RIS E MIPREMIFREY AppVault FREEFRRIFRE TRIEF#ED CR ©
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£ Kubernetes CLI fif& AppVault
1. #8843 AppVault %R » W& “appvault-name  ZMIBRAY AppVault ¥)1rI%7FE :

kubectl delete appvault <appvault-name> \
-n trident-protect

fEF3 Trident Protect CLI filf& AppVault
1. #F& AppVault B 5 » L& "appvault-name EMIBRAY AppVault ¥ERIETE ©

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{#E A Trident Protect E&EEIEERTER

EaI LB AR EATET CR FRFHIA AppVault CR REZEE A Trident Protect EIEHY
FEREL -

#1317 AppVault CR
T BT —E AppVault CR » % CR i HERERHITERREIR(ERER » 1A AppVault CR BER

ZEE T Trident Protect FYZ & |t ° AppVault CR 2HEEFEIRIER ; BEF AppVault CR BIEEHI > s5288
: "AppVault BsTER o "

EEEAEN

CEBFEHREMFEHTrident Protect B EERARRER o EAILUEBFENIZIIERTEIL CR I{FEMATrident
Protect CLI REEEEBENEARER
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f#F8 CR #EEARER
1. 2 BREMAREN CREE !
a. B HFIER (CR) BRI HA®A (FIM > maria-app.yaml) °
b. EEEUTEM :

* metadata.name: (E) BRARERBTERINGTE - IR TEENRE 0 ARREIRENS
RYEfM CRAEZ G5 AILLE -

* spec.includedNamespaces: (W E) A EMMIEHREESR KIS EAREXFERNHERZE
BHER - EREXGETEMNEESTEIEES - EHREER[IEEN > o] AREESEE
EmATERNER °

* spec.includedClusterScopedResources: (F]%) FHILEMIEEEE S TEAREREEPH
EEHEER o ItBMEECIREERVEE « A - BEMIERIGEEELEER o

* groupVersionKind: (V&) {5 HEHBE SR AP BH4H ~ IRANFILRR -
* labelSelector: (A]%E) kK RIZHETEREHLENEIR ©
* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (FJ3%) s AR EBEAMRR
RIS TERNERER » 1M KubeVirt IRIE » HPERAFRRGEEETRB A - I5E LLFER
RAFRBER T RAIURAERAMR o MRBES true » BARNGREERNE > T EHA
RARBRES - MRIEE TR > BEAEATERTRBERK - AIZBRZEER - K55
:RBE > BUEREERAZUNT © "2k Trident Protect /$/5:%&" ©
MREEFTEARENEIIEERILERE > AIUFERAUTHS .

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (A1) MMEERERG > B3R ERERENER -

> resourceFilter.resourceSelectionCriteria : (ERiERFX &) A "Include 2 "Exclude 838
HERR resourceMatchers FEHRRIEIR o FELLTF resourceMatchers 2EUEERE R = HERIE
p

* resourceFilter.resourceMatchers : resourceMatcher #1{4BE%] o I RITZ AP EZRZETT
% BlefMzE% OR EHILA » SETEANFER (4B - B8 ~ hkd) ZRE# AND EHIT
Aig

* resourceMatchers[].group: (F]) BEFENE REF4E o
* resourceMatchers[].kind: (F]3%) E&FEERIEE o
* resourceMatchers[].version: (F]i%) EEFEAE RRES

* resourceMatchers[].names: (AJ3%) BB BRI Kubernetes JTE#l.name I
7 o

0]
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* resourceMatchers[].namespaces: (F]#) EERENE R Kubernetes JTT&Ekl.name i

FPEyEn R ZER o

* resourceMatchers[].labelSelectors: (F]#£) BRHY Kubernetes JTtEil.name (L HHVIE
BEERTH > METIMIBEES . "Kubernetes STHE" o 0

"trident.netapp.io/os=linux" ©°

@ EMZ& resourceFilter ¥ “labelSelector #{£/H » ‘resourceFilter 4ci&E1T »
JA1% “labelSelector FEFAERRIE IR o

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. B BTHIRIGAENHNERERNEEERE  FERAZEEEX - flM :

kubectl apply -f maria-app.yaml

1 EAUTEAZ —BUTERARAREIES  BERTPHNESRACIREFHNENR - MRIUERERSD
PRRVFIR - MELHFETSH > Ko ZRANERESEERAEAERT

B EAREINR G LUEEERZARRIEERARATREHEES AR ABRERR - SEEAN
REREERNERER » FII0 KubeVirt IR1E » HPERAGFRGEHEERRZAT - MRITRTRER
B true ZEARENBRENRE » IUERBIARNRSAERERR - MRIMBERES false ZER
RAZREERE » ERERRARTRBIRRE - IREA TR - ERARAEETREERK
RIZEH RS B © YIRS EMERE - FEARSEEU TR ¢ "2XTrident Protect /2 /RHRE" ©

7E(EF CLI B FEAERR » EEIEEM » JUFERLUTAE @ --annotation FEN; ©
o BUFERARRRN N FREZRTRGEITANDIERTE !
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

c BURAREATRENMEEAREARELIERERRFRETH -

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

@Bl LUEF --resource-filter-include #1 “--resource-filter-exclude’ B RIEU &G S B E
/}:_\E’J’fmu,f\ ‘resourceSelectionCriteria FIgNE#4H ~ 88! ~ fRAK ~ 128 « LB SB[ > WTRFIFIR

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my—-app"]}]"

{EFH Trident Protect {REEATE

ER] LUE B B ERE RIS T ERRF(RE RIS o FRINFEREBFIFE D KR ReETrident Protect &
IBRPRAFEARER

@ &R LA E& RE Trident Protect TE B RHRE(FEIARNRGEMBRIER R o " 7R EZ R ERA Trident
Protect SR EIERFRLEHIEE" ©

BIIRERRR
A ABERF AT IR TR IRIR o

@ RBEBENEREEAENEEZDRAES A > S5 BEEARRARENSRZER > AliEE
B EIERD - REIERT -

394


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

f£F8 CR BRI IRER
HER
1. B B5]ER (CR) RN HEGEA trident-protect-snapshot-cr.yaml ©

2. EEEUNHES > BEUATEM
° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.applicationRef: 1/ IREERHIFERTZILHY Kubernetes %78 o
° spec.appVaultRef: (X E) EREFIREBAZR (GTER) B AppVault FIETE o

° spec.reclaimPolicy: (FJ3%) & E1RER CR MIBREF » REZAY AppArchive BEEHEIENR - EEK
EBFRES Retain [RIBE S IHMIPR - BROEIE -
* Retain(TB&R)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. IEE 521 “trident-protect-snapshot-cr.yaml i8R HEIEFE®E > EFACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI EILRIE
&“%
1. BIRER > RSP ESRATRIERER - Fl -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BigEHEn
TR AR A (D RS o
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®

RBEBENETREEAENEEZDRAES A > S5 BEEMRRARENSRZER > AliEE
B EIERD - REIERT -
FtaZ Al
FEfR AWS B35S
FIBEE R -

LR "AWS API XX BRAGE
c BB

5L hEAHRRERE B LUM B E A REFREIZEITH S3 HIN1EE - NRERMDIEEHAR S hBEHE > BlIRE
R "AWS IAM X {4+ BRE

ERERET
G-

B AR R RYEF A E AR o

WS BIR/REVFHME o
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£ CR EirfEn
HER
1. B B5]ER (CR) RN HEG S trident-protect-backup-cr.yaml ©

2. EITEIAIXMHF > REUTEMY

° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -

° spec.applicationRef: (X E) EFHHIEATENA Kubernetes %78 ©
° spec.appVaultRef: (W E) FEEAZHEHDNE AppVault BI%FE o

° spec.dataMover: (FI3E) IsZARGBMREENER TENTFS - JENE (BDORNE)

" Restic
* Kopia(TE&R)

° spec.reclaimPolicy: (FJ3¥) EXR W HBAPREREDRFZ R EMTE - AJRENE !
" Delete

* Retain(TB&R)

° spec.snapshotRef: (A]£E): ZAFEDKIRRVIREB LTS o MRKIRM » BIF I FH{DERFIRE o

° metadata.annotations.protect.trident.netapp.io/full-backup : (FJi%) IL:EERANISEHBH BE
FEAIELEFHM - TERIBR T ° FIEEMEIIZEN - B2 » MRILLFHERTES true' B4 » B1H%
TR T JEIE 2D o MEKRIETE @ HBHBFERETERNILEHENRTE - REERETHHR

17> ABREMRTERD ZERITIEERD - URAREMFELERERMIER

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. B 5T “trident-protect-backup-cr.yaml iEHEZMEIEFHEE > EFACR:

kubectl apply -f trident-protect-backup-cr.yaml

fERan <L FEILHER

s
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1. B3GR  FHERPEBRATIRIERAEN - FlM

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

T A LUEERERA “--full-backup’ BIMIEE BN E SR AIFEEFHMEVRS - BRIERT » FREHGE
EEEN o HAILRRSR » BMRESIHEERN - XEBBETEMITERD » AREMRTERE
PZEITIEERD - URKIREMEHERERBENERE

HEE R REE

REERIRIEBIRIBREREIZIIRE « BHEMERFEERAER - CIUEES/ K - 58X - BRANESAR
IREBFNED WA LUEEEREEIRKE o [RILUER full-backup-rule FEARZREFZIFEE TR ED - T8
RERT > FRERCEHEEEN - ERNTEERDUREBNEERN AN EERERARMER -

s RO AEEIBREREIIREEETE o “backupRetention 53 Z# “snapshotRetention” BUAT ZHY
{& © IRIE “snapshotRetention FRIBER AT R NMEMBHZEMRNERILIRE > BELERE

@ EERRY > STEFD TR IZENMER -
* MRBEHENERECAENEEPWARES A > Sws| BEIEAERERSRZER > R
BEERFEIERND  RIRIERF -
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fEFREEAR (CR) BIIsE o
1. 37 EITER (CR) MBI HARA trident-protect-schedule-cr.yaml o

2. EITEIRINXMHF > EREUTEMY

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.dataMover: (FJ3E) IERERREHEREENEMTAMNFE - AIENE (BAKNE)
* Restic
* Kopia(TE&R)
° spec.applicationRef: 2#H S HIFEATENAY Kubernetes %78 ©
° spec.appVaultRef: (WE) FEEAZEHEHD A AppVault BI%FE o
° spec.backupRetention : ERENHNHE - SRTAEREILBMRD (EIRE) o
° spec.snapshotRetention | E{REIREBHE - TRMAEILIEMMRE o
° spec.granularity: 5@ 1TRVSEZE o BIAERVELURFR R RIRAMREIL -
* Hourly (BEMIEE) spec.minute)
*Daily (BEMISE) spec.minute M “spec.hour)
* Weekly (BEISE) spec.minute, spec.hour ’ # spec.dayOfWeek)
* Monthly (BE{45E) spec.minute, spec.hour * # spec.dayOfMonth)
" Custom

° spec.dayOfMonth : (AJ#) SEMETHIAMBE (1-31)  WRKERES > BIIHEIALS
8T8 o Monthly ° Z{EMAUFREAIURM

° spec.dayOfWeek : (AJ3%) s1EREETHERRLK (0-7) B0 7 XnEHH - MRNERTE

7 0 BRI AWIETE © Weekly © ZEMAUFBRIRM o

° spec.hour ! (FJEE) FHEMETRVNRE (0-23)  MRIERTESR > BIEIAKEIE
Daily ° Weekly ’ B{#& Monthly ° sZ{EMNBUF R NIRM ©

° spec.minute : (F[3E) StEFETHVNRHNDER (0-59) ° MRNERES » BILBEAS
WAHIE © Hourly ° Daily ’ Weekly ° 3¢#& Monthly ° ZEMEUF R IEM o

° metadata.annotations.protect.trident.netapp.io/full-backup-rule: (B]3) Ltz A2 AMNIEE LHET

BEMRA o RE]LEHRES "always Rl URIER 2ETRETBHHEEIHR © Al -
MRECEER AN EETHD » IR LUEERETEGORNERXK

B AIRERETBIRIEES] YAML :
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

EIRIRETEIRVEER YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. IHEE 521 “trident-protect-schedule-cr.yaml i$tEZMEEHE®R > EFA CR !

kubectl apply -f trident-protect-schedule-cr.yaml

fEM CLI L5 8IERS
il"g‘%
1. B fRESE] > RIS PRESTRACIRIEFHERN - flg
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@ {&A] LUERS “tridentctl-protect create schedule --help &LL< BIsFARIRBNE o

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
-—-day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

IEA] LR TE --full-backup-rule 1250 “always (S AT UIRIEE B ETIRHESTEH O N ETHS ° HIk0 > 10
REEBRRNEETHED > A LUSEREMLE TIERETTEMEDR © G0 » A --full-backup-
rule "Monday, Thursday" ZHrEE—fBEMNEI T2 EER ©

HIMERIEFTE] » 5558 --backup-retention 0 MIEE—EKI 0 BYE ' --snapshot-
retention °©

MIBRIRER
MFFTBREEZNESZSHRTEIRE

1. MIFRELIREZRABKAIIRER CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

USRI
MFFTBREN B H T EHD o

@ FEMRIOIURBE R TE 4 "Delete WEMHEFPRIFFFABE BN ER o ILRBEMTARS | "Retain R
FONEREER - IRBERARLE Delete BT BRI REBETMHRETD - BEFHMIR

1. MIBRELEHRARKEIE CR

kubectl delete backup <backup name> -n my-app-namespace
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BEFIDFERRRS
TRAIME A L IR EIEEETT » ESTHHERMEVBDERRGARE o

om

1. RN T LBREOERIRE > RAERPONEBRRATIRIERNEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF3 Azure NetApp 1E2E (ANF) /EZEEMDFEER

WRIEEZEETrident Protect » BRI LAZ{ER azure-netapp-files 77485 B £ Trident 24.06 Z BRI HI#FE
IR A BN EENEMDFIERIIAE © LEIHEEEA NFSv4 & > I B ARG AR E M RVERSNZER o

R Z Al
R TEIE -

* {RE %% Trident Protect ©
* B 7E Trident ProtecthPE& T —EEARER - ERRHILTEZ A1 > EBREXNRENERZZRIRS o
* {RB “azure-netapp-files’ BiEA A F R IRIITEREFLER
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RFEIRIIRED R

1. #N5R ANF B & 27E A 4R EITrident 24.10 ZATEEILAY > sATE TridenttR A TIA TI21E ¢
a. ABERF azure-netapp-files BEFERIE AN PV BUARIBEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. FERE A EERMEEY PV BUAREEE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[O]7E:

snapshotDirectory: "true"

+
RAREAARIRB &R - AIEEERBHINE - ZIESEROBEDERHEARENFRIZER - TE2
BRT > AR EMN A B0 ZERRE T BR A HIRE X/ ERRERR IR E o

R

%Eﬁéﬂﬁ%iﬁeiﬁﬁ{%ﬁ%ﬁﬂﬂrident Protect ETHMHMIER - & PVC th Al HEMERARLAREHNE

RERERRER
{# A Trident Protect {X1EEATEX

E] LAfEA Trident Protect fERIBE B P ERERIERRER - HEAREANERIIE—&F
&R WRARRINERETER -

- BREAREINE > AREARARENFANTHFREBRAREN—EER - IREFER
EBRITIHT > SRIFSNERFEN—MBIEENET -

@ * REREHERIAFRN L EREEERIIRGRZER GERAN qtree X&) - BZE > ¥
2 gtree £ » AREWRBEREI TR R ERREREIRGHHER o

- RS R AR B ST IR - T REBS(EE > 58 “EFEN Trident Protect it
{gE" o
RBEG BRI ARG RZEME

& & BackupRestore CR #HH1EREIAR R dn % ZEEERF » Trident Protect EEMBY e & T RIHERER
2R > UAERNERAREXNEL—ERERAER CR - AT RECERNERRER » JUBIIZEHMIIRE > 3
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RERESTE o

@ RENERIAARAERNAEGREHAAGEELEMTERELNERNER - E2ERE

MHRNFAER > AR EREY B R R ZER > S HN BRI RER o

a2 Al

R AWS B55< hHERVBRRARE B LUm B E A REEZEITR S3 BFIRIE - MREMEIRIFHAR < HIBH - B
{ERIRE SR o
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Kopia fEFBVEERNTTEA © B2R "FI K g BRI U B FETER S © £
‘tridentctl-protect create --help" B RA{EA Trident Protect CLI (€M ELE R > 26 S ©
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fEFA CR
HER
1. B B5]ER (CR) RN EG LS trident-protect-backup-restore-cr.yaml ©

2. R > BEBEUTEY
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appArchivePath: AppVault Af#EFHEHABTHERE o A UERU TS IERERE !

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (B E) EFHNREH AppVault FI%TE o

° spec.namespaceMapping : RIEIFZE IR ZEME B iR A= HAVEE - & "my-source-
namespace ] “my-destination-namespace F|FAR B B EIZIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFBEEMARNPNELEERETNE » FMEEEFRG > UESTHHFEERE
BREHNEIR

Trident Protect & HENRIZE—LER » AATMEEREZENERARIE o Fl1 » NREK
EEFAMMEEESEERATCE—ERA pod > Trident Protect th &iZ R RIHLAY
pod °

° resourceFilter.resourceSelectionCriteria . (EFERLAE) (A "Include’ ZE "Exclude’ 8255
HEB& resourceMatchers FEZMEIR o HIZLLF resourceMatchers 2EUAEHZE G ST HBRNE
b

* resourceFilter.resourceMatchers : resourceMatcher YRS o ANRTEZEY H'?E%%’vﬂﬂﬁ:
i’ BlEMZE% OR EHIE » SETEANTFE (4 - &8 - kd) ZEiZ AND EHT

* resourceMatchers[].group: (FJ#E E) EEENEIREFAE o
* resourceMatchers[].kind: (F]3&) EEFEAERIER -
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* resourceMatchers[].version: (AJ%) E&HEMNERIRES o
* resourceMatchers[].names: (A]3¥) ZiEEAIE IR Kubernetes JTE#l.name HB{IHH%H

18 o
* resourceMatchers[].namespaces: (F]#) EEFENE R Kubernetes JT&E#l.name i
YA ZER o

* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name P HVE
BEERTE > WETINIEER | "Kubernetes 3IE" o g0

"trident.netapp.io/os=linux" °

fan

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 1EBE5E% “trident-protect-backup-restore-cr.yaml 18 ZEHEEMER » EF CR !

kubectl apply -f trident-protect-backup-restore-cr.yaml

f£/A CLI
1. BEMERIIARNGRZER » WiHERTPNEBBRATIRIEDNE: © & namespace-mapping " Itk
RYFEHERDRAMAER > B EmAEREER ERNBEEHRE M » XM -

“sourcel:destl, source2:dest2 o HlY0 :

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>
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RBDEBEREIRAH %R
TR LR B BRI Raen %z o

FsEZ Al

HE(R AWS E55< MR RVBHAR FE B LU B M REFEZEITHY S3 1BRIRIF - MMREWEIRIEIIRE < HIBHA - AR
{ERIRE R SRR o

* S22 "AWS API X BRIRE BRI S5 < B AR R AE o
* 2R "AWS IAM X ERE AWS BIRRENEFHAEN
ST Kopia fERBERBHISRERENE > ERILUEETE CR PaEEMEER CLI 2RIZH|

Kopia EEEENTTA © A28 " E i g ARG B FEIERFHEE N - £
“tridentctl-protect create --help’ BRI Trident Protect CLI 1§ EIBMNEZEE » 2GS
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fEFA CR
HER

1. B B5TER (CR) IEENRHEGEA trident-protect-backup-ipr-cr.yaml °
2. R > BEBEUTEMY

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.appArchivePath: AppVault Af#EFHEHABHEE o A UERAU T <TSIERRE !

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (B E) EFHNREH AppVault FI%TE o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AIE) MRECRAFEEFFEARATNFELEERETNE - FMEEHEIRE - UBSTHRHERE
TERAER -

Trident Protect § BENEE—LER > A TCMEKBZENERERE o f110 > RE
FEEFAMHREESEREEHE BRI pod > Trident Protect th &2 /RRAHHEY
pod °

i 3pe

° resourceFilter.resourceSelectionCriteria : (EFERF ) A “Include’ I #E "Exclude &
HEB% resourceMatchers FEZMEIR o FIZLLF resourceMatchers 2BUAEHE S ST HIBRINE
i

* resourceFilter.resourceMatchers : resourceMatcher #7145 o YR IFZHBPEZHEZETT

§’H'Jb1F'E|ZFaE_I$§OR BHEUE > SETEANTER (B B« fkEs) 2% AND EFT

* resourceMatchers[].group: (F]#E) EEFENEREHE o

* resourceMatchers[].kind: (FJ3%) EEFEAERIER -

* resourceMatchers[].version: (A]35) EEFEMNERIRS o

* resourceMatchers[].names: (F]%) EiEEHEIRRY Kubernetes JTE#}.name H(IFHI%

408



* resourceMatchers[].namespaces: (F]£) EEFENE R Kubernetes JT&E#l.name i
REyER A ZER o

* resourceMatchers[].labelSelectors: (F]#£) B/RH Kubernetes 7tEKl.name AP HIIE
BEERTE > WETINIEER | "Kubernetes 3IE" © flg0

"trident.netapp.io/os=linux" ©°

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE5¢#% “trident-protect-backup-ipr-cr.yaml i iEZEIEFE% » EF CR !

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI

1. BEMERIIFREGRZER » TRERPHNEBSRACIRIBERAEN © & backup  BHERMAERM
MEDE > BXWT <namespace>/<name> © FIUl :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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RHEOERZ T REER
MRRGFELIREE » SRR EDERZEthRE -
E1GER Kopia (FRBERBEREREHE - MR LUEER CR hsEEMIER CLI 3R

Kopia EEIEERTTA o A2 "FlE B iE"BRAG U EEENFMAEN o FH
‘tridentctl-protect create --help' B RE{EA Trident Protect CLI 15 €N EZ(E 8 > 2GS

a2 Al
TR B A TSR IR

s BiEEEBE L% Trident Protect ©
« BiEEE U FEEREEEFERR AppVault BIEEFRRE » BIPTEEEXEERP o

* #1197 AppVault CR B » :EERAIEIRIE 0] LUEIZ R AppVault CR RE MY ETERE o tridentctl-protect
get appvaultcontent’ 3% ° W BB EHIPHLEEARE > sACRAEEIZERE ERY pod A#E{TTrident Protect
CLI e

* FEfR AWS B5E< HEBVBEARTE E UM & A REFEETHERIR(E - IREMERIEHRR < 2BE - Bk
{ERIRE SRR -

© BH AWS AP| 1 B RIRE HATEE S MBI I SAE A o
© B AWS XM AWS ERBBISARE RN o

1. {E M Trident Protect CLI JMEMEXNIGE B1Z5 5% AppVault CR BYAT A

tridentctl-protect get appvault --context <destination cluster name>

() meArERERERNHAEREEREEEEL o

2. EEEREERFIA AppVault HEHAS :

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITIL AR < REER AppVault FRATANED » BIEHKIRRSE « BENEARELE - REBGCNREER

o

FEHEL -
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBEFFERTREAENERE BREE !
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fEFA CR
1. BB TER (CR) ERLREGES trident-protect-backup-restore-cr.yaml °

2. EEEUNXHES > BEENTEMY

° metadata.name: (#18) ItEFTERNGTE ; FATNREEE—([AH—BEERNLE -
° spec.appVaultRef: (L E) EEHED AR AppVault Y% TE o
° spec.appArchivePath: AppVault RfEFHENATHEEE o el UERU TS SHULERE :

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AR » &R UERA LR 2 HIREINIE S KERHDNA
= °

° spec.namespaceMapping : REIEENKIEMAEME BEIZH % TRV o X% "'my-source-
namespace ] *my-destination-namespace ¥ 2k H ABEIRIENE o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. IHE 521 “trident-protect-backup-restore-cr.yaml i tEZRHEIFEE > EFA CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. ERAUTHLMERBRER » BiERTHNESRALIRIEFNEN - AT 28 ER BRI MR
n‘?i%”‘;.;"l%‘i » B REd B M ER EENBEmBZTRM > 84 sourcel:dest1,source2:dest2 ° FIYM
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

WRREREI ARV En 7 2R

O UEA B TER (CR) ERENIRREREE - ERIFENGRTHRRBRFHRZTRE o BEER
SnapshotRestore CR #&RIZIZEREIR RIS Z MR » Trident Protect E7EMVS R =M EREREF » I
ARENEARERELERREN CR - ATHRECERENERRER » IUBRIIZFHMIIRE > AR ERET

2o

SnapshotRestore 3231%F “spec.storageClassMapping' B4 > 1B12 & KR H#TF485)F B #FLER
() emERmEEEEEAER - MBLERET SorageClass NBERRFINEEES - Al
BIRIRIER G o

FIYAZ Al
(R AWS ZEE<HERAHARIRE B UM S EAREFEIEITY S3 BRIR(E c REMEIREHAM S IEBE > Alig

ERTRE S BN o
* BB "AWS AP| X4 BRIGE E AT
WS

1255 < hEB AR AR ES T o
* :FB2E "AWS IAM 4B R AWS BIRE

BRRENFASE -
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fEFA CR
HER
1. B B5]ER (CR) RN HEGHS trident-protect-snapshot-restore-cr.yaml ©

2. EEEINHES > BEUATEM
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appVaultRef: (L E) EFIREAZRH AppVault BI%7FE o
° spec.appArchivePath: AppVault REFIREBARASHEEE o ERIUERU TR LSHRULERI

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping : REFERKFR % ZEME BiZam% T HEHE - K& "my-source-
namespace ] “my-destination-namespace F| AR B B EISIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFBEEMARNPNELEERETNE » FMEEEFRG > UESTHHFEERE
RBENER

Trident Protect & HENRIZE—LER » AATMEEREZENERARIE o Fl1 » NREK
EEFAMMEEESEERATCE—ERA pod > Trident Protect th &iZ R RIHLAY
pod °

° resourceFilter.resourceSelectionCriteria . (EFERLAE) (A "Include’ ZE "Exclude’ 8255
HEB& resourceMatchers FEZMEIR o HIZLLF resourceMatchers 2EUAEHZE G ST HBRNE
b

* resourceFilter.resourceMatchers : resourceMatcher YIS o MNREZBIAPEEZETT
% ez EiZ OR BHILE » BETTEANTFE (4B -~ 748 ~ hkds) 2R AND ZEHTT

AL ©
* resourceMatchers[].group: (EH?_E) EEENEIREFAE o
* resourceMatchers[].kind: (F]3&) EEFEAERIER -
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* resourceMatchers[].version: (F]i%) ZEFEAE JRIRES
* resourceMatchers[].names: (A]3¥) ZiEEAIE IR Kubernetes JTE#l.name HB{IHH%H

7 o
* resourceMatchers[].namespaces: (F]#) EEFENE R Kubernetes JT&E#l.name i
RRyERLZER] ©

* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name P HVE
BEERTE > WETINIEER | "Kubernetes 3IE" o g0

"trident.netapp.io/os=linux" °

fan

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 1EE 5T % “trident-protect-snapshot-restore-cr.yaml i ZEHIEEHER > EACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

f£/A CLI
1. BRBRERI ARG RZER » WHESRPNERRATIRIEDIE

° J& snapshot  BEEAMATEMMREBLHE > MHXWMT  <namespace>/<name> °

° % namespace-mapping WWBEEAERDIRGRZER » KR FRF R EEHERERN B S0
B/ M ¢ “sourcel:destl, source2:dest2 ©

fugn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

RERIER R R R 2=
R LARBR A IR IRE IR 2 R e an R 22 o

R Z Al

FE(R AWS B35 < R RVBHARfE B LU B E M REFHEZEITHY S3 EBRIRIF - MREWEIRIFHIRE< HBHA - A%
{ERTRE R SRR o

* SB2H "AWS API X BB E SR 55T AR RsHAEN o
* SAZE "AWS IAM X4 ERE AWS BIR/GEREEHAE ©
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fEFA CR
HER
1. B B5]ER (CR) RN R HEGES trident-protect-snapshot-ipr-cr.yaml °

2. EEEINHES > BEUATEM
° metadata.name: (#18) LLEFTERNGHE ; sFATHRIEEIE—(AE—BEERN%E
° spec.appVaultRef: (L E) EFIREAZRH AppVault BI%7FE o
° spec.appArchivePath: AppVault RfEFIREBATHERE o el UFERU T i< SFHULRRE :

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (FIE) MREAFRBEEMARNPNELEERETNE » FMLEEFRG > UESTHHFEERE
RBENER

Trident Protect & HENEIZE—LER » AATMEEREZENERARIE o Fla » NREK
EEFAMEEEESEERATCE—ERA pod > Trident Protect th &iZ2 R RIHLAY
pod °

> resourceFilter.resourceSelectionCriteria : (EFiERF ) A "Include 2#F Exclude B35
HEB# resourceMatchers FEZRAEIR o FIZLLT resourceMatchers 2B ERZE S 2T HIRRNE
D

* resourceFilter.resourceMatchers : resourceMatcher YRS o ANRTEZEY HEPE%%@T_E
i’ BlEfMz % OR EHE » BETEANTFE (4 - 88 - lkd) 2z AND EHT

* resourceMatchers[].group: (F]#) EEFEANEREHE o

* resourceMatchers[].kind: (F]#) EEFEMNZ REER o

* resourceMatchers[].version: (F]#%) EEFEMNE RIRZS

* resourceMatchers[].names: (FJ3E) ZiEENEIRH Kubernetes JTtE#}.name HR{I %

7 o
* resourceMatchers[].namespaces: (F]£E) ZEFENE IR Kubernetes JTE#l.name i
AR ZER o
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* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name (L HVIE
FIFERTE > METIIETEE - "Kubernetes STIE" o FI40 :

"trident.netapp.io/os=1linux" ©°

g0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE5¢1 “trident-protect-snapshot-ipr-cr.yaml i 1EZVEIEFE% > EF CR !

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
ﬁl\%
1. BRBEREIFESRZER » WiHERPHNESRACRIERENR - F0 :

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \

-n <application namespace>

BEIERIRERIARRR
TR ARG LIIRIEEIERETT - BB ERBBVERIEREBIIAR

1. EAUT oL ERMERIENARRE > RS ERPOETRACIRERHNER ¢
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EAEMETrident Protect 1E:%

TR LUERERRE (BIANsERE « sn R ERRENFHFER) BIERRE - LUniEn
FEENK o

BRMEIEEB R AR R =R RENRE

FEE RIS SR ERART > BRI AR AT RS A B 2 R R IR SRS - BB e
R R e B 1B e 2 e R BB Sy IR T » 3t BB e B R B R E B U R RS
S RAREO(E o (ETF1ER BER R RPN B R R R o

WNREEA Red Hat OpenShlft ) BTN E R IR TSR OpenShift IRIRHHNEEAE o &

@ 2 E R A FEREIRM pod ESF OpenShift Z2MIFIRAIR (SCC) EERMEEHERMZ 24
B I B UAFEEEMA S HIREIRRERE - MTMREZER » 552/ "OpenShift 2 L FX
HITRTHG" ©

BRI LB AR TE Kubernetes IRIBEESHUER IE B2 th A M P AF EHIRIRE S ©
'RESTORE_SKIP_NAMESPACE_ANNOTATIONS £\ T1E [R o I [EEFEIR/EZ A o 530 :

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

MITER SR PEERTLIRERT - (Elapa 2= s AR AR B ARAR £ R o

@ restoreSkipNamespaceAnnotatlons # restoreSkleamespaceLabels AR EED
HIREBIRIE - BIRTEV)IA Helm ZEHARIACEELERTE - MTMEZER » 552H "fic
EAutoSupportflaps, = REEEIE"

MRIEEA Helm L8 7 HEREMTERE » --create-namespace’ B » AT 45K EHB "name 12K - T8RS
HFEEEFSIBIZS > Trident Protect S ILLIZHE R T BIZmA TR » BN RK RS BB EE IR % =R
{EUCEL » E'Jﬁ#I%EE%ﬁ%EEﬁ%%FEﬁE’\J{E o MNRILEH KRB TEMALE » BIgFEENIBIEmEZTM
AT RIEE

BlF

LUTsEfIRER T RiRan R =M B R =R » SEm2EMIMEAEERENER - KRIUERRFNRER
an R ZERRARES - LUk B Rena EE PR R MNAESHEER

IS AR IREZ Al
TRAAT BRI FEEBIR(FZ AL FI 3R % ZE A B 1R en 4 ZERERIAARS -
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CEEZRS i T

4 ZeRg ns-1 (BRJE  * annotation.one/key: "updatedvalue” c IBIE=4E

) * annotation.two/key: "true" o 2384 =HIPAA
* %if=ns-1

2R ns-2 (B4 ¢ annotation.one/key: "true" c AE=BRE

) « annotation.three/key: "false"

(YRR e

TRMAT BRI EEHRZEER L B R = RERGARE - BLEZRBERN > AEREERES > 1A
‘name R B TR » U EBEIRRZER -

CEEZRAE g *H
TR ns-2 (BFE ¢ annotation.one/key: "updatedvalue” s ZfB=ns-2
) * annotation.two/key: "true" * 53EM=HIPAA
* annotation.three/key: "false" - IBiEotE
* AB=ERE
SRNFE

REINAE R AR IR ERY ELAhRIAIL o

{7 4ER PR EY

i& “spec.storageClassMapping' B E & 7 ERRERRER P EENEEFERE B 22 E A FHERIREHE
ERI T A B A ERFEIERNEE 2 B EE AR o &% BackupRestore {EXMHTZ R IHFRFERALLINAE o

i

Bl

storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

PRV
AERTIH T REPAREESETRIHRERE - IREAERBPRERELRE » AMRERERE -
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SR L it fas e

protect.trident.ne 44 BRBHSIREAT SR RS (URAEM) o 3007
tapp.io/data-
mover-timeout-

sec

protect.trident.ne  4R4E Kopia RAREXHIERAKNRE] (LRI ciH%&EEA  “10007
tapp.io/kopia- ) °

content-cache-

size-limit-mb

fEFANetApp SnapMirrorfTrident Protect #E3ERTETR

£ Trident Protect » &R LA FANetApp SnaprrorTS‘Zﬂ“;E’J?Fﬂ*ﬁ?’EizljJ » FERIFIFE
FRERAEEN—(EARERIGENES—AFERRE > BEmetl—S=ERNEREEAEEE
2 e

ERMBFEEBIR AR A = RIS

FE(E RS TS IRIERART > B2 2 R BTSRRI SR e & TR P RO IB AN SEREAAT © JORM B2
RIChoR 77 1E 10 BB e RIP AR B SRS W > b B E A B AR s PR T B TR R o
ERIRHIE o BTE1ER BEH R ERIRAIE R SRR R o

WNRIEEA Red Hat OpenShlft ) ST ER SR R EEARTE OpenShift IRIRHFHNEEAE o &

@ 2R EREIRA pod #SF OpenShift Z2 M IFIEAIR (SCC) EEMNEEHERMZ 24
B I B UAFEIEEMA S HIREIRRERE - MTMREZER » 552/ "OpenShift 2 L FX
HIRSCHE" ©

A LUBIBRTE Kubernetes IRIBEA BRI LE B R en % = PRV E SR AR IR 2 ©
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS T ${ T1E [RE I IR 242/ E 2 A1 o HI0

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

HATERS IS ERIRIER > E A ap R Z R ARNIR B A LR -

@ restoreSkipNamespaceAnnotatlons # restoreSkleamespaceLabels AR EED
HIREIBIRIF o BIRTEV)IA Helm ZEHARACEEBLERTE - MTMEZER » 52K "fic
E AutoSupportflipsa 2= BB EEIE"

MRIEEA Helm L8 7T HEREMATERE » --create-namespace’ B » AT 45K EFB ‘name 12K - T8RS
HPEEFEIEFZH > Trident Protect EiF b2 EER | BIZmAEM » BNRFKFEdam4EENEREKEMRZERB
B > M EREFHABEmATHNE - MRILEAKRHGEBALCER » Qg EERE BEHnREER
A EIEE o

BlF
LT fIRR T RiFan R =M E R R ZER > SEmREMHETENERENEER - CrIUERRFINERER
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R ZEERAREE - Uk B R EEPHERNR B NAESEER

P RS R 2 A1
TR T AR R A HIACR 5 22 R B R RIS

CEEZES SHg L5

TR ns-1 (3KJE  * annotation.one/key: "updatedvalue” c IBIE=4E

) * annotation.two/key: "true" « &1EME=HIPAA
* fatl=ns-1

2R ns-2 (B4 ¢ annotation.one/key: "true" s BE=BRE

)  annotation.three/key: "false"

e R1FE

TRAA\ T ERNHFEBEER L B RGP REEOUAREE - BLERRBERAN > FLEZRBEWES > H
‘name’ REEFH 0 UNFEERHHER :

CEEZES SR EE5]
TR ns-2 (BFE  * annotation.one/key: "updatedvalue” o ZFB=ns-2
) * annotation.two/key: "true" « S1EME=HIPAA
* annotation.three/key: "false" CIEiE-4E
* BE=EKIE

@ AT AR TE Trident Protect E ERMAEIEREARIREBRIER R " T REZ RN E A Trident
Protect SR EIERHFRAEHIER"

RN R PR FHARR AT F
5 AppMirror BIAIREFEFRZIUR > 7EREEBN R MIREIRRE » CRZCIBERRITHFHERNEETS

* WSS - JITHFEEICRRREENIBREE - CEFTFIENRLEM - MEHBE > BA
RALEEENTHT > BN FRT BRI ERARHIT -

* EkERPHRAERTERE - BARN LEARANRITH FHRERENG - ERFRAEAESBRER
BRI > BERITHFRABER > LAFRMIBRUPLEH#IT -

ETHAERIITHFNEZEER > B2 EE Trident Protect #1178 F" o
EBIEBREA
EBIUEBRERTRUATYR .
* $#E1ETrident Protect 1HIREEARERREBREER (B1EEATEH Kubernetes BIRU KM ERREN SEMIEE
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RIRSREE IRER) o
o EEPEIEEISE| (813 Kubernetes BRI RIFAEEKL)
* SR EIRIRIREE AV EFRE

1. fEsRRERE L » RARIREAREINEIL—E AppVault o RIBEHREFHRER > EhEHPHRS © "AppVault
B ER"A 7 BREEHNIRE :
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£ CR 1L AppVault
a. BIUHFTER (CR) ERIFHMGELA (fIf0 > trident-protect-appvault-primary-

source.yaml) °
b. EEENTEM :

* metadata.name: (#1E) AppVault BETEIRRI%TE o 3850 FEUEIEN SR - EAERREERS
HHEAM CR {22 & 5| BLLE -

* spec.providerConfig: (W) 17 EAIE E?ﬂ#%ﬁﬂi AppVault FTEMERE © EIEEERS
fﬁu&kﬁi\%ﬁﬁaﬁﬁﬁﬁﬂﬂﬁﬁﬁ W - AsC MEEENE 0 AAERBGAIENEM CR 18
25| RELLME - A2 AppVault BFTER"FIE0 > AppVault CR EAE IR EESEZRA

* spec.providerCredentials: (Required) {#F{E A5 E R HEZEX AppVault PR EEBMERIEERY
BE o

* spec.providerCredentials.valueFromSecret: (Required) R /REEERE S o
* key: (WH) ERFIERNNEREHE o
* name: (W18) S LEBENSENGTE - BREMRE—mAZEBP o

* spec.providerCredentials.secretAccessKey: (K E) AN FEIRHENENEE - 218
fEEL spec.providerCredentials.valueFromSecret.name #87%F ©

* spec.providerType: (HE) REBDEVIRMEE ; 5140 > NetApp ONTAP S3 ~ #®H S3
» Google Cloud 3§ Microsoft Azure ° RIFERY(E :

- EREE
* {BF-s3
= ontap-s3
" (HEFHENR-s3
c. HEE5E% trident-protect-appvault-primary-source.yaml i E 22 EFFE% » EF CR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI £3Z AppVault
a. ¥17 AppVault > M HESRFPIESHRATIRIEHHEH -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. ERFHEEL > BIURFREAIENCR:

424


trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

3.

£/ CR BIKRIEARER

a. BIUHFTER (CR) EBRIFHm%A (fIf0 > trident-protect-app-source.yaml ) ©
b. FEEUTEBM :

* metadata.name: (1E) RAER BT EIRIVGTE o 5A50 NMUEENRME > RAENBEARE

RYEM CR 1S5 G5 AULE -

* spec.includedNamespaces: (HE) fnf ZEE R H RS o FHAGLZERSTE » La]

FEEEARERE) R EREE - LISEILRY | hpvan R ERFEERNER - ERENS
EffMAB ST EAET -

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

c. IHE 52 “trident-protect-app-source.yaml i$tEZEIEFE®R » EF CR !

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B ZKRERER
a. BIRFERERREDR o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(A1) 7ERERE L - HROREAEIVETRE - ILRIBEAEEREE LRARRIAER - NRPEEIL
TR AIREERGF T —REFZIRIET » WERISRMIMRR - SRR UMEERR > F2H "EUEFRE

[e}

4. ERIRESE L > BIUBRREHEICR:
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BT THEHRMEREEIZI 0 BRET —EEBNESRIRIEE - RERR 7 X > UEH
ZONTAPEE Z HIRFFHFEIMRE - EEATUREREBRZRE 7 X » EREBHRILUIRE

ERBEBFRETER] °
@ NRBELEHEER > RMAUERAELERRRS 7 RETEMRE - ERAHAERERARZ

BR - BAYEX  BRHREEHE ERIRBLURFIMEBVEDN - MAZFIEER -
MREAEANREFIEEREMENREEXR > IEEFIEEMETE
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fEF CR I8 5¢5HE
a. BRFRAENRIENE

i. I B]ER (CR) RIS EHMSEA (B trident-protect-schedule.yaml) ©
i. BEELU TR :

* metadata.name: (W IB) STEBEFIBEIRISE ©

* spec.appVaultRef: (%5) IL{EXBEZKIFEREBTZENH AppVault BY metadata.name #{iit8

* spec.applicationRef: (#5) LLEXAEIZFEEAIER CR Y metadata.name EAIHERT ©
* spec.backupRetention: (Required) b AN ETE » E{ENERZA 0 o

* spec.enabled : WZERRTES true ©

* spec.granularity : 7B E 4 Custom ©

* spec.recurrenceRule: & UTC RifEBIFHIE B EAFIE4ERIFE ©

* spec.snapshotRetention : /B ES 2 ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i. 5 “trident-protect-schedule.yaml #EtEZEIEIEHE%E » EFACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
£/ CLI i E5t2|
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a. BUENGE > URHERPREBRRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

Bl

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n

<my app namespace>

5. EEEEE L > B —ERERIEESE LA AppVault CR E2ERIZIERERTZ AppVault CR » M#F
HepaA (HIW0 > trident-protect-appvault-primary-destination.yaml) ©

6. FEA CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7 EERES LA BREAEIZI AR AppVault CR « RIFISHIBEFHER » BREARHRE o "AppVault
B ER"% T BRERIRE

a. BV BFTER (CR) EEIRKESEA (B4 trident-protect-appvault-secondary-
destination.yaml ) o
b. EEBUTEM :
* metadata.name: (4 1H) AppVault BETE RV HE o A0 FMEIEIENSTHE » AAERRFRIENHE
i CR i85 g 5| ALLE -

* spec.providerConfig: (W E) #FERIEERMEZFI AppVault FTFRRIRE © EE—E
“bucketName A K BTG E B HAAIRFSIR A B RSFHEE o 50 FIREIENE » RAENE
AFFEAEM CR FEEE 5| AELE(E - A2 "AppVault BETEE"HIE0 > AppVault CR ELE fhig (&

& 1EZH o
* spec.providerCredentials: (Required) #7Z{ER15E IR HtE ZE AppVault FTERERRERNZ
o

* spec.providerCredentials.valueFromSecret: (Required) " /R:SEER BT o
* key: (HIE) ERPENNAERER
* name: (X1E) S5 ILBMENSENGATE - RENNRE—mRERS o
* spec.providerCredentials.secretAccessKey: (N E) AR FEURHENFEEE o &8 fEH

spec.providerCredentials.valueFromSecret.name #2877 ©
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* spec.providerType: (HE) REBDEVIRMEE ; HI40 > NetApp ONTAP S3 ~ #&H S3 * Google
Cloud ¥ Microsoft Azure o RJRERYME :

= AWS
" R
- AR
* #A-s3
= ontap-s3
" (HEFHENR-s3

c. HEBE5E% trident-protect-appvault-secondary-destination.yaml i &2 EEFE® > EF CR :

Ent

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. IEBIME#EE | > 17 AppMirrorRelationship CR &2 :

429



430

£/ CR ##1I AppMirrorRelationship
a. B BFTER (CR) BRI HEG%A (H0 > trident-protect-relationship.yaml) ©
b. FEEUTEBM :

* metadata.name: (#%1H) AppMirrorRelationship BT &R HE o

* spec.destinationAppVaultRef: (X E) ILEXEH B 2525 F BIZEATERNH AppVault $478
TR o

+ spec.namespaceMapping: (%) B 1BH 4 =M FRH 2 RN ARHRERARER CR FE
BN ARN AR ZERIE o

* spec.sourceAppVaultRef: (WE) ILENBERIRERATENHY AppVault ZFBHERT o
* spec.sourceApplicationName: (X E) ILEXBREERFEEAIER CR PEERNKIFERRE

NBYRFBAERT ©
* spec.sourceApplicationUID: (KE) IHEXNEREERFEERER CR PERNKRIFEEATRE
89 UID #87F o

* spec.storageClassName: (F]%8) BEiERE A MHVHEFERNATE  (HEERw/BEaE T 5
RIRIRIB IR T EEIFHIONTAPHEETE VM o MR KIBMETFSE » QITERFEREE LTERHT
£851)

* spec.recurrenceRule: £# UTC BFERIBH4E HEBFEERIE o

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



9.

c. B 58 trident-protect-relationship.yaml HEHEZME % > EACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI £1I AppMirrorRelationship
a. I EF AppMirrorRelationship ¥% » WG IESEHMEBIRATIRIEPETR -

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

(1) EEEEREL  REERBARRINRAE -

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

R T B iR ER

fEMATrident Protect » &AL E NN ERRENBIEER T BIZEE o ILARRZFIEERRME » WiSEARERXTE
BiRRE LER - MRKRFERE LWEARENIETETT > Trident Protect A E{EILAERRER

1. EB1ZE&E L » 45E8 AppMirrorRelationship CR 12 (i > trident-protect-relationship.yaml
) & spec.desiredState BIEETE A Promoted ©

2. {#FCRX M o
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3. FEF CR:
kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (%) EREEBRAEN LRIMBNEMIRESS -
S (AIE) HERNRFAIRAE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRPRMBIERERIER

EMETIRFEEMBUERME - WITERETIRFR - R FEBRENSNSETETHNERER » B8
REE LIERETHNRAREAPMMBEREERRESE

SRR QT BRI MY AT 1L B LR -
()  sresmsmrsA B ERARROEMENNEES -

1. (FI8) 7EREREL > BIRKRRARENMRE - BRI URGHERERNRMEE

2. (£B1EEE L > 4788 AppMirrorRelationship CR 82 (fl#l > trident-protect-relationship.yaml
) A% spec.desiredState FIEEEE 24 Established ©

3. {#1ZCRX {4 o
4 FEACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MREHEBREE LEY TAAFRESBIRFELEEBEARER » HREMIBR - EAEZHHBEHETER
AR & TRARISRY o

RAEHED RMEE R F

EERAELHESZERBAERE > BEREARARELKRERRER  MRREAEIRERERERARER -
W AR B R AR M ERIRRE o

1. ERBBIZEEE L > MR AppMirrorRelationship CR © EE2 BRI ERL 7 H 28 - IR IEIEEE FIER
R FIEREVRESTEY » ARG EMIBR o

2. FBREVMANEILMAFN CR EZEMAZMRAVEERIEZIIERG o
3. HEMRHTER (RIAKIRHE) BCE T MfE AppVault CR °
4. TEMRRAVERY FEIIRNRRR - WAERMAME o
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REERAERERSR

EEREERT M > Trident Protect i EMENBREBRHEER - AREEERORERRFHEFER
I o Trident Protect €1Z ILRIFEABRENILRELHEREIBR(IE - ARBHEEBIBRERARERN

EERERT o (R3R T RN BRI

TR
1. ERIERE L - BIURIEIRE :
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£/ CR EILRAMRIRER
a. (ERAKRFEEAENIRERISETE o
b. 37 ShutdownSnapshot CR #£2£ :
i BIUBEFTER (CR) BRI EGEA (P> trident-protect-

shutdownsnapshot.yaml ) °
i. FoE AT -
* metadata.name: (WIE) BEJERAVATE o
* spec.AppVaultRef: (4 5) tbEXEEFEREATEZNA AppVault B metadata.name ##1iL

MR ©

* spec.ApplicationRef: (W E) HEXEHRIFEATEI CR 1228 metadata.name ##1i4H
o
YAML #54 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. IE 51 “trident-protect-shutdownsnapshot.yam! i ZMEEFE®E » EFACR :

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

M CLI B IRAIIRER
a. BURBIHIRIR > RIERPEERATIRIEHREN - F10 :

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. fERIRERE L o BIRIRIRST AR - USRI IRIRAVIRAS ¢
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBEEE L > FALU TS S shutdownsnapshot.status.appArchivePath BI{E » M ECERHIEZREREHY
BB (MBAEALE ; ESHERE—EREZEBNMEARS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. 1EIR B IREE DI RIFR E R TR RS > WETUTEE :

@ EMPEEISHRIZENEE 2 $EF » B | “spec.promotedSnapshot £ AppMirrorRelationship
CR12EF » BZFEMMNEREALE LENTEE 3 PiirE L RS o

S. MITRMEEMRAD P BRI M EHE D KMAVEREIF]
6. ERIRERE LR RERT R

HR
HRREER » FEELTIRE:
* HWRBIRERTZIA Kubernetes EiREITIRE o
HBRMIPRERTZINA Kubernetes HiR (1R% PVC f PV) - B IERIATIRERTZIA pod ©
* 1£ pod BARAE » S HERARERXEEEEITIRRIETES -
* SnapMirrorRIMA B KRR » BIZHIEE B AT EITEEVE AIR(E

* BRI Kubemetes HTRRILARIATEIREERIE) » (R 10 2L RIS SR RAE FAT2 =t RARR A L0035
Hhl o

* EEBRLMBRN G REMEIL °
e fE TR TUBR IS B R YA SRR S 8%

fEF3Trident Protect » &R LUEBU T T BFIIEHIEEBEERBIR THIEER)  FUERERBER AR
T{ERAEH > Trident Protect Ei{ERIFEARENEETEE (BEWNREYT) LBRBKEEARER > ABRBREERNS

[ o

M E T FE S E BIRUERRIARLG > MR TS -

* EEPEEIBARRERLA
* RMEMETERRME

@ FENTEENERESRE  BREREZETHEERBETRABREENER -

- REPESE o
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1. MITIRMEME D RMEVERRARIDER

2. JITREEAERESSRDER o
B SRR

;&;ﬂLX%H%ﬂHUBé%@%Eﬁ% o MERFEMEERRAERR - REEMERILBILNERRER - EfZBEREEMH

TR
1. EERTBZEEE L > MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E B Trident Protect B EFTER
o B RERGDENEEEZBRARNEEFELER 2 BB EHNERELX -

@ BREARENE > SZEAENLENFER T FESHERAEN—EEE - MREERER
HITHF > ERIFAREREN—BoB8ET

BINMEIRIEE
HEUTSR » EUUBSNTRENBDMNERES - URITHROMERIEE -

RfERIFE—BE
FEREARENENIR—EER  FRURRHEDR > ARKENERIIFE—EEEH -

1. ST RISz —
a. "ERIIHREE" o
b. "ETI 5" o
2. ER—BHEL > RIECRIMERIBERER - ST TIIEH—E ;
8. "R B o
b. "HE A IR B o
SRR REIRVERE
EBREARENEITRNEE (WTEEERR) - SERREE LRIEG  ARRROBRITRNE
£ o ;AR B IR R E LB L& Trident Protect o
() CEERLU T AR A MR RA2 S SnapMiror iy o
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trident-protect-use-snapmirror-replication.html

1. RIHR
2 WREEEE LERE O SHDMIEHIFEN AppVault CR o
3. EEMRERLL LB IERIE ©

RERRENE —ERFERNBBES —Af#FE
TWRILIBER BHIERE B RHEER - REAEAR—ERFEEN BB S —ERFER
N (FEEWIE CR FRIEHR)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£ CR RIEIRER
HER
1. B B5]ER (CR) RN HEGHS trident-protect-snapshot-restore-cr.yaml ©

2. R > BEBEUTEY
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appArchivePath: AppVault Af#EFIRBABTHEE o A UERAU TS HIERERE !

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (X E) EAFIRBRZEH AppVault FI%TE o

° spec.namespaceMapping : RE{FEM KRR %ZEME BiZam% T HEHE o X% "my-source-
namespace ] “my-destination-namespace F|FAR B B EIZIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

S MREHREEEZEZERFRNVEARINELER - BITTLEMEERERG - UESHHHFRERREREN
=

/i 3pBe

> resourceFilter.resourceSelectionCriteria : (EfiEERF24 %) 1A “include or exclude’ B & S HEkR
resourceMatchers PEZRIIE IR o FIELL T resourceMatchers 2EUUERE O S BHENER -

* resourceFilter.resourceMatchers : resourceMatcher ¥4 o AN RIFZEAF EZZETT

§’E'J51F‘EIZF‘EJ?§OR ERUE > SETEANTER (B B4« k4 2% AND EFT

* resourceMatchers[].group: (F]i£) EEF RS REHE o

* resourceMatchers[].kind: (F]#) EEFENEZ REER o

* resourceMatchers[].version: (F]i%) EEFEAE RIRZS

* resourceMatchers[].names: (AJ3%) BBV E RN Kubernetes JTE#l.name HB{IHIIH

7 o
* resourceMatchers[].namespaces: (F]#£) EEFENE R Kubernetes JTE.name i
P ER R R o
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* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name (L HVIE
FIFERTE > METIIETEE - "Kubernetes STIE" o FI40 :

"trident.netapp.io/os=1linux" ©°

g0 -

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE 521 “trident-protect-snapshot-restore-cr.yaml iGtE =M E1EFE%R » EF CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£ CLI RiEI1REE
ﬁu BX
1. BRBEZERIARNGRZER » YiERPNESRATIRBERNE o

* & snapshot  SYEAHLERIAIREELTE » BRAMT * <namespace>/<name> ©

° 35 namespace-mapping LB FEHE RO RM R ZER > RREm A TR ER ERNBZEdH
%z BT - “sourcel:destl, source2:dest2 ©°

fgn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E1ETrident Protect #1781 F

HITHFR—EBTRE > ERLWHEE AU ERAREANEHRERIE—EET
g0 > NREE—EERERARER BT UERIITHHERRZAEEMEERES
75 o WERBTEABIMIEST - EHETRAREI —RBIRE -

T FRVLREY
Trident Protect SZ#RIA T8N THFAEE » BURI ©FIRVEITR
* TRIRER
* REER
* JRfER
* win’
* hiE®R
* MEERR
HITIER
ERITERMRZIRIER > FUTHBEGSERBTIIRFREE :

—_

- (EEEAN BRI RIR PN THNEEEEN RS LETT - LRI MRBREEZZUNETESHEN B TRIRF
i > (BEEHNTTIREZARAITIEF B ARE N EALRE -

2. MREA > AEBEEERFRE o "TREZ RN A Trident Protect :REERFREHIER"

3. BUTERUREIRIE

4. MNRERA > REERR TR

o (EERAN BT RIRFRITHMEIMEEEN AR LET - CIMUREEEZIMETESHENBIRIRE
e > (B EREEHMNAITIEF R E A RE N EALE -

MRERZEMREREAHITHE (FIE > FARR) - AIEERESEHRNAITIESY - BR - RNEHREH
FHATIEF BB RER © G110 » U TREBMERNERE N FHEERNAITIEST

1. RERATSF 1T

2. REBEIMFIIT

3. MITHRDATHNE

4. BITHEMERETF

()  sENEEEAEERR T ERRA RBHRRR o

TEEREPRUARITHONAZ A > EZEEEETARE o ErRILIER kubect! exec"si %
@ HEMAEWA - FEERETFRANITHER  ASEENRBNHHURFREFI— - &7
LUE B IEAEEREIERR R R « ERRBHER - RRAEEAIEIURAITILRME
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@ NRIREBRIMITEFHIE « EEXMIPR Kubernetes BIR > BIELEEE RO SERBHERD UK
HAREERERES ©

RAR BT T FIVEERAE

EALNERRENREIMITHNE > FERBUTEIE
© HITHF R BFANARRITIRE - F2HITHF US| BRE—EMZ
* Trident Protect EXR# {780 F(ER AV ZS LA RTETT shell FIZSRURS 4RSS ©

* A K/\BRHIZA 96KB o
* Trident Protect fEFA#ITHFR EMEMFTSEG IR EW LS FERAMNIRE « BHOIERIEE o

MR ITHFEE R HTEFREMTHNERENNIEE - RItERZEEHRER D
@ BEIHITI FRVETTRE o NRICEE BAEMAITHEN SIRRIE(E - BERECHE > A
WRFENRIRRIZFELERLE - AN AFFEETT - ERHERMNBRIITHIOPEAREEIE
BREFNDETTH °
HITH FiBIEaS
EEARAREESRENTHNE - U@ THDRINB IR R SR H R UCACIPLE A 28  1BIRasE
KRB A LERBERARHRRGERERSEREANAEBMNNAEMAIEN (FI4 Elasticsearch) REAA °
BiEas P RCR A THNERE (BEX—ERFA) BRNER BTSSR - IRSE—NTHINERIZE
FhiEes © CfIiEEESE AND EREFESHEIE - BEFITHIIRZTIUA 10 EEEEES
BRI TR S EE RS ER ERTRIVRTERETHE S - i FRARUCER > ) FREZSea L
EITHRBRRA o BRSBHERRTAERERKRTR 2 (RE2) 5887% » e s A BERIURTSBERHRS

23RVIEIE2S © BRATrident Protect EITH FiBIE RSP IRNIEMRFRAIVEAZREHEGER » B2 "EFAERR
2 (RE2) sB/&$F" o

@ YO R an IR AR AT EEERNERFERNTHN TR - BERRIERIIFNBIRL
RARRIEr R ZERF > o EMEEREBRNEReRER -

T8 FEH

5 "NetApp Verda GitHub IBE " F&RT1TEMIEIL (40 Apache Cassandra # Elasticsearch) BYEB#ITH#H
9 o IR UEBEHHINESEIL B B THITHIAARE o

BIuSITHF
ERIERNU T A EARARNELBINTHF - CREREAEE « EEENMEERA ERIAITHF -
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f#H CR

HER
- BIUB:TER (CR) BRILZAEGHAS trident-protect-hook. yaml ©

C BREUTEBEURESIEH Trident Protect IRIBFIEERTE -

442

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE
° spec.applicationRef: (KE) EHITH T FHIEATERNA Kubernetes %78 ©
° spec.stage: (Required) —{EF & > FeMITH FREZIEIRENMMERS EETT © RIRERVE -

- B

° spec.action: (Required) —{EIF &5 > 1SR TH) FiR EREXAT EEHR(E » REIEENERAITIFBIE

ZaERULHEC ° FIAERY(E !
" RER
- o
- hig
- RS

° spec.enabled: (F]#) I5RILHITHF R T ERANEA - MRKISTE > AITERES true ©
° spec.hookSource: (X E) BE base64 #wbEHY hook MIZSHYF &R ©
° spec.timeout: (A1) EHRHITHF AFFETHDEHNEHT - &R/IVES 1 988 > MNERKISE > B

TARR{E# 25 i -

° spec.arguments: (F]#E) —{E YAML 7|3k » AARIEEHITHFHIZE o
° spec.matchingCriteria: (AJ3E) —{E rlZERVF M RELYR - SEREHEN—ERITHFEE

25 o BENITHFRZELUR 10 BiEEES

° spec.matchingCriteria.type: (FJ3%) A #H A THBEAF AR FE o aJfEH(E -

* Bawk
" BERTE
* Pod%#8

= PodLabel

* R

° spec.matchingCriteria.value: (F]#) B # A1 TiEERENF BHERKT ©

YAML &6



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. ZFIEFERIEIEA CR1EER > EFCR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
WER

1. BYBITHT - RIERPRESTRACIRTEFHEN - flg
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FHETHITHT

TRAIFEFNTRITIFETAR » ABERMERREFHEMETFROAIUERMN - CFEHEAMEE -
EEE NN EERA EFBNITNITHF ©

FEETHTHFEIMEERTER

1. BUBRER > ZBEMEREERLEZIIEFNGER  RMEEH FREOEFIE
2. HEFHHETRITHF
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TERA  BUERER
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fEFA CR
HER
1. B B5]ER (CR) RN EGESA trident-protect-resource-backup. yaml ©

2. HEUTEMUFEEMTrident Protect IRIEF1#ERE -

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE
° spec.applicationRef. (KX E) EAHEITTERHEHHEREINH Kubernetes %78 o

° spec.appVaultRef: (BE) EFHENRNEH AppVault BI%TE o

° spec.appArchivePath: AppVault RFEFHEDABHEEE o A UERU TS HRILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. TAIEMMEIEA CR1E%% » EFCR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
&u%
1. BB SRR ESRACRIERIER - Flin -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEERBMRE - ERINERERILERG<S > EEIRETMN :



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HERHMEEMI

kubectl describe resourcebackup <my backup name>
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fiEM CR
B ER
1. B B5TER (CR) IERENREGES trident-protect-hook-run. yaml °
EUTBHEUR &I Trident Protect IRIEMZFERE -

° metadata.name: (W IH) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE -

° spec.applicationRef: (45F) FERILEEETELER 1 I ResourceBackup CR FRRYFER
EXRMEIERT ©

° spec.appVaultRef: (W 55) HIRILERGTEDS R 1 PEILRY ResourceBackup CR HHY
appVaultRef 187F o

° spec.appArchivePath . HE{RILESREEDSER 1 PEILAY ResourceBackup CR HHY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) —{E5F & » $SRETHFRAREUTEHR(E > RRISERERRITHE T
BB A3 EBUCES - FIAERYIE !

" RER
* fwin
- RS

° spec.stage: (Required) —EFE > IETRI T FRZTIRENIMERSESETT - ERIWTFET
FETEEREMPEERIETHF o AJAERE !

1712

YAML 341 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. TAIEMMEIEA CR#E%% » EFACR:

kubectl apply -f trident-protect-hook-run.yaml

fEF CLI
1. B FENHITIHFETAK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. BEYPITHFETARE o MAIIERHITILR S » EENRIETM

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. #E#l exechooksrun ¥ A E B RALHAENARES ©

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

iP5 L3 Trident Protect

MREERSBIRAREISTERESR ° PIRERE#FRTrident Protect Jof4 ©
EEPRTrident Protect » BT RS o

SER
1. MIBRTrident Protect CR t£28 :

(D) 2506 REBIATRELSE -
helm uninstall -n trident-protect trident-protect-crds

2. #FRTrident{R:E :
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helm uninstall -n trident-protect trident-protect

3. #B4&Trident Protect 44253 :

kubectl delete ns trident-protect
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TridentfITrident Protect &%

ERI LB 1B B — 1R ERINetApp TridentfITrident Protect ZF3&4& -

TridentZE& 4%

* 202555498 :

2025588198 :
* 202554 H150H -
* 202554 H148 -
* 202554 H14H -
* 2025534311 :
* 2025538278 :

* 2025%3A5H :

* 2025%F2H278 :
* 20244128128 .
* 20244118261 :

* 2024%F11B118 -

"{EH Amazon EKS M2 24 FSx for ONTAP B #:% E TridentB "

"R R —BE ¢ A Trident?E OpenShift E##EE IR E4RIRER

"NetApp Trident£2Google Cloud NetApp Volumes for SMB 175%"

"FI A Trident 25.02 RYYCHEEHE B IR Kubernetes ERVRFATFR#E"

"FEIINetApp ASA r2 47 Kubernetes @ IR{#7Z /5 EAIER A TIHAE
“(ERFAETERIREERS{E Red Hat OpenShift =AY TridentZegE
"fEEFGoogle Cloud NetApp Volumes? SMB &€ Trident"
"FRIAFRAERY iSCSI fFEE | AWS ROSA #E FHY FSxN 55"

“fEEF Trident « GKE #1Google Cloud NetApp VolumesZfEE iH & 15"

"Trident5 | AJCHBE S 1R"
"Trident 25.01 : FE@FINBENIGIRINREIG5E Kubernetes {E7FRZER"
"NetApp Tridentf2Google Cloud NetApp Volumes"

* 20244108298 :
(ROSA) &5 fEA"

* 20245108298 : "f#F ROSA LY OpenShift E##{EF1Amazon FSx for NetApp ONTAPEBNERF B [ #i i
* 2024F7H8H : "fFH NVMe/TCP 7£ Amazon EKS EAIRAKARHEEAER FERAONTAPTERE"

* 202457818 : "ERHGoogle Cloud NetApp Volumes Flex #lAstra Trident&I7 Kubernetes 417"

* 202446 H 118 : "ONTAP{EZ OpenShift HE &R EHARMNE IHTFRE"

"f§E A Trident?E AWS _E#&Amazon FSx for NetApp ONTAPEL Red Hat OpenShift ARFS

Trident Protecti&®

"#|FATrident Protect BYR1E & # FBIRE RAIEHEERNBEE - LUE
"fE FNetApp Trident Protect 31T OpenShift b K EEER"
" Trident Protect &4 BRI THEFERIER"
" Trident Protect %181 #FE#1&RE Kubernetes FEFATETL"
"Trident Protect F+4% : Kubernetes #8584 {Rs& £ BB IR"
"OpenShiftEE#H b E % SRR E — Bt R (h BB R 1FE"
"¥ GitOps B IEEZEHNetApp TridentEITERER BEHRE
"Trident 25.02 : &EiB< AEERFIHEERRF Red Hat OpenShift B25:"
"R E 748 Trident Protect B A G AIIZEUZEH]"

* 2025554160 - TRERE"
* 2025554160 :
* 20255581308 -
* 2025%5H9A8 :
* 2025%4H38 :
* 2025538138 :
* 2025538118 -
* 2025%3H3H :

* 2025518158 :
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MAEEREAE?

BB BPITU TS KEILLIES tridentect]l logs -ac° RTIRAEHIFENASI  EEHE
kubelet A& > LIE2#T Kubernetes iR ERIRE o EX1S kubelet HEERIERBAE & Kubernetes NZEARME ©

NRKFBERLIAINEEE K > 2 EEHE ?
RIZERERE "Trident Github" TETERERERY EREFNHEMP5ERE RFE ©

BIEZ IR R IR S 2
BIZRIRE "Trident Github" » FEF5M R HHEARTEABRARVPR B L EE M HES ©

R FHE Trident B EEEFENEIEME > 2 EEH ? &8GR TRIERE ?
MRICHEEERR ~ BIESEXK » HBEBRFIMTridentEAF FIE#4R o "Discord $E7E"8#F GitHub °

BNRERAARZBEENR > TridentfEEAB T1E » HZUAMIE ?
FERUTHAREHBIHRZEN tridentctl update backend myBackend -f

</path/to new backend.json> -n trident?® & myBackend {1 » BERLEHNERIHRE > LE
*/path/to_new_backend.json #B{F IEFEERTR “backend.json X4 o

Tridentik R EIFKFIKubernetes&iZf o FZ AR ESERIE ?

Trident} A% Kubernetes EiEFISER LU TMIEIE N o ERSER BT Kubernetes AEFRVABER EREE, DNS fERE5|
EERY o 7£=1E Kubernetes BiEL_EHITHITrident BB, <T TR FF SE WA BAESI B TridentiZT 253815 » LUEASENELZHR
E|Trident o MNRETridentZ e B L THREE » A|RBERZEDIILH Kubernetes BELEF A Z B EILERT

%o

SNRTridentfERIER » WEERERIE ?

BNfsETridentiB#EHEER » BRI AEIELK o TridentytERMETETE CRD #1147 o Fr A A Tridenti2 EBIPVERHF IE %
FEIE o

4R Trident

BT U B IERAA R (BB ERA) 052

NetApp3Z4&i Tridentit — B £ ZRRAFAREI T —ERAEZMRAS o EETLUE 18.xx ARASFAARE] 19.xx hig7s
¢ 19.xx hRZASFARE 20.xx hRAS > RILERHE - FEERIRHEZA > BREBREREFAEHAR -

BE R TridentPE 4R B L BTRIRRZAS ?

MRERBEEFRRERNER « REBREENARRBATE - CREZK ERZETrident AR RIRZARZ
HRRSRAAER LR RHRE - ERFREI RHRANME—HET X o

BIERIRNE
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&

(B S EETONTAPRIGE ZiZFERER ManagementLIF F1 DataLlIF ?
EIEfE LIF 258%1%HY o DataLIF BEFHEE :

* ONTAP SAN : RE1EERRL iSCSI o TridentdIfER"ONTAPEEE M LUN H#[E]" 8RB LIS BEMEN
iSCILIF o (NRHIRUTIER » BIZELZSE | datalLlF EFFEESR © 2% "ONTAP SAN B & EEIEMEF)"
THEEFIE ©

* ONTAP NAS : NetAppZB:RIEE datalIF o MIRKEM > Tridenti&Ht SVM BXF dataLIF o fREIMUIEE—

B2 IR EAN2HE (FQDN) AR NFS B2 » T8 DNS ML S8 datalIF > RE{TE T
% o $52BI"ONTAP NAS R EREAGH 3 EER

Trident3E S AONTAPE LR ECHAP ?

ZH o TridentsZiEONTAPE IR E M CHAP c EEERTE "useCHAP=true £ EBIHECE T ©

AN{E{E A TridentEIEE H 5KEL 2
£ 20.04 KRZSBEYS > Tridentr] IABNAE IR TN B IR0E B ERAK - 4% » BIFEEEMI U HE IR E iR HE—E

5% {E CIDR &1 > Wi Tridenti & ASLEEEINBIERRS IP G2 CFrE I AYE HRIgT - FEEEH
TridentF] ABENEIRAETE CIDR A IP {IHERYEIREARBIFTIERIMIES o

IPv6 RTINS IEME R LIF 1§ ?
Tridentsz 184 T3 B E S IPv6 it :

* “managementLIF # “dataLIF I ONTAP NAS % o
* ‘managementLIF BT ONTAP SAN &if o [S#JEIEE dataLIF EFLONTAP SAN & o

ABEFEREE L Trident © —-use-ipv6 (&7 tridentctl Z&E) » “1pve (EMTrident®2{EE) > o
tridentTPve (FHL Helm &%) FEFELIEIE IPv6 EAE ©

EEUERIEENEIE LIF?
2/ AIUERUTAREHREBIREIE LIF ¢ “tridentctl update backend #5%

BEALERIHEFT DataLIF ?

GBI LU # DataLIF “ontap-nas' 1 “ontap-nas-economy {£&HRY o

A WU TE Trident for Kubernetes F# 3 Z{E& IR ?

TridentA] A BRIk Z @ %% » BEe] AEAERNEESNRER » W] UERARERERESEL
Trident2UN R FE7F & IR /REERY ?

Tridenti& & i /&5 7% Kubernetes Secrets °

TridentZ2 YN EBEEF E 1R IRAY ?

MR BImREMEREZANBEAERNEIZFEERELR M > Bl storagePools ] "additionalStoragePools’ 2 i &
E—ASERMT o

457


https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html

AR Trident NS4S ERVRIFEITRE ?

#E “excludeStoragePools It 2B A Ef S Trident AN BEL B AYE » WM BT SR o

MREFEZEERERNRR > TridentUlEIEZFEBHMER R ?

MRECE T ZEEELEEREIR » TridentERIFECE PR EEZEEERN®RIR © StorageClass #ll
‘PersistentVolumeClaim ° BJi0 » YR FTEZ1E ontap-nas BEENFIZR &R > TridentZ EH AR H o
StorageClass ' # ‘PersistentVolumeClaim &S HUCEC—ERES0mERRYIEKAE IR

‘StorageClass Ml 'PersistentVolumeClaim o WRFEZERIKEFKITH > TridentE HEI%EREHE A
—1{@& o

Trident2 %5 122 Element/ SolidFire F9% [ CHAP 1#5E ?

=280

Tridentf1fAI7EONTAPFEIR & ZFE Qtree ? E—HifRk & FRZL oI UIEZL/ME Qtree ?

#& “ontap-nas-economy EEENFE R 7E ] —1{EFlexVol volumeH &% B2 200 1@ Qtree (RJ7E 50 E 300 Z &
) > BEFREEHIRZAEIL 100,000 /& Qtree » BEZFERZAIEIL 240 E1E Qtree © BIREA—EFHY
“PersistentVolumeClaim #1 R A& A B ERENTE TUIRHARTS » BIZEEE R @R BB EFEI AR Qtree 1214

ARFEBIFIexVol volume ° SIRFIFTERI A Qtree IR HARFEAIFlexVol volume » BIEZ I —{EHTBIFlexVol
volume °

WN{AIAONTAP NAS LEFECE VIR EERE Unix #ERR ?

TR LB BREREEREPTRESY » HTridentiRHAVHIRERE Unix #R o

FECEMIRER > W{AIACE —4HRAfEBYONTAP NFS HA&E1E ?

BB T TridentRE 4 Kubernetes 58 E (A HM =R o EETE Kubernetes #1785 hI5E B EEEE » 55
IRERAE TE HIERBIETTIRIE 548" o

Yn{alis EEC B BYHAR & 52 RE A3 45 € BB Hi 5RAK 2
EEAFTHRBNEREES > FEATFIHEE ¢ “exportPolicy TE&IRE RIEPRERN S -

WN{A{E A TridentFIONTAPE EEIEE INZE ?

R AR IRERIETRINZE S8 > HTridentiZ2HBVEIRERENE c FZERE » 55200 | "TridentyI{a£2
NVE #1 NAE 3B T{E"

EiETridentZONTAPEIR QoS MREHEZBMHEE?

88 "StorageClasses’ Z0ONTAPE{E QoS °

NEIETrident P ERSECEERE ?

ONTAPEEENREXN X IEAMEECE NELECE o ONTAPEEEIIZ N TERIXARHEE - MREEEARE > BIERERIR
EHEIEE StorageClass o NIRMEHCHEE » "StorageClass BIHLEE - ZONTAPEBEUTAZR :

1. 7£ storageClass,s&E "provisioningType BIEAE o
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2. FEIRERIET » BBRTERHAESL backend spaceReserve parameter {4527 o

WEIFEIREME R A/IVOIER T PVC » IEFEERANE N A SR MIER ?
1 Kubernetes 1.10 krZsFa%A > PVC {REIHEEZ BEIELA o

AU FE B Trident ZRINFS PVCHE ?
Y o ] LU AR Trident®3&ERY PVC © 351 E » HEEFIERIEONTAP BINEE » RER R Trident o

H AU TESnapMirrorEil{rs& (DP) {2\ Sk B ARE T FEE ARLIR @RS ?
WNRIMEBHEBREBERS DP S REAR » ARG B A KR o MBI T HZRAR

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

Al EIRACEREF A S NetAppREE ?

HENetApplEFHE BEHIAE » Kubernetes (AFE RECRETAIEZSESIIE B E(F - ENetAppFERAERBME
EME Kubernetes BLEERER > Trident@ E5E1THE » (BEHEE o

eI U E B Trident2 1L iR & [RIBIE 2

R o TridentZiR BRI EREBHNRREBEIIFAMHBIEE - BENIREEL PV BERF
*VolumeSnapshotDataSource THEEFIE B A ©

X ETridenti#i iR & IRIRRVERENTIZ N AL ?

B#ESH  RMINERSREREREBXIE - ontap-nas ’ ontap-nas-flexgroup ’ ontap-san °’
ontap-san-economy ’ solidfire-san ° gcp-cvs ° #l azure-netapp-files’ B IREEENTET o

WA B A Trident ONTAPHLD & FYREIE & 21T IRBHED ?

EAIUEULTFEEHE : ontap-nas ° ontap-san ’ # ontap-nas-flexgroup’ E11% o &R LIS E—1E
*snapshotPolicy ¥t} “ontap-san-economy’FlexVol £ 4k HIERS) o

EMAIUEUTFEEIE ¢ “ontap-nas-economy ERBIFERF » {ERIE ZFlexVol volumefR7! > MAE gtree &k

B o BEERA¥I TridentBC B FIHARRE 1T IRERBIINAE » 55 E RIn S BUEIR “snapshotPolicy RIFONTAPE i
EERNFTRRBREE o TridentB AENHTFIEHISIRIBAVEIIRER o

KA AT BTridentfic B HIRER EIRBIRE BT OLLS ?
=8 > EAILUEBE TridentzR ETA B E B 20 LLBVHERE R IR AT IRERBIZS o “snapshotReserve & imE ZiE Y

B% - iNRIEEECE snapshotPolicy 1 “snapshotReserve (T & IR E&EIER » RBREEDLEEREEUTAR
sTEBY : “snapshotReserve' Bin X HFHIREINE SLE o 1R “snapshotReserve 'R BB LEEE » ONTAP
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TER A REBRE B D LEERA 5% © YR “snapshotPolicy YR ZEIE A » AIRBREEDLERES 0

B U EZFEIE SRR B Bl A5 4H0S ?
T R LUBIBRE RF I TridentBc B AVHEERE _ERYIRERE & © “snapshotDir BIRERETHISH -

H T LB B Trident AR E 5 E SnapMirrorls ?

BT > SnapMirrorisZBiEBONTAP CLI 8iOnCommand System ManagerfESMEF#EITRE ©

AT A IR &R R 245 EBIONTAPIRER ?
EEBHEEIERETONTAPIREE » FHHIT ISR :
1. FIEEFERFASHERIEN pod B2 o
2. FBONTAP CLI 5{OnCommand System ManageriZ /R ZIFF ERYIRFE o
3. ERNFEREZ pod ©
TridentsE S EECE 7 B &8 T EH RGN SVM LR EHIRE ?
A UAFEE NFS 12 BRI SVM HUIREAFR & BT B 84871 o ONTAPE BEE M TridentPT &I FYFEFR & RY
BEHTEEG - SO ENEREILE o FATridentZi ZEMIEER > MEENEBEERINONTAPEH&
TR G o
MR EER R IFAENEEERNERBE RO RS ?
Kubernetes R EFEdn % =P FERHATFELER o B2 » e LUER Kubernetes EBFERAFEFERACE (SE®

BEM—ELCER) REFISEGRERPRERFENNERE - EEEERESRERBRSERFITR > 5
et AR pl B TRECERRR A 0 ©

PR PR
fEF L AR R AR TR R AR CTE R A B TridentB BT AEIB BIAORIE -

@ ANZETridentBI17B) @ sAFER FIESERILZIEE tridentctl logs -a -n trident A& AF EL 883X
#NetAppZ EERX o

® MR PEHERR

* YR TridentfgE EIEEAZE (B0 > ETridentfEE1E...BF ContainerCreating PEER (EHEB VN
&) %817 “kubectl -n trident describe deployment trident '# “kubectl -n trident
describe pod trident--** BILIRMHEZ R c BT kubelet HiE (FIE0 > B® journalctl
-xeu kubelet) HBJAEAFTEE) ©

- METrident BEPHEARE - EAUEREAHES MR Tridentt SIS o & RIBCH RIS
s AL BYHIABIE o

R BREDAE RN ERE /tridentctl logs -n trident’ I IFES#K “level=debug msg fE A& ©
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BERERES

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

SR ERRENFT A Trident pod » S RIAER B4V IE o Mo LUBBEHRR AR P AGE 7 2REEEE—
B o kubectl get pod -n trident °

R Trident 20.07 #0 20.10 KRZAE tprov X “torce
8 Helm 24t

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

{EF8 tridentctl 224

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

© Rl LUSBFTE U T an @ RIS S ER HIVETHEHES © debugTraceFlags EEHBIHERT © FlN
B ‘debugTraceFlags: {"api":true, "method":true,} BfETridentBHsEHFHEY arT MEAYF]
FiEERE c IRB®BIRAI LA “debugTraceFlags BCE# “tridentctl backend update ©

* {#F Red Hat Enterprise Linux CoreOS (RHCOS) K¥ » s5FE{R © “iscsid 7E LIFENEG BB » W HTERE
EXEh o BRI LUEBMER OpenShift MachineConfigs BiEEK Ignition HEHRIREIF o

* EATridentF AT AEEBRINE RRIER... "Azure NetApp FilestENEHARMAR B R BEEREN
FERTEINEEM o BRATridentERAVTEETIR » 5528 Azure NetApp Files"BLE

* MRRABRALRIEGE LERIRE > B ¢ rpebind’ BRERILFTEETT o A ERIEERRPTEER
RESHEBIRERS rpebind IETEETT o EAIUEBLTIRES | “rpebind FEBEITIRTS “systemctl status
rpcbind SEZE XY o

* MRTridentBIFIRE TR failed BEZAFEITIER @ BEFREIERBMNEN T BRBIRABN SVM/E
B ERER o AU TAREHEBIHFE tridentctl update backend 5¢E R & Trident)E K FL AE AR RIS (RS
55 o

* MNRTEEA Docker fEARIBIHNTRIZE TridentFFBEIEIRRE > FERFEATIA X RETrident ¢ "—in
cluster=false [&1# o ExMAEFEALERER pod » LBEEUTRRERIERRRE : trident-installer’
BE o

* f£/ “uninstall parameter <Uninstalling Trident>" FAFSBIREITRMEB IR  TBRIBER T » ZWAST 2/
P&TridentZ21Z#Y CRD » EILEMEERITHEES » HIEMEHLENERLREH ©

* MR ERRAREI R HIRRZASAY Trident » sBACHITIATIES ¢ “tridentctl uninstall' #fRTridentBV3§< o T&HFR
B "TridenthR" MAERIL T A NS “tridentctl install 83% ©

* ZEMINE » MERPVCERTE... "Pending PEER » 1T "kubectl describe pvc A LR E Z AR TridentZ {7
RAEEALEPVCECEPVRIEEN ©
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trident-use/anf.html
https://github.com/NetApp/trident/releases
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ERIREEERE Trident

WNRIE(FEFHE Operator ZpE Trident > BIAREEZ : TridentOrchestrator #{E%KEB ‘Installing %
‘Installed o IR{FERIE "Falled IRRIEEENEBREEREBITNGE > MEFITUTHTEEIREEN
HES

tridentctl logs -1 trident-operator

iEH¢ trident-operator A23AY A SEFI S HIREFRTE o HIU0 » TEESMRIERERIRIRS - AIREEIAE EFRGRE
HIEXFrERRV A 28R 1R o

BYRAMETridentZ K » KEZEEFLUUTRE | TridentOrchestrator i o

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPVG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
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It $EER R R EIFETE TridentOrchestrator FAiA 228 Trident FIFER, o B E{E Kubernetes 5 2 A —{ETrident
B > FEIE Operator EHERIEEM4SEREE RE —EEREH Trident B o "TridentOrchestrator 55418l
;ﬁo

EESh > B TridentiBRIARE B E AT IR EE B ERIFN

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml19s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml8s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

TRAILUBRMEE > AR —ENZERRHEEHRIEN > FIL pod HATENRILE ©

B RIEERIRE > RIEZ4REE “TridentOrchestrator' CR o Z{& » &AL “TridentOrchestrator W RIE (S 24
HNEREEREL —EAHNES o

EATridentZfELM tridentctl
A7 EBHEBENRE » K UBRATZERR | oA 8EMREGEREL » BT T #RRIEFRTE -

./tridentctl install -n trident -d

fRREIREE > SO LUKER TP ERBIE DL » RBEIT ¢ “tridentctl install BXRBITRS -

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.
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K2R Tridentf1CRDs
A SRR TridentbUR PR E2IZ/Y CRD FIMBRIRI B TEE -

@ I (EE RSN o BRIEMTAER R Trident » BTEIREEERM - EEXAMIER CRD AYIER TED
& Trident > B2 "#EFZ L Trident" o

TridentiZE &
EERRZE TridentXi EA TridentEH FHUKMIFR CRD @ s581T FHHR(E :

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec": {"wipeout": ["crds"],"uninstall":true}}"'

fie
£ Helm EPE Trident:t: FU/EMIPR CRD :

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>
fEBRTrident’® » BERUEMIPR CRD » s5f#HH tridentctl

tridentctl obliviate crd

Kubernetes 1.26 hxzZ</ > ffEF RWX [RIGE IR B Z=MEE ° NVMe EIBLED S B

MNRIE(ERE Kubernetes 1.26 » BIJTE{ER NVMe/TCP 1 RWX RIS & IRa & 26 » BReBCHEErI e &k
B o U TP AEIRETEHILHMENEE S X o 2E > Erl L& Kubernetes F4RE 1.27 ks ©

RRs T #5422 RIA0 pod °
LIRS | RE—ETridentEEMNHLZEM (NVMe FA%) HINE—E pod + - IR EIZHONTAP

iﬁtﬁ#ﬁﬂw‘%ﬁ% Zef > BITEEEMIBR pod 8 » BUBEEFEREFERE o LEERAERZE Kubernetes RS HMIN
RE °
FRIR TS %

R BRI SR A HIRE (R RERHE) > WARFEMES -

FRZEEFILIF
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If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

SRRFE
F{&) dataLirs WUIRIEZEBINAE ©

EfFRan 2= RERAT

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters: <Trident Parameters>
allowVolumeExpansion: true

volumeBindingMode: Immediate
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