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* Amazon FSx for NetApp ONTAP
» Cloud Volumes ONTAP

* ONTAP{#ETZ[ES

* Google Cloud NetApp Volumes
* Azure NetApp Files
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nfs modify -vserver <svm> -v3-hide-snapshot enabled

EA A =1{E nas-economy HEFEEHMITIA T p L REVBIREBEER » WA < EIRA "<volume-UUID>
EEFRHIEER UUID :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ R LB B E TridentBimsR E 12218 » SIS ETERBARBEE: © snapshotDir F|
‘true o IREHHAZTEE -

£/ KubeVirt [Ei %S RESE
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@ EIMIEIR1EEART > 1E4T "VirtualMachineSnapshots' 2 B 4%2s (VM) BRI EIEEXER o
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GBI LAEREE Trident Protect 24.10 RERE RHMRE(FEEIR VM 1ER A RBVRLEBRR o "ToE ER " REER
LFe&%:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 RE S HRZ

#Trident Protect 24.10.1 F%& » Trident Protect 1 ERMREERHAR B BRI AR KubeVirt R R4 o &
HWaUERU T RS ERLESTA !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect
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%tNetAppZZTrident Protect
1. #r18 Trident Helm &JE :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {8 Helm L% Trident Protect © X% “<name-of-cluster>" S B¥ 2 TBAG D ECLAERY > W FAMEHERN
HHRFIREE -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect

WA ANFEZRZE Trident Protect

URIEH Kubernetes SR AFENE B » (SRJUAREFAAIRBREEZEE Trident Protect © 1E3E L& »
AN ERRATIRIEDAEN

B
1. BT REGHERE At B - BRE > ARREEXICNLERGRE

netapp/controller:25.06.0
netapp/restic:25.06.0
netapp/kopia:25.06.0
netapp/trident-autosupport:25.06.0
netapp/exechook:25.06.0
netapp/resourcebackup:25.06.0
netapp/resourcerestore:25.06.0
netapp/resourcedelete:25.06.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fan

docker pull netapp/controller:25.06.0

docker tag netapp/controller:25.06.0 <private-registry-
url>/controller:25.06.0



docker push <private-registry-url>/controller:25.06.0

2. 37 Trident Protect 4t a4 2R -

kubectl create ns trident-protect

3. BAGME :

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B ARMEEMREREANIIIEES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. 1 Trident Helm B& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —(ERAMXH protectValues. yaml © saFEfREFE S L FTrident Protect 527E :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. {8 Helm %&£ Trident Protect © X% “<name_of cluster>"SE B ZIBIG D ECLAERE » W AMERERN
FEIDFOIRER -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z#tTrident Protect CLI 3&H {4

TR LUEA Trident Protect 85 < 5#E M > EE TridentfI—{EH#EFE o “tridentct!” AR I
EiTrident Protect B5] &R (CR) EBIVERRET -
L4 Trident Protect CLI

TEEAGLIERRENZA > RERHZETANREFNEENE L - REBCHHSEERNZE x64 ERARM
CPU » BRI T T EIRIE



TEIBEAR Linux AMD64 CPU Y&+
B
1. & Trident Protect CLI §Mg} :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-amd64

TEIBEAR Linux ARM64 CPU RYEHF
B
1. & Trident Protect CLI §Mi} :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-armé64

THERAR Mac AMD64 CPU Bt
TER
1. F# Trident Protect CLI §Mit :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-amdé64

THEBEAR Mac ARM64 CPU HYiifF
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-armé64

1. AR ZEMERMRITHER

chmod +x tridentctl-protect

2. B TEIERERE PATH IRIREHHPERNME o FIW > /usr/bin H#E */usr/local/bin (&
AIREREESER)

cp ./tridentctl-protect /usr/local/bin/



3. S B LUSEZRS R B UERE NI CE BRPIEEMNLE - TEEERT @ BERFZUEEMEER
B9 PATH IRIGEEL .

cp ./tridentctl-protect ~/bin/

@ RHEERE PATH IRIBEEHPHFEENE - BB BRAU T o< RERZIEMN o tridentctl-
protect' @& “tridentctl protect {E{Efal3th 2 o

& ETrident CLI SMIMER EBD
EaI LA fE R A E BT R E S B AR ThRE VA ER) «

im%
1. EREREEERERER

tridentctl-protect help

BRE<BEHE
L& Trident Protect CLI SMIHMET\R » MR UARFLEISTRABEHBEINGE -
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# Bash shell E{F B2 IIAE
SER
1. FE SRS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.bash

2. FIEMNERERR TR —EMBL - ARERRZ

mkdir -p ~/.bash/completions

3. BT HAMAILE "~/ bash/completions' B ## :

mv tridentctl-completion.bash ~/.bash/completions/

4. LU TITHIEE "~/ bashrc (R BEFHAIEE .

source ~/.bash/completions/tridentctl-completion.bash

% Z shell N EE#ES
1. FE SR :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.zsh

2. FIEMNEREER TR —EMBLR - ARERIZ

mkdir -p ~/.zsh/completions

3. BT EHMMIATLE) "~/.zsh/completions’ B £ :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BUUTITHIEZE "~/ zprofile {8 X B iR AIREEE !



KR

TREA shell B »

source ~/.zsh/completions/tridentctl-completion.zsh

B3] Trident Protect %24t

&L B5TTrident Protect IFERECE » U S EIR

}5E Trident Protect B 23&JRIR4

#£Trident Protect & >
#lTrident Protect {EZ Bt E B RIEE

1. B —ERANXH resourcelimits.yaml ©

R LUER tridentctl-protect SMIIEREITIES

Ed=E S

IRIGAYY

+
I

EENK o

] LUER R ERE RIS E Trident Protect RSB TRIES] o 32E

2. IRBEHIRIEER » (EHEZEPIE A Trident Protect A 2srYE R PR HI35E1E o

UTSEHREEERTUTARE » TESEEERRHINTERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:
requests:
cpu: 100m

memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
CpU. : mwn

nmnn

memory:

ephemeralStorage:

requests:

mn

cpu:

mnmn

memory:

ephemeralStorage:

resticVolumeRestore:
limits:

mwn

cpu:

mnmn

mww

nmn

mww

EIRPRHIPT L

11



nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. FEFLLTE ‘resourceLimits.yaml XX ff :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BE]ZE L TXAR

Z it Trident Protect % > &R LAEA R EHERIEX Trident Protect 2389 OpenShift 2% X4 (SCC) ° &
495 E & T Red Hat OpenShift #5£4 pod BIZ 24 RS o

1. B —ERANXMH sccconfig. yaml ©

2. EXHHEE SCC EIE » WRREMIRIRERE RIENBH -

T EEAIRER T SCC EEN2HFERE !

12



SCC:

create: true

name:

priority: 1

TERHI T SCCEENZH ¢

e
Ellbe

e
BAER

3. FERLLTE “sccconfig.yaml X -

trident-protect-job

B
[

I

BEEER I MUEI SCCER 2
& ‘scc.create’ B E Ay “true’Helm

ZEEBIZ E B OpenShift IRE o
R ARZTE OpenShift Fi&1T > 5§
ENR “scc.create :RE S “false’

AEEI}E SCCEHR °

FEESCCHITE o

fEE SCC RIBLIRR - BT
RERISCCEEINEBRIRFRIE
BISCCHETTE o

¥as%
HAY

= XERELIE
1

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

ERIEERNEREATERE o “sceconfig.yaml X5 o

HEH M Trident Protect fEERE

T RI L B 5T AutoSupportsr E M aF R ZE @R LUR B RS EER TR T IRANRESH :

e
BERAE

BE%EALE

BEZECERA

BR
il

mikE

L |

ot

#NetApp AutoSupportE4FEC & 1
I URL o FALEINAEEBRIERAR
FRHETEE EE o fIF

http://my.proxy.url ©°

B E A BBAutoSupportCIBEER
TLS E8:8” true o EANRAZEH
RIBELR o (FAR: false)

EX Ak HTrident Protect
AutoSupport/BE 8 E1F o FRES
false BSHER LEINEEEH -
BEMuUFHEESIES © (B

#%: “true)

13


http://my.proxy.url

= L it

RIEBkB Mm% T R 4M4E BERBOIEREEPHRRRS
LEMRIESRDPRIAEE o 5F
CIRIB BB TR 2R o

restoreSkipNamespaceLabels 4mise EERMEOTEREEDHRRAYER

LERIRERIVESRDIREE - 05T
ERBERBB R RZER o

\o

CRILUER YAML REE T A < 5 IR R E G LA ¢

{EF YAML X%
SER

1. B —EREELFEGRS values. yaml °
2. [EEEA I o FIEICREE BT E A

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. IHE 5% ‘values.yaml AR IERNERIAEXH » TEAZRERE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

fEF CLI 123k
TR
1. FERUTHS . --set ARIEEERSERIEEE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \
--set restoreSkipNamespacelabels="labell, label2" \
-—-reuse-values

14



#&Trident Protect Pod PRI EEIEL

&BILAEF Kubernetes nodeSelector BREAZRIEIZAITR » R EIRAIZ AR HI MR LE B RA A B R E1T Trident
Protect pod ° FE5%[&E T » Trident Protect fZFRFE1T Linux BIERRL eI U IRIE R BE—F BETELRHIE

1. B — (BB nodeSelectorConfig. yaml ©

2. 7EREZEPIIE nodeSelector BEIR > MERIEZRLITIE NS BERMRE - WMIRBERIRIRRERETRS
Bl > U TERESTRROEERRRG - ERFTHERERGMMERIENATE

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. FEFLLT{E “nodeSelectorConfig.yaml {5 :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

ERTER RSB TEREPISENRES o "nodeSelectorConfig.yaml X {4 ©

=12Trident Protect

E1ETrident Protect M 1ZEE S

Trident Protect £ Kubernetes B & AR RAFEUES] (RBAC) 128! o TERBERT »
Trident Protect 12t—{E & i in % =R R EH BB RITERIRFZIRE - MIREHNAEABEE RS
FEREFFENZEER > Bl LUERTrident Protect BY RBAC THAE K E FEARMhIZ I %25
TR a4 ZEfEHITERN ©

EETIESRRIERHTERERNIZEWERR o “trident-protect #naZEf > ¥ B 7] LUFENFRA Efthdn o Z=RIFAY

BR - EIEHHERMEREXNGE > BHRERILEINIGRER » TRERNERAEINEEELHhRE
fH o

AR BERBERT » EREAEHRELIZIEARNENEEEEFNK (CR) o “trident-protect ar 2= © &

RETRARAMRTEEFEIERARNENEE CR (REERETHARMBNERARHENGLZRPE
YREAEAENEECR) °

15



REBEEEAEENABENTrident Protect BE]ERHR » HAhEE !

* AppVault . FEREFR/REHIR
@ * AutoSupportBundle : YEIERE « HESMEMEREYTrident Protect®#&
* AutoSupportBundleSchedule : &2 kU2

REBEREEAENABNEIIES (RBAC) HH S EMANEFIIRFITEZESHEER -

ARERBENTEEIES (RBAC) MAEEH SRS L EMNERNESEE » HSH... 'Kubemetes RBAC
X" o

ERARIERE ISR > 552E "Kubernetes fRFSIRE SCHE" ©

Ef @ EEMAERENFIVEIR

fign > —ERESEEEFEES - —HHIEBRM—ETHAR - EEEESR AU TES » UBI—ERR
HATRREMTHES BRSNS IRaES Baa=mNER

TR BustERUESSEENER
RliEar R =R LERRIEEE LD RER - WEIFMIEREERAT UEFIELEER

1. BIRREET— Bz :

kubectl create ns engineering-ns

2. BiTiHERIS S RZER ¢

kubectl create ns marketing-ns

TR 2 | BIOBARTSIRE - UERSEm % ERTHNEREE

2T RS ERTar R E RS —EERRBIRE - ELEZASEEREFERII—ERTIRS » UER RN
BRI NE—SERHEZ B DR o

1. B ITRREBREI—ERFIRS :

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

16
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

2. HITHERE L —ERFSIRS

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

P8 3 HEEMRBIRARI—ESR
ARFSIRP SR ANERBRAETE(0EE » MREEVRE > JUERMPRILEREIL

T
1. A TRRBIRP R —EE5H -

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFIRAEI—EEHE

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

B 4 : 217 RoleBinding & > & ClusterRole #4458 E ZISEFHRIIRFEIRE ©

Z#ETrident Protect BF & 217 —{EFE:%AY ClusterRole ¥4 o {ERILUEBEIIFEMA RoleBinding #1141t
ClusterRole #B7E ZIARFEIRE ©

1. REEACHTE TRERFBIRS

17



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. BREAGHTEDITHRISIRG

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

p
A ERESIER -

TR
1. BRI REREITUFNRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. R TIR AR S EUTIHER

18



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

5 6 : WFH AppVault ¥HFHITFEHERR
AEPTHRONMRBSENSIERTS - EEEESFTERTERIEREY AppVault Y HFRIFIER o

1. I W EA AppVault FIEIEAASHY YAML XX » LURFERZE L AppVault BITZEVERR o #Ia0 » U CR %
F(EREE AppVault BIFEUERR eng-user :

19



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident Protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. BUWERMAEBCR

20
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BUNWERABHE CR » HEMRHERIERE eng-user o FI0 :

===
4. 4

a.

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

solEfRE S IERE ©

ESERFIA s MR AppVault ¥4 E

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEFZHLUTRABHEL :

21



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

A AR RS ESMPIRTEA SRR AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CREZEEIELUATAENES -

yes

Ilju:%

184%F AppVault #RAVEE A E FEZAESEAIRIERN AppVault MHEITRAREREN EIRIRME » I BFREZAESN
FEEIRRYE R EFZINVEREIR - HRILMPIEEFIEHER

B ETrident(REE R

&R LAfEA kube-state-metrics ~ Prometheus # Alertmanager BJR T 22K E5 ¥ Trident
Protect {REERVERRIRREEAR ©

kube-state-metrics fRFSIE Kubernetes API BElIEAISIZ o iEH B Trident Protect &5 & 1FH » AJUBEERARIRIE
FERRENE RSN -

Prometheus E—EATEE » ©AILIZIR kube-state-metrics EEE’\J%UF » M EH 2IRARAREEYHEHN SRR
sBAYER © kube-state-metrics 1 Prometheus HEITRME T —FE757% » sZIE 0] A B A Trident Protect EIERY
BRI EAR L FARRE o

Alertmanager @ —IEARTS > ©ERILIEUL Prometheus ¥ T A XM ELRR > WRTMPRBICEENBIZNE -

BESHPEINEENEEEHRSE | CRERBECHNIRIRETHR] - F2RUTEAXMH
MES B RESREAMSZIE

@ * "kube-state-metrics SHg"
o "EAEKIBHTURE"

* "Alertmanager XX 1&"

TR ZREETH

FE £ Trident Protect FREUAAEIREE » MBELEMERTE kube-state-metrics ~ Promethus 1 Alertmanager ©
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https://github.com/prometheus/alertmanager
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224t kube-state-metrics
A LUER Helm &2E kube-state-metrics ©

SER
1. #1% kube-state-metrics Helm chart o %0 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FEFRZIZE4E -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. % Helm chart @i —ERERE (FIUW > metrics-config.yaml) ° EOIMUIRIEEBIRIEBTIUTEAEIE
B

23



4

24

metrics-config.yaml : kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

FEBERE Helm chart 2RZE#E kube-state-metrics © FI30 :



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FBIKEBTFREFECZE kube-state-metrics > LUES Trident Protect EFIEFTEIRMIISIE | "kube-state-
metrics BE]EBENXIE" ©

Z4t Prometheus

AT LR BB UL T REAZEE Prometheus @ " 28 SKEHISCHE" o

%4 Alertmanager

&R LUZEB L FEREEZEE Alertmanager @ "Alertmanager SXig" o

T2 EKEREETAUGEIE
ZREETAR > FEXTCPIUAEEBEIE -

1. #& kube-state-metrics 2 Prometheus B4 o #7%8 Prometheus BCE X {f(prometheus.yaml) HFIE
kube-state-metrics ARFEE T o U0 :

prometheus.yaml : kube-state-metrics fRF5E£2 Prometheus FI&ERL

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. Fig& Prometheus fFZIREEHE Alertmanager © #7&8 Prometheus BCE X ff(prometheus . yaml) MM
MTES -
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prometheus.yaml : [7] Alertmanager E$iX%%R

alerting:
alertmanagers:
- static configs:
- targets:

- alertmanager.trident-protect.svc:9093

mR

Prometheus IRTERI LU kube-state-metrics UREEFSIZ » I BRI LA Alertmanager 353X E4R o IRE T LR EME
BERAIVE U R ERIVBIEMUE ©

TR 3 RELHRMERER
REFTARGEIFR  SRERLEMLELNNEEFRELR - UREREZEXTIME -
ZIREH - FERERK

UTEAEERT —ERMRER » EFMETERNRERES TB1 K ERiGZWHEEE o Error FHESHVHE
ERR o SR BEFTILEFIUF S EMIEE » WL YAML 2B R B aSEENEZES o prometheus.yaml’
RE

rules.yaml : E&HEHKHAY Prometheus £R

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed

expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

BCE Alertmanager REME B X ER

IRRILAERE Alertmanager @ {EE A ERIEXE HEE > FIUIETEH ~ PagerDuty ~ Microsoft Teams FE M
BHIRTS ° REERTEEPISEEENECEERIA  "alertmanager.yaml XX {4 o

LT EHIBCE Alertmanager [A Slack $8i835X58 ] - AERBLENIRIZBFTILES » BB TE - “api_url
HIRE S TIRIEFERM Slack webhook URL :
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alertmanager.yaml : [A] Slack 838 353X €

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

E4 Trident Protect 18

Trident Protect fEIE SAc51EE B 2 ¥INetAppEA BNE RHHMAE - BEAMARE

B
BREMERAERAR « 15RMEEEN - MIREEERIEKE > AR UEREE]E
R (CR) IEHERZIE B EBEENetAppZ IR, (NSS) ©
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A CR BiIZEE
HER
1. B B:TER (CR) iERIZHM%A (FIM > trident-protect-support-bundle.yaml ) ©

2. FREMN TR

° metadata.name: (W IR) LB TERIAHE ; AACHNIRIREE—([AH—BERERNEHE -

° spec.triggerType: (Required) lEE Z IR BRI NESERIZEIEL - FHEMNENEELRRES
HRFERNER 12 Bh o AIRERIME -

- BRHE
* FEN
° spec.uploadEnabled: (F#E) IZHIE4 TR BB TR H LEENetAppZIEAALL « MRKIEE
> BIFEEE A false o AIRERIME !
=1
* false (FE=R{E)

° spec.dataWindowStart: (F]3£) RFC 3339 t#8I M BHIF & » 5 E B BT ESNERREERMA
B9 B EAFNBERS o SNERKISTE > BITERR A 24 /SR - ERREAIMISER B EISEERE 7 KA1

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. B 5T “trident-protect-support-bundle.yaml iR EFFE% > EF CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

£/ CLI B3 %Ea

1. B SIEE » BiEETNEBRAIRERMNEN c & trigger-type RERGEEIENEIIEZH
EILHERERIZERERE > WHARIME "Manual 3{FE “Scheduled ° FEF%E Manual °©

fgn
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

ERMRRSIES
ERE—HFRUXESER  CAUBEREELEEETRERRIIFERE

1. %1% “status.generationState  Zll3Z "Completed ARAE o A LUERIU TS EIEELERE ¢

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BREEBRIEHNFHERR - RESTHAIAUtoSUpport EfFPEUSHERIES :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

2| “kubectl cp tEALHFBEAG L LIETE > KERSHERALCEENTKE

H 4k Trident{F3&

(AT LU Trident Protect FHREIBHTHRA » WS SHINAESIE1EES o

€ 2410 hRASFAHRE > FHRARMITRIRIRAISE SR o ILKFEAR G R IERGEITIRR - HR2
FERREUERERT - MREARIBIZFRIBEY > ERIUFERIIBIRE - URFREHIE
@ RAREAREIRE -

B RBERKEE » SR UEARAERERARIREE > LEFRREMBAEM - B2 EF
EREARIAE B E RS RIBVIRR o

EEH4RTrident Protect » :5H{T FHLER o

SER
1. B Trident Helm &BJE :

helm repo update

2. ##RTrident Protect CRD :
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@ WMRIEZN 25.06 ZATHIRRAFH4R » BIEERITULHER » B4 CRD IREEE S 1E Trident
Protect Helm B &R o

a. HITUEHSLUE CRD WEIEHN trident-protect-crds &l ‘trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. B1TItEdr < LUMIBR Helm 5% "trident-protect-crds’ B3 :

@ REEE trident-protect-crds # Helm EiLEIRAISE S MIPBRIEH CRD FEAEREE
ko

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. H#RTrident{RE :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2506.0 --namespace trident-protect

BIEMRERAIZETI

A Trident Protect AppVault ¥){4 2R EIRFETER o

Trident Protect MR BT E R (CR) #8724 AppVault ° AppVault ¥4+ 2 EFIRAVEER %
Kubernetes T{EFI2R T~ © AppVault CR B S HFEE(REIEZE (HIuED ~ REE ~ BR
{EZEFSnapMirrortE®Y) FFFERANNERE - IEBIES A SERBIERREE o

TERERRER FHITE MR EIR(ER » (REEFHHRAHSFEEI AppVault CR ° AppVaultCR 45ERIRAVISIE »
I ET U AN BT _E MO EEfI(E2 E25T AppVault CR HI35RES ©

@ HE{R AppVault CR A %4E T Trident Protect BIE=EE L o YN8 AppVault CR RTETES G E L5 RT

» BRI EER ©

FCE AppVault S {388 ZE
TE#21Z AppVault CR Z A > sEREMRCEEER AppVault F1E K2 E)28 7] U MR HEFEFIEREIREI TR -
BrERRAEER

B 1&ER CR Z Trident Protect CLI MIFER L AppVault #1148 > EAI LA Restic 1 Kopia INZs €SB B
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51ZB5RY Kubernetes &8 o MR EFRIEEEEE » Trident Protect A3 {F B FERES ©

* FHEIL AppVault CR B > :5{FH spec.dataMoverPasswordSecretRef 15 E£8& o

* {EFTrident Protect CLI }£3L AppVault ¥)4EF > 55{#F "--data-mover-password-secret-ref' FIi 15 E 288 HY
B -

BUBNBRHFERNEZE

E2E U THARILZEZR o 1L AppVault #4E > KB LUEERTrident Protect 2L iR BRI E)23H
FEETTES o

* RBEERNERER TR » MRFHAZERSEH TEHENZEEEIT o fil » INRIEE
@ TE1# 8 Restic M Bi§ KA ITEER Kopia » BITERIIEiEK > U R E 3 Restic 5 o

* EREBFREFETZENME - CREECRERR—SENEHMEBE FHNER o NRERHFH
“trident-protect’ ap 4 ZEfE E# MR > RBEBBERELZRBHIIRE -

f#HH CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <base64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—-from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AR IAM R
B0z S3 AN EZEM (140 Amazon S3 ~ #8H S3) Kf > "StorageGrid S3" » & "ONTAP S3"f#

F3Trident Protect B » (SEERFRIRENERAEREEEENHEENLERR - UL TEFEFTFEHTrident
Protect #E{TEENFTEMN REEREEEG o El LI ERERESIE S3 HAHERERNERE o
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1,

"Resource": "*"

B Amazon S3 JREEHEZEE » AR TR : "Amazon S3 XIE" ©

FF* Amazon S3 (AWS) E:ERJ EKS Pod Identity

Trident Protect 5x1& Kopia Bkl iZEh2si2/ER EKS Pod Identity © IETHAERTEIRY S3 HERMLZ LR > MiE
UL AWS /ReE#7F1E Kubernetes 21 o

EKS Pod Identity £2Trident Protect FY&K
7£1#% EKS Pod Identity E2Trident Protect &£ & Z A1 > sAERUATHIE :

* {GHY EKS Z=EERA Pod Identity ©
* BERILABXLER S3 HEERERN IAM B c MTHREZEE » 552/ "S3 AR IAM HEFR" o
* 1AM B &8T5 Trident Protect ARFEMRSRRAR! -

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BRI Pod B 0iAF IAM A & B ARFSIR P BRERRYZFAEERER > 55268 "AWS EKS Pod Identity SCHE" o

AppVault 22 FF EKS Pod Identity B » 5% EEHY AppVault CR ° “uselAM: true fEBIZE M AR RETV /&S
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AR EIRRAER AppVault SIREEHH)
TEF AppVault CR F; » SEEZ B S/REUFIURMERENER » IRIFEMER IAM 5558 - AEERE T8

RIBIREENRRMARRE - U FRAEIREENGSFISRELEG o CRLUER THIBHASERHR
EHRBRI SIS -
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GoogleZE

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \

-n trident-protect

ZSE% S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

MER Azure

kubectl create secret generic <secret-name> \
—-—-from-literal=accountKey=<secret-name> \

-n trident-protect

BFS3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect



AppVault #3754

T 2B ERHEER AppVault E&REEF

AppVault CR &3

TWRILAIEA T CR SIS EZRIRIRHEEIL AppVault #1F

®

* WO LUEIEISE —1E Kubernetes secret » EHEE Restic # Kopia #FEIMZRBETES ©

R2RERBBREFERE TRES -

* ¥47¢ Amazon S3 (AWS) AppVault H5R » ] U4 ISTE sessionToken » N RIE(ERE

—& A (SSO) E178:8 > ERIFEEH - ECARMEELSRE > REBIILSH - BAN
ZiRIRHE AppVault EIBELEEF) o

* ¥ S3 AppVault HR » SR LUEERMEER THIH TUEE ik S3 AERHONE URL !

“spec.providerConfig.S3.proxyURL &t ©
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GoogleZE

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

ZSEE% S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ $1H2EF Pod Identity #1 Kopia BHI8812587 EKS IR1E » &0 “providerCredentials
RO AN “uselAM: true' 7E "s3 NARE

MER Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

BFS3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

fE A Trident Protect CLI 17 AppVault FY&5f

EAIAER LT CLI fn < &6 A SETR (& 21 AppVault CR °

* AT LUEETSE —(E Kubernetes secret » EFREE Restic fl Kopia #ZEEMZEN B ©
@ B2RENERHEERE| THRES -

* #% S3 AppVault HER » ERILUEEZMEMER T 7 A RIEE L S3 AEBMHOAIE URL :

*—-proxy-url <ip_address:port>"F# °
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GoogleZE

tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

S ik S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

fMER Azure

tridentctl-protect create vault Azure <vault-name> \

——account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

iEAs3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

& E AppVault 12
SEAT LAfEFE Trident Protect CLI SMIMER EE A RICIERE L ZIIHI AppVault WIHFEIE o

TR
1. &F AppVault MHHIAR :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

EHEL -
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (A1) BEEETESMEEIRM AppVaultPath » sAERZIZEE --show-paths ©

A 7ETrident Protect helm ZEERIETE 7 HRELTEE » RIEE—F|PEELBEA A o HIW1 | --set

clusterName=productionl ©°

#%B& AppVault

& B] LA BER MBS AppVault #1145 o

@ ARERPR finalizers’ 7EMIFR AppVault #1142 71 » 557E AppVault CR RE A E18 o SRS
E AppVault EFRPIEBEIE » UREEPHIRINLER ©

R Z Al
R b (RIS E MIPREMIFREY AppVault FREEFRRIFRE TRIEF#ED CR ©



£ Kubernetes CLI fif& AppVault
1. #8843 AppVault %R » W& “appvault-name  ZMIBRAY AppVault ¥)14rI%75E :

kubectl delete appvault <appvault-name> \
-n trident-protect

fEF3 Trident Protect CLI filf& AppVault
1. #F& AppVault B 5 » L& “appvault-name EMIBRAY AppVault YIRS ©

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{#E A Trident Protect E&EEIEERTER

EaI LB AR EATET CR FRFHIA AppVault CR REZEE A Trident Protect EIEHY
FEREL -

#1317 AppVault CR
T BT —E AppVault CR » % CR i HERERHITERREIR(ERER » 1A AppVault CR BER

ZEE T Trident Protect FYZ & | ° AppVault CR 2HEERFEIRIER ; BRF AppVault CR BIEEHI > s5288
: "AppVault BsTER o "

EEEAEN

CEBFEHREMFEHTrident Protect B EERARRER o EAILUEBFENIZIIERTEIL CR I{FEMATrident
Protect CLI REEEEBENEARER
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

f#F8 CR #EEARER
1. 2 BREMAREN CREE !
a. B HFIER (CR) BRI HARA (B4 > maria-app.yaml) °
b. EEEUTEM :

* metadata.name: (E) BRARERBTERINGTE - IR TEENRE 0 ARREIRENS
RYEfM CRAEZ G5 AILLE -

* spec.includedNamespaces: (W E) A EMMIEHREESR KIS EAREXFERNHERZE
BHER - EREXGETEMNEESTEIEES - EHREER[IEEN > o] AREESEE
EmATERNER °

* spec.includedClusterScopedResources: (F]%) FHILEMIEEEE S TEAEREEPH
EEHEER o ItBMEEREERVEE « R4 - BENIERIGEEELEER o

* groupVersionKind: (V&) I5EHEHBE SR AP BH4H ~ IRANFILRE -
* labelSelector: (A% (KERIZHEFELEHENEIR ©

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (FJ3%) s AR EBE AR
IS TERNERER » 1M KubeVirt IRIE » HPERAFRRGEEETRB A - 15 E LLFER
RAFRBAER T RAIURAERAMY o MRBES true » BARNGRERNE > TEA

ZRAMBWRLE - MRISTE TR > BEBERNEEZTEEERN - BIZBSZEME o K7
FREA > BEREERIZUNT [ "2k Trident Protect /5 /52 E" ©

MRFETEAENEZIBERIER » IUERUTHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (A1) MMEERERG > B3R ERERENER -

> resourceFilter.resourceSelectionCriteria : (ERiERFX &) A "Include 2 "Exclude 838
HERR resourceMatchers FEHRRIEIR o FELLTF resourceMatchers 2EUEERE R = HERIE
p

* resourceFilter.resourceMatchers : resourceMatcher #1{4BE%] o I RITZ AP EZRZETT
% BlefMzE% OR EHILA » SETEANFER (4B - B8 ~ hkd) ZRE# AND EHIT
Aig

* resourceMatchers[].group: (F]) BEFENE REF4E o
* resourceMatchers[].kind: (F]3%) E&FEERIEE o
* resourceMatchers[].version: (F]i%) EEFEAE RRES

* resourceMatchers[].names: (AJ3%) BB BRI Kubernetes JTE#l.name I
7 o

0]



* resourceMatchers[].namespaces: (F]#) EERENE R Kubernetes JTT&Ekl.name i

FPEyEn R ZER o

* resourceMatchers[].labelSelectors: (F]#£) BRHY Kubernetes JTtEil.name (L HHVIE
BEERTH > METIMIBEES . "Kubernetes STHE" o 0

"trident.netapp.io/os=linux" ©°

@ EMZ& resourceFilter ¥ “labelSelector #{£/H » ‘resourceFilter 4ci&E1T »
JA1% “labelSelector FEFAERRIE IR o

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. B BTHIRIGAENHNERERNEEERE  FERAZEEEX - flM :

kubectl apply -f maria-app.yaml

1 EAUTEAZ —BUTERARAREIES  BERTPHNESRACIREFHNENR - MRIUERERSD
PRRVFIR - MELHFETSH > Ko ZRANERESEERAEAERT

B EAREINR G LUEEERZAREERARATREHEES AR ABRERR - BEEAN
REREERNERER » FI0 KubeVirt IR1E » HPERAFRGEHEERIRZAT - MRITRTRER
B true ZEARENBRENRE @ AIUERBIARARSAERZRR - MRIMBERES false ZER
RAZREERE » ERERRARTRBIRRE - IREA TR - ERARAEETREERK
RZEH RS BB o WIRIETEMERE » FRARSEEU TR ¢ "2iXTrident Protect /2 RHRE" ©

7E(EF CLI B FEAERR » EEIEEM » JUFERLUTAE @ --annotation FEN; ©
o BUFERARRRN N FREZRTRGEITANDIERTE !


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

c BURAREATRENMEEAREARELIERERRFRETH -

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

@Bl LUEF --resource-filter-include #1 “--resource-filter-exclude’ B RIEU &G S B E
/}:_\E’J’fmu,f\ ‘resourceSelectionCriteria FIgNE#4H ~ 88! ~ fRAK ~ 128 « LB SB[ > WTRFIFIR

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my—-app"]}]"

{EFH Trident Protect {REEATE

EE] LUfE A B EhRE RIS ERFT REERER - EBIRRBAH DK IRZE Trident Protect &
EBHFrARARER °

@ &R LA E& RE Trident Protect TE B RHRE(FEIARNRGEMBRIER R o " 7R EZ R ERA Trident
Protect SR EIERFRLEHIEE" ©

BIIRERRR
A ABERF AT IR TR IRIR o

@ RBEBENEREEAENEEZDRAES A > S5 BEEARRARENSRZER > AliEE
B EIERD - REIERT -
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f£F8 CR BRI IRER
HER
1. B B5]ER (CR) RN HEGEA trident-protect-snapshot-cr.yaml ©

2. EEEUNHES > BEUATEM
° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.applicationRef: 1/ IREERHIFERTZILHY Kubernetes %78 o
° spec.appVaultRef: (X E) EREFIREBAZR (GTER) B AppVault FIETE o

° spec.reclaimPolicy: (FJ3%) & E1RER CR MIBREF » REZAY AppArchive BEEHEIENR - EEK
EBFRES Retain [RIBE S IHMIPR - BROEIE -
* Retain(TB&R)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. IEE 521 “trident-protect-snapshot-cr.yaml i8R HEIEFE®E > EFACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI EILRIE
&“%
1. BIRER > RSP ESRATRIERER - Fl -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BigEHEn
TR AR A (D RS o
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®

RBEBENETREEAENEEZDRAES A > S5 BEEMRRARENSRZER > AliEE
B EIERD - REIERT -
FtaZ Al
FEfR AWS B35S
FIBEE R -

2=
° uﬁ;}

LR "AWS API XX BRAGE
R "AWS IAM X {4+ BRE

a5 < B AR E LU B (R REEZEITH S3 HBIN1FE - IREHMIEEAMIIBHE - BiRME

ER S < RIBHR ERFEEN o
G-

WS BIR/REVFHME o


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

£ CR EirfEn
HER
1. B B5]ER (CR) RN HEG S trident-protect-backup-cr.yaml ©

2. EITEIAIXMHF > REUTEMY

° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.applicationRef: (X E) EFHHIEATENA Kubernetes %78 ©
° spec.appVaultRef: (W E) FEEAZHEHDNE AppVault BI%FE o
° spec.dataMover: (FJ3E) IERERREREENEMTAMNFE - AIENE (BOKNE)
* Restic
* Kopia(TEER)
° spec.reclaimPolicy: (A1) E &N HB AT ERENRGEETE o PIRERE -
" Delete
* Retain(TEER)
° spec.snapshotRef: (A]£E): ZAFEDKIRRVIREB LTS o MRKIRM » BIF I FH{DERFIRE o

° metadata.annotations.protect.trident.netapp.io/full-backup : (FJi%) IL:EERANISEHBH BE
FEAIELEFHEM - TERIBR T ° FIEEMEIIEEN - B2 » MRILLFERTES true' B » B1H%
AR T JEIE 261D c MEKIETE @ HHBFERTERNILEHEDRTE - REERETHRRITEE
%> REEMRTEFED ZERITIZEHHS » URAREMPXELEEFEERIER

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. B 5T “trident-protect-backup-cr.yaml iEHEZMEIEFHEE > EFACR:

kubectl apply -f trident-protect-backup-cr.yaml

fERan <L FEILHER



1. B3GR  FHERPEBRATIRIERAEN - FlM

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

T A LUEERERA “--full-backup’ BIMIEE BN E SR AIFEEFHMEVRS - BRIERT » FREHGE
EEEN o HAILRRSR » BMRESIHEERN - XEBBETEMITERD » AREMRTERE
PZEITIEERD - URKIREMEHERERBENERE

HEE R REE

REERIRIEBIRIBREREIZIIRE « BHEMERFEERAER - CIUEES/ K - 58X - BRANESAR
IREBFNED WA LUEEEREEIRKE o [RILUER full-backup-rule FEARZREFZIFEE TR ED - T8
RERT > FRERCEHEEEN - ERNTEERDUREBNEERN AN EERERARMER -

s RO AEEIBREREIIREEETE o “backupRetention 53 Z# “snapshotRetention” BUAT ZHY
{& © IRIE “snapshotRetention FRIBER AT R NMEMBHZEMRNERILIRE > BELERE

@ EERRY > STEFD TR IZENMER -
* MRBEHENERECAENEEPWARES A > Sws| BEIEAERERSRZER > R
BEERFEIERND  RIRIERF -
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fEFREEAR (CR) BIIsE o
1. B ETER (CR) MELHEM B trident-protect-schedule-cr.yanl °

2. EITEIRINXMHF > EREUTEMY

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.dataMover: (FJ3E) IERERREHEREENEMTAMNFE - AIENE (BAKNE)
* Restic
* Kopia(TE&R)
° spec.applicationRef: 2#H S HIFEATENAY Kubernetes %78 ©
° spec.appVaultRef: (WE) FEEAZEHEHD A AppVault BI%FE o
° spec.backupRetention : ERENHNHE - SRTAEREILBMRD (EIRE) o
° spec.snapshotRetention | E{REIREBHE - TRMAEILIEMMRE o
° spec.granularity: 5@ 1TRVSEZE o BIAERVELURFR R RIRAMREIL -
* Hourly (BEMIEE) spec.minute)
*Daily (BEMISE) spec.minute M “spec.hour)
* Weekly (BEISE) spec.minute, spec.hour ’ # spec.dayOfWeek)
* Monthly (BE{45E) spec.minute, spec.hour * # spec.dayOfMonth)
" Custom

° spec.dayOfMonth : (AJ#) SEMETHIAMBE (1-31)  WRKERES > BIIHEIALS
8T8 o Monthly ° Z{EMAUFREAIURM

° spec.dayOfWeek : (AJ3%) s1EREETHERRLK (0-7) B0 7 XnEHH - MRNERTE
7 > BIEHAOI ARMEIE o Weekly © ZEMBUFRAIRM o

° spec.hour ! (FJEE) FHEMETRVNRE (0-23)  MRIERTESR > BIEIAKEIE
Daily ° Weekly ’ B{#& Monthly ° sZ{EMNBUF R NIRM ©

° spec.minute : (F[3E) StEFETHVNRHNDER (0-59) ° MRNERES » BILBEAS
WAHIE © Hourly ° Daily ’ Weekly ° 3¢#& Monthly ° ZEMEUF R IEM o

° metadata.annotations.protect.trident.netapp.io/full-backup-rule: (B]3) Ltz A2 AMNIEE LHET
BEMERE] o fRef U EHRES always A LIRIEE B ETIFETEH DB THD - fli »
MRICEFFR AR EETHD > AT LIS EEEITEEERIER%

B AIRERETBIRIEES] YAML :
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

EIRIRETEIRVEER YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. IHEE 521 “trident-protect-schedule-cr.yaml i$tEZMEEHE®R > EFA CR !

kubectl apply -f trident-protect-schedule-cr.yaml

8 CLI L5 8IERS
il"g‘%
1. B fRESE > RIERPRESTRATIRIEFHEN - flg



@ {&A] LUERS “tridentctl-protect create schedule --help &LL< BIsFARIRBNE o

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
-—-day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

IEA] LR TE --full-backup-rule 1250 “always (S AT UIRIEE B ETIRHESTEH O N ETHS ° HIk0 > 10
REEBRRNEETHED > A LUSEREMLE TIERETTEMEDR © G0 » A --full-backup-
rule "Monday, Thursday" ZHrEE—fBEMNEI T2 EER ©

HIMERIEFTE] » 5558 --backup-retention 0 MIEE—EKI 0 BYE ' --snapshot-
retention °©

MIBRIRER
MFFTBREEZNESZSHRTEIRE
1. MIFRELIREZRABKAIIRER CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

USRI
MFFTBREN B H T EHD o

@ FEMRIOIURBE R TE 4 "Delete WEMHEFPRIFFFABE BN ER o ILRBEMTARS | "Retain R
FONEREER - IRBERARLE Delete BT BRI REBETMHRETD - BEFHMIR

1. MIBRELEHRARKEIE CR

kubectl delete backup <backup name> -n my-app-namespace
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BEFIDFERRRS
TRAIME A L IR EIEEETT » ESTHHERMEVBDERRGARE o

om

1. RN T LBREOERIRE > RAERPONEBRRATIRIERNEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF3 Azure NetApp 1E2E (ANF) /EZEEMDFEER

WRIEEZEETrident Protect » BRI LAZ{ER azure-netapp-files 77485 B £ Trident 24.06 Z BRI HI#FE
IR A BN EENEMDFIERIIAE © LEIHEEEA NFSv4 & > I B ARG AR E M RVERSNZER o

R Z Al
R TEIE -

* {RE %% Trident Protect ©
* B 7E Trident ProtecthPE& T —EEARER - ERRHILTEZ A1 > EBREXNRENERZZRIRS o
* {RB “azure-netapp-files’ BiEA A F R IRIITEREFLER
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RFEISIIRED R

1. #N5R ANF B & 27E A 4R EITrident 24.10 ZATEEILAY > sATE TridenttR A TIA TI21E ¢
a. ABERF azure-netapp-files BEFERIE AN PV BUARIBEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. FERE A EERMEEY PV BUAREEE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[O]7E:

snapshotDirectory: "true"

+
RAREAARIRB &R - AIEEERBHINE - ZIESEROBEDERHEARENFRIZER - TE2
BRT > AR EMN A B0 ZERRE T BR A HIRE X/ ERRERR IR E o

R

%Eﬁéﬂﬁ%iﬁeiﬁﬁ{%ﬁ%ﬁﬂﬂrident Protect ETHMHMIER - & PVC th Al HEMERARLAREHNE

REERRER
{# A Trident Protect {X1EEATEN

WE] LAfEA Trident Protect fERIBE B P ERERIERRER - HEARENERIIE—#F
&R WWIRARRINEREGTER -

- BREAREINE > AREARARENFANTHFREBRAREN—EER - IREFER
EBRITIHT > SRIFSNERFEN—MBIEENET -

@ * REREHERIAFRN L EREEERIIRGRZER GERAN qtree X&) - BZE > ¥
2 qtree & > AXEWRBEREI TR R ERREREIRGHHER o

- RS R AR E ST IR - T REBSEE » 58 “EFEN Trident Protect it
g o
RBEG BRI ARG RZEME

& &£ BackupRestore CR #HH1EREIAR R ds % ZEfEERF » Trident Protect E1EMBY e & T RIPERER
2R > UAERNERARENEL—ERERAER CR - AT RECERNERRER » JUBIIZEHMIIRE > 3
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RERESTE o

@ RENERIAARAERNAEGREHAAGEELEMTERELNERNER - E2ERE

MHRNFAER > AR EREY B R R ZER > S HN BRI RER o

a2 Al

R AWS B55< hERVBRRARE B LUm B EAI REEEITR S3 BFIRIE - MREMEIRIEHAR < B - BiE
{ERIRE SR o

58

A2H "AWS API X BRIREER E5E < MBRARENFAE o
2R "AWS IAM BRI AWS BIR/GERFHAE
E1GER Kopia fERBERBERERBHE - R LUEER CR hsEEMIER CLI 2RI

Kopia fEFBVEERNTTEA © B2R "FI K g BRI U B FETER S © £
‘tridentctl-protect create --help" B RA{EA Trident Protect CLI i €M EZE R > 526 S ©


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
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https://kopia.io/docs/getting-started/
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fEFA CR
HER
1. B B5]ER (CR) RN EG LS trident-protect-backup-restore-cr.yaml ©

2. R > BEBEUTEY
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appArchivePath: AppVault Af#EFHEHABTHERE o A UERU TS IERERE !

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (B E) EFHNREH AppVault FI%TE o

° spec.namespaceMapping : RIEIFZE IR ZEME B iR A= HAVEE - & "my-source-
namespace ] “my-destination-namespace F|FAR B B EIZIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFBEEMARNPNELEERETNE » FMEEEFRG > UESTHHFEERE
BREHNEIR

Trident Protect & HENRIZE—LER » AATMEEREZENERARIE o Fl1 » NREK
EEFAMEEEESEERATCE—ERA pod » Trident Protect th &iZ2 R RIHLAY
pod °

° resourceFilter.resourceSelectionCriteria . (EFERLAE) {F/ "Include’ ZE "Exclude’ 8255
HEB& resourceMatchers FEZMEIR o HIZLLF resourceMatchers 2EUAEHZE G ST HIBRNE
b

* resourceFilter.resourceMatchers : resourceMatcher YRS o ANRTEZEY H'?E%%’vﬂﬂﬁ:
i’ BlEMZE% OR EHIE » SETEANTFE (4 - &8 - kd) ZEiZ AND EHT

* resourceMatchers[].group: (FJ#E E) EEENEIREFAE o
* resourceMatchers[].kind: (F]3&) EEFEAERIER -
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* resourceMatchers[].version: (AJ%) E&HEMNERIRES o
* resourceMatchers[].names: (A]3¥) ZiEEAIE IR Kubernetes JTE#l.name HB{IHH%H

18 o
* resourceMatchers[].namespaces: (F]#) EEFENE R Kubernetes JT&E#l.name i
YA ZER o

* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name P HVE
BEERTE > WETINIEER | "Kubernetes 3IE" o g0

"trident.netapp.io/os=linux" °

fan

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 1EBE5E% “trident-protect-backup-restore-cr.yaml 18 ZEHEEMER » EF CR !

kubectl apply -f trident-protect-backup-restore-cr.yaml

f£/A CLI
1. BEMERIIARNGRZER » WiHERTPNEBBRATIRIEDNE: © & namespace-mapping " Itk
RYFEHERDRAMAER > B EmAEREER ERNBEEHRE M » XM -

“sourcel:destl, source2:dest2 o HlY0 :

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

RBDEBEREIRAH %R
TR LUIERR B BRI R A R 2= o

FsEZ Al

HE(R AWS E55< MR RVBHAR FE B LU B M REFEZEITHY S3 1BRIRIF - MMREWEIRIEIIRE < HIBHA - AR
{ERIRE R SRR o

* S22 "AWS API X BRIRE BRI S5 < B AR R AE o
* 2R "AWS IAM X BRI AWS BIR/RSENEFHAEN
ST Kopia fERBERBHISRERENE > ERILUEETE CR PaEEMEER CLI 2RIZH|

Kopia EEEENTTA © A28 " E i g ARG B FEIERFHEE N - £
“tridentctl-protect create --help’ BRI Trident Protect CLI 1§ EIBMNEZEE > 2GS
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https://kopia.io/docs/getting-started/
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fEFA CR
HER

1. B B5TER (CR) IEENRHEGEA trident-protect-backup-ipr-cr.yaml °
2. R > BEBEUTEMY

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.appArchivePath: AppVault Af#EFHEHABHEE o A UERAU T <TSIERRE !

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (B E) EFHNREH AppVault FI%TE o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AIE) MRECRAFEEFFEARATNFELEERETNE - FMEEHEIRE - UBSTHRHERE
TERAER -

Trident Protect § BENEE—LER > A TCMEKBZENERERE o f110 > RE
FEEFAMHREESEREEHE—EREBEY pod > Trident Protect th &2 /RREAHHY
pod °

i 3pe

° resourceFilter.resourceSelectionCriteria : (EFERF ) A “Include I #E "Exclude &
HEB& resourceMatchers FEZMEIR o FIZLLF resourceMatchers 2EUAEHE S ST HIBRINE
i

* resourceFilter.resourceMatchers : resourceMatcher #7145 o YR IFZHBPEZHEZETT

§’H'Jb1F'E|ZFaE_I$§OR BHEUE > SETEANTER (B B« fkEs) 2% AND EFT

* resourceMatchers[].group: (F]#E) EEFENEREHE o

* resourceMatchers[].kind: (FJ3%) EEFEAERIER -

* resourceMatchers[].version: (A]35) EEFEMNERIRS o

* resourceMatchers[].names: (F]%) EiEEHEIRRY Kubernetes JTE#}.name H(IFHI%



* resourceMatchers[].namespaces: (F]£) EEFENE R Kubernetes JT&E#l.name i
REyER A ZER o

* resourceMatchers[].labelSelectors: (F]#£) B/RH Kubernetes 7tEKl.name AP HIIE
BEERTE > WETINIEER | "Kubernetes 3IE" © flg0

"trident.netapp.io/os=linux" ©°

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE5¢#% “trident-protect-backup-ipr-cr.yaml i iEZEIEFE% » EF CR !

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI

1. BEMERIIFREGRZER » TRERPHNEBSRACIRIBERAEN © & backup  BHERMAERM
MEDE > BXWT <namespace>/<name> © FIUl :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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RAEHERIFRIER
MRRGFELIREE » SRR EDERZEthRE -

E1CER Kopia FABRZEREREDER » KA LURIEE CR ST CLI JkiEH|
Kopia fEFVEERTTA © B2R "I E I E BRI U E rETER S © 55
“tridentctl-protect create --help” B RA{EM Trident Protect CLI (€M EZE R » 2 B&H S ©

a2 Al
TR B A TSR IR

* BiEEEBE L% Trident Protect ©
s BiEEE T UFEERREZEERRR AppVault BIEEFRIRE » BT HEEZEERT o
* #1197 AppVault CR B » :EERAIEIRIE 0] LUEIZ R AppVault CR RE MY ETERE o tridentctl-protect

get appvaultcontent’ 3% ° W BB EHIPHLEEARE > sACRAEEIZERE ERY pod A#E{TTrident Protect
CLI e

* FEfR AWS B5E< HEBVBEARTE E UM & A REFEETHERIR(E - IREMERIEHRR < 2BE - Bk

{ERTAERARR o
© BH AWS AP| 1 B RIRE HATEE S MBI I SAE A o
© B AWS XM AWS ERBBISARE RN o

1.

2.
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{3 Trident Protect CLI SMIMEX e EBZHEE E AppVault CR FIRJ M ©

tridentctl-protect get appvault --context <destination cluster name>

() meArERERERNHAEREEREEEEL o

EEBREETAA AppVault NEH AR :

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITIL AR < REER AppVault FRATANED » BIEHKIRRSE « BENEARELE - REBGCNREER

o

FEHEL -
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i fommmmm e +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
fosssessssses e fremsmeemema==e 1

| productionl | wordpress | backup | wordpress-bkup-1|

08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2 |
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBEFFERTREAENERE BREE !

TIMESTAMP

2024-10-30

2024-10-30
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fEFA CR
1. BB TER (CR) ERLREGES trident-protect-backup-restore-cr.yaml °

2. EEEUNXHES > BEENTEMY

° metadata.name: (#18) ItEFTERNGTE ; FATNREEE—([AH—BEERNLE -
° spec.appVaultRef: (L E) EEHED AR AppVault Y% TE o
° spec.appArchivePath: AppVault RfEFHENATHEEE o el UERU TS SHULERE :

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AR » &R UERA LR 2 HIREINIE S KERHDNA
= °

° spec.namespaceMapping : REIEENKIEMAEME BEIZH % TRV o X% "'my-source-
namespace ] *my-destination-namespace ¥ 2k H ABEIRIENE o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. IHE 521 “trident-protect-backup-restore-cr.yaml i tEZRHEIFEE > EFA CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. ERAUTHLMERBRER » BiERTHNESRALIRIEFNEN - AT 28 ER BRI MR
n‘?i%”‘;.;"l%‘i » B REd B M ER EENBEmBZTRM > 84 sourcel:dest1,source2:dest2 ° FIYM



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

WRREREI ARV En 7 2R

I UEA B TER (CR) ERNIRREREE » ERIFENGRTHHRBRFHRZTRE o BEER
SnapshotRestore CR #&RIZIZEREIR RIS Z MR » Trident Protect E7EMVS R =M EREREF » I
ARENEARERELERREN CR - AT HRECERENERRER » IUBRIIRFHMIIRE > HBEREST

2o

SnapshotRestore 3231%F “spec.storageClassMapping' B4 > 1B12 & KR H#TF485)F B #FLER
() emERmEEEEEAER - MBLERET SorageClass NBERRFINEEES - Al
BIRIRIER G o

FIYAZ Al
(R AWS ZEE<HERAHARIRE B UM S EAREFEIEITY S3 BRIR(E c REMEIREHAM S IEBE > Alig

ERTRE S BN o
* BB "AWS AP| X4 BRIGE E AT
WS

1255 < hEB AR AR ES T o
* 2R "AWS IAM 4B R AWS BIRE

BRRENFASE -
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fEFA CR
HER
1. B B5]ER (CR) RN HEGHS trident-protect-snapshot-restore-cr.yaml ©

2. EEEINHES > BEUATEM
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appVaultRef: (L E) EFIREAZRH AppVault BI%7FE o
° spec.appArchivePath: AppVault REFIREBARASHEEE o ERIUERU TR LSHRULERI

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping : REFERKFR % ZEME BiZam% T HEHE - K& "my-source-
namespace ] “my-destination-namespace F| AR B B EISIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFBEEMARNPNELEERETNE » FMEEEFRG > UESTHHFEERE
RBENER

Trident Protect & HENRIZE—LER » AATMEEREZENERARIE o Fl1 » NREK
EEFAMEEEESEERATCE—ERA pod » Trident Protect th &iZ2 R RIHLAY
pod °

° resourceFilter.resourceSelectionCriteria . (EFERLAE) {F/ "Include’ ZE "Exclude’ 8255
HEB& resourceMatchers FEZMEIR o HIZLLF resourceMatchers 2EUAEHZE G ST HIBRNE
b

* resourceFilter.resourceMatchers : resourceMatcher YIS o MNREZBIAPEEZETT
% ez EiZ OR BHILE » BETTEANTFE (4B -~ 748 ~ hkds) 2R AND ZEHTT

AL ©
* resourceMatchers[].group: (EH?_E) EEENEIREFAE o
* resourceMatchers[].kind: (F]3&) EEFEAERIER -



* resourceMatchers[].version: (F]i%) ZEFEAE JRIRES
* resourceMatchers[].names: (A]3¥) ZiEEAIE IR Kubernetes JTE#l.name HB{IHH%H

7 o
* resourceMatchers[].namespaces: (F]#) EEFENE R Kubernetes JT&E#l.name i
RRyERLZER] ©

* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name P HVE
BEERTE > WETINIEER | "Kubernetes 3IE" o g0

"trident.netapp.io/os=linux" °

fan

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 1EE 5T % “trident-protect-snapshot-restore-cr.yaml i ZEHIEEHER > EACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEF8 CLI
FER
1. BREBEZRIFRNGRZER » WARHESRPNESRATIRIEPNEN -
° iE snapshot 2 (FERAMATRMIREB LM > LW T " <namespace>/<name> °
° % namespace-mapping WWBEEAERDIRGRZER » KR FRF R EEHERERN B S0
B/ M ¢ “sourcel:destl, source2:dest2 ©

fugn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

RERIER R R R 2=
R LARBR A IR IRE R 2 R daan R 22 o

R Z Al

R AWS E55<hERVBRRRTE B Lim e E A REFEZEITR S3 ERIR(F - MREEIRIER < B
{ERTRE R SRR o

* SB2H "AWS API X BB E SR 55T AR RsHAEN o
* SAZE "AWS IAM X4 ERE AWS BIR/GEREEHAE ©
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fEFA CR
HER
1. B B5]ER (CR) RN R HEGES trident-protect-snapshot-ipr-cr.yaml °

2. EEEINHES > BEUATEM
° metadata.name: (#18) LLEFTERNGHE ; sFATHRIEEIE—(AE—BEERN%E
° spec.appVaultRef: (L E) EFIREAZRH AppVault BI%7FE o
° spec.appArchivePath: AppVault RfEFIREBATHERE o el UFERU T i< SFHULRRE :

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (FIE) MREAFRBEEMARNPNELEERETNE » FMLEEFRG > UESTHHFEERE
RBENER

Trident Protect & HENEIZE—LER » AATMEEREZENERARIE o Fla » NREK
EEFAMEEEESEERATCE—ERA pod > Trident Protect th &iZ R RIHLAY
pod °

> resourceFilter.resourceSelectionCriteria : (EfiERF X #) A "Include 2#F "Exclude B35
HEB# resourceMatchers FEZRAVEIR o FIZLLT resourceMatchers 2B ERZE S ST HIRRINE
D

* resourceFilter.resourceMatchers : resourceMatcher YRS o ANRTEZEY HEPE%%@T_E
i’ BlEfMz % OR EHE » BETEANTFE (4 - 88 - lkd) 2z AND EHT

* resourceMatchers[].group: (F]#) EEFEANEREHE o

* resourceMatchers[].kind: (F]#) EEFEMNZ REER o

* resourceMatchers[].version: (F]#%) EEFEMNE RIRZS

* resourceMatchers[].names: (FJ3E) ZiEENEIRH Kubernetes JTtE#}.name HR{I %

7 o
* resourceMatchers[].namespaces: (F]£E) ZEFENE IR Kubernetes JTE#l.name i
AR ZER o
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* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name (L HVIE
FIFERTE > METIIETEE - "Kubernetes STIE" o FI40 :

"trident.netapp.io/os=1linux" ©°

g0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE5¢1 “trident-protect-snapshot-ipr-cr.yaml i 1EZVEIEFE% > EF CR !

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
ﬁl\%
1. BRBEREIFESRZER » WiHERPHNESRACRIERENR - F0 :

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \

-n <application namespace>

BEIERIRERIARRR
TR ARG LIIRIEEIERETT - BB ERBBVERIEREBIIAR

1. EAUT oL ERMERIENARRE > RS ERPOETRACIRERHNER ¢
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EAEMETrident Protect 1E:%

TR LUERERRE (BIANsERE « sn R ERRENFHFER) BIERRE - LUniEn
FEENK o

BRMEIEEB R AR R =R RENRE

FEE RIS SR ERART > BRI AR AT RS A B 2 R R IR SRS - BB e
R R e B 1B e 2 e R BB Sy IR T » 3t BB e B R B R E B U R RS
S RAREO(E o (ETF1ER BER R RPN B R R R o

WNREEA Red Hat OpenShlft ) BTN E R IR TSR OpenShift IRIRHHNEEAE o &

@ 2 E R A FEREIRM pod ESF OpenShift Z2MIFIRAIR (SCC) EERMEEHERMZ 24
B I B UAFEEEMA S HIREIRRERE - MTMREZER » 552/ "OpenShift 2 L FX
HITRTHG" ©

BRI LB AR TE Kubernetes IRIBEESHUER IE B2 th A M P AF EHIRIRE S ©
'RESTORE_SKIP_NAMESPACE_ANNOTATIONS £\ T1E [R o I [EEFEIR/EZ A o 530 :

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

MITER SR PEERTLIRERT - (Elapa 2= s AR AR B ARAR £ R o

@ restoreSkipNamespaceAnnotatlons # restoreSkleamespaceLabels AR EED
HIREBIRIE - BIRTEV)IA Helm ZEHARIACEELERTE - MTMEZER » 552H "fic
EAutoSupportflaps, = REEEIE"

MRIEEA Helm L8 7 HEREMTERE » --create-namespace’ B » AT 45K EHB "name 12K - T8RS
HFEEEFSIBIZS > Trident Protect S ILLIZHE R T BIZmA TR » BN RK RS BB EE IR % =R
{EUCEL » E'Jﬁ#I%EE%ﬁ%EEﬁ%%FEﬁE’\J{E o MNRILEH KRB TEMALE » BIgFEENIBIEmEZTM
AT RIEE

BlF

LUTsEfIRER T RiRan R =M B R =R » SEm2EMIMEAEERENER - KRIUERRFNRER
an R ZERRARES - LUk B Rena EE PR R MNAESHEER

IS AR IREZ Al
TRAAT BRI FEEBIR(FZ AL FI 3R % ZE A B 1R en 4 ZERERIAARS -
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CEEZRS i T

4 ZeRg ns-1 (BRJE  * annotation.one/key: "updatedvalue” c IBIE=4E

) * annotation.two/key: "true" o 2384 =HIPAA
* %if=ns-1

2R ns-2 (B4 ¢ annotation.one/key: "true" c AE=BRE

) « annotation.three/key: "false"

(YRR e

TRMAT BRI EEHRZEER L B R = RERGARE - BLEZRBERN > AEREERES > 1A
‘name R B TR » U EBEIRRZER -

CEEZRAE g *H
TR ns-2 (BFE ¢ annotation.one/key: "updatedvalue” s ZfB=ns-2
) * annotation.two/key: "true" * 53EM=HIPAA
* annotation.three/key: "false" - IBiEotE
* AB=ERE
SRNFE

REINAE R AR IR ERY ELAhRIAIL o

{7 4ER PR EY

i& “spec.storageClassMapping' B E & 7 ERRERRER P EENEEFERE B 22 E A FHERIREHE
ERI T A B A ERFEIERNEE 2 B EE AR o &% BackupRestore {EXMHTZ R IHFRFERALLINAE o

i

Bl

storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

PRV
AERTIH T REPAREESETRIHRERE - IREAERBPRERELRE » AMRERERE -
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SR L it fas e

protect.trident.ne 44 BRBHSIREAT SR RS (URAEM) o 3007
tapp.io/data-
mover-timeout-

sec

protect.trident.ne  4R4E Kopia RAREXHIERAKNRE] (LRI ciH%&EEA  “10007
tapp.io/kopia- ) °

content-cache-

size-limit-mb

fEFANetApp SnapMirrorfTrident Protect #E3ERTETR

£ Trident Protect » &R LA FANetApp SnaprrorTS‘Zﬂ“;E’J?Fﬂ*ﬁ?’EizljJ » FERIFIFE
FRERAEEN—(EARERIGENES—AFERRE  BEmetl—S=ERNEREEAREE
2 e

ERMBFEEBIR AR B = RIS

FE(E RS S IR IR > BG4 2 R BRI B R e & R P OB AN SEREAAT © JORM B2
RIChR 77 1E 10 BB e ERIP AR B SERRIS W > b B AE A B AR s S PR T B M TR R o
ERIRHOE o BTE1ER BEH R TR R A SRR R o

WNRIEEA Red Hat OpenShlft ) ST ER SR R EEARTE OpenShift IRIRHFHNEEAE o &

@ 2R EREIRA pod #SF OpenShift Z2 M IFIEAIR (SCC) EEMNEEHERMZ 24
B I B UAFEIEEMA S HIREIRRERE - MTMREZER » 552/ "OpenShift 2 L FX
HIRSCHE" ©

A LUBIBRTE Kubernetes IRIBEA BRI LE B R en % = PRV E SR AR IR 2 ©
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS T ${ T1E [RE I IR 242/ E 2 A1 o HI0

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

HATERS IS ERIRIER > E A ap R Z R ARNIR B A LR -

@ restoreSkipNamespaceAnnotatlons # restoreSkleamespaceLabels AR EED
HIREIBIRIF o BIRTEV)IA Helm ZEHARACEEBLERTE - MTMEZER » 52K "fic
E AutoSupportflipsa 2= BB EEIE"

MRIEEA Helm L8 7T HEREMATERE » --create-namespace’ B » AT 45K EFB ‘name 12K - T8RS
HPEEFEIEFZH > Trident Protect EiF b2 EER | BIZmAEM » BNRFKFEdam4EENEREKEMRZERB
B > M EREFHABEmATHNE - MRILEAKRHGEBALCER » Qg EERE BEHnREER
A EIEE o

BlF
LT fIRR T RiFan R =M E R R ZER > SEmREMHETENERENEER - CrIUERRFINERER
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R ZEERAREE - Uk B R EEPHERNR B NAESEER

P RS R 2 A1
TR T AR R A HIACR 5 22 R B R RIS

CEEZES SHg L5

TR ns-1 (3KJE  * annotation.one/key: "updatedvalue” c IBIE=4E

) * annotation.two/key: "true" « &1EME=HIPAA
* fatl=ns-1

2R ns-2 (B4 ¢ annotation.one/key: "true" s BE=BRE

)  annotation.three/key: "false"

e R1FE

TRAA\ T ERNHFEBEER L B RGP REEOUAREE - BLERRBERAN > FLEZRBEWES > H
‘name’ REEFH 0 UNFEERHHER :

CEEZES SR EE5]
TR ns-2 (BFE  * annotation.one/key: "updatedvalue” o ZFB=ns-2
) * annotation.two/key: "true" « S1EME=HIPAA
* annotation.three/key: "false" CIEiE-4E
* BE=EKIE

@ AT AR TE Trident Protect E ERMAEIEREARIREBRIER R " T REZ RN E A Trident
Protect SR EIERHFRAEHIER"

RN R PR FHARR AT F
5 AppMirror BIAIREFEFRZIUR > 7EREEBN R MIREIRRE » CRZCIBERRITHFHERNEETS

* WSS - JITHFEEICRRREENIBREE - CEFTFIENRLEM - MEHBE > BA
RALEEENTHT > BN FRT BRI ERARHIT -

* EkERPHRAERTERE - BARX LEARANRITH FHRERENG - ERFRARAESBRER
BRI > BERITHFRABER > LAFRMIBRUPLEH#IT -

ETHAERIITHFNEZEER > B2 EE Trident Protect #1178 F" o
EBIEBREA
EBIUEBRERTRUATYR .
* $#E1ETrident Protect 1HIREEARERREBREER (B1EEATEH Kubernetes BIRU KM ERREN SEMIEE
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RIRSREE IRER) o
o EEPEIEEISE| (813 Kubernetes BRI RIFAEEKL)
* SR EIRIRIREE AV EFRE

1. fEsRRERE L » RARIREAREINEIL—E AppVault o RIBEHREFHRER > EhEHPHRS © "AppVault
B ER"A 7 BREEHNIRE :
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£ CR 1L AppVault
a. BIUHFTER (CR) ERIFHMGELA (fIf0 > trident-protect-appvault-primary-

source.yaml) °
b. EEENTEM :

* metadata.name: (#1E) AppVault BETEIRRI%TE o 3850 FEUEIEN SR - EAERREERS
HHEAM CR {22 & 5| BLLE -

* spec.providerConfig: (W) 17 EAIE E?ﬂ#%ﬁﬂi AppVault FTEMERE © EIEEERS
fﬁu&kﬁi\%ﬁﬁaﬁﬁﬁﬁﬂﬂﬁﬁﬁ W - AsC MEEENE 0 AAERBGAIENEM CR 18
25| RELLME - A2 AppVault BFTER"FIE0 > AppVault CR EAE IR EESEZRA

* spec.providerCredentials: (Required) {#F{E A5 E R HEZEX AppVault PR EEBMERIEERY
BE o

* spec.providerCredentials.valueFromSecret: (Required) R /REEERE S o
* key: (WH) ERFIERNNEREHE o
* name: (W18) S LEBENSENGTE - BREMRE—mAZEBP o

* spec.providerCredentials.secretAccessKey: (K E) AN FIIRHENENEE - 218
fEEL spec.providerCredentials.valueFromSecret.name #87%F ©

* spec.providerType: (V&) REBDEVIRMEE ; 140 > NetApp ONTAP S3 ~ #®H S3
* Google Cloud 3§ Microsoft Azure ° RIFERY(E :

- EAEE
* BF-s3
= ontap-s3
" (HEFHENR-s3
c. HEE5E% trident-protect-appvault-primary-source.yaml i tE 22 EIFFE% » EF CR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI £3Z AppVault
a. ¥17 AppVault > M HESRFPIESHRATIRIEHHEH -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. ERFHEEL > BIURFREAIENCR:
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3.

M CR BIKRFEARER

a. BIUHFTER (CR) EBRIFHm%A (fIf0 > trident-protect-app-source.yaml ) ©
b. FEEUTEBM :

* metadata.name: (1E) RAER BT EIRIVGTE o 5A50 NMUEENRME > RAENBEARE

RYEM CR 1S5 G5 AULE -

* spec.includedNamespaces: (HE) fnf ZEE R H RS o FHAGLZERSTE » La]

FEEEARERE) R EREE - LISEILRY | hpvan R ERFEERNER - ERENS
EffMAB ST EAET -

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

c. IHE 52 “trident-protect-app-source.yaml i$tEZEIEFE®R » EF CR !

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B ZKRERRER
a. BIRFERERREDR o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(A1) 7ERERE L - HROREAEIVETRE - ILRIBEAEEREE LRARRIAER - NRPEEIL
TR AIREERGF T —REFZIRIET » WERISRMIMRR - SRR UMEERR > F2H "EUEFRE

[e}

4. ERIRESE L > BIUBRREHEICR:
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ZONTAPEE Z HIRFFHFEIRE - EEATUREREBRZRE 7 X » EREBHRILUIRE
ERERRETHE] -

NRBEEHEER > RMAIUERAEERRRS 7 RETEMRE - BERAHAERERARZ
BR - BAYER  BRAREEHE ERIRBLURFIMEBVEDN - MAZFIEER -

MREAEANREFIEEREMENREEXR > IEERIEEMEE



fEF CR I8 5¢5HE
a. BRFRAENRIENE

i. I B]ER (CR) RIS EHMSEA (B trident-protect-schedule.yaml) °
i. BEELU TR :

* metadata.name: (W IB) STEBEFIBEIRISE ©

* spec.appVaultRef: (%5) IL{EXBEZKIFEREBTZENH AppVault BY metadata.name #{iit8

* spec.applicationRef: (#5) LLEXAEIZFEEAIER CR Y metadata.name EAIHERT ©
* spec.backupRetention: (Required) b AN ETE » E{ENERZA 0 o

* spec.enabled : WZERRTES true ©

* spec.granularity : 7B E 4 Custom ©

* spec.recurrenceRule: & UTC RifEBIFHIE B EAFIE4ERIFE ©

* spec.snapshotRetention : /B ES 2 ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i. 5 “trident-protect-schedule.yaml #EtEZEIEIEHE%E » EFACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
£/ CLI B3 E5t3|
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5.

6.

7.

82

a. BUENGE > URHERPREBRRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

Bl

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n

<my app namespace>

FEEREE L By —(ERERIREEE LA AppVault CR E2AERFZKIRERTEI AppVault CR » TE#
HepaA (HIW0 > trident-protect-appvault-primary-destination.yaml) ©

FEFA CR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

EERESELAHE TRIEAREILEI AR AppVault CR o RIBERIREFAER > EBEFTPHIATR o "AppVault
B ER"% T BRERIRE

a. BV BFTER (CR) EEIRKESEA (B4 trident-protect-appvault-secondary-
destination.yaml ) o
b. BEEUTEM :
* metadata.name: (4 1H) AppVault BETE RV HE o A0 FMEIEIENSTHE » AAERRFRIENHE
i CR i85 g 5| ALLE -

* spec.providerConfig: (W E) #FERIEERMEZFI AppVault FTFRRIRE © EE—E
“bucketName A K BTG E B HAAIRFSIR A B RSFHEE o 50 FIREIENE » RAENE
AFFEAEM CR FEEE 5| AELE(E - A2 "AppVault BETEE"HIE0 > AppVault CR ELE fhig (&

& 1EZH o
* spec.providerCredentials: (Required) #7Z{ER15E IR HtE ZE AppVault FTERERRERNZ
o

* spec.providerCredentials.valueFromSecret: (Required) " /R:SEER BT o
* key: (HIE) ERPENNAERER
* name: (X1E) S5 ILBMENSENGATE - RENNRE—mRERS o
* spec.providerCredentials.secretAccessKey: (W E) ARFEURHENFEEE o &8 fEH

spec.providerCredentials.valueFromSecret.name #877 ©
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* spec.providerType: (HE) REBDEVIRMEE ; HI40 > NetApp ONTAP S3 ~ #&H S3 * Google
Cloud ¥ Microsoft Azure o RJRERYME :

= AWS
" R
- AR
* #A-s3
= ontap-s3
" (HEFHENR-s3

c. HEBE5E% trident-protect-appvault-secondary-destination.yaml i &2 EEFE® > EF CR :

Ent

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. IEBIME#EE | > 17 AppMirrorRelationship CR &2 :

83



84

£/ CR ##1I AppMirrorRelationship
a. B BFTER (CR) BRI HEG%A (H0 > trident-protect-relationship.yaml) ©
b. FEEUTEBM :

* metadata.name: (#%1H) AppMirrorRelationship BT &R HE o

* spec.destinationAppVaultRef: (X E) ILEXEH B 2525 F BIZEATERNH AppVault $478
TR o

+ spec.namespaceMapping: (%) B 1BH 4 =M FRH 2 RN ARHRERARER CR FE
BN ARN AR ZERIE o

* spec.sourceAppVaultRef: (NE) ILENBERRERATENHY AppVault LFBHERT o
* spec.sourceApplicationName: (X E) ILEXNBREERFEEAIER CR PEERNKIFEERRE

BB FBAERT ©
* spec.sourceApplicationUID: (KE) IHEXNEREERFEERER CR PERNKIFEEATRE
89 UID #8FF o

* spec.storageClassName: (F] %) BEiERE A MHVREFERNATE  (HEERw/BEET 5
IFRIRIB IR EEIFAIONTAPHEETE VM o MR KIBMHETFLE » QITERFEREE LTESRHT
$851) o

* spec.recurrenceRule: £#& UTC BFEHIBHLE HEBFEERIE o

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



9.

c. B 58 trident-protect-relationship.yaml HEHEZME % > EACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI £1I AppMirrorRelationship
a. I EF AppMirrorRelationship ¥% » WG IESEHMEBIRATIRIEPETR -

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

(1) EEEEREL  REERBARRINRAE -

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

R T B iR ER

fEMATrident Protect » &AL E NN ERRENBIEER T BIZEE o ILARRZFIEERRME » WiSEARERXTE
BiRRE LER - MRKRFERE LWEARENIETETT > Trident Protect A E{EILAERRER

1. EB1ZE&E L » 45E8 AppMirrorRelationship CR 12 (U > trident-protect-relationship.yaml
) & spec.desiredState BIEETE A Promoted ©

2. {#FCRX M o
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3. EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (%) EREEBRAEN LRIMBNEMIRESS -
S (AIE) HERNRFAIRAE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRPRMBIERERIER

EMETIRFEEMBUERME - WITERETIRFR - R FEBRENSNSETETHNERER » B8
REE LIERETHNRAREAPMMBEREERRESE

SRR QT BRI MY AT 1L B LR -
()  sresmsmrsA B ERARROEMENNEES -

1. (FI8) 7EREREL > BIRKRRARENMRE - BRI URGHERERNRMEE

2. (£B1EEE L > 4788 AppMirrorRelationship CR 82 (fl#l > trident-protect-relationship.yaml
) A% spec.desiredState FIEEEE 24 Established ©

3. {#1ZCRX {4 o
4 FEACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MREHEBREE LEY TAAFRESBIRFELEEBEARER » HREMIBR - EAEZHHBEHETER
AR & TRARISRY o

RAEHED RMEE R F

EERAELHESZERBAERE > BEREARARELKRERRER  MRREAEIRERERERARER -
W AR B R AR M ERIRRE o

1. ERBBIZEEE L > MR AppMirrorRelationship CR © EE2 BRI ERL 7 H 28 - IR IEIEEE FIER
R FIEREVRESTEY » ARG EMIBR o

- BB RIANEIREN CR EXRERIIERNEEREIIERAEF
- BRIER (RiaZRRESE) BB T mfE AppVault CR °
- EERAIEE LEIEREEG > BWEERMNE -

A W DN
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REERAERERSR

EEREERT M > Trident Protect i EMENBREBRHEER - AREEERORERRFHEFER
I o Trident Protect €1Z ILRIFEABRENILRELHEREIBR(IE - ARBHEEBIBRERARERN

EERERT o (R3R T RN BRI

TR
1. ERIERE L - BIURIEIRE :
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£/ CR EILRAMRIRER
a. (ERAKRFEEAENIRERISETE o
b. 37 ShutdownSnapshot CR #£2£ :
i BIUBEFTER (CR) BRI HEGEA (HU > trident-protect-

shutdownsnapshot.yaml ) °
i. FoE AT -
* metadata.name: (WIE) BEJERAVATE o
* spec.AppVaultRef: (4 5) tbEXEEFEREATEZNA AppVault B metadata.name ##1iL

MR ©

* spec.ApplicationRef: (W E) HEXEHRIFEATEI CR 1228 metadata.name ##1i4H
o
YAML #54 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. IE 51 “trident-protect-shutdownsnapshot.yam! i ZMEEFE®E » EFACR :

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

M CLI B IRAIIRER
a. BURBIHIRIR > RIERPEERATIRIEHREN - F10 :

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. fERIRERE L o BIRIRIRST AR - USRI IRIRAVIRAS ¢

88



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBEEE L > FALU TS S shutdownsnapshot.status.appArchivePath BI{E » M ECERHIEZREREHY
BB (MBAEALE ; ESHERE—EREZEBNMEAS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. 1EIR B IREE DI RIFR E R TR RS > WETUTEE :

@ EMPEEISHRIZENEE 2 $EF » B | “spec.promotedSnapshot £ AppMirrorRelationship
CR12EF » BZFEMMNEREALE LENTEE 3 PiirE L RS o

S. MITRMEEMRAD P BRI M EHE D KMAVEREIF]
6. ERIRERE LR RERT R

HR
HRREER » FEELTIRE:
* HWRBIRERTZIA Kubernetes EiREITIRE o
HBRMIPRERTZINA Kubernetes HiR (1R% PVC f PV) - B IERIATKIRERTZINA pod ©
* 1£ pod BRAE » EHERRERXEEEEITIRRIETES -
* SnapMirrorRIMA B KRR » BIZHIEE B AT EITEEVE AIRE

* BT Kubemetes HTRR I RIATEIMREERIIE) » (PR 10 2L RIASCRAE FAT2 =t RARR A L0035
Hhl o

* EEBRLMBRN G REMEIL °
e fE TR TUBR IS B R YA SRR S 8%

fEF3Trident Protect » &R LUEBU T T BFIIEHIEEBEERBIR THIEER)  FUERERBER AR
T{ERAEH > Trident Protect Ei{ERIFEARENEETEE (BEWNREYT) LBRBKEEARER > ABRBREERNS

[ o

M E T FEEB E BIRUERRIARRLG > MR TS -

* EEPEEIBARRERLA o
* RMEMETERRE

@ FENTEENERESRE  BREREZETHEERBETRABREENER -

- REPESE o
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1. MITIRMEME D RMEVERRARIDER

2. JITREEAERESSRDER o
B SRR

;&;ﬂLX%H%ﬂHUBé%@%Eﬁ% o MERFEMEERRAERR - REEMERILBILNERRER - EfZBEREEMH

TR
1. EERTBZEEE L > MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E B Trident Protect B EFTER
o B RERGNENEEEZBRARNEEFLER 2 BB EHEREX -

@ BREARENE > SZEAENLENFER T FESHERAEN—EEE - MREERER
HITHF > ERIFAREREN—BoB8ET

BINMEIRIEE
HEUTSR » EUUBSNTRENBDMNERES - URITHROMERIEE -

RfERIFE—BE
FEREARENENIR—EER  FRURRHEDR > ARKENERIIFE—EEEH -

1. ST RISz —
a. "ERIIHREE" o
b. "ETI 5" o
2. ER—BHEL > RIECRIMERIBERER - ST TIIEH—E ;
8. "R B o
b. "HE A IR B o
SRR REIRVERE
EBREARENEITRNEE (WTEEERR) - SERREE LRIEG  ARRROBRITRNE
£ o ;AR B IR R E LB L& Trident Protect o
() CEERLU T AR A MR RA2 S SnapMiror iy o
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trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html

1. RIHR
2 WREEEE LERE O SHDMIEHIFEN AppVault CR o
3. EEMRERLL LB IERIE ©

RERRENE —ERFERNBBES —Af#FE
TWRILBER BHIERE B RHEER - REAREAR—ERFEEN BB S —ERFER
N (FEEWIE CR FRIEHR)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£ CR RIEIRER
HER
1. B B5]ER (CR) RN HEGHS trident-protect-snapshot-restore-cr.yaml ©

2. R > BEBEUTEY
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appArchivePath: AppVault Af#EFIRBABTHEE o A UERAU TS HIERERE !

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (X E) EAFIRBRZEH AppVault FI%TE o

° spec.namespaceMapping : RE{FEM KRR %ZEME BiZam% T HEHE o X% "my-source-
namespace ] “my-destination-namespace F|FAR B B EIZIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

S MREHREEEZEZERFRNVEARINELER - BITTLEMEERERG - UESHHHFRERREREN
=

/i 3pBe

> resourceFilter.resourceSelectionCriteria : (EfiEERF24 %) 1A “include or exclude’ B & S HEkR
resourceMatchers PEZRIIE IR o FIELL T resourceMatchers 2EUUERE O S BHENER -

* resourceFilter.resourceMatchers : resourceMatcher {45 o AN RIFZEZAF EZZETT

§’E'J51F‘EIZF‘EJ?§OR ERUE > SETEANTER (B B4« k4 2% AND EFT

* resourceMatchers[].group: (F]i£) EEF RS REHE o

* resourceMatchers[].kind: (F]#) EEFENEZ REER o

* resourceMatchers[].version: (F]i%) EEFEAE RIRZS

* resourceMatchers[].names: (AJ3%) BBV E RN Kubernetes JTE#l.name HB{IHIIH

7 o
* resourceMatchers[].namespaces: (F]#£) EEFENE R Kubernetes JTE.name i
P ER R R o



* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name (L HVIE
FIFERTE > METIIETEE - "Kubernetes STIE" o FI40 :

"trident.netapp.io/os=1linux" ©°

g0 -

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE 521 “trident-protect-snapshot-restore-cr.yaml iGtE =M E1EFE%R » EF CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£ CLI RiEI1REE
ﬁu BX
1. BRBEZERIARNGRZER » YiERPNESRATIRBERNE o

* & snapshot  SYEAHLERIAIREELTE » BRAMT * <namespace>/<name> ©

° 35 namespace-mapping LB FEHE RO RM R ZER > RREm A TR ER ERNBZEdH
%z BT - “sourcel:destl, source2:dest2 ©°

fgn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E1ETrident Protect #1781 F

HITHFR—EBTRE > ERLWHEE AU ERAREANEHRERIE—EET
g0 > NREE—EERERARER BT UERIITHHERRZAEEMEERES
75 o WERBTEABIMIEST - EHETRAREI —RBIRE -

T FRVLREY
Trident Protect SZ#RIA T8N THFAEE » BURI ©FIRVEITR
* TRIRER
* REER
* JRfER
* win’
* hiE®R
* MEERR
HITIER
ERITERMRZIRIER > FUTHBEGSERBTIIRFREE :

—_

- (EEEAN BRI RIR PN THNEEEEN RS LETT - LRI MRBREEZZUNETESHEN B TRIRF
i > (BEEHNTTIREZARAITIEF B ARE N EALRE -

2. MREA > AEBEEERFRE o "TREZ RN A Trident Protect :REERFREHIER"

3. BUTERUREIRIE

4. MNRERA > REERR TR

o (EERAN BT RIRFRITHMEIMEEEN AR LET - CIMUREEEZIMETESHENBIRIRE
e > (B EREEHMNAITIEF R E A RE N EALE -

MRERZEMREREAHITHE (FIE > FARR) - AIEERESEHRNAITIESY - BR - RNEHREH
FHATIEF BB RER © G110 » U TREBMERNERE N FHEERNAITIEST

1. RERATSF 1T

2. REBEIMFIIT

3. MITHRDATHNE

4. BITHEMERETF

()  sENEEEAEERR T ERRA RBHRRR o

TEEREPRUARITHONAZ A > EZEEEETARE o ErRILIER kubect! exec"si %
@ HEMAEWA - FEERETFRANITHER  ASEENRBNHHURFREFI— - &7
LUE B IEAEEREIERR R R « ERRBHER - RRAEEAIEIURAITILRME
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@ NRIREBRIMATEFHIE « EEHMIPR Kubernetes BIR > BIEEEE RO SERBHERD UK
HAREERERESF ©

RAR BT T FIVEERE

EALNERRENREIMITHNE > FERBUTEIE
* HITHF R BEFANARRITIRE - FZ2HITHF US| BRE—EMZs
* Trident Protect ER# {780 F(ER AV ZS LA RTHTT shell IZSRIRS 4RSS ©

* A K/\BRHIZA 96KB ©
* Trident Protect fEFA#ITHFeR EMEMFT S E G IR EW LS FERAMNIRE « BHORERIEE o

MR ITHFEE R HTEFREMTHNERENNIEE - RItERZEEHRER D
@ BEIHITI FRVETTRE o NRICEE BAEMAITHEN SIRRIE(E - BERECHE > A
WRFENRIRRIZFELERLE - AN AFFEETT - ERHERMNBRIITHIOPEAREEIE
BREFNDETTH °
HITH FiBIEaS
EEARAREESRENTHNE - U@ THDRINB IR R SR H R UCACIPLE A 28  1BIRasE
KRB A LERBERARHRRGERERSEREANAEBMNNAEMAIEN (FI4 Elasticsearch) REAA °
BiEas P RCR A THNERE (BEX—ERFA) BRNER BTSSR - IRSE—NTHINERIZE
FhiEes © CfIiEEESE AND EREFESHEIE - BEFITHIIRZTIUA 10 EEEEES
BRI TR S EE RS ER ERTRIVRTERETHE S - i FRARUCER > ) FREZSea L
EITHRBRRA o BRSBHERRTAERERKRTR 2 (RE2) 5887% » e s A BERIURTSBERHRS

23RVIEIE2S © BRATrident Protect EITH FiBIE RSP IRNIEMRFRAIVEAZREHEGER » B2 "EFAERR
2 (RE2) sB/&$F" o

@ YO R an IR AR AT EEERNERFERNTHN TR - BERRIERIIFNBIRL
RARRIEr R ZERF > o EMEEREBRNEReRER -

T8 FEH

5 "NetApp Verda GitHub IBE " F&RT1TEMIEIL (40 Apache Cassandra # Elasticsearch) BYEB#ITH#H
9 o IR UEBEHHINESEIL B B THITHIAARE o

BIuSITHF
ERIERNU T A EARARNELBINTHF - CREREAEE « EEENMEERA ERIAITHF -
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fiEM CR
B ER
1. B B:TER (CR) iERIHEHMHA trident-protect-hook. yaml ©

2. HEMUTEBMUFEEMTrident Protect IRIEF1#ERE -

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE

° spec.applicationRef: (KE) EHITH T FHIEATERNA Kubernetes %78 ©

° spec.stage: (Required) —{EF & > FeMITH FREZIEIRENMMERS EETT © RIRERVE -
" EPIEL

° spec.action: (Required) —{EIF &5 > 1SR TH) FiR EREXAT EEHR(E » REIEENERAITIFBIE
ZaERULHEC ° FIAERY(E !

- IRER

- 1h)

- iE

- PR
° spec.enabled: (F]#) I5RILHITHF R T ERANEA - MRKISTE > AITERES true ©
° spec.hookSource: (X E) BE base64 #wbEHY hook MIZSHYF &R ©

° spec.timeout: (AJ#) ERNITHFASFETHDERNHET - &/MES 1 D& > WRKIEE » B
FAsR{E#% 25 D8 o

° spec.arguments: (F]%E) —{E YAML 7|3k » AARIEEHITIHFHIZE o

° spec.matchingCriteria: (AJ3%) —{E I EARHFRELRYIR - SERBESER—EARNITHHFEE
23 o SENITHFRZAILURN 10 E:EESS °

° spec.matchingCriteria.type: (FJ3) AR #H A THBEAF AR F & o aJfEHV(E -
N A
iy
* Pod%#8
= PodLabel

- in TR
° spec.matchingCriteria.value: (FJ3%) BB Ti0E RS ENF B IERKTI ©

YAML 36



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. ZFIEFERIEIEA CR1EER > EFCR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
WER

1. BYBITHT - RIERPRESTRACIRTEFHEN - flg
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FHETHITHT

TRAIFEFNTRITIFETAR » ABERMERREFHEMETFROAIUERMN - CFEHEAMEE -
EEE NN EERA EFBNITNITHF ©

FEETHTHFEIMEERTER

1. BUBRER > ZBEMEREERLEZIIEFNGER  RMEEH FREOEFIE
2. HEFHHETRITHF
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TERA  BUERED
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100

fEFA CR
HER
1. B B5]ER (CR) RN EGESA trident-protect-resource-backup. yaml ©

2. HEUTEMUFEEMTrident Protect IRIEF1#ERE -

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE
° spec.applicationRef. (KX E) EAHEITTERHEHHEREINH Kubernetes %78 o

° spec.appVaultRef: (BE) EFHENRNEH AppVault BI%TE o

° spec.appArchivePath: AppVault RFEFHEDABHEEE o A UERU TS HRILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. TAIEMMEIEA CR1E%% » EFCR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
&u%
1. BB SRR ESRACRIERIER - Flin -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEERBMRE - ERINERERILERG<S > EEIRETMN :



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HERHMEEMI

kubectl describe resourcebackup <my backup name>
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TER 2 BITRITHF
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fiEM CR
B ER
1. B B5TER (CR) IERENREGES trident-protect-hook-run. yaml °
EUTBHEUR &I Trident Protect IRIEMZFERE -

° metadata.name: (W IH) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE -

° spec.applicationRef: (45F) FERILEEETELER 1 I ResourceBackup CR FRRYFER
EXRMEIERT ©

° spec.appVaultRef: (4 55) HEIRILERGTEDS R 1 PEILRY ResourceBackup CR HHY
appVaultRef 18%F o

° spec.appArchivePath . HE{RILESRGEDSER 1 PEILAY ResourceBackup CR HHY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) —{E5F & » $SRETHFRAREUTEHR(E > RRISERERRITHE T
BB A3 EBUCES - FIAERYIE !

" RER
* fwin
- RS

° spec.stage: (Required) —EFE > IETRI T FRZTIRENIMERSESETT - ERIWTFET
FETEEREMPEERIETHF o AJAERE !

1712

YAML 341 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. TAIEMMEIEA CR#E%% » EFACR:

kubectl apply -f trident-protect-hook-run.yaml

fEF CLI
1. B FENHITIHFETAK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. BEYPITHFETARE o MAIIERHITILR S » EENRIETM

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. #E#l exechooksrun ¥ A E B RALHAENARES ©

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

iP5 L3 Trident Protect

MREERSBIRAREISTERESR ° PIRERE#FRTrident Protect Jof4 ©
EEPRTrident Protect » BT RS o

SER
1. MIBRTrident Protect CR t£28 :

(D) 2506 REBIATRELSE -
helm uninstall -n trident-protect trident-protect-crds

2. #FRTrident{R:E :
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helm uninstall -n trident-protect trident-protect

3. #B4&Trident Protect 44253 :

kubectl delete ns trident-protect
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