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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {5 “parameters.selector i LUKS INZE&HZA o Fla0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. B —E8 S LUKS ZHEREERER - I :



kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PRI
LUKS INZ& AR & 55 F FHONTAPE R B IR FRA BR4ETHAE o

B LUKS iR R IR E

EEEA LUKS % [TWAZERRTE luksEncryption Bl (true Ef&Uf ° %8 " luksEncryption IEEIBREMN
SR Trident ZMHEERERNS LUKS B# o (‘true HARME LUKS 1T (" false) WTHIFAR ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

BREA LUKS ERER PVC BCE

EEBREE A LUKS % > :5:2 T 518 trident.netapp.io/luksEncryption & “true Mi7E PVC B Z—EZ1E
LUKS BYf#E7248 » WARBFIFR o



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

i LUKS 2055258
ERI LSRR LUKS ZHEFTsE I fEsREmit o

(D EE nlL.\'ﬂH—_[EZZEt‘FE I\;{'ﬁnngéﬁ Tﬁﬂﬁﬁuﬁfﬁﬁ%LmZHU ’ nﬁwu_.\ua;z‘uﬁﬁ%%_mn ﬂﬂiglﬁﬁﬂ'ﬂ
FIGREEEER » EOIsERARES - BB RENEREEREAFE

RN HEAETS

EI5E M LUKS ZHEFTE R BB EHEER pod BF » E‘tﬁﬁ'*i LUKS Zi5FEEEmE o EEI#Y pod K »
TridentZ IR & _ERY LUKS 5B E8 P RN RIS IE & THEER ©

* MRMEIRE NS R aY BB BB B AL > Blg i Eiia o
* MNREHRE R HEFE RS IR AYEEIZIEREEUCAD » B "previous-luks-passphrase’ 2 #i# 2B o

TR
1. 10 “node-publish-secret-name'#1 "node-publish-secret-namespace’StorageClass 2&f  #J40

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMMAFRER LUKS £18 » LUSEMBIARIHZRHEFEEE o FE{R previous-luke-passphrase-name™#ll
‘previous-luks-passphrase B A B ZE BB AT FETT ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. B —ER pod > HEZMIRE - EERENREFIUTNTER
o. MESREIBIEEE IR
RetR

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]



RER

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]
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2. 0 “node-expand-secret-name’#] “node-expand-secret-namespace’ StorageClass 22 o /40 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret—-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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BB LEAETS

IBIFCE Kerberos MNZEMEFRIGRERR » JUFEA T ARNIEE =ZEARERREB Kerberos INEZ2— :
“spec.nfsMountOptions &5[&] :

* spec.nfsMountOptions: sec=krb5 (BB fN=)
* spec.nfsMountOptions: sec=krb5i (BREFEINNE > UKRBEDFRE)
* spec.nfsMountOptions: sec=krb5p (BREREMMZE » UKREHFEEFARE)
S REIEE—1E Kerberos Z4k - IRELEFEPIEEZE Kerberos NNZEARA » ANEFERA S —EEZEE o
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. ERE—PRUNREERILER

tridentctl create backend -f <backend-configuration-file>

MRBIHELRY > ABIGEEFERE - KRILUEBARITUTHSEEHZEURERRA :

tridentctl logs

R W EEREEPNEER - ERIUBRPUTRILG S °

BIf#EFSER
AT LRI #FEERRECE B A Kerberos MNZRIHIRE o

RERSILEAETS
BIRFENYGR > oI UER T A IEE =R ERRAE Kerberos INZ 22— : “mountOptions #([&] :
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* mountOptions: sec=krb5 (BREEEMINE)
* mountOptions: sec=krb5i (BREREMMNE » UKRBHDR:E)

* mountOptions: sec=krb5p (BPEREMMNE » UKREDHIEFARE)

HREIEE—1@ Kerberos F4k o MNRELEBEETIEEZE Kerberos NZ4RF!) > BIEFFERFE—EZEE - NR7E

EERIERE PIEENMEFRATERFENIHPIEENMBSFRAR > AURFERNRZE -

SR
1. #3—1@ StorageClass Kubernetes ¥ » s52E T 5&:4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. EIfEEFLER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AMEfRE EIL#ETFLER :

kubectl get sc ontap—-nas-sc

TREZEEIRLLATRBHEL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
HES

Bif#AFRIRNFETENZ® > RETURERET - BRRA  F2/H EH—EE" -
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s [FR*REFERIRELR" spec.kerberos 153
* EA*EEE LR spec.storage.kerberos 133

TEERMNERE R ER » ERFFERNPIREEE -
BRTEHMELRR] > EE AT IUIEE = A RRASHY Kerberos IIEZ— :

* kerberos: sec=krb5 (BREREFNNE)

* kerberos: sec=krb5i (BHERIEMME > URGHFR:E)

* kerberos: sec=krb5p (BPEEMMNE > UkE DHEMIRE)

1. ERERE L RELTETZRAGRIENUE (RERBRSRUEFMER) -~ ERTHIEG 2 —EIIf#
FRIFRER - \751ET <> PREBRACIRIEFHEN
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HEFRIREEA

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

FE B FE AR 15

krb5i,

or krbbp

13



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. ERE—PRUNREERILER

tridentctl create backend -f <backend-configuration-file>

MRBIREILKRE > ARIGECEFERE - EAUZEBRTUTHSERHFURERR :
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tridentctl logs

BRI EEREEFHMER > ERIUBRAITEL °

BII#FLER
TR AR I #FLERRECE B A Kerberos MIERYHRE o

TR
1. #1I—1@ StorageClass Kubernetes ¥1% » ;52 T 5%

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. BRI fEFEER)

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. FBREREEILFTFER

kubectl get sc -sc-nfs

TEZEFHELUATRENGS !

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
HgEE

B FFRIEN@HFENZE > HEJURERT - AR > F2H "RH—EE" -
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