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Z 3 Trident Protect

Trident{RzEE>

Bt BRSRTNETIRIE - ERERRESE - EAEANBRESTEEFNLE - BEREN
IR A ZEM BT Trident Protect HIELEER o

Trident Protect Kubernetes &AM

Trident Protect i Z B 2L E M BZEM Kubernetes EmiERA » &4F :

* SEEHE M Kubernetes ARFS (EKS)

* Google Kubernetes 5|2 (GKE)

* Microsoft Azure Kubernetes AR#5 (AKS)
* 4118 OpenShift

+ SUSE Rancher

* VMware Tanzu Em#AE

5% Kubernetes

* Trident Protectf& D {EZBELinuxiEREIRL ¢ Windows ER BN ZIBHEIN1EE

@ * HE{RZ &K Trident Protect YK EECE IETEHITHBIRIBIEFISSAERIB CRD - HERER
FRIZHIS © SR2R "B

Trident Protect fE&/F & IHEA 4
Trident Protect 2 & A M#F &R :

* Amazon FSx for NetApp ONTAP

» Cloud Volumes ONTAP

* ONTAPf##Z [T

» Google Cloud NetApp Volumes

* Azure NetApp Files

R RICHREFRIRFTEUTER !

" FRIRIEIEEIE R EINCApp IR B (IR Trident 24.02 NEAIRA (R#(EMTrident 24.10)
B FE(RITHEE NetApp ONTAPHETE & I ©
AR CERE AR HE R ORI -

B2 ARERARAERAENENEEEENEMRARENSRER o Trident Protect A& A KL
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nas-economy =&KX

Trident Protect 371& ¥t nas-economy BEHEEETHMDFEREE - BRIAZERRIR « TEFMSnapMirrorig 5
%l nas-economy HHEE o EEE A 2B Trident Protect —#E{E RIS {E nas-economy MR &I FIREBEER o

HLEAEREGRRBERNEEEAER - BRNELEER » KREEREBEONTAPHERA L
AT T o< RERIRR B -

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

S B AE =1E nas-economy BEFEEHITIA T n < REVAIREBERR » WA < EIRA "<volume-UUID> {EF
EEFRIHIRER UUID :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ R LB B E TridentBim R E 12218 » AFHIEETEREBAREEE: © snapshotDir F|
“true e IREHHAZTEE -

R KubeVirt [EHii4% S RESIE

Trident Protect 24.10 #1 24.10.1 KB SRASTEIREZEITE KubeVirt VM _ERERIERE » 1TABFIARE o #Hit
EMERRZS > CER T U E ERHREIREEA R R R SRR R FURGE TR o

@ 7EIREIR1EEART > 1E4T "VirtualMachineSnapshots' 2 B 4%2s (VM) BIIMREEEXER o

Trident Protect 24.10

Trident Protect 24.10 7EERHMREFE IR A Z BHFER KubeVirt VM HEZRERFAH—EMEAREE o IR IGAERF
FATrident Protect 24.10 {fRs&E{ZHY KubeVirt VM 835 » BIEEEHITERMREEE 2 S FHRBEREARARE/
FRRINAE o BRI LB IRIERAMBRN —BURRE o

fEAILARZ RE Trident Protect 24.10 R EIRE RHRE(FEHIME VM ERAMFIVREEER o "FoEEHEC AR ER
LFe< .

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 iR E =k

¥ Trident Protect 24.10.1 FA%A » Trident Protect ETE B RHMREFX AR BENRAEMAR KubeVirt IERRAR © I&
AU FERU TS EHLEEETA :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect
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* AHIERERINetApp FAS « AFFFIASASEE#
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

ONTAPZ £ ¥iSnapMirrorfE B9 E K
WREITEFEASnapMirrorfE B INAE @ FBERISHIONTAPEER S U TEK ©

* * NetApp Trident * : {EFAONTAP{EA R IRARTFEHIZRIE Kubernetes 25/ B1E Kubernetes 25 _FERAZETE
#ENetApp Trident ° Trident Protect sz & NetApp SnapMirrorf i TR » :ZIRMTER U TEEIER X
EHREEER

° ontap-nas . MBRFRE

° ontap-san . iISCSI

° ontap-san . FC

° ontap-san : NVMe/TCP (R{EZEKONTAPHrZ 9.15.1)

* ¥l i D FHBER{REEBONTAP SnapMirrordE[E R sEAZBETE KR ONTAP EEFBIZONTAPEE
EXFE - 5280 "ONTAPHfYSnapMirrorsF el il T ERES o

{EONTAP 9.10.1 Bi%h > FRAEF I8 ANetAppsF Rl 58 X4 (NLF) B2 3T » B —ErT AR 2 EINEE
BYBE—>Zff o 352 R"ONTAP One MEMiHIEF A" THRE S o

@ {EZ & SnapMirrorFE[GI 2 {REE ©

SnapMirrorf§ IV EFR TR EIE
MBI THERARERRHEEE > FRAETCHEREREGUTER

* #HA SVM | ONTAPREFRISMBIREIES: « 20 B EASVNS LB TRES -
()  EMEONTAPHEE IR RN SVM LIBRE— -
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%tNetAppZZTrident Protect
1. #r18 Trident Helm &JE :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {8 Helm L% Trident Protect © X% “<name-of-cluster>" S B¥ 2 TBAG D ECLAERY > W FAMEHERN
HHRFIREE -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect

WA ANFEZRZE Trident Protect

URIEH Kubernetes SR AFENE B » (SRJUAREFAAIRBREEZEE Trident Protect © 1E3E L& »
AN ERRATIRIEDAEN

B
1. BT REGHERE At B - BRE > ARREEXICNLERGRE

netapp/controller:25.06.0
netapp/restic:25.06.0
netapp/kopia:25.06.0
netapp/trident-autosupport:25.06.0
netapp/exechook:25.06.0
netapp/resourcebackup:25.06.0
netapp/resourcerestore:25.06.0
netapp/resourcedelete:25.06.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fan

docker pull netapp/controller:25.06.0

docker tag netapp/controller:25.06.0 <private-registry-
url>/controller:25.06.0



docker push <private-registry-url>/controller:25.06.0

2. 37 Trident Protect 4t a4 2R -

kubectl create ns trident-protect

3. BAGME :

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B ARMEEMREREANIIIEES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. 1 Trident Helm B& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —(ERAMXH protectValues. yaml © saFEfREFE S L FTrident Protect 527E :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. {8 Helm %&£ Trident Protect © X% “<name_of cluster>"SE B ZIBIG D ECLAERE » W AMERERN
FEIDFOIRER -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z4ETrident Protect CLI it

Bl LU(E A Trident Protect e S 5iG M » E =2 Tridentld—{A¥EF o “tridentct! B EILF]
EiTrident Protect HFJ&E R (CR) EEIHNEREL °
Z#Trident Protect CLI ifH{F

EEAGSYERERZA  EERHELTETANENEENE L - REEHHISERNE x64 EEARM
CPU » sBREBLUT T ERIR(E o



TEIBEAR Linux AMD64 CPU HYEF
B
1. & Trident Protect CLI §Mg} :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-amd64

TEIBEAR Linux ARM64 CPU HYEHF
B
1. & Trident Protect CLI §Mi} :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-armé64

TEERA Mac AMD64 CPU Bt
TER
1. F# Trident Protect CLI §Mit :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-amdé64

THEBEAR Mac ARM64 CPU HYifF
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-armé64

1. AR ZEMERMRITHER

chmod +x tridentctl-protect

2. B TEIERERE PATH IRIREHHPERNME o FIW > /usr/bin H#E */usr/local/bin (&
AIREREESER)

cp ./tridentctl-protect /usr/local/bin/



3. S B LUSEZRS R B UERE NI CE BRPIEEMNLE - TEEERT @ BERFZUEEMEER
B9 PATH IRIGEEL .

cp ./tridentctl-protect ~/bin/

@ RHEERE PATH IRIBEEHPHFEENE - BB BRAU T o< RERZIEMN o tridentctl-
protect' @& “tridentctl protect {E{Efal3th 2 o

& Trident CLI SMERE B
] AE R EM EB E B ThRE R E S A BRI ThAE V4N EE RS ©
SER

1. EREMEEERFERIES -

tridentctl-protect help

EiFis< EfEE
Z & Trident Protect CLI 9MEMERN B » (AT UAR LSS B BHBEINGE o



10

# Bash shell E{F B2 IIAE
SER
1. FE SRS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.bash

2. FIEMNERERR TR —EMBL - ARERRZ

mkdir -p ~/.bash/completions

3. BT HAMAILE "~/ bash/completions' B ## :

mv tridentctl-completion.bash ~/.bash/completions/

4. LU TITHIEE "~/ bashrc (R BEFHAIEE .

source ~/.bash/completions/tridentctl-completion.bash

% Z shell N EE#ES
1. FE SR :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.zsh

2. FIEMNEREER TR —EMBLR - ARERIZ

mkdir -p ~/.zsh/completions

3. BT EHMMIATLE) "~/.zsh/completions’ B £ :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BUUTITHIEZE "~/ zprofile {8 X B iR AIREEE !



source ~/.zsh/completions/tridentctl-completion.zsh

X
TRE A shell B > &8I LAfE A tridentctl-protect IMHERETIES BEHE ©

H:i]Trident Protect Z24
e L BET Trident Protect FITERRACE » URT S EIRIBAFEEK

FEE Trident Protect 25 & RIR&!

2t Trident Protect & > &R LA EREHISE Trident Protect R2sVE RIR ! o 22 E & RFR AT LUZE
#lTrident Protect {FZEHEREEIFRNREE o

1. B —ERANNXMH resourcelimits. yaml ©

2. IRBIEHIIRIE R > EAEZEETIE A Trident Protect B 2sHYE JRIRHIEETE o
T EHIRERET T ARE » TaSSEERERIMNTERE !

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

mnmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

ephemeralStorage: ""

resticVolumeRestore:
limits:

mwn

cpu:

11



nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. FEFLLTE ‘resourceLimits.yaml XX ff :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

Bs]ZE L TXAR

Z it Trident Protect % > &R LAEA R EHERIEX Trident Protect 2589 OpenShift 2% £ TFX4J% (SCC) ° &
495 E & T Red Hat OpenShift #54 pod BIZ 24 RS o

1. B —ERABXH sccconfig. yaml ©

2. EXHHEE SCC EIE » WRREHIRIRERE RIENBH -

MU TEHIRER T SCC EIEN2HTARE !

12



scc:
create: true
name: trident-protect-job

priority: 1

TERHI T SCCEENZH ¢

EE ¥as%

Bli& BESEMUEIL SCCER -2 EN
& ‘scc.create’ B E Ay “true’Helm
ZEEBIZ E B OpenShift IRE o
R ARZTE OpenShift Fi&1T > 5§
ENR “scc.create :RE S “false’
AEEI}E SCCEHR °

e FEESCCHITE o = XERELIE

BAER FETE SCC WBLIER - BFIEF 1
RERISCCEEINEBRIRFRIE
BISCCHETTE o

B
[

I

3. FERLLTE “sccconfig.yaml X -

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

ERIEERNEREATERE o “sceconfig.yaml X5 o

R E EfthTrident Protect ftE:RE
& A] LA B 5TAutoSupports& E Flas % 2= EEIE LR B IEAVS EEK o TRt TR AMEESH

#E il L

HEIZ RN Hm4B ZNetApp AutoSupportE4FFC B 1K
I URL o FAILEINAEFE B IERAR
SERHMTIEE LE o FIF
http://my.proxy.url ©°

BEXE LR BRE 3% E A BkiBAutoSupportLIEE K

TLS B#58" true © (EARAZEN
IRELR o (FAER: false)

BEZIEERA mIE B R {2 4 H Trident Protect
AutoSupport/BE 8 L1F o FRES
false BHER LBIHEEER »
BIEMAUFSHEESZES - (B

%: “true)

13


http://my.proxy.url

= L it

RIEBkB Mm% T R 4M4E BERBOIEREEPHRRRS
LEMRIESRDPRIAEE o 5F
CIRIB BB TR 2R o

restoreSkipNamespaceLabels 4mise EERMEOTEREEDHRRAYER

LERIERIVESRDIREE - 05T
ERBERBE R RZER o

\0

CRILUER YAML REE T A < 7RG R E G LA ¢

{EF YAML X%
SER

1. B —EREELFEGRS values. yaml °
2. [EEEA I o FIEICREE BT E A

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. IHE 5% ‘values.yaml AR IERNERIAEXH » TEAZRERE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

fEF CLI 123k
TR
1. FERUTHS . --set ARIEEERSERIEEE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \
--set restoreSkipNamespacelabels="labell, label2" \
-—-reuse-values

14



#&Trident Protect Pod FE&I7E43 EEEL

SB]LAfEA Kubernetes nodeSelector BNEAZRIEIZEAIER - 1R ENRIIZE RIS ML ENRA A BASFATT Trident
Protect pod ° FEs&%(&E T » Trident Protect fZFRFE1T Linux BIERRL I U IRIER BE—F BETELRHIE
%o

1. B —E%ANX 4 nodeSelectorConfig.yaml ©

2. 7EREZEPIIE nodeSelector IR > MEIEZRLITIE NS BEERRE - WMIREECRIRIRRERETRS
BN > U TERESTRREERMRRG - EEFTHERERGMAERIENATE

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. FEFLLT{E "nodeSelectorConfig.yaml XX ff :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

ERTER PRGBS EEREPIEERPRE o "nodeSelectorConfig.yaml S {4 o

15
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