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{EFTrident Protect AppVault {4 2R E IR FHTEN o
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Kubernetes T{E/RIZZRT © AppVault CR B ZEEFRERE(EE (FIWfEH ~ RE ~ BR
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BrBRRAFERS
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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AT IAM R

2IT{FEEE S3 HHAMFEEZER (190 Amazon S3 ~ #BF3 S3) K> "StorageGrid S3" » & "ONTAP S3"f#
FATrident Protect B » (MR ERRIRHNERAEREAEFIHERNSLERER o U T2EFEMTrident
Protect #/TZEFA BN REERHIBEREH o MEIUFILRIREREEE S3 HAHERRENERE -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

AR Amazon S3 JREEHNEZEE » AR TR : "Amazon S3 XXIE" ©


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

FA5? Amazon S3 (AWS) E&:ERY EKS Pod Identity

Trident Protect 3x4& Kopia BKI#SEN23IR1ERY EKS Pod Identity o IEINAERTEIRS S3 AFRHNZ2HM > TE
% AWS /BB ETETE Kubernetes 25 o

EKS Pod Identity £3Trident Protect 953
£ EKS Pod Identity 2Trident Protect &5 2 /1 > sARMERIUTEHIE !

* %8 EKS REERIA Pod Identity ©
* KERUAAKER S3 HEFRIERR IAM At - MTMEZER > 552/ "S3 BB IAM HE[R" o
* 1AM A& E TS Trident Protect ARFSIRSTRAHE |

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

AR Pod Bi#E IAM £ & B IRTEIR P BRI EVEEARERAR » 5528 "AWS EKS Pod Identity STHE" o

AppVauIt 22 TE £/ EKS Pod Identity B » 5558 E{&AY AppVault CR ° “uselAM: true EAZEM A RE /&S

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

BN EIGREEDN AppVault &8 E £ 25|

TEF AppVault CR B » IR BES/RBUFNIRMESENER » FRIECER IAM 55 - MIRELEIRER/E
RIBRMENTRMARRRE - U T2RERMENSCTITWELSRLS - LAIUEA T EIAEEZmRM
BERRET TR
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GoogleZE

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \

-n trident-protect

ZSE% S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

MER Azure

kubectl create secret generic <secret-name> \
—-—-from-literal=accountKey=<secret-name> \

-n trident-protect

BFS3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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* HH Amazon S3 (AWS) AppVault H5R » BRI LEEZ 4 3MISTE sessionToken » MIREFEHE

—E A (SSO) #1788 » B IFERH - ELARMEEL T » B - BAN
TIHIR M ER AppVault £IEELEH)

* #71% S3 AppVault R » EETLUEZIEMEER TS NEE ML S3 RERHONE URL :

“spec.providerConfig.S3.proxyURL &gt ©



GoogleZE

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

ZSEE% S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ $1H2EF Pod Identity #1 Kopia BHI8812587 EKS IR1E » &0 “providerCredentials
RO AN “uselAM: true' 7E "s3 NARE

MER Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

BFS3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{3 Trident Protect CLI 37 AppVault &34

TAIAERLUT CLI ss 2 e A3 B ERME T AppVault CR °

* BRI LUEEISE —(E Kubernetes secret » EFREE Restic Ml Kopia #FEMZENBEIZH ©
@ A2 ERERAEERE THRES o

* B S3 AppVault HER > o] LUEEM MR T A RIEEH L S3 REMHOMIE URL :

“--proxy-url <ip_address:port>"Fif ©
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tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

S ik S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

fMER Azure

tridentctl-protect create vault Azure <vault-name> \

——account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

iEAs3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

&E AppVault &
SEALARER Trident Protect CLI SM#MEN BB B RAGIER & L E K AppVault MIHFAIEH

TR
1. & AppVault MIHFHIAR :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

EHEL -

12
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| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (A1) BEEETESMEEIRM AppVaultPath » sAERZIZEE --show-paths ©
S 7ETrident Protect helm Z42thiE R T #E LB » TS E—FIhaRELTEA T o A © ——set

clusterName=productionl ©°

#B& AppVault
1@ BT LABERF B AppVault #14 o

@ RERPR finalizers 7EMIFR AppVault ¥ 2 i » 557 AppVault CR FREg A £88  SRMAIES
B2 AppVault EERPERBEE » UREEPHIRNILER ©

%G Z Al
R e (RIS E MIPREEMIFREY AppVault FR{EEFRRIFRE TRIEF#E{D CR ©



£ Kubernetes CLI fif& AppVault
1. #8843 AppVault %R » W& “appvault-name  ZMIBRAY AppVault ¥)14rI%75E :

kubectl delete appvault <appvault-name> \

-n trident-protect

fEF3 Trident Protect CLI filf& AppVault
1. #F& AppVault B 5 » L& “appvault-name EMIBRAY AppVault YIRS ©

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{EATrident Protect EEEIEERELR

EAILIERE I FEATER, CR MREFHLAY AppVault CR REZEE A Trident Protect EIERY
FEFRRER o

#£137 AppVault CR
R E R —(E AppVault CR » 5% CR iEHERERBITERMRERERER » L H AppVault CR FEIR

Z8E 7 Trident Protect B985 _E ° AppVault CR 2 H SR EIRIER ; BRE AppVault CR BIEEf > 552 H
: "AppVault BsTE R "

EERAREN

EEEEEFHATrident Protect BIEMNEEEERIER o LeJLUEBFHIEEATIER CR I FEATrident
Protect CLI RKEZEEIENERIEL

14
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f#F8 CR #EEARER
1. 2 BREMAREN CREE !
a. U HFIER (CR) BRI Ha®A (B4 > maria-app.yaml) °
b. EEEUTEM :

* metadata.name: (E) BRARERBTERINGTE - IR TEENRE 0 ARREIRENS
RYEfM CRAEZ G5 AILLE -

* spec.includedNamespaces: (W E) A EMMIEHREESR KIS EAREXFERNHERZE
BHER - EREXGETEMNEESTEIEES - EHREER[IEEN > o] AREESEE
EmATERNER °

* spec.includedClusterScopedResources: (F]%) FHILEMIEEEE S TEAEREEPH
EEHEER o ItBMEEREERVEE « R4 - BENIERIGEEELEER o

* groupVersionKind: (V&) I5EHEHBE SR AP BH4H ~ IRANFILRE -
* labelSelector: (A% (KERIZHEFELEHENEIR ©

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (FJ3%) s AR EBE AR
RIS TERNERER » U0 KubeVirt IRIE » HPERAFRGEZEETRB A - I5ELLFER
RAFRBAER T RIURAERAMY o MRBES true » BARNZREERRE > TEHA

ZRAMRBWRLE - MRISE T 5HE > BEBEXNEETEREERN - BIZBRZEME o K5
FREA > BIEREERIZUNT [ "2k Trident Protect /552 E" ©

MRFETEAENEZIBERIER » IUERUTHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (A1) MMEERERG > B3R ERERENER -

> resourceFilter.resourceSelectionCriteria : (ERiERFX &) A "Include 2 "Exclude 838
HERR resourceMatchers FEHRRIEIR o FELLTF resourceMatchers 2EUEERE R = HERIE
p

* resourceFilter.resourceMatchers : resourceMatcher #1{4BE%] o I RITZ AP EZRZETT
% BlefMzE% OR EHILA » SETEANFER (4B - B8 ~ hkd) ZRE# AND EHIT
Aig

* resourceMatchers[].group: (F]) BEFENE REF4E o
* resourceMatchers[].kind: (F]3%) E&FEERIEE o
* resourceMatchers[].version: (F]i%) EEFEAE RRES

* resourceMatchers[].names: (AJ3%) BB BRI Kubernetes JTE#l.name I
7 o

0]



* resourceMatchers[].namespaces: (F]#) EERENE R Kubernetes JTT&Ekl.name i

FPEyEn R ZER o

* resourceMatchers[].labelSelectors: (F]#£) BRHY Kubernetes JTtEil.name (L HHVIE
BEERTH > METIMIBEES . "Kubernetes STHE" o 0

"trident.netapp.io/os=linux" ©°

@ EMZ& resourceFilter ¥ “labelSelector #{£/H » ‘resourceFilter 4ci&E1T »
JA1% “labelSelector FEFAERRIE IR o

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. B BTHIRIGAENHNERERNEEERE  FERAZEEEX - flM :

kubectl apply -f maria-app.yaml

1 EAUTEAZ —BUTERARAREIES  BERTPHNESRACIREFHNENR - MRIUERERSD

PRRVFIR - MELHFETSH > Ko ZRANERESEERAEAERT

B EARENR G LUEEERZARIEERARATREHEE S TR AERERR - SEEAN
REREERNERER » FI0 KubeVirt IR1E » HPERAFRGEHEERRZAT - MRITRTRER
B true ZEARENBRENRE » AIUERBARNRSAERERR - MRIMBERES false ZER
RARREERE » ERERRARTIRBIRERE - IRERA TR - ERARAEETREERK
RIZEH RS R B © WIRIETEMERE - FEARIEEEU TR ¢ "2XTrident Protect /2 RHRE" ©

7E(EF CLI B FEAERR » EEIEEM » JUFERLUTAE @ --annotation FEN; ©
o BUFERARRRN N FREZRTRGEITANDIERTE !
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

c BURAREATRENMEEAREARELIERERRFRETH -

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

@Bl LUEF --resource-filter-include #1 “--resource-filter-exclude’ B RIEU &G S B E
/}_ BY1ZE5% “resourceSelectionCriteria HIANEF4H ~ $8EY ~ AR - 125 « BBMGRZER > WTHIFR

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my—-app"]}]"

{EHTrident Protect {RF:EFERIZT

& o] LAEFE B EN{ReESRES T EE RFREETRES - BBIRRIRIRAFE (D 2R (R Trident Protect &
IBRFREFEARER

() TR Trden: Protect fESHIRIE(F R RISTIS RIS AR - 7 8% 5 (05 Tricer
PrOteCt EE*M% ﬁ %n = E’JTD lu\"

BIRRIRE
(ERT LA BERF AL SR TR IR o

@ REEBENETREEAENEEZPRAES A > S5 BEEMRARENSRZER > QgL
B EIERD - REIERT -
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f#F3 CR E1II{RR
B ER
1. B B5]ER (CR) RN HEGEA trident-protect-snapshot-cr.yaml ©
2. EEEUNHES > BEUATEM
° metadata.name: (#18) LLEFTERNGHE ; sFATHIRIEEE—(AE—BEERNRE
° spec.applicationRef: 1/ IREERHIFERTZILHY Kubernetes %78 o
° spec.appVaultRef: (X E) EREFIREBAZR (GTER) B AppVault FIETE o
° spec.reclaimPolicy: (FJ3%) & E1RER CR MIBREF » REZAY AppArchive BEEHEIENR - EEK
ERMERTES Retain REBR S MIPR - BROEE !
* Retain(TB&R)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. IEE 521 “trident-protect-snapshot-cr.yaml i8R HEIEFE®E > EFACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI EILRIE
1. BIRER > RSP ESRATRIERER - Fl -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>
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R R
(] AEBS A R AR, o

@ MRE=EBENFTREEAENERPKAES A > S5 BEEMERREN SR ZER » AL
BRRESERD - RIEEERS -

a2 Al

iR AWS 55 BB HAR fE e LUm B 7 REFEIETTRY S3 fn1FE - MREHMNERIE BT - RIRE
BES=ESHE

* SB2H "AWS API X BRI E SR 55T AR RsHAE o
H2EH "AWS IAM "B RE AWS BIFR/REHIEEMAE ©
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£ CR EirfEn
HER
1. B B5]ER (CR) RN HEG S trident-protect-backup-cr.yaml ©

2. EITEIAIXMHF > REUTEMY

° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.applicationRef: (X E) EFHHIEATENA Kubernetes %78 ©
° spec.appVaultRef: (W E) FEEAZHEHDNE AppVault BI%FE o
° spec.dataMover: (FJ3E) IERERREREENEMTAMNFE - AIENE (BOKNE)
* Restic
* Kopia(TEER)
° spec.reclaimPolicy: (A1) E &N HB AT ERENRGEETE o PIRERE -
" Delete
* Retain(TEER)
° spec.snapshotRef: (A]£E): ZAFEDKIRRVIREB LTS o MRKIRM » BIF I FH{DERFIRE o

° metadata.annotations.protect.trident.netapp.io/full-backup : (FJi%) IL:EERANISEHBH BE
FEAIELEFHM - TERIBR T ° FIEEMEIIZEN - B2 » MRILLFHERTES true' B4 » B1H%
AR T JEIE 261D c MEKIETE @ HHBFERTERNILEHEDRTE - REERETHRRITEE
%> REEMRTEFED ZERITIZEHHS » URAREMPXELEEFEERIER

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. B 5T “trident-protect-backup-cr.yaml iEHEZMEIEFHEE > EFACR:

kubectl apply -f trident-protect-backup-cr.yaml

fERan <L FEILHER



1. B3GR  FHERPEBRATIRIERAEN - FlM

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

T A LUEERERA “--full-backup’ BIMIEE BN E SR AIFEEFHMEVRS - BRIERT » FREHGE
EEEN o HAILRRSR » BMRESIHEERN - XEBBETEMITERD » AREMRTERE
PZEITIEERD - URKIREMEHERERBENERE

HIE B rHRE TS

REERIRIEBIRIMEREIZIIRE « BHOEMERFEERAER - CIUEES/ K - 8X - BRANESAR
IREBFNED WA LUEEEREREIRKE o RILUER full-backup-rule sEARZREFZIFIE BB ED T8
RIERT » FFEHOHZIEERN - EHRITRERMDUKRERNEEHNBINIEHEREREMER o

s ROAEBIBR EREIIIREEETE o “backupRetention 53 ZE# “snapshotRetention” BUAT ZHY
{8 o IRIE “snapshotRetention i RBRER AT R NEAGHEGHEDNEEILLRE » BELRE
@ EERN 0 GEBKSTREILEMEE o

* MRBEHENERECAENEEPWEESIA > Sws| BEIERERENGRER > R
BLEERFEIERD  RIBIERF -
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fEFREEAR (CR) BIrstE o
1. 37 EITER (CR) MBI HARA trident-protect-schedule-cr.yaml o

2. EITEIRINXMHF > EREUTEMY

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.dataMover: (FJ3E) IERERREHEREENEMTAMNFE - AIENE (BAKNE)
* Restic
* Kopia(TE&R)
° spec.applicationRef: 2#H S HIFEATENAY Kubernetes %78 ©
° spec.appVaultRef: (WE) FEEAZEHEHD A AppVault BI%FE o
° spec.backupRetention : ERENHNHE - SRTAEREILBMRD (EIRE) o
° spec.snapshotRetention | E{REIREBHE - TRMAEILIEMMRE o
° spec.granularity: 5@ 1TRVSEZE o BIAERVELURFR R RIRAMREIL -
* Hourly (BEMIEE) spec.minute)
*Daily (BEMISE) spec.minute M “spec.hour)
* Weekly (BEISE) spec.minute, spec.hour ’ # spec.dayOfWeek)
* Monthly (BE{45E) spec.minute, spec.hour * # spec.dayOfMonth)
" Custom

° spec.dayOfMonth : (AJ#) SEMETHIAMBE (1-31)  WRKERES > BIIHEIALS
8T8 o Monthly ° Z{EMAUFREAIURM

° spec.dayOfWeek : (AJ3%) s1EREETHERRLK (0-7) B0 7 XnEHH - MRNERTE
7 > BIEHAOI ARMEIE o Weekly © ZEMBUFRAIRM o

° spec.hour ! (FJEE) FHEMETRVNRE (0-23)  MRIERTESR > BIEIAKEIE
Daily ° Weekly ’ B{#& Monthly ° sZ{EMNBUF R NIRM ©

° spec.minute : (F[3E) StEFETHVNRHNDER (0-59) ° MRNERES » BILBEAS
WAHIE © Hourly ° Daily ’ Weekly ° ¢#& Monthly ° Z{EMEUF R IEM o

° metadata.annotations.protect.trident.netapp.io/full-backup-rule: (B]3) Ltz A2 AMNIEE LHET
BEMERE] o fRef U EHRES always A LIRIEE B ETIFETEH DB THD - fli »
MRICEFFR AR EETHD > AInTLUEEEEITEGEDIER%

B AIRERETBIRIEES] YAML :
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

EIRIRETEIRVEER YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. IHEE 521 “trident-protect-schedule-cr.yaml i$tEZMEEHE®R > EFA CR !

kubectl apply -f trident-protect-schedule-cr.yaml

fEM CLI L5 8IERS
il"g‘%
1. B fRESE] > RIS PRESTRACIRIEFHERN - flg



@ {&A] LUERS “tridentctl-protect create schedule --help &LL< BIsFARIRBNE o

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
-—-day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

IEA] LR TE --full-backup-rule 1250 “always (S AT UIRIEE B ETIRHESTEH O N ETHS ° HIk0 > 10
REEBRRNEETHED > A LUSEREMLE TIERETTEMEDR © G0 » A --full-backup-
rule "Monday, Thursday" ZHrEE—fBEMNEI T2 EER ©

HIMERIEFTE] » 5558 --backup-retention 0 MIEE—EKI 0 BYE ' --snapshot-
retention °©

Tl B R R

RS TBRENE SRR FIRE o
S5

1. MIBREARERRAMHEITRER CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

il B 10
BT B REHO BB HIRBHER o

@ FEARIOIULERBE SR TE 4 “Delete WEMIHEFPRIFFFAB BN ER o ILRBEMTARS | "Retain BR
BONERUER - MRBERANE "Delete BN BRI RBEMHHET - BEFIMIER -

1. MIBRELEHRAREIE CR

kubectl delete backup <backup name> -n my-app-namespace
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BERDERBIARS
TRILME A LRI EIEEETT « ETHHERBMEVBDERAGARE
1. RN T LBREOERIRE » RAERPONERRATIRIERNEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXA Azure NetApp 2% (ANF) /EZEREHDFEER

WNRIEE LS Trident Protect » BIRIIAA{ER azure-netapp-files 477485 B £ Trident 24.06 Z AR IIHIH#FE
ImEX A B A EEHERFIERINAE © LEIHAEEAN NFSv4 % » I B R (AR E M AYEESNZERT ©

FsEZ Al
R TR -

* B Z % Trident Protect ©
* fEB1ETrident ProtectPE & 7T —EEABRER - TEEMILT R AT » IWREBENHREINSER Z RS
* {RB “azure-netapp-files’ BiEA A F R IRV TEREFLEER
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RFEIRIIRED R

1. #N5R ANF B & 27E A 4R EITrident 24.10 ZATEEILAY > sATE TridenttR A TIA TI21E ¢
a. ABERF azure-netapp-files BEFERIE AN PV BUARIBEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. FERE A EERMEEY PV BUAREEE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[O]7E:

snapshotDirectory: "true"

+
RAREAARIRB &R - AIEEERBHINE - ZIESEROBEDERHEARENFRIZER - TE2
BRT > AR EMN A B0 ZERRE T BR A HIRE X/ ERRERR IR E o

peg=s)

gﬁémﬂe ZEFIFE A Trident Protect E1THMMNER - &8 PVC the]tEMEARRNAREHHNE

WIEEARER

{E A Trident Protect {EFEATZ

A AE A Trident Protect fEIRERS BN PEREHERRER - REBREAERIFE—&
&R WRARRINEREGER -

- BEREARELNER > SEARARENFANTHFREBRAREN—EER - IREFER
EBRATHF > CRIFAIMERFN D BEEHET -

@ * EREHMHERIAENGAEHNERERGRRZER GBRAR gtree HiiREE) - B=F >
It qtree & > ARERRBERZIFRNGHREBHEREIRABRER o

R R EATHAEIRE - KT BESER. » HEM "ERIER Trdent Protect 1
R o

REBEPERI ARG HZEM
= & BackupRestore CR i E 1 EREIREBdr % ZEfEEKF > Trident Protect E1EMBYa % =R EIRER
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2 WRRRNERENZT —ERAREN CR - ATRECERNEARER » AILEZIIRRHHHIRR
SR E RETE o

@ RENERIAERARERNAEAGLAERATEERENTERELNENER - EEERE
PHNREER > AL ERZL B R TR » SRHEMHERIIFHGSRZER -

FIYAZ Al
(R AWS EEE<HERVAHRRIRE B UM B E M REFEIEITHY S3 BRIR(E c REMEIREEAR S EBE > Blig

ERTRE R OB o
* SBZR "AWS AP| XX BRIGE E AT
WS

1255 < B HARF RIS EARE 1 o
FERR] "AWS IAM SZHE"ERE A TR

BRRENFAEA -

E1EEH Kopia FABRNBEIREREMER » rJLUEEE CR PRISEFAEIN R CLI 2RIEH
Kopia ERANEFNTA © 528 "# L XE RGBSR HEEN o 5
‘tridentctl-protect create --help" B RA{EA Trident Protect CLI (€M ESE L > A2B&H<
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fEFA CR
HER
1. B B5]ER (CR) RN EG LS trident-protect-backup-restore-cr.yaml ©

2. R > BEBEUTEY
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appArchivePath: AppVault Af#EFHEHABTHERE o A UERU TS IERERE !

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (B E) EFHNREH AppVault FI%TE o

° spec.namespaceMapping : RIEIFZE IR =M B iR A= HAVEE - & "my-source-
namespace ] “my-destination-namespace F|FAR B B EIZIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (AIE) MREAFBEEMARNPNELEERETNE » FMEEEFRG > UESTHHFEERE
REHNEIR

Trident Protect & HENRIZE—LER » AATMEEREZENERARIE o Fl1 » NREK
EEFAMEEEESEERATCE—ERA pod » Trident Protect th &iZ2 R RIHLAY
pod °

° resourceFilter.resourceSelectionCriteria . (EFERLAE) {F/ "Include’ ZE "Exclude’ 8255
HEB& resourceMatchers FEZMEIR o HIZLLF resourceMatchers 2EUAEHZE G ST HIBRNE
b

* resourceFilter.resourceMatchers : resourceMatcher YRS o ANRTEZEY H'?E%%’vﬂﬂﬁ:
i’ BlEMZE% OR EHIE » SETEANTFE (4 - &8 - kd) ZEiZ AND EHT

* resourceMatchers[].group: (FJ#E E) EEENEIREFAE o
* resourceMatchers[].kind: (F]3&) EEFEAERIER -

29



30

* resourceMatchers[].version: (AJ%) E&HEMNERIRES o
* resourceMatchers[].names: (A]3¥) ZiEEAIE IR Kubernetes JTE#l.name HB{IHH%H

T8 o
* resourceMatchers[].namespaces: (F]#) EERENE R Kubernetes JT&Ek.name i
AR ZER o

* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name P HIE
BEERTE > WETINIEER | "Kubernetes 3IE" © g0

"trident.netapp.io/os=linux" °

fan

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 1EBE5E% “trident-protect-backup-restore-cr.yaml 18 ZEHEEMER » EF CR !

kubectl apply -f trident-protect-backup-restore-cr.yaml

f£/A CLI
1. BEMERIIARNGRZER » WiHERTPNEBBRATIRIEDNE: © & namespace-mapping " Itk
RYFEHERDRAMAER > B EmAEREER ERNBEEHRE M » XM -

“sourcel:destl, source2:dest2 o HlY0 :

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>
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wHEHERTIREGRZER
TR R R B R 2R Aar R 2= o

ez Al
HEfR AWS E55< hHERVBERRE B Lim B E A REEEITH S3 BFRIR(E - MREEIRIEHRR < HBH » B
ERJREE KR o
E2HE "AWS API X BRARE ERE5E < B IRENEFAE o
* 2R "AWS IAM X ERE AWS BiR/REREFHEE

ET(EMH Kopia fFABRBESHERBEMDR » Ko LUEIEE CR DISTEFMETER CLI 3RiEH!
Kopia EANEENTTA © A28 " E i g ARG EFEIERFHEE © £
‘tridentctl-protect create --help' B R Trident Protect CLI 15 € BN EZ(E 8 > 2GS
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fEFA CR
HER

1. B B5TER (CR) IEENRHEGEA trident-protect-backup-ipr-cr.yaml °
2. R > BEBEUTEMY

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BERERNEHE
° spec.appArchivePath: AppVault Af#EFHEHABHEE o A UERAU T <TSIERRE !

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (B E) EFHNREH AppVault FI%TE o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AIE) MRECRAFEEFFEARATNFELEERETNE - FMEEHEIRE - UBSTHRHERE
TERAER -

Trident Protect § BENEE—LER > A TCMEKBZENERERE o f110 > RE
FEEFAMHREESEREEHE—EREBEY pod > Trident Protect th &2 /RREAHHY
pod °

i 3pe

° resourceFilter.resourceSelectionCriteria : (EFERF ) A “Include I #E "Exclude &
HEB& resourceMatchers FEZMEIR o FIZLLF resourceMatchers 2EUAEHE S ST HIBRINE
i

* resourceFilter.resourceMatchers : resourceMatcher #7145 o YR IFZHBPEZHEZETT

§’H'Jb1F'E|ZFaE_I$§OR BHEUE > SETEANTER (B B« fkEs) 2% AND EFT

* resourceMatchers[].group: (F]#E) EEFENEREHE o

* resourceMatchers[].kind: (FJ3%) EEFEAERIER -

* resourceMatchers[].version: (A]35) EEFEMNERIRS o

* resourceMatchers[].names: (F]%) EiEEHEIRRY Kubernetes JTE#}.name H(IFHI%



* resourceMatchers[].namespaces: (F]£) EEFENE R Kubernetes JT&E#l.name i
REyER A ZER o

* resourceMatchers[].labelSelectors: (F]#£) B/RH Kubernetes 7tEKl.name AP HIIE
BEERTE > WETINIEER | "Kubernetes 3IE" © flg0

"trident.netapp.io/os=linux" ©°

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE5¢#% “trident-protect-backup-ipr-cr.yaml i iEZEIEFE% » EF CR !

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI

1. BEMERIIFREGRZER » TRERPHNEBSRACIRIBERAEN © & backup  BHERMAERM
MEDE > BXWT <namespace>/<name> © FIUl :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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BN EREITRERIEE
NRRaRENIRERE  TALURENDERIEMEE -

BIGER Kopia fEABERBEREREHE - EKRILUEEAE CR PISTEMAFER CLI AT
Kopia ERANEEFENITA © B2 "# 2 XE RGBSR HEEN o 5
‘tridentctl-protect create --help B RBEfEA Trident Protect CLI FSEHEMNEZE R » F2H<S °
FRtaZ Al
RmE U T ARG

* BREEEE L% Trident Protect ©
* BREEE ] UEEERREEARR AppVault BIEFRRE » BOTEEEZETRET

* 117 AppVault CR B » :5HE{RASEIRIE 0] LAFEIE E| AppVault CR REZEMIMI4ETER o tridentctl-protect
get appvaultcontent 85 % © UNRAEERIRHIPELEEAR » SANAR BIEEE £/ pod REFTTTrident Protect
CLl e

* FEfR AWS F5E < BB HRRE E LUn B E R R AEZEITIERRIE - MREMEREIRE<HRBHE - BliR
{ERIA E‘@Q&E& °

E2H "AWS API X BRIREER E5E < MBI ENEFAE o
° 2R "AWS BRI AWS BIR/EERFEE o

1. {E A Trident Protect CLI SMEMET G E B 1255 | AppVault CR BIRT A1 -

tridentctl-protect get appvault --context <destination cluster name>

() mRArERERERNHAEREEREEEE L -

2. EEEEEETAA AppVault IEITRA !

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

--context <destination cluster name>

HUTUL L AFERR AppVault FRTAERER » BEERRES - BENEARENLE - REBECNRER

o

gEHEL -
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i fommmmm e +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
fosssessssses e fremsmeemema==e 1

| productionl | wordpress | backup | wordpress-bkup-1|

08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2 |
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBEFFERTREAENERE BREE !

TIMESTAMP

2024-10-30

2024-10-30
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fEFA CR
1. BB TER (CR) ERLREGES trident-protect-backup-restore-cr.yaml °

2. EEEUNXHES > BEENTEMY

° metadata.name: (#18) ItEFTERNGTE ; FATNREEE—([AH—BEERNLE -
° spec.appVaultRef: (L E) EEHED AR AppVault Y% TE o
° spec.appArchivePath: AppVault RfEFHEHATHERE o MalUERU T ir <SS HULERE :

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AR » &R UERA LR 2 HIREINIE S KERHDNA
= °

° spec.namespaceMapping : REIEENKIEMAEME BEIZH % TRV o X% "'my-source-
namespace ] *my-destination-namespace ¥ 2k H ABEIRIENE o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. IHE 521 “trident-protect-backup-restore-cr.yaml i tEZRHEIFEE > EFA CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. ERAUTHLMERBRER » BiERTHNESRALIRIEFNEN - AT 28 ER BRI MR
n‘?i%”‘;.;"l%‘i » B REd B M ER EENBEmBZTRM > 84 sourcel:dest1,source2:dest2 ° FIYM



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

WRIRIEREI TR e % =M

I UEA B IER (CR) ERNRIRBREREE - ERIFENGRTHHFEIRKFHRZTRE o BEER
SnapshotRestore CR i RIZIEFE| R EIMVE L ZEMEEE > Trident Protect §1E# A =M ERERRER & I
Q%EE’\JEE}EHEEK’,ETL%}EH&EE CR AT RECERNERRER » alUEIMIREFHNIRE » W EREST
gl o

SnapshotRestore 3%1F “spec.storageClassMapping’ B4 > B2 5 KR {#174855 B2
ERERNEFRIRERA BN - MREESHINIEER "StorageClass MR FEAR BN FEF R » Al
BRI gL -

FIsaZ Al

MR AWS B35S BRVBEIRE B LUR B EFRFREIEITRY S3 ERIRME - MREIRIS(EIAR < BIBEE - Blig

{ERIRER LK ©

A2 "AWS API X BRAME BRI g 5 A AR AR o
* 2R "AWS IAM BRI AWS BIRERIFEE o
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fEFA CR
HER
1. B B5]ER (CR) RN HEGHS trident-protect-snapshot-restore-cr.yaml ©

2. EEEINHES > BEUATEM
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appVaultRef: (L E) EFIREAZRH AppVault BI%7FE o
° spec.appArchivePath: AppVault REFIREBARASHEEE o ERIERU TR LSHRULERI

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping : REFERKFR % ZEME BiZam% T HEHE - K& "my-source-
namespace ] “my-destination-namespace F| AR B B EISIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (AIE) MREAFBEEMARNPNELEERETNE » FMEEEFRG > UESTHHFEERE
RBENER

Trident Protect & HENRIZE—LER » AATMEEREZENERARIE o Fl1 » NREK
EEFAMEEEESEERATCE—ERA pod » Trident Protect th &iZ2 R RIHLAY
pod °

° resourceFilter.resourceSelectionCriteria . (EFERLAE) {F/ "Include’ ZE "Exclude’ 8255
HEB& resourceMatchers FEZMEIR o HIZLLF resourceMatchers 2EUAEHZE G ST HIBRNE
b

* resourceFilter.resourceMatchers : resourceMatcher YIS o MNREZBIAPEEZETT
% ez EiZ OR BHILE » BETTEANTFE (4B -~ 748 ~ hkds) 2R AND ZEHTT

AL ©
* resourceMatchers[].group: (EH?_E) EEENEIREFAE o
* resourceMatchers[].kind: (F]3&) EEFEAERIER -



* resourceMatchers[].version: (F]i%) ZEFEAE JRIRES
* resourceMatchers[].names: (A]3¥) ZiEEAIE IR Kubernetes JTE#l.name HB{IHH%H

7 o
* resourceMatchers[].namespaces: (F]#) EERENE R Kubernetes JT&Ek.name i
REyERLZER] ©

* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name P HIE
BEERTE > WETINIEER | "Kubernetes 3IE" © g0

"trident.netapp.io/os=linux" °

fan

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 1EE 5T % “trident-protect-snapshot-restore-cr.yaml i ZEHIEEHER > EACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEF8 CLI
FER
1. BREBEZRIFRNGRZER » WARHESRPNESRATIRIEPNEN -
° iE snapshot 2 (FERAMATRMIREB LM > LW T " <namespace>/<name> °
° % namespace-mapping WWBEEAERDIRGRZER » KR FRF R EEHERERN B S0
B/ M ¢ “sourcel:destl, source2:dest2 ©

fugn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

RREERERIBTH BTN
o] AP R R ERE R B R A en A 2R ©

MREHEAENEAZSERLER > BELa TP EFERSN PVC » AIRIBEREE (B
@ e mthiEREERIIFGRRER) BREEEBEF - FIAERNERERE S HENER
EEEnLEMHENERSN - FEABMERABIRIRER » SFAHRE 26.02 HESHR
LUEIRILRTRE -
Az Al
HE(R AWS B35 < R RVBHARfE B LUm B E M REFHEIZEITHY S3 EBIRIRIF - MREWEIRIFHIRE < HBHA - A%
ERIBE SR o
* A2 "AWS AP| X+ BRIRE ER g R T B E S o
WS

%Fﬁ 'AWS |AM & BRA ﬁ 7R ﬁﬂﬁuiﬁﬁﬂﬁuﬂ °
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fEFA CR
HER
1. B B5]ER (CR) RN R HEGES trident-protect-snapshot-ipr-cr.yaml °

2. EEEINHES > BEUATEM
° metadata.name: (#18) LLEFTERNGHE ; sFATHRIEEIE—(AE—BEERN%E
° spec.appVaultRef: (L E) EFIREAZRH AppVault BI%7FE o
° spec.appArchivePath: AppVault RfEFIREBATHEE o el UFERU T i< SFHULERE :

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (FIE) MREAFRBEEMARNPNELEERETNE » FMLEEFRG > UESTHHFEERE
REBENER

Trident Protect & HENEIZE—LER » AATMEEREZENERARIE o Fla » NREK
EEFAMEEEESEERATCE—ERA pod > Trident Protect th &iZ R RIHLAY
pod °

> resourceFilter.resourceSelectionCriteria : (EfiERF X #) A "Include 2#F "Exclude B35
HEB# resourceMatchers FEZRAVEIR o FIZLLT resourceMatchers 2B ERZE S ST HIRRINE
D

* resourceFilter.resourceMatchers : resourceMatcher YRS o ANRTEZEY HEPE%%@T_E
i’ BlEfMz % OR EHE » BETEANTFE (4 - 88 - lkd) 2z AND EHT

* resourceMatchers[].group: (F]#) EEFEANEREHE o

* resourceMatchers[].kind: (F]#) EEFEMNZ REER o

* resourceMatchers[].version: (F]#%) EEFEMNE RIRZS

* resourceMatchers[].names: (FJ3E) ZiEENEIRH Kubernetes JTtE#}.name HR{I %

7 o
* resourceMatchers[].namespaces: (F]£E) ZEFENE R Kubernetes JT&E#.name i
AR ZER o
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* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name (L HVIE
FIFERTE > METIIETEE - "Kubernetes STIE" o FI40 :

"trident.netapp.io/os=1linux" ©°

g0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE5¢1 “trident-protect-snapshot-ipr-cr.yaml i 1EZVEIEFE% > EF CR !

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
ﬁl\%
1. BRBEREIFESRZER » WiHERPHNESRACRIERENR - F0 :

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \

-n <application namespace>

BEERIRIEIRE
TWRAILME A LRI EIEEETT « ETHHERMEVERIFEAGARE o

pg
1. RN T aLBRMIERIEIRRE - RATERPOEBRATIRIERNEN
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EAERETrident Protect k1838

EEIEEIERST (PR « SRR ENEEEE) BiEREE  WHREN
BEER o

BRI EEZ IR IR B an % ZE R REAAR R

EERMHKZERSIR(ELRRE > B1Ran 2= E P RVREAN 208 Bk R an 2 E B P RVRBA S REARTT o ZRIRMRE
BRAEFEN B R EEFRRESERERAN > It BEREEERRE SRR R B E U KR
ZEEFRE o EFEERBEReREMPIRBIEERATAE o

AR EFE Red Hat OpenShlft ) BTSSR AR 2 RIEARTE OpenShift IBIEHMEEA® o &y

@ SRR AT RE(RER pod ESF OpenShift Z 2 MIBIEAIR (SCC) EHEMEEHIRMNRZ 2 MHET
B WHAUEN#EEEMA D HIRERRERE - MTMEZEER » 5520 "Openshift 2 X
HITRSTHE" o

ISR LUEIBERTE Kubernetes IRIBEEURMA LE B iR dr R MRS E R E S ©
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS ERITERNRIEEBIREZA - B9 -

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

PATER R EBIR R » T en R MRS B A LR -

(:) restoreSkipNamespaceAnnotatlons*ﬂrestoreSkleamespaceLabelsAZ-9§QWﬁ§§2
HUEETBIRME o BIRTEVINE Helm ZEHAMACEELERTE - MTHEZER » 52H "
EAutoSupportflan 4 = liBIEEEE"

WMREEE Helm R T 3HKEEMRIZRE > --create-namespace BIE @ AT 415 %8 name 1ZE# - TERESN
HEEEFZIBIZR > Trident Protect EAFILLIZHENTIBZmA MR » BNRK RS MV EE R4 2R
{EUCAL - E'Jﬁﬂ—:fﬁﬁ%ﬁ;ﬁﬁup%w%ﬁﬂ’ﬂé MNRIESEKRH L BT » A EERE BEaRER
A MEEE

BlF

WUTEMRR T RiRen R =M B R > SEGAEREEAREENIRER - CRAIUEEFIRFARER
R ZEERIARRE - UKk B R EEPREAENR RS MAESEEN -

S SRR IREZ Al
TRRA T BRI EEBIRIEZ A S5 AR e % 2= A0 B 1R en 4 = RERTARRS :
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4 ZeRg ns-1 (BRJE  * annotation.one/key: "updatedvalue” c IBIE=4E

) * annotation.two/key: "true" o 2384 =HIPAA
* %if=ns-1

2R ns-2 (B4 ¢ annotation.one/key: "true" c AE=BRE

) « annotation.three/key: "false"

(YRR e

TRMAT BRI EEHRZEER L B R = RERGARE - BLEZRBERN > AEREERES > 1A
‘name R B TR » U EBEIRRZER -

CEEZRAS B T
4 ZeRg ns-2 (BAE -+ annotation.one/key: "updatedvalue” * Zf8=ns-2
) * annotation.two/key: "true" o &3EM=HIPAA
 annotation.three/key: "false" - IBiE-4E
* BBR=ENE
RENTE

AE A P] AR RIS IR ER ELthRIIL -

AR PR GY

i& “spec.storageClassMapping' B E & 7 ERRERRER P EENEEFERE B 22 E A FHERIREHE
ERI T A B A ERFEIERNEE 2 B EE AR o &% BackupRestore {EXMHTZ R IHFRFERALLINAE o

i

Bl

storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"

source: "sourceStorageClass2"
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content-cache-

size-limit-mb

fEFANetApp SnapMirrorflTrident Protect 8 XfEATZR,

fEF Trident Protect > &AL FNetApp SnapMirrorfz AV IERE S ERINEE > iFEKRIFIRE
AREAEFN—(AREFRHRERNIS—AFEFERR  BReER =ERNERTEARZE
ZF'Eﬁ °

BRI EEZ IR ERAR e =M REMRE

EERMHKZERSIR(ERRRE > B1Ran 2= E P RREAM 208 Bk R an 2 E B P RVRBA T REARTT o ZRIRMp R E
BRAEFEN B R R PRRESERGRAN > It BEREEERRE SRR B E U KR
ZEEFRE o EFERBEReREMPIRBIEERAGTAE o

WMRE(ER Red Hat OpenShift > 5EFSXF R er % ZERIFEARTE OpenShift IRIRHFNEEAR o &

@ SRR TR RERM pod ESF OpenShift Z 2 MIBIEAIR (SCC) EHEMEEHIRMRZ 2 MET
B WHAUEN#EEEMA D HIRERRERE - MTMEZEER » 5520 "Openshift 2 T
HIRSTHE" o

ISR LUEIBERTE Kubernetes IRIBEEURM LE B R dr R MRS EsH R E S o
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS T\ T1E [R sl i PR e FE 12/ E 2 Al o fAIHN

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

PITIEREEBIR R - (AR = MRS B A LR -

@ restoreSkipNamespaceAnnotations A0 restoreSkipNamespacelLabels R2ERER
TS IRME o BIRTEVINA Helm ZEHAMACEELERTE - MTHEZER » 52H "
B AutoSupportHl&nsa ZE i@ EEE"

WMREEE Helm R T HKEFEMRIZRE > --create-namespace BIE @ AT 415 % E8 name 1ZH# - TERESN
HPEEFZIEIZH > Trident Protect Eid bR EER T BEmAEM » BNRKIFEam % EENEEKEMR AR
BELE > AIEREEHABEHREBNE - MRILESFREGREBATE » A EEREI BIZmazEr
A MIEAIEE o
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RN RIA TR :

* 3#E1ETrident Protect 1HIEERARERREBREER (BI1FEATEH Kubernetes BEIRU K ERREN S EMIEE
RIS IRER) o

o EEPEERIE| (813F Kubernetes BRI RIFAEEKL)

* BREIRIRIREE AV EFRE

1. ERREE L ARFRBREINETL—E AppVault ° IRIFEAIHFHIER > ECREEFIFRIAS © "AppVault
BiJER"A T BREEHNIRE :
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£ CR 1L AppVault
a. BIUHFTER (CR) ERIFHMGELA (fIf0 > trident-protect-appvault-primary-

source.yaml) °
b. EEENTEM :

* metadata.name: (#1E) AppVault BETEIRRI%TE o 3850 FEUEIEN SR - EAERREERS
HHEAM CR {22 & 5| BLLE -

* spec.providerConfig: (W) 17 EAIE E?ﬂ#%ﬁﬂi AppVault FTEMERE © EIEEERS
fﬁu&kﬁi\%ﬁﬁaﬁﬁﬁﬁﬂﬂﬁﬁﬁ W - AsC MEEENE 0 AAERBGAIENEM CR 18
25| RELLME - A2 AppVault BFTER"FIE0 > AppVault CR EAE IR EESEZRA

* spec.providerCredentials: (Required) {#F{E A5 E R HEZEX AppVault PR EEBMERIEERY
BE o

* spec.providerCredentials.valueFromSecret: (Required) R /REEERE S o
* key: (WH) ERFIERNNEREHE o
* name: (W18) S LEBENSENGTE - BREMRE—mAZEBP o

* spec.providerCredentials.secretAccessKey: (K E) AN FEIRHENENEE - 218
fEEL spec.providerCredentials.valueFromSecret.name #87%F ©

* spec.providerType: (HE) REBDEVIRMEE ; 5140 > NetApp ONTAP S3 ~ #®H S3
» Google Cloud 3§ Microsoft Azure ° RIFERY(E :

- EREE
* {BF-s3
= ontap-s3
" (HEFHENR-s3
c. HEE5E% trident-protect-appvault-primary-source.yaml i E 22 EFFE% » EF CR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI £3Z AppVault
a. ¥17 AppVault > M HESRFPIESHRATIRIEHHEH -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. ERFHEEL > BIURFREAIENCR:
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3.

M CR BIKRFEARER

a. BIUHFTER (CR) EBRIFHm%A (fIf0 > trident-protect-app-source.yaml ) ©
b. FEEUTEBM :

* metadata.name: (1E) RAER BT EIRIVGTE o 5A50 NMUEENRME > RAENBEARE

RYEM CR 1S5 G5 AULE -

* spec.includedNamespaces: (HE) fnf ZEE R H RS o FHAGLZERSTE » La]

FEEEARERE) R EREE - LISEILRY | hpvan R ERFEERNER - ERENS
EffMAB ST EAET -

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

c. IHE 52 “trident-protect-app-source.yaml i$tEZEIEFE®R » EF CR !

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B ZKRERRER
a. BIRFERERREDR o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(A1) 7ERERE L - HROREAEIVETRE - ILRIBEAEEREE LRARRIAER - NRPEEIL
TR AIREERGF T —REFZIRIET » WERISRMIMRR - SRR UMEERR > F2H "EUEFRE

[e}

4. ERIRESE L > BIUBRREHEICR:
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BT THEHRMEREEIZI 0 BRET —EEBNESRIRIEE - RERR 7 X > UEH
ZONTAPEE Z HIRFFHFEIVRE - EEATUREREBRZRE 7 X > EREBHRILUIRE
ERERRETHS] °

NRBELEHEER > RMAUERAEERRRS 7 RETEMRE - ERAHAERERARZ
BR - BAYX  BRHREEHE ERIRBLURFIMEBVEDN - MAZFIEER -

MREAEANREFIEEREMENREEX > IEERIEEMEE



fEF CR I8 5¢5HE
a. BRFRAENRI AN E

i. I B]ER (CR) RIS EHMEA (F > trident-protect-schedule.yaml) ©
i. BEELU TR :

* metadata.name: (W IB) STEBEFIBEIRISE ©

* spec.appVaultRef: (%5) IL{EXBEZKIFEREBTZENH AppVault BY metadata.name #{iit8

* spec.applicationRef: (#5) LLEXAEIZFEEAIER CR Y metadata.name EAIHERT ©
* spec.backupRetention: (Required) b AN ETE » E{ENERZA 0 o

* spec.enabled : WZERRTES true ©

* spec.granularity : 7B E 4 Custom ©

* spec.recurrenceRule: & UTC RifEBIFHIE B EAFIE4ERIFE ©

* spec.snapshotRetention : /B ES 2 ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i. 5 “trident-protect-schedule.yaml #EtEZEIEIEHE%E » EFACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
£/ CLI i E5t2|

51



5.

6.

7.

52

a. BUENGE > URHERPREBRRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

Bl

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n

<my app namespace>

FEEREE L By —(ERERIREEE LA AppVault CR E2AERFZKIRERTEI AppVault CR » TE#
HepaA (HIW0 > trident-protect-appvault-primary-destination.yaml) ©

FEFA CR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

EERESELAHE TRIEAREILEI AR AppVault CR o RIBERIREFAER > EBEFTPHIATR o "AppVault
B ER"% T BRERIRE

a. BV BFTER (CR) EEIRKESEA (B4 trident-protect-appvault-secondary-
destination.yaml ) o
b. BEEUTEM :
* metadata.name: (4 1H) AppVault BETE RV HE o A0 FMEIEIENSTHE » AAERRFRIENHE
i CR i85 g 5| ALLE -

* spec.providerConfig: (W E) #FERIEERMEZFI AppVault FTFRRIRE © EE—E
“bucketName A K BTG E B HAAIRFSIR A B RSFHEE o 50 FIREIENE » RAENE
AFFEAEM CR FEEE 5| AELE(E - A2 "AppVault BETEE"HIE0 > AppVault CR ELE fhig (&

& 1EZH o
* spec.providerCredentials: (Required) #7Z{ER15E IRHEZE AppVault FTEERRERNZ
Z o

* spec.providerCredentials.valueFromSecret: (Required) " /R:EER BT o
* key: (HIE) ERPENNAERER
* name: (X1E) S5 ILBMENSENATE - RENRE—mRERS o
* spec.providerCredentials.secretAccessKey: (W E) AR FEURHENFEEE o &8 fEH

spec.providerCredentials.valueFromSecret.name #877 ©
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* spec.providerType: (HE) REBDEVIRMEE ; HI40 > NetApp ONTAP S3 ~ #&H S3 * Google
Cloud ¥ Microsoft Azure o RJRERYME :

= AWS
" R
- AR
* #A-s3
= ontap-s3
" (HEFHENR-s3

c. HEBE5E% trident-protect-appvault-secondary-destination.yaml i &2 EEFE® > EF CR :

Ent

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. IEBIME#EE | > 17 AppMirrorRelationship CR &2 :
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54

£/ CR ##1I AppMirrorRelationship
a. B BFTER (CR) BRI HEG%A (H0 > trident-protect-relationship.yaml) ©
b. FEEUTEBM :

* metadata.name: (#%1H) AppMirrorRelationship BT &R HE o

* spec.destinationAppVaultRef: (X E) ILEXEHNBZERE F BIZEATERNH AppVault $478
TR o

+ spec.namespaceMapping: (%) B1BH 4 =M FRH 2 RN ARHRERARER CR FE
BN AN AR ZERIE o

* spec.sourceAppVaultRef: (WE) LLENBERRERATENAY AppVault ZFBHERT o
* spec.sourceApplicationName: (X E) ILEXNBREERFEEAIER CR PEERNKIFEERRE

NBYRFBAERT ©
* spec.sourceApplicationUID: (KE) IHEXNEREERFEERER CR PERNKRIFEEARE
89 UID #8FF o

* spec.storageClassName: (F]%E) BEiERE A MHVREFERNATE  (HEERw/BEE T 5
RIRIRIB IR T EEIFHIONTAPHEETE VM o MR KIBMETFSE » QITERFEREE LTERHT
£851)

* spec.recurrenceRule: % UTC BFERIBH4E HEBFEERIE o

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



c. B 58 trident-protect-relationship.yaml HEHEZME % > EACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI £1I AppMirrorRelationship
a. I EF AppMirrorRelationship ¥% » WG IESEHMEBIRATIRIEPETR -

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (A8 TEREEL > BEERERRE
kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

MRS R 1R E

fEMTrident Protect > {ERAILISHERMEARENKZRR I BREE - ILBRESFELERAR - MSEARIE
BiREE FER - NRRRHE LAERREINETET > Trident Protect A& FLLZEARER ©

1. EBEEE L > 4588 AppMirrorRelationship CR 1% (fI#1 > trident-protect-relationship.yaml
) % spec.desiredState FI{EEEA Promoted ©

2. fEFECRXfF o

55



3. EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (A1) EHEEBERRER ERIUFIENEARETE -
5. (FIE) MEERAEAVKES :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENED KBVEREF

ENMETIRFEEMBLERME - WITEMRTIRFR - RIGKFEBRENRNSEEETHNERER » B8
fREE L IFEETIRARE MV BRI ER

SRR ETE BRI Y AT LL B R LR AR -
()  wememrsA B ERRRROEMENEES -

1. (F%) ERFE#REL > BIRKFRARINRE - EEIURGRHERERNRMEE

2. (£B1EEE > #REE AppMirrorRelationship CR 82 (f54 > trident-protect-relationship.yaml
) W7 spec.desiredState FI{EEE % Established ©

3. HIFCRXfF o
4. FEA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MREHEBERRE LEU T AAFRESBIRFESEEBEARERS © HREMIBR - EAEZHHBEHETER
MR IRIRRR o

RAEHRED KBRETE SRR

EEREEDHEEHZENBERE 0 BEREARARESKRERRER MRREAENRELERERER -
W AR B R AR NS ERRRE o

1. FRIBEEEE L - ﬂﬂ'ﬂ‘? AppMirrorRelationship CR o iZ &8 By E R 7 H 283 - (R IEIEEE FIER
FARIERAI(RETE] > AASEMIBR o

BRI AREIIAEN CR ERERIIMBRNEEREILEREF o
HEAMER (RiakiRESE) BCE T MfE AppVault CR °
TEMARAVEERF EEIERNRERR - WERERMANE -

> w N
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REERAEAERGE

EEREERG M > Trident Protect i EMEN R EBRHER - AREEERORGRRFHEFER
I o Trident Protect §1Z ILRIREARENILRELHEREIER(IE - ARBHEEBIBRERAREN

EERERT o REA T RN B AR

TR
1. fERIERE L - BIURAIRE :
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£/ CR EILRAMIRER
a. (ERAKRFEEAENIRERISETE o
b. 37 ShutdownSnapshot CR #£2£ :
i BIUBEFTER (CR) BRI HEGEA (HU > trident-protect-

shutdownsnapshot.yaml ) °
i. FoE AT -
* metadata.name: (WIE) BEJERAVATE o
* spec.AppVaultRef: (4 5) tbEXEEFEREATEZNA AppVault B metadata.name ##1iL

MR ©

* spec.ApplicationRef: (W E) IHEXEHRRIFEATEI CR 1228 metadata.name ##1i1H
o
YAML #i4 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. IE 51 “trident-protect-shutdownsnapshot.yam! i ZMEEFE®E » EFACR :

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEM CLI EIRAIIRER
a. BURBIHIRIR > RIERPIEERAEIRIEHREN - F10 :

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. fERIRERE L o BIRIRIRST AR - USRI IRIRAVIRAS ¢
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kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. ERBEEE L > FALU TS S shutdownsnapshot.status.appArchivePath BI{E » M ECERHIEZREREHY
BB (MBAEALE ; ESHERE—EREZEBNMEAS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. 1EIR B IREE DI RIFR E R TR RS > WETUTEE :

@ EMPEEISHRIZENEE 2 $EF » B | “spec.promotedSnapshot £ AppMirrorRelationship
CR12EF » BZFEMMNEREALE LENTEE 3 PiirE L RS o

S. MITRAMEFEIL PR M [0 =[P K MAVERRIE] o
6. EMRREE LEUBREE o
HER
HRREEH » FEELTIRE
* HEBIRERIZIA Kubernetes EiREITIRE o
* BIBMIBRFERIZIA Kubermnetes iR (1R PVC 1 PV) - EIith= IHRIAKFERERTZRA pod ©
* 1 pod BRI > SR EARERHGEEETIRBIETES -
* SnapMirror A B R > BIZHIRE B EHTEITEEVE ARIE o

+ BFEFRRRN Kubemetes HTREHRIEIATAIMABRARIRIEN » (AN EIEEIATR AR IR s
Hhl o

* BIBRELERN S REREIL
i fE AR U R IRIE B R Ia SRR EE B
TEFHTndent Protect ) "'”EIL/(@ﬂLIF*/F%%‘F §'H" ﬁﬂl[‘iﬁ%ﬁfﬁ%é%fﬁ rEﬂZFﬂ@?J ° T Jttlfl@_ QA%’E%HHE’J

[ o

T BT EER EBRUERNRMFRRLR > WIRUATIR !

* EPEERBIRRERALS o
* RAEMEDERREIE

(D FEWTEEMERRSRE  RASKERTLEHEARAEABEEENE -

© REERAE -

59



1. MITIRMEME D RMEVERRARIDER

2. gk mERRENER AP -

PR B RR (4

gﬁﬂﬂiﬁﬁﬁﬂﬂlﬂfﬁ?ﬁ%%% o MFREMEERRGRR - REEMERILBLINEARER - EfZBEREEMFH

1. EERTBZE#EE L > Mk} AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{5 Trident Protect BAZEREI
A LB REREN BRI EE 2B ARINHFE BB R ERTEL o

@ BIREARENR > SZEAENLENENTH FESRRAREN LSS - MREFETMER
HITHF > ERERRERFEN—HDEEET -

i AER{FE
HEU TR CAUBHRTHENFEAIERES  UIMTHATIEREE o

fEEIE—EFE

EEREARAENIR—EER  FRURRHEDR > ARKENERIIFE—EEEH -
TR

1. BT FRURIEZ—
8. "RIE -
b. "RIEH" o
2 HRA—BHEL > RIBCRINERIBERER > BT FIIEF—E
a. "RIIRIERE" o
b. "R IERIE o

ePREIRRERY SRS

EERERRENERIFTANEE BITEZRERE) » AEREEELEIUED  ARBEMNERIIFARNE
£ o FRRBEIZEEE B %% Trident Protect ©

()RR T A R R A MR RAZ R SnapMiror iy o
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58
1. RIHH" o

2 RREMEE L DRE QSRR AvpVault CR -
3. EERSEREE - R HAPIERIE -

i fERREIVIE—ERFEN BB S —Ef#ESR
TRILBER BHIERE B RH#FER - REARAR—ERFFRNER RS —ERFER
N (FEEWE CR FRIEH)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "S${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£ CR RIEIRER
HER
1. B B5]ER (CR) RN HEGHS trident-protect-snapshot-restore-cr.yaml ©

2. R > BEBEUTEY
° metadata.name: (W IR) LB TERIGTE ; AACHNIRIREE—([AH—BEERNEHE -
° spec.appArchivePath: AppVault Af#EFIRBABTHEE o A UERAU TS HIERERE !

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (X E) EAFIRBRZEH AppVault FI%TE o

° spec.namespaceMapping : RIEFERRFRR % ZEME BiZam% T HEHE o X% "my-source-
namespace ] “my-destination-namespace F|FAR B B EIZIEAE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

S MREHREEEZEZERFRNVEARINELER - BITTLEMEERERG - UESHHHFRERREREN
=

/i 3pBe

> resourceFilter.resourceSelectionCriteria : (EfiEERF24 %) 1A “include or exclude’ B & S HEkR
resourceMatchers PEZRIIE IR o FIELL T resourceMatchers 2EUUERE O S BHENER -

* resourceFilter.resourceMatchers : resourceMatcher {45 o AN RIFZEZAF EZZETT

§’E'J51F‘EIZF‘EJ?§OR ERUE > SETEANTER (B B4« k4 2% AND EFT

* resourceMatchers[].group: (F]i£) EEF RS REHE o

* resourceMatchers[].kind: (F]#) EEFENEZ REER o

* resourceMatchers[].version: (F]i%) EEFEAE RIRZS

* resourceMatchers[].names: (AJ3%) BBV E RN Kubernetes JTE#l.name HB{IHIIH

7 o
* resourceMatchers[].namespaces: (F]#£) EEFENE R Kubernetes JTE#.name i
P ER R R o



* resourceMatchers[].labelSelectors: (F]#) BRHY Kubernetes JTtEil.name (L HVIE
FIFERTE > METIIETEE - "Kubernetes STIE" o FI40 :

"trident.netapp.io/os=1linux" ©°

g0 -

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1HE 521 “trident-protect-snapshot-restore-cr.yaml iGtE =M E1EFE%R » EF CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£ CLI RiEI1REE
ﬁu BX
1. BRBEZERIARNGRZER » YiERPNESRATIRBERNE o

* & snapshot  SYEAHLERIAIREELTE » BRAMT * <namespace>/<name> ©

° 35 namespace-mapping LB FEHE RO RM R ZER > RREm A TR ER ERNBZEdH
%z BT - “sourcel:destl, source2:dest2 ©°

fgn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EIETrident Protect {78 F

JITHFE—REBTIRE > EIURHEEREAARERAREANEREZEIR(F—EET -
gD > INREE—EENERARER » BT UERRITHMERRZATEEMEERES
750 WERBTEABIMIEST - EHET AR —RBIRE -

178 FRYLEEY
Trident Protect 235 A T @ #1780 F4EE » BURMN ESMBVEI TR :

* FRIRER
* RERER
* RN
v
* hiER
* WEEBR
HMATIER
EPITERRERIER > ITHBHSGSRETIIRFRREE -
1. EEEAN BRI EHITHEHTEENS R LET - MR LRBRERUTNETERHMENBITRRE
i > (EEEHNTEIREZANATIEFRE A RENEAKE -
2. MREMA > AEBERERFRE "7 REZ RN A Trident Protect :REERGRREHIER"
3. BUTERHREIRIE o
4. MRERA » REEZRGIRARR
o (HAEAN BT RIRMENTHMEEEEN DS LET - CRILRERERUNETESHENBTRIRE
i > (BIRFRIEEHNPRITIEFRE A RE L EERE -

MREET ZEEELRANITHE (FII > FRIRIR) > AEEREEEHENNITIERS - B2 - NEHENH
FHIRITIBEF A FRER o flg0 » U TEREARMENEER ) FHEENRITIER -

1. RERAISF AT

2. REBEHFIIT

3. BUTHDATH

4. JITHEOEBTF

()  SENEFEAEERR T EREE RBHERE o

FEERFEPRANTHN A Z A > ERZIEEEETAE o SR kubect! exec’sn <
@ 7 EMAIERZ - FEERBFRARITHNE - AREERBNGEDURFREF— - &7
UEERERENEREIERR R ZER - BRRBRHED - RARASEBIZIURAITILIRE -
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@ NRIREBRIMITEFHIE « EEHMIPR Kubernetes BIR > BIEEEE R SERBHERD UK
EAREERERES °

B B ITHFREERA
ERTHEARRBNTHIN  FEEUTER -

* BT F AR AMASSRMATIRGE - SFZHITHF RIS | AE—EMZ -

* Trident Protect ERM1TH#FER M LART T shell AR IUARS ©

* B A/NIRHIZS 96KB o

* Trident Protect AT FREMERTT SRR E ML) FEARIRE « BHSRRIEE
BT FRE SR HTRERAEMFHNERERNIGE - BitERZaLRERFTER LD

@ BETaITHFRYZEITRRE o NREREN BB HEARITES R B SRIRIR(E - (BREREUSTE - Al

MEFPIREBIRECLRIE > BN ASFHNETT - EEREHRD BRI THEDERNEERSE
REFMDESTH °
1T FiB RS
2R AEAER M REN T » ol UmB T RINEE23 K E IR UCEC L A 25 o 1B asE
REFBE AR LEAERARRFRGENESESEREANARBENNERER (B Elasticsearch) RBH
EESSETETHITHERE (BEF—EZE) HRENEARLETHESES - IRAE—HITHEILZE
EniEes > TR EREE AND BEFHESTE—IE - BERITHNRZ A 10 EFEEESS °
g MITH N SERESESER ERR TR EEEETHNELS - ENFHERABOAER » 7 EEZA SN
BITHRAAMIZ o @ESHNERRTNERERETTR 2 (RE2) 387 » B 2 A EBERUNRTEBETHIRE

23HVIEERS © BRATrident Protect TEHITH FiBIEAI P T IBMMVIERKRAIVEEZREHEES » 52K "EFHRER
2 (RE2) sBiASZF" o

@ YNRien ERIBIE AT IS EEERE R FER NI TR T - BERSERIIRMN BRI
RARNSRZERF > Qs EMEESEERAN B RnRZzER -

T FEEH

#hfE "NetApp Verda GitHub IEE"F&ER{TREATEIN (40 Apache Cassandra # Elasticsearch) HYEE#{TH
# o BT UE RN ESEL B OB THITHEIMARE o

BT F
ERIMMERN T A ARRRIRI BTITHT - CEERAMAE - EEERMEMRA SERIITHT -

65


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda

fiEM CR
B ER
1. B B:TER (CR) iERIHEHMHA trident-protect-hook. yaml ©

2. HEMUTEBMUFEEMTrident Protect IRIEF1#ERE -

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE

° spec.applicationRef: (KE) EHITH T FHIEATERNA Kubernetes %78 ©

° spec.stage: (Required) —{EF & > FeMITH FREZIEIRENMMERS EETT © RIRERVE -
" EPIEL

° spec.action: (Required) —{EIF &5 > 1SR TH) FiR EREXAT EEHR(E » REIEENERAITIFBIE
ZaERULHEC ° FIAERY(E !

- IRER

- 1h)

- iE

- PR
° spec.enabled: (F]#) I5RILHITHF R T ERANEA - MRKISTE > AITERES true ©
° spec.hookSource: (X E) BE base64 #wbEHY hook MIZSHYF &R ©

° spec.timeout: (AJ#) ERNITHFASFETHDERNHET - &/MES 1 D& > WRKIEE » B
FAsR{E#% 25 D8 o

° spec.arguments: (F]%E) —{E YAML 7|3k » AARIEEHITIHFHIZE o

° spec.matchingCriteria: (AJ3%) —{E I EARHFRELRYIR - SERBESER—EARNITHHFEE
23 o SENITHFRZAILURN 10 E:EESS °

° spec.matchingCriteria.type: (FJ3) AR #H A THBEAF AR F & o aJfEHV(E -
N A
iy
* Pod%#8
= PodLabel

- in TR
° spec.matchingCriteria.value: (FJ3%) BB TiE RS ENF BHIERKTI ©

YAML 36



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. ZFIEFERIEIEA CR1EER > EFCR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
WER

1. BYBITHT - RIERPRESTRACIRTEFHEN - flg

67



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FHETATHT

TRIUFSRTRTHFETARS » NEERMRFEFHEMBETH FROAINERM - CREEAPIEE -
EEE NN SR EFBNTNITHF ©

FHETHTHFEIMEERTE

1. BUBRERD > ZBEMEREERLEZIICFNER » RMEEH FREOVEFIE
2. HEBHETRITHTF
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TERA  BUERER
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70

fEFA CR
HER
1. B B5]ER (CR) RN EGESA trident-protect-resource-backup. yaml ©

2. HEUTEMUFEEMTrident Protect IRIEF1#ERE -

° metadata.name: (W IR) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE
° spec.applicationRef. (KX E) EAHEITTERHEHHEREINH Kubernetes %78 o

° spec.appVaultRef: (BE) EFHENRNEH AppVault BI%TE o

° spec.appArchivePath: AppVault RFEFHEDABHEEE o A UERU TR LSRRI

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. TAIEMMEIEA CR1E%% » EFCR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
&u%
1. BB SRR ESRACRIERIER - Flin -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEERBMRE - ERINERERILERG<S > EEIRETMN :



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HERHMEEMI

kubectl describe resourcebackup <my backup name>
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fiEM CR
B ER
1. B B5TER (CR) IERENREGES trident-protect-hook-run. yaml °
EUTBHEUR &I Trident Protect IRIEMZFERE -

° metadata.name: (W IH) LB TERIGE ; AACHNIRIREE—([AH—BEERNEHE -

° spec.applicationRef: (45F) FERILEEETELER 1 I ResourceBackup CR FRRYFER
EXRMEIERT ©

° spec.appVaultRef: (4 55) HEIRILERGTEDS R 1 PEILRY ResourceBackup CR HHY
appVaultRef 18%F o

° spec.appArchivePath . HE{RILESRGEDSER 1 PEILAY ResourceBackup CR HHY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) —{E5F & » $SRETHFRAREUTEHR(E > RRISERERRITHE T
BB A3 EBUCES - FIAERYIE !

" RER
* fwin
- RS

° spec.stage: (Required) —EFE > IETRI T FRZTIRENIMERSESETT - ERIWTFET
FETEEREMPEERIETHF o AJAERE !

1712

YAML 341 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. TAIEMMEIEA CR#E%% » EFACR:

kubectl apply -f trident-protect-hook-run.yaml

fEF CLI
1. B FENHITIHFETAK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. BEYPITHFETARE o MAIIERHITILR S » EENRIETM

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. ik exechooksrun YU E B R FAME AAREE ©

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>
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