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<strong>fii? Trident FYEE & </strong>

* Trident IRTEZIE Kubernetes 1.34 o :54cFH4R Trident » B4k Kubernetes ©

* Trident BA&RH|ERTE SAN IRIEHFERZREECE @ BETE multipath.conf FEZREHRE
find multipaths: nofE°

fEFIEZL BB E S 7E multipath.conf 1§ H{FE A find multipaths: yes’ 57
"find multipaths: smart’® EEEEKR o Trident B 21.07 KRAEFIE=ZRER
"find multipaths: no?°

SZEREAIE (FRE23)
Trident ESBAR3|EMIHAR » BIEUTES

* Anthos On-Prem (VMware) #1 Anthos on bare metal 1.16
» Kubernetes 1.27 - 1.34

* OpenShift 4.12 ~ 4.14 - 420 (MNREFTETE OpenShift 4.19 KA 5 iSCSI BiFLEEFINGE » BIZIRNR
1& Trident Hr7Zs% 25.06.1 < )

Trident B4#4& 2 1EEERR OpenShift ixZs"Red Hat Extended Update Support (EUS) HrZs4 &5
EER" > BRI LEE AR ARKEE LI EAEE /5 2&H Kubernetes hRZA o TEEREIERN T &8
Trident E% lu\E_l-L/(E&’LJ\Iu\H}g{£1—_I-E§EA Kubernetes H&ZI:E’J%%DH %\ °

* Rancher Kubernetes Engine 2 (RKE2) v1.28.x - 1.34.x

@ #SR Trident S23& Rancher Kubernetes Engine 2 (RKE2) 1.27.x - 1.34.x KrZ » 18 Trident
BRIETE RKE2 v1.28.5+rke2r1 Li@iB%58 o

Trident T EF L Hith5E 2 5L EF B Z2M Kubernetes EME1E » BFE Google Kubernetes Engine (GKE
)~ Amazon Elastic Kubernetes Services (EKS) -~ Azure Kubernetes Service (AKS) -~ Mirantis Kubernetes
Engine (MKE) #1 VMWare Tanzu Portfolio ©

Trident 1 ONTAP BRI A{E "KubeVirt" FYf#EIFIRHE

@ I B %% Trident BY Kubernetes &L 1.25 F4RZE! 1.26 SLE SRAS 2 Al ;A 2R "F+4k Helm
ZHE" o
SEMNEE (#F)
BEFH Trident ~ EEE TS —RZEZIENER -

* Amazon FSx for NetApp ONTAP
* Azure NetApp Files
» Cloud Volumes ONTAP
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* Google Cloud NetApp Volumes
* NetApp All SAN Array (ASA)

* ZHNERZER FAS « AFF 5{ ASAr2 (iSCSI ~ NVMe/TCP #1 FC) 3&1T ONTAP Hi7s > 5LEHRZS7E NetApp 58

2L RFARIZIE TIET o sA2[R "THSiRAZ IR
* NetApp HCI/Element #3828 11 S{EE S hRkZs

Trident ¥t KubeVirt 1 OpenShift Virtualization 9% 1%

X ENFEFREESEN

Trident ZIRUAT ONTAP BEENFET » AR KubeVirt #1 OpenShift Virtualization :

* ontap-nas

* ontap-nas-economy
* ontap-san (iSCSI ~ FCP ~ NVMe over TCP)
* ontap-san-economy ({Z[R iSCSI)

REEEMEE

*© EMf#FLER 0 EH7E OpenShift Virtualization IRIEREE £sType 28 (HIUN : fsType: "ext4") o
MBENE > :5#F A volumeMode=Block FHY datavVolumeTemplates SE BB ERIER RES &R

» LUEKN CDI B B IRE RS o

* BIREFERESHEXH RWX EBUER © ontap-san (iSCSI ~ NVMe/TCP ~ FC) #1 ontap-san-economy
(isCSI) EeENT2z({E=1E lvolumeMode: Blockl (Ria%E) o HELEREHTEN > fstype DEEIAE

A > AAHEE RIS EE IR
* HNEE RWX FEURAEIR B E T ERZ » IEUTHESE .
° NFS + volumeMode=Filesystem
° iSCSI + volumeMode=Block (RIA%EE)
> NVMe/TCP + volumeMode=Block (BRIGEEHE)

° FC + volumeMode=Block ([RI5:%E)

HEEBR

TRAELE T ERRZS Trident Bz Z1ERY Kubernetes RRZASFRIZHEAIINAE ©
IhRE Kubernetes fRZs

Trident 1.27 -1.34

Volume Snapshot 1.27 -1.34

KB Volume Snapshot #Y PVC 1.27-1.34

iSCSI PV EZEE A\ 1.27-1.34
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a
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EINREREN ?

#EPA Trident W RIEXNIENEFERM - EEMUTEERFRIUERERE :

* OpenShift Container Platform £ AMD64 1 ARM64 22#% _t 23/ Red Hat Enterprise Linux CoreOS

(RHCOS) Hras

* Red Hat Enterprise Linux (RHEL) 8 S{E#Thk4~ (AMD64 1 ARM64)

@ NVMe/TCP =& RHEL 9 s{ @i AR o

* Ubuntu 22.04 LTS S ESHRZS » 21 AMD64 #1 ARM64 2548

* Windows Server 2022

* SUSE Linux Enterprise Server (SLES) 15 S{EHhrZs

FERIEMT » Trident BITIER R > FULAIATE(ESA Linux TEEARL 81T © BR » BT FEREE ERcsE
FAIRZERY NFS AP ima) iSCSI #ieier (BURMICHEABRIR) REMY Trident fZHAVHIRE o

‘tridentctl’ BRERBERTAIELMEM Linux ZITHREBIT o

FAERR

Kubernetes s 52 RIFRA TIEERRAEN L RRESIH IS Pod ECERHAIRE - EEEHET(FEIRL » CHRIRIEFT
ZEERENTETNZEE NFS ~ iSCSI 8¢ NVMe TH o

A TRERRS"

Trident AJSEFE B HEFRMETENR > RInERRABEERTE ©

"BCE R "

Trident EiZig

Trident BEEFIYSEEIZIES

34

T o



"Trident ZZE1Z1E"

AN BRMEFEER Kubernetes hxZs

HINEBREMRRERE » LT RERRE Trident MENBRIMESE o £/ “tridentctl images a5 < BsE TR A 2ah

REVEE -

Trident 25.10 FREEMN A2 E51&

Kubernetes hRZs

v1.27.0 ~» v1.28.0 ~ v1.29.0 ~ v1.30.0 » v1.31.0
v1.32.0 » v1.33.0 ~ v1.34.0

BERIRIR

docker.io/netapp/trident:25.10.0
docker.io/netapp/trident-autosupport:25.10
registry.k8s.io/sig-storage/csi-provisioner:v5.3.0
registry.k8s.io/sig-storage/csi-attacher:v4.10.0
registry.k8s.io/sig-storage/csi-resizer:v1.14.0
registry.k8s.io/sig-storage/csi-snapshotter:v8.3.0

registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.15.0

docker.io/netapp/trident-operator:25.10.0 (3ZF
)
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224t Trident
{8 Trident IR{EEETLIE

£/ tridentctl 224t
£ OpenShift 252 VIR1EA BETTZE
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{£R Trident

At T VRENRE

Kubernetes S5 FRRIFRA TIRENRLER ARSI SIS Pod BLERMIRE - EEAET
TEERRL - IS BIRIEFRZEREENTZTU % 5% NFS ~ iSCSI ~ NVMe/TCP 8¢ FC TH o

EEGENTAR

MREFERZEEBIERN » AIEREMAERETZIPIFENTA - RHThRZ4HY Red Hat Enterprise Linux CoreOS

(RHCOS) FE:RDZHEELLETH -

NFS TH

"ZEE NFS TE"WREIEREFER | ontap-nas © ontap-nas-economy * ontap-nas-flexgroup 3%
‘azure-netapp-files ©°

iSCSI TR
"ZA4E SCSI TE" MNRMIEFEFER | ontap-san ™ ontap-san-economy > solidfire-san ©

NVMe T2
"4 NVMe TE" MNREFEA “ontap-san' JEEE4ECIERE=RTE (NVMe) over TCP (NVMe/TCP) 13

(i) NetApp EEfER ONTAP 9.12 SUERTHRASHEAER NVMe/TCP -

i#i8 FC 17 SCSIWTIA
NFARIRTE FC M FC-NVMe SAN EHEIsFAEESN > 552 "ECE FC #ll FC-NVMe SAN EiRYT57E"

"4 FC TE" MREHER ontap-san BEC sanType fcp (i@ FC EARRY SCSI) ©

JEEZEIA | * SCSI over FC 7£ OpenShift 1 KubeVirt IRIEHFZ FE o * SCSI over FC &A1& Docker © *
iISCSI BRINEERERN SCSI over FC ©

SMB T E
"EFERLE SMB Volume" MIRIGIEFEFER © ontap-nas KECE SMB Volume ©

ERRGARTS IR R
Trident @ E 5 BENRAIEHREZE S AJIA#1T ISCSI 2L NFS AR °

@ ENREARTS S IRTHAE B AR B B IRRIARTS » BATAEREESLERBECE L - K2 » RERRT
AR RMEIREHE —EF KRR -

BRSNS
Trident EAERGET EM > LIGHRIEZHIRAIRT - EERABLEEN > FHIT:

o
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

REIRREIRIARTS
Trident 354 Trident Bi%4 CR LS EERARIARIARTS - EERRERRAIRT « FIIT !

tridentctl get node -o wide -n <Trident namespace>

NFS HiiE&
FERERRITIEERRN G S LEE NFS TA © (R NFS BRFSTTRIKEERRE) o

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D %% NFs TAGERBEITIEEL - LIS EHIRE NI E S5 550 o

iSCSI HiE&E
Trident RTLAEBHEIL iISCSI T{ERSER ~ #3# LUN ~ IRRIERTEE BV EEB WG EBEE Pod ©

iSCSI BREES]
£ ONTAP &4t « Trident 8 A D EEHIT—R iSCSI BFHAEE ~ U ¢

1.~ FREERY iISCSI TEPEERARAEH B ATAY ISCSI TIEREERARRE o
2. *LEB PR AR B B ATARAS - LGHRIFTREVETR © Trident EREIBIEBTIER URAEHBLETEE -
3. MUTHERVETR > (B ATNY ISCSI TIEFEEGIRREMRIEZIPRTERY ISCSI TIEFEERARRE o

@ BRUEENAI H 5L EHE Daemonset pod £ “trident-main" B2 - EEEEFH > SN BETE
Trident ZEE@IEHHE "debug' 5&% Ttrues ©

Trident iSCS| BFEEIHAE I t#BIRALE -

* MR EARRERE R A AT M IRBHAS A2 RAY iSCSI TIEFEEL - MR TIEFEEAHR » Trident @F /L& »
AT NI B EA O EILEIIER o
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40 > AN REETFIEFISF LRI CHAP £I8%#17 7 iR » MAERELR T - BIER GARFM
@ ) CHAP &i&rIsE RSB FTE - BRILHITILGRRIERIER » Y BEEMREL TIEREUE
FEH1EM CHAP 248 o
* &b iISCSI TERSER
* &R0 LUN

F4R Trident BiEEZ 2RV ERL

* MNREFERSEEER igroup (£ 23.04+ FR5|A) ~ B iSCSI BEINAEIRGEE) SCSI B LFrEEER
SCSI| EFFH °

* WNREEABIHEEERM igroup (B 23.04 RASEEERM) -~ B iSCSI BETLHAEIEERE) SCSI EfiRi « US
& SCSI ERBFHAYFEY] LUN ID ©

* MR FEEASELS igroup MBIHEEE igroup > ISCSI BFIEEZ ¥ SCSI ERBERAYFEL] LUN ID BkEh
SCS| Effifet o

ZH iSCSI TH
ERERNITEERFRGMSZE ISCSITA -
FRtaZ Al
* Kubernetes &R EEFRELER—EE—F IQN - ERUENRHRIFM

* WNREA RHCOS 4.5 Sk EESRZA ~ s EthEd RHEL #BRH Linux 22{ThRZN > IHEHC “solidfire-san’ EEENFE T,
#1 Element OS 12.5 SRE R hRZS > sFHEIRIT /etcliscsiliscsid.conf ¢ CHAP EgsBEE £ E S MD5
o Element 12.7 12 T & FIPS ©Z22mZ% %2 CHAP ;E&E % SHA1 ~ SHA-256 1 SHA3-256 ©

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* B{EAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) WIT{EEIZLIHEHD iSCSI PV B » 35
7£StorageClass F¥5%E discard mountOption LI TENRFZERAEUL o 35260 "Red Hat sRBASCH" o

* AEMRIEEABRERMIRAA multipath-tools ©
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 1% iscsi-initiator-utils FRASEE 4 6.2.0.874-2.el7 SERARES
rpm -gq iscsi-initiator-utils
3. BisH A NRERSFE !

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ FEHEMR “/etc/multipath.conf B & “find_multipaths no'7E “defaults’ ZF ©

5. FE{F “iscsid A “multipathd IE7EE1T :
sudo systemctl enable --now iscsid multipathd

6. RUFYERIE) iscsi -

sudo systemctl enable --now iscsi

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 3EHGE open-iscsi lRASEE 4 2.0.874-5ubuntu2.10 XESHRAS (@R bionic) 5 2.0.874-
7.1ubuntu6.1 SESHRZAS GERH focal)



dpkg -1 open-iscsi

S RFHANREATFH :

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D FEFELR Jetc/multipath.conf B & “find_multipaths no7E “defaults’ ZF ©

5. FEf{® open-iscsi M multipath-tools BERUBNIEIEETT :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

5 Ubuntu 18.04 » f&AZBER iscsiadm IRZRBEIZERIER » AR BEE) open-
@ iscsi s ISCS| ¥EEABERE) o HE » THAILUEN iscsi PR » FE EFHEE

iscside

REDFF iSCSI BRHIEE
AR ELLT Trident iISCSI BREERERIEE BRI TIEREE

* iSCSI B | JRE iSCSI BRINEERIFISER (Fask(E | 5 788 o ERIRER/ N WEBERRESTMY
SRR > WRERABIBERFEEIFAYSER o

@ % iISCSI BREFERA 0 7T 2(FLE iISCSI BRINAE - HFIFEZRIEH iISCSI BRIIAE ; 28
iISCS| BRI E AT TRl RE B A RIFATE -

* iISCSI BmERMME | JRE iSCS| BREEHAMERN LRI EAEMEAZREFNERE FERE
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L7 DiE) o MAURERERSBRANHT - UER AT RERN LIERROASHFRRIBZ R
AREAENBEA ; AREABNNET > UEEFEHAEHREA o

Helm

HEFENEE iISCS| BRHRE » 551 helm &&E3Y, helm FEFFHARKIEIE iscsiSelfHealingInterval'
‘iscsiSelfHealingWaitTime 2 o

LUFE6HI# iISCSI BREERIRRES 3 N8 - BREESTRERES 6 018 !

helm install trident trident-operator-100.2506.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

tridentctl

LERENET iSCS| BRARE > 51T tridentctl Z8& 3, FHTHARIEIE “iscsi-self-healing-interval 1 “iscsi-
self-healing-wait-time" 2 & o

LT EHI# iISCSI BREERIRRER 3 N8 » BREESTRERES 6 D& !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe/TCP Volume
ERERARITEERFRGLZE NVMe TA ©

* NVMe ZEE RHEL 9 S{E#THRAs o

(D 9[1%“9’] Kubernetes BIEEHIIZIOERZAS K E » B EHIZORRZSZRE NVMe E4 » AT
EREHMNZOREEHRAES NVMe EFBIRRE ©

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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ZEETRE > AU TS EFE Kubernetes 2ETHSESZIETEAEM—AI NQN :

h=[1]}

cat /etc/nvme/hostngn

=

@ Trident 882X ctrl_device tmo fE > MUFEIR NVMe TERREPEIRF A GNEELR o 5577 E oL
E o

SCSl over FC FifikE

RGO UERYMEE (FC) 1BEM Trident 7£ ONTAP &4 LECEMEIBRHEFER °
FoRR

AcE FC PRV ENRAERTE o

1. B BEZENTER WWPN o INEFME T » 5526 "network interface show" o
2. BVfSEREnes (%) LA ERI WWPN o

ASRNENERIEERRARREN o
3. {EA MM BIZR WWPN 7£ FC B FRREDE °
INBAEREN ARSI X
INEFME > F2BT5 ONTAP Xf§ !
° "YL##BiER] FCoE &t
° "Bo & FC #1 FC-NVMe SAN F#p9757%"
R FCTA
ERBANTIEERFNGCREFC IR -

* B{EAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) HIT{EERELIHEHEC FC PVs B » B51E
discard StorageClass F$5%E mountOption LABITENEFZERIEIR - 55280 "Red Hat sRBASI " o
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi device-mapper-multipath
2. BAZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FHFEIR “/etc/multipath.conf &5 “find_multipaths no' £ “defaults’ 2 F ©

3. R multipathd IETE#IT :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. AR ERK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ SAFE1R “/etc/multipath.conf &3 “find_multipaths no'7£ “defaults’ 2 F ©

3. BfR multipath-tools BB IEFEETT :

sudo systemctl status multipath-tools



ZF&FCE SMB Volume
] LAER ontap-nas BRFIENECE SMB HIREE

T ZBTE SYM LRIBFEEE NFS #1 SMB/CIFS BARE » 7864 ONTAP AEFEpBRERE T
@ ontap-nas-economy SMB Volume ° HREEHEPE—BAGE > #&EE SMB Volume EILk
Bi o

@ autoExportPolicy AZ#E SMB HiHRE o

FIsEZ Al
EECE SMB HARRE 2 A ~ A ZEEFLUUTRE o

* Kubernetes =582 —1@ Linux ZEHIZZEEFIE /D —E#TT Windows Server 2022 BJ Windows T {E&f
Bb o Trident {232 1E# 83 1E Windows EiZE_EHTTHY pod HY SMB EEE o

FEDEE—(FGF Y Active Directory /RsEH Trident £i8 - EE4 £58 snbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E% Windows BRFS c HERE csi-proxy * sa2R"GitHub : CSI Proxy"8{"GitHub : 7@ H#*
Windows Y CSI Proxy"ABE#ETE Windows LE#1THY Kubernetes BfiZh o

HER
1. B AEPEEE ONTAP ~ ERILUEIZE MM IEY. SMB HAE « T Trident RIAAEEIL—1E

@ Amazon FSx for ONTAP 2 SMB Hf o

EAILUEBMEA VI SMB B4R | /A "Microsoft Management Console” 2B KR AR EIEE
T FEF ONTAP CLI o« ZHE{FFA ONTAP CLI 3L SMB H :

a. MAKE « FEMHAAENERREEE

Itt “vserver cifs share create’ I§ < IR EE R HARESELE -path FEIBIEE K o IIRIEENEREARE
£ BlssSHITRRR

b. ##37 85F SVM FERFHERY SMB HFH -

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
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https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share show -share-name share name

(D semmen 2 sve #EE -

2. B Binls > WARBUTARIUIETE SMB HHEE - ARIFFA FSx for ONTAP &in:% EIEIE > (52
"FSx for ONTAP 5% EZEIEFIEF"

2¥ s AR Bl

smbShare RIS E LT EIE 2 — © {E A Microsoft smb-share
Management Console 2 ONTAP CLI }£37#J SMB
HALTE ; AFF Trident 3L SMB HFEN%E ; 5%
BRI 2B E U HERIEEN AR ERAE
EY o A ERERE ONTAP » LB HAERIER - %
% Amazon FSx for ONTAP i » It B EANEIR
BEEFREAZER

nasType * PAZEERA smb ° *YIRA null > BIFEERS nfs © smb
securityStyle M EMNZ 2T o ' SMB HEE » MBRTE ntfs B mixed BAR
72 ntfs B “mixed ° SMB it &

unixPermissions iR ERET - SMB iR E N BRE TN o

REMNMEE RIS
B

BIRER T Trident EEER A2 EINRE c ©55F Trident WAL ZHEERGAEN 0 UKk
Trident FEZANRITE P ECE IR &
Trident & B R IGREN SHEFENEEERNEFERM - BERENAACHHERARERI o

* "B2E Azure NetApp Files &im"

* "EC& Google Cloud NetApp Volumes 1&is"

* "8 7€ NetApp HCI 8 SolidFire %&im"

* & ONTAP & Cloud Volumes ONTAP NAS EBEF2 28 E & IF"
* "f§F ONTAP Z Cloud Volumes ONTAP SAN EEEf2 58 E & In"
* "# Trident &1 Amazon FSx for NetApp ONTAP &2 {E 8"

Azure NetApp Files

BCE Azure NetApp Files 1&if

&R LA#& Azure NetApp Files 527E 2 Trident B9%&i o &R LUEF Azure NetApp Files %
imMIAN NFS #1 SMB HEERE o Trident thSZ 1B EFEEEE A% Azure Kubernetes
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Services (AKS) EREEIT/REEIE o

Azure NetApp Files EEENF2 ¥ 4AE )
Trident 2L Azure NetApp Files f#FREIFZ VA E R E B - TIENEFEUENE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

EEie #isE  volumeMod IBMY7ZERIER LEMIEEASR

e

azure-netapp-files NFSSMB (EZZ4 RWO » ROX » RWX s~ nfs, smb
RWOP

EZEFH

* Azure NetApp Files BRFEFZ /IR 50 GiB BIHLIRE o UIRARBVHEFREE/)\ > Trident @ BE)EIL 50 GiB
HIBAREE o

* Trident X 1B#EEI7E Windows EiZi_E#H1THY Pod BY SMB HEREE o
AKS 2SR5 H A

Trident X1E "5t & 57" Azure Kubernetes Services # - HEF AT E R EIREMEL/REEIEINGE »
RN BEEEUTERGE .

* {5/ AKS ZBERY Kubernetes F&25
* 1£ AKS Kubernetes &5 FRENEE S D
* B2 Trident 8% cloudProvider L3ERE ""Azure" ©
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Trident 1212

L EFEA Trident BEE FZ4E Trident > 554R%8 tridentorchestrator cr.yaml MU#&
‘cloudProvider REA ~"Azure" o Bl :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

MUTEf e ERIRIEEE $CP #& Trident sets “cloudProvider Z4E | Azure -

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
LU EFL8E Trident i cloudProvider 1Z565874 Azure .

tridentctl install --cloud-provider="Azure" -n trident

AKS HIEwmS 5

Eim B9 E Kubernetes Pod Se#0iE B FA TEEEH B D EITERE RKFE Azure BIF » TEF e (HEERER Azure
FRE o

HETE Azure FRIBEIRS DI » B BERBUUTIRA
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* {4 AKS ZFZERY Kubernetes =5
* 1£ AKS Kubernetes 25 _E&& T Workload identity #1 oidc-issuer
* BZREEM Trident 8$E “cloudProvider 3§ ""Azure™ 1 "cloudldentity 5 T{EE & 5



Trident 1212

L EFEA Trident #R1EEZEE Trident > 5548%8 tridentorchestrator cr.yaml U#&
‘cloudProvider &EZA “"Azure" » Wi cloudIdentity sRIEAS
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXXXXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) # cloud-identity (CI) #1Z:5H91E :

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX """

LU T &6 & 248 Trident » M{ERIRIFEE cloudProvider ' # “$CP %A Azure ’ FARERIRIE
BB "cloudIdentity BRE “S$CI:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>
HERLUTIRIBEEERE cloud provider ] cloud identity 1Z:5891E :
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXKX-XXXX—

XKXXXXXXXXKK"

LU &665%8E Trident M cloud-provider 1Rk 4s $CP 2 i cloud-identity BRAEA $CI -

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident



#HBCE Azure NetApp Files 1&if

7EBCE Azure NetApp Files BiIfZ A » BERFRMEUATEX o

NFS F1 SMB Hifitt& S R4

MRETEBEREF Azure NetApp Files SRIEFIIMIERFA » AIFEEEIT —LVIBRTE KRR E Azure NetApp Files
WL NFS HAREE © 5528 "Azure © 557E Azure NetApp Files 737 NFS Volume" o

EBHEMER "Azure NetApp Files" Bl ~ BB T -
* £ AKS E& HFERFEEM AT > subscriptionID ™ tenantID™ clientID
@ location # clientSecret AR ©

* EAKS BZE HFAZERS DI > tenantID ™ clientID M clientSecret &R o

* BREM o 52R] "Microsoft : 7 Azure NetApp Files BII B Eth" o
* Z&4 Azure NetApp Files BYF4ERE o 35268 "Microsoft : 1§ FHIRZERAS Azure NetApp Files" o
* subscriptionID REBRUA Azure NetApp Files B Azure 5TR ©

* tenantID> clientID # clientSecret ZRE "EFATEINGEM" Azure Active Directory HEH EIHERTE
BX Azure NetApp Files IRFERIIRE o FERREXFMEERUTE—FR :

c ERESEMEAR"H Azure TRITER" ©

° "E5] Contributor B f&" fE5]BI/E4R (assignableScopes BIBTAE® » Z2AEHER FHHER » B
REPR1ZPRAL Trident FREEBVHERR o I BFTAGE » " Azure ADHEISIEIRARE" o
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
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ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

c BEE/MD—@ location M Azure "EZRFHIE" c B Trident 22.01 #° ‘“location 2 E&iH
ABREAETERE RUMERML - EERE RAPISENUEER KRB ©

* BEEMA Ccloud Identity’ @Bt "EREIERNZZES Z"BIE client 1D WTE
*azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX FFE§EZ ID ©

SMB it &R EMtEX
EEET SMB Volume A BEEEHUUTEE .

* Active Directory BsRE W ELRZE Azure NetApp Files © 2R "Microsoft : EIIFEIE Azure NetApp Files
Y Active Directory E4R" o

* Kubernetes =582 —1@ Linux ZEHIZZEEFIE /D —(EFTT Windows Server 2022 BJ Windows T {E&f
Bt o Trident {2322 # 2 7E Windows HiZ4_E#11THY pod BY SMB HAREE o

* E/VEE—EEE Active Directory &80 Trident &8 > L& Azure NetApp Files BJ L[\ Active Directory
HEITERES c BEE4 $I8 snbereds !

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* CSI Proxy :2E % Windows ARFS « HERE csi-proxy * 3R "GitHub : CSI Proxy"s{"GitHub : #ER®
Windows 4 CSI Proxy"LABE#ZTE Windows #1178 Kubernetes &i24 o
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<resource group>

<resource group>/<netapp account>

<resource group>/<netapp account>/<capacity pool>
<resource group>/<virtual network>

<resource group>/<virtual network>/<subnet>
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‘nasType BB > At ‘nfs TRRERER > BiniF 75 NFS HEREETHE -

AR IEMIFASAEER Azure NetApp Files M3EITER » ERERERIEEN » BEERP > KEEATERCH
IRERHERIMNVEEE o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



AKS S EES D5

I BIRAEEIET subscriptionID ™ tenantID clientID ' #] “clientSecret ® BELEEFEHEE
EBDREREN

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



AKS HEIxRS 5D

HEBIRACE AR Y tenantID ™ clientID M “clientSecret ’ EFERAERSDREMIERIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

A EAROFESNE RS RAN

LB IR SRR E N ETE Azure BY eastus (UEFH "Ultra BREE(& © Trident  BEIFRZUEFE
JIKk4A Azure NetApp Files FYFRA F48RE » PSS It E B EEP—EF4EE L o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

58



‘imgf 0 BSFE QoS FEEE

LB IR B S E B 1T Azure Y “eastus i B » WEBFE) QoS BEER o

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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#ERS

IERIRERE— DR R E N E R E R N EE—FRL - ARt S EE MR EE RECETRRE °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"



FEHRERAR AR

IR EEE—EETERT ZEHEN - ECEZERSNIERRNRIERS > L EFEE
Kubernetes IR ARELERSMAVETFLERR » ILEEIEEER o EHEUNZEANIEEE performance’
REDELEM o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRREEHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EERIINZEH
P& AEEER o ELEEIFHM T AERREFEN DI LIREN AT ESE - HNEs%inRH
&SI A& FEREZLE > Trident @RS ENEIEN A BB P EIIMEE o NEFMAB > HRE"
{5 CSI 1" o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

REFHENER
LAF “StorageClass' E& e s L illf#EFEE R o
£/ “parameter.selector 11 A& E 2

£ “parameter.selector &I LA 2 &{E "StorageClass 15 € AN s SR &M ERNT o ZHE&FEB g
PEZRNBM o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB Fift &S HE R

ﬁﬁﬁanasTypenode—stage—secret—name*ﬂnode—stage—secret—namespace’

B3R HFREERY Active Directory /&:8 ©

1R
o0

BILUHERE SMB bR
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

FERVAE- Y
I BIGAHRRIER > MITUTH L !
tridentctl create backend -f <backend-file>
WMRBIREIIKL » BRTEBIFHARBEMRE o o] U7 a8 < RIEFTCERAHIENR A -

tridentctl logs

RIS E I EABRRAE AR RETR ~ IR ABREIT create A5 % ©
Google Cloud NetApp Volumes

Bt E Google Cloud NetApp Volumes i

BRI L Google Cloud NetApp Volumes & E 2 Trident AY1& % o EB]LAEA Google
Cloud NetApp Volumes & imRiI0 NFS #1 SMB WAFRE o

Google Cloud NetApp Volumes EEEHTZE415

Trident $2f "google-cloud-netapp-volumes' SBENTZ AR EIE &R 3BT o STIRMVFEUE N B - ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

e hay f@EipE  volumeMod IEMTFEVET ZENEERY
e

google-cloud- NFS SMB  {EZZ4t RWO » ROX » RWX - nfs, smb

netapp-volumes RWOP

GKE HEmwmS 5

Eix B9 0l:E Kubernetes Pod FEBIU T EE # 5 2 1TER:EK7FEX Google Cloud B » MiEHIeHEARER
Google Cloud 3%:% °

HE7E Google Cloud FFIAEIRS DINEE » M ARBUU TR

* {3 GKE ZBERY Kubernetes =5 ©
* £ GKE 2E LR ETFEHE D > MER M EACE GKE MetaData Server ©
* BA Google Cloud NetApp Volumes BI2E (roles/netapp.admin) A BE:TAEMN GCP IRFEIRE -

* Trident B%% » EFREHE cloudProvider 5 GCPJ if cloudldentity I5EFTHY GCP ARFEIRE o LU it
#af o
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Trident 1212

L EFEA Trident #R1EEZEE Trident > 5548%8 tridentorchestrator cr.yaml U#&
‘cloudProvider EREA “"GCP" > Wi cloudIdentity REA “iam.gke.io/gcp-
service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com?®

fugn

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com'

Helm
ERTYIRIBEEEERTE cloud-provider (CP) #1 cloud-identity (Cl) 1Z35H91E :

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LUT &5 Z24E Trident Wi fERIRIEEE scP #& “cloudProvider 584 GCP» WM{FRIRIEEE
*SANNOTATION #&E “cloudIdentity :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$SANNOTATION"

<code>tridentcti</code>
EEAUTIREEEEETE cloud provider 1 cloud identity 1Z55R91E :

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LA E66%8E Trident M cloud-provider 1E5sek4y SCP » M cloud-identity BRES
SANNOTATION -



tridentctl install --cloud-provider=$CP --cloud
-identity="SANNOTATION" -n trident

#HHB T Google Cloud NetApp Volumes &1
7EECE Google Cloud NetApp Volumes BinZ Al *» EEERFHREUTENRK o

NFS WARRE B9 S 7RI

WRIERERER Google Cloud NetApp Volumes STEFVIE R » BIFEEEIT—LEAIRBCE KRR E Google
Cloud NetApp Volumes i #37 NFS FEIEE o 5208 "FIGZ A"

7E5%%E Google Cloud NetApp Volumes &R Bl » EEREEEEUTRG :

* B&&E Google Cloud NetApp Volumes ARF5HY Google Cloud #RF ° 552 "Google Cloud NetApp
Volumes" °

* f&HY Google Cloud lREBIERMRIR c AR "= -

* B%& NetApp Volumes Admin (roles/netapp.admin BB Google Cloud BRFSIRSE © 55200 "5 9 Bz
IREEAGHER" -

{689 GONV IRFHI API SIBIEERE © SSM B BHIEA 23"
BT o SESR RTEE o

BRIMMEIEREE Google Cloud NetApp Volumes ZEUERBVEHAE ~ 552 F "sXE ¥ Google Cloud NetApp
Volumes BY7FEUHERR" o

Google Cloud NetApp Volumes & ifs% & S IEF #E

T f# Google Cloud NetApp Volumes Y7 lim4H AR 352 TE M 143 B AR AR &5 45 o

R iImAERREETE

S{E&ImERTEE — Google Cloud BIFFECEMIRE - EE2EHMESPRIIMIRE » HRAIIEREMELR o

2 sREA TR
version YRHR A 1
storageDriverName EFEHEXLTE storageDriverName HY

BRRIEER Tgoogle-
cloud-netapp-

volumes] ©
backendName (ER) #ERIRNBIRE RS2 NLTE " " APl £i8
H—EB 5
storagePools BARisEHEE B Z HFAMAERZH -
projectNumber Google Cloud RFBEZ4R% © &% {ER £ Google Cloud
AORPLEHEHT -
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location

apiKey

nfsMountOptions
limitVolumeSize

servicelLevel

labels

network

debugTraceFlags

nasType

supportedTopologies

Volume FC& 518

=R EH

Trident 37 GCNV FFEER Google Cloud i & ° £
I BEEIH Kubernetes =5 » 1 “location’ A2 1L BV
& At AEEIZ{E Google Cloud &igiENEs EAIT
FEE - ERIETESELREINEGR o

=)=k =] netapp.admin\%@ﬁ"] Google Cloud
IRFEIRSEAY API £iE - EES Google Cloud AR
FEIRIEFAIBIEZEN gson BARD (REFEHER
B BIGRREIER) o “apiKey AU TRAVE
fE¥ | “type project id™ client email®
client id» auth uri ™ token uri:®

auth provider x509 cert url'#l
‘client x509 cert urle

¥ NFS #HEERETRMEER] o
NRFRHERE A/ NEBILE > BIFCERK -
EE R EERE AR ER o BUER flex

standard > premium'3{ ‘extreme °
EERRHEIRENER JSON ST HE

B Google Cloud NetApp Volumes f4tR&ERY Google
Cloud 43E& o

SRR EFRVIREETEAR o HIU0 {"api:false,
"method":true} ° FRIFIETEETTRERHAZIL T
SFABBYECEREEN - BRIE/NER LETHEE

BicE NFS 5{ SMB FEREERVIENT o BEIEA nfs
*smb T{ null ° ZEA null BIIFEERFIEIL NFS MR E o

KM IENEIFFPTARYR - MREZEH »
E2RER CSIFRE" - filun -
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

RBIATESRTERER defaults BEEPEHIFARMEIEEACE ©

W

#

exportRule

snapshotDir

snapshotReserve
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6

"nfsvers=3"

(AR a2 81T)

null

nfs

EFRHEE °

7FHX . snapshot B## NFSv4 % "true" > NFSv3 %
"false"
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unixPermissions HriaiEE R unix R (4 i)\ &L
#gF) o
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ERBHR/RIGAERS o (EALLAERS > Trident BEEERENAMIET » #EIRFAEZIK4E Google Cloud
NetApp Volumes BfEFE R » MBI ERETEP—EZFAN L - B nasType & B
nfs FEREGER » RIS EMHE NFS HBIEE -

WMNRIEEIFALAEER Google Cloud NetApp Volumes i #1TER » EREALESIEEMN » BESES » R
AEEE AN B E IR HERINVETE o
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



FEHRERAR AR

I RIRAEEE—IERPEER T ZEERSEFA o [EREIFME storage BERPER - BENEZEZER
FIARTS B AR HEFEE IR « WABTE Kubernetes IR ARELERAMNHFENR - ERERNIEEE
B ERERMNERAREDEIRM o FI80 ~ 7ZELATEAFIF « “performance #Z2##1 “serviceLevel $5E!
REDERERM o

TR E —LEEARTA EEITERE > U ER SEERNNTER(E o T ~5FH -
snapshotReserve # exportRule MARRE ERAMAITERR(E o

MEESEN > BB EREE o

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE MEixS 9D

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRREEHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EERIINZEH
P& AEEER o ELEEIFHM T AERREFEN DI LIREN AT ESE - HNEs%inRH
M &IFF T A& FERHEFLE > Trident EEISEMNEINMNT BEFEIHIEE o NEFMAE > B2H"
{5 CSI 1" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

BRI BIRERRIER - FUTUTH< -

kubectl create -f <backend-file>

AERERINE D EMINEIL > FRITTIE< !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1££f9-0234-477e-88£d-713913294£65
Bound Success

MRBIHEBIKK > BIRTBIHACEFERRE o A LUER kubectl get tridentbackendconfig
<backend-name> fp LBl - HMITUTHRSERRFURERRA -

tridentctl logs
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RGB! MAZ IEABREAERVRRETR « (R LAMIBR B IRIE B 1T create A5 % ©

HEFENEE
LT R FilgiRAE A StorageClass' B ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{#F8 parameter.selector HHMEEFIESR :

fEF parameter.selector EAIUAEE StorageClass IEE AN TEMIEER "EHE A" o ILHIIRER
BEMERFIPTERNREE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN - 2R "B HTER -

SMB FifE &S HIE R

{#H nasType node-stage-secret-name 'l ‘node-stage-secret-namespace ’ &

BILUERE SMB

& W IR HFrEERY Active Directory /&:E o (EEBEEEREREIRAY Active Directory 1# & 5 18/250519 7]

FR{FERREPEER R o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE

80

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}



(D nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

i)

B84 FRIT MEm !

-

HE2EE PVC E

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi

RWX gcnv-—nfs-sc 1m

2 NetApp HCI 5§ SolidFire &
T HRUN{AITE Trident Z2EH2 I F{EF Element &l ©

Element SEENFE s EAHE R}

Trident 2t solidfire-san EFRENTENAEIRERT o ZIEMEFIIERXE | ReadWriteOnce (RWO)
~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) °

‘solidfire-san’ EEFREIENALIE EE N B BIRERN c Hi ‘Filesystem’
volumeMode * Trident HEVHEEWIEVIERRLL - EXZRMHEEH StorageClass &R °

EEEE e FwiE VolumeMode SHENEFERELR TIRRIIER RS
solidfire-san iSCSI &R RWO ~ ROX -~ BIERERLR - RIRE

RWX » RWOP IREEE o
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EEE e EHEiE VolumeMode SHENEFERELR SIERINERARR
solidfire-san iISCSI ERAR RWO ~» RWOP xfs, ext3, ext4d

BsaZ Al
7217 Element BimZ A ~ 8EETFFIER o
* #11T Element EXEEN S LIEHERY ©

* NetApp HCI/SolidFire &5 EIEE AR FERENRE > A EIEMIERE o
* FiE Kubernetes T{EENELENFEZZELHFERY iISCSI TH o s52 " L2 EFEE"

BiImABREEEIR
BRI TRUT REIRMERREER
2% =7 EH 8%
version YRER A 1
storageDriverName (HFEETEN LTS Y84% 2 "solidfire-san”
backendName EHEXBAETEEY "solidfire_" + f#1Z&%fE (iSCSI)
IP {31t
Endpoint BEEHFRFEEBERD SolidFire &5
# MVIP
SVIP E7FERME (ISCSI) IP {uitflEiEe
labels BERREEENEERE JSON I
1BEEE o
TenantName EEANEALTE (WRKAZAY
F=RV)
InitiatorIFace 1% iSCSI REMREHEMSFE X% m "default”
UseCHAP 5/ CHAP i E ¥t iSCSI #1751p true
E&38 o Trident RLfEA CHAP 3% °
AccessGroups EFRANEIEE ID BE F|H%% Trident) BITFEEE4E ID
Types QoS &l
limitVolumeSize MRFBREEE A/ NBBALLE > " (FERAEBIETT)
=3¢
debugTraceFlags SREFHEAR BT R AR BV EEETEAE o null

i ~ {"api":false, "method":true}

(D SIECEmE TR R BEFMATERIBED - TR/ debugTraceFlags ©
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&f1: solidfire-san EREMEN AR = EH R & BRI VB IHAER

teEEfIRR T —EfEA CHAP BREmv BRI X » TR =BABIE QoS Rz VHFEAEIET 7 BE - [GRA
FEEEER IOPS RFLER S BRE R HEFER - UECRASEREFER -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

&5 2 . solidfire-san BEENENIEAC B E AR IHFIETFEER4HRE
IEEHIEER TR T RN RIEERIEUR 2 EE L ER AR StorageClasses ©

Trident S1EECEFHRHEF BRI ERIRHERZIRIRMHT LUN - T HEER » EEESIUSASEERE
FNERIRE » WIIRERHEIRE DA o

T T AFmBEHRIFERIETR - IARENERE TIHENTERE » BLEER type sREA Silver o EHHNTE
‘storage’ BERFPES o TEULEHIT  BORHFMRE T BCHER > MEBORHEFHRIBR T LlifEzE -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
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SVIP:
TenantName:
UseCHAP:
Types:
- Type:
Qos:
minIOPS:
maxIOPS:
burstIOPS:
- Type:
Qos:
minIOPS:
maxIOPS:
burstIOPS:
- Type: Gold
Qos:
minIOPS:
maxIOPS:
burstIOPS:
type: Silver
labels:

store:

<svip>:3260

true

Bronze

Silver

k8scluster:
region: us-east-1
storage:
labels:
performance:

"4"

COSIE 3
zone:
type: Gold
labels:

performance:

cost: "3"
zone:
type: Silver
labels:

performance:

cost: "2"
zone:
type: Bronze
labels:

performance:

cost: "1"

zone:

solidfire

dev-

us—-east-

us-east-

us—-east-

us—-east-

<tenant>

1000
2000
4000

4000
6000
8000

6000
8000
10000

l-cluster

gold

la

silver

1b

bronze

1lc

silver

1d



ER AR EHRERERT - MIRERERFMEER NP ERNENL

% —1@ StorageClass (solidfire-gold-four #HHEIE—(AERHETN - EERM—IRHESRIGE
Volume Type QoS 2 Gold BIf&TFE M o 2% —1@ StorageClass (solidfire-silver BiEEEMIRHA R
BERVRETEA © Trident A EEZEMMEERHEEN » WEFRHEMERK o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4

ShELES
* "Volume TZEREF4R"
ONTAP SAN EEENFER
ONTAP SAN EEEHFE ATt
T fRAN{EE R ONTAP # Cloud Volumes ONTAP SAN EEBNFERERE ONTAP &1 o

ONTAP SAN EEBIFZTUEEANE IE

Trident FetLA T SAN AFEEENTETL « AAHLEL ONTAP HEE o TIENEFEUERN B | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EeEhiz=t FtpE  volumeMod IRMIFEUIET FIBIERRAS
e
ontap-san iSCSISCSI & RWO -~ ROX + RWX - EEZZRH ; RIEEIRE
over FC RWOP =
ontap-san iSCSISCSI {##&&4%4  RWO - RWOP xfs, ext3, ext4
over FC

ROX #1 RWX &
Filesystem MR EHEN T

ABJH o
ontap-san NVMe/TCP &1 RWO » ROX ~ RWX ~ HEIEREZRL ; [RIRERE
RWOP =1
A2MH
NVMe/TCP
HNEMEE
EIFo
ontap-san NVMe/TCP #EZ= A4 RWO » RWOP xfs, ext3, ext4d
A2H ROX #1 RWX 7£
NVMe/TCP Filesystem MR EEN T
HNEMESE ARAEJA o
HIF o
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EEE {#ipE  volumeMod LIEM7ZERIET SEMIERAS

e
ontap-san-economy iSCSI &R RWO » ROX ~ RWX ~ HEIERRALR ; [FIREIRE
RWOP =1
ontap-san-economy iSCSI B4, RWO * RWOP xfs, ext3, ext4

ROX #1 RWX 1&
Filesystem Wi @R T
RaJF o

* EETRHAR AR & FER RSS2 ONTAP Volume [RHI"EF » Z £ ontap-san-

economy °

- EETEIRFAMHBREEFERREE R ZEN ONTAP Volume [RH" BfEASEA ontap-san-
@ economy SEENFETNERF > A {FF ontap-nas-economy °©

* MRETEAREE R RE - KHERIITENY » F7EH ontap—-nas-economy °
* NetApp B& ontap-san 9b » REEERTEFRE ONTAP ERENFZ L AEA Flexvol BENERINGE © 1E
AEIBHZE > Trident SIREARBTAR > WABEMIBRE Flexvol IR o

EREER

Trident &L, ONTAP 5 SVM EIEE 85 2¥1T > BEMEE admin REMFHAED "vsadmin'SVM FH%E > SfF
HEEHRIABEXBARERE o H#H Amazon FSx for NetApp ONTAP ZBE « Trident EE L ONTAP 5§
SVM BIEE B HHIT > FAHE fsxadmin EAE D vsadmin'SVM FHE > SiEAEAHERARELERRE
HERE o fsxadmin FREECEEEEFTHENERELHE -

ARMERA limitAggregateUsage 2% » QIR EREEIES R o % Amazon FSx for NetApp
@ ONTAP £ Trident 3ECEARF > “limitAggregateUsage’ 28 “vsadmin # “fsxadmin' &R
BEARER - MRIEE U8 » ARRIEEARFKRE -

EEPARILATE ONTAP HREIT ERARHIAE B Trident BREZ R » BIHMITERESHKM - KSBHRAH
Trident B EILAYZESINGY AP > BLE API BEEZE > EERARESRBEESZ HE -

NVMe/TCP HEfhE S FE1E
Trident STIRIFIBZ M LB SENAE (NVMe) HRE » 8 ontap-san EBENET » B35 ©

« IPv6

* NVMe &R IREBRIE DR

* F3% NVMe Volume BIA/N

* B ATE Trident SMEBEEILAY NVMe FEIR& > LUE Trident EIEEHE 4 aniBHA
* NVMe [REZ BRI

* K8s EiftHYBIERARI S IFEMRARR (24.06)

Trident 715 ©
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* NVMe [FE42#E8) DH-HMAC-CHAP
* REHEREX (DM) ZEREK
* LUKS 1%

@ NVMe {££1& ONTAP REST API > R%1E ONTAPI (ZAPI) o

##{5F ONTAP SAN EEFEXEC B BiE
T #REF ONTAP SAN EEEHZTERE ONTAP BRI E RN 5 B88IE o

HHLFRA ONTAP f&if ~ Trident 3R ZE/DE—1E Aggregate 15/k45 SVM o

"ASA 2 4" BLELfth ONTAP 4% (ASA -~ AFF #l FAS) EfAGERMNEBEA XN LBARR © 7£
() AsAr2 mf#ih > EREGARETIE Aggregate © 525 5" AIHESCES - BRARYITIE ASA 2
R Aggregate $5iREE SVM ©

sAse(E ) EAUBITZERENRER » RIS EP—EHN S —ERSHIZNFHEEER o Fl > eI UERE—
1@ “san-dev' 485!l » € “ontap-san BEENFZR, > LAK—1E “san-default' $87! > {#/ “ontap-san-economy EEENTE
= o

FrE Kubernetes T{EEIBLERAAREEFEER iSCSI T A o ¥1E:ARRE & TIEEEL" o

ESE ONTAP 2%
Trident 1Z{HfHTE ONTAP &iFEEHIE R o

* EVUERE | AAFEHEIRR ONTAP FRENFERERBIEN - EREHABEAEENZE2EAAE » fl1
admin 8 “vsadmin > LFE{REL ONTAP IRASHIRAEEM ©

* BB | Trident thAJ U LR R IRAVETE ONTAP RERH - TEEBRT > BInERLEACLSH
Pin/&sE « 2MUKRRIEE CARE (MR > #5&) B9 Base64 fRHSME o

TR UAERIRA B - WERRSRMNENERNGEAZERE - BR » —RAXEERRTTE - B2HRE]
FRNERRETT A - B BARBIRERPRIFRES X -

@ NRICEARRRH/ERMNES > AR BB GRM > WHIRESR - IR ERERRE T ZE
BRsE /3% o

YA IRV

Trident FHFE SVM & / REHLENVEIEE/RFEZSEE ONTAP B iniEs - EREARETRLTERNAE - HIU

admin 8 “vsadmin ° $SRIFEMRELRIR ONTAP HRARAFIEE, E&RKIRA I SE G AR Trident hikZ<fEFRRY

IHAE APl o BE2AR] U BRI RE B A MBI HE Trident FEECEER B EREHM

& i E ZEHIIN A
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

HER ) BmEE e —MAXFHR A HEEREERNNMS c BYRIR2 % > FHERE / RIS (FH Base64
4RHS > A #1F4 Kubernetes 4% - B EHRIGEW —FRERATEERNNTE - Bt - E2ERBESH
THIEZE > BB Kubernetes/ (7 BIEEH{T o

B RENRFERVEEE
EFIRARILE AU FERREE ONTAP BihEH - BIREREE=—(E2# -

* clientCertificate : FiFim/&R:EH) Base64 #RI5(E ©
* clientPrivateKey: BE#TAZ £BHY Base64 #RiE(E ©

* trustedCACertificate : Z{51E CA /R:EH Base64 4RiS{E - tIRFEAZE1EHY CA » AIABIREIEZRE - 10
RRERAZEER CA » B ZRRIERE o

HAIWTEREEEUTESR o
TR
1. EERPIRENSE o EXEFF > # Common Name (CN) :REAEHITEREM ONTAP FHE -

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. E%EE’\J CABRBHTIEE ONTAP & - RFEES A BAEREILIFE - MRREREER CA » F2

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP =& L ZE AR IR/GEMEHE GREFE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ PATUEER 218 > ONTAP ERTEIARE ° M EPER 1 FELER "k8senv.pem 1EEAZR > 2
BHA END MUSER R ©

4. FE5Y ONTAP Z2 B AABXIIE cert BEHE ©

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. [ERELMES AR ERS o #& <ONTAP Management LIF> #1 <vserver name> #ia% Management LIF IP
M SVM 278 o

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. f&F3 Base64 $/R:E « IMMNZIEERT CA RFTEITHR ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. fER L —PEFIERIRI o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T AT R IET R B

TR EMIRE B UERARNEDEEE 5 /AR ERE © ILIRFERAN : AEMAE SRS  BHENERIR
RIUEAMERESE ; ERAGENRIEIIUENBENERERSE / BB MEE - Alt » CUAEBRIRAERN
BB AN IS NS (DEESE - AREAEIFIESHBIENEH backend json HEEERMIT

tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SHINEIRE - fA7F EIRRAASREN ONTAP LIEREMEE - 2% - RHBEETEN - hik
() Bz LUARERETESERE - REMESBRLUSHIEE » BT ONTAP #
SRR EEE -

FHRIFEA GRS B2 THRENFE > AR E 2 RBIUNHIREER - RIRERMBIIZRT Trident AT
Bl ONTAP & @1l BRI R SRAVHERRE (F2E ©

# Trident F£1ZH5] ONTAP &2

TR —ERAREERA ONTAP £2EAE > SREMA LR ONTAP EESABIE Trident RHITIR
E o BIG7E Trident BiInAARE P B 2 EAELTEE - Trident EEAKGEIA ONTAP REABIRMITIRME

MEBIEIL Trident BT A ERIFMEEN > 552R "Trident BF]BEBELER" ©
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EERABRAI > ABESE Save
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEELEN  F2HTIIER !
* "AREE ONTAP WETAG" X "ERE: AR
cERAENERE
fEREM CHAP Bg:5E4R
Trident AT LUEFRE @ CHAP ¥1 iSCSI TERSEETTEREE » AL “ontap-san'#l “ontap-san-economy’ SRENTE

I o ERETRIHERTRUA useCHAPEIE o ERE 4 "true i » Trident 1% SVM WTERRENSRZEMRTE
#E M CHAP » W RIRIEZERTE A ELBNEN o NetApp EZEAEM CHAP RERRELR - FA2RUTE
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version: 1
storageDriverName: ontap-san
backendName: ontap san chap
192.168.0.135
ontap iscsi svm
useCHAP:

username:

managementLIF:
svm:
true
vsadmin
password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
1JF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

chapTargetUsername:
chapUsername:

useCHAP B AMMEREIR > HiE
7 false o

BCE—R

O

F%7T useCHAP=true Z%h>

‘tridentctl update’ REFE & o

BIEA

H{EA false © FHES true 18 » EZEHEHS

‘chapInitiatorSecret chapTargetInltlatorSecret‘

“chapTargetUsername #l “chapUsername I X BE SERIRERT °

o BIRIEIITTAE > FIAE BT

1% "useCHAP %4 true % > #1ZBIES 15T Trident EEFRIFRTE CHAP « ZE8IEUTASR :

* £ SVM L£E87E CHAP :
° 1R SVM HFER BIERRF L

248 % none (FERRTE) *BEIREHRBETALEFER LUN » BY Trident

BETER LR ARG A cuap > WALERTE CHAP BEERANBEEFERERBREE -
° YN SVM & LUN » Trident R~ E7E SVM LEA CHAP ° EfERE SVM EBFER LUN EERAR

ZPRE o

* BcE CHAP RiENasM BIREAERBINEN ; ELEBERYATT R

HEREHREE

E (HNEFR) o

BIREILTeAE 0 Trident B HER tridentbackend CRD @ if§ CHAP &i&fl{ERERIBHTES
Kubernetes £i& o Trident TELLBIRIEIIRIFAE PV &i§iE18 CHAP HEEITHIMSAELR o

T SV A

e LUBIBE T backend. json 1§ZEHEY CHAP 28K E 1 CHAP
tridentctl update ARS RIS LEEE o

O

94

EEEEH CHAP £48 » A

EFHBIHAY CHAP ZHEEF » [SpAZBEfER “tridentctl RE &R © s5701E B ONTAP CLI 5 ONTAP
System Manager E#f#FEE _FAVREE » (A2 Trident A& E AR B LS T



cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGRRAZZE ; IR Trident 7£ SVM _LE# 7 0BE K > BEEGREERS(ERTIRE o MERER
%%ﬁﬁ’ﬂ%’&%ﬁié*ﬁr » RAEGRAEERST(FATIRAE o hENERITEINEREN PV RERHEEREMIRESR
ONTAP SAN B & EZEEF A

T FEAAITE Trident 222 EETFNEA ONTAP SAN EBEHFZT o ANENIR (B ImARREEHILL
RS in ¥ fERE StorageClasses HEFAAE o

"ASA T2 Zift" BIELM ONTAP Z4% (ASA ~ AFF #l FAS) EfRFENEFAEAMAR - ELEERGHEFL
SYHEAA NEEA) o "RABAE ASA 2 ZAEEEM ONTAP R ZHZER" o

(D ASAr2 R#fE%E ontap-san EBR (1A ISCSI ~ NVMe/TCP Fl FC 13 ©

£ Trident BiIRARRES « (BAEEIETE RS ASAr2 o EITEIE ‘ontap-san'fE% “storageDriverName'
B ~ Trident & BB1RRI ASA r2 SUE M ONTAP R4 o MITFRFIT ~ RERIGERSHEAERIT ASAr2 R4
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clientPrivat
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tificate

username

password

svm

storagePrefi
X

aggregate

=RER
CHAP B1ZEREN23%HE o« MNREFE » AlAIEAEIE

useCHAP=true

AL {FERE TS - 1R "'useCHAP=true Bl AAIEIE
BiEFERE4LTE o R useCHAP=true B A& IEIER

R i#/&:5H Baseb4 RESE - ANEN/RENERE
AR iRFAZ$&EM Basebs FHEE o AN /&RERERS

Z{S1E CA &80 Base64 #REE(E o R - AN/&EER
%ﬁuﬂ ©

£ ONTAP %%Luﬂﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ%ﬁ FAREREE
RIEREE - ARE Active Directory %ﬁuﬂ ) B2 EA
Active Directory /Rs&¥ &K SVM 1T Trident 528" o

53 ONTAP SEIBFTREVERS - A E R 5305
8 o Aff Active Directory 5258 » 5528 & Active
Directory /ReE ¥ 181 SVM 1T Trident B#zE" ©

EEANRFERKS

£ SVM FECERHAERE R PR EABYATER AL
EEMIL2 Y « CREERITHNERIS o

ﬁHEAEEEEI’J Aggregate CGER ; MNRKRTE » BIKES

k45 SVM) o ¥/? ontap-nas-flexgroup SEBIFE
_t LEEETEAS 4 72 BE o YNRKIEIK » BRI IAERES
B FBY Aggregate ZREZE FlexGroup Volume ©

& SVM Ffy Aggregate A
> Trident & BEh#Rs9 SVM L EH > &
EEHELE Trident Controller o Y1RI&

B7E Trident FsE AR ACE Volume
R4S E Aggregate > BN R :Z

() Aguregate wEH AL SVM
H > B IRHETEE ) SVM Aggregate B
EAMPEARRE o MAZEr 5% Aggregate
HEA SVM FEEEN Aggregate >
H‘fﬁﬁmé@[‘? » 7 REfERIG RIS AR

“SHIIEERN ASAr2 R4t *

WMEIEE T managementLIF SVM

> BT

trident
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MREAFBBLIEDL > AIECEREK - MREFEAN " (FERFREIBIT)
2 Amazon FSx for NetApp ONTAP #&if » 5706 E
limitAggregateUsage © feffBY “fsxadmin #l

‘vsadmin' ~EL 5 Trident #EHY Aggregate fEFEE

TG ANAPBREIER FEAVAERR © 55704 ASA r2 RIRIETE ©

NRERHIRE A/ BBILE > AEREEXRMK - It " FERFEEIHIT)
5 > thEIRHIEEER LUN BRE R/ LR o

58 FlexVol BIEA LUN BB MZATE [50 ~ 200] #E 100
A

AR SREEBEARRVRERIELR © BILN ~ {"api™false, null
"method":true} FRIEICIETE T TRREED AR T 25+ 4RV
SCERIBED ~ [RIE/DER o

{£F3 ONTAP REST API B9%a A28 o true A ONTAP 9.15.1 SkES
hRZs > TE) false ©

‘useREST Ei&EA true B> Trident
£ ONTAP REST API

Bl ; ERES false®

Bf > Trident fEF ONTAPI (

ZAPT) MPEOUEARIRZEEN © IEINREEEE onTaP
9.11.1 BKEHhRZS o kLS > EARY onTAP
SABBYWERR

‘ontapi FEARENFEUER - FALEED
“vsadmin M “cluster-

admin BAEIRELLEER o £ Trident
24.06 HRZASFN ONTAP 9.15.1
NEIhRASFAYE © " useREST FHERERES
“true® ; HEFEA ONTAPT (

zAPI) BMEDY > 554§ “useREST EES
“false °

useREST e2 A NVMe/TCP 1Z#E o

@ NVMe 1£3%1& ONTAP RESTAPI » &
% ONTAPI (ZAPI) o

?D%*EE B %% true (GEFAI ASA 2 241

FRRIEE iscsi WA ISCSI ~ nvme WA iscsi MNIRAZE
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W

% 55 AA 6

formatOption {#H formatOptions' % ‘mkfs er TIEEM LIS »

s LS| R ESIENCHEERER - B RS
Ri%E S RIFSNCHRE o SBRERIEER
formatOptions £2 mkfs fR < EIEEL » EREFEE
PR1E o &35 : "-E nodiscard"

F B iSCSI FE#itHER “ontap-san’# “ontap-
san-economy SEEIFER o *ItESh - {EF iISCSI
NVMe/TCP fE#itiERF > th321% ASAr2 R4

limitVolumeP {E ontap-san-economy &im{ER LUN BFRlsAKMIRK " (FERRAF5&HIFIT)
oolSize FlexVol K7Jx o

denyNewvolum PRl “ontap-san-economy #&imiEIIFTAY FlexVol Wkt

ePools EUBEEZH LUN  (EFRTESFEER Flexvol KA E
MBI PV o

£ formatOptions HYiE:E
Trident EaEIRAMU T EERMERERRF :

* -E nodiscard (ext3, extd): 7EH/T mkfs BAZEREREHER TEREENHT  BEEEREL -
DHEREREIREER) o IWEERAT BRMN [ -K ) B8  BEHR ext3 7 extd HEZRL -

* K (xfs): 11T mkfs RIAEEAEZRZE R EIR o ILERIEERAR xfs IBRR4
f£F8 Active Directory &:E¥11&i% SVM 21T Trident 5258
&R LAERRE Trident {8/ Active Directory (AD ) Ri&E¥&iH SVM #E1T7ER:E o £ AD IRE BJLUfFEX SVM 2
A ~ SRR TE AD AR EEHIEEEE R SVM FEHERR - BEM AD IRPETRESIE « BRI A
B o WNEHAME « 520 "7£ ONTAP 18 7E Active Directory 48igiiZH2s77HY" o

FER
1. A%BiK SVM REMIAZTEBAL (Domain Name System * DNS) :RE :

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns_ server ip2>

2. H1{T 584 ~ 1E Active Directory 178 SVM EITERGIRS :

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. EFLEASEIL AD FRENBHEREERES SYM
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 1 Trident BURABAERER > #& username M password BEDRIRES AD ERAE N EHHRTBFMZEE o
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A AGER defaults ECERR D HPRYELEERRIZFITARACE © HIU0 ~ A2 A TEVAERRSES

2 =RAR TE%
spaceAllocat LUN BYZEE9HED "true" YIRIERE ~ 5FETE ASAI2 &
ion MERTES true ©

spaceReserve ZERMREER; nonel (#EfE) 3¢ I volume ; ( "none"
STEE) o §H¥ ASAr2 R854 none ©

snapshotPoli BEfERAYREBERE o 1% ASA r2 R4t:2EA none o "none”
cy

gosPolicy EAETNHMIEEISR QoS RAIEAE - SERKEFEE
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adaptiveQosP AEIMEIEEIRKIEMEFE QoS RRIEHHE - A85E ™
olicy RBEERM / BIHEEE qosPolicy 3

adaptiveQosPolicy HEAz—

snapshotRese #RIBTEBNMIRE B LE 35707 ASAr2 2415 % “snapshotPolicy’# nones >
rve iE ° A% oy »J/AIA 1)

splitOnClone R FERTERIENDE "false"

encryption TEERERE & EERAR NetApp Volume Encryption (NVE  "“false" YIRS - :55H %1 ASA r2
) > TBsR{EA false o BEFFILEIE » BEENAECE ZRARTES trueo
18 NVE FAI B NVE o iNREBIHENE T NAE » 81
£ Trident ERRIEAVEAIREEEE AR S B NAE ° UN5E:%
BN 0 FA2E © "Trident 22 NVE 1 NAE B9EEA

Etu °
luksEncrypti EXFE LUKS 0% o 5828 "# /A Linux Unified Key " RES false BRI ASAT2 &
on Setup (LUKS) "o 4o
tieringPolic #EBREEFEA M) 574 ASAr2 RIFIETE ©
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HHER “ontap-san EBFIE R YRR B HEREE ~ Trident EESMENN 10% MIBEZE FlexVol 1L

A4 LUN AR o LUN BRIBFERETE PVC AR R/VETTHEE o Trident ZEEIME
@ 0 10% BIBEEZE FlexVol (£ ONTAP FREERAR AR/ o FREREFRESMMFERNTA

RE o ILEFIERIRFLE LUN TR AEBRE2FEHEZ A2 AME o ILEERFEA ontap-san-

economy °

HHIEE T snapshotReserve Bl » Trident 8RB T AR s EBHEER AN ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident 2 FlexVol Z85MENNEY 10% » ARH LUN JTTER} o L snapshotReserve =5% » B PVC 55
K =5GiB » #BHiIE& AN\ 5.79 GiB » BIAA/\% 5.5 GiB ° ‘volume show % FERERERILL SR BB LIAIAS R

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.508GB
_pvec_e8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

BAl > ARAXNERFSES AN RAMIRENME—T57% -
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/) \HERGHE S

UTEANRTTBARE - HRAZSHBHERETERE - EREERMREENTTX -

@ WNERIETE NetApp ONTAP _{EF Amazon FSx for NetApp ONTAP #2EZ Trident » NetApp Z:& &
2 LIF 157 DNS &#&mIE IP it o

ONTAP SAN 34

E=fFH ontap-san BREIERNNEARERE o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 15

WAL R RE B ~ LUBERFE "SVM SR AER" HIMETYIRMIR R FHERRIFERE °

A7 BIRBEATIAMEOER 5 55 E managementLIF 5 SVM MBS svm 28 B30 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

B RERERE LA

EEEEAREEHFIP clientCertificate » clientPrivateKey # trustedCACertificate (
A MBFEAZEEN CA) BIEA backend. json H > WA FHIRAAF &S « ABESBNZEER
CA /BB base64 #RIE(E o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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& CHAP #if)

SLEEFIIEN T —EB IS > WAF useCHAP 584 “trueco

ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &ifjl

104

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>



NVMe/TCP &3/

189 ONTAP BimBERE—EZIE NVMe BY SVM ¢ 2 NVMe/TCP BIE A B im4AKE o

0N

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &ifjl

fREY ONTAP B BR E—EZ1E FC B SVM 0 522 FC HIE ABIRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ontap-san-economy EBE7F2 = 54

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAERERHHRIREA

EELEEHFBIRERETR » FTARFHIERE THENTERE > fI80 spaceReserve' % none
“spaceAllocation’ 7 false 1 “encryption'7 false o ERERMEHTFERPESR ©

Trident 7 T&sE) WO RERBEIZE o HIRETE FlexVol volume £ o Trident 1EEC & B B & Rt _EBYFR
EEHENIHREEERE - AT HEER > BEEESTUASEERE RNERZEE » TIHEERRHIEESD

48 o
n
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FEiELHfY > BARFERMKRETHCH spaceReserve v spaceAllocation # encryption B’
MmEMEFERNAER 7 FERE -
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ONTAP SAN 54
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm _iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

qgosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east Ic
defaults:
spaceAllocation: "true"

encryption: "false"
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"
NVMe/TCP il

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation: "false"

encryption: "false"

B In¥IFEE StorageClasses

AR StorageClass E 239 ILAER [A A S

FAY B IRER ] o B5iBEX parameters.selector FE& ' &
& StorageClass E &P FIEEWLEER M AN EMIRE - MIR&AGMEER NP ERNAHE °

#% protection-gold StorageClass #&#:54Z] "ontap-san' BiFH M E —EERE Rt - EEH—IRHES

RIRERVE R ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* #% protection-not-gold StorageClass iE¥FEE ontap-san BimPRIE _EFE =(EEHEHZ R - &
LB —IRESRLIMRERBRIE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass #$¥ifEE “ontap-san-economy BifH 5 = EERZ R - E2H—2
mysqldb $EAFE AR IR FEAFEIRAMARRNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥IfEZE “ontap-san' BixHE _EERER
A o SRR HIRAR(RER 20000 {5 ARSRVE R ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass iE¥ifEE ontap-san BIRAYE =BEEHEZ RN ontap-san-
economy & IRAYSEIIE EHRE IR o B2 —IEH# 5000 creditpoints FYE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* Itk my-test-app-sc StorageClass &R testaPP EHREIRM ° £ ontap-san BRI HEH
sanType: nvme ° EeM—iRH testApp HEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident RERTEEZEMEERE RN - WHERTSHERNK

ONTAP NAS EEENFE

ONTAP NAS EEspf2 Uit

T fRIN{EE A ONTAP # Cloud Volumes ONTAP NAS EEENFZRERE ONTAP &1 o
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ONTAP NAS SEFNFEHE R

Trident 2L T NAS EFERENTER - BB ONTAP & - TIENEFEUENE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) - ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

mEnes @tE  volumeMod HIBM7ZAVIES S BIR A
e
ontap-nas NFS SMB BRI RWO ~ ROX ~ RWX ~ ™ nfs, smb
RWOP

ontap-nas-economy NFS SMB  {EZEZR4 RWO » ROX ~ RWX ~ " nfs, smb
RWOP

ontap-nas-flexgroup NFSSMB Rz RWO ~ ROX ~ RWX ~ " nfs, smb
RWOP

* EETRHR AR & ER RSS2 1Y ONTAP Volume [R#I"EF » 7 £ ontap-san-

economy °

c EETEHRFAMEEEERXREEN"SZERN ONTAP Volume [EF" BE%#H ontap-san-
@ economy SEENFETNEF > A {EF ontap-nas-economy °©

* MRIEFEAFTEENRE « KEHERHITENE > 5570 ontap-nas-economy °
* NetApp B& ontap-san §b » REZTEFRE ONTAP ERENFER A Flexvol BENE-RINAE © 1F
AEIBTSEE > Trident ZIRFERRIRTEY > WABEMIER Flexvol HAIEE o
EREER

Trident 2L ONTAP 3% SVM BEIEE 52817 > BEMFH adnin BEFHEDN vsadmin SVM FHEE > fE
BEEHERABELBARNERE -

¥ Amazon FSx for NetApp ONTAP & ~ Trident 5 Z X ONTAP T SVM BIEE B2 #1T > AIUERESE

fsxadmin A&+ “vsadmin SVM &  SfEREEHERAGEBLBARNERZE o fsxadmin FEHE
EREEEESFERENERERAE -

YRR limitAggregateUsage' 28 > AIEEHREEIE SR © i§ Amazon FSx for NetApp
@ ONTAP £ Trident 2B > limitAggregateUsage' 282 “vsadmin 1 ‘fsxadmin {ERE IR
BARER - IRIEE 28 - ARRIEFEFRE -

EEPARILUTE ONTAP FRE I ERARRIAE B 1H Trident BREZ R » BIHMINERESHKM - KSBETRAH
Trident ZEILAYZESMNGY APl > BLE API REEZE > EERARESREESZ HIE -

A (EH ONTAP NAS EEFZ L EEis
TH#R{EF ONTAP NAS EEENFZETUACE ONTAP BIHHIER « EssBi=EIaME HRE| o

fit 25.10 hRZSFH4A > NetApp Trident <& "NetApp AFX #1ZZ4" © NetApp AFX ETF R AEEE M ONTAP %4t
(ASA ~ AFF # FAS) TEfREEFEBNEIFAN LAFAR -
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()  AFPXZ#fEXIE ontap-nas WIS (M NFS %) ; FXiE SMB HE ©

7E Trident BIRAHRSH ~ [MEMBIEE R MR 4 AFX o BITEELE “ontap-nas 1% “storageDriverName B ~ Trident
ZEEMER AFX R4 ©
BR

* LA ONTAP &l » Trident EXRZE /D —1{@E Aggregate 154G SVM o

* BRI AT ERRENTZET - MRIIEREAP—EH S —ERBIEXEZEER] o FIa > ST AR EER
ontap-nas FEENFEILEY Gold $85FEA ontap-nas-economy BEEIFZTLAY Bronze 87! ©

* BB Kubernetes T{EEIELER N ELRIEFEERN NFS TH - NEEZFMEBE > 552E) 58" o

* Trident (£ 1EHME2I7E Windows 025 EHITHI Pod B9 SMB HEIE®E o INEFAEN > ;520 EHELE
SMB Volume °

E#:¥ ONTAP &if
Trident 12 fitM1& ONTAP &imEREER o

* EURGE | EEXFEY ONTAP RinEA EHNEIR - BERFHHEBAEELE2TAABMBBIIRE > F)
U admin 3 ‘vsadmin > AHE(REL ONTAP FRASHIER KMEEME ©

s HVES | HERERTRIELIERES » LUE Trident 81 ONTAP £&£3E: - TEREFERT > Bl EENMNA
BEBPIRES « EUKRZEE CAKE (WREA » B:RFH) # Base64 HRISE o

TCRIUEMIRE Bin - UEENENENRRENGEZEBE - B2 ) —RAXE—ERELE - BEUHAE
TRIBVERETT % » C AR RIREEPRIRRAE L E -

@ MRSERFRHRARENGE » BIREILG R » W HIRHER » IR ARBEPIRE T 21E
ERs8 % o

EYRE R SREREREE

Trident BE SVM #[E / EEHENEIEE /KRB EE ONTAP Bimi@s o R FAEETALATEEZNAE » Fla

admin '3 “vsadmin ° 35 AJFE{RELRZK ONTAP FRZASEFIES, A& R KIRASATSEE ARH Trident ARZASERRY

INEE API o BESARTI U B ] 2B A BB HE Trident HECER (ERERSHERM o

& imE ZE AU TFR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {
"name": "secret-backend-creds"

HER ) BmEE e —MAXFHR R HEEREERNNMS c BYRIKEZ % » FHELE/ZIES(ER Base6s
RIS TE A Kubernetes 1% o BI/FHHEIREHW —FEMETEENNTE - it ) S2EREEEMNIEE
> B Kubernetes/{f#FEIEE#1T ©

BB /RERERE
MEMIRA RS LERREE ONTAP BiHiE c Bl EREE=([E2% -

* clientCertificate : F P im/&R:50) Base64 4RES(HE o
* clientPrivateKey: BIE#TAZ £i&HY Base64 #RiE(E ©

* trustedCACertificate : Z{51E CA /R:EH Base64 4RiG{E o tNRFAZE1EHY CA » AIABIREIEZRE - 10
RKRERAZEER CA » B[ ZBRIERE o

HAWTEREEEUTESR o

1. EXEEZRIERENESEE o B4R > ¥ Common Name (CN) :BREAEEITESEH ONTAP EHE -
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREHIFERE o & <ONTAP Management LIF> F1 <vserver name> Z#AEIE LIF IP #1 SVM
%78 o ICAZAMER LIF BARFEIRRIE %A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

EHTERE AR EE B

TR UAEFIRA RIGUERA TR S (05275 AR &SR - ILIRFEmAR | ERERERE/ZEBNERIR
AIUEMAERESE ; FRGRENRIEIUEMSENEAELR/BBNI MR - Bt - COABRRERN
BB RN AIE B (REEE % - AREAEIFIESHBIENEH backend json HEERMIT

tridentctl update backend °

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

RN > EFEIEEW AR EN ONTAP LERERRN - 218 » BinRBEITERN © il
@ el IUBRERENESERE - BRinEREEMUERNES » ZRENARE ONTAP &
EPMPRESES -

EMRIEAGREMNERIHRERNFHN » I AEREZRBUNEIREER - BInEHAIIZRT Trident AT
£1 ONTAP & im &8 sH 3l BRI R RAYBARRE (F3E ©

# Trident Z1ZH:] ONTAP A&

o B —EERE rfEVf&BEE’J ONTAP £E£AT » EREMANER ONTAP BIEEA /T Trident R#1TIE
£ o BIR1E Trident BimABREP B SEAE LB > Trident E{ERAEEILA ONTAP E2EABKMITIRE o

YNERERIL Trident BT B EMEFHAE > 5520 "Trident HEJABELSE"
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7 ONTAP System Manager F#{T 5585 :
1. BB TA8
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EEMAERA] > SABEIE Save ©
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEEZEN - F2HRTIER !

* "EIEIZ ONTAP TS B "EBEITAE"
 ERAEAERE

EIE NFS EEHREE

Trident {8 NFS B[R RZRIZTHIE HFrfcE 2 Wik ERITEE ©
Trident £ IEE /R B R (M ARiEE1E
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* Trident AIUBIREEIREH RIS ; EERIERT » FAFEESIEE CIDR BIfY)R 5 FLE CIDR @R A
B9 IP i3k o Trident E7E M B EAGLEEHBEARBEREIR 1P (FIE EEHSER - & » IRERE
}5%E CIDR > RIS RHSE & S MR EN RS IR EIRVFRAE 210 (E RIS EERE IP (I3 HIY 2 0 1 5REK o

* REFEES R URIELRRY FEFIERA o BRIFHERPISE RNERNELRARTE « TR Trident &1
FATERMEHRE -

BEEIEE LR

Trident 2t 7 SRS EIE ONTAP R imtE L RAIBIINEE - BEEFHEFEESANDTIFER IP I5E AFFHAMIEE
B > MEEFEERAERFL - BAKBIETEHRINERE ; HEHRINEIFBETEETREEELETF
8T8 o IS - EBEAPNREREEENTFIRFITTEHSEHERER P tEisE SERN TR L > i

M2 EBEMBEEERE

(EFITIAE T SERERS » S/ ERER AR (NAT) o BURE NAT 1% » (77 SIS BB ATi
() NAT fittt > TAREE P T > Bt > MRAEESIRAP ARG AT » BIRiEEE

Y o
gl
WRERAMEAARSEIE c UTERIHE R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

FERIULTAAERS » MBRER SVM FRRVIRIEARE BSR TELRR » BRRAIES 256 CIDR
() GEnELRE GNERELER) - ARLEE NetApp RENBESHHE > B Trident §
H SVM °

BUF A Lt g 25 ~ sRBALLThAER TRRIE

* autoExportPolicy BEREA true ° E7wn Trident EAFERILEIEA svml SVM BEENSEMIEEE
I —{EFEHZRE » Wi autoexportCIDRs L@ IRERIEF B BVFTILFNMIBR o EHAEEEZTIENRZ AT
» TR & F R — A=AV E L R - R BERAIZKE I HZM IR BN REIRENTZR - EHIEERZE M
FEARLEEF > Trident 22 —EHKE gtree FARVEHZREE » 5% qtree B 215 CIDR &IBARVERRS IP {iI
It o 3L IP M EINAZIR FlexVol fEhEE {5 A AYE LSRR o

o fyn :
= &im UUID 403b5326-8482-40db-96d0-d83fb3f4daec
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autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MET - B5EE IP & > Trident A H B MHERERBAR
I |P 3237 BEHRBIRAY o

EiIBiIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° KR4 BT IEME M
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -
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WMRIEEBHITHRIERELRY IP ([ALEEFT - S BEFEENZE RS LAY Trident pod ° Trident B2 2 B HEIEN
BIREHRE] > LUBRILE IP 3T o

#EFEIE SMB Volume

THINZEH > BNRIfEF ontap-nas BEFIENECE SMB Volume ©

{ERATE SVM _ERBFETE NFS A SMBICIFS MBI » A 8% ONTAP FuZRapE s R 1T
(D) ontap-nas-economy SMB Volume » EBEEFE—BRIE * B2 SMB Volume R ir5
Bi o

@ autoExportPolicy A& SMB HHRE

ez Al
ZECE SMB HAERE 2 AT ~ A BEHU TR ©

* Kubernetes =585 —1@ Linux ZEHI2SE2GF1ZE /D —{E#1T Windows Server 2022 BJ Windows T {E&f
Bt o Trident {232 #2#E2)7E Windows HiZ4_E#11THY pod B9 SMB HAREE o

* BOEEZEEEFEH Active Directory /&RsEHY Trident &8 - EEL£18 smbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E% Windows BRFS c BERE csi-proxy * s82B"GitHub : CSI Proxy"8{"GitHub : & HEH*
Windows F9 CSI Proxy"MBEf#27E Windows _E#177HY Kubernetes &% o

1. Bt EPERE ONTAP ~ ERTLUSE MR T SMB HA&E ~ 5 Trident AT A% I —(@ o

@ Amazon FSx for ONTAP 5% SMB £ o

EAI B AMESVEI SMB BIEHA © #/ "Microsoft Management Console" BRI KRHRARNEIEE
70 fEEF8 ONTAP CLI - HE{FH ONTAP CLI {17 SMB 4 :

a. MAXE « FREUHAENBHRREERS

ItE “vserver cifs share create’ 15< Z B EEEII L ARFES -path HIBIEE IR o NRISEBRERE
£ > SR SBITRER ©

b. 337 B57F SVM #ERGHEAY SMB HFH -
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

A [ S
C. EEW{JJ;:I\:%E:ELL .
vserver cifs share show -share-name share name

(D semmem 2 svB #EE -

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

4 s5LPAA eyl

smbShare R LIS E LT EIE 2 — | {# A Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB
HALTE ; AFF Trident #3Z SMB HEMN%TE ;
% TR AR 2 E B L EH IR EN AR EAE
HY o IR AEPEFE ONTAP » LB A EARATER - ¥
 Amazon FSx for ONTAP &l » It ANEIR
BEBEFREAZER

nasType * ACEES A smb © *UNERA null > BIFEEEA nfs ° smb
securityStyle R ENZ 2T o HHY SMB HAERE » MBRE ntfs 5 mixed BAR
A ntfs o “mixed ° SMB H4HEE

unixPermissions T ERET - SMB HiEE N BRETEH o "

R % ZH SMB
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SpmEL

* RZBFE A “ontap-nas-economy FEREE o

* ontap-nas-economy WG E IEMEEA o

* MIREAT X2 SMB » Trident 2B B IHIEEIAY SMB £ o

* B4 PVC 5% ~ 7R SR B ImRE AN E E 5 SMB HA ACL ©

* 188 PVC HEIEER SMB A ACL #HELH IR PVC HEJ ACL ©

* %2 SMB B > ARERIZEERN AD FHAE - EXERERATEWIAZIACLAH o

* MRERL {;%T? $85#0 PVC H73[E—{E AD EAERMHARBER > BIRREBELIERFS : PVC - #F4E
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser ISEMNFAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A% smbShareAdUserPermission BIERFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS =% 7E ZEEAN &5/

BB UNAITE Trident Z4EAEEITFIEER ONTAP NAS EEEHFER o ANENIR {1 IRARRE &ML
K& im ¥t FERE StorageClasses BYEFAHE o

fiE 25.10 R ASB4G > NetApp Trident 324 "NetApp AFX [#{7 R © NetApp AFX {7 RAEEEMER ONTAP
BIZ#E (ASA - AFF 7l FAS) TEfEZ/EIVBEIES T LAFTAR o

@ {278 ontap-nas BEFFETN ((FF NFS #%7E) FAHY NetApp AFX 4% ; A& SMB t#7E °

7E Trident BIFH/ED > TEEISTEZAS NetApp AFX ETZ R4 o EITEEZ ontap-nas £%&
“storageDriverName B » Trident & BE)ER] AFX BERR c NTRAT » FERIBHEBSERERR AFX 4

RIRAERGIETR

2R TRINT AR IRERREE

2 s2RR FE=R
version er =
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e 1RTL o SMB Z3E ‘mixed #l ‘ntfs 2241 © A ntfse
nameTemplate MR BiJHEERTBIVEEZ o "

£/ QoS [RAIBFAERET Trident TE ONTAP 9.8 [FERARAS o WREZFEMIELZH QoS [RAIE
() 4 tREEFIBHESNIERNESERE  #2H QoS RABEGBRSIRIFE LIFaRne
HIRE LR -

Volume Bt & &34
LT RERTEREREH

131


../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 B> EFAEERMWERIBAZER > Trident #5%  snapshotReserve BEEEAREMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT !

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[FREAEE PVC A RFFAERMA © volume show sp<% FEBETRIEMLI ILEEHIAIAER ¢
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

/) \HERGHE ()
UTHHRTTEAREE » HRARZSUSHEREARE - ERERBITRHENTIE

@ NRITIE NetApp ONTAP LfEF Amazon FSx ¥&ET Trident » #£:%% LIF 35 DNS &f8mIF IP
{3k o

ONTAP NAS #&% &

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup il

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

CRILAERE Bl ~ LUBRTE "SVM R ARG R HIMETYIRMTR B FHERRIFES °

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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B RERERE LA

Ee—ER/)HRBIRRZEEHH o clientCertificate v clientPrivateKey
trustedCACertificate (WMIRFEAZSIEHI CA

BREPIR&SE

version:

1

backendName:

« FASRANZAS1ERY CA JRERY baseb4 RIG(E o

DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.15

svm: nfs svm

dataLIF:

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

BEELRAIES

REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’

#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©

version:

1

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.2

svm: svm nfs

dataLIF:

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin

password: password

nfsMountOptions: nfsvers=4

BI|AAEE) DRETEE backend. json > W53 HY
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IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERERNNRIGER

ETAFRRINEFBIRERIETR > FIAREANERE T ETER(E » B8 spaceReserve’ % none »
“spaceAllocation’ % false # “encryption' % false o [EHMIEHEEZEIBDHES °

Trident 7£ M&&E) WRAIPREREIRE  HETLEE "ontap-nas’1E FlexVol LE&7E » S(#t¥ “ontap-nas-
flexgroup' 1 FlexGroup E&&7E ° Trident EECER SR ERE RN LRFIAEBRENIFEERIREE - 27 H{EE
R REEESIUASEERERNIERER » WHFHREIEES4HE -

AT » REFERMBRE T HCOH spaceReserve » spaceAllocation #l encryption B * MM
B EEFEERMANER T TEXRE °
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup &l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

& IREFEE StorageClasses

LAF StorageClass E&RIIIEH AR EHEIRMEIRED]] o i parameters.selector M > &E
StorageClass # &5 E ML ER BRI AREERERE - MireRAAMEERERIPERNZERZHE -

* protection-gold StorageClass i ¥ifEZE “ontap-nas-flexgroup &MY 5E —EM E _EERZ RN - &
L2 MRS RFENE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #&41Z| “ontap-nas-flexgroup & imHY 58 = F S A EH E R
o BLEZME—IRM gold UIMREZRME R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass F¥HMEE “ontap-nas BiMFENEERERAM o E2M—% mysqldb
A FE AR IR HETEEIRAMARNERA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #E¥ifEE ontap-nas-flexgroup BimHIE
= EEREREA - ERE—IRMIRARIREF 20000 EHEMNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = EEHEZ RN ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident i’REEZEMMEERE R > WHRARTSHEFEX -

IEBCEREH datalIF

VAR ETERE > eI AT T e @ 2RETE dataLlF » MR E 2 E#1 dataLIF B9F{&iR JSON 12 -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

144



CD Y03R PVC & E|— (BT Z1E Pod ~ BIA/ARARAFT A AR Pod ~ AR BREENRE) « UEE
#89 dataLIF 43K ©

%% SMB

£ ontap-nas SEENFETUET TR IRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

&£/ ontap-nas-economy SRENFZ TN EITIR IRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

‘imfc B R FEIRA
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENFZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D B ATIIE “annotations’ UEIEEZ 2 SMB ° Eig&inDl PVC HUNIECE ~ MNRIRESLLEERE -
2% SMB #PEEIE FIE(E o
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£/ ontap-nas-economy EEENTE T AU ETF BRI &R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

#& Trident £2 Amazon FSx for NetApp ONTAP 1&F2{E A

"Amazon FSx for NetApp ONTAP" @—IB5E 255/ AWS IRT > Al:EE P RE I TH
NetApp ONTAP ZEEEAMRIBHZIBIIER R4 o FSx for ONTAP B FE£9F) AAEH
NetApp 4514 « MEEFIBIBTHAE > R ESE AWS HEGFERMNGES M « gl - 224
FETHEFT M o FSx for ONTAP 21E ONTAP 1EZ RIS EIE AP o

& AT LA#& Amazon FSx for NetApp ONTAP 1EZ &4t Trident 24 » LUFE{RTE Amazon Elastic Kubernetes
Service (EKS) H#1THY Kubernetes 5 LAACE H ONTAP XIEHE IRFNIERIFEUIRE o

ERRAE Amazon FSx FHEEER » B AEREZER ONTAP FE ° TESE SVM A » ERIIEII—(ES
LEHIEE > ELERIREERARFEFERZRARPIERZMER KRB RIAES © Amazon FSx for NetApp ONTAP
FHEAZIRTEERAMIEH - SEMNERAMIEITES NetApp ONTAP ©

#% Trident 2 Amazon FSx for NetApp ONTAP 12EZfEA » RIHE{R1E Amazon Elastic Kubernetes Service (EKS
) FREITEY Kubernetes SREESESIECE R ONTAP ZiRH & IRHINESAFEBUIEE o
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

LtESN "Trident E=3R" » ZH& FSx for ONTAP £ Trident B & » IREE .

« B8t kubectl H9IR7 Amazon EKS 25 B EIE Kubernetes 2 o

* IIAB Amazon FSx for NetApp ONTAP IEERFMFEFER M (SYM) » AIEEERN T (FERATFEL ©
* BEMHEYF "NFS 5L iSCSI" BV T{E&ARES o

@ ERERIREEN EKS AMI $88! > 3288 Amazon Linux #1 Ubuntu "Amazon Machine Images"
(AMI) PR ERRLAEB D SREITIRIE ©

E =
* SMB MR :
° {24538 “ontap-nas EEBIFEZ L2 1& SMB HAIRE ©
° Trident EKS SMHZTUASZHE SMB HARRE o
° Trident {237 #E# & EI7E Windows EiZ5_E#ITHY Pod B9 SMB iR &E o INFEHAAE » A2 "EERE

FI=hex
SMB Volume" °

* 1£ Trident 24.02 Z &1 > TERNF BENMEHY Amazon FSx R A HEM AHIEE FAH Trident bR o A7
B RTE Trident 24.02 SYEShRAF HIRLLRERE » 557 AWS FSx for ONTAP Ry imARREERISE
fsxFilesystemID > AWS apiRegion * AWS apikey #l AWS ‘secretKey ©

@ WMRIEEA Trident 357E 1AM B > BIe] A A EEAEFEISRE apiRegion » apiKey
secretKey f#fi#45 Trident - MNFEEZEH > 552 R"FSx for ONTAP 5% E ZEIEFEF" o

[EIFFfEF Trident SAN/ISCSI #1 EBS-CSI SREET

WNRETITERE ontap-san EBEIFER, (B0 iSCSI) & AWS (EKS ~ ROSA  EC2 SR E 1 TERE) 2fcfE
F > BUEREE FRRSEm 2 IRISECE AT AE & B Amazon Elastic Block Store (EBS) CSI| ERBIFZTNEZE - BREEZ IR
EIREIE E B IEMATERE—EIRL LAY EBS HilE » MEEEZRERETHR EBS c U TEHFIER T —E
‘multipath.conf #£2€ > HREI SRR Trident BE > FEIFRHE EBS ML 2 IRISHES :

defaults {

find multipaths no

}
blacklist {

device {
vendor "NVME"
product "Amazon Elastic Block Store"
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Trident $EHMEEREIET ©

 HVERE (B | BRELEHEETETE AWS Secrets Manager & o #EB[IUfE “fsxadmin EHEEAE
HIEERZRH Eﬁﬁﬁﬁj% THY SVM R ERY “vsadmin ERE o

Trident B2 vsadmin SVM EHEES ST » IUEFHRABRELBEAENERES D
@ 11T ° Amazon FSx for NetApp ONTAP 127 —1{E “fsxadmin'{EAZE > AI{E% ONTAP
‘admin' REERENARER A E - HFIRZEZR vsadmin' B Trident HEECEA ©

* BE/REE | Trident RERARETE SVM LRVREEA FSx EERW LR SVM E1THEH ©
ERRAS 2 EENFEEN » F2REHNERESRENRENS D EERA -

* "ONTAP NAS 358"
* "ONTAP SAN Ezz8"

285 Amazon Machine Images (AMI)

EKS B2 IRZEBEERMAK > B AWS E'.ﬁ'ﬁ]‘@%%?ﬂ] EKS 815 T L Amazon Machine Images (AMIs) ° 1
T AMIs EfEH NetApp Trident 25.02 TR o

AMI NAS NAS £&375 iISCSI iSCSI 47514
AL2023 x86_64 ST =2 =28 21 21
ANDARD

AL2_x86_64 = =1 =r =h*
BOTTLEROCKET x S#y** Sy N/A N/A
86_64

AL2023 ARM 64 S =g =26 =21 21
TANDARD

AL2_ARM_64 =/ = Z=hHy* =H*
BOTTLEROCKET A Efy* Spy N/A N/A
RM_64

o ERIE AR B ENRIEARYIE R T RIER PV
o+ 43R B Trident fRZS 25.02 B9 NFSv3 1BHECEER ©

@ YNRITFREREY AMI RTELETIH » WABEREZEEARZIE ; BEEEREZCHARECEAE o 7%
EH2E > JIH T EXNAIEREER AMI ©

ERAUTITRETAR
* EKS hfg7s 1 1.32

* ZHEFE T Helm 25.06 F#iA AWS Hitnro 25.06
* ¥ NAS > NFSv3 #1 NFSv4.1 #3177 3RI5 o

150



* #5 SAN 5 ERIE T iSCSI 2 FAIFE NVMe-oF ©
2sTRRE :
* #37 : Storage Class ~ PVC * Pod
fIBR : pod ~ pvc (FE#R - gtree/lun — &55EE « 5 AWS #H{2HY NAS)
SHEZEM
* "Amazon FSx for NetApp ONTAP 3Z{4"

* "BAF® Amazon FSx for NetApp ONTAP HYZRSE AR S E"

37 1AM A& AWS Secret

RE] LR TE Kubernetes Pod LUEE AWS IAM A #E1TERERZEE AWS BIF » MAZIE
{HEFFERY AWS /&:E o

(D == AWS IAM fBEEfT5H:E « EAARARER EKS 281 Kubemetes #1E o

#2317 AWS Secrets Manager

A% Trident & &+¥#} FSx vserver 2 API RA R EIRFEEFERE - RILEEMERENEEEN - BIRELEREER
L2551 AWS Secrets Manager 285 o At » MNRCIEREENE » AFEEREI—EE S vsadmin 1RE
REEERIAY AWS Secrets Manager ZH o

IE&E 72 7 —1E AWS Secrets Manager ZHE3{#7F Trident CS| 32:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

I IAM BEE
Trident 17E AWS 1R SEERIE(E o AL  CRBERI—ERD ~ F Trident FAAHER o

DU EERFIfER AWS CLI 237 IAM [RE :

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON &3/ :
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

#2137 Pod Identity 5 IAM £ & U BIHERFSIES (IRSA)

] LAfEERE EKS Pod Identity 2% IAM role for Service account association (IRSA) 527 Kubernetes FRFSIRF 2
7AHE AWS Identity and Access Management (IAM) B o (FRIEREAFEAZRFIRE R Pod ZRA]LUFENEZA
BEEFERMER AWS ARFS o
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Pod Identity

Amazon EKS Pod Identity BAE#PI RS EERAENAREE > 88105 Amazon EC2 TSR EAER
Amazon EC2 #{T{ERSIRM/RBHVA R ©

£ EKS &% %4 Pod Identity :

IRB] LUER AWS 16 ST Pod B4 » tha]LUER %) AWS CLI &5

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

WMEHAAE N > 5528 "58E Amazon EKS Pod Identity Agent" o
#2137 trust-relationship.json :
#2171 trust-relationship.json &2 » f§ EKS Service Principal SE£17&#& Pod Identity FYLEAE o JARERILE

EEBRELAS !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json 125 :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BERRIMINE 1AM B
i E—E D SRR ABRAMNEIEZIR IAM At
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

#2137 Pod B)RAE :
£ IAM A&F0 Trident BRFSHRE  (trident-controller) Z %I Pod &9 R

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

RFEMEERAE: (IRSA) BV IAM &€
{5F AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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SRS trust-relationship.json XHFFHHUTE :
* <account_id> - {&#9 AWS #RSE ID

* <oidc_provider> - f&f) EKS £/ OIDC ° ERILUE BT T en< IREZ oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

1% 1AM A 1AM [RE| R
Btk FRLLGSRR (ELRSEPEN) MNEseE

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

BesE OICD fRfHtE R E R

AR OIDC {RIEE BRI ERRE - ERILERN T < EThE :

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MBEEADZE ~ FHEANUT LR IAM OIDC RHEEIITRIERSE !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

NRICERBIZ eksctl > HERUATEAITE EKS PARFBFIRAEIL IAM A !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

Z24E Trident

Trident f§15T Kubernetes 1 Amazon FSx for NetApp ONTAP {#77E1E » :ZITRIRIEA
ENMEESEME INERERIE -

ERILUER 55522 —% % Trident :
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* Helm

* EKS MImnsofF

MREASERREIAL > R CSI RIEHISSMATER o MBSAEN > HBM "4 CS| HIKERBIRIET)
BE"o

%38 Helm Z#E Trident
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Pod Identity
1. #7% Trident Helm {72 -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. SR THIEERIZZEE Trident :

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace

CRILUER helm list SPLRMAEREFMEN » HIUNGTE « v =M « B* - ARRE ~ BAREIRZA
MUEFTER o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RFEIR A REE: (IRSA)
1. #73% Trident Helm 472 .

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 327 cloud provider #1 cloud identity f9& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident \

——Create—-namespace
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CRILUER helm list SPLRMAALEFHMEN » HIU1RTE « sz « BR K& « BAREIR
AFUESTR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

WNREITEEA iSCS| » AR FER A B _ EEEUE iISCSI - INREFERRZ AL2023 Worker
node OS » BILUFEETE helm LRI B EILEENEHE SR EEZE iSCSI BRI :

(:) helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

&8 EKS SN ZTIZE Trident

Trident EKS HAITTH E1 2 BAIR 2SR « SHMETE > 048 AWS BRSBTS Amazon EKS JEE(E
A ° EKS HNNToHEPTSRIEHSMITERR Amazon EKS BEMZ2MAMEEN - 1D RE  REFEHHIMTHAT
BIITIEE -

FoRIGH
43 AWS EKS 527 Trident M0 2 AT > sARERIGE BB TRA

* BAMINETEIA Amazon EKS #EEIRE
* AWS ¥t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* BREREERY ¢ AMD 3 ARM
* IFER Amazon FSx for NetApp ONTAP t&Z &4t

EXFRERR AWS 89 Trident M0
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BEIES
1. 7f https://console.aws.amazon.com/eks/home#/clustersBEEX Amazon EKS 4 o
2. TEAIEEREET ~ ZEE Clusters ©
3. BEHEEAHFIE NetApp Trident CSI MiNNTTHFAIEERTE
4. 342 Add-ons > 7A183%E$E Get more add-ons °
S. SAEMKER AT P BREEZEMI N IO
a. [@ THEEIE AWS Marketplace [fiNrcF Z893 » RABEIESHEPREA "Trident” ©
b. 3%EHY Trident by NetApp 1A _EABIZEG IR o
C. %E1Z Next ©
6. 7£ Configure selected add-ons REE@E . E > #MITIUTIRME :

@ MR IEEARZ Pod Identity association > :5BKBELESER o

a. EEVCEERA Version o
b. iNRIEFER IRSA B15 5 » SAR(RRE A EhL B R EPIRHNEEE !
» AU EF AR Version ©

* {88 Add-on configuration schema #17#2{E > Wi configurationValues 2#7
Configuration values Z3 7% E A EIE L —EIPFREILR role-arn (EFERATIIER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MREE [BE) FRAEREALN > BIRAIMNEAN—EZERE I SEGH Amazon EKS Fhi
RUNRERE - WRAMABIUEFEHSRARERER » ARER R  MrILUFI B EERER
BIRHFEER - BIEIEIRY A > AR Amazon EKS SMIMEUS B EIRTREBTEEMNRE °

7. 3EFE Next o
8. 7f Review and add E& I > ##Z Create ©°

T RETHRE  EEEIERERWMTH

AWS CLI
*1.383] add-on.json EFE *

12 Pod Identity > sAERAL T :
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https://console.aws.amazon.com/eks/home#/clusters

G ==

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¢ IRSA 3058 « sAEEAMUTHEI !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

() # <role ARN> Bt E— S BRI M E ARN o

2.%24E Trident EKS N o
aws eks create-addon --cli-input-json file://add-on.json

eksctl
LUT&568n % Z4E Trident EKS Mifnrcf :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

7 Trident EKS MiNTT
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BEFES

1

N

- BEX Amazon EKS E#E& https://console.aws.amazon.com/eks/home#/clusters ©
- EEAIZERES « ZEH Clusters ©
- BEEAH T NetApp Trident CSI SMIMETNAI R E LT o
. $&§2 Add-ons 1Z%; °
. 3EHY Trident by NetApp > 7A%%3%HY Edit ©
. 1£ Configure Trident by NetApp BE Lt « 1T TIRE :
a. ERGE(ERAR Version o
b. FEFH Optional configuration settings W iRIETEEEITIEN o

C. {2 Save changes °

AWS CLI

X

TEBIER EKS Mo :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* BB FSxN Trident CSI SM#ZTURIBRIARZS © & “my-cluster BB IEHERE RN

eksctl get addon --name netapp trident-operator --cluster my-cluster
HHlEL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BHINTHEEHRZE L —F B UPDATE AVAILABLE TFEREIMIRRZS o

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force
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https://console.aws.amazon.com/eks/home#/clusters

UNREFEPF *--force #E1E » B1E{a] Amazon EKS MIME R E EICIR AR E®ZE » BIIEHT Amazon EKS
SMEMETUI E R ; CEUREITERAE » LRI IGHRESE o TEIEEILEIB 2 i » ;A (R Amazon EKS 4h
HEXFEERCEEEENRTE  AASLEREEWILRIEES - BRALRENEMBRBENEZEN > 5
28"9MEMEZL" © AR Amazon EKS Kubernetes I EIENEZ B » 520" Kubernetes HIIEIE"

FRI&Z25E | #5142 Trident EKS Mif0rc
1A MiEEIEA % Amazon EKS Mol :

s (REEHEE FHIMIINERES — HHEIEHEFEPR Amazon EKS HFIARENEIR - BIE 28R Amazon EKS BT
BHUREEEENE%E BB EH Amazon EKS MIINEREEAITHEE - (B2 » ©EREBHESE LAIMIINEEE o It
BEIE(HEMNERE R A B B L > AR Amazon EKS Mi/NEREE o 5 ILEEIE » MINEEER S HIR SR
S o A SRS “--preserve BEIE LR B M NEREE o

© REBEESTEBIRMIMNTHEEE — NetApp BFHEEEHNESE 8B T ARBZMMTHE R » TRHEE
PR Amazon EKS KNIt o 7 *--preserve 15 < IR "delete BB PRI AN TTH ©

() MEMMTHRIT 1AM IRE - ARG AM IEF o

BEFES

. TE https://console.aws.amazon.com/eks/home#/clustersFEEX Amazon EKS F & o
- BEAIEEREES « ZEH Clusters ©

. EEIBETE05 NetApp Trident CSI IMIENRIEELTE o

- #EHY Add-ons 154 > 7A12%EEY Trident by NetApp ©

. ¥£1Z Remove ©°

. £ Remove netapp_trident-operator confirmation 13551 H « 17 F521E :

a. INRIEFHE Amazon EKS EIEEIRIMIMETLEIERE » 5515E1E Preserve on cluster o MIREHEH
MR REEERE L » UWEETUBITEIRIMNIEXNFIERE » BHITILIRE o

b. #i A netapp_trident-operator °
C. 1512 Remove °

—_

o o0 A WD

AWS CLI
i “my-cluster BB IEHNERERM > ABRAITUTEHL ©

aws eks delete-addon --cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
LUF e < S ERZLEE Trident EKS MiNTT -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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BERF RN
ONTAP SAN 71 NAS EEEIfi2 &S
EEEN#FR  KEEEI JSON 5% YAML MV AVARRENE - ZIEREEISTCAAEMNHFER. (NAS &

SAN) ~ HERARM « ERPEUSERR SVM URINMETEE - U TEHABRTMAERER NAS Bi#E=RE
» RN fER AWS ZEEREFEREAR SVM 58858 ¢
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1l",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"
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1T 7 E < LAEBILAESREE Trident Backend Configuration (TBC)

* 1t yaml $2ZE Trident &IHZHAE (TBC) » WHITFAGHS -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* BR5E Trident RIn4ERE (TBC) REEMINEIL !

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP EEENFZTUsHARE 1
&R AfEFA T BEENFZTAE Trident 82 Amazon FSx for NetApp ONTAP 24 :

* ontap-san . SEBEEER PV EE2EBH S Amazon FSx for NetApp ONTAP FZREE FAY—1E LUN o H#EE
BAREIREETE

* ontap-nas . SESEEN PV #E— BRI Amazon FSx for NetApp ONTAP HEEE o #EE R NFS
1 SMB

* ontap-san-econony . FEBEEN PV #E—1{E LUN > & Amazon FSx for NetApp ONTAP FHRE A]
5R7TE LUN FUBE o

* ontap-nas-economy . SEBEEN PV #E—1E gtree » &{E Amazon FSx for NetApp ONTAP R &
AIBECER gtree (= ©

* ontap-nas-flexgroup : SEBAEN PV #E—E5TEE Amazon FSx for NetApp ONTAP FlexGroup
MR & o

BRAEREIIZRFAAE R « 2R "NAS EEHIFZT0" F0 "SAN EREIFZZ" o

K

REASZEITTHE » MITU T e R EBIIE EKS A ¢

kubectl create -f configuration file

AEEREER  FBFRITIR S -
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kubectl get tbc -n trident

NAME

PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

& imE RS AR S A

Y

s 2B TR T BBRIRAER

storageDriverName

backendName

managementLIF

166

2

Bound

BACKEND NAME

backend-fsx-ontap-nas

Success

HFRREE TN ATE

ERIEZY e T

=g SYM BIE LIF B9 IP {idlk »
AILEE eI ZTE (FQDN) o
R Trident 2fFEH IPv6 FEIZEZEE
By > AILEREAER IPV6 i

3k o IPv6 (b E R FIESRE R

B0
[28e8:d9fb:a825:b7bf:69a8:d02f:9
e7b:3555] ° WIRITIE

fsxFilesystemID ~HY aws i
et managementLIF > B AREE
EH1EM managementLIF » A%
Trident &7 AWS £EEX SVM &l ©
Ht > 485 SVM FHERE (
4N : vsadmin) 1EHEE:E 0 B
BEXNERE vsadmin B °

BACKEND UUID

7a551921-997c-4c37-aldl-

&
YRER A 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

EEENT2\ %8 + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"



W
st

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

=R EH

7 LIF B9 IP fiI3it - ONTAP NAS
EEFNTZT © NetApp E:HIEE
dataLIF o gNSRKIRM » Trident 1
SVM EYf8 datalLIF o & LUEE—
BEx2REMFE2TE (FQDN) AR
NFS BMRIR(E » MBI DNS
L TE %A@ dataLIF ZFEHL‘T—TFE\%?;:F
187 o FURREB T LIEN - 52

S - ONTAP SAN EE&7725 : iSCSI
MBIETE o Trident £/ ONTAP &
M LUN BREREIREIZSHREE
EEPTEERY iISCSI LIF © YRR E 2
T dataLIF » B SELESL - INR
Trident 21F A IPv6 {25 L4EH »
BIF LS EA(ERA IPv6 itk o IPv6
it BRAIERER » Flt
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] °

RUF BEhEE R BZ LA R [FAA
{&] ° £/ “autoExportPolicy 1
“autoExportCIDRs %18 ~ Trident
AU EEEIRELEREA -

EUF “autoExportPolicy” B FA 7% fidse
Kubernetes &i%4 IP B9 CIDR JEEE o
/8 ~autoExportPolicy #l
‘autoExportCIDRs #£18 » Trident &J
UBEEEEHRE -

EERRHIRERNER JSON &R
REE

AR iH/&R:EM Baseb4d 4RIE(E o A
REPRIEEERS

AR iRfhAZE % i8H Baseb4 RI5
B - B/REEERS

Z{S1E CA &80 Baseb64 4REE{E ©
BEA o AN EREEERE o

BREEEEs SYM ERES
& o ANEN/RENEDEREE o #l
0 > vsadmin ©

EiEE D SVM RS - ARER
BB EEEE

EEANFEEERKS

£ SVM FREcEHARRE R PR A RY
AR o AT REIAEDR - BEEMN
Jtt*%t CEERIIERIR o

g

false

"["0.0.0.0/0", "::/0"]"

MRIEET SVM B

Ho

trident

2 LIF > BEPT
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W

#

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare
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*2&7 Amazon FSx for NetApp  &70{£M
ONTAP 157 © *#2f#By “fsxadmin®

# “vsadmin' A EZEA Trident 1%

2= Aggregate R IE R IILABR S

FrEEIRERR o

MRARWEIEEA/NEALLE > " (FERTREIET)
AIBCE KRR o E5h > BIEREITH

EIBH gtree F1 LUN HBHIR K/

» W B#% “qtreesPerFlexvol AR

#rE:TEE FlexVol HiEEMR A

gtree (=2

1@ FlexVol volume BI&A LUN 2 “100”
BT [50, 200] EER o ER
SAN o

FAR RREEHERR RV ETEREAR © B null
a0 ~ {"api":false, "method":true}BRIE

IR IEEEITRR B B R B S F AR
sCERRED ~ BRIFEIER

debugTraceFlags °

LUESEDFRAY NFS #8185
B o Kubernetes FA M HERE & AYH
HRIEREEAFENPIEE 0 B

W R GEFLHER hR e E A EE

15 » Trident i$EEREIF A REERIG

SR ERE RIS E AV EEETE o YNGR
FHERMRERPE RIS TR EE

15 » Trident i A E7ERABIRVFAE
AR & & E (T I 88T o

BoE NFS 3¢ SMB HAHEERVIEIL ©  nfs
IS nfs ~ ‘smb g{ null o *AE
REA smb A BEIEIL SMB HEEE

& o *2R7E A null BIIFEERIEIL NFS

MEREE o

1& FlexVol volume BY& K Qtree  "200"
BE W ATE [50, 300] EERN

BRI LIEE Ty %8z — @ FH smb-share
Microsoft Management Console

ONTAP CLI #1789 SMB HH %8

» BLAEF Trident #1312 SMB A/

%78 o LE2 ¥ Amazon FSx for

ONTAP BifEHNERN o



W
st

useREST

aws

credentials

iR e E N RInERRER
CRILUER defaults ELEERD PRYELEEERIEFITARECE © A0 ~ SF26 TERVAERRERG o

W

#

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

siLPH eyl

w28 > AREA ONTAP REST false
APl o BB ES “true'BF > Trident 1%

£/ ONTAP REST API Ei1&i%iE

# o LEIHAEEE ONTAP 9.11.1 B,

EHTHRZ © b9k > EFEAY ONTAP
BEABBHXNERR ontap FERAER
F7FEVERR o AL EEM vsadmin®

zg “cluster-admin" Ao imE L E

I&BILUTE AWS FSx for ONTAP £
HERSEFRIEE TFIIEE | -
fsxFilesystemID : &7 AWS "
FSX IEERZM ID © - apiRegion "
: AWS AP| &15{%f8 - apikey "
: AWS AP| &8 © - secretKey

: AWS WZEER o

15E ERETEIE AWS Secrets
Manager H1#J FSx SVM £%:E o -
name : B8 SVM sR:EH SR
Amazon Resource Name (ARN) o -
type : BRIEAY awsarn ° HIFEFF4H
&l > 552 R"E1L AWS Secrets
Manager 225" o

Sk TE=%
LUN BYZ=ERE S EC true

ZeRMEEE ; Tnones (EfS) none
g volume s (%)

E(FFRY Snapshot FREI none

EARBIUMMBIEETSK QoS K& ™
4 - BEREF IS BIREE

qosPolicy 8 adaptiveQosPolicy H
2z — o ¥A#C Trident £/ QoS &
BRE¥4HEE ONTAP 9.8 S E iR

7 o EFEZERIEHZH QoS K&
B4R > WHE(REXRRSBHAEERER
ESERKE - H=ZM QoS HKI&KEFH
SRFIREIFE TR HMEEL
2R o
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W

% 55 AA 6

adaptiveQosPolicy ARSI EISRKE BEE QoS
[FRIE#E - BEAREERNHER
B]#%$2 qosPolicy 3¢
adaptiveQosPolicy EF 2z
— o ontap-nas-economy A3 1% o

snapshotReserve ARBREBIEIEE B2 "o R snapshotPolicy /& ‘none
> “else™

splitOnClone BIURRERNERIBEDE false

encryption TEEHEREE EEYA NetApp Volume  false

Encryption (NVE) ; TE:R{ES
false o EfERILIEIE » FENE
B3 NVE 5Fa B NVE o 1
B1BIEEA T NAE > BITE Trident
hifp iR AR E &2 B
NAE o UNFEHME » B2 H

> "Trident &1 NVE #1 NAE HYZE{F
FIl" e

luksEncryption ERFA LUKS 1% - 5526 " H
Linux Unified Key Setup ( LUKS
) "o {£PR SAN

tieringPolicy EFRNSERA none
unixPermissions R EREL - SMB Bl &EHR "
BZER o
securityStyle HHERMZ2RN - NFS X NFS T8 /E% unix © SMB FER(E

‘mixed 1 “unix 2 c SMB X A ntfs ©
1 ‘mixed ' 'ntfs' Z21ER, °

EZ& SMB Volume

B LUEH ontap-nas SEENTEINRECE SMB HARE o TE5ERE ONTAP SAN #1 NAS ERENFZNEES Z A » 3BT
SR TR | "EEECE SMB Volume"

FeEf#FE4RA PVC

BcE Kubernetes StorageClass ¥4l 217 A 7F485! » MAFET Trident YI{AECEMLIRE o 32
3 —1@& PersistentVolumeClaim (PVC) RfEFAEAER Kubernetes StorageClass :5K1F
BY PV ° 781& > &0 LA PV $#181E Pod ©

B (EEEER

fic & Kubernetes StorageClass #)14

#% "Kubernetes StorageClass ¥ 5 "¥{4#& Trident &5 A28 AN FACE RS » W35 Trident UNEIFCET

RR& o EFLLEEHIAER NFS MR &EEE Storageclass (ARATEMEMYIER > A2 T A Trident BiE
) -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

AEALUTEFIAFER iISCSI IR &EERE Storageclass -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

HE17E AWS Bottlerocket EECE NFSv3 HAIR&E » 551G AAHTIE “mountOptions’ E{#EF4ER! -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

FHZR"Kubernetes 1 Trident ¥{4" W BER A TZEER AN {AI B2 *PersistentVolumeClaim B & » M K&1%EH| Trident fiC
BBV EEEHE -
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Bif#EFER

1. E2—18 Kubernetes ¥)% > EILsEEA kubectl £ Kubernetes IR E ©

kubectl create -f storage-class-ontapnas.yaml

2. IRTTIRFEZTT Kubernetes # Trident F& | basic-csi #7185 > M Trident FEZ DRI T BiR _ FWEHTE
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
#37 PVC

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim "] (PVC) eHEE L persistentVolume

HAFEREER o

PVC AIMUECE A KT EA/NBIHFEREFEUEL - FiBRANBY StorageClass > FEEE S NMERLUEH]
PersistentVolume A/NIFEVRT » ER] LUEFIUBENRIFSF RS ES2H -

#2311 PVC & > ISR LUTE pod H#HE, Volume ©

HEHEFBE
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PersistentVolumeClaim #&74</5 8

ELEFIRETT PVC MEARFEEE o

H7E RWX FEURAY PVC

L& FIRET T —{BEd$a 2 “basic-csi'BY StorageClass BRI AR RWX ZEUEERIEZ PVC

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

£/ iSCSI K1Y PVC &5

L& B R T —EE% % protection-gold #Y StorageClass BEE#AY « A RWO 7ZEUERRY iSCSI EZs

PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

#2317 PVC

1. #3 PVC o

kubectl create -f pvc.yaml
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kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

2B Kubernetes # Trident ¥{4" LA B R TZEE R AN {1 EL “PersistentVolumeClaim B & > LA K3%EH| Trident fi
BEHEEN 2 HGEME o

Trident B4

BESBURE T FEERMLE Trident EENEFE MR EREHEENEREE o

Bt faR BEH BE K XiEE
YA 3= HDD * JB& Pool B8 ILEER! 15ERVEASEERY  ontap-nas ~
I » SSD ByYERS ; BRE ontap-nas-
RTMERE economy
ontap-nas-
flexgroup ~
ontap-san +
solidfire-san
provisioningType =& B BRI BIEEMERZE thick : FiF
BRE ONTAP ; thin :
FiE ONTAP #1
SolidFire-SAN
backendType F& ontap-nas Pool BIiETE E (EERI FrEBeEni2zl
sontap-nas- R
economy ~ ontap
-nas-flexgroup
» ontap-san
+ solidfire-san
» azure-netapp-
files ~ ontap-san-
economy
TRE] mE true » false Pool SZIEHIREB BERUAIRIEAVNL ontap-nas
HIHAIR & e * ontap-san
~ solidfire-san
B mM{E true ~ false BN IEER CRUBEA/E ontap-nas
MR & R&E * ontap-san

~ solidfire-san
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B4 L BESR (- 23K XEE

= mikE true - false EFMZIENE CERAENZENE; ontap-nas
HER & R& * ontap-nas-
economy * ontap
-nas-
flexgroups ~ onta
p-san
IOPS int EEH Pool BESHMTEELE  Volume {R2ET3& solidfire-san

ZEERNA IOPS £ 10PS
. ONTAP Select 4R %15

EEHGIEAER
I f#FLERIA PVC & > BIRIAE PV #MF) Pod L o ZER%IHE PV E1ZE] Pod RIEEHI

an S AAERS o

TER
1. 7£ pod #H#E volume ©

kubectl create -f pv-pod.yaml

MUFEEAIRTR T #§ PVC &5 pod BUEZAAERE | BAHERE !

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage
@ A LUER kubectl get pod --watch BESiF#E o
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2. AR @ EHEE /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREEAILUMIER Pod T ° Pod ERRIRTERFE ' BERRE -

kubectl delete pod pv-pod

7T EKS &5 557 Trident EKS MiA0c

NetApp Trident 15T Kubernetes 1 Amazon FSx for NetApp ONTAP fA7ZHIEIE » ;BT
MR ASMEIESENE TN ERAIEREE o NetApp Trident EKS SMIMEX B RIHY
L2 M EMIEXTEREE > WS AWS 558 » T8 Amazon EKS $8E2fER © Itk EKS
MR BT R Bh (I B FE(R Amazon EKS F2ENZ2MMIZTE M » WiE/ Zik - REME
FOMIESPT R TIEE ©

FERME
E74% AWS EKS 527 Trident fiINTfrZ Al > sEREMRIGE R HUTRM

* BEFERAMINTTHEHERRAY Amazon EKS ZEMRE o 3528 "Amazon EKS MifNToE"

* AWS ¥ AWS Marketplace FIHER :
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $82Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* ENEREEEY ¢ AMD T ARM
* IRBEH Amazon FSx for NetApp ONTAP 1EZ 24t

TR

1. SBIENEIL IAM AEF] AWS g » LUE EKS Pod BE$A7ZEN AWS BHE - BRAERAA » 52/ "E17 IAM A&
&F AWS Secret" ©

2. £ EKS Kubernetes &% I » EEZF Add-ons 1Z%;
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

3. Hi{E AWS Marketplace JMEET » SRR EEIZ storage $87) ©

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. % Z| NetApp Trident > #EEY Trident JMEFEXHIEEEIE > JA%EIE—T Next ©

o. FIEFTR M INTTHFRRES
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

NetApp Trident
Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X
You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel

6. ECEFTRBYMIMNTTHRTE ©

7. NRICTEEER IRSA (ARFEIRAR IAM Af)

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J

Add-on name & Type v Status

netapp_trident-operator storage ® Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name 'y Version v IAM role for service account (IRSA)

netapp_trident-operator v24.10.0-eksbuild.1 Mot set

EKS Pod Identity (0)

Add-on name - 1AM role [# v Service account

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Previous

SRHEMBRT R EE" -

3
\

8. E4Z Create °
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9. FESTMIINTTHRIAREE S Active ©

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by
NetApp, Inc | K]

10. HITU T an S LUEREE Trident ST EIERZEEEE L ¢

kubectl get pods -n trident

N @EETREVRERFR - IFEMENR - F2H "LEFFER"

fEF CLI ZE/fEMRZEE Trident EKS MNTT

/3 CLI Z4E NetApp Trident EKS M2 :
LT EEHIFE S L4t Trident EKS 4MiMER ©

eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.0-eksbuild.l (EFFAZEMAIRZ)

LR &5 < 224E Trident EKS MiMEZCHR S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.1-eksbuild.l ({EFAZEMARZ)

LUFEEfI15 < 224E Trident EKS 9MiMEZCHR S 25.6.2 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.2-eksbuild.l ({FRAZEMARZ)
£/ CLI )& NetApp Trident EKS M2 :
WU Ten S SREMRLREE Trident EKS MifNoo -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{# /A kubectl 7B H

BIREERT Trident BABEEFER A2 BIRIRAER o EEFF Trident MR EEFERRBE » UK
Trident FEZANEIEFECEMIRE o L4 Trident & > T—F 2RI B o
‘TridentBackendConfig' Bz & REZ (CRD) m[:EXEEER Kubernetes N EEIIME
I Trident &% o fBIAfERA “kubect! FEE A EHY Kubernetes #¥1ThRAVZERY CLI THAK
SRR LEIRAE o
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TridentBackendConfig

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{ERIiHiFHZER CRD » AJ:EEFHEH
kubectl EIE Trident &l ° Kubernetes fM{FEEIESIREAUEREEB Kubernetes CLI BIIFEIRR G » M
BEEHHNGLSHERRERX (tridentctl) o

#1317 TridentBackendConfig ¥4 » AU TIEMR ©

* Trident \RIREIRMEMEETE BB ILBIS © EEAEIRTA TridentBackend (tbe tridentbackend)
CR-

* TridentBackendConfig ME—#FEEIMH Trident #IZHY TridentBackend ©

@& "TridentBackendConfig &B£2 "TridentBackend {R{F—H—HIPLGIR% o A& BIRBHRFERERTHNEER
W 5 BER Trident RTEBRBIEYENAR

@ TridentBackend CR H Trident BE)EIL o I FEZMENEM - MRIECHEEFTHERIE « 58
IBIERK *TridentBackendConfig ¥4 BRI T UL o

FA2BLLT TridentBackendConfig CR & L& :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T AIUES "trident-installer” BERBVEEH] » T BEPIRHF T Q/ARFGHISEARE -

‘spec R BIRFTENHERERHY o E4HFIF « BiR{ER ontap-
san fEFEEENRET - MERILERKEHIHAVBESH - NEFEFEFRESENEREIEEE « 5
Z[1ink:backends.html [ "HFRIIEXNRBIHERER"~] ©

‘spec’ BEEtMEE credentials’ # “deletionPolicy’ M » EBLERAIEE
"TridentBackendConfig™ CR FHETSIAR

* credentials ! IEB#ALERIL > BFARARER/RBFETRENNEERN  L2HRERERE
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

#2371 Kubernetes Secret © 5358 BRI A SEAIX FH. A EE - BRIREHEER ©
* deletionPolicy : IEMIER TridentBackendConfig MIBRIFESITHNIRIE - ERJUBUA THEEZ

° delete . EFER TridentBackendConfig CR K E AR BY & IR EAR PR © S TERIE ©

° retain . & TridentBackendConfig CR P& » BIGEREFEE » WrFEB tridentctl EITE
12 o BMIFRFERIEE2 retain’ AlEEREFERERTEIRAE (21.04 ZRTARA) LFREEERILINELR o B
“TridentBackendConfig 2 & > RIUAEFTULHANIAY(E ©

BiImATEIBEB spec.backendName RE ° MIRKIEE ° BInBBERES
@ TridentBackendConfig ¥R %FE (metadata.name) ° #E:H{FH spec.backendName B
MR TR IHHE o

{#H tridentctl BIMBIRRZBEE TridentBackendConfig ¥I5 o (ERILUEIEE
BEEIL "TridentBackendConfig CR {#FH kubectl REIBELERI - W B IEIEEHERE

BU4BRE2 B (BI¥0 spec.backendName * spec.storagePrefix »
‘spec.storageDriverName' %) ° Trident & BE&HEEILAY "TridentBackendConfig' B3R A HI1&
IHADE ©

EfERA “kubect BILHBI RIS » SEZHITUTRE :

1. #8137 "Kubernetes Secret" o It & E = Trident B {#Z &£/ IRFS B FIEMNIEEER o

2. #37 "TridentBackendConfig ¥4 - EH B S B RMFEESE / IRISAVGEAE N « UKRE L—FhEIEE
28

EirEimRE > e LA#EHA kubectl get tbc <tbc-name> -n <trident-namespace> REREREAREEMI UL
EFZFMEN

HER 1 . 37 Kubernetes Secret

BII—EE 2R mFIN0ER Secret o BERFARE /| ToEZMHE—RY - UTE2—EEM :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREE T BER#FT A Secret XA ZHIMNL
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https://kubernetes.io/docs/concepts/configuration/secret/

#7748 Secret Fields it
Azure NetApp Files

Element (NetApp HCI“SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

473

clientID

fERERTE

28

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

1R IsRER
FERmRUEE MR P 1D

BEEFPIEERB SolidFire 5
B MVIP

FRREERE | SVM NfERE4
8 - BN ENEERENE (7 5EE

EIREE /SVM KIS - ARNER
RS D EREE

ERiRfAEEI%H Baseb4 RIS
8 - ARER/RENERSE o

ANILERERE - IR
useCHAP=true Bl 438IE A
B? ontap-san'# ‘ontap-san-
economy

CHAP ZEH 18 o TR
useCHAP=true > BIIA#IEIE © &
A ontap-san'# ‘ontap-
san-economy

BEERERLE - MR
useCHAP=true > RIlZ#41H1E - M
It ontap-san'# ‘ontap-san-
economy

CHAP B1ZRREN23ZHE - IR
useCHAP=true |4/ 1EIH o A
#? ontap-san'# ‘ontap-san-
economy

TFUEP BRI Secret * i EE F—HEIM TridentBackendConfig ¥4 spec.credentials i

REIA o

WEE 2} TridentBackendConfig CR

CIRTERI LRI TridentBackendConfig CR T o fERFIF » FF ontap-san EEENENMRIGEFERUT
FrAY TridentBackendConfig ¥4iEIIRY !

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

B 3 E§iE TridentBackendConfig CR HYAREE

#2317 TridentBackendConfig CR & ~ & nILABSEE EKAS o SRR TEF) :

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIGEMINEINAHEE TridentBackendConfig CR
B EZ BT LAUER A T H A —{E(E :

* Bound : TridentBackendConfig CR 212 > BZBIRE R configRef RES
*TridentBackendConfig CR BY uid BYE °

* Unbound : f#f """&RMR° “TridentBackendConfiqg ¥MEARERRR o FAAFIEILN
‘TridentBackendConfig CR FEREPEEISULPEEL © PEEREE TR » HIZHMIEZ Unbound ARES o

Deleting : TridentBackendConfig CR FY deletionPolicy HREAMR - &
‘TridentBackendConfig CR #fHIFREF » ©EEA TEEMBR) AKRE o

c MNRBIZEAFEFAMEBEESTS (PVC) » RIfIBR TridentBackendConfig i &%% Trident filp&1& s A

Kz “TridentBackendConfig'CR ©

° WNRBIRTFE—ESZME PVC > BIBIHEAMIPRIREE © TridentBackendConfig CR BE&EAMIER

PEER © & ImAN "TridentBackendConfig' R B TEFAE PVC & MIbRE A 2 Ib o

* Lost : 8 TridentBackendConfig CR BHEHI R IR 2 INHEMIPR » M TridentBackendConfig

CR MARBHEMIIREBIRAZRZE o iR TridentBackendConfig {HAfI > ‘deletionPolicy CR 1}

FART AR B o

* Unknown:Trident #ZfEEE TridentBackendConfig CR BRI B IRAVAREE S S FE1E o FI90, 401K API

{AlAR232 B EIEDL tridentbackends.trident.netapp.io CRD ff5k o BRIEEEEST A ©
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Et > BIHEMTHAE | BRILEEE—EEH MR > FIU0 "2 ln BTN inflfR" o

GEF) S5 4 BUSESHMMER
EEIMBITIA T2 B R AR E S &R -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LtESh ~ FHE RIS YAML/JSON 8 fi# TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Bl & backendName M ‘backendvUID [E]fE ‘TridentBackendConfig CR MEIZAYE
I °© lastOperationStatus iR/ TridentBackendConfig CR & —RIR{ERVAREE » sZ1RIERI AR
ERAERE (FIM > FREEEET spec PHELERS) FE Trident fF52E (FIUN > 7E Trident EFTEAEIHAM

) o H{EFILLZE Success I{ Failed °© phase FR/R TridentBackendConfig CR &% FRARBIAREE o 1
L+ mEEEHIF > phase BYEA Bound ° 5 EMkE TridentBackendConfig CR BB imRERN: o

BRI LAFIT kubectl -n trident describe tbc <tbc-cr-name> Bp < KREVSEHHENFAE

@ 1&48E5%(E M "TridentBackendConfig #4351 “tridentctl REF MR E SRR c- EE TR
£ “tridentctl £ "TridentBackendConfig' Z BEITIIRAFRERIP IR » B B A G ©

BB % I
{EF kubectl 11T HEIE

T EEAAI{ER “kubectl TR In B IE4R(E o
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

LlERES

filPf TridentBackendConfig B35 Trident MHBR/{REBEM (BURK “deletionPolicy) o &EfM
FR1& iR » sEFE(R deletionPolicy REAMIFE - ZEEEMIPR TridentBackendConfig ’ iBHELR
“deletionPolicy 5 E AR o Bk I UARBRBIRNIATEE » L EAIUER “tridentct ETEIE ©

HIT e -

kubectl delete tbc <tbc-name> -n trident

Trident A& F& Kubernetes IE7E{#EFEAY Secret TridentBackendConfig © Kubernetes AR & &5
Secret ° filfF Secret RRAZEIEIN I o IBE Secret FBEW R IRFEHRF > 74 FEMIB o

BRRANRR
PUTFHIHS -

kubectl get tbc -n trident

&t AT LL#N1T “tridentctl get backend -n trident 8%, “tridentctl get backend -o yaml -n trident’ JREV{SFR B IR A % ik
HEE o ILEEES SRR tridentctl BIL & ©

R
EHEBIENERAEERS :
s HERGHREEEN - EEFH/RSE, MAFH TridentBackendConfig YMFPEAN Kubernetes
Secret © Trident i {ERIREMNRIT/RE B TR o MITLU T < E# Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* BEEWBY (FIMEEZFERN ONTAP SVM B&TE) o
ISR UER U T2 EiZE8 Kubernetes ¥ “TridentBackendConfig #14 :

kubectl apply -f <updated-backend-file.yaml>

o IE O UFERAUTHRSHIRA TridentBackendConfig CR #ETHEN :

kubectl edit tbc <tbc-name> -n trident
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* MRBIHEMKRY > BinHEERTH L REMBECE  ERILUBBHIT kubectl get the
<tbc-name> -0 yaml -n trident’ 3% "kubectl describe tbc <tbc-name> -n trident’ 2R&EF H 5
O  m=rr-
© EEHEAEEAARRENRER - ERIUERMITEMGS ©

{5 tridentctl H{TRIHEIE

THEEUNEI{E A tridentctl BTR IR S IEIR(E o

tridentctl create backend -f <backend-file> -n trident

MRBIFRILKY > ARTRIFEEFERRE o LA UHITU T ap < RAZFTEUFIEREA

tridentctl logs -n trident

BRI EEREREPRMER > EETUBRHIT create’sp < ©

fpR1E i
B Trident MBKELS - FHHTFIIRIE -
1. BUSHHEHE -

tridentctl get backend -n trident
2. MBREL

tridentctl delete backend <backend-name> -n trident

@ YNR Trident ERCUILBIRECE TNHAFERVHEREFIRIR > BUMIPREX18 tnns B LE HL FC B RTAVRENR
& o ZBImIAEAELL TIEEMIPR) ARRETFTE ©

BARRE R
LR Trident ENBYRIR ~ 5HAIT FHIDER
* EERSHRE  BRIT TGS
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

ey
BRI RIRHERER - TUA T !

tridentctl update backend <backend-name> -f <backend-file> -n trident

=113

MRBIREHRY > MIRTRIGECEFERE » HELER T BEUNEMIRE - LRIRTUTHLEERREMU

HEERR :

tridentctl logs -n trident

R W EIERENEPEER » LRAIUBRHIT update B2 ©

s Bl 15 FR R IR BY (17 58!

E—ERILUER tridentcetl ARRMIMEHEA JSON BRIREIZNEZEEHA - ERERT 9 ERAEN >
WRBRREZIEL °

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

EtBERAMNER TridentBackendConfig BIIAIEHE o

TERInEIREEIAY M

T #E7E Trident PEBRRIENAR S o

BIERBIRAVEEIR

Mg "TridentBackendConfig' V¥ » BIESIRTEMEEENRIFEIEA c 5518 TUTHRE :

* (£ “tridentct BiZ Y& IR PI A "TridentBackendConfig SR EIEME ?
* f£/ "TridentBackendConfig i IZ & IHAILAER “tridentct! 2R EIEME ?
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fEF tridentctl BIWEIE TridentBackendConfig

KEIEREAUNEEE Kubernetes NWEIETZEI tridentcetl WHEIL TridentBackendConfig ¥R EIR R IR
HILBR o

RARUTER :
* BFEEMRIR °» )8A TridentBackendConfig * AATEMEA tridentct! 1LY o
* {8 “tridentctl EIIAFHE L > FRFEEEM  TridentBackendConfig #)14 ©
EaRMEER  BinEbRHEEFT © Trident B EHIZHAIRE I B EUETTIRE - SRS IR A MEERE

* HEAEFR tridentct REIBFEA BRI
* #fER tridentctl ij1§jﬁi%%5§:¥ﬁm TridentBackendConfig ¥ o EHRMEKER IR (ER
kubectl MJE tridentctl EITEIE o

EEFH kubect BEIRIRA %N > MEEREII—@ TridentBackendConfig 48 E ZIIRA %im o U TR T HIE
JRIE :

1. #8137 Kubernetes Secret ° Itt Secret £1 5 Trident Ed{# 1z as &/IRFE B FAERIEER o

2. ¥ TridentBackendConfig ¥t - HHEERTFEE / RFHFMEEN - URAEL—DHEITHIE
PR o E/NIMEEHERBIAAREZRE (FIM]  spec.backendName © spec.storagePrefix ©
“spec.storageDriverName'Z%) ° “spec.backendName' N7BREAIRB R IHIILTE o

TR0 : BRI

BB TridentBackendConfig i ZIIRBE B iR » EHREBSRIRECE - 40 » RAIRKRBHEIEEAUT
JSON EHREIRY :

tridentctl get backend ontap-nas-backend -n trident

fmm Fomm e

e o t——— +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o ———_—

e it o t——— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc-
96b3beb5ab5d7 | online | 25 |

e e ——

o e it fomm - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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HE% 1 . 37 Kubernetes Secret

By — A8 5% /&EN Secret » MNTFHIFATR -

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

B 21 3 TridentBackendConfig CR

T—# R TridentBackendConfig CR > FHBEMIESIIRA ontap-nas-backend (WIABIFAR) ©
REfRmENL FEXK !

* HHEINBIHAIBET spec.backendName FEF ©

* BeE 2 M RIGRIRMER o

* ERERAM (WNREFT) HARSTERIGRHEEENIERE o

* BRRENFEB Kubernetes Secret Fefft » MIEAEISXFR R IR o

EEBBERT > TridentBackendConfig' EER G EKRIEH :

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25'
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

WEE 3 | B8:8 TridentBackendConfig CR AYAKEE

7f TridentBackendConfig ¥iIZ 1% » HIEERWESA "Bound ° BERKRMEARARIFERENERIGATEM
UUuID °
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did

not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

RERIHERETTE2MFR tbc-ontap-nas-backend TridentBackendConfig ¥HHEITEIR o

TridentBackendConfig k= “tridentct
A Trid kendConfig BIHEE d 1

‘tridentctl’ ATFAMRFILEEER TridentBackendConfig®
I &G o tbSh 0 BEEMALIEESER tridentctl’ REBEFLREN 0 HiAEMER
‘TridentBackendConfig' WifEfR “spec.deletionPolicy’ REA “retain’ ©

TER 0 R RIR

I8N > RE%MER TridentBackendConfig I T &R -
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

e AREIUEL > "TridentBackendConfig' BRXTHEIEE » MEHEE IR (BRZE LKA UUID) o

TEE1 | HEEY deletionPolicy E&ES retain

SEIMIZRE—T deletionPolicy HIME c EEERTES retain © & AJFEFMIPR TridentBackendConfig
CRFf» BIFERNMEEFE > WalfFH tridentctl EITER 0

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

@ FRIE deletionPolicy ERAES ‘retain’® [REIFREBEITTF—F o
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WEE 2 . WP TridentBackendConfig CR

B%—% ZMB& TridentBackendConfig CR o F#EsR “deletionPolicy s2 €% ‘retain' % > ENa]#1TMIBRIR(E

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Fmm - Fomm -

R ittt R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o

e ettt o t——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e e ——

et et fomm - fomm - +

% TridentBackendConfig ¥4 » Trident RERFHBR » MA L EEMIREB RS ©

B MEIREFER
FERVAE TN
BcE Kubernetes StorageClass #1142 37 72485 > MA3E Trident Y{AIECEMEFEE o

AL E Kubernetes StorageClass ¥4

Lt "Kubernetes StorageClass ¥5"# 7! Trident 2% i85 ERMNMHEER > WIS Trident WAIMHEIRE o 5]
a
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https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

B2 ["Kubernetes # Trident ¥4 LA BRAR{HEZLERI AN EL " PersistentVolumeClaim B &f) » LAK3ZEH! Trident Fg
BEHIRENRHEEAEN o

B #FLER
#1I StorageClass ¥+ > BNRJEILHFERR! o [EFIERIE0] R T —LEr HERSERBE G

1. E2—1@ Kubernetes ¥)% > EIL:AEA kubectl £ Kubernetes IR E ©

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. %ET’:T:,@ %1 Kubernetes # Trident P& 2| basic-csi 77485 » M Trident FEZ BRI T Bin EMEHTE
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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../trident-reference/objects.html
../trident-reference/objects.html

"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

Eaczbll ot
Trident 121t IS E R IRAI S EETFEIER"

HE ~ AR EIZTUREMIEY sample-input/storage-class-csi.yaml.templ FEE - WiiF
BACKEND_TYPE AR H#FREIZN M o
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EIRHEFRR!
TR LR IR AR  RETAREFERR] « SR EFER Rl - LUKMER#EFLER

BRIRENREFER
s HEEIRIAM Kubernetes #12487) > 3817 Folsp < -

kubectl get storageclass

* BENIR Kubernetes FEFLERIEEHAE » 55817 R < ©

kubectl get storageclass <storage-class> -o json

* BERA Trident BIRIP HTFLER » FHITFIa< ¢

tridentctl get storageclass

* BERAR Trident WRZ HEFHEMFMEER « SFRIT &GS -

tridentctl get storageclass <storage-class> -0 json
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RE TR fEFARA

Kubernetes 1.6 #i% 7 R E R EFARRIBINEE - MREREBREFALMIFERES (PVC) FIsE TR
> iR AR L 7 AR A RECE SIS A MEBAR & o

s BIRTEEFARNERPAR R storageclass. kubernetes.io/is-default-class &4 true REE
TERRFETELER o {RIEMRE - (I EMERFRINERAE S RFETES false ©

* WRAIMER T an <R A RFEN R EATRRFER

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* B > IERTLUER TS e @ B IRTAR R AR A1 ¢

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident ZERAEHFPHEE I ULEERRIER)

(D BEP—RAEFETE—ETRRHETFIER o Kubernetes &Alf E I R G FE L ETRR TR -
BENTASURRIRARRMFER—K -
EalllE e shill|Efe

BR—EFIUGERA tridentctl £ Trident iR+ #IHEY JSON BERIZREIZRIESS o ILEFIERT jq
BAREI CAkERERREZIEN

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
bR ETFLER

EE Kubernetes IR EATFLER) » SBHITUTH T !

kubectl delete storageclass <storage-class>

<storage-class> EZBEMMIEIHEEFER o

BB FEFER BRI ERFAEHIREER AR AE > Trident IKEBEEIETH o

Trident @A HEE I AHEEREIFHITER £sType © ¥7% iISCSI & « &1 StorageClass &
@ DBHIEIT parameters. fsType ° EIEZMIBRIRE R StorageClasses i fEHIEE Y
‘parameters.fsType BEHEILE ©
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ECEMEERIEE

FeEMIRE

##£37—1@ PersistentVolumeClaim (PVC) - {ERBEEER Kubernetes StorageClass 2K:A
RIZEX PV © 9318 » &L PV #1502 Pod 1 o

A

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim ""] (pvc) BHEE L pPersistentvVolume

HFEEER o

PVC AIUEEE A KIS EXR/)\WHEFEBHFEUED o BiBERAKAY StorageClass » BFEEIEE NMERTLEH]
PersistentVolume K/NFIFEEET » ER] UAEFINBERIRFEREELLRH
1 PVC 21 > &8I LUTE Pod M EHEIEE o
##37 PVC
1. #3I PVC o

kubectl create -f pvc.yaml

m

2. ¥ZE PVC #REE o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. 7& pod A#EY volume ©

kubectl create -f pv-pod.yaml

@ RATLUER kubectl get pod --watch ESiFEE o

2. PR B EHEE] /my/mount /path ©
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kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. IREEAILUMIFR Pod T ° Pod FEARXRRERTE » BERRFE -

kubectl delete pod pv-pod

HHOENBE
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PersistentVolumeClaim 1458

ELEHFIETR T PVC ERAEEIE o

B7A RWO FEERRY PVC
IEEEHIEETR T —EE %% basic-csi B StorageClass REFEAIE AR RWO ZEUERRIEZS PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

PVC £ NVMe/TCP

L& B R T —EE% % "protection-gold B StorageClass BEE#RY « BEH RWO ZEVHERRAY NVMe/TCP &
K PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod ;5 E#f)

BLEHPIET TR PVC EHEE| pod FUEALERE -
EAAERE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP #HES

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

FA2F"Kubernetes # Trident ¥4 " LA B R TFLEE R AN {A1EL “PersistentVolumeClaim B &) > M K3%EH| Trident &t

EWRENS#EFAE -
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REHRE

Trident & Kubernetes &R TR HIEE BIEFTHEEAINGE - SHARER
iSCSI ~ NFS ~ SMB ~ NVMe/TCP # FC Wit EFrERARAEE T o
&7 iSCSI Volume

eI LAER CSI BcETZTVHET iSCSI HF@t#iRrE (PVv) o

@ iISCSI| HiIE&EIEFES ontap-san © ontap-san-economy > solidfire-san EBENFETNHE »
I BHEE Kubernetes 1.16 ESARZS ©
$ER 1 . 52 StorageClass MBI EIET

#REE StorageClass % ’ i allowVolumeExpansion M2 true °©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

HNBETFER StorageClass » HHEEITHRIEBUE S allowvolumeExpansion B o

WER 2 ¢ EATEEILAY StorageClass #£17 PVC
4REE PVC E&IEH spec.resources.requests.storage URMHEHHFAER S » 2R T BRRRIER
F o

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FRIUFFHEMIRE (PV) > URFHAFEHREES (PVC) ZBILRAH -

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

S$ER 3 EFEEE PVC B pod
& PV E#E1% % Pod UFREEE K/ o SHE iISCSI PV K/NEFEMEFR

* MR PV #E#EF pod » Trident ZIREHEFEIF LR Volume ~ EFREE BN BAEERZRFR/)

* EElEEARBE PV BIA/NE » Trident BTER#FRINIRITZHIRE - PVC #E R Pod % > Trident &5
WBHRRE T ABERRRIIAN o IRITRIEMINTTME  Kubernetes EEERT PVC BIA/ o

FEUEEEAIF ~ FEILfEM san-pvc BY Pod °
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV
EEREEM PV BIA/NE 1Gi SRS 2Gi » :A4REE PVC EXL

spec.resources.requests.storage B4 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HEE 5 ESEIER
R LU PVC ~ PV # Trident Volume B9A/N » UEERIB R R IEREE ©
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

&7t FC Volume

Al LUER CSI R EFZXIER FC Persistent Volume (PV) o

@ FC Volume #87t% ontap-san SBENFETNZIE ° BE Kubernetes 1.16 KB EhRAS ©

EE 1 5R7E StorageClass U IBMIEE BT

#REE StorageClass % ° 1 allowVolumeExpansion MfiIs&4 true ©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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M BETER StorageClass » HHEETAREUE R allowvolumeExpansion 28 o

SWER 2 . EARTEEILAY StorageClass 717 PVC

4588 PVC E&RMEH spec.resources.requests.storage URMEMWAER T » ZRTHBRKRRER
F o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FRIUFEHIRE (PV) > URHHARFEHIFEES (PVC) RN

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3 . E&RER PVC B pod
i PV MiINZE Pod LGREHE K/ « 58E FC PV K/NEFEMEER -

* N8R PV &E#ZE| pod > Trident EEREHFR IR LR Volume ~ EBMEB T RAEERZRRFAAN o

« EFREREEN PV BIA/NE > Trident EEREFERIFIETZMIEE o PVC #7EE] Pod & > Trident &
FHREE T RBEZRGFIIA o BRIEEMINTEAE » Kubernetes B PVC BIK/) o

FEULEHIFR ~ GEILHFA san-pve B Pod ©
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV
EEREEM PV BIA/NE 1Gi SRS 2Gi » :A4REE PVC EXL

spec.resources.requests.storage B4 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HEE 5 ESEIER
R LU PVC ~ PV # Trident Volume B9A/N » UEERIB R R IEREE ©
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

#&7¢ NFS Volume

Trident X¥E1E ontap-nas * ontap-nas-economy * ontap-nas-flexgroup # “azure-netapp-files’ & i _LAC
B NFS PV B EIETE ©

$ER 1 . 3R StorageClass MU ZIBHIEEIETE

EHE NFS PV IR/ » BEEESBEARBREERFHENUASHIREERE - HEER

allowVolumeExpansion H#Is&% “true:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas

allowVolumeExpansion: true
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MREELREIL T —ER B LLEEN TR » ST UGEMER kubectl edit storageclass #m#EIR
BREFENUAFTHIREIET o

WER 2 . EARTEEILAY StorageClass 317 PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Trident fEz% 1L PVC 337 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2mé2s

$EE 3. B PV
EERBIEN 20 MiB PV 8% A 1 GiB » 5458 PVC % spec.resources.requests.storage 584y 1
GiB

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

FTER A4 EEIETR
R LS PVC ~ PV # Trident Volume BYA/NRES =5 HEE A/ NS IEFE -
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |

PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +

PEARLRE

&R LUER “tridentct] import BU3BBMEA Trident EAGHREIIFAMHEEES (PVC)
» IIRA FHFHEEEE A A Kubernetes PV
A EEEIE
IR AAS R @ BB A Trident IX -
c BEARERN SO EEFEREREENE
« AIREEREXNFERERENER
* BB Kubernetes S5
s EXHERIMERERREXEN

ZERH
EEAMREEZA > SRR TIEEFE -

* Trident FEEEEA RW (GEE) #BTUAY ONTAP HIR&E - DP (BkMFR:E) ERMHIEE R SnapMirror B1EH;
& o (THGHAIEEEE A Trident ZA0 » (BFEZPEEEETRAZ o
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* BFIEZREARBERPERNEIRE - SZEAETTERNMBIRE » SAERZHRE » ABHITEA o

@ E—UHNEREEE LHEE » A2 Kubernetes AR FcAIELR » BB ZEERD
MEEMIINEI Pod L o SRIAEEERIERIE o

* #7R "StorageClass W7ET1E PVC 387 » 1B Trident ZEFE AR A SFEH LS8 o fAEERN BN ER IR

& RIRIBREF R I T ANREFE R ETERE - ARNERESET - FItEEARB T ERZEE TN
It > BMfEIR & FERNE PVC RIEERFER AN BRI EELL - EAHAGRK -

* HAWRERNA/VE PVC FRENRE © HFRSHEXNEAMITER » FRIL PV LA H ClaimRef £

PVC REB#EEZR o

° BIWREREIRAITE PV FREA retain © £ Kubernetes TN E4E PVC 1 PV % > BIYRREI & B34 4
Storage Class FIEU/RRAIFBET o

° YN Storage Class RIEIWREZR delete » BIE PV tRMIFRE > RE1FHIRE th S HRMIER

* FERIBER T » Trident EEIE PVC » MERIREHE% FlexVol Volume F1 LUN o f&B]LAEIE "--no-

manage FEIZ2RE A JEEEE Volume » LUKz “--no-rename FEIZZR{REE Volume & 7E ©

° -—no-manage* - IRFEMA --no-manage 125§ » Trident T ESHBEEIRAREEH PVC ¢ PV $1TEM
HARE o Wbk PV B » FFHIRER SRR - Hitig(E (AR RMNERERAER)) the
W 2B o

° —-no-rename* - NRFAH --no-rename 1Z5& * Trident BEEEAMIGERREZIRBHIEERE  IE
IR @AY A an B R o IEBETE{E 48 ontap-nas © ontap-san (831 ASAr2 &#4t) # ontap-san-
economy EeEpigt o

WNRIEHEFER Kubernetes #E1TR 2 ELEEE » EXETE Kubernetes Z IMNEIRETFHEL
IEMEDELR > BEEEEIEEESA -

PVC #1 PV E¥mE—E:1E - HIEBAME | —BIEm%HMIEEEEA » Z2IEm PVC Ml PV Z2ERE
12 o LR REE I MIBR o

BE AR &

COILUFH tridentetl import BB AE Trident EBEAGEER PVC KEAMIEE o

() wREmPvc R ASEETHIER tidenict EARIKE -
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£ tridentctl

1. 337 PVC #2ZE (¥ pvc.yaml) ° AREI PVC ° PVC #£ZXEEE S name © namespace
accessModes M “storageClassName ° &t BJTE PVC E&EHISE unixPermissions ©

WU RREREEEE

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: my claim

namespace: my namespace
spec:

accessModes:

- ReadWriteOnce

storageClassName: my storage class

() w#earmsm-EHMSK GNPy LBEIHREA)) TETEREADSLH o

2. ffMA tridentctl import IESIECESHEER Trident BIHABU KT L M—ZHZEEEN
%8 (%0 : ONTAP FlexVol * Element Volume) ° -f 282N ERN > ARIEE PVC IEEMNKRRE -

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>
{#F PVC 178
1. 3 —{@ PVC YAML 82 (I8 > pvc.yaml) > EFESFAER Trident EEAGTAR - PVC 1EZX=MESR
=

° name M namespace EHFEE I
accessModes ~ resources.requests.storage A0 storageClassName TR
° BhEE

* trident.netapp.io/importOriginalName . BiRAVIEIEETE

* trident.netapp.io/importBackendUUID : MFREFRTERE IR UUID

* trident.netapp.io/notManaged (AJ¥) :&EA "true" RMIFFTEMIRE - TARE
7 “"false"o

T REATEHRER AR :
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. % PVC YAML t12ZEAFEH Kubernetes F£ .

kubectl apply -f <pvc-file>.yaml

Trident F EBIEAMKRELFEREE PVC -

gl
AEENUTHRREASED - UTRZIRNESREL -
ONTAP NAS #1 ONTAP NAS FlexGroup

Trident Z#E{#H ontap-nas M ontap-nas-flexgroup SRIIZNETHIREEE A

@ * Trident A3 EM ontap-nas-economy ERENFETVETTHARREE A ©
®* ontap-nas 0 ontap-nas-flexgroup EHEX AT EENHLIRERTE o

{#H ontap-nas BB EIUNSEMEEEZE oNTAP BE R Flexvol HHEE o A ‘ontap-nas®
EENTENEEA Flexvol MAMRERIZIERIUAERE o onTAP BEFBEER Flexvol HEETIMUES
‘ontap-nas PVC EEA ° [E#k * FlexGroup HiEE AT LA{E% ontap-nas-flexgroup PVC EEA °

{EF8 tridentctl B ONTAP NAS &5
T EEFIRRINMAFER tridentctl EE AT B &M IEFTBEHIEE
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SEEMIREE
LU T E56IE A %7 "managed_volume B9 Volume » 3% Volume {iIi¥%47% “ontap_nas Byl :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

o Fomm—————— Fomm -
fom - o fom fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o i fommm - +
| pvc-bfb5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o - fommm - fom -
fom— - o fom - e +

Rt EHERE

fEF --no-manage 2%F * Trident A2 EH e RHIEE o

MUTEHFETE ontap nas BIHEA unmanaged volume :

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

{EF3 PVC :1fi#HY ONTAP NAS 5
MUTEFIRRIEER PVC sHREATEMIEEEHIIEE o
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SEEHRE

LR E5I1E1&1R 81abcb27-ea63-49bb-b606-0a5315ac5F21 BA—{E%HZ “ontap volumel HJ
1GiB ‘ontap-nas HifRE » MfFHA PVC 53R E T RWO FEUET :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

KL EHIRE

W& % 5 34abcb27-ea63-49bb-b606-0a5315ac5£34 BEA%A “ontap-volume2 By 1Gi
‘ontap-nas HHRE o MEfER PVC 52k E RWO FEUETR :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Trident S2#&{#H ontap-san (iISCSI~ NVMe/TCP #1 FC) Jz ontap-san-economy EBENFE T EITHARE & B
)\ o

Trident B FEEA B 28— LUN BJ ONTAP SAN FlexVol Volume © 358 “ontap-san EEBIFZ T —2X - LLEEBIFES
Z45{E PVC #EiL—1E FlexVol Volume - Mi7E FlexVol Volume R#EII—1E LUN ° Trident @& A Flex\Vol
Volume i E 8L PVC E&HIEILRAR: o Trident TTLLEE A “ontap-san-economy &5 %1 LUN BY Volume °©

WTEARTIFIEATEMIFEEWMRE -
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SEEHRE

HIFEEMIEE « Trident 4% FlexVol BB ER#ap %4 pve-<uuid> MR ~ WiF Flexvol HEER
By LUN EFds%A lun0e

LUTFEEHFIEEA ontap-san-managed FlexVol volume » s%HEFEEZTERY ontap_san_default & :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

FEEHIRE

LT EHIE7E unmanaged example volume ontap san BIREA !

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

WNERIEHE LUN HFEEIEL Kubernetes E1%5 IQN F£AE4ERE] IQN Y igroup » I FHIFRT » EiFUWREI LI TFEEER © LUN
already mapped to initiator(s) in this group ° EERREEIZEHECHMET LUN 7 5EE A LR

[=]
oo ©
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

avE S

Trident SZ4B{EF “solidfire-san EREIFZTLEE A NetApp Element EXE2F1 NetApp HCI BAREE o

@ Element SEEN12 T\ IR ERAVHIIRE 18 o (B2 > MIRFEEERIHMIRERME > Trident EF[0]$HE
a2 o FEHMEERERE  RHE—pHERE RN - AREABRNRE -

T &5 &R IR element default EBEA—1E element-managed volume °

tridentctl import volume element default element-managed -f pvc-basic-

import.yaml -n trident -d

e ELEEtatattat bt e i Fommmmmmemememe=
Fommmommmme Fommomemeressmsreerenessosoeseoomomoms Fomommmme e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e L L Fommmmom= Fommmmmmemoomo=e
et et Fommmmmos Fosmmmmmes +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
e Fommmmmms Fommmmcmcmsmsmss
Pommmmmmm== e mes e s s s s s ssss Pommmmm== o= +

Azure NetApp Files

Trident S2#5{# M azure-netapp-files BREIENEABIRE °

EEEA Azure NetApp Files HERER » A5 @AM & BRISH A MR E - Mt E RS EHEERE
() hEsime ./ BHOES) o AU > MBHWMISSS 10.0.0.2:/importvoll » AIHBREISIES

importvoll °

LT EHIE7ERIS azurenetappfiles 40517 EEA—1@ azure-netapp-files volume » MifHF volume
F&1E importvoll ©
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tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

fossssssssss s e se s s oses oo sssssss s s e fememesmmeeeaa=
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Google Cloud NetApp Volumes

Trident S2#&{#H google-cloud-netapp-volumes EBENFETNE AMIERE o

LUTEBHNERMIEE testvoleasiaeastl B IK backend-tbc-genvl BEAMIEE o

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

Fommmmmmemsmesesesese s s s s e ss s o=
Fommmmmmmcemeoeoeoeoom= Frommmmomom= Fommmmmmrmesrrrrrrrre e meme s e emm o
Fommmmm=e Fommmmmme= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmcmcosososssrsres e e e T T E eSS eSS Pommmmmme=
Fommmmemeceessesesesee= o= Bt et
Fommmmmoe e +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8cl8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

Rttt P

o essesesesees Rttt Bt e e
Fommeomoe e +

T EHImE a7 R—&EEE mERE &R E A "google-cloud-netapp-volumes HEIEE :

224



tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"

-f <path-to-pvc> -n trident

o fomm -
e R e et
fmm====== fememe==== 4

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssss=ssscscssssssssosossssssss=sssa=s fememe====

fm e e
e e +F

| pvc-a69cdal9-218c-4ca%-a9%41-aeal5ddl3dcO0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8cl1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

fossssssssssssesessssssasosossssssasssssass fememema=a

frosssssmeemes e from=mee==== frecsmeeem s m s s o s e e
fre=m====s fremmmeme=s WF

BEJER &R BNIRE

£ Trident » AT AR IR EISE EENLBNEE - SRNEHMIER I
B HE R FERIFEER Kubernetes BB (PVC) o el IUEBIHEZRIEMNR » BAREIL
B R E LB EIER ; I - BEARERN MR E I T BIEELEENR
FHtRZ Al
Y BT E A TRFIEE ¢

* Volume 337 - BAFIEREZE o

* HH? ontap-nas-economy ERFIFEXME » R A Qtree MR EN LB S BBEAE o

* H? ontap-san-economy SEEIRZEXME » RE LUN RBRISBMEEA o

PR

© BFTHFE R TB(EH ONTAP AZIEEEEEFZERS ©
RES ontap-san  ontap-nas | ontap-nas-flexgroup BEEiEXN IR TER -

* BRI ELBANEARIRAMIEE o

F] BRI R E 2R R R T

* MNRHPRBEARPIEEBENMERIE - AIRIFRIKY - B - MREBAEARALY > BIHREE
RIRBIRA R RIENEG R o

* BERRIHARPINLEHAGLIEGEER » BEFEREFTAER o EAFENEEFoEE I U B

225



EHA
RinHRSEED) « LIBHLAMITR
BIATEIREARA / SCtBARER B LiBE o
R AR &

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQ0",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"
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IRt AR s

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

LTS A E
i1 :

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{
.config.BackendName }}"

il 2 :
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

RELENER
1. WRHREEA - EERAURENRERBRERIR » 788MERE - Al :

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} °
HINEEHIRREA » HMIFeLBERRRERPRERERNBHEEL

Trident A ERTI R EE FHRMFRIEF T —IEER °

MRESBAFEEEWE—IHIRE ST > Trident AN —LEFEI F o A2 L M —RVIAIRE 18 o

Y15R NAS (EERHIRE R B LBREBE 64 BF 7T > Trident FHKIRIRAN SRR RHIZE - BT
FREEfth ONTAP EEE)IZT( - R E LIEEARIERS - AIMREZRIZFRERM -

o &~ W DN

DD%D\EFEﬁ _7r NFS Volume

M Trident ~ IERIATE E s B =B PR IEIRE « WE— (A ZEXRB b =R PHEAZ
HiTR& o

ThAE

TridentVolumeReference CR FI:EIEE—{E TN Z1E Kubernetes fn# 2R 2 2 2+ ReadWriteMany
(RWX) NFS & o 5% Kubernetes REMABREBUTES !

ZBIRFEUERIUEREZ DS
R ETA Trident NFS Volume EBENFETL
* R tridentctl FEREMIEIRE Kubernetes s

IEEET T Bm{E Kubernetes #r54ZEfGAHY NFS WA E B
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@ &

________________________

namespace

TVol €—p» TVol

1
1
]
1
1
secondary |
1
1
1
1
1

=
3
2

.......................

TridentVolumeReference

K ---------------- s Primary PV Secondary PV y

primary/pvci

\ .PJ
Storage e e i s *
Volume

O
N

5
2

AEP ERENAI R E NFS MR &HA o

FLE R PVC LI AR E
BB A BT IR PVC RERBIHER o

Y

BRI EBIZHETRFEI CR HIEIR
EEEIEEIRTEIEHATEMNER &I TridentVolumeReference CR FIHER o

EEEa R LRI TridentVolumeReference
Edn 4 2 RS F 12 3L TridentVolumeReference CR LS| FZKJE PVC ©

|

EEEmA TR EILRE PVC
BiEmaTRNEE ZEEINE PVC » WWERAKIE PVC FHERIZKE o

R E AR B Byt an 54 22

wiERLE > BadEZRARRER SR EEEEE - REEESN B Raa=RMEAENIGENRE - 5@
TRESIEEEREAR -
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1. KEGLEREEEE | EIRDHREMPEIL PVC(pvel » #% PVC BT E B 26 %2R ( namespace2' 1t
ZHIHERR > 8 “shareToNamespace 51#% ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 2217 PV KHE &% NFS EFHIRE o

° WA UERESR D IRAVEER PVC HBAZEamZmR - Al -
trldent.netapp.lo/shareToNamespace.
namespace?2, namespace3, namespaced °

@ ° [WRILURER ~ HAEIFrA R ZER - flg -

trldent.netapp.lo/shareToNamespace: *

o ] LABERF BT PVC B & “shareToNamespace 7% ©

2. ZEEEHE | BFCIBFENENAGHERIES] (RBAC) @ UEFEHEGLTHBEEETEERAE
R I7 TridentVolumeReference CR HIHEIR o

3. BEmaTEREE | TEEHnETERIPEIL—E TridentVolumeReference CR » 5|z IR & 2=
pvcl e

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BEGATEEESE | TEEHRAZER (namespace2) HEI—IE PVC (pve2) » MfEMA
shareFromPVC sEfERISTE IR PVC ©
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() Bt PVC HAIMSBIREER IR PVC -

LS

Trident 3&EX “shareFromPVC' B1E PVC LHVsEfE » Wik B1R PV BIAKBHIFE » ZMIREAE RBRHEFE
R famAR PV HAZKIR PV M#EEEIR - B1E PVC Ml PV BERMEREBHE—1X

PRI ZHR &

IR LA PRES 2 Bl on & =T ZHIHAERE © Trident A2 FRARIR AR = B A AR E U Z AR » i fREE HAthH
R &R A ZEENFEER o 2P 5| BERE a2 EMEEBIRE > Trident 24 SRMIFRZHRE o

fEF “tridentctl get TARBHIEE
£ [tridentctl 2T ~ EBEUBIT get MLTREFNBHIEE o NFHFME ~ 552/ tridentcetl

AR ANEEIA o

Usage:
tridentctl get [option]

1=ae
* °-h, --help: BRAMEIRERIREA o
* -—parentOfSubordinate string : iFEHRFITERLBRIFHIEE o

* —-subordinateOf string : BFEHEHITE Volume BYTEK ©

PR
* Trident #AM L B En R ERR AL BHIRE o TR ERERHEIH MR LERLRERESR

o
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* B IBBBPR shareToNamespace 3 shareFromNamespace sEfREEfMIBR
TridentVolumeReference CR REFEHEKIE PVC FEEHEIR o EEREHFEER » S BfIBRIEE
PVC o

* B EA 1T Snapshot ~ AT IREHR(E o
MEEZE
EERARRIS ST EEEEFE

* SHR "ERR TR BMEZHRE | DiEEhATMEIREEEE"
* B1E "NetAppTV" LHIREEA ©

B EEERERE

&/ Trident ~ AT LU FE— Kubernetes ¥/ RREIGH & R NMNIR AL E NME
REBER S AR o

TR
EEREIRE Z A  SFRMAIRRN Bt RiRrREAER - BABHERRFEER

() E®2EREREEE ontap-san Al ontap-nas HFEHER « R EHFEN o

S
S

F

R
QEFXED REI AR EMRERR o

7N\

FRB IR PVC LUEURIE &
RepRZEREEA ER TEECRIR PVC RERIBVER -

X

B EBEmRZTMPET CR BIHR
HEEIEEIRTFEIZHhATRIMNEAEEIL TridentVolumeReference CR FITE[E o

B &5 2RI TridentVolumeReference
BiZan 5 ZeRIM A E &I TridentVolumeReference CR L3 |B3E PVC ©

EERREMPEILER PVC
BiRap R EREAER EEI PVC MIERRFEGHRRZEMFH PVC o

SR E HEJRA B Byt an 4 ZE
#EFRZE > Bt TEENERETER RS2 EMEEE - £#EEESNBEaaE=REEENGENE
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- BETREGIEEEREAR

1. EMLTEEESE | ERFEHFRALER (namespacel)FEIL PVC(pvel) » MfEMA cloneToNamespace®
SRR EEBEM TR (namespace2)HEF o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 137 PV REBIRHIFHIIEE o

o ERIAERESR D PRAVEER PVC A2 EdGm%ZER © fit »
trident.netapp.io/cloneToNamespace:
namespace?2, namespace3, namespaced °

@ ° [CRILUER ~ HAEIFrA R ZER - flg -

trident.netapp.io/cloneToNamespace: *

o ol LUMERFE T PVC LB & “cloneToNamespace 517 ©

2. BEEHES | MRCHRELERN RBAC ) LR FEEGATEHEEEEEEmATMPEL
TridentVolumeReference CR BY#FR(namespace2) ©

3. BIZMATREAE | TEHIEZEMREMFPEIL—E TridentVolumeReference CR » 5| KR % =M
pvcl °

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel
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4. BEGLTHEEESE | TEEDHRZEM (namespace2) HEI—E PVC (pve2) ° A cloneFromPvC
& cloneFromSnapshot * MK cloneFromNamespace sHfEIIEEKIE PVC ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvcZ
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:

storage: 100Gi

PR
* HHEA ontap-nas-economy ERFNFEXECERI PVC ~ RZIEMEEEZ o

{8 SnapMirror R

Trident ZIEEZE FHRFEHIEEMHBEERE TR EEHGE 2 MBI RGRF - LB
BEBETKEER o Er]UFERA% % Trident Mirror Relationship (TMR) Mg Z=RIE
F]EJREZE (CRD) ZR#ITRINHRIE :

- EHIEE (PVC) ZRIEIEBRRIA

- BIRHRLE > RIS RIA

- THEE R R

- EXBIERT (REBE) BAREMEE

- A BIAMIEERE BRI  BREREATEENNEIRED

ERBATER IR
ERBZAD « SAHEIRTT S THSERIGM -

ONTAP &5

* Trident : £/ ONTAP {EA&IRBIEE Kubernetes =5 B1Z Kubernetes 2 4 7B7Z1E Trident ixas
22.10 S EHhRZ ©

SR WEERREFM BRI ONTAP E5£ VB ERERHMREEHSH ONTAP SnapMirror JEEICIZIE - {NE
HAME > 352 "SnapMirror F2HE4EEE (ONTAP) "o
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& ONTAP 9.10.1 B%5 » FRAEIRIEILL NetApp IRIEEZR (NLF) B9 iRE » ER—Er BB ZIBINEEN
B—1E2E o NFFME > 5528 "ONTAP One FEMIBYIEIE" o

@ {£3742 SnapMirror JEEIF1R:E o

HE

* SR SVM | ONTAP (7S IS R IS SR - ISR - 35200 54571 SVM S Bt o
()  m®EmME ONTAP #5E2 IS RRIA-RERE SVM 2IBRE—1 -

* Trident 1 SVM : ¥FiRix SVM B BRI EE 89 Trident {88 ©

X ErEESNEIl

NetApp Trident 2R {#F T3 ERSNFZ X ZIBAVETZEER ~ 3548 NetApp SnapMirror SATETHIIREER !
ontap-nas : NFS ontap-san : iSCS| ontap-san : FC ontap-san : NVMe/TCP (FEE&H{K ONTAP ki
75 9.15.1)

@ ASA r2 ZEAZHEE A SnapMirror FVEEIREES o tNFE ASA r2 RAAVERIER ~ sA2 /" 72
ASA 2 BIZRM" ©

BI85 PVC
RIKIRE LS BRI (EA CRD &£ » EXHEREMRNEMIRE 2 MR HRKRRE

TR
1. £ Kubernetes & FHITTHIFEE -

a. BI7—{E#A trident.netapp.io/replication: true 28 StorageClass ¥4 o
il

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs

trident.netapp.io/replication: "true"

b. {4 AIEILA StorageClass 1L PVC ©
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vl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. BB E A E N MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Trident BUSHEE AP E MR EN BRI ERRE (DP) AKES » ZA%BIEA MirrorRelationship BYAK
REHRMIL o
d. BY48 TridentMirrorRelationship CR IEX{S PVC BIAERLFEF SVM o

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. ffRE Kubernetes #£&E FHITTYITER :

a. #17 StorageClass iz&E trident.netapp.io/replication: true 2% o
Ef

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. 13 B BIZMFIRENH MirrorRelationship CR ©
el

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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Trident ¥FAE R EMNRIAERNLTE (3 ONTAP BITERE) EII SnapMirror BEMANLHEELAIHA1E o
C. B3 —1E PVC > 1§ 5cAii2 I StorageClass E&%#HBI (SnapMirror B1Z) o
g

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident #$1& & TridentMirrorRelationship CRD » U1RBIERIZTE > BIRBIIHREE LB o TN REARIZETE
» Trident HEFE{RIG T FlexVol HAREE B 7252 MirrorRelationship FEZMiE IR SVM %R SVM L
Volume #EERAE

Trident $31&RA% (TMR) @—7%& CRD » ©X/T PVC ZREIEERAEAN—iF - B1Z TMR A5 —EAREE » sZAREE
HH Trident FREEHYAREE - HIE TMR BB LA TAHRRE :

* BRI &t PVC RERGRAGIBENGEE - S —ERBIEA o
* Promoted : 75 PVC 7 ReadWrite Ba#E; > BRI B HRGREREER °
s B . A PVC BEGBFRABERIM Volume » BRI RN IR G RAERT ©

° YR BIE volume B4LELZKIE volume BRFER » B BEREMEIIAREE » BAEZE R BH1Z volume
HRA o

° WMRMIRE 2 IR BRI FAA > BIEMEIIARAEER ELM o
EIEst B AR EIARIEAXE PVC
EXE Kubernetes 225 F#1T F3IFER -
* ¥ TridentMirrorRelationship B spec.state f{ILE % promoted ©
Esr 8RR ERE PVC
EEMRERE (BE) R ITUTERUIRARE PVC !
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1. 7% Kubernetes #£ F ~ #37 PVC HIREE ~ W SEFIREBEITTEHH o
2. 7£F Kubernetes 2%  « #1317 Snapshotinfo CR MU EVSAZRFAAE o

&)

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 1£4##BN Kubernetes #£ t > #& TridentMirrorRelationship CR BY spec.state {17 promoted > Aif
spec.promotedSnapshotHandle EHi A 1RERAY internalName ©

4. 1E%HBh Kubernetes 25 + > BT TridentMirrorRelationship BIHREE (status.state (1) SEZIEF ©

WEEBRIERRGRF
TERBSEZA  FERCEMANEERN—IF

1. 7£84B) Kubernetes &% I > F#{R TridentMirrorRelationship _E spec.remoteVolumeHandle H{IAIEEE
o

2. {£§4Bh Kubernetes #£ I > 1§ TridentMirrorRelationship B spec.mirror BIE 7 reestablished °

H{EZE

Trident XIRH T EMIRE N REHIR&NIT FHHRE
&2 PVC EREIRBIRE PVC

mRIERISERBEE PVC MIRE PVC °

1. REBIIMEE (B1E) EE MR PersistentVolumeClaim 1 TridentMirrorRelationship CRD ©

2. £ (FKR) #FEHMIER TridentMirrorRelationship CRD ©
31X (TR BELABEVMFEE (B1E) PVC EBI—E#BI TridentMirrorRelationship CRD °

BEHE - TBRRE PVC BIA/)
PVC AU E—EEEE A/ » RSN S@BEATA/ » ONTAP ¥ EEHERT[BEZ FlexVol o

it PVC BiR1EE
EERRER » A BN R EMIREEHIT FIEP—IE{EE ¢

* MIB&EHEN PVC LA MirrorRelationship o ERGIEE BRI ©
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* I & » 1% spec.state I EFH %A promoted °

fib&—18 PVC (ZRIEHEK)
Trident EIRERSHAERN PVC » WX ERAMIFHIRE Z AIERERRE

kg TMR

fpRERERAAE—AIR TMR EEEFIERRY TMR £ Trident SEAMIBRIESRE Z AIEHZS promoted ARRE o YNSRIELEER
BREY TMR BEEZIX promoted ARRE > RMATFIER G > LR TMR REA2ER > Trident St PVC 2A %
ReadWrite ARR& o HEMIFRIRIFETEM ONTAP FRAHEHEIRER) SnapMirror RAEE K] o I RKRIERERAFE DL
FRItHIR & » RIFER IR G RAR R RERIRES established IR EETHT TMR ©

ONTAP LB EH IR G %

BRRAZEIIBOIEREL o ISR LUER state: promoted B, “state: reestablished i 3R E R o 1§ B 1ZHE
EIRFA A EIR ReadWrite FAREEEF ~ &R LUER promotedSnapshotHandle F5E 1% B aitiiiE & B R 284S
TEIREE o

ONTAP BH4ZBFEHTIRGRBAR

ISR LAER CRD #14T SnapMirror 5837 » M#EE Trident £2 ONTAP £ HIZELR - :F2EUT
TridentActionMirrorUpdate &5BIH& R, :

Ll

apiVersion: trident.netapp.io/vl
kind: TridentActionMirrorUpdate
metadata:
name: update-mirror-b
spec:
snapshotHandle: "pvc-1234/snapshot-1234"

tridentMirrorRelationshipName: mirror-Db

status.state M TridentActionMirrorUpdate CRD BYAKEE o BRI LUEVER Succeeded ~ In Progress 3§
Failed °

{5 CSI R

Trident AJLAFI R "CSI Topology THAE"EE3E 4 #h 2 17 MARR & Wi A EL MY AN E Kubernetes 25
FREVERE, o

B
f£F3 CSI Topology That > FILURIE& IS o] A @i iR & A9 77 BV IR FRBIFE BB D ERRE | - M5 » RinfAER 1

#F Kubernetes EIREZE BN o] HEREE: o BIE A MUMIRE—EEANARTAE » el B2 EE
A THBEEZIHERRERATEEHECEMIEE > Trident £/ CSI Topology ©

SRR CS| Topology THAE 578" o

240


https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/

Kubernetes et MiEEtsoViEE BEAEL ¢

* # VolumeBindingMode '8&%4% Immediate BF » Trident BERRIIRENER FTEIMEE o Bk
BRENBEEFLESEET pvc KRR - EETER VolumeBindingMode ~ BRARAREHIHITH
ERFINEE - FBHIREENEIINERKRIBEK Pod HHHEEX -

* #& "VolumeBindingMode &% "WaitForFirstConsumer B ~ RAAGIERE PVC HIFEHIRE TR HER
45~ BERIHMENEIFRZ PVC B Pod A LE o WtE—2R ~ I MRHIRE LA R S 1RIE T KRR %I TAIHE
2R o

() waitForFirstConsumer HEMKFREIHHITE o CAILEIR CS| AR -

TEEEENIER
EEEA CSl Topology * IEEETFIER :

* 1T "ZHEH Kubernetes HrZ" BY Kubernetes 25

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1le4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492z2",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* REPEREZTE BN S| AREREIIZES (topology . kubernetes.io/region " Hl
‘topology.kubernetes.io/zone) ° ELEAZEFEZIEZLEE Trident ZHTFITEIEN EERAVEIRE B> » DL
f& Trident BESTRAKIIAIE ©
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

TER 1 | BRI &R

Trident {#F B im Pl s 5t A IREE A A &IEF A B MR G - SER A AU T —(ER] 2R
supportedTopologies BREIR » FARIEEZENEEM I BEFE - HidEHIbHE& IR StorageClasses
 (EEREINR R/ ATRAENRARNEKE » 7 EZ I ERMNHEIEE o

TR RImEZREG
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

JSON

"version": 1,

"storageDriverName":

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl
io/zone: us-eastl-b

ontap-san",

"backendName": "san-backend-us-eastl",

"managementLIF": "192.

"svm": "iscsi svm",

"username": "admin",

168.27.5",

"password": "password",

"supportedTopologies":
{

[

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies FARAEERIRREEFMNIRAESE - FLEIFMTAERERTU
() & StorageClass SPIRIAIIAHERE © BN 1R IRIRHIB LA FHE T £
StorageClasses * Trident B 1E&RIHE —ERFE o

T PT LUZEFME R supportedTopologies © 2R LA T &M
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall

topology.kubernetes.io/zone: us-centrall-b

TEUEEERFIP  region M zone EHEARMEFERMIIIE o topology.kubernetes.io/region
topology.kubernetes.io/zone BIIEE AR FERBEEFEIRM o

FBR 2 | EERAIKANIEEED StorageClasses

R R AR E P ETRAAVIRIEARE « StorageClasses RAIE &R AT S HREEN  ERIAEWMLEFEFTERMEIES
PVC 2RBVREZEHR ~ UL FER LG Trident FRECE BYHAERE o

A2 TS
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: extd

£ _bittiR 89 StorageClass E&EH » volumeBindingMode #EREA WaitForFirstConsumer © I
StorageClass 553K PVC R E7E Pod F#5|HEAZTEM o MA > allowedTopologies HREEFHARN
zone # region ° netapp-san-us-eastl StorageClass B L FE &MY san-backend-us-east1 &l L
JBiL PVC ©

SEF 3 BIA{ER PVC
#2137 StorageClass WS RN B iR » EKIRTERTLAIEIL PVC

Ba FEBF)F spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLLEREERL PVC REETIIER !
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

B EE Trident B HEEWAAHBLEEE PVC » 5572 Pod FRfER PVC ° 2RI T A -
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

&1@ podSpec 5 Kubernetes & pod BFZE us-eastl BIFHPEFEMER L > MR us-eastl-a 3 us-
eastl-b BIFFPFERERIEAREFEITIER o

A2 TIEL ¢
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHERAER supportedTopologies

AIUEHIRE R > FEES supportedTopologies jBE » A “tridentctl backend update °© &
FEFECREENHEE » X BERREERN PVC o

SEREZEH
c "EIERRER"
* "nodeSelector"
* FRANME B RRRAD 14"
* ERERTE"

fEFRIR

Kubernetes 1FAHIRE (PV) BYHLIRE REBINSERT LARR I HERR & AU4S TE RFRE BEEIZR o (&
BRI fE R Trident I AYREREE RER ~ BE ATE Trident YMSFEEILAYIRER  CIRB REBE
IR 0 DU IRERIZ[REEIRE B R o

R

Volume snapshot &% ontap-nas * ontap-nas-flexgroup * ontap-san‘ ontap-san-economy *
solidfire-san  “azure-netapp-files 1 "google-cloud-netapp-volumes EBENFET 2 15 ©

FIsEZ Al

LEFRARRE  CAERAINIREBIEFIZIMBIERER (CRD) © iR Kubernetes #R#Ess (FIN
: Kubeadm * GKE ~ OpenShift) BYEE

IMNRITH Kubernetes B1THRAE S 1REBIEHI23F] CRD > :52B9 262 Volume Snapshot Controller ©

@ YNIRETE GKE IRIFEPRIIZFHIRERIR « 5F70Z I IRIRIEHIZS - GKE ERARRIRREIRIRE
a3 o
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#17 Volume Snapshot

1. #3I VolumeSnapshotClass ° UIEFAME ~ A2 H "VolumeSnapshotClass" ©

° driver ¥5MA Trident CSI EBENFE

° deletionPolicy AILLE Delete B Retain © 8REA Retain B » BIfF VolumeSnapshot ¥R
fiirR > EEEE LNEEERRBHERERSE o

)

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

2. #7IRAE PVC KUIREE -
&l
o WWEHIEEITIRA PVC HYIREE o

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° EEFIZA%% pvel By pvc BIHIREREBYIM » LAFIRBLTERS pvcl-snap
o \VolumeSnapshot 384 PVC > £ “VolumeSnapshotContent #){+8RAH: > 2R RBEIRE o
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o fRAILUEBIEIMEZ VolumeSnapshotContent ¥R A! pvel-snap VolumeSnapshot © 5%
Snapshot Content Name EiAIeHIERIER VolumeSnapshotContent ¥ © %2 Ready To Use
BRI IREB T AR I PVC ©

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap

Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660

Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl

Status:

Creation Time: 2019-06-26T15:27:29Z

Ready To Use: true

Restore Size: 3Gi

N & RIBEEIL PVC

& B LAfEA “dataSource 3R#EIL PVC » A% "<pvc-name>'HY VolumeSnapshot fEA B KIZKIR - #31L PVC
% > ATLUBEMIINE pod k> MEFERAEM PVC — 1R ERTE -

@ PVC REHER IR @ABRNBIREL - F2R "NHE | EAEERRIRIE Trident PVC RER

¥ PVC" ©

LUTFEEBIER pvel-snap {EABRAREIL PVC ©

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

EEA IR & IR

Trident i%“KuberneteS FELAL B R RTE EEEBIE BT "VolumeSnapshotContent #4431 FE A 7 Trident
SMERERILAVIRER

FtaZ Bl
Trident AZBE RIS E A REEAIR Volume ©
FTER
1. ZEEIEE | BiI—1@ VolumeSnapshotContent ¥4 » REREIRIREE o EE1E Trident FEENRBITIER
2o

° 7f annotations P BIFIREIAIEIEES trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

° 351E <name-of- -parent-volume-in-trident>/<volume-snapshot-content-name> “HIEE

*snapshotHandle ° EIMEBIREE T BTE “ListSnapshots I AR {45 Trident BIME—EET ©

@ ;’}70lumeSnapshotContentName> L CR % [RH > BIRIRAR BB IRIRIBRIEAE

el
LATFEEHIEEL T —1{E volumeSnapshotContent "I » M5 | BEIHRIRE *snap-01°
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. Cluster admin : 337 volumeSnapshot CR » 288 VolumeSnapshotContent ¥ o E & ERFEUE
IR > UEEIEENGBZERAPER " VolumeSnapshot ©

L]
LU EEFIE I —1E volumeSnapshot CR » #4%% import-snap ’ % CR 2
VolumeSnapshotContent’1%Z%import—snap—content°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *REPERIE (EHBIRME) | *IMERREBIENAFIFEEILAY VolumeSnapshotContent * ME#IIT
‘ListSnapshots MY o Trident I ‘TridentSnapshot ©

° 4MEB snapshotter 1§ volumeSnapshotContent 54 readyToUse * Wii§ VolumeSnapshot 524
true °

° Trident 3&[8] readyToUse=true °

4. FEfERE © B —1@ PersistentVolumeClaim MZHBHH VolumeSnapshot » EHMA
spec.dataSource (3 spec.dataSourceRef) %HIBE VolumeSnapshot %fE o
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#45)
LUFEH)EIL T —1E PVC » B2E% 7% VolumeSnapshot "B “import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERREIEHIR R E

BRIBET o REBEERENFEEHREE » UHERER ontap-nas M ontap-nas-economy E&ENFE VA & AMERE
EMNRAESY c BYE . snapshot BEREIREHIZFNCIRBIEREN °

& volume snapshot restore ONTAP CLI & AR & 2 /R 2 AT IRB D $RATARRE o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

@ 2[R Snapshot #EZ4Kf ~ IRARY Volume HREEE R ° I Snapshot EAREY Volume BEilFR
M EEREEK ©

WIREREITFH Volume ER

Trident {8 TridentActionSnapshotRestore (TASR) CR #EIRIRRIFEITRMELIEEER o It CR fEA—
1580 Kubernetes 12{FB1T @ 1RFER B A GRHFARE ©

Trident SZ#27f ontap-san © ontap-san-economy  ontap-nas > ontap-nas-flexgroup > azure-
netapp-files * "google-cloud-netapp-volumes'# “solidfire-san EEENTZ T\ _L I TIRFRER o

G Z Al
RAEEA BAER PVC R ARV EIRER o

* FESY PVC IRREREHITE ©
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kubectl get pvc

* MR E R E EEMAE R HAER o

kubectl get vs

IR
1. 337 TASR CR o t&5f52 PVC pvcl FIRHREE RER "pvci1-snapshot #1 CR

() TASR CR B PVC i VS FERIs 2 2RI ©

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. £ CRIERIZER o LEHITERIER pvcl °

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

RmR
Trident EERIRIBRE R} o EETUABRRRIRIERARRE ¢

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident
resourceVersion: "3453847"
uid: <uid>
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:

resourceVersion: ""

* EARZEIERT » Trident FEEIRFRBEREHES - EEEBRPITZIRE -

* REEIEEHMRM Kubernetes EAE Rt EEEIEE R FHRA ST HERRER N fraZRF
33 TASRCR ©

R E A ERIRIEE PV

MIFsE = RARHIRIB AU A MR E RS > WFER Trident B € T4 TEAEMER AREE o MR IRIZENE
P& Trident BEREE o

Z82 Volume Snapshot Controller
WMREH Kubernetes ¥1THRAE1 2 TRIGIZEFSH CRD ~ eI LUKEB TIIA X EEEM ©

TR
1. £37 Volume Snapshot CRD

cat snapshot-setup.sh

255



#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37 Snapshot Controller °

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ MBENE > 55¥TF deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml i &E# namespace EfSAY AR 4 ZER o

TERAEAS

* "Volume [REB"

* "VolumeSnapshotClass"

fEFRHR&BFAHIRER

Kubernetes 1A 4R E (PV) BYEEER&EEF4HIRER NetApp Trident 1e{HZ 1 Z{EHIRE
1RER (BAPR&RIREFAH) RUTHRE o LIS EAHAEIRRARER BRI ZEEE RS
RIEZS o

@ VolumeGroupSnapshot & Kubernetes FRE9—IEAIZARINAE > EARIERR API o Kubernetes 1.32
2 VolumeGroupSnapshot BIR{EIRAERK o
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#17 Volume Group R&
LU #=EEENFE T2 48 Volume group snapshot :

* ontap-san driver - £ iSCSI M FC € » FEAI NVMe/TCP 7 °
* ontap-san-economy - {£EFA iISCSI tHRE °

®* ontap-nas
@ NetApp ASA r2 3¢ AFX #7241 321& Volume group snapshot ©

BRtE Z Al
AR Kubernetes HrZs% K8s 1.32 S E kR4S ©

. EE@FH TRER » A BHERIMNPIRBBIEFIZZN B TEIRER (CRD) © 5= Kubernetes #RBEes (I
. Kubeadm ~ GKE * OpenShift) RJEE

ANRITHY Kubernetes ETHRA & 2 SMEBIRIREZEHI23H] CRD » 552 0% Volume Snapshot Controller ©

@ YNRETE GKE IRIFHEIT IR BT &R - 557 RIRERIZR - GKE EAMERRRE
TRERIZHIES o

* TEIRERIZEHIZS YAML A > 4§ CcSIVolumeGroupSnapshot INEERFREA 'true' » LUIFETREN IR E BF4H IR

[= el
i

© EEUHIREBFHERIBZA 0 SRS FIE VIR E B AR IRERERR
* FE{RFRA PVC/ HiFE&ERTER— SVM L ~ A BEEEIL VolumeGroupSnapshot ©

* T£#217 VolumeGroupSnapshot Z&f » 551 VolumeGroupSnapshotClass - fIEELEN > :52
R&"VolumeGroupSnapshotClass" ©

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERRANFEFENEZIAEAMEREN PVC » SiEERBMEERAR PVC -

LT EHIER pvcl-group-snap {FABERRIFEMIZES consistentGroupSnapshot: groupA EIL
PVC o SAiRIBEHN R RERIZBAVRMNE -

257


../trident-reference/objects.html#kubernetes-volumegroupsnapshotclass-objects

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* B BEAH PVC FIEEMIZE( consistentGroupSnapshot: groupA'1BEHY VolumeGroupSnapshot ©

HEEEA S 2 AR @ BHARIRIR

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

ERBHERR IR E E

&R LUERTEA Volume Group Snapshot —38493 217 FUE B! IRFRZKIZRE R Persistent Volume © & EAS
Volume Group Snapshot {FA—{EETTEITIER ©

&£/ volume snapshot restore ONTAP CLI itk & 12 /R 2| Ao Fi 1R BR A e &R AVAKEES o

clusterl::*> volume snapshot restore -vserver vsO0 -volume vol3 -snapshot
vol3 snap_ archive

@ =5 Snapshot B4 ~ IRARY Volume 4HREZHWE R © 217 Snapshot #E4& ¥ Volume BEELFR
MEVE TR EEK -
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WIREBEITRIU Volume ER

Trident £ TridentActionSnapshotRestore (TASR) CR #EIRERIRIREI TR MR EER o Ik CR fFA—
IEE LT Kubernetes #R1FETT » BRIFEHB A ERHARRT

NFHEE © H2H WCRIRETRLM Volume ER" ©

B 2 A ERIEFARIREREY PV
MrsE#4E Volume 1REBHF :

* AT LUERBEMIRR VolumeGroupSnapshots » MR EMIBREFAEPAVE —REE o

* YNERMIBR PersistentVolumes BFs% PersistentVolume BE1EEIRER » Trident Bzt &R E IR AR
fE > FANBEBIRREBASELZ 2 BIRZMIRE ©

* MRFERDERREIL THEAE - AREMIFZEE - AIERBEERSEEE - LAEDEITRZ A EEMER
B4 o

ZR8ZE Volume Snapshot Controller
MREH Kubernetes E1THRA 8 & 1RERIZHIZZH CRD ~ A UKEBE T AR IEEM ©

1. #37 Volume Snapshot CRD

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. #1317 Snapshot Controller °
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ MBENE > 55¥TF deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml A EEHT namespace By aR L ZERE o

TERAELE

* "VolumeGroupSnapshotClass"

* "Volume [REE"
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IBEAESIT Trident
4% Trident

4R Trident

% 24.02 hRZABHYAE > Trident ZBEMUER NZEREE » SEZEMR=—(EFEIRE - SEFHRE
FRE N FIBRRE » MIRHEFTINAE ~ MBEIRF ~ FRERBEMBEE - BPERLEEVEEFH
—k > LIFTEHAFIE Trident BYETIHAE o

FHREIAFEEIE
AR ER AR Trident B > 532U THIE ©

* TE4ATER Kubernetes 25 > FiE s M EZ R 28 —(E Trident BI1T{ERS ©
* Trident 23.07 RESIRASEZE v1 Volume Snapshot » RE%1E alpha 5§ beta Snapshot ©

* FHREF > sEFSAMEM parameter. £sType 7E StorageClasses HH Trident {8 o &) LAMIBRI EFE
i[ StorageClasses MA B ERBMIEE o

° ERH SAN HRBRETT "Z2 BIR"BHBITHEX

o EflEa A BiRE =& A > HIU storage-class-basic.yaml.templ M storage-class-
bronze-default.yaml °

c MBEZEN > F2H "BAME" -

DER A L EERRA

Trident ARZASEIEERS HEARY "YY.MM 85 &R > Hf YY) AREMRIEMUEKF > TMM) KRB - B5%
FRZAETE "YY.MMXCRRA » He TX) AR T RE o ERIRIEZEA R IR EZZA R EIBIRRES

* oI B RTHRAS iR AR B B EAR = R BB I E AR A5k 89 B AZRRZS o B0 » el AE R 24.06 (S1EM
24.06 BY/RRZAS) FAAREI 25.06 ©

* MNREERBHIYARAIRE AR A TR » sSFRITZ T B4R o EREEHKN "FHIRRA" H&ztﬁiﬁéﬂﬁﬂﬁ&
REE » AAREIFT S AR ASAR & BB RFThRZS o FIi0 » MNREBFIEITHIE 23.07 ik » W BREHLKE!
25.06 hZk :

a. Bk 23.07 A4RE 24.06 o
b. SR181L 24.06 A4RZ 25.06 ©

7Z OpenShift Container Platform {8 Trident Operator #1174k ES, FEFHARZE Trident 21.01.1
() stz - 21.01.0 fRAE7EH) Trident Operator & — (AL AIRIHE RO 21.01.1 ki
P18 - BT ZFHMAEN,AZ2H "GitHub ERYRIREEIE" ©

TR 2 ERIBEET A

EERELRVBNZE Trident AYRRZS :
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1. {6 "kubectl get pods -n trident' 2 Pod °
° MNRREIRIER pod > Trident 2EF “tridentct! L4EH o
° YNERTF7E operator pod > Bl Trident 23%&i& Trident operator FHZLEER > EfE Helm Z4EH o
2. NRAIRIES pod > F51EFA "kubect! describe torc' IR¥IER Trident 25 FEF Helm 224t o
° YN5RHA Helm 124 > Trident A Helm ZEEH) ©
° YNSRBAE Helm 1Z%; ~ Al Trident 2EM Trident REEF B o
SRR 3 L BEEAGRAE

BEBERT » CEZERASEBZEMBRNG EETHE » Bt TELE S E 2 HEE" - EMEAR
Trident AY3EIH o

* “{F A Trident 2 {EEHEITHR"

HTERE TSR operator FHRZ AISEIRBS' T #2 operator FHRT(E/E" o

&M operator E1TF4k
T % operator FHAR T1ERAZ
7E1E /A Trident operator F+4k Trident Z A1 » R T B RBIRFEENERERF o &

DaemonSet °

Trident 12{EEAREEIE
ZEEMFALR Trident IR Z " Trident EE FRIIFER"Z —2FE50 B ENERIE Trident #1 Kubernetes #14 » A

GHENRARIESIMEIREE © 515 » Trident AIUAZIRZEHAR » I ZENFEH" - ARE2KER » Trident Operator £21
Kubernetes #&E&@:A :

* MR EFEIL Trident Controller ZREFNEIEE DaemonSet ©

* # Trident Controller Pod #1 Trident Node Pod A& #fHRk4s o
° MRFEEERHRBEEH > LAY MEIRERYERR o
° QFIEITT Trident Node Pod BIENIEL A AEHM IR o

A Kubernetes %  Trident 22BN EZ B > s52R "Trident 2248 o

Operator 7R TE7IZ
E18fEM Trident EE FRENF 4R -

1. Trident EEF .
a. (=R B AT Trident KRAS (RkZs n) o
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b. EHFIAE Kubernetes #)f+ > €1#& CRD ~ RBAC # Trident SVC ©
C. MB&ERZs n B9 Trident Controller ZB3& ©
d. #3IhRZA n+1 BY Trident Controller Zp2& o
2. Kubernetes #3 n+1 #17 Trident Controller Pod ©
3. Trident EHF :
a. fpk n B9 Trident Node DaemonSet ° :ZIZIERF R %1F Node Pod #&1E ©
b. % n+1 17 Trident BIZE<TETRFEE ©
4. Kubernetes E1EXR#1T Trident Node Pod n 925 E#237 Trident Node Pod ° & RIFE{REE &R LkiET
B7Z1E 218 Trident Node Pod » #EzRhRAS A o

&£/ Trident Operator 3¢ Helm F+4k Trident Z24%

& B LUfER Trident Operator FE153E1@ Helm ?I-%"z Trident o f&RILATE—1@ Trident
Operator ZE#E 4Kk EI5—1{@ Trident Operator 224 » tHATLAHE “tridentctl ZEEFH 4R E
Trident Operator KZs o 7£F+4k Trident Operator Z2£ 7 Aij » A FCIGRI EIEFHAR 5 7E" o
FHRFBLEE

EAI R EEE R Trident IREEZEARE S —EREEHER Trident RIEEZLEE - FTA Trident ARAEEA
EEHERIRES o

@ AEEARREMEEET FREM Trdent  (RRZS 20.07 £ 20.10) E1TAR > HEA "EE
ZEEHIRRZS" B9 Trident FHARERER o

RARN LTS
Trident 32T — B4 » ERILUERZ X %EE Operator M4 EHY Kubernetes AR ZASEEIZRAREYI 14 ©

* HETT Kubernetes 1.24 BYEEEE » s5fEH "bundle_pre_1_25.yaml" °
* 5YETT Kubernetes 1.25 SXE S ARAHIEEEE » 551 "bundle_post_1_25.yam|" o

FAtAZ Al
BEREREERNRIETEIT "TEM Kubernetes iiZs" BY Kubernetes £ o

1. E&ZBIRAY Trident A4 :

./tridentctl -n trident version

2. FEREARDIMRAS (B0 25.06) KB SRR ISIUARIEINEIRER operator. yaml

tridentorchestrator cr.yaml'# ‘post 1 25 bundle.yaml ©

3. MIBRFARZE B AT Trident EAIBY Trident $(EFT o FIUN » MNRISZNE 25.02 hRAFR > FFAITUATEH<
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https://github.com/NetApp/trident/tree/stable/v25.02/deploy/bundle_post_1_25.yaml

kubectl delete -f 25.02.0/trident-installer/deploy/<bundle.yaml> -n
trident

4. WNRITEA "TridentOrchestrator B BT T #8A%EE » BRI LIARESEZ “TridentOrchestrator ¥ g2k 24
R o SO AT ABGIERISESEMG Trident #1 CSI BAEEE: ~ BYEHE AR TIEE MG HIEN SRS E
B o

5. [FRBEARICIRIEAIER bundle YAML HEZ %4 Trident » EH <bundle.yaml> 2
bundle pre 1 25.yaml 8 ‘bundle post 1 25.yaml ’ BURREEHY Kubernetes k7S o I » 4N
BRI Trident 25.06.0 > FHHITFII&HS :

kubectl create -f 25.06.0/trident-installer/deploy/<bundle.yaml> -n
trident

6. 45%8 Trident torc » FE B SR 25.06.0 ©
FH4R Helm 228t
RO AFH4R Trident Helm Z28E
EHELEE T Trident BY Kubernetes B 1.24 A4RE 1.25 SKEERRASE » KBS EIHR

@ values.yaml #& “excludePodSecurityPolicy 52 E 2 “true’ ERH1E "--set
excludePodSecurityPolicy=true’ & “helm upgrade @3 % ™ » AT BEFHRFBLE ©

MNRIEEHE Kubernetes &R 1.24 FH4RE) 1.25 > {BRFH4R Trident helm » Bl helm ARG E LB - BEERINTE
FX helm F+4k » 5B HITIATHER :

1. ¢ https://github.com/helm/helm-mapkubeapis &£ helm-mapkubeapis M2 °
2. 1124 Trident @AM E Trident lRABITIEETT - ERFIHERENER

helm mapkubeapis --dry-run trident --namespace trident
3. 63 Helm HITSEREITLUEITIAE o

helm mapkubeapis trident --namespace trident

1. MNBREER Helm 227 Trident" » AJLAfEA “helm upgrade trident netapp-trident/trident-operator
--version 100.2506.0' — F#k IR LLEINIE Helm BEXFEFEHRATETHAR -

a. {t "GitHub £y _EE_Ef7" TEERMARAY Trident ©
b. {#F helm upgrade 8% * HEF trident-operator-25.10.0.tgz RIBEEHKBIMRRES
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helm upgrade <name> trident-operator-25.10.0.tgz

MREEVAZEIRERE T B5TEE (Hl904 Trident #1 CSI BUGISERE ~ TR
R) ° #ATE helm upgrade IHLEMIN —-set ' UEFRELEEBEESEHKIESH T
A ELERESERATARE -

2. %’i’ helm list MUESBEIRMERRERREAETHEEHK o 1T tridentctl logs UEFHEMAH

a5

~

# tridentctl TEEXFARZ Trident operator

BT “tridentot! ZREEFHREIRBTHRAH) Trident 1R1ESS - TAKIRIBF PVC #6 EEIEIA -
() mmmesEre #EEE wRESEZEED .

1. FERHIH Trident A7s o

# Download the release required [25.10.0]

mkdir 25.10.0

cd 25.10.0

wget
https://github.com/NetApp/trident/releases/download/v25.10.0/trident-
installer-25.10.0.tar.gz

tar -xf trident-installer-25.10.0.tar.gz

cd trident-installer

2. IR¥E5EFEZEEI tridentorchestrator CRD ©

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. FEHEEEr R ZEE P EREREHER operator °
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created

clusterrole.rbac.authorization.k8s.io/trident-operator created

clusterrolebinding.rbac.authorization.k8s.io/trident-operator created

deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-controller-79df798bdc-m79dc 6/6 Running 0
trident-node-linux-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

4. 37 TridentOrchestrator CR &% Trident o

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-csi-79df798bdc-m79dc 6/6 Running 0
trident-csi-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

5. KEsZ Trident B4R ETERRRRZS ©
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kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v25.10.0

AGE
150d
150d
1m30s

AGE
Im
Im
5m4dls



{EF tridentctl E1TH4R
I LUEA “tridentctl BERFHARIRA R Trident 228t o

RARSHEAETS

FRIG 2 EE N B2 8E Trident HHER—R ALK o EEH Trident B > Trident SF2EHAVFASER (PVC) FiFA
£ (PV) FE®MIB: - EECER PV 7E Trident BEARHEARI AT A » Trident i$1EWETE4R 2 AT L EARI BN AVE
il PVC ECE % ©

RG22 Al
TEER “tridentctl EITHARZ AT » SRFABE EEFARTTE" ©

HER
1. 7% “tridentct! FEITENEIES » LUFEFRER Trident 1BRARIFREER » {8 CRD FERIYIESSN ©

./tridentctl uninstall -n <namespace>

2. EHZEE Trident o :52E] " tridentctl Z2ZE Trident" o

() soEAREy - RRRERANITRR ©

{3 tridentctl EIF Trident

ZEREE "Trident ZEREREEF"BS tridentctl S8 S HERIEF > HERAPERIFE
Trident ° ¥EA E£IHEPRRY Kubernetes B A UAER TR ZE Trident JHEIEE R
Trident Pod BYEp & 25/ ©

1:|
%H
]
4
s
Al

gul

FERTIUBAT tridentctl help' IABRAS “tridentct! BYRT FBeh &35 88 » 3§ —help BB (E MRS - UBUSRAS
e HIEEHIRAEE -

tridentctl [command] [--optional-flag]

Trident tridentctl TEXSEBUTIESHEIHIES o
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AN
AN

create
R ERFIEE Trident o

delete
& Trident BiF—EHZEEIR o

get
¢ Trident BIS—HZEER

help
RARE(ATan < HIEREA ©

images

FEN—17 Trident FRE A 23 MLERAIRAK ©

import

RFIREEIREA Trident ©

install
Z 4t Trident ©

logs
HIED Trident B9 BEE ©

send

¢ Trident &R ©

uninstall

ENEL Trident ©

update
7E Trident FIELLEIR ©

update backend state
RS LB IRIEE o

upgrade
7£ Trident PHLREIR ©

version

HIJEN Trident AYRRZS ©
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EIEER
-d, --debug
REEEH o

-h, --help
FYERBA tridentctl ©

-k, -—kubeconfig string
}5E KUBECONFIG I&{E » MBETEAI S —1E Kubernetes #5252 —1E Kubernetes #&EE{Tah% ©

@ % > CoJUEH KUBECONFIG E#LUIEMIFER Kubernetes =5 @ WM& =HEEH

tridentctl AR% ©

-n, --namespace string

Trident ZFERYAp 4 2o/ ©

-0, ——output string
AT © jsonlyamllname|wide|ps (F85%) Hipz— o

-s, --server string

Trident REST 7T EAI{IE / EIFIE o

@ Trident REST M E AT LR E A EEIEMIRMARTS N 127.0.0.1 GEAR IPv4) 5 [:1] (
AR IPVE) o

an 2 BEIRMARES
Fan

fEF create IELHERINIL R Trident ©
tridentctl create [option]

BEIE
backend : #FEIGHIEZE Trident o
i B&
{EF delete F5L 1 Trident BhE—EHZEEIR o

tridentctl delete [option]

IEIE

—

backend . #¢ Trident fiB&—1ER ZEEFR L
snapshot : ¢ Trident fiIBF—1{E=% %@ Volume RER °
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storageclass : ¢ Trident filpF—{E N ZEHEFLER °
volume : {¢ Trident fifF—{EZL Z{E#7E Volume

g
B get 5L Trident BIG—EHZEER ©
tridentctl get [option]

IR

backend : # Trident B — B ZEFHFER R ©
snapshot : ¢ Trident BE{S— B ZEIRER -
storageclass . i Trident BIS—1{E ok Z{EETFLER] ©
volume : i Trident BIS—EZ ZEAFRE o

AR

-h, —-help : BFE&EAYERER o
--parentOfSubordinate string : fFEHARGIAEERKFHIEE o
--subordinateOf string : fFEARHIAMIEENEBHEIEE o

BRIR
8 images 1ZEE5ED Trident FREER B ESIG R ©

tridentctl images [flags]

AR

-h, —-help:EIREE) o
-v, -—k8s-version string:Kubernetes Z=&ERFERARZ ©

BEAMLREE
f£A import volume IELHRIIRBUHIREEZ A Trident ©

tridentctl import volume <backendName> <volumeName> [flags]

llE2

volume, v

AR

-f, -—-filename string: YAML 3§ JSON PVC t&ZERIERTE o
-h, --help: GHEBIEH o
--no-manage: {3 PV/PVC o NEITHRE A piBIAEIE o

T
fEF install 1Z255% 8 Trident ©

tridentctl install [flags]
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EAR

--autosupport-image string : BEIZEENNADSMEG (FARES netapp/trident
autosupport:<current-version>] ) ©

--autosupport- proxy string . AR X BT EERNVCIEREB(IILERIE o
--enable-node-prep . ERHTEMNRL L ZEEFAENEHIEE o

--generate-custom-yaml : B4 YAML HEZEMAETEMZLE o

-h, —-help : ZEER)

--http-request-timeout : B2 Trident #EHI2§ REST API BY HTTP 5K AF5EFE (FBsR{E%A 1m30s
) o

--image-registry string : REMRIGREERIULIEIZIE o

--k8s-timeout duration : Fi8 Kubernetes }¢{ERVEIRSEFRT (FEEREA 3m0s) o
-—kubelet-dir string : kubelet RERRRENEMUE (FER(ESR [ivarllib/kubelets ) o
--log-format string : Trident HEEM&T0 (text ~ json) (FERR{EA ltext) ) o
--node-prep - BYF Trident f£ Kubernetes & MENRESELEAIEE N ERHEEHE EIEMIREE - BAT »
iscsi EM—ZIEMIE o % OpenShift 4.19 KRAHRYA > IEIHAEIBMIRIEK Trident RRZAZE
25.06.1°

“--pv string : Trident (EFARVEERR PV %78 > HfRsZ PV A1EE (FER(EA Mtridenty ) o

--pvc string : Trident EERYEERR PVC %18 » FE{Rs% PVC R1Z7E (FERR{EA Mtridents ) o
--silence- autosupport I AEFEEEEHTIEEE NetApp (FBERES true) o

--silent ! ZEEIARIERA A EE o

-—trident-image string . gi‘?%ﬂﬁ Trident ##{%

--k8s-api-gps : Kubernetes API ;5 REVEMEHE (QPS) FRH| (FEERES 100 ; AJEE) o
--use-custom-yaml : {#/H setup BERHTFIERIE(R YAML 182 o

--use-1ipvé6 - Trident @&AfEF IPV6 ©

=E

auk

A 1logs 1Z5EFEN Trident B RS ©

tridentctl logs [flags]

TEAR

-a, -—archive : BRIESEIETE » TRIBILESFAEHFSHNZIRERE o

-h, --help : H&EEREA o

-1, --log string : ZEEMM Trident B5% o AI3EEE S trident|auto|trident-operator|all (FEEZ{E#S "auto"
) o

--node string : BREPUERTEL Pod HEEHY Kubernetes BIRG54HE o

-p, —-previous : REFE » AIEE L—ERSHITERBBEES ©

--sidecars . BY{F Sidecar B2sEYHGE ©

(£35S
fEF send 5< 1 Trident BXER ©

tridentctl send [option]

18

(i

autosupport : A% Autosupport EFtEEXZE NetApp ©
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FRPRZREE

fEF uninstall AZ55ENEL Trident o
tridentctl uninstall [flags]

EAR

-h, --help: EIEEHR) -
--silent : EIEBREFEHEAIBOE L o

B
B update IELIELX Trident FEYEIR ©

tridentctl update [option]

=18

B

backend . 7F Trident FREHBIR o

FEHTBIRARAS
f£F update backend state ST AIUEEIHMIERIFIRE o
tridentctl update backend state <backend-name> [flag]

EEEENER
* WNRBIHEER TridentBackendConfig (tbc) 3EILRY » BIEESAREA "backend.json 1E R E &R ©

* YN "userState’ B1E tbc FRE » BIEAER tridentctl update backend state <backend-name> --user
-state suspended/normal #n % $ ELETTIERY -

* BEMIEFES tridentctl 527E usersState BIINEE (LEMAAIEER the 5RE) » B the Bhx
userState M c BEATLEEB kubectl edit tbc B3R TERL © #BR userState HIE > EATLUER
tridentctl update backend state L EERIFE userState ©

* f£F tridentctl update backend state KRB “userState o fRUIBILAFER
TridentBackendConfig 8 ‘backend.json 1§ZKEH ‘userState ; EHBLERIGNTEEFH
vaft > W EHAIREETEERZERA o

FEAR
-h, ——help:?ﬁﬁﬁf%ﬁﬁﬁﬁ °
--user-state!ZRiE A suspended Al ERIGIR(E ° FES normal AIRERIGIRIE - REH
“suspended’ &

* Addvolume # Import Volume BEEI{F o

®* CloneVolume, ResizeVolume, PublishVolume, UnPublishVolume, CreateSnapshot,
GetSnapshot, RestoreSnapshot, DeleteSnapshot, RemoveVolume, GetVolumeExternal,
ReconcileNodeAccess {[i7ARI A

S AT LAfER “userState HH{i7E & im4RAEHE " TridentBackendConfig 8% “backend.json B & IHARAE o ANE
LB > A2 EIERIRIEE"F"ER kubectl HITRIREIE" ©
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gt

JSON
ARG T » £ userstate 1EEKEFH "backend.json :

1. #4588 backend. json IBEUE S userState M > WAFEERA Tsuspended) ©

2. M tridentctl update backend SRLFIEHE backend. json IERIIEIKEM B o

&l . tridentctl update backend -f /<path to backend JSON
file>/backend.json -n trident

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",

"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",
"userState": "suspended"

YAML

AT LUER kubectl edit <tbc-name> -n <namespace> IESTEEF tbc B HEITHRES o LT &
fBIfEFH userstate: suspended EEFBIGIREEHAEE :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
SvVm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret
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hRZs
fEF “version 125551 EN “tridentctl FMIETEBITHY Trident ARFSAIRRZS ©

tridentctl version [flags]

AR

--client : EREPIRIRA (BHEFERSR) o
-h, --help : ARZSEREA o

ShEMET ST IR
Tridentctl SZ3RFEMLL kubect! BYIEMF - MRIMIMEX T EAIERLTBENE tridentctl-<plugin>1 M3 » Bz
FEZRAIF PATH IRIBEHIEENERIZEHR » Tridentctl MMEEAIZIZIMIER - FREERFIRVIMIMERXEBEFI7E

tridentctl help BYIRHFERSD o LS » AT LUBIBEIRIFE S TRIDENTCTL_PLUGIN_PATH A5 EIRHFE R
R4a)VESEE (fIZ0 © TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/) ° SNSR{EMALLESE

» tridentctl FFHEEIEENERIKHES -

EZPE Trident

Trident 84T —%4H Prometheus $51Zik2E ~ &R A AE LR EE AR EZ1E Trident R4HE ©

B
Trident 2 HAVEIR AT R EMITLATRIE -
* BYLER Trident BREE(RIRRANAERS o ISR LUREREMIRINERE » U ERDIENTEAMRERIREH o
* MERIKEREN > THRRELRE T2 VHIRE  HENEHESSF -
* T BRI EREMIRERERRATE
* BHEIAE WA UEE Trident R IRE AR TIFEFR R RIEE o

@ FERIEM T > Trident BUISIES 1 B1ZEREB '8001°8Y “/metrics inE5 LR o Z24E Trident B »
ELIEIETER AR o MBI EATER HTTPS 1EE18 "8444° H{EFT Trident 354E o

CEEEEFNIER
* B4 Trident BY Kubernetes &£ ©

* —{@ Prometheus H{T{ERE - Z0] AR "B 2L Prometheus ZPE" » s{E RO LIEEIENE Prometheus E25 "
[RAEFERRER BT -

FTEZ 1 . & Prometheus B1E

1S EsZE &= —1E Prometheus B1Z2RUNEISIZEEVERA Trident EIEMEIE « CRIENHMIEEREE - 5528
"Prometheus Operator REESC 4" o

HEF 2 . 37 Prometheus ServiceMonitor

E(EF Trident 351E » RFEZIEII—{E Prometheus ServiceMonitor 2RE5%8 t rident-csi RIS ELEE
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metrics HIFIE o ) ServiceMonitor T :

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: trident-sm

namespace: monitoring

labels:

release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

Ilt ServiceMonitor E&EEHEE trident-csi IRFFBLIAVIEIE » WEPIFSIHIRFEA metrics inEh o AL
> Prometheus IRTE ERE AR Trident BYFEIE o

BRT B1Z1E Trident BUSHVIEIZZ SN ~ kubelet 23538 B S VE1ZImEE AR T 5% "kubelet_volume_*'15
1Z o Kubelet AT LURHA BRI EMIEE « Pod UK EEENEMAIPIZIENE o 520 512" o

%38 HTTPS M Trident 1512

EEFEB HTTPS (EiHIE 8444) {FH Trident 1512 » B4 ZEIEER ServiceMonitor EZERLAEL S TLS 4HAE o (K38
BER trident-csi BIEN trident SRAEMERE] Prometheus HITRIER R ZERM o WRIUERUTH S
1TIEIR(E -

kubectl get secret trident-csi -n trident -o yaml | sed 's/namespace:
trident/namespace: monitoring/' | kubectl apply -f -

HTTPS $5%&HJ ServiceMonitor AN FFAT -
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- interval: 15s
path: /metrics
port: https-metrics
scheme: https
tlsConfig:
ca:
secret:
key: caCert
name: trident-csi
cert:
secret:
key: clientCert
name: trident-csi
keySecret:
key: clientKey
name: trident-csi

serverName: trident-csi

Trident SZ1BFT A L8 /5 7RI HTTPS #5412 © tridentctl ~ Helm chart 1 Operator :

* MNRE(FH tridentctl install 59 > AJLUHIE —--https-metrics RsssRENAE HTTPS $51F ©
* MNREFEAEBIZE Helm chart » BITJLERE httpsMetrics BEUUEA HTTPS 1518 ©

* NRITEEFER YAML €% > f8AJLTE trident-deployment.yaml F2Z2EHH trident-main
container #1g —-https metrics flag °

$EE 3 £5H PromQL &34 Trident 1512
PromQL JEEESZIBLIREFY S REERNERR o
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L2 ER LUERAR PromQL &5 :

Ev18 Trident &2k E

* Trident HTTP 2XX EIfEI B EE

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()

vector (0)) / sum (trident rest ops seconds total count)) * 100

* BEBARRERSE Trident BVSHY REST [EfE B 73LE

(sum (trident rest ops seconds total count) by (status code) / scalar

(sum (trident rest ops seconds total count))) * 100

* Trident MITEERTIIFERR (Z1))

sum by (operation)

(trident operation duration milliseconds_ sum{success="true"}) / sum by

(operation)

(trident operation duration milliseconds count{success="true"})

JEEY Trident (ERAEN
* FEHERE RN

trident volume allocated bytes/trident volume count

* BERIGEC B EHERE =

sum (trident volume allocated bytes) by (backend uuid)
IS ERHR&ERE

() REFRE kubelet 151785 » LA TEKF o

* BEHRE EEAERNE S

kubelet volume stats used bytes / kubelet volume stats capacity bytes *

100
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T fi# Trident AutoSupport &85 7
FELIE T > Trident &X[A NetApp 3% Prometheus IEZME A BIRE ©

* BEFEILE Trident [6 NetApp 223X Prometheus 1S1ZFIE A IR S » 557E Trident ZEEHARERE

--silence-autosupport =& ©

* Trident t B LA “tridentctl send autosupport' #2588 [A NetApp ZIREFIZFE R R HES o MEEMEEE Trident
LER o BB ZAT » BAEZIES NetApp Bihttps://www.netapp.com/company/legal/privacy-policy/["
PERAREIRER"] ©

* BRIESBEREA » Trident FEVFIEE 24 /NRFAYEES ©

* EOIAEH --since HEIEIEE HES(REFRIEEE o HI80 ¢ “tridentctl send autosupport
-—since=1h o LB ZBEBE Trident —FEZLEER “trident-autosupport’ R 2s UK EE L RI% o ERIIUTE
"Trident AutoSupport"BX{S 2 238445 o

* Trident AutoSupport A& U ESEEEABRIEF (Pll) SEAEN o EMT "SRR EERZTER
1% Trident BERREARS o EAILURABAE NetApp HERZ 2 MEMSIEREGE 512"

Trident {EXRIAEEFIU TR

items:
- backendUUID: ff3852el1-18a5-4df4-b2d3-f59f829627ed

protocol: file

config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags: null
disableDelete: false
serialNumbers:

- nwkvzfanek SN

limitVolumeSize: ""

state: online

online: true

* AutoSupport s1E & &E3X 3] NetApp BJ AutoSupport iH2h o MR ITERATAE ERKHEIFA RG> aJUER

--image-registry HEIZ o

© B A LUBBEE ZEE YAML FE22 5K TE proxy URL o S R[AfFH tridentctl install --generate
-custom-yaml 2RI YAML tEZE > A “trident-autosupport container £ “trident-
deployment.yaml FR#T1E "--proxy-url 283K FERY ©

{=H Trident 15%&

EE(ZHAEELR - SEZEEBF] YAML (A --generate-custom-yaml FEIZE) » WAREETFIUAFLER
--metrics &8 » FEAREE trident-main AEsHMIFA o
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FEFRZEE Trident
1 pEsZfE P A% 8L Trident ABEIRY S AR ENSEY Trident ©

RARSUEAETS

* MRFRBHIFER © RBRERESARKR | R e > F2EE > BIFEEIE Trident WIZIRABARERIERAE
MBERBHIRRA "R o B2 _FEMR_EFHRRRASHUME—EE TS 0% o

* AT HEARIMERRE > fEREE Trident A T5& Trident FrEEIZAY CRD SABRAYIG - IR ECEERUE
% Trident REFFBEER » 52 "HUE R Trident #1 CRDs" ©

FIsEZ Al

WMNRITE(ZF Kubernetes ££8% » BN BTEEIE Z BIMIFRFRE A Trident I AR ENEARATEL o SRR
17T MIB& Kubernetes EiE4Z Al » PVC BRISLEERES UK o

MERIRZER A
T REZAE B2 4L Trident RRERIAY A ASRENE Trident o ARFRZZEER] » AR TRV L8 Trident BIRRZ ©
1. {8 "kubectl get pods -n trident # 2 Pod ©
° YNERRAIRIES pod > Trident 2 “tridentct Z4ERY o
° YNER7FTE operator pod > Bl Trident 23&i@ Trident operator FENLLER » S{ER Helm LR o
2. NRAEIRIES pod > F5fEA "kubectl describe tproc trident 2RFEE Trident & 1EA Helm &8 o
° MNRE Helm 2% > Trident 2R Helm M o
° YNERRA Helm 124 B Trident 2 Trident IR EEFHLE -
EI# Trident Operator %24
ISR A FBNRBRZEE Trident Operator &4 > thAJLUERA Helm fZFRZEE o

fRIR TR FE T o
MREFERIRIEEZET Trident > BIAILUEBBIT T HP—IESIREREIFZLET :
1. 4288 TridentOrchestrator CR ii:%E E&IE:E -

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec":{"uninstall":true}}'

& “uninstall 1255584 “true' B o Trident BE T ZEIE Trident » B EMIBR TridentOrchestrator & o INR
1EAEE R LE Trident > BJEEEIR TridentOrchestrator M7 I FHIEEERE o
2. MiP% TridentOrchestrator : iEBEFEPE TridentOrchestrator ARERE Trident B CR » EEI LIS

RVEEENE Trident o ¥ 2EEiEBEIE TridentOrchestrator MR » WALETZER Trident BEMNTERF
£ > FEFMIREEZIEBEIZFEILAY Trident Pod ©
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kubectl delete -f deploy/<bundle.yaml> -n <namespace>

fEPRZEE Helm

WNRITHFER Helm ZEE7T Trident » BIIRJLAER “helm uninstall 1T ©

#List the Helm release corresponding to the Trident install.
helm 1s -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

BEPRZEE tridentctl

f#H uninstall 839 7E tridentctl FIEREL Trident tHEARIFREEIR » 1B CRD FEEAYIEHFRIM

./tridentctl uninstall -n <namespace>
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Trident for Docker
2B Y Fo R R

TEERZE Trident Z Al > EAZETE 1 LW 2 E L BRI EETRE STRIFM

B K
© ESBICHBERAMA ER

g5

ﬁﬂi

* BRI E R T TR Docker iR o YNRIEAY Docker RSB EE "Zrdts

docker --version

* R ICHER L ERR I RE BT LERM
NFS TH

ERERANEEER AN SZENFS TR -

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TRBEHAE TS - ML HIREN N5 58555 4508 o

iSCSI TH

ERERANEEER RS ZEE ISCSITA -
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-

mapper-multipath

2. 1% iscsi-initiator-utils ARASEE 7S 6.2.0.874-2.el7 SAEHTARES
rpm —-gq iscsi-initiator-utils

S RFHANREAFH :

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf

4 MAZERE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FHEMR etc/multipath.conf B8® find multipaths no i{if% defaults Z
—F o

5. FE{R “iscsid' 1 ‘multipathd" IE7E3E1T :
sudo systemctl enable --now iscsid multipathd
6. BYFANLERE iscsi -

sudo systemctl enable --now iscsi

Ubuntu
1. ZETIRHREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. F51BE open-iscsi RAEE 4 2.0.874-5ubuntu2.10 SE S kA (BRI bionic) B 2.0.874-
7.1ubuntu6.1 EEARA CERRL focal)
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dpkg -1 open-iscsi

S RFHANREATFH :

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.cont

4 MAZERE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ AR etc/multipath.conf B8F find multipaths no Mfif% defaults Z
-F o

S. FEf{R open-iscsi M multipath-tools BERUBIIEIEETT :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMe TH
ERBERNECIEERFNDSZLE NVMe TH ©
* NVMe ZEE RHEL 9 S{E iR o

@ * WNRIERY Kubernetes EIRARIIZOIRASKE » HELHIZOIRZRE NVMe EfF > BIKKATSE
RERHBNZORSEHMAE S NVMe EFFBIARES

283



RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

FCTH
ERBERANIEFERANGSEEFC TR -

o &h

= FA#11T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) BT {EEiELIEIEEE FC PVs B » 357
discard StorageClass F$5%E mountOption AT TENRFZEREEIN - 55260 "Red Hat sRBASI" o
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi device-mapper-multipath

2. ARZERE:

sudo mpathconf --enable --with multipathd y --find multipaths n

(D FAMEMR etc/multipath.conf 888 find multipaths no MfiA% defaults Z
To

3. R multipathd IEFEHIT ©

sudo systemctl enable --now multipathd

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. RS ERK:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ FHEMR etc/multipath.conf B8® find multipaths no Mfij% defaults Z
—F o

3. FB{R multipath-tools BB IEFEETT :

sudo systemctl status multipath-tools
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02 Trident

Trident for Docker Z5 NetApp f#FF &1t Docker £FRERARIEIZES o ©XIBNH
ZF &7 Docker THMFHEFSRECEMEIE » WIRMHET —@EIEZ » UERKARINEMFE

VAN
= °

Trident IZ BT TERRE TAER—FH _LRRHIT - EAFRREGEZSARERANEEFER > WHIESNE
TR Docker HFEERIETF ©

CREEENRE
2R "ERERVTR M o BRI STRIRMEE > BDEIERE Trident ©

Docker BIEAVIMIMER 57E (AR 1.13/17.03 K EFhRZs)

BIYAZ Al
UNERIETE Docker 1.13/17.03 ZAIBIRRZASHE AR Trident BEATERRF 5% » SAR(FRIEERE
BIMNIMER F57EZ BIELE Trident 27 X EFTEXE) Docker STEEFERF ©

1. FIEFFESITHRBYITIERS :

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. EFEE) Docker ©

systemctl restart docker

3. FEMRIEBE RS Docker Engine 17.03  (#fhRkzs 1.13) SESHRZA o

docker —--version

MREHIRABIBE > "ZEREMITHIZE"

1. BRI AARET IR T3 A s B

° config . TARRIEERBLTEE config. json » BEERILEEIBIERE "config BEIEEINE 2254 FB 21 6 FE (T 2RV
15T - REBHBLIN ERARARD /etc/netappdvp’ BEEH ©

° log-level : IEEHFHELR ((debug s info ™ warn® error ™ fatal) ° FEBsR{EZA info°
° debug : IEE L MAELECER o TARES false o UIRA true » AIEEE log-level ©
I BIARASHERIAIE
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sudo mkdir -p /etc/netappdvp

ii. 32 I74AREAE

cat << EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQOF

2. [EAEEIMIEXRAENED Trident o 1§ “<version> BMA T EEFERIMIMETNARAS (xxx.xx.x) °

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. BAYAMER Trident IEEREN R AT EUSFHIFZMR o
a. B —{E%A TfirstVolume) HIRERER :

docker volume create -d netapp --name firstVolume

b. 7SS RNEI R I TR TALE -

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

C. TEPRMEHE&E TfirstVolume

docker volume rm firstVolume
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E475%E (1.12 REERIRE)

FaYaZ Bl
1. FHRPEERNZ docker BrZs 1.10 S{ESRRAS ©

docker --version
MREHRRAIBE ~ FEMTHLE ©
curl -fsSL https://get.docker.com/ | sh

HE > "BRBIENEITIRAS R TIRE" o
2. BRFTEHNRFEEEE NFS A / 5¢ iSCSI °

TER
1. L85 FECE NetApp Docker Volume &1 :
a. FEIREEREARELR .

wget

https://github.com/NetApp/trident/releases/download/10.0/trident-
installer-25.10.0.tar.gz

tar zxf trident-installer-25.10.0.tar.gz
b. #ZE bin BIEHAIMUE :

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. EIUABBIERIME !
sudo mkdir -p /etc/netappdvp
d. EIARARHE :

cat << EOF > /etc/netappdvp/ontap-nas.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}
EOF

2. WEGF EMERIEITREER  ERFAERENREERE) Trident THEIZF ©

A

sudo trident --config=/etc/netappdvp/ontap-nas.json

()  mIEmAEEE  Volume EEBIRRNTERAIES netapp) ©

BEEERRRE » A LUER Docker CLI N EREZ A SEMLE o
3. BIHSE :

docker volume create -d netapp --name trident 1

4. EREHASIBFACE Docker HEIEE ©

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

5. MIE& Docker Volume

docker volume rm trident 1

docker volume rm trident 2

ERF RN RFERED Trident

systemd B! A# VSR HIEE TTAEZE A 1E Git (72/E MY “contrib/trident.service.example' F1#% 3| o ZE1E RHEL Hf#
FARZAEEE » BT FHIRIE
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1. REREREIERUE
MREHITZENTERE > AIERETIERERE—%ME -

cp contrib/trident.service.example

/usr/lib/systemd/system/trident.service

2. “EEEEZ*%—?— it (35 2 17) EEALEREENREMAT » LRERERE (535 917) EESRRENIR

3. EHE A systemd UFHIRKETE

systemctl daemon-reload

4. ERFRZART o
IEATEERIBELETE /usr/1ib/systemd/system BERHPAIER G BHNABTMBIARRE

systemctl enable trident

o. EREDARES o

systemctl start trident
6. 1RIRAKAE o

systemctl status trident

()  SRERETHRE > HERT systenctl daemon-reload HLELBBILSE

F AR EFRZ 3L Trident

e A2 2 F4R Trident for Docker » A& ¥ IETE AR E SRR E o 4R Lﬁz
F > FE—ERFTERIEER] "docker volume' ST EZIGH YA SHFELE1T » FERRERZES
BHEHMIRE > BRZEHENEE) c KIHBERT » ERF|LFIE o

4R
KB T 5L EEFH4R Trident for Docker ©
SER

290



1. JIHIRAHIRE :

docker volume
DRIVER
netapp:latest

2. {=R5MIEL

docker plugin
docker plugin
ID

ENABLED
7067£39%9a5d£f5

Plugin false

3. FHRSMIET

1s

VOLUME NAME

my volume

disable -f netapp:latest

1s

NAME DESCRIPTION

netapp:latest nDVP - NetApp Docker Volume

docker plugin upgrade --skip-remote-check --grant-all-permissions

netapp:latest netapp/trident-plugin:21.07

@ Trident B9 18.01 ARZAEXX T nDVP o fEFEZEIEN "netapp/ndvp-plugin’ BREF 4R E!
“netapp/trident-plugin’BE{& o

4. RUASMIER

docker plugin

o. HERDIMIEIIERA ¢

docker plugin
ID

ENABLED
7067£39a5df5
Plugin true

6. ERHIEE R :

docker volume
DRIVER
netapp:latest

enable netapp:latest

1s

1s

NAME DESCRIPTION

netapp:latest Trident - NetApp Docker Volume

VOLUME NAME

my volume
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WNRIEEIUEERR Trident (pre-20.10) FAREI Trident 20.10 SEFARZS > AIAEEBEIFEER o W
RELSEN > F2REAHEE" - MRBFEER - CREZSTERZIMIMEL - ABBIRZIMNIE

@ ' REBBEFEEREINVERR B R ZEEPTER Trident fRZS : docker plugin install
netapp/trident-plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

PR Ze L
FHIKB T L B EERZEE Trident for Docker ©

1. BBERIMMEUFT B I AV EAIHAER & o
2. {=RsMIET

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. BERIMIE

docker plugin rm netapp:latest

B FAlER &

ISEIAERIREE docker volume IESEREN ~ ERMMBIRHIER » WEFERISE
Trident SRENTE 78 ©

BRI RS
* ERERLENES RN R HRE

docker volume create -d netapp --name firstVolume

* ERERY Trident MITERSZ I HARE !

docker volume create -d ntap bronze --name bronzeVolume
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() meeREREm EE > BIEREEROTERE o

* BRERMWIREAR/) - 52R 7S « £RARENITEINET 20 GiB HRE !

docker volume create -d netapp --name my vol --opt size=20G

Volume XK/©NAF BTN » B —ERE(E » E[n/E (g0 : 10G ~ 20GB ~ 3TiB) ©
MRAIEEEN - BIFRA G o ANEMAINFTA 2 WE (B KB~ MiB - GiB ~ TiB) 5
108E (B KB-MB-GB+TB) - fIEENFHA2ME (G=GB-T=TB+...) o

IR E
* BRI E B 5 B E fth Docker HABRE—1 :

docker volume rm firstVolume

(D) R soliarire-san WG » LAEHIRRMIMILARIILE -

FEIKRBBTHH EEF4R Trident for Docker ©
ERHREE

£ ontap-nas * ‘ontap-san'#l “solidfire-san" {#FEEENFETURF ~ Trident ATIMAERFAIRE {8 “ontap-nas-
fIngroup‘EE “ontap-nas-economy ERENTETURF « FZIREH o WIRBHRE R IFIEERE L —EFBVIR

(=]
i

* IREHEREUTIRIRE
docker volume inspect <volume name>
* ERAHIRE R HIRE - EAFEZIIHBY Snapshot :

docker volume create -d <driver name> --name <new name> -o from

=<source_ docker volume>

* RHERE ERIRARIREIAHIRE - EAGEIIARE

docker volume create -d <driver name> --name <new name> -o from
=<source docker volume> -o fromSnapshot=<source snap name>
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gl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstVolume",

"Name": "firstVolume",
"Options": {1},
"Scope": "global",
"Status": {
"Snapshots": [
{
"Created": "2017-02-10T19:05:00z",
"Name": "hourly.2017-02-10 1505"
}
]
}
}
]
docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

FEUMER I VAR &

BESILAER Trident FEUMBENEIREE (HEHER) > “ERMELEEERENIIEHEERART
Trident STEMFERT (B0 © "extd 1ILIERY “/dev/isdct i HRIEIEB Trident 7B ©

BRENE TUAS E RIS & T

SEREFEREENEE —ERFENEER » SRR IR ERHEEEEEEUETAE
R FHSR TN > THERNEPIEEFFRFRVEEE

R EIRFHARERELEIEIEIFE R E o 72 CLUREHAMER - EE FIRIEIEENE - ELEEER
JSON #EREAEFFBIERFIE o
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ONTAP Volume ZEIE

NFS - iSCSI #] FC Bk &L

IR

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

LT MINEIR(ZEAI NFS

TREFELI T ¢

55
HRRE AR/ ~ FRER% 1 GiB ©

MR ERRR R E » TERAREECE - BRE
2 none (FBREECE) M volume (RERLE) o

ERINRIBRAREAFIEE ° 85%E% none » ®T
T EAZUREBBEILIRE o RIEFEEFEEESEK
» ZZRIFTE ONTAP R4 LEEE—E%%A Tdefault)
MRR > ZRBGEL L RENES/NFIRE « RE
FRREBMMRESEIRE o afLUEE S BEiEE T
EE&%TE’\J *.snapshot Bi#RiZRIRBHEMEEFHNE

ERBRBAREREAPMRENE DL - ERERE -
ERTIREEET snapshotReserve > ONTAP &%
12 snapshotReserve (BE% 5%) ; MR
snapshotPolicy 2 none » BIJZ 0% o &R UTEER EHE
RAFRE ONTAP &R ETEEH snapshotReserve
{8 > W HPFRT ontap-nas-economy Z4h » "'?EJLXH?}E
YE%4FTE ONTAP & inHIMARR & i 113218

%ﬁ%ﬁzzﬁﬁtﬁ ) IEEE R ONTAP 17 Blig 8 BUr it & £

RUGHEE DB o TER(ES false o HLEHEERER
ﬁ% B ERYF1EFR AL 18 3 BN 48 U RE IR (& B HL AQ BBk
BN 0 AAFRKAIEREAHENENES o flu0
» BRITEENE U A AKEREME - BEENRESE
IR » EUERIFIIEN D BEE BURIRE o

TEFHERE & EERA NetApp Volume Encryption (NVE
) ; TASR#A false o AEfFRILEIR » MATREL
HY1S NVE 2RI NVE °

MREIHEYFE T NAE ~ BUTE Trident HfC & AR LR
EEZEUA NAE ©

WMEFELEN > BRE  "Trident B NVE #1 NAE BYE
ERZ" o

RIEHREZE RO B RS o L&ET’“‘ﬁH“E
IEEEMRE (SfREF) B EEREBERRE -
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IR

unixPermissions

snapshotDir

exportPolicy

securityStyle

BURHNNEEIR(ZEAN iSCSI -

IR

fileSystemType

spaceAllocation

]
A2REUTER
* 17 10 GiB HR& :

=R EH

R EEHIEIR & B IRERE - TERIER T » R
RRES ---rwxr-xr-x * HEFRMNE 0755
‘root B RERE o XFHHFHEILHIAFEA o

UL ES true EE . snapshot’ EksEageitia
MEMNRAFPIHRAR o 8REA false’ T~
".snapshot’ B #:AYA] R4 AR A S FAKER o FLEmE

(BIMNEF MySQL BR{R) 7 *.snapshot B#kEIRAY
BRTEEEREE -

REHREEFERANELRL o FER{EA default ©

REAREIEEENZ2EN c AREA unixe B
WES unix M mixed °

=708

RERAMIEE ISCSI HIFEMNERAL - BRES
extd c BYES ext3 s extd Ml xfs o

IR ES false 1SR LuN MIZRIDECINGE - T8
REA true BERTNEHMEEEBAREBMIEES
BY LUN 53555 AIRVERT > ONTAP @014 o
glﬂ:i@ﬁ%ﬁ?ﬁ ONTAP 7E 14 MR E I B S [EUgZE

B o

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* BI—EE R 100 GiB HRE :

docker volume create -d netapp --name demo -o size=100G -o

snapshotPolicy=default -o snapshotReserve=10

s BiI—{EARAT setUID TR E -
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docker volume create -d netapp --name demo -0 unixPermissions=4755

B/\EEE&E A/NA 20 MiB o
MBKRISTERBRE - BIRBEREEZA none > Trident €8 0% BYIREBIREE o

* #3785 Snapshot [RAJF] Snapshot {REHIHEEE !

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* BI—ERAERBERERBBTIRERRELLHS 10% BHRE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* BU—EEARRBRIF 10% BETIREBRE ZHEEIRE :

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* B A REBREIREE - 3% ONTAP BUTERIRIBMREZER CBE# 5% )

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element EX3& Volume #EIB

Element BREBEIE AR 7 B ERIFHAI A/ NHIARFZME (QoS) HREK o BIUMIRER » §FA -o
type=service level anfafRAIEEREREABIAY QoS REK ©

£/ Element SEEIFZTNE R QoS IRIEEHRNFE—FP BRI E/D—EHEE » MEHAKEDISEEATBERBNR
N~ BRKFNZEEE IOPS ©

Hfth Element $UBSHRE 2 IIETH IR T % ©

E=I1g 2B
size HEERI A ~ F82825 1 GiB SAHAEIEH .. ."defaults":
"Size": |'5G||} o
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I 2B

blocksize AJ{ER 512 T 4096 ~ TE:%A 512 HECEEE
DefaultBlockSize ©°

#h
F2RUTES QoS EZEAVSHAARELE

"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

£ LA ARE S ~ FHFIBE=ERAIES : Bronze - Silver Al Gold ° BLELEEIERRT

* #37 10 GiB Gold Volume :

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
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* 37 100 GiB Bronze Volume

docker volume create -d solidfire —--name
size=100G

oY

WEH

oIt
fEal LA EE HES I B E TR 2 HERR - (CAZRIREER
A NME ©
W EERE Bk LUETTRE ZEHEAR
TR

1. INREEREENEEIMIMEN AT Trident (BIEERA “docker plugin'$5<) >

docker plugin 1ls

ID NAME

ENABLED

4fb97d2b956b netapp:latest
Plugin false

journalctl -u docker | grep 4fb97d2b956b

2=y

$HEECER ~ SARE

sfBronze -o type=Bronze -0

S EEREHIT Docker M

AR T TUEAR

DESCRIPTION

nDVP - NetApp Docker Volume

ZEMUBBNEH MRS EREE - MRFIRSEFSH > ERILIARE AR o
R (R 8 B sSacsrrIIMEE T

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

BE  EIMMENBE ZERYE R TRVRREECEH

docker plugin disable <plugin>

docker plugin set <plugin> debug=true

docker plugin enable <plugin>
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3. WNRMEEEH ERITZ EMER » AIEFFAUREEA /var/log/netappdvp BitH - EERAEEH
sCER » FAEAITIMEMERNRFAERE —debug ©

—AREEEEHFAERAGR

AR RBBEINEERIEES SRS EADGE - RESERRE » CEEAZEIAEER
FEEERIELIERMAS

Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

ERMKERBERIAN - ZENRE » ZIEHNET 2EBECEINEE - BZAIUEBEZ ] B EIRE
ARZHEE o

* MRA PV B EFI SRR HIRMRE - BHR rpcbind’ BRI IETHENE o ERERIEXERRFIENEREEH
EIFES » WE “rpcbind BB IETEENE © BRI LUABEBEHIT “systemctl status rpcbind S EERIE L HKIRE
rpcbind ARFEHIAREE ©

EIEZ(E Trident B 1TERE

EREERREAZERELRER » EEHITZE Trident B - EIRZEBHITEREIEN
RESRIERY » [ --alias EIBRR AL R EIMIER » Z{EA “--volume-driver ZFEIBTE F 44
BEHIME Trident B > BEFIEERREIRIATE o

Docker BEIFYMHIZ (KRZS 1.13/17.03 SKEHARAE) HIFER
1. BENE—EHITIERE > 5 RIRFNABRERS o

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2. REEhSE _(EFITIERS - 3EERERIRIRFAEREE o

docker plugin install --grant-all-permissions --alias gold

netapp/trident-plugin:21.07 config=gold.json

3. BIUHRER - 5 LisEARBEN LM o
oI > HNEEHIRE :

docker volume create -d gold --name ntapGold

N > HRAIRZZE -
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docker volume create -d silver --name ntapSilver

BERDER (hRES 1.12 RERRRE)
1. [ EiTEEER D I8 NFS @M |

sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. FABTERSNIZI ID A iSCSI 4HRERENIMIER ¢

sudo trident --volume-driver=netapp-san --config=/path/to/config

—-iscsi.json

3. #SEEFIZNHNITIERACE Docker iR :
fugn > #HENFS

docker volume create -d netapp-nas --name my nfs vol
fIgn » #HLiscsl :

docker volume create -d netapp-san --name my iscsi vol

I¢

fATFAERREIR

B EFEAREH Trident 2BREAYAEREEEIE o

e

EifcEER
ELERSEIEEMFRA Trident 4BAS - MinEAMBHETS o

JETE AR i
version SR TENERRANSR 1
storageDriverName EFEHEXLE ontap-nas, ontap-san, ontap-

nas-economy,
ontap-nas-flexgroup,
solidfire-san
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HIH 55 AA eyl

storagePrefix MR EATBAVERRIET T c TR staging
& : netappdvp °

limitVolumeSize HHEEA/NBIRS] (FJE) oF8 109
=E " (RREIEIT)

BIHE storagePrefix (EIETERRME) FAH? Element i o FERIEN T » “solidfire-san 5&E)

R ZBEILRE » WERFERFILZ © NetApp E:%%4 Docker Hiik & ¥ FEFE B ER tenantlD »
HERABMHER » ZEREE Docker Hrzs ~ BEENFZNE UK 2K B Docker FIRIEETE (LARA{E
BT EansEsk) o

ARM T ARER  BREERUSEMREREEITIERE © It size RRBERANFIAEHIZREE - AWM
RE TR MIRE A/ NSRS > 552 F ONTAP REBRSD ©

== S 551

size b E R P ETERR AN o FEER 106G
. 1G

ONTAP 4HRE

BRT BiBIHACEE 25 o £/ ONTAP B » E B LAEA T 5 TBAREEIR ©

BEIE Sk #i 5
managementLIF ONTAP &2 LIF B9 IP {iflik c #88] 10.0.0.1

MisEBEEnTE (FQDN) o

dataLIF 7€ LIF B9 IP itk o 10.0.0.2

ONTAP NAS EEEI725 : NetApp &

IEIETF datalTF o (IR FIE(H

» Trident #&1¢ SVM EX48 dataLlF

SR LU E — B2 R EA 2T
(FQDN) FB NFS #fsiafE » %

T3EII843 DNS LT 2@ dataLIF

ZREITEEHTE -

ONTAP SAN EEFNIET : BIEE
iSCSI & FC ° Trident fEF"ONTAP
Selective LUN Map"2R3$IRET %
BRI T EPSERFREERY iSCSI 3 FC
LIF o INRABFEE R dataLIF » HY
GELLE
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https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html

HIH 55 AA eyl

svm BEANFEFERKSE (MREE  svm_nfs
LIF %% LIF > BIIEE ANEIE
)

username EIRIRFREEENFRE LT vsadmin
password HIZHFEEENTE secret
aggregate BRicEmN Aggregate (GER ;W aggrl

R&KE > AWLEIRIKEG SVM ) o ¥
" ontap—-nas-flexgroup E&Eh
230 0 EEETERR 28 © $5RAG
SVM HIFRA Aggregate #Bi& A ED
& FlexGroup Volume °

limitAggregateUsage B MREAXRBAEIER2EE > 75%
BRI
nfsMountOptions ¥ NFS BIMEIRETIBMIZES] ; 8 -0 nfsvers=4

B{EA "-0 nfsvers=3" o {EEAM
‘ontap-nas’#l “ontap-nas-
economy %E@ﬁze_t "SRITILEEE
NFS EHEAERRE"

igroupName Trident i EIRSEERL netappdvp
igroups %% netappdvp °©

IEEAEE R & BE ©

{251} ontap-san driver °

limitVolumeSize B AR AKHAIRE KN o 300g
gtreesPerFlexvol @ FlexVol BIERK qtree BIEWZE 300
7£ [50, 300] EBEA > TERES
200 °

¥1? ontap-nas-economy SEENTE
o LEEEAFFBE]EE FlexVol
B9 qtree HE LR ©

sanType 2R ontap-san BEENER o *  iscsi WIRAE
FAMEE iscsT MY “iscsi
» NVMe/TCP B nvme " 358
Fibre Channel (FC) BY scsI
B “fcpeo
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IR

=R EH

limitVolumePoolSize RESZ ontap-san-economy 1

ontap-san-economy SRBIFET © *
FR# ONTAP ontap-nas-economy
# ontap-san-economy EBENTZ T,
BY FlexVol K/)\ o

AR T TRRIER - BREZRIAISE Volume LETEITIERE !

IR

spaceReserve

snapshotPoli
cy

snapshotRese
rve

splitOnClone

encryption

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

fileSystemTy
re
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55

TRFEEEL ; none (FBEECE) I volume (EED
)

E(F AR Snapshot R8I ~ FE5%% none

1SEnapshot REBEDLE > FBR%A " WUIER ONTAP FE:%

BIFAFEREE IR R » AR false

TEEHEREE B A NetApp Volume Encryption (NVE)
; TAER 4 false o HEPRILEIE » MBRERSE LEY
13 NVE $ZHEX R NVE ©

WREIRENE T NAE ~ BITE Trident $fC & B {ERIREHE
E#BZ B NAE o

MEEZEN > 3520 : "Trident 81 NVE 1 NAE B9
ERT" o

BEE NFS Volume BY NAS 18 > F85824 777

NAS ZEIEFAMNFEY . snapshot B ©

NFS B H SRESEEFRY NAS I8 » TAR{ES
default

NAS #1858 » AR EENEEER NFS Volume °

NFS %18 mixed M “unix BE2ER o FEHRES

‘unix °

SAN ZEIEANEFIER AR > FBRS ext4

#151
300g

5l

none

none

10

false

true

777

NFSv4 % "true" > NFSv3 &
"false"

default

unix

xfs
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HIH 55 AA eyl

tieringPolic ZE{FRAMOERE ~ F83%2 none © none
Y

skipRecovery fHBREER&E « ZiBEEFEREPRERTS ~ LLIZED
Queue HHUB%E%‘%E °

HECETR

‘ontap-nas M ‘ontap-san BREIFENEAEME Docker MREEI—E ONTAP Flexvol

o ONTAP BEZEEHMRZTIE 1000 fArlexvols » FERANZIE 12,000 @
FlexVolH4IRE&E o YIRME Docker MFEEFERFFSIULRES > Bl ontap-nas ERBIIENEEHEN
NAS fRRAZE > EAFlexvol siRETEEIMYINEE » B8N Docker HMEIREMEIRIBFIER o

MREFTER Docker MR EBEHEBE T FlexVol [RFEIFFSERANAVEE » 55%1E “ontap-nas-economy' 8%, “ontap-
san-economy BEEFZ T ©

LIt “ontap-nas-economy ERENFE R & 1T HENEIEM FlexVol HIEEEED « LL ONTAP Qtree FIFZEIL Docker
HAIRE o Qtree IREEEIETM  SEFEMIRZSAIE 100,000 fE « BERERZEIE 2,400,000 @ ~ B
B EB IHAE © It “ontap-nas-economy BEENFE N A2 4E Docker HifEEIFANE AR AV IRIRSIES o

@ Docker Swarm BR]AZ$E “ontap-nas-economy EEENFZT » 1% Docker Swarm xS
EENRE AR &R o

‘ontap-san-economy  EEENIERNEEEHEEIERN Flexvol MIEEHAEEHR ¥ Docker
MBI A ONTAP LUN o ¥IE—&R ~ 818 Flexvol TAAEEMRMN—E LuN -~ MEAES SAN
TEEEHIREBEFINIETRMY o 1RHEERSIME « oNTAr SEZERZAITIE 16384 A

LUN c AR EERES LouN ~ EIEEEEENTENZIE Docker HAIREBAMIRIRFIIES o

#£1Z “ontap-nas-flexgroup EEENFE N IUIR S B — R @M F1TRIERE 11 > ZMEIFERIERE PB REHE > 3%
+E{EHEZE o FlexGroups HI—LEIBAB(EAZEMEFE A/ML/DL ~ KEHEFN DT - BRESEE - B « HEEEE
% o Trident 7EECE FlexGroup MR &R ERIEIR4 SVM BIFRAE Aggregate © Trident 1Y FlexGroup 1818
BERBLUT4E, .

* E ONTAP HRr4s 9.2 HE#THRAS ©

s HEHRE AT > FlexGroups 3% NFS v3 o

s B4 SVM EYFE 64 {117t NFSv3 #iRIHS o

* #EZ&A95/) FlexGroup R 8 / HEHE&E K/\% 100 GiB ©

* FlexGroup F4PRERZIEEE o

B8 FlexGroups KiEI FlexGroups I TEE&HHER > 552 "NetApp FlexGroup Volume S{EEFE ML
BEFIErm" °

AEAER—IRIEPEFERINSENMAIRIRIET - ERILIITTZ(E Docker Volume Plugin #1T{ERS » HH—{EfE
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F ontap-nas > 3—{EffMA ontap-nas-economy °

Trident BYE5] ONTAP &€&

oI B —E A A R{EHEIRAY ONTAP £ A6 » EXEMAUER ONTAP BIEE A B Trident H#ITIR
€ o BIR1E Trident BimABREP B SEAE LB > Trident E{ERAEEILA ONTAP E2EABKMITIRE o

YNFREEIL Trident BETABRHAEN > F2/H "Trident BFTABELESR"

{&F3 ONTAP CLI
1. FRUTHSEILIRASR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. 2 Trident FERENFHERE

security login create -username <user name\> -application ontapi
—authmethod password -role <name of role in step 1\> -vserver <svm name\>
—-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BAGHREEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#1T 588 :

1. B E:TAR
a HEAREBRZIBTAS > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8#Z Users and Roles Z2HETHEEITR (—) °
C. 7£ Roles TiE#E +Add ©
d. EEMHERKRA] > ABEIE Save ©
2. BAELES Trident fE/AZ&  + 7 Users and Roles B _F#{T AR !
a. 7f Users THEE Add ElR +©
b. BHEFRIERERTE » AR Role THINEEREEZARE o
C. #—T Save °
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NMEEZLEN  A2RTYER !
* "AREIE ONTAP WETAR I "EEE:TAR"
s ERABMERE"

ONTAP #HAEREEE

<code>ontap-nas</code> SEENFETHY NFS 4

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {
"size": "10G",
"spaceReserve": "none",
"exportPolicy": "default"

<code>ontap-nas-flexgroup</code> SEENF2,AY NFS £

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {
"size": "100G",
"spaceReserve": "none",
"exportPolicy": "default"
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<code>ontap-nas-economy</code> EEENFZTAY NFS &

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> EEFNFE (AT iSCSI £l

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> EEEIFZ T HY NFS &3/

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"

308



<code>ontap-san</code> SEENFETLHY NVMe/TCP i

"version":

"backendName" :

"storageDriverName":

1,
"NVMeBackend",

"ontap-san",

"managementLIF": "10.0.0.1",
"svm": "svm nvme",
"username": "vsadmin",
"password": "password",
"sanType": "nvme",
"useREST": true

<code>ontap-san</code> SEENTZ LAY

1,

"backendName" :

"version":

"storageDriverName" :

SCSI over FC £i§l

"ontap-san-backend",

"ontap-san",

"managementLIF": "10.0.0.1",
"sanType": "fcp",

"svm": "trident svm",
"username": "vsadmin",
"password": "password",
"useREST": true

Element BXEFC &

FRT 2IEREE 2SN » TEEF Element 82 (NetApp HCI/SolidFire) B > HAJLAfE RS LEIEEIE o

IR

Endpoint

SVIP

TenantName

s el

https://<login>:<password>@<mvip https://admin:admin@192.168.160.
>/json-rpc/<element-version> 3/json-rpc/8.0

iSCSI IP {ititFNEIFZE 10.0.0.7:3260

E(FEFA SolidFire AR (WIER%K docker
FERIEESL)

309



HIH 55 AA eyl

InitiatorIFace 1% iISCSI RERBITEIETER N E default
B~ sBIEENE

Types QoS &l H2REUTES
LegacyNamePrefix F4RAR Trident Z2EAIFISR © WRIE netappdvp-

fEFH Trident & 1.3.2 ZATAYRRZS
> M BEFRIRE IR E ST HER »
HIEEREIEASEFEES
volume-name 7374 ¥ FERV ES HiE TR

[=]
oo ©

#% solidfire-san EBRENFETN A 248 Docker Swarm ©

Element ZEcHREIE S
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {

"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 B A PR
SHAMHE Trident 8 Docker 44 AR EMPIRERREIEN -

i Trident Docker Volume Plugin IEEERRFAARE 20.10 K EFIRAGEEFA KRR > A
238 no such file or directory $8:% ©

KIFEsET
1. ERIMIER -
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docker plugin disable —-f netapp:latest

2. BERIMIET ©

docker plugin rm -f netapp:latest

3. BIBIRMEEIN config BEEMRENRMG

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

—all-permissions config=config.json

HHreRBREEDS 2{@FTT

)

@ &5 Docker FH R IRHIPREI - AP IFE 1 E—F ol BEES Windows B "S52RiER
25773"
Docker Swarm FYRELEITAER Trident B AR C A HEFEMEESIIENRAES

* Docker Swarm B FifE IR E 2 BMIFIEE D A HE IR E RS o
* & ER T ERMEXE Swarm EEFHESEENES o

* Volume SMIMETX (B33F Trident) WZBTE Swarm EREFRISEENRS EBILFIT o IS ONTAP FUEEA
VY54 ontap-nas F ontap-san ERENTZRVINAE » EFMEM—FEMTTELERRHIREERNIMIER ©

HERRRB RN SR IFMBRFFM 2 ENBENTE > BT EREFRBUKREWRE » MRAREN T
X1 ;B0 ~ Element A Rtk & B AERREE ID RERITHEE

NetApp E[a Docker B2 {H[OER > B BRTR B E MBI RREARK G ERENEIERE

YNSRIETEECE FlexGroup > T8 — {8 FlexGroup SIEEAZER FlexGroup H—ENZE
+[FIH Aggregate > B ONTAP REHEZEE — & FlexGroup ©
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RIEBEHHENER

=iES
Z8%& Trident B ~ 55fEALLERY LAV ©

HBERERRER

"enta =" REFERAER 2 BN SRR - BN ERLZAIMER o G110 > —(EsnR =[P PVC AR
S—{EanRZERER o Trident 23 Kubernetes &8RP A an R EREIRMA PV BIR » RILFI A ABRAERIAR
FIRA o

Ltk » 72EX Trident pod AIAE(FE R B AESEERFE AGURSEMEMSREN - ARV REEAEXEHEENEE
FERTE X EATFEY Trident ¥4 E HEX pod A5

& ECAR A 2R E PR B AR I T LA =

Kubernetes B MIEE > —&#E & EM AIRMRANMSIRIREIE AR NE RN o (1R =R
EEENSEGREMNARNE  BRSMUREFENFEOSBNMEMENERS - Itsh - £/ BER"
P RRIER A RERAIER A0 PVC SBRNESER MERNRAERER

BEERENMLERERN EEMNESEN R EMHMEXEZRREERBREFMEE - F2HEULEUIRISE
RIEEN "R BACER" -

(EEZENG

NetApp ERMAPHSEMRETABAEBENIEE » FHERERRTARL » Bl
i -

A

Trident A]E2 ONTAP # Element 12E2(FEH o SR WMEFALLEM TR EESFrEERARERNGS » B1EE
EFY 5K BEEEEAREINERULEEREBEBRAERK o

CREZS R RSN TR ARIOREES - b5 > MBI EBIERS « BEERIR PVC REHE
AERERSESRE (F) o MBS ERBE S -

ONTAP 11 Cloud Volumes ONTAP REEEMUE

T R4 Trident BE2E ONTAP #1 Cloud Volumes ONTAP BIR{EEFEMUE ©

UTEZRRABHFCIFEHEE ONTAP NIEERA) » BETFEH S EAH Trident BISEENHIRE - &
IR ERIRICAIRIRETE BTG - UREEHERM -

FEREAR Trident B SVM

HFEEISE (SVM) % ONTAP R4t HAHMSRIHMAEENE -  SVM SRR ERERTERERE
K T R R RS R R -
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SVM WEIRH LIS
* ERIHAERPIREEEEENTE - BENEER  IEE SVM %18 o
* {EF ONTAP System Manager 5 CLI & SVM Z1 ZERAEENmE °
* BINFS BRI TEHAEEASR -

mmWEE R - N EHBETE DNS HECE » WHEEE Trident RrFEEF DNS %78  EABNEA{CEL X BER
mae  BISNEF AR S 2 RER SVM-DR °

I SVM S > IFAEAEE LIF IHEZEIE LIF U EEL 2D » BEERFRAR L2 RIREFMES AR o
Rl - BIE LIF BBFERIE® DNS 55/ » LUETE "SVM-DR"E Trident 3ECERAREREANEEME o

IREEREHE LR

ONTAP #FRMFERAHIRE RS - LEIRERZRESIRAFEERE T SR ° 5526 "NetApp Hardware
Universe"BA T BRIEHSE T & 0 ONTAP iR ASBYRELIIR! o EHARE #UEE] _EREF > AMZE Trident BVERECEESR
SR FREREEARTERMR -

Trident B9 “ontap-nas'#1 “ontap-san' SEENT2 X & A EERILH Kubernetes A MHREE (PV) BEcE—(E
FlexVolume ° ‘ontap-nas-economy'EBENFE T A49% 200 & PV E3Z—1@ FlexVolume (FJ7E 50 Z 300 Z RSEC
&) ° ‘ontap-san-economy SRENTETNAAIE 100 M@ PV EIiL—1E FlexVolume (RJ7E 50 % 200 Z[EEcE) °
ABALE Trident (LR ERA LB R BEIRE » EEZERTE SVM HIIRE o o] LU B e < FEITILIRME

vserver modify -vserver <svm name> -max-volumes <num of volumes>

‘max-volumes' HEERELRENEEISERGMBERRRE :

* ONTAP =5 HIREHEENEE
* IGFESHE Trident ZMAHMERREXEENMIEEHZ
* Kubernetes FEARE X TEsHER MBS EHE

#Z "max-volumes ' {E2 ONTAP & FFARNRS LA EVMIREAREL « TMIEE— ONTAP Eift ERVHERER -
It ~ IEEIBEEIB IR LB N « Hoh ONTAP HEEFRY Trident FoEHMRE M A SEEZ ISR DI EAERRS o

B0 » —ELEEE ONTAP EERZEIIUFEE 2000 1@ FlexVol HiEE - iR AMEE RS 1250 EERIER
H1 o (B2 > WNR(E "Aggregate " HK B —EEIEEHY Aggregate D EC4A SVM » 51E IR B —{EEIZEAY Aggregate
HAETRCE (fM > BB ERRE) » AIS—(EEEERARE Trident EBEMIEENBIE - ERIKEZEE
BYMEREE PRI R BETEIZE R "max-volumes EZ BIFA B &EER » MR Trident UK FAZEIRABV E R & 1%
T’RF o (B LUBBIRIG 5 T S{EATZ50 Aggregate LIBZ BB DTS Trident (EARY SVM HRBRIEEE

BHHIRE

NetApp Trident 7Z£/# ontap-nas * “ontap-san ] “solidfire-san F#{ZEEENTZ T ST IE G BUFATE & o (F
“ontap-nas-flexgroup' 3, “ontap-nas-economy SRENTETN Y » AZIREH o IR BMIEE B THIEE R EILHT
HIIRER o
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-dap/GUID-B9E36563-1C7A-48F5-A9FF-1578B99AADA9.html
https://hwu.netapp.com/
https://hwu.netapp.com/
https://library.netapp.com/ecmdocs/ECMP1368859/html/GUID-3AC7685D-B150-4C1F-A408-5ECEB3FF0011.html

@ % 7e [Z B [F] StorageClass FHitHY PVC o 7£[F— StorageClass AT [EIR1E » UIRAFRES
MAEBRIERIMTS ©
PR Trident 237 AVEEREE A/ EIR

EERE Trident RIZ I AR ER AKX/ » sBERM 1imitvolumeSize EEFFEHH backend. json B8 °
BRT RIS HEE K/ N2 b 0 IZFERZFI A Kubernetes THEE ©

PRl Trident #£37H9 FlexVols &/)\ LR

EEATEA ontap-san-economy # ontap-nas-economy ERENER B IRFRERRY FlexVols sRER AKX/ » 35
EEHY 1imitVolumePoolSize EFEHFER backend. json B8 o

5% 7€ Trident fEFA %[ CHAP

ERI U B IR EZTIEE CHAP ZHEA M BIZHE B E BB » W:E Trident 7£ SVM _EEUA CHAP o 338
BIHRETR useCHAP B8 > Trident RIfEEF CHAP ¥t ONTAP & IHRY iSCS| FEAREITERES ©

EIM{ER SVM QoS A

FEBE SVM FEF ONTAP QoS Rl » AR Trident EECEHIRE FIEARY IOPS (8 - EABM "fHIEFHZ
177" B LERIER 237 Z Trident SVM MSMATE&E ©

R AE=AE L ERENE] A4 SVM 17 QoS KB o MNFEHRI ONTAP MRERE - sA2REFTA ONTAP irZ<gy
X o LUTFEERIFRIL T —1E QoS K& - 1§ SVM R FAAY4E IOPS BRHIZ 5000 ©

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

IESh > YNSRI ONTAP HRAS R » RN E BEMA QoS REERKEFERHBCIFEFENETLE - BERE
QoS £ SVM ERIVRAIFHEE -

NECHEBRCTIEEHR I0PS MEBEUANEZ AR - HPEHE !

* HtERRFESINTEEHE o NRFEE Kubernetes SIERANEM T FEREEERRFTER > QIE
ARRAREELFERAEREITINNTFEE

* REAT(RFEHRERRTENE - MREAT I0PS EXNITFEERKERSITEE » AE QoS RRIGER
TMERVBSER ©

REIERIRE > £ SYM BARISIKRY QoS RESEEH MR 4% SYVM N AR & HAE—(E I0PS Eifith 1
R—ETVHBAERBFCRAERN IOPS BRES » WeascSHAMSRETIFEHENBRETE - TEER
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() R&EEEs ONTAP kRAMEH 0.8 B » A M QoS FAIBHAISTRAE SVM o

2 Trident 17 QoS [REIE¥4H

ARF5mE (QoS) AIMEREAR LIFRHMMAERETRRF LFEHMIZE - ONTAP QoS RESEHEAMIRE R
QoS ##EIF > WRAFEAEA—EHZELFEHERELE LR - AR QoS NEZEH » 552/ "Zi& QoS 7
FEERIEE" o A UTERIREHEFNRIETE QoS RESEHE » EBERBEHERERANEXFFNNREFEINE
ERGHRE o

ONTAP A miE QoS [RAIBHE : FRAMBEE - FRRABHERHEBEENRA (EBHREFHFRR]) 10PS
RIEE - B QoS ERBIIFEH X/ BERERIES » ELIFEHA/VECEHMERF I0OPS B TB|GB ML
Ko BEARERETFEEUENATEILFEHE > SRETEENED -

B QoS REKEHER: « SFERUTHEE !

* WREZERIRREN defaults’ BIRFERTE "qosPolicy' # < 552 R TR iR EH :

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg

‘ i&ﬁﬁ%ﬁﬁﬁﬁﬁﬁ%@ﬁﬁﬁlfiﬂﬂﬁ%ﬂ » UESEMREREESRUBEEENEMEEE - AXEBEAZRAE
lI‘H °
gN%E QoS RERBHERVHMEE » 52 "ONTAP F5< 25" o
FR%! Kubernetes &5/ S RI#EFEIRTFE

PREI%S Trident FRE2IZAY NFS BERER ~ iSCSI LUN #1 FC LUN B97ZEX > 2 Kubernetes SPELZ 2 REHHIRAEAR
FER D o BARMEI ARG LEIE Kubernetes B8R B MY F M FECE LHIRE » EMBRERMEEIMEDNR °

BfEan % ZERERE Kubernetes FEIFNEBHEEREMEE - AR — R ERANERAIUREE » ERETEM
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% EfZEAXEERLERFR - EEKE » BIE PV 22EHR - EMEER PVC K > hRBIHEE
an B ZEfR Pod A BEFENES - BERTEERZ RN TERmRERRBRE R o

£ Kubernetes IRIEH » RZHEBHENZENTERERRHETRER IIFEUHE R T LRfRE » B
LEFIIERSFAEAER o "= SEMLEIERZZIRR - 22T » 5ESE2 @ -

HERREEEA ILERTRS TSN ERBERNTS - ELERRBERAFITHRIER - FILFHOER "Pod %
Z2MRAMFALETEE

N EERRFE Kubernetes FI9MNIE F M FZEAIHAIRE - FERBEER AN EIRHFRE  BREESEMN PV »
A Trident B o SR LUFEIRIETE Kubernetes F19MER 1R 2 AR R E 4R H AN B (E sz i & B A §H 8%
EEFEHIRE o L5 - IJBIUERABTEHRA » M AsFHE Kubernetes =5 EIRAFN Kubernetes Z=5E9MEBEYE
12 (Rl AR ESTFEN ©

BN EESRERIEEE (FU0 OpenShift) siEME LAEFAERARENNEZNIE » FEFEHERAE

HERBSIRE — D [REIE R EFERNEFE - EEEAMERNEEERIBERAIRTS (B0 OpenShift Metrics 71
Logging AR¥S) LUREREEIIFERIMBEIRBVRER AR I EH REL o

EREANELRA

TR EER nEFEE LR » 2 RIEERFFFE Kubernetes S RIENRS o Trident I BRI EIR
BEHHSRBK o B4% » Trident REE HECEBIHARE R EXRHITE Kubernetes SREEFRRIENRE L » 0 RGCEIRERVFTIE/
MHIFRRIE ©

HE ~ CHAIUFEREILELFRR « WEEFEA-—NZSEELRR - DEESEMNRFIREXK !

* fH vserver export-policy create ONTAP CLI {59 &I EHERE] o
* {#H vserver export-policy rule create ONTAP CLI e S RBIFIEEEHRE) o

PWITE L T AT LAPRFIMPLE Kubernetes ERERIIATFERERY o

=RERRE SVM Y showmount

‘showmount ® ILJHERIZE Nrs FFURME svM BRI Nrs EHAYEE o ZPEZE Kubernetes
=EM pod AILAEE svM #H  showmount -e

AT~ MIZRWE] BRI EEE - GIEEEEGEEE c AEEABUAEREZE4HEE - BEEHEE
IRIETARENEN ~ AJSEEBNRERENGEREESRE nrs B o

RAEEZ(EE SVM 4R ONTAP CLI 3% 3R{2M showmount :

vserver nfs modify -vserver <svm name> -showmount disabled
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37 QoS RA|
MR ER W HEFIERN SEREEMIZECRFSRERTE » 55 SolidFire IRFSME (QoS) [RE] o

AT LURHERE E R € QoS B « BRRTETEE QoS =ArIZEZ2E (Min IOPS ~ Max IOPS #0 Burst IOPS
) > AU RS AR ERIEE o

B2 4Kb BIRA/NBIRTBER/)N ~ BRAMIZEE IOPS B ©

IOPS 28 EE R/ME FER{E B A& (4Kb)
5/)V IOPS HHEERRENEERE 50 50 15000
4R o
BX IOPS MEEARTBBEIR 50 15000 200,000
i o
723 |0PS mEEEETAR 50 15000 200,000

HE& K IOPS °

@ &8 Max IOPS 0 Burst IOPS BRI EASEE 200,000 » BHHEENERR AN S EEGSRB
RSB BERIPR S o

EHRANSERE IOPS HEAEEZEFE - BEREA/MEN » RARTRIERES ZEERABRA/NFIENE
R o FEZSERILIN > RAFAESIEERIRY IOPS BEEH/D ° I1TF QoS MMBERFMAE » 5H2M "SolidFire Az

)
mEa" °
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* "BZE& SolidFire for Linux"
NetApp HCI

* "NetApp HCI BFE ST A& H"
* "7ZEY NetApp Deployment Engine"

FERARAREEHEN

* "ONTAP £ MySQL HNREBHME"

* "MySQL £ SolidFire FHIR{EEE"

* "NetApp SolidFire #1 Cassandra"

* "Oracle R{EEFMUE SolidFire”

* "PostgreSQL 7£ SolidFire EMIRIEEER"
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2. BEDTERENETE FlexVol HiEE £

@ NetApp E:&&FF SnapMirror B§{% » #% FlexVol FRTERY SVM 1R:EZEIF—1E SVM

Trident {x{&
{#H Kubernetes CRD # Kubernetes &£ etcd REE ~ #&R]LUZEER Trident o

1. t B A9 SVM #1188 & Kubernetes etcd BRMEZREN /SRR E RS R EA T AT o
2. 8! Kubernetes 2&E FHIFRBE N E/RES /etc/kubernetes/pki MKk etcd BNEREZE /var/lib/etcd ©
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4. #1T “kubectl get crd" IUEEFEFRA Trident BiTERET CEE » WHARN Trident ¥ LB BFRAERIRERE
A o

SVM #EHEAER

Trident FAREERR « BREFEEERLUER "ONTAP SnapMirror'2R#E% SVM °

54 KERY > (G LUERE) SnapMirror BIAZ SVM BRIAIRIEERIARTS - RAR1ERE » ERIMUYAEIE SVM -

BAR LIRSS
£ SnapMirror SVM ERINEERT » s5E BLATEHIE ¢

* e ZAEERUA SVM-DR Y SVM B3 —EJ& I A& iR o
* REREFER > EEEERBEEERRE  UWBEER I E2ERNEREAERIX R SVM-DR B&in £ o
* RRRENEESR 7 REEFERBVEEINATEMHT - WERBILIER ZA(FEE BEREE -

SVM &

REILUER "ONTAP : SnapMirror SVM #£5." 3RE T SVM B RE% o

SnapMirror SFFIEERERERITHEZERHIAR o FIT £/ Trident 1T SVM 118 B » MR EREEE T
LEFETE o

* "-identity-preserve true" #8RYEE{E SVM 4BEE ©

* "-discard-configs network" A E#E LIF FIERAMEEERE ©

* "-identity-preserve false" {EEMEIEEMZ 2 4HAAE ©

M Trident 17 SVM 118
Trident 72 HENEE] SVM BFE o 34 KBS « SRS 0 UUFHIERE) Trident BEEBEZEHI SVM ©

1. BUHEHHEFEE#TTEY SnapMirror {588 ~ RETERRAZ ~ FLEFE SVM ~ R%EEE) SnapMirror B B3
SVM o

2. NRIEERTE SVM EBFIEET -identity-preserve false '3 ‘-discard-config network ?
BT Trident BIREZERH managementLIF Ml “dataLIF °

3. WY “storagePrefix BZ7E Trident BIHEHEIET o BB E o HB& “storagePrefix & & i EH
N

4. EATIIGSENMAVENRR » MR B SVM &5 :

./tridentctl update backend <backend-name> -f <backend-json-file> -n
<namespace>

S. MNRITIEET -identity-preserve false '3 “discard-config network ®> BWABEHEEIFIE
FEATER pod °
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@ MREIEET -identity-preserve true’ BIEBEIE SVM EXEEF > Trident BLERIFAE
IR @ E E B EERIARTS o
Volume E5E BiER

Trident #7A5RE SnapMirror £ 54RA1Z » BREEFEEIEE IR "ONTAP SnapMirror £ & F11HE" 2RIEBH
Trident ZIZAVHAIRE ©

A% > {TRILUER "tridentctl volume import" HE 18 R AR & B A ) Trident /R o

@ AHETE ontap-nas-economy © ontap-san-economy’ 5% “ontap-flexgroup-economy EEENFZ T,
FEEA -

IREBERHRE
TR MER U T A ERENRRER
* SNEBIRERIERIZIA CRD AN EIMIFAMEE (PV) B Kubernetes BARE@IRER o
"Volume RER"
* ONTAP REZFIZRHFR R ZEAS » SER(ERIFEZEEL LUN °

"ONTAP Snapshot"

£/ Trident BEI{CEARERAREINSHERHE

Trident AY5EE! D BETHAE FI:EIC BEIG AR E T Kubernetes PR EERE RS BE > 1
ﬁ'ﬁf‘fiﬂ:ﬁ*ﬂ?ﬁ%ﬂﬁﬁﬁﬁ@ﬁﬁ&'ﬁﬂﬁ_fﬁﬁ 4 o tEIHRETE BN Bh i O FE ol R 4E CE M B AR BV IB R T
LTEEHR -

Sl 3 BERYSFA E 51

R H D BHEREEB R ontap-san ®» ontap-san-economy > ontap-nas # ontap-nas-economy ° Ex 5
BER] > ZBTE Kubernetes 25 ERUAIFBEHEIRERART (NGNS) o Kubernetes 1.28 &&= iR A TE LA
NGNS - EZE8 » 52" "Kubernetes : JEIEH EIZERAL" o

{3 ontap-nas 8 ‘ontap-nas-economy SBENETNEF » BEERIRECE A
() autoExportrolicy SEEES true > LUE Trident AILUSMEEE L RAIRSISER T
J5E5HY Kubernetes BRZGAY7FEY ©

@ 5% Trident f&#8 Kubernetes NGNS > FILEFIE A RSN TEEREMRE 2RI > SBIRT
EEENEL_EFBR "out-of-service 75 B o BIAEA T ZIRISHAIAE R B M B IR ERHRGE ©

= Kubernetes # £ S E1% "node.kubernetes.io/out-of-service=nodeshutdown:NoExecute" 55 24 FA 2 B 2511
‘enableForceDetach 58 &2 “true B ~ Trident A HEE EELARAE T -

329


https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-disaster-recovery-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/manage-local-snapshot-copies-concept.html
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/cluster-administration/node-shutdown/#non-graceful-node-shutdown

1. (=1L BRI E R AV ERE A9 1815 1/0 7B ©
2. #% Trident EAREMIAREES dirty (REEMEM) o

Trident 135 233 EABFT RV S AR &SR K » HE| Trident EiEh pod B EISE RS

@ H (Bie% dirty 2Z218) ALk - BMFEEMEEFIEE BEEFEMLE > EREHACHEE
pvC SREMNIEEHETATHIES > BT Trident BR:EENEL “clean (FAIAZEMIELT
#EEfn) Al

3

ENRL R 2N IRIE BISRMAZERE - Trident 1§

- A EIREN R HIBHARY B BRI o
2. NERENBLEEFY cleanable " AkfE (BRMRIRTEHENSE > BIBEERY "Ready #kBR) » WHFAEBIANE S
MIEEEBIE > Trident BFEMIBNZEEES " clean WAFFRZENFERMBEIER o
B BE R iE R EHAE
EA BB B E 2 AN E (NHC) operator'B &R BENHITIRGI D EEER - SR EMIER \NHC &

BIBIT Trident MIFp 4 BRI E EWMEEZERY TridentNodeRemediation CR 2Rf&3E Trident 125K (TNR
) M B ENFITIRRI D EE o TNR {E1EENEESE A MRS EN « MIEENELINIE AR SR ENZAMEMIBRE B NHC #8645

PEEREE Pod FSM8T2E

BEMIEER GEESNHISMABIRA TIFE S o 1L TNR B » TNR ZHI28 S ERiiRC A B ENEs ~ [HLE
EAATFTRIRAIR & 3 ~ MFRIATSPRSIRIAH] D BERY Pod R ELHAIR & M o

PA 58 2R IRMEIRE / PVC M2 BEINEERBRIE |

* NAS FlfER BEELFRIR NAS £BBHEE (MARZE SMB) °
* SAN #1 SAN-economy BREI&E o

R2R REIDBEREFEE]
FaRITA

* {FFsaHIDBE (force-detach) ZIBHVHAIRERY Pod BEEHPEEI2ETEER o Kubernetes BH%ELE Pod E#:A
EREENEHE -

s FERARLIBRE|DEINHEE (B35IE Trident HAFEE) B9 Pod RENHPEERREHISIE o

. fmUREE & Pod (JEPVC) AENKFEEBEHIEER > FRIERE T pod 1R

trident.netapp.io/podRemediationPolicy: delete ©

EE pod BR1TA -

AIfEF Pod 532 B5] Pod #F#174 | trident.netapp.io/podRemediationPolicy[retain,
delete] o A WIEEHRE » AN T MBI FRELERE o BN Kubernetes ZF3E / 45 Pod #ifg »
LARA L sH TRt PR iR & H 5k

* retain - EEEHEEBHRE > Pod NEIEHIEERPELR
* delete - £ HENMIEEBHARE > Pod REEHKIEEIREPIERR
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B LR R LU R RER pod o

@ * RAEEXEARIDBNEIRE L o SERIFRVEIREA EHZE 1/0 #21F -
© WRARSIRSRHI D RER IR E - ZEBEFHERMZ EMMNEERER o

TridentNodeRemediation CR
TridentNodeRemediation (TNR) CR E# 7 —{EHEEIEL - TNR B EBIEEELAIETE o

TNR 4 :

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediation
metadata:

name: <K8s-node-name>
spec: {}

TNR AREE : ERLA T <1518 TNR BYAREE ©

kubectl get tnr <name> -n <trident-namespace>
TNR FISEEER FHIMBEAREZ — !

L

o (Z LE¥TaaTH] o BN L B S ERBE PR ST IR MABR & RY 18R 1/O 17EX ©

° Trident EiREIFHRIREC A (RESHEM) o

° RENELIBER Pod FIMAHEEE B4
* NodeRecoveryPending :

° PEHISRIETEETEIREE R AR

o —BEIEE 4R o publish-enforcement i HE(RENEAEZ S B B BT B MMEUIEE o
* MNREHRLUE K8s PR » TNR #ZHI23#5 8% TNR M= 1E17EA ©
* mBKIN :

° FRAEEMERIMEDS FIOEMINSTH © MR /EIREE » PIUBMMIVHIRE -
* Failed :

o HERINIEREER o $8ERIRATE CR B status.message IR TE ©

BBBEEgRHERE
FRIFM

 SBERIEE BEMIEER 2 s BRI O - BREZEN > 55208 8% 0 REAUsHAAE ) -
* TF Kubernetes &SP ZEEEIRARREIRE (NHC) o

o "Z2#E operator-sdk”.
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o YNERFEE N KL Operator Lifecycle Manager (OLM) > FBRE#TE © operator-sdk olm
install

> Z#E Node Health check Operator : kubectl create -f https://operatorhub.io/install/
node-healthcheck-operator.yaml ©

@ Tt A LUER L F[Integrating Custom Node Health Check Solutions|E &35 E FIEfth 75 5551
RIERREHPE o

MBFAE > F2H "EIRLEZEERE Operator” o

TR
1. 7£ Trident 85 2ER #3237 —1E NodeHealthCheck (NHC) CR » FARBsiE# £ ch iy T EENZL  #64 :

apiVersion: remediation.medik8s.io/vlalphal
kind: NodeHealthCheck
metadata:
name: <CR name>
spec:
selector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
- key: node-role.kubernetes.io/master
operator: DoesNotExist
remediationTemplate:
apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
namespace: <Trident installation namespace>
name: trident-node-remediation-template
minHealthy: 0 # Trigger force-detach upon one or more node failures
unhealthyConditions:
- type: Ready
status: "False"
duration: Os
- type: Ready
status: Unknown
duration: Os

2. 7f trident SRZEMPEASREERE CRo

kubectl apply -f <nhc-cr-file>.yaml -n <trident-namespace>

Litt CR s|REAMNEE K8s TIEENZARVENEAAR T Ready: false #1 Unknown o EEiZE# A Ready: false 5§
Ready: Unknown ARR&R » #i%2% Automated-Failover ©
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‘unhealthyConditions® fE CR HMER 0 #EIRHA - S EENEEFBHBEEE Kss
REMMIFY Ready: false RFIZBEMARES > ZURMHEE k8s KREMMAVEBFIRERTE ° K8s
TAREREB—REEFANRBER 40 ¥ AMEARE Ready: false o IERREARITE K8s
HEBEEP BT ©

UNSE H{h4RREIEIE > 552 "Node-Healthcheck-Operator sRBASZ 4" o

HthREEM

& Trident Z4ERFRNA 7 583 BETNAE » Trident Sn A =M P E BENRZILMEZRINIEIR » U5 EE NHC BS
: TridentNodeRemediationTemplate (TNRT) #0 ClusterRole °

TridentNodeRemediationTemplate (TNRT) :

TNRT AJ1E#4 NHC #EHI8389E8 7% » NHC 1ZHIZZ AR RER TNRT ZE TNR BEIR ©

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
metadata:
name: trident-node-remediation-template
namespace: trident
spec:
template:
spec: {}

ClusterRole :

S ENF force-detach Ky » ZEBIEFHEHIE—EZEAE c EGEF NHC 7£ Trident S ZERIHE TNRs 9
TR o
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

labels:

rbac.ext-remediation/aggregate-to-ext-remediation: "true"

name: tridentnoderemediation-access
rules:
- apiGroups:

- trident.netapp.io

resources:

- tridentnoderemediationtemplates

- tridentnoderemediations

verbs:

- get

- list

- watch

— Create

- update

- patch

- delete

K8s s AR BAMEE

ORISR IEERS - 557E K8s MRS AH RIS E B BIEETRS - AR TERNENME - £
FEBERE NHC CR (Y1 LFfFt) REFH CR:

kubectl patch NodeHealthCheck <cr-name> --patch
'{"spec":{"pauseRequests": ["<description-for-reason-of-pause>"]}}' --type=merge

EREFEESKEER - SEBMAABBHIEES « SAEEETR RN RZER pauseRequests °

PRI

* EHZEG OB IENOMIRE - FREKENVER EA GEL /0 #2(F - RAEEAR A DB IENEIRE
/ PVC Y Pod 7 & B E1#5F% ©

* BENRFEEBFIEE]D BEEZETE trident-controller pod RIERETE o MNREFEE trident-controller AYENEL3E 44K
fE > BEIMEERE SR » HF K8s i pod B EIEERIENS, o

OB ARENRRERRLG SR

& A LU (E R E BN BE RS 558 T B HV Node Healthcheck Operator » LUfE 3% B EhH[EE45 - AFE{RE B BE
ERMHEIES  CHNBIRSEE .

s BERIEIEEAEPERF 0 3 TNR > ERBPEEIREAIATEIES TNR CR &8 o
s EENELIRIE H TNR EEFY Succeeded ARBERE » PR TNR ©

334



22
el
SRR IS AR  FEMRITH Trident RER 2 o

TEHB SR ZEMFNIT Trident

pibERARE  RAREAEES « fAENEERAREIEE Trdent ¥ E&HREL Pod IFEEZE - UHEMRA 5
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Em%ZEM CRD MBI G (FlaN&iHF CHAP &85 » tNREH) - EEZEREATFEESFE Trident
R ZEf 0 MTEE tridentcetl FEATER o

£ CHAP E&:5E2 ONTAP SAN &1

Trident ZIREHL CHAP Y ONTAP SAN T{E&#ER:E (£ ontap-san'#l "ontap-san-economy EEEIFZ T
) © NetApp % Trident TEF M HEFRIH 2 BFEREM CHAP EITBH RS o

¥ ER SAN FEEEESNFZETLAY ONTAP &l > Trident AJLAEEIR tridentctl 52 E €M CHAP &8 CHAP {£/4
BERTBIEIE o B2 EFEER ONTAP SAN EEENFELACE & Un" LA T ## Trident £ ONTAP &l _EAY CHAP 5%
EHI °

7€ NetApp HCI #1 SolidFire & {EFH CHAP Eiss

NetApp Z:HEFE &M@ CHAP > LIFEREH#4EL NetApp HCI K SolidFire &2 RAVESEE o Trident E{ERA—EE
SEEESRMAE CHAP R secret ¥t o B4 Trident B » ©EEIE CHAP RIS H#FELHE PV K
tridentvolume CR ¥ o E{REIL PV BF > Trident EE/A CHAP #2323k ERSN iISCSI E4R » W3EIB CHAP
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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {8 parameters.selector REZEMA LUKS MMZREETE o Fla0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name: luks-

csi.storage.k8s.io/node-stage-secret-namespace:

3. BiI—ES S LUKS BHEEE o flu :

S{pvc.name}
S{pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl
kind: Secret
metadata:

name: luks-pvcl
stringData:

luks-passphrase-name:

luks-passphrase: secretA

PR

LUKS M2 E AR ONTAP EEERHMIRFIBERAEINAE o

EEA LUKS WRE R inE RS

EEEA LUKS HIREE ~ (S BER IR luksEncryption 843 (" true © luksEncryption EIBEEX
Trident MIREEERNE LUKS #RE (“true WARNE LUKS FR#l (" false ~ M FFIEHIFFT o

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm
username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FARCEEA LUKS BFR&RY PVC 4B

EEHREEA LUKS % > s5155E#2 “trident.netapp.io/luksEncryption 58 2%

(#7748 > MAEHIFRT o
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

i LUKS ZHE
n'_'R__U'/(iA# LUKS M‘ﬁ%:ﬂ:ﬁwu?*ﬁ °

@ AT FTAHIRE « RIS EIHI9 A B5| B BINEERBTRE - MRS BREISEE
BR > PR EI AR SRR E - BERRRITINEMRE B EEFE

RARS TS

EI5THEY LUKS SR EHIEHEER Pod BF » FLE 4L LUKS ZEEERE o E17#1 Pod B » Trident &%
MR & ERY LUKS ZHEE S8y /S8 B iEE1THEE o

* NRHEEE FWEBEBERNIERPEEAR - MBEEHE -
* NREEE FRZIBRZIEPNERPEBER « g2 previous-luks-passphrase Z B2 o

SR
1. #1¥ node-publish-secret-name # “node-publish-secret-namespace StorageClass 2 o

fBgn -

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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2. BB R E SRR EIRA RS o
AL e

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMMAFRER LUKS £18 » LUSEMBIARIHZRHEFEEE o FE{R previous-luke-passphrase-name™#ll
‘previous-luks-passphrase B AL B R REEE— 2K ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. EIIIH pod WHEHIRE o B ERENIREFTATRR
o. HESREIBEHRILA

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]
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tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

+
A5

EHRE MR HEEOFE TR - SHEEMERE o

@ R ERIMEZIERTEE ° FlU0 luksPassphraseNames: ["B", "A"] > B#gHARKRTTL
] AR SE—{EIFTEY pod ZRE R ST ERIA ©
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TR A LUKS NIEHIRE & BRI &R
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1. B{F cSINodeExpandSecret IHAERIE (beta 1.25+) o 5¥1E:AZ/ "Kubernetes 1.25 © (& Secrets &

E CS| HAER & RYERRABREN R /R"

2. ¥1¥% node-expand-secret-name " # node-expand-secret-namespace StorageClass 2 o §il

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

+
i
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. fEA E—PRUMNBERRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKY > IRTRIGHEARE o ST IT T8 < RIEFEEERUFETREA

tridentctl logs

TR MAS IEAAREAERI IR « ISR IABRIAT create a3 < ©

BILfEFRR
TR AR #FLERZRECE B A Kerberos MIEZRYHRE o

BRI AETS
B HEF AR RS > BILAER mountOptions B2#IEE =EARFIRAR Kerberos N Z— :
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-

* mountOptions: sec=krb5 (BREEENNE)
* mountOptions: sec=krb5i (BREFENE KRBT D 1R:E)

* mountOptions: sec=krbS5p (BREEEENNE > BHE D EEFARE)

2

HEEISE —1@ Kerberos MNZEELR - MMREDHUFEFIEE 7 2@ Kerberos MNEELR » BEFERFE—(EEEIE o
MR EHFERIRAEPISENINEEREAEFFENEFPISENMEBERRR » I RHFENESZE o

o0

SR
1. #3—1@& StorageClass Kubernetes ¥ » s52E U T &4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. EIfEEFLER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AMEfRE EIL#ETFLER :

kubectl get sc ontap—-nas-sc

TREZEEIRLLATRBHEL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
ACE MR &

Y RIS - DIRERRE o AR HEN EEREE" -
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53 Azure NetApp Files HiiR &% EF#H Kerberos &

EA AT E R E B E — Azure NetApp Files 17 &Imal Azure NetApp Files 17 & imE Kt 2 B EHERE
EXF Kerberos /% o

FtEZ Al
* AEREEZEIEM Red Hat OpenShift #&% B Trident ©
s SAMERETILUER tridentctl ABER o

* SARRRIEEA Kerberos NN EEMEYF Azure NetApp Files #7Z#& 1R » 5B E R ERIENE "Azure NetApp Files
S HRRYERER o

* SRFEIRFIAE Kerberos MNEZ—EREMARY NFSv4 MR EE B IEHRE © 552 F NetApp NFSv4 EECEE 7
(55 13 H) "NetApp NFSv4 1E8ThAE A R{T B FFIEm" o

BT RG
S LRI B Kerberos MZIHAERY Azure NetApp Files T & IRARRE o

BARSUEIERS
BIIFCE Kerberos IIEBHEFRIRERER » LRIUREEZRAEAR TIIMERHRZ— !

* {#H “spec.kerberos 1#{iIHY storage backend level
* {EF8 “spec.storage.kerberos i AY* EE i & R B 4R

TEERE RS R E RAERE - SERMEENPRRERERE R °
FEHRTTMERE ~ CE T LIS E =FEARABRRZH Kerberos IRz — :

* kerberos: sec=krb5 (BR:EELNNER)

* kerberos: sec=krb5i (RFHEMEREDRE)

* kerberos: sec=krb5p (BRFFEMNE > AES D HEEMIRE)

1. TRERE L RECREEERFHAFRENUE (BERGIRUEREFNER) » EATIHF—(EE
PRI EFRIRERAE - i§751E5 <> PREBRAEIRIEHHEN
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HFRIRE RIS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

ERERNE RS

347



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. fER E—SREUMBRRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKY > IRTRIGHEBRE o ST IT T8 < RIEHEZ SR UFETREA

348



tridentctl logs

RGBS IEABREAE RV RETR « (ERILABR#AT create 835 ©

B EIFLERY
e AR TFEE R RECE BB Kerberos NNZEBIHLIRE o

HER
1. #3—1@& StorageClass Kubernetes ¥ » s52E T &4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. BIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. FRRERILFFER

kubectl get sc -sc-nfs

TRZEEIHRLATRENES :

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
BCEHIEE

Bif#EFRinN#EFERNE - BEEMIRE - BRIRA > F2R "ICENRE" -
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{£H Trident Protect {RzEfEFHIET\
T f# Trident Protect

NetApp Trident Protect e fiERSFE A E R EIEINEE » nIiG58H NetApp ONTAP fEFE &AL
# NetApp Trident CS| {#7F:RE 28 X IEBVEHKEE Kubernetes FERBITHREFN AT A

% o Trident Protect f§{E T EEABEMAHIRIEN AR ETEEHMNEIR - REMBR
EIEEBHE API A CLI 12 B8 LINEE -

eI LUEIBEIIBHETER (CR) SX{EH Trident Protect CLI ZR{E /A Trident Protect {R:EERTELR ©

1 FIR0E ?
#RE] LUTEZ2EE Trident Protect Z Ai4c 7 FEEABREESK ©

* "Trident Protect Z3Kk"

Z4E Trident Protect

Trident Protect &3k

B B THNERRIE - EREAESE - EAEANBEESTEEENLE - BERIEN
IRIBRTAELEX » LUEFEMHIT Trident Protect ©

Trident Protect Kubernetes &AL

Trident Protect 1 Z @ 2L E M BEZRHY Kubernetes EmMER » B1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift
 SUSE Rancher

* VMware Tanzu Portfolio

* % Kubernetes

* Trident Protect {728 Linux EE&IE c Windows BRI AT B EHD(EE o

+ BE{RE25 Trident Protect 04 BB EEHTAREMRIBESISSAIIERIN CRD - EERIEIR
O FREEEISS  SHSR ELRE o

* B{RZE/V1ZE—1E VolumeSnapshotClass ° 1B EZE > 52
"VolumeSnapshotClass" ¢
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https://docs.netapp.com/us-en/trident_main/trident-reference/objects.html#kubernetes-volumesnapshotclass-objects

Trident Protect #7712 imtEA 14
Trident Protect 32 #& A MM &
* Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP #7175
» Google Cloud NetApp Volumes
* Azure NetApp Files

ERERCHNEEBIREFESUTENR !
* FEIREIEDEEM NetApp HFEE A Trident 24.02 ESHRAS (E:ZH(ERA Trident 24.10) ©
* FERE(RITHER NetApp ONTAP (#7214 o
 SBERICERTERNHEHED Y HEZITEE -
s BuEstE AR ERREX S ERE BN E B EENTAERTEXHAZER © Trident Protect R &AL
ELmATER  MREERTERPIEE T AEENGRZER » BIRERE SRR o
nas-economy Volume AYZEXR

Trident Protect 2#&¥} nas-economy BAFREEITHENFIRIRIEE o BREIAZIEE nas-economy W& ETTIR
B8 « #88F0 SnapMirror 8 o KEEAEE Trident Protect $2 A RIS @ nas-economy ik & B IRFR
BEE o

HERAREALERRRERNEIRETER - HNELERARER » FET ONTAP #ERR
LT T o < RIERIRIE B &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

SR LUEEE B8 nas-economy HAIE@HMITIA T an L REUEIRBE &% » AiF <volume-UUID> B AL EEE
RIRARRE&AY UUID :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &AL Trident 8 imAHRE3ETE snapshotDir 884 true ® ARG TEREEIRBELEE o
HEMEERZHE o

FFH KubeVirt VM {REZ R
Trident Protect TE B XHAEIEEHAR A KubeVirt [EHRE SR AER RAGURSMARRINGE » UFREFRER—E -

FEH I R A IR EREC & 5 /A I TRER 1T E Trident Protect ARASTI R » BfThRZN3E® Helm Chart 284 T E
BEREER T ©
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@ EEFREXEE » A ZERAERESS (VM) BiI89Ef virtualMachineSnapshots ©

Trident Protect 25.10 & E TR

Trident Protect E1E ERMREEXEAR B REMAR KubeVirt B R4 » UFRER—BUE o 4 Trident
Protect 25.10 B8 > f&AILLTE Helm chart 228382 HEA "vm.freeze’ 28RS ILINEE o L2 #FERA
YR -

helm install ... —--set vm.freeze=false

Trident Protect 24.10.1 £ 25.06

i Trident Protect 24.10.1 HRZ<RBH44 > Trident Protect €1 MR EEXHAR B ENRASAR KubeVirt 12
R4 o RO LUEBFERAU TS EALLEE TS -

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 T B FHMREEX AR 2 BEMER KubeVirt VM 1E2Z R AR —EUEAREE o (IR EEEE
F8 Trident Protect 24.10 {73 KubeVirt VM Bl » BIEETEPITERMRE(FEZ A FERBERZRRA KR
4EIBRRINAE o Bk UBRIERRREN —BUIKEE o

O] LASRTE Trident Protect 24.10 2R EIRERHMRE(FXEEIRE VM ERZRARVRENER » HER I EEH
{E"RBFERATIIES :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror 85 YK
NetApp SnapMirror # 5 B FK? Trident Protect > Z1BLLT ONTAP fRAE :

* ZKihim NetApp FAS ~ AFF #1 ASA 4% o B A ASA r2 24 M A 2B {FE A Trident protect B SnapMirror #8
o

* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP
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ONTAP % SnapMirror R E K
WREITEER SnapMirror #ERINEE » FFREMRIEE ONTAP RERFS THEXK

* NetApp Trident : NetApp Trident 4ZBRIFFFTER £ ONTAP {EA R IRV B1E Kubernetes 5
L o Trident Protect #&{# M NetApp SnapMirror $:1if » EBU TR R T IENFEFEFETES ©

° ontap-nas . NFS

° ontap-san . iISCSI

° ontap-san . FC

° ontap-san : NVMe/TCP (EE&HK ONTAP hixZ 9.15.1)

* 1RHE L ATERIEF B RV ONTAP =& ERVBFERERMREEHLY ONTAP SnapMirror JERIFIRE - iNEE
HHAE > 55288 "SnapMirror FE1E42% (ONTAP) "o

¢ ONTAP 9.10.1 %A » FRE1RHEHLL NetApp EEIER (NLF) BIERiRE » B —ER BB 2 IEINEER
B—1E%E o NFEFME > 5528 "ONTAP One FEMIBYIEIE" o

@ {£5%#8 SnapMirror JEE L 1R -

SnapMirror EENHEEE
MR B ERRFERIREELE  ARAECNIRIRTEUTERX

* * &M SVM* | ONTAP f#F R IR BRI BN FER - NFFHMAEN - 5528 "H5M SVM HF =R

() RMiE ONTAP #&E 2 R BRI ERN SUM BRBEM—H -

* NetApp Trident #1 SVM : ¥ZiEl% SVM BRI EIZZEE EAY NetApp Trident £ ©
* ;BRI - [MEEE Trident Protect FFTIEFIEIE ONTAP fEE RN » UEBIIEHEARF o

Trident / ONTAP F/% SnapMirror 8 E

Trident Protect ZXRIEEDRE —EE K FREN B RREERRTHHETFRIR - MRKREENBEREER -
= TESRENRESES - BREREARERERFRAREXTNENRHFER

Kubernetes #% SnapMirror {85 E5K
FEE(RIEH Kubernetes 2ERFEUTEK :

* AppVault AJ7ZEUE | RIFREN B IRREH L ARAREREFEER > 7 8E1E AppVault EBEFIR ABRILUE
ITRERARIGER -

- RIS | REDSEARR < RETERBIEIRAT 1P A5 - MUBURMEREZ LR AppVault 25 WAN §0)E
-

@ S EEIRIZE WAN iR BB AR - EREER A AR THERIEE
PREESDIE AR TR K o
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LG E Trident Protect

WNREIIRIRRTS Trident Protect FVESK » &0 LUK IR T F BRIERE £ %8 Trident
Protect o f&B] LT NetApp BX48 Trident Protect » th AR B SHIFAA B RZE o 1R
IL.\E/J¥$, \/iﬁﬂy T:inﬂg 'ﬁé*AAﬂff-#Hiﬁ'faﬁgﬁb °

Z24E Trident Protect
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¢ NetApp % Trident Protect
1. ¥71% Trident Helm {72 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm 224 Trident Protect o #& “<name-of-cluster>"Z#a A2 E418 > ZLBREOMMBEEL AR
HpEENEOAIRE !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (ER) HERMEEHNRE (ZEANEEE - FEM !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

RS AEAI NetApp XEASREFTENHASRNEREENER THERE -

WFANEEMERZLEE Trident Protect

UNRETEY Kubernetes S ATZENAEMRAEER » [SATLATEFA ARG E 222 4E Trident Protect o 1E3E L0 65H
) uaH%T:T?EEFEPE’Jfﬁﬁiﬁj%uiaiﬂqﬂﬂﬁﬁuﬂ

TR
1. RWLATBRGHIEREI A « MRS « REREERDEHNLBEES

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fgn -
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docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

B EES Helm chart > 555 E Rl ZEXE Bt A8REL 25 _E A “helm pull trident-protect
--version 100.2510.0 --repo https://netapp.github.io/trident-protect-helm-chart” T &

(i) Helm chart » 22 “trident-protect-100.2510.0.gz #E MM T BEASIR 5o
» WIEER%B—PHEA helm install trident-protect ./trident-protect-100.2510.0.tgz' A
EEFES TR -

2. 337 Trident Protect 245 20R .

kubectl create ns trident-protect

3. BAEER

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B BARTABEEERERFER pull secret -

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. #1% Trident Helm {#7Z/E -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. BII—{E%#% protectValues.yaml BIHEZE o FERZAERE Z LT Trident Protect 547E -
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imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry #l imagePullSecrets [BEAMRMAEHRHGEHEE » 81F

@ resourcebackup # resourcerestore o MR IRGHX DN EFHIEFEHRERE
BRI (U0 > example.com:443/my-repo) ’ BESFBAUPESTERE - 5&
HERPABIRGEN <private-registry-url>/<image-name>:<tag> HIEY °

7. {8 Helm %4 Trident Protect ° #& “<name_of cluster>"Z{a A% E 218 » BB OACAEET R
TR A ERB D FIIRER

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (ER) HERMEIEAGE: (REANRENR) - FER !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

RS AR NetApp XEASREEFTENHASRNERMENE R THERE -

@ ARA Helm chart Bt BRI E(thi5EIE > £13F AutoSupport 32 EFsp R ZERIBIE > FFRE "H:T Trident
Protect 228" o

24 Trident Protect CLI S M ER,

e LUER Trldent Protect a5 < 59MIFETX (Trldent tridentctl BREINNIETINGE
) REEILFEL Trident Protect B:TEJE (CR) #{THE) o

Z24E Trident Protect CLI SMHTER

TEEAGLIERRENZA » RERHZRIANREFIEENE L - SAIRFEHNEMRERNZE x64 EZ ARM
CPU » KERLUT D ERIRME o
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TEERAR Linux AMD64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMITER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

TEZEAR Mac AMD64 CPU HISMIE(
SER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

TEIBEAR Mac ARM64 CPU HISMIMETD
B ER
1. "F# Trident Protect CLI §MiMER -
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64

1. BUARSMEE R TSRV TIER

chmod +x tridentctl-protect

2. R TEMIERE T PATH IRIBS A ERNTEEMUE  HI > /usr/bin 8 /usr/local/bin (&
AEREEESHER)

cp ./tridentctl-protect /usr/local/bin/
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3. S E] LUSZRS R M U RE NI CE BHR THRENMNE - TEEBER T » BERFRZE SR

B9 PATH IRIGEEL .

cp ./tridentctl-protect ~/bin/

@ RIMIE B R PATH S EEME BN FEEHEA tridentctl-protect %

tridentctl protect {MMEAMUEFERZIMIMER ©

&E Trident CLI SMIEREREA
fEa A eV MEMETUERBATNEE » UABUSIMIMETNTNAERVEEARERER

iu E]%
1. (EFREAThAEIG AR fEFRYER ¢

tridentctl-protect help

=

A< BE5T
224 Trident Protect CLI SMiMER 1 ~ [KRIAAR L < BB BEITTRINEE ©

A Z= /R
Y AN
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% Bash shell BxF BEI5ERINAE
1. BRI ¢
tridentctl-protect completion bash > tridentctl-completion.bash
2. FENFEREBR TEI—EMBE  ARERREA
mkdir -p ~/.bash/completions

3. BTEHMMWZATEE ~/ .bash/completions BEE :

mv tridentctl-completion.bash ~/.bash/completions/

4. BUMTHIEECEBEFRY ~/ . bashrc EE !

source ~/.bash/completions/tridentctl-completion.bash

7 Z shell EXFABE5ERL
SER
1. B SERHIESHS :

tridentctl-protect completion zsh > tridentctl-completion.zsh

2. FEHEREER TR —EMB LR > ARERRZ

mkdir -p ~/.zsh/completions

3. B TEHMMWAIEE ~/.zsh/completions B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUMTHIEEEEBEFRY ~/ . zprofile BE !

source ~/.zsh/completions/tridentctl-completion.zsh
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HR
TRE A shell B « &8 LAfE R tridentctl-protect IMHFERETEH S BENTERK ©
B] Trident Protect &4

f&BILLBE] Trident Protect BYTEEAERE » UM S TIRIEAMFETEK ©

}57E Trident Protect 23 & ERE

% Trident Protect 18 > B[ LU{EFA4ERERE 2 Trident Protect BEMEEEEIRE o BB E B IRIR S BTG4
Trident Protect {EEFTHENREERE ©

TER
1. B —{E%7A resourcelimits.yaml FIREZE

2. IRBEHIIRIRE R » TEHEZEFIEA Trident Protect B3RV E JRIRFIEEIA o
U SEHERERERIANRE » T8 SSEERRHINTERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmn

memory:

nmn

ephemeralStorage:

requests:

mn

cpu:

nmn

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""
memory: ""

mwn

ephemeralStorage:

requests:

mn

cpu:

mwn

memory:
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ephemeralStorage: ""

kopiaVolumeBackup:

limits:
cpu: ""
memory: ""

ephemeralStorage: ""
requests:

cpu: ""

memory: ""

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

mn

ephemeralStorage:

3. FEFd resourcelimits .yaml {EEHHE :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

Bl ZERA RS

Z4E Trident Protect % > (& B LA FAARBEREEER Trident Protect 289 OpenShift Z2 MR RMES] (SCC) o
JELER4IE S T Red Hat OpenShift #&H Pod FyZ2 2 M R4 o

1. Bi—E%% sccconfig.yaml BIKEZEE o

2. TEHEZE MY SCC EIH » WRBERIRIRHRERENSHY -

LT EHI#m SCC ERNSHIARE !

scc:
create: true
name: trident-protect-job
priority: 1

TR T SCC EENZ2# -
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W
st

i
Sy

e
BEIER

=R EH
BEER I MUE SCCER - 2

=il NEYa—] N N
& scc.create ;&/E% true

B Helm ZERERFHT
Openshift IRIREF, A GEIL
scc &R o NRKE
Openshift H#IT, T
‘scc.create BRES false,

AIFREEI SCCEIR °
15 SCC M HE o

EF SCC WBLIER - BELIER
BEEM SCC BEELIEFEER
{EBY SCC Z AT ©

3. FEF sccconfig.yaml tEZEHRE :

6

true

Trident {RET{E
1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

ERiNTERERRA sccconfig.yaml EZEPISENE °

FHEEM Trident Protect Helm Chart :27E

&AL E5T AutoSupport 58

W

S
autoSupport.proxy

autoSupport.insecure

autoSupport.enabled

EMH =R

a5
T

mikE

mirE

restoreSkipNamespaceAnnotations =&

# > LU IEHNREEXR o TRRPAIAIERSEH -

55

7€ NetApp AutoSupport ZARRI(L
IE URL o ERALEIIRERI Iz IR E £
FEERBRENRIEREARES o I -

http://my.proxy.url °

BREA true B FHEA
AutoSupport Proxy AR
TLS E3EE o (ERANRALZEN

froxy iR o (FERE: “false

B2 E& A Trident Protect
AutoSupport A E_E1E - BTES
false B> BHER LERWHER
» (BIRDPARIA F B E 4 T IR IRED
B (FARE: “true)

LX?E?JE%K%E’J@%”‘:“F&%I&E%% ’
RRRENTIEREEPIERR o
CIRE S RER e R 22/ o
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http://my.proxy.url

2% Gl BH

restoreSkipNamespaceLabels =2f=c) LEESE A PR R ERIE R A E »
BRItERTRIREEETHR o 2
IR R R A E LA o

CRILUER YAML ABREAE S An < 5 IEAR SRR E IS L8R ¢

{#EH YAML 182
HER
1. B —(EREEIAREEGHS values. yaml ©

2. {EMCER TSR » FHS AR B TRVARAR B o

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. £ values.yaml IERAIEAILERNER » ERRTE

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

{#/ CLI &%
FER
1. FAUTHSLEMLE --set EFFATTRIEERESEL :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \

--set-string restoreSkipNamespaceLabels="{labell, label2}" \

—-—reuse-values

#& Trident Protect Pod [B&|1E45 EEREE
] LAfERE Kubernetes nodeSelector BIEHEIZAIR » IRIEEIEAIZE 24T L BT 2L BT LUBTT Trident Protect
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Pod ° FEXIBEM T » Trident Protect {ZRRAETT Linux BYEREL o (KATLIRIEEEE—P BETELELR o
1. Bi—E%% nodeSelectorConfig.yaml RUKEZE

2. #& nodeSelector FEIRFTIE EHEREH > WEKZAER LML RS BERRE - EMRBCAIRIEFRETR
o BIEN - U TFERE STERNEERARS > EHitHEERIMERIENSTE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. FEF nodeSelectorConfig.yaml t&ZEFHIE :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

ETER R IR AT nodeSelectorConfig.yaml X4EHISTERIPRS] o

=12 Trident Protect

=12 Trident Protect 2 7ZENIE &

Trident Protect £ Kubernetes B9 &R FEUZES] (RBAC) 1EE o FERIER T » Trident
Protect et E— R AT H T E R EERRNTERRFFIRE o INRECABBEFZSFEREI L
EMZE2EK 1’3_11«/(@}55 Trident Protect B RBAC IhiE » EigalithizsH &R ap 2

EIHYFEEN ©

=EEHBRRERHTER trident-protect SRAEMPERNGFEHER - It BRI UEFEFIE Htsr %%
FHNER - ZEEFIHERNERAEXNGED  EFEERUHMGRLZEM » UHBERNEREXMEEEEnS
ZEfE ©

HAR  EAEAEEEATETAR trident-protect sp R ZEHE PR AR B EIE CR - CRETEMARENS

LZEFPRIEAEAENEE CR (REEEREFEAEXENERE CR B THEHREMEREXERNGS
) o

DEEIEE A EEINEAISHEM Trident Protect B &R » HhEE .

* AppVault . FERFERREER
(D - AutoSupportBundle : I#Ei5#% - FEHIEAEELA Trident Protect Bk
* AutoSupportBundleSchedule : &2 HHUREHHE

RIEBERE{ER RBAC RGN ERIRFITEESHER -
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WIFA R RBAC WA EIRS &M o2 ZTRINZEMF AN » 3528 "Kubernetes RBAC X" o
INRARTSIR A AIERAE N » 55288 "Kubernetes ARFSIR B ST o

Ef - EEMAERENFIER

fign » —EB4E —% cluster E328 « —ATRRRARM—4BITIHAR o cluster BEIEERF BN TER > UEZ
T—EIRIE - ETIRERERENITHEREHES B REFNDEHAEZ B namespace FIER ©

TR BustEEUESSEEENER
BisaZ=ErRELUBES A RER » WEARIEGHAIUEFIELEER

1. RITIRBHAE IR TR -

kubectl create ns engineering-ns

2. B(TIHARR I AR ZER

kubectl create ns marketing-ns

TR 2 | BICMBARTSIRE « UERSEm % ERTHNEREE

2T RS ER % E RS —EERRBIRE - ELERZASEEREFERII—ERTIRS » UER RN
BRI E—SERHEZ B DR o

1. B IEBERIRBIRS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. RITHHEHAERIARTSIRE

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

TR 3 | BEEMRFIRAZL—EZE

ARFSIR P ZRS AN HRBIRAETE D8RS - MREEIRE > KRR EREIL o

1. ATIRAREIRAEIHR :

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFBIRAZIIZRR

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

W EE 4 : E37—E RoleBinding H& > Wi#&:% ClusterRole ¥ 541 EISEFHIIRTSIR S

B 1RZ4E Trident Protect B » & BENE I —ETERAY ClusterRole #)15 o &R LUE @RI EA RoleBinding ¥

4 > #81tE ClusterRole 48 E ERRFEIRS ©

TER
1. # ClusterRole £ EEI TIZARFEIRE -
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥ ClusterRole #E 1 THHARTEIRE

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

p
A ERESIER -

TR
1. BRI REREITUFNRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BB TREREMATERITHAR

368



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

HER 6 [ #%F AppVault ¥ {4HFEVER
ENTHONRBEFENEETT > EEEEESFEZRTEREREH AppVault ¥HEIFEHER -

1. B EA AppVault F1ZBEE4E S YAML 122 » B FEHAEZE AppVault BIRERR o FIE0 » LA CR IZFEH
E1ZE AppVault B9#EFR eng-user :
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. U EH Role CR > UEREEESAENKT T HHLEMPRHEERIFIVE - g0
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EM RoleBinding CR » #ERGIEEIFEAE eng-user © FI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FEDEIRE DI o

a. EFERFIA s =M/ AppVault ¥ &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEFZHLUTRABHEL :
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. B A B BT AT AESMPIREE #A R AppVault Eifl -

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CREZEEIELUATAENES -

yes

mR

15525 AppVault #EFRAY (B FEZAESE R IRME AppVault ¥ EITRRARENEN SR » I B RREZAEHF
EiEkpvan R ERLSMNIEMEIR - SEILPISEETIERER -

ELPT Trident Protect &7

&RI LUEF kube-state-metrics « Prometheus #1 Alertmanager E4E58 7R T B3R EZIZEH
Trident Protect {REERVE RN ©

kube-state-metrics IRFEE ¢ Kubernetes API @& ZEFS1Z o i EHEL Trident Protect &5 » A ARBRIR
IBHRERRENEREHN °

Prometheus E—{E T A > alLIEUHE kube-state-metrics EEXNEE » MIEHEZIRAZREEHNELEYHESE
&1l o kube-state-metrics #1 Prometheus & &R » AR —ES KR EEIT(REER Trident Protect EIEHE IR
B EEARREFIARRE ©

Alertmanager @ —IEARTS > ©ERILIEUL Prometheus ¥ T A XM ELRR » WRTMRBICEENBIZNUE °

BES R S MARTHSEEAE ; CERREECHNBIBETE - BHARRPILE
 EBRNTES XM

@ * "kube-state-metrics ERBESZ{4"
* "Prometheus zRBASC 4"
* "Alertmanager XX {4"

TR ZREETH

E 1T Trident Protect PFRAABIRERIE » EREELEMNRTE kube-state-metrics ~ Prometheus # Alertmanager ©
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https://github.com/prometheus/alertmanager

224t kube-state-metrics
A LUER Helm &2E kube-state-metrics ©

SER
1. #1% kube-state-metrics Helm chart o %0 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FER#EE -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. % Helm chart @i —EREMRE (B > metrics-config.yaml) ° EAIMBFTUTEHEIREUTEEN
IRIE -
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metrics-config.yaml : kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. BB EPE Helm chart IREEE kube-state-metrics ° 140 :
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FAHKER "kube-state-metrics B &R 4" HRYERABECE kube-state-metrics » LAE4 Trident Protect fEFRY

nn

E SJEIRAVIEIR o

4t Prometheus

R LAIZER "Prometheus 5783 4" HRYEREEZEE Prometheus ©

4t Alertmanager

EAI LR ER "Alertmanager X4 HBIERBAZ 8L Alertmanager ©

nR

T 2 RKEGET AUGEEFE
LREREETAR  CRERECMIUEERREIE -

TER
1. # kube-state-metrics £2 Prometheus 2 & ° 45%8 Prometheus ECE X4 (prometheus.yaml) MFEFiE
kube-state-metrics ARFEE M o HI40 :

prometheus.yaml : kube-state-metrics fR#5£2 Prometheus HY% &

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. 3} Prometheus FFZRESHZE Alertmanager © #&&8 Prometheus 4A851E (prometheus. yaml » AFFHELL
TEE :
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prometheus.yaml : FEHREIXE Alertmanager

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

nlj:l:%

Prometheus IRTERI LA kube-state-metrics USEEISHE » Ai[E) Alertmanager S¥XE%R  IRTEE IR EAE LR
BUE AR EIRAV BRI E ©

TR 3 REETMERERM

REFTAGEIFR  CREREMLELHUNENFRELT - URETEZEXTIME -

ZoREA) - EIRR

MUTEREERT —(ERRRER - EFMETERNRERES Error BIFERBIESD 5 WHERE » 8%z
4R o WA LURIEE CHIRIE B ETILEEH) » WAEIE YAML 2R A8 R ER3E = 8H “prometheus.yaml 4HEEHE :

rules.yaml : E&HDKEAY Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

BCE Alertmanager LG EREEZHMEE

EAILAERE Alertmanager » FEEEEMEE (FIMIEFEBH ~ PagerDuty  Microsoft Teams ¢ H @1 ARTS
) E3X3BA0 0 REETE alertmanager. yaml XEFISEHEEMBCERNR] o

MU T EHIECE Alertmanager [A Slack $E3E X EHN - BERBENIRIEBTILED » 551 api_url REER
AIRIEEREAM Slack webhook URL
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alertmanager.yaml : [6] Slack $BiE 3£ LR
data:

alertmanager.yaml: |
global:

resolve timeout: 5m
route:

receiver: 'slack-notifications'
receivers:
- name:

'slack-notifications'
slack configs:

- api url:

'<your-slack-webhook-url>"
channel:

'#failed-backups—-channel'
send resolved: false
EX Trident Protect TIEEH
Trident Protect :E&
=EMEAERNES

IBEES B S% NetApp ZHEBXE NSRS » fIIISEE
 ISIZFNFREE o R
(CR) 1EZERIZIEHREE F{EZE NetApp Z1BAHLL (NSS) o

NN

RE
BERE B - AR UERBERIER
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£ CR BIEEMN
HER

1. B B5]ER (CR) EREIGHES®A (B~ trident-protect-support-bundle.yaml) ©
2. /RETYIBM -

° metadata.name : (WMEH) LWEFTERNETE ; FATHNIRIREE—([AR—BAERRNELTE -
* spec.triggerType : (WE) BESZRORINESECERESE - TRELEHE UTC KEER
12 BEIEAT o AIEE(E !
- BHHE
" FH

° spec.uploadEnabled : (G£H) ZHEAZERGEEISTERE LEZE NetApp ML o 1
RKISTE - BIFEES false © AIREMIME ¢

= true
" false (F8z%

° spec.dataWindowStart : (%) RFC 3339 XM HEIFSE » ANEEZEEGTESIER
RERVEEIS B AARESM - MRARISTE > QTR 24 /KAl » WRILUEENRFEREBHER 7 X
Ay °

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. £ trident-protect-support-bundle.yaml fEZEFIEAFENER > EFCR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI B REN

1. L_sz?ﬁ@ H-JTEEJJ@EPE'J{EE#U% iEiREPE']ﬁuﬂ" trlgger type’ /JJEIE_LEDL_LS'Z%@EIE*EF
BERZR8I » HERIUE "Manual '8 “Scheduled ° AR E 4 Manual ©

fBlgn -
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BN RRCTRARTS &
FERE-FERUZEENE  CUGEEHESEETRERBNIRE RS o

HER
1. %% status.generationState EZF| Completed AREE o ERILUMERU T S EITESE

M

kubectl get autosupportbundle trident-protect-support-bundle -n trident-

protect

2. BEREMHESHINERKAR o LE 7MY AutoSupport EfFEEEUSHERSM S :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

e PE] "kubect! cp SRR IIEITE » WERSHBRATEENSKEBEE -

4R Trident Protect
RBI LU Trident Protect A4k E R FTARZS » WK BBEIIHEES E5sR(1E1E ©

* 1€ 24.10 hRASFHRES > FHRERFEIAITRVRIRPIBE G R o IERBMASEIEARIRBIRIR (R
EFHEEHE) KR - IRRBEARPEKRK > ERIUFENZ IR IRIBUERE R

R ERE o
@ HBRBENE  CRILTEABRRIERPIAIRIRHHE - WEARERENRRA - B2 » B8
GERFARAAEFIA B HHZRVIRRESRK -

* BRI AREEERE > AEERBRIRAFIERN Helm chart MISREEFEREHNMLEREGR
> WA ERIBET Helm B3 chart fRAABR - MBEEZEM > F2R WAL=

Z4E Trident Protect" o

EEF4K Trident Protect ~ 35817 F3IHEF o

TR
1. S8 Trident Helm 7% -

helm repo update

379


trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html

2. 4% Trident Protect CRD

@ WRIEENE 25.06 ZFIHIRRAF 4R » AIEERITIEHER > F%A CRD IREEEFTE Trident
Protect Helm E&R &

a. PITIEE < CRD HEIEREIRY trident-protect-crds YJ#%E] “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. #MITIUTI5LMIBR trident-protect-crds chart BY Helm secret :

@ A7N1ERE Helm ENE “trident-protect-crds’ B3k » EA%E AT SEEMIPRIEHY CRD FM{E{AIHER
B o

kubectl delete secret -n trident-protect -1 name=trident-protect-
crds, owner=helm

3. ##4k Trident Protect :

helm upgrade trident-protect netapp-trident-protect/trident-protect
--version 100.2510.0 --namespace trident-protect

EIUBBIEF RS ST ——set loglevel-debug REEFREIRIN B SR - i
() B%Z®EA varn - REEMEEDELOETHIEHE  BATHMN NetApp ZEASR
B3 > M T B S R E R -

BIEM(REEAER
£ Trident Protect AppVault {4 R E IR H1FIF

Trident Protect MR BETER (CR) #8874 AppVault © AppVault ¥4 2 H#FEERR
T, Kubernetes TET2ZR T ° AppVault CR B SEFRITREEE (HINEH ~ REB - 1E8
[RYEZF SnapMirror #88Y) HFFERRE - REBIESZSEEIL AppVaults ©

EHERARAPITERMRERIER - LREFFHIIEEHSTIEIL AppVault CR ° AppVault CR Eit HITAIRIR
MRERN > EAIUSF LR E ERYEHIREIL AppVault CR °

@ sAFE{R AppVault CR (A %4 T Trident Protect BYZEEE E o U1 AppVault CR RIFFESEARAR
» IR EETRERER ©
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R 7E AppVault E&ZEFZRHE

£33 AppVault CR Z A1 > 555 R AppVault MTIEZFNE RIS EIE N SENEBIRHENTABEERETSH

Data mover {#FEZIE

BT CR T Trident Protect CLI SMIMETNEEIL AppVault ¥148F » EEILFSE Kubernetes Secret » HPE S
FA1? Restic #1 Kopia INZRIEFTZHE © MNREKRISTE Secret » Trident Protect i B FERZRHE ©

* FHEIL AppVault CR B > ;515 spec.dataMoverPasswordSecretRef H {15 E £8& o
* {£A Trident Protect CLI 23 AppVault #{4+EF > 55{£ M "--data-mover-password-secret-ref 28I5E £ ©

BUBNBESRHETFEERERR

4B AL T ROBIER B EIE © EIT AppVault YIRS » fEATLEET Trident Protect (ML E A EI S BS54
T TR -

* REBGCEANERNEBRIA KRR SZENBER T ANEZEEIT o G140 » MNREE
FHIZE Restic > 1 BiF2RRAFTEFEH Kopia @ BITEIEIL secret BFREE S Restic FIZRHEEN
] o

* ARERER - UREEALEBER -SSR Hth=E LEREN - MRFEWK trident-
protect & ZEFEIRMIER - RA BB ERELZBRBHEIRE -

f£MA CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect
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S3 HHERETE IAM R

E 1T Trident Protect 17X S3 #8Af#7E (fl%0 Amazon S3 ~ Generic S3 "StorageGrid S3"3 "ONTAP S3")
B MEERFRFIRENERAENEASFIHFITRNNERER - UTEE TR Trident Protect AR &
RHEPRAVIR R EEHE o e LGKLERANIEREEIE S3 AR FITRRRANERSE

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeletelObject”

1,

"Resource": "x"

AR Amazon S3 REEHEZE » 552/ "Amazon S3 XX 4" HEYEEH] o

FA5t Amazon S3 (AWS) B:&H) EKS Pod Identity

Trident Protect 321& EKS Pod Identity #£1T Kopia BiHBTS1R(E o LEIHEER] 2217 S3 fE17ATHS » MEHEE
Kubernetes Secret {#7E AWS 5358 ©

M Trident Protect £ EKS Pod Identity &3
7E#% EKS Pod Identity 52 Trident Protect &5 & EFE 2 A » SRR THIE :

* %89 EKS ZREE R Pod Identity ©
* KERUAAKE S3 HEFHERN IAM A& o MFRARERRR > 552K "S3 IHEFTF IAM #ZR" o
* 1AM A EEL T Trident Protect ARFS IR A 1ERAEH |

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

BRARSA Pod Identity i IAM A & ERRFSIR P RARRVEEAHERBA > 552/ "AWS EKS Pod Identity 324" o

AppVault 527 1 EKS Pod Identity B > 55 "uselAM: true 1Z55:% E AppVault CR » M EEH/&R:E -

382
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AppVault BimfRF5RHEENSIBELHEM
TEF: AppVault CR F; » BRIEFER IAM &% » DRICHEZE S FIRMESETRIVESR - BESRNEES
EiRMEMR - U TEREERMEENG I ERELRG - CRAIUMERAUTEAASEZKREENRERILE

i=
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

jBH s3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault #3754

MUTRERHEER AppVault EZEH

AppVault CR &3

SRR LT CR #6lASEZRiRRMHEEIL AppVault ¥t o
* AT LUEEISE —(E Kubernetes Secret » HF S Restic # Kopia fAZEMNZNEE]E
BE - NEFELE » 552/ Data mover EFERE o

* ¥47% Amazon S3 (AWS) AppVault ¥4 » el U4 IS TE sessionToken » N RIE(ERE
©) —BA (SSO) EATHINEE - BIIFHAM - LS EEAREEEE MR
AppVault EHIRTS IR K% 4R 45 o

* ¥#5° S3 AppVault HR > {ERJLAHEH spec.providerConfig.S3.proxyURL SEEEIE M
A G S3 MEAYH O URL ©
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect

spec:

dataMoverPasswordSecretRef: my-optional-data-mover-secret

providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ HHERA Pod Identity £2 Kopia data mover B9 EKS 1815 » &a] U5 F4
“providerCredentials’ B E% » MiH& “uselAM: true FTiEE "s3 8RE N A ©

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

B S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

& Trident Protect CLI 717 AppVault &3]

EAIAER LT CLI fn < &6 A SETR (& 21 AppVault CR °

* O] LUEIEISE—E Kubernetes Secret » EF 15 Restic # Kopia #FEMZNBETER

CD 15 o NTEELEH > 552/ Data mover #1FEZHE o
¥T73’\ S3 AppVault #5 » A LUER --proxy-url <ip_address:port>" 21214 5 E H ik
I MEMHOMNIE URL ©
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

#EF s3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret

<secret—name>

\

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \
—-—secret

<secret—-name>

\

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

F1EH providerConfig.s3 ECEEIE

2R TRUT A S3 IRIHEEHERRER !

2

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
elAM

s AA

{2 SSL/TLS &z

EXFREL S3 iREEAYE S HTTPS @3 ©

FeE FNEEE S3 B Proxy fAAR2Y URL

RN SSL/TLS BesERYBEETIR CA &R ©

EXAR IAM B&BLA7ZEY S3 #124@ o WA EKS

Pod Identity ©

#&E AppVault E:fl

SR LAER Trident Protect CLI SMMEX BB BRAKTTERE LI AppVault YIFRIEH ©

1. & AppVault WIHFHIAR :
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SEpg o

S
K

>
mH
ik
[u]

true

328

il

"true" ~ "false"

"true" ~ "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true ~ false


http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

EBHEH
e to—— - fomm - it et T
o +
| CLUSTER | APP | TYPE | NAME
TIMESTAMP |
pom - o pom - e
o +

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o +————— - T e T e
e +

2. (r[iE) EEETESEEIRM AppVaultPath > sAFEAZEE --show-paths ©

R B7E Trident Protect Helm ZEBIZRIETE 7 =E0MEHR » REE—FPHNREREZA A - fld

--set clusterName=productionl °

#%B& AppVault

1 B] LABBRF 5 PR AppVault 4714 o

@ 7EMIBR AppVault #3452 B > 550%88& AppVault CR H#Y “finalizers' £§%& o 5 > BIREEER
AppVault fEEEPERBER > WHEREFEENILER °
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ez Al
e RIS EMBREMIBREY AppVault FRfEFRBIFR A REBMER CR o

£/ Kubernetes CLI fiif& AppVault
1. MIBR AppVault ¥4 » # “appvault-name 2 EMIFRAY AppVault ¥I14E54758 :

kubectl delete appvault <appvault-name> \

-n trident-protect

&8 Trident Protect CLI filf% AppVault
1. MIER AppVault ¥4 > #& “appvault-name A Z2MIFRAY AppVault ¥1145758 :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{# M Trident Protect E&EEIEFERIZ

eI LUEBRET EATER CR FREEIAY AppVault CR ZREZEEA Trident Protect BEIEHY
FEREL o

#2317 AppVault CR
IREEEI—E AppVault CR > #% CR #FEHEARENHITERMREFERER » Bi% AppVault CR 4ZER

Z4ET Trident Protect B9#E & L o AppVault CR 83 EREHIIRIE ; AR AppVault CR BIEEf] » s52B8"AppVault
EHEY:EN

EHERAEN

TEEEEEMFHA Trident Protect IR EEEBER o ErILIEEFEREIERTER CR I fEA Trident
Protect CLI REZEEEMNERELR -
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trident-protect-appvault-custom-resources.html
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trident-protect-appvault-custom-resources.html

£/ CR #igrEMARER
HER
1. BBt ERRER CR 8% -
a. BT8R (CR) BRLKHEMEA (B maria-app.yaml) ©
b. RETHIBM :
* metadata.name : (H) BABRHBITERNGTE - FHLEEEENSE > ARREEER
BHVEM CR IERE2MRILE -

* spec.includedNamespaces : (XE) FRGAERNEREERRIEEERAEXFERNG
LZEMMNER - EREXGATENEGSELILEED o ZREZRIAEN » ARG ES
EsERBZEEPHNER

* spec.includedClusterScopedResources : (GER) FRILBMISEEEIEEARIES
FIVEREHEZR o LB RTIREERIEAE « R ~ ERIEEERELER

* groupVersionKind : (%) IEEREHEZIRI API B¥4H « Rk AFNEEE o
* labelSelector : (AJ3%) KEBEKEEZEHENEIR o

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze : (7]3%) LItsHEBERR
RERILSTENERIER > HIMNTE KubeVirt IB1EH » REBZATE B EREANRL c I5TIE
FERRXTIRBIAMEEUUBAERRLAR - MRFRTES true > BIFEAEXERIERIHKTE
WAIEIRIBEARI B AR AL - MNRRTES false » JIFEARREZREIERTE » BERA#T
EIREBHAERAE - MREIECERARATET LB RS > IS RIKZEE - MRFKIEE

> BIFEFARRN B 23K Trident Protect HALRE" ©

MRFETEAENEZIBRERIER » IUERNTHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. GER) MMEMHERGS > ESHFRLARERENER

> resourceFilter.resourceSelectionCriteria : (EfiE%EE) £/ "Include 8§ "Exclude R S HE
FRTE resourceMatchers FREZRAIE IR o FIZLLT resourceMatchers 2EUUE HZE G SoHHRAVE

i

* resourceFilter.resourceMatchers : resourceMatcher ¥J{FBIFES o {1 R1ELLIET P EHZE
0% » BlEMZE% OR ERLE » SE;THEAAIREAL (group ~ kind ~ version) Z ¥ AND
BHEULHL o

* resourceMatchers[].group : (FJ#) EEFEMEIREHE o
* resourceMatchers[l.kind : (F]#E) EEHEREZRER o
* resourceMatchers[].version : (AJ3#) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]$) ERENEIRRY Kubernetes metadata.name i
TS o
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* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRR Kubernetes
metadata.name PRV ZEM ©

* resourceMatchers[].labelSelectors : (AJ3%) EJ&1E Kubernetes metadata.name il
PERMZEEIZR TR "Kubernetes sREASZH" o Fla0

"trident.netapp.io/os=linux" °

EM®& resourceFilter fl labelSelector [EIRHERE
(D) resourcerilter BT » 241 Labelselector MMM RIS
7 o

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. By RETAIRIGAENNEREN CR%& - EFZ CR - iy :

kubectl apply -f maria-app.yaml

1 ERAUTEAIZ BT ERARARIESR » TRHERPREREIRACIRIEHRHER o SR UERES)
PRS2 E > RS RN AEERARAERETEInRE[NER

B EAEINE « G LUESEERZAREERARATREHEES I URAERRR - BEEAN
REHKSRERAEAE « FIUN7E KubeVirt IRIFH « REBZATEREEZRFRE - MRFHER
7 true ~ RIEMARENEBREERE « WA ERBPEARSAERZERSR - WRRHKS false ~ RIFEA
RAGRREERE - BEZRAREERBHARBRE - MREEAERE - BERARINERTLE ERK
2 AIB BB ZEERE - MRENERER - RIRAREATEE 2K Trident Protect HRAERTE" ©

£/ CLI B EAENR » BEIEEEM > AJUEMA --annotation 258 o
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© BUERARENNERERARGETHNRERE

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° BUEAERNNREAKERENREUEFIERRFRETS -

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

S LUfER --resource-filter—-include fll ——resource-filter-exclude {Z5ERKIEE
resourceSelectionCriteria B¥4H ~ #&48 - HREK ~ 128 - LG R TEBEFRESCSHHRE
B WRBIFRT

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]1}]"'

{#M Trident Protect {F:EfERTZE

& e LUE B B ERER ISR 75 TR IRIREBA 10 » LUREE Trident Protect EI2MIFRA
FEREL -

@ JERILAERTE Trident Protect TR B AHRE(FRIARNIRIG RMRIRRISIERAM o "R A BRI A
Trident Protect ;8 EIEZE R AT HRLE" ©

BIIFERRR
oA ABER 2 AT R RR IRIR o

@ MRBEHENEREEARENERTKARES A > 5B TERERRENsRER > IEES
RRESERD © RIBEERF -
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f£F8 CR BRI IRER
HER
1. B B5]ER (CR) #EREIGHEMAS trident-protect-snapshot-cr.yaml °

2. EITEIAMERF REUTEM

° metadata.name : (W1H) IEBFTERNSE ; AACNIRIZEEZE—(AE—BEEENETE o

° spec.applicationRef : 1/ IREEIFERTZILH Kubernetes %478 ©
° spec.appVaultRef : (IH) EREREBAR GTER) B AppVault %58 o

° spec.reclaimPolicy : (GER) TERERIE CR MIBREF » RERRY AppArchive BEEHEIER o &

BREBMER S Retain @ REBHM S MR - BREIS :
* Retain (FBER)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. 7 trident-protect-snapshot-cr.yaml HEZEFIEAERENER > EACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

£/ CLI EI1RER
1. BIHRER » WRHESRPHEBRATIRIEPENR - fIin :

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIuMERAEND
TR A RER (R FEFRAE R ©
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@ MRBEBENEREEAENEEZDKAES A > 5B T EAEARENGRZER > AIELEE
RRESERD © RIBERF -

ez Al

AR AWS B35 ERVE MHEAFR B UEHERRFFEEITH 3 BIN1FE - MRLIEEBMIEERIIRER > B
RIFPIBEE R -

* ERREER GELRBHRENESEN » A2/ "AWS API XXfF" o
* T AWS BIREERIHAEEN - 5526 "AWS IAM X" o
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£ CR EirfEn
HER
1. B B5]ER (CR) EEIGHEMAS trident-protect-backup-cr.yaml ©

2. EITEIAMERF REUTEM

° metadata.name : (#1H) LWEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.applicationRef : (#F) EHHIIERTEINH Kubernetes 5478 ©
° spec.appVaultRef : (WIH) FEREEHDAEH AppVault &8 o

° spec.dataMover : (EMR) —EF& > IEmZARGEMREENEND IR - AIENE (EOKNE
)

* Restic
* Kopia (TB:R)
° spec.reclaimPolicy : (M) EHRHMNEHBAPEREGEEME - AIFENE !
* Delete
* Retain (FE&R)

° spec.snapshotRef : (FJ3&) @ ZR{FHEMHRIRIVREELHE - MRKREM > AGEILFHH—E
BREFIRER o

YAML E4 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. £ trident-protect-backup-cr.yaml {EZFIEA E#NER > EFCR:

kubectl apply -f trident-protect-backup-cr.yaml

£ CLI Zi D
WER
1. B ) > URIEEPNERSRACIRIERAIE - Fla0 :
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tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

AT LUEERER --full-backup FebRIEERBN S RIEEERD - BRIERT » FREHHDI9AE
EfH7 - FRIRR > BIORERIBEERD - REEREREHNTERD » LEMRTERNZ
BT ERD » URARZEMFEERER -

LIBIEREE
TERREAR I CR FFRIEAREERE

EEa:i R an e e
protect.trident.netapp.io/full- =R IEEHNEEAILERD c _ES true'n]  "false”
backup B IREERD - REERETHIITTER

7> LEMRTEHD ZEIITIEERD > U
RATZEMEEERERMER

protect.trident.netapp.io/snaps =& AT ERBIERENRREMH o "60 73"
hot-completion-timeout

protect.trident.netapp.io/volum =& AR @ IRIRER A FIRREF RS R RS o "30 H§E"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum =& BIHR R IREBFT AT RRER o "5 DiE"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc- & EREFTEMEILAY PersistentVolumeClaims ~ "1200" (20 9
bind-timeout-sec (PVC) % Bound lEEEMRRERE (U %)

AHEAD) - BBIRIRER T RK o

BIUBERREHZ

RERBBEIRERNHERIUIRR « BHOIMERFERBRERN - CILEEE/)\E - 8X - BBENESARIL
REBHNEL » LRIEE BERENEIAEE o RIS full-backup-rule sEAZREHZIEIG E R EED - FHRIER
T FRERMHEEIEERD - EFRITRERBMUKRAERNEEED - AR ELEEFRBANERE

* {RAILAIEBEFE backupRetention 52 A Z & “snapshotRetention 58 A KN ERIERIEIEA
FRIREBAIHERR © 1§ “snapshotRetention AT R MEAHHZMEMD N ERILIRE > BELR

@ REEREY > WEERNDTTARERILEMIER o
* MREBEHENEREFARENEETREES|IA > A5 TEAEARERNSRZER > AlE
EERRBESERD « RIREERF -
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f£F8 CR BirHE
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-schedule-cr.yaml °

2. EITEIAMERF REUTEM

° metadata.name : (WAH) IEEFTERNETRE ; AATHNIRIERE—(EH—BEEENEE -

° spec.dataMover : (EMR) —EF& > IEnZARGEMEENEND IR - AIERNE (E@2KNE
)

* Restic
* Kopia (TB:R)
° spec.applicationRef | S HIFEATENAY Kubernetes 5478 ©
° spec.appVaultRef : (#3H) FEREHENDAEH AppVault %78 o
° spec.backupRetention : (WiE) ERGWEHREHE - SRNFERILEMAED (ERER) o

° spec.backupReclaimPolicy : (M) REMNREFRDIHAEARRE?D CR B » HBIDEEEMFE
155 o (REHARBE - #HIP—EZWMER - AIENE (BHKNE)

* Retain (FEER)
" Delete
° spec.snapshotRetention : (WH) ERBHRBHE - TRIAFEILEMIRE o

° spec.snapshotReclaimPolicy : (%) REEREHABAMERRER CR B > REBGHEMHEF
o REBHIREB®E - RIB—RITHMER - AIEENE (EDKRNE)
" Retain
* Delete (FEER)
° spec.granularity : BFZEHITRISER o AJRERVELURABRARY AR (L :
* Hourly (BELISTE spec.minute)
* Daily (FEEIEFE spec.minute F spec.hour)
" Weekly (BELIEE spec.minute, spec.hour * spec.dayOfWeek)
EREE (R

* Monthly (EEMRIEE spec.minute, spec.hour ° spec.dayOfMonth)

®" Custom

° spec.dayOfMonth : (EM) HHEEHNITHIAMAR (1-31)  MIRBMAERES Monthly
AR AR o IHESANFBRIURM -

° spec.dayOfWeek : (EFM) BHEREHITHIERZ (0-7) - ER 07 XREHA - MREEE
%A Weekly > UL AAIEATE o ZESBUF B RME

° spec.hour : (EF) BIEEHITH—XRPBVNE (0-23) - MRKERES Daily © Weekly’
8 ‘Monthly > BULELHE(IZAMEIR o EXMAUFREAIRM o

° spec.minute : (M) BHZEIITRVNEFDIEE (0-59) ° MMRKERTES Hourly
Daily > Weekly" =17 "Monthly 2 BRI AN ETE o ZENBUFHRFEIRMG °
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IR HFAZRIEE S YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-hamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

ZIRIBHAZAVERH) YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. 7 trident-protect-schedule-cr.yaml HEZEFHIEAERENER > EACR:

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
WER
1. B (REHHE » URERPHESRACIRIEPRIEN ° Fia :
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@ &AL “tridentctl-protect create schedule --help R E & I < FIFAHEREAE A o

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
—-—full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

MR R C PR ETE S

o SEEB(DPERE | A --full-backup-rule ZEREHZIEIL ETEMEMD o IS EBRAR
--granularity Daily ° AJHEAY(E :

* Always | SREEEILTEMBMD ©

* BELER | EE—EXZELUERARER (FIY > "Monday, Thursday") ° BXE
: Monday ~ Tuesday » Wednesday * Thursday ~ Friday ~ Saturday -~ Sunday °

(D) --rull-vackup-rule MEFEMNEIE « SERSHE -

o (ZRIRHIE | RTE --backup-retention O i=} --snapshot-retention IBEARNREWIE °

ZIREIBHREERE
TR T I HFE CR BRFR] LUEFERYEERE !
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SR SR $8A FskiE

protect.trident.netapp.io/full- === IEESREBEMOIEESER - el LBESES *BFE (Frg
backup-rule Always FHESTEMED » FRBENERET BHIEOREE
BT o g0 - REEBEHNE > BleTlis  E7)
EHITREEHHNERRL (I -
*"Monday, Thursday") ° BXRHEHI%E
f_" . BHf— - EH” ~ EHj= ~ EHAIM ~ EHH
EHH/\ N EHHE uEJ/IE 4 Jﬂ:&ﬁ@,\
E',H%’r ‘granularity 5 € 43 "Daily BEt & — ﬁ_ﬁ

}Eﬁ o
protect.trident.netapp.io/snaps =& REFFEMBARBIEENRERERM o "60 S E"
hot-completion-timeout
protect.trident.netapp.io/volum = g5 MR & IRERE R P FIARREFR A ST R RIS o "30 D&
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum = g5 B HR R IREBFT AT RREA o "5 S iE"
e-snapshots-created-timeout
protect.trident.netapp.io/pvc-  F & LEFRA IR PersistentVolumeClaims ~ "1200" (20 &
bind-timeout-sec (PVC) #%| ‘Bound fEERMIRKRERE (U0 §8)

#SEEAI) ’#2 BILRF IR FIS E R o

B IRER
MFFTBEEZNESFZFETIRE

i%ﬂi
1. MUBRELIRERAERARHAVIRER CR !

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MFFF B RENIHEHRDBERRED -

SRR IRIGEIR RS RTES Delete » LULMIERTERRIRATA AT - ILEBRMTRRRTS
(D retain LBRBSNERES - IRFBERLER velote » AIEHERSRIIENIHHES
» BEFHWI -

1. MUBREE (R ERARRAYAE CR !

kubectl delete backup <backup name> -n my-app-namespace
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BEFIDFERRRS
TCRAILME RS L IR EIEEETT « ESTHHERMBIBD RIS

1. RN T LBREG ERRE  BIERFHESRATIRRFHEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF azure-netapp-files (ANF) {EEHHHFER

WNREE L4 Trident Protect > BRI AR azure-netapp-files 77485 EL7E Trident 24.06 Z A2 FIGETFE
Um B AR BN TR ED B RINAE o IEIHAEE A NFSv4 IR E » Y B RS (LAB = MFAIZEINER] o

FIsEZ Al
SRIERU TR !

s RB %4t Trident Protect ©
* f&RE1E Trident Protect FEER T —EEARER - ERTMIIEFZA] » ZEBRRRERNAREDNFEZZ RIPRS o
* IRBEEE “azure-netapp-files {EA#F R IRAVTERHFLER o
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RFEMISIERE DB

1. YN ANF B & Z2EFAARE Trident 24.10 ZHTERILHY » 357 Trident REITIA TR E ©

a. A8{EEN azure-netapp-files B EFEFRTZNABRANAY PV XA Snapshot B## :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. I EASEREIAY PV EXA Snapshot Bt :

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
YNRARERARERB &R > Trident Protect iREEZEERENINEE - ZINEEERMEEPERLAEEMF
MZER - EEREIER T » FEEASEDA ESRZERERE L — AL RO IR E X/ MR R ERR R

&a ©
=+
MR

%Fﬁéﬁﬁ%iﬁai@’@{ﬁ#ﬂ%ﬁ% Trident Protect E{THMNFIER - & PVC tha]HEMERREIANEHIIE

ERERAEL
{£F Trident Protect M{EEFATER

e LUE A Trident Protect IEIREBHFEDZEREAREN - IRERKERARERNEREIE—E
=5 NHEARBRERREZER

- BREAREINE > frARZERAEARENIITH FRERRAREN—EER - IRFTE
RERTHTF > CERERRFEETEINIT

@ * qtree HEFEE ZIRNHENIREI ARG TR HRERFHRZER © B2 0 qtree HEE AR
RRBIEBERI AR A EER/RIAT R ZER o

© CRILUERERRE R B TEFIRE - EERABRR « FF2B "(EAEP Trident Protect J&R
=A—1T}

X RE °

RN BRI R R ZERE

& &£ BackupRestore CR #EH{2EREIRREBYdn % ZE MK » Trident Protect E1E#T RS A =M HIERERTE
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® > ABEENEREREYT —ERARR CR - EEREERENERRS  CALIETRBENTRE
) R R o

* REMERIEFRAFERNARGLEHAAGEEABENTERARNENER - 52&
REGTHFREER @ SR ENRZIBRnRER » GREBHEREFNmRZER -

@ * {£M CR ZREIFma TR » X BLEFEEILBIZHRER > /ABBEHMA CR ° Trident
Protect {£72{FH CLI A S BB B M °

FtaZ Al
SRFE(R AWS TERSERRER I9A MHEAMR B U HMEFIREFEBITH s3 BIRIEXE - MIRENTERIFEIRRB
HA ~ EEPIREE R -
* BRREEN SR HBHRENESEN  552H "AWS API X" o
* W% AWS BEIRRERFEE > 552H "AWS IAM X" o
E1C{ER Kopia (ERABERBEI TRERERE » ISR LISEER CR REER CLI I5E 2 » LUE

il Kopia EFANEE/NTTA - BRI ERENELEN » 5528 "Kopia RIASH" o (£
“tridentctl-protect create --help 85 < ABVS B RAER Trident Protect CLI 18 E RN E S EH ©
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fEFA CR
HER
1. B B5]ER (CR) EEIGHEMAS trident-protect-backup-restore-cr.yaml ©

2. EIEEBIRMERT - REUTEME -
° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

° spec.namespaceMapping : ERIEENKEMAEME EIZHL TRV o 518 "my-source-
namespace ] “my-destination-namespace i A TIBIE HHIE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFRBEEFMARNPNELEERETER & FMEEHEFRG > UESTHHFEERE
RBENER

Trident Protect € BEIEE—LER » AATMREEZNERA R o 530 > INRE
HETRAEEBRER » WHTER¥ T —@ pod » Trident Protect th & {18 %R
pod °

° resourceFilter.resourceSelectionCriteria : (EFEME) 8 “Include ¢ "Exclude R 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
p

* resourceFilter.resourceMatchers : resourceMatcher #){4HIFES o YNRTE L FES  E ZHZ1E
7t& » ez OR ERIE » SETEARIMEAL (group ~ kind ~ version) Z % AND
BHEULHL o

* resourceMatchers[].group : (FJi%) EEFEAERELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -
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* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEHEMERR Kubernetes
metadata.name E{IFRYEF B ZER o

* resourceMatchers|[].labelSelectors : (F]J#E) &HIRTE Kubernetes metadata.name ##1iL
PESIEREIZRFTH "Kubernetes sREASIE" o 4N :

"trident.netapp.io/os=linux" °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. fF trident-protect-backup-restore-cr.yaml {EZEFIEAIFHENERE > EFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

A CLI
1. BEHERIARNGRZER » Mg S ERPHEBRIRATIRIEPMNE © namespace-mapping 5l
HERE MRV R TR » BRRR R T EHER I ERNEEmA TR > 85

‘sourcel:destl, source2:dest2 o fild :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>
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REHERIRAHRZER
TR AR R ERERRGRZER °
FsEZ Al

satEfR AWS T {EREERIEMRL AV EAFR B MU HEM REFEHITE s3 BRIEE - MRENTERIEEAME
HA ~ EEFIREE R -

* FRREER SR RBIRENESEN  52H "AWS API X" o
* W0%E AWS ERRERFAE > 552R "AWS IAM X" o

E(EMA Kopia FABRBEI T RIZFEMAHME » Ko LUEIERE CR PR CLI I8 HE » WUE
#l Kopia SEFEVE ZH1T4 - BRATIECERENE S E » 552/ "Kopia sREASH" © £
“tridentctl-protect create --help 85 < ABVS B RAER Trident Protect CLI 15 EsHENE S EH ©
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fEFA CR
HER
1. B B5]ER (CR) HEREIGHEMAS trident-protect-backup-ipr-cr.yaml ©

2. EITEIAMERF REUTEM

° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEZEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AI#) MRCRAFEEFEARATNELEERETER - FMEEHEIRMT > UBSTHRHERE
TEHER

Trident Protect & BENEIE—LE R » AATMESEZENERGRN o flt » NREK
EETHALSEHER > WHERE T —1@ pod » Trident Protect th & 118 =% Bl
pod °

> resourceFilter.resourceSelectionCriteria : (EfiEME) FH Include o "Exclude 3R & 50 HE
B&RTE resourceMatchers FEZENE IR o FZ LT resourceMatchers 2B EHZE B S HIGINE

i

* resourceFilter.resourceMatchers : resourceMatcher #){4BIFES| o YNR7E L[ES | P EHZE
71:? » BlefZE% OR EHILAD » SEcHEMBIREAL (group ~ kind ~ version) Z[E#& AND
BEUTHL o

* resourceMatchers[].group : (FJ#E) EEFEMEIREHE o

* resourceMatchers[].kind : (F]#%) EBEHERVEREER o

* resourceMatchers[].version : (AJ3%) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name il
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FREYRTE o

* resourceMatchers[].namespaces : (F]i¥) EEFEAEJRH Kubernetes
metadata.name I FRAYER L ZER ©

* resourceMatchers[].labelSelectors : (AJ3%) EJRE1E Kubernetes metadata.name il
FRERAZEEIEIIFH "Kubernetes sREASCAE" o FIgN :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7 trident-protect-backup-ipr-cr.yaml FERPIEAERNERE > EFACR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
SER

1. BEMERIIFRBEGRZER » TRAERHNEBRAGIRIEDIE o backup BEERMAER
MEDBTE > BILA <namespace>/<name> © 0 :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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RENERITENESE
MRRGFEELIREE « EAIUREREREREREE
* BIGER Kopia fERBERBEI TRERERE » ERTLUEET CR REEA CLI I5E =

AR Kopia EAENEFNTTA - BRITIECEEENESE » 552/ "Kopia 574"
f5F “tridentctl-protect create --help 83 < AENF B B Trident Protect CLI 3§ EFENES

® =

* £/ CR BREIFepaZERE » MRAFHETBERHRZER > ABBER CR o Trident
Protect {27E £ CLI A € B ER AR ZER o

FtaZ Al
FRPERIT G T USRI -

* BIZEE 2L Trident Protect ©
s BiEEE T UFEERREZEERRR AppVault HEERERE » HIOEREMEEFEZRES o

* 117 “tridentctl-protect get appvaultcontent’ a5 LK » sEFE{RANEIRIE 7] LA E! AppVault CR FREZEIYIMHGF
ETFR o MR IRTI SRR EZFE » ANATEZEREN Pod WHT Trident Protect CLI ©

* SRFEfR AWS TIFREEREM VA AR EUEMMEMREERITHEREE - MREREERIFERRS
HA ~ EERIREE R -

© BRMEERNEETHBIRMNESEN > 5525 "AWS API XX+ o
° YN%E AWS BRRERFMAE > 552R "AWS XX o

1. f§ 8 Trident Protect CLI ¥MIMENiGE B1Z#& % £ AppVault CR BYRTF4 :

tridentctl-protect get appvault --context <destination cluster name>

() mRmrERERRRNS SRR B R o

2. B RFERIR A AppVault IEIHRS !

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITIL AR <R EER AppVault FREVRI B » BIEHKIRRSE « BERNEARENLE - REREECNREER

o

EHEL -
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBEFFERTREAENERE BREE !
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fEFA CR
1. i BT8R (CR) BRIFZAHEGBES trident- -protect-backup-restore-cr.yaml °

2. EEEUMNEREP KEUATEML

° metadata.name : (#1H) LEEHFTERNGHE | FACHIREEE—([AH—BERRNHE o
° spec.appVaultRef . (IE) EFEHDAZRH AppVault 5478 o
° spec.appArchivePath : AppVault AfEZERD ARSI o el UERAMU T ir < RS HRULEEE ¢

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AR » &R UERA LR 2 HIREINIE S KERHDNA
= °

° spec.namespaceMapping : ER{EENKIEMAEME EIEH % TRV o 518 "my-source-
namespace ] “my-destination-namespace & A [TIRIEHHIE T o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. £ trident-protect-backup-restore-cr.yaml iEZFIEA EFENER > EF CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FRUTHSRERARER » WA ERPHNESHRACIRIEPHNEN - A THRNSBERERS
FREVA S 2/ » iRRm A R R EFEN B ZEm% R » % source1:dest1,source2:dest2 ©
fen :
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

WRREREI ARV En 7 2R

TEIUERABETER (CR) BERRBEREN » BRIIFENGRTEMIREIRHLZER - BEER
SnapshotRestore CR #&IRIBIE R EIREHI a2 Z=RFFF > Trident Protect S1EHM e R ERTIBRERTER > I
HERNERAEAZI—ERARER CR - EE2REERNEARER » ErILURIMBEHENHIRE » I fRE
HERZ o

* SnapshotRestore Sx#& spec.storageClassMapping B4 @ BEEREHFLERNFMBEEZE
HEENEAERNFEFRIRRA XIE - MIREAEBRIEAFRFFRIRN
@ StorageClass * BIIRRIREF R o

* [ CR EREFr AT » MALFHEIBIZHAZTR > /ABRBEHMH CR ° Trident
Protect {272/ CLI A G BHEILHRZTR

FsEZ Al

satEfR AWS T {EREERIEML AV EAFR B MU HER REFEHITE s3 BRIEE - MRENTERIEEARE
HA ~ EEFIREE R -

* FRREER SRS RBIRENESEN  552H "AWS API X" o
* W% AWS BEIRRERVEFHEE 0 5F 26 "AWS IAM ST o
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fEFA CR
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-snapshot-restore-cr.yaml °

2. TEEERIIEERER  REUT B -
° metadata.name : (#H) ILEHFTERNGHE | AACHNREEE—(AE—BAERNLE -
° spec.appVaultRef . (41E) EFIRBAZRH AppVault $478 o
° spec.appArchivePath : AppVault Rf#EFRIBARABTHIERE o EaJUERMU T i RS !

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping : ER{EENKEMAEEE EIEH L TRV o 5518 "my-source-
namespace ] my-destination-namespace i A TIRIE PRI E T o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFRBEEFMARNPNELEERETER & FMEEHEFRG > UESTHHFEERE
RBENER

Trident Protect € BEIEE—LER » AATMREEZNERA R o 530 > INRE
HETRAEEBRER » WHTER¥ T —@ pod » Trident Protect th & {18 %R
pod °

° resourceFilter.resourceSelectionCriteria : (EFEME) 8 “Include ¢ "Exclude R 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
p

* resourceFilter.resourceMatchers : resourceMatcher #){4HIFES o YNRTE L FES  E ZHZ1E
7t& » ez OR ERIE » SETEARIMEAL (group ~ kind ~ version) Z % AND
BHEULHL o

* resourceMatchers[].group : (FJi%) EEFEAERELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -
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* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEHEMERR Kubernetes
metadata.name E{IFRYEF B ZER o

* resourceMatchers|[].labelSelectors : (F]J#E) &HIRTE Kubernetes metadata.name ##1iL
PESIEREIZRFTH "Kubernetes sREASIE" o 4N :

"trident.netapp.io/os=linux" °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7f trident-protect-snapshot-restore-cr.yaml {EZEFIEAFENER > EFCR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

A CLI
1. BRBEZERZARNGRZER » TiERPNESRAIRIBERNE o

° snapshot " 5|BERAMBEMIIRELTE » BXA <namespace>/<name> °

° namespace-mapping 28EHERDIRIMRER > R RmAEMEHEDERNBEIEREZT
RS-, sourcel:destl, source2:dest2 °

fgn

420


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

RRBEBERTREHRER
R LA RBR A IRIRE R E IR e en R 22 o

R Z Al

SRREIR AWS TERSESHER YA HAPR B A FEHMERIRFFEHITH s3 BIRIEE - MRENTERIEEIRRES
HA ~ 1RERIBEG R

c FRNEER S HBRRNELEN > B2/ "AWS AP| SXE" o
* YN%E AWS EIR/EBEFAER » 5528 "AWS IAM X" o
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fEFA CR
HER
1. B B5]ER (CR) EREIGHEMAS trident-protect-snapshot-ipr-cr.yaml ©

2. TEEERIIEERER  REUT B -
° metadata.name : (¥IH) WWEFTHRNGHE ; FAENRIFEE—(AH—BHERRZNELME -
° spec.appVaultRef . (41E) EFIRBAZRH AppVault $478 o
° spec.appArchivePath : AppVault AfEFREBABRIERE o el UERAMU TSRS HRULEE ¢

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (FIE) MREAFRBEEFMARNPNELERETER & FMEEEFRG > UESTHHFEERE
RBENER

Trident Protect @ BEERE—LER ' AATMRCEZENERARE o 50 > MNRE
BETRHASERER » WHTERAH T —1@ pod > Trident Protect th & {18 % Bk
pod °

° resourceFilter.resourceSelectionCriteria : (EfENE) {FF Include I "Exclude R B = 3 HF
FRTE resourceMatchers FEZRAIE R o FELLT resourceMatchers 28U E R EE SR E

g

* resourceFilter.resourceMatchers : resourceMatcher YIRS o TNRIELEFEYHE &R ZE
71:? » AEMZ % OR EHUTE > BETHEAAIMEAL (group ~ kind ~ version) ZfE#& AND
BHEULHL o

* resourceMatchers[].group : (FJi%) EEREAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -
* resourceMatchers[].version : (F]J#) EEFEAEIRIRZA o

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL
Y%A HE o

* resourceMatchers[].namespaces : (AJ#%) EEFEAIERHY Kubernetes
metadata.name R RS ZERE o
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* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name &1L
PESEEEIZRTE "Kubernetes sREASZE" o HI4N :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7f trident-protect-snapshot-ipr-cr.yaml {2ZFIEAIFHENERE » EACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
il\%
1. BRBIEREIFRESRZER » Wi A ERPNESRAKIRBERNER - FIa

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
-n <application namespace>

BEIERIFERARRR
TR ARG LIIRIEEIERTET - BTAEERBBVERIERMARE o

1. RN TEHLBRERERIRE  BRAERPONEBRATIRIERNEN
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFAIERE Trident Protect BRRTE

TAIAF R s R ERRENRFFRBEFERRTERBTERIESE - LUnBERNSE

BRMAHZEEERBN R ERTRENRE

FERMAEBEFEME - BRvtas A EMPERN R G ERRe A EMPIERMZREERNT - KRe4
ERPEFEEB MR EMPAFENRRNGEERNE » MEMEFEENRRIGRASREBERUNEGR
Ren R ERPHE  EFER BRthe R EEPRBSERERIRT A E -

WRE(EF Red Hat OpenShift > 5575240 B ot = RIFFARTE OpenShift IRIZEHFRIBASRIER - &
() mEmsmeIREERRN Pod M1E Openshift €2 F TR (SCC) EHEVEMMBAZ M
FOE - 1 ALSRIRRI M VAR E - (IBESEH - 809 Openshit 22 L XA -

TR LUEBTE P TIE RS IEERIREZATERE Kubernetes IRIFEAEL
RESTORE SKIP NAMESPACE ANNOTATIONS ’ 2RBhlEBiEamaZEMP IS EFERER o Fu

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

-—-reuse-values

HITIRR S R e EER restoreSkipNamespaceAnnotations #

@ restoreSkipNamespaceLabels FIEEHNEMr % ERFRENEHDB TR RN S ERE(F
F bR o SAMERTENIIA Helm ZEEHAMECE B LR - EEFAAERE « 52 "SwEEM
Trident Protect Helm Chart 32" ©

WRIEER Helm WA --create-namespace {Zm 28 7T HRKFERAREN > BIEH name EHBEITIFIRE
12 - EEEHAHEZEZBIZP > Trident Protect FHF LR BERE BRI H R » BURKIFENEEKRIFER %
ZEEER > AERETHABNMMRTREE - NRILEEKRRREBAER » AEREERE BtarRZE
I AT E o

Ll

LT sfIRER T RiRan R EEME R ZzER » efSBAATREERNRE - HAUEERFIRBES%
ZEFEIBIARRE » IR BT B R P2 NESHEER

HERNBHEBEIEEZA
TERAAT BRI BEZE IR Z A G 3R % =M B 1R en % AR -
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CEEZES B2 EE

maEM ns-1 (3R * annotation.one/key: lupdatedvalue * environment=production
) * annotation.two/key: true] * BRE=hipaa

* %fE=ns-1
maEEns-2 (B * annotation.one/key: Ttrue] * AB-ENE
=)

* annotation.three/key: false]

BRIFER

TRER T ERNHEEBEEREN B RH AR - —LERERHN > —LEREWEE > W H name 17
BEEMUCLE B RanRZzER -

GEEZRS T EEa:i T
A ZER ns-2 (B * annotation.one/key: Tupdatedvalue] * %fB=ns-2
) * annotation.two/key: ltruel * &M% =hipaa
* annotation.three/key: [false] * environment=production
* AB=ERE
LB

AENRAAR] AR B R EE R E RIL -

(EgezhlEalS

It “spec.storageClassMapping’ B4 E#& T RIFEAREXPIFEFEN DI B SRS LR FHEENAEEE - 1/
FERRENER I EE FRIHEFHERNEE 2B » B E BackupRestore IR{EIIETZEIRET » Al AERLLEBM o

i hTI I
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

IRV
FEFHRGTFAREESBITABIIREER - WREAERPAERTEER » AR ERERE -
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SR ER L HRME

protect.trident.ne & BERBESREATELENRRERE UFAEA) o "300
tapp.io/data-

mover-timeout-

sec

protect.trident.ne g Kopia PIZSRERAIA/NEFR (I MB B Efi) o "1000"
tapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne & LALLM PersistentVolumeClaims (PVC) "1200" (20 iE
tapp.io/pvc-bind- % Bound BB R (UFAEND) - BBIt )

timeout-sec BRI 2R - BEMNFTAER CR 53

(BackupRestore * BackuplnplaceRestore » Snapsho
tRestore + SnapshotinplaceRestore) o MREAIFETF
BhNEEERREESHRA  AEAESE

&3 NetApp SnapMirror #1 Trident Protect {8 fEFATZ

&/ Trident Protect > f&BILLFIFE NetApp SnapMirror $ziiFIIEREIS ERIIHAE > #§ BRI
FEREEEN—(ERFRIHENI S —ARHERE  BEReER—S=ERNERETAEE
-l

B ENBEBEEEIRE a2 EREEREMRE

TERNBEZEEEME - Bt EEPRBAE S AR % ERPORBAEREARR © KR4
EfEPEFEEE Rt R ER RN FENRR IR SR - MEMEFENRRIEHER EREBERUNER
RepRZERRE o EEFER Bt A ERPIRRIGERERIRITAE -

WREFE A Red Hat OpenShift » 5575w R a4 ZEBIFEAETE OpenShift IRIZPRIBITRIER o n
() meRasmRImEERR Pod {18 Openshift £2 F TR (SCC) EHIVIERMEIRAZ M
FoE - MAEREMRMEEMFEHIRE - IREZHEM » A2 R"OpensShift 2% £ T XAIRIE"

ERILUSBEHITE RN EEBIREZATRE Kubernetes IRIFEE
RESTORE SKIP NAMESPACE ANNOTATIONS ’ 3RF5LEB 1R e & ZERPRITERBRER o flM :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_ k
ey to skip 2>}" \

-—-reuse-values

HITERN R IERE{EER > restoreSkipNamespaceAnnotations
@ restoreSkipNamespaceLabels FISEMEMMmAEBEFENERATNEERNSEREE
FEFHERR o FBMRRTEVIE Helm ZEHIMRCEELRTE - EERAER « 5520 "SwEH M

=Ly

Trident Protect Helm Chart 523" ©
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WRIEER Helm WA --create-namespace {Zm 28 T HRKFERAREN » BIEH name EHBEITIFIRE
12 o EERNAEREBIZT > Trident Protect S ILIZEE R Byt a2 2R > BMNRKRIVEEIRM S
TRIER > AIEREEHABNSZTRE - MRILERARRHBEBMAER - A EERE Bt REE
R AMIERIEE o

g5l

LT EfIRER 7 RRa R ZEEM B R ZER > EfRBAATRNERNRE - HAIUEERFIRBRS%
EFRIIARE » DU EMIREE B R ZHP U EEGREE -

TR AR 2 A
TR T RS B2 A AU 2 22RO SR 2 ZERROHRAS -

A ZEfE S EE
mfZEf ns-1 (3K * annotation.one/key: lupdatedvalue] * environment=production
) * annotation.two/key: [true] * BRE=hipaa

* %ME=ns-1
maZEfns2 (B * annotation.one/key: [truel * AB=ERNE
%)

* annotation.three/key: [false]

BRIFER

TRER T ERNKEEZEER L B RnRERBGAR - —LEREWRFN > —LEREREE > I H nane 2
BEEMUTE BRIz -

GEEERA SR RE
TR ns-2 (B * annotation.one/key: lupdatedvalue] © %iB=ns-2
®) * annotation.two/key: [true] * 5% =hipaa
* annotation.three/key: [false] « environment=production
* AB=ENE
@ @_E_TLX?&E Trident Protect Eﬁﬂf%%%f’ﬁﬁ,ﬁﬂFa'iﬁ%ﬁ&ﬁ@[‘%ﬁ%ﬁ*ﬁ%%ﬁﬁ o “ZRABRRINFIEF
Trident Protect SR EE R RARAG" ©

IR R PR FRARE BV THN G
5 AppMirror BIAIREFE AR > 7EREEBN R EIRERRE » CRZCIREPITHFERNEETS

* WIEEBHRE > JITHFEEICRREREEREIBIEERE - CEFFHENEL - WESBR > AiTHF
RAFER AR » RN TEEERMRIEREET -

* EREABZHRAERTBERET - BRAREN LFAARANRITHFHRERENR - EXRREAENEDBRE
FAREIR » BEERITHFiS SRR MIER AR LEE#AT ©
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EERABEHITE > 5520 "E1F Trident Protect #17#15" o

BIERR%
BIUEREFRIKRTIIER !

* 3E1E Trident Protect IRIREARENIRRAVIER (BIEEBERM Kubernetes BRIUKFERARE N SEMEE
AIRE R IRER)
« EEIEEEHEE (83F Kubernetes BRI RIFE M EER)
* 3% EAIR Snapshot FIRFRS
TR

1. ERREE L RARRERAREINEIL—E AppVault © IRIZEAVHZFMHRER > 182k "AppVault BETER" 89
EHILUBRISRIRIR
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£/ CR &1L AppVault
a. BiHFTER (CR) EREIUKHGB®A (B~ trident-protect-appvault-primary-

source. yaml) °
b. RE TR :

. metadata.name . (WMEH) AppVault BFTEIRI%HE © 5850 NMEEZENSTE » RAERERERRR
THVE M CR B g 5| FALLE -

* spec.providerConfig : (KE) fEFERIEERM %THYAppVault FraEfuARRE - 1Ei2
bucketName Ui HEFTEAVTMEMFMAEN o A TIREIENE » AAEREREN
Hith CR ERZ2REL(E - FEMBHEER AppVault CR &4l » 5H2R "AppVault B5TE
IR o

* spec.providerCredentials : (Required) {#7ZEAIEEIRMEZFE AppVault FrEEIEIREE
B8Eo

* spec.providerCredentials.valueFromSecret : (Required) RT/EEEEKEEHE o
* key: (IE) ERPERNARER
* name . (WE) BFULBNAIER secret & o MBI E—E namespace H °

* spec.providerCredentials.secretAccessKey : (WE) ANEEIRHENFERE
& o name fEEL spec.providerCredentials.valueFromSecret.name 87 ©

* spec.providerType : (#WEH) HEEBKDARTFSE ; 140 > NetApp ONTAP S3 ~ B S3
+ Google Cloud ¥ Microsoft Azure ° AJ3%E(H :

= aws
= azure
" gcp
= generic-s3
= ontap-s3
= storagegrid-s3
C. Tf trident-protect-appvault-primary-source.yaml F8ZHIEAEERNE%E > EF CR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

M CLI #1L AppVault
a. J2137 AppVault » TRHESFEHHEBIRATIRIEPHEN !

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. ERREE L - BURFEARLCR:

£ CR ZiZKREEAER
a. BV BFTER (CR) BELZHEG®EA (FIU0 v trident-protect-app-source.yaml) ©

b. RETIELE :

* metadata.name : (1) FERRERBIERNGE o A FEEENSTE » AAESREFT
EHEM CR EZEZ5|AHLILE -

* spec.includedNamespaces .| (WE) @M RERABERNES o FRGREMRE

b AT B M (5 FRAR R ARV er R ZERVERE 0 LUSE RS S R R FEENER © &
RRnRERHAABESTEIETF -

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. £ trident-protect-app-source.yaml {&ZFIEAFHENER > EFACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B KREMAER
a. B ARFERRED o Fin ¢

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (FIE) ERREEL > WRFRARINETRE - WREBRRAFEREE L RBAENER - MRBUAL
T AIREEH T —RIHRIET > UENISRMIVIRIE - SRZIRFERIR > F2R "EIETRE

o

4. ERFEHREL BUERHHECR:
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BRT THRMEVEHEZ SN - BRI —(EER/NE A RRIHE » TR FREHRER 7R U
BEHE ONTAP &7 R —EEAIIRE - ERAIURFRREBEZAA 7 X BFRE
AR LURIRERERNRETER] °

YNRBEMRER - RIFAIUIERBERRETRS 7 ROVEEIRIE o B ARILUNIRE
BT IRENE » ARSI GEHE ERRBLIRFMINEE - MAZFIEER o

MREAEANRAHEENAMRNEREER » AIFREZEMIHE -
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M CR BiLEFHHZ
a. BRFRAREARIUERHRE

.. B BETER (CR) #ERIKHEMBE (FI% - trident-protect-schedule.yaml) ©
i. 3BE 5N :

* metadata.name : (H) BIEEFTERRLTE o

* spec.appVaultRef . (18) IL{EXEHRIRERIZEIH AppVault metadata.name i

AR o
* spec.applicationRef . (#1H) IL{EXBHZFEEATEIN CR BY metadata.name H#1i4H
o

* spec.backupRetention : (#38) I AWMEE » HEXKERA O
* spec.enabled : HERTES true °

* spec.granularity : %ZERES Custom ©

* spec.recurrenceRule : £#& UTC BRI HEBFIEERIR o

* spec.snapshotRetention : /B R ES 2 ©

YAML &3

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. 7 trident-protect-schedule.yaml {EZEFIEAIFENER > EFACR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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£ CLI BB RHHE
a. BUERHE » URHERFRERRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\NnRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app nhamespace>

S EEfZEE L » B —ESRERIRESE LERM AppVault CR HHRIFIAREATZ AppVault CR » G H e
%% (B9 > trident-protect-appvault-primary-destination.yaml) ©

6. EACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. ZERERE LA BRERAENEIBR AppVault CR o RIREMEFARER - 1802 "AppVault BETER" H
AYEEHILUERRIGRIRIR

a. BV BFIER (CR) BEILZFHEG®HA (FIU v trident-protect-appvault-secondary-

destination.yaml) °
b. SR THIBN :

* metadata.name : (W1H) AppVault BFTERETE © 50 FMEEEZENSTE » AAESEMEN
Hfth CR g 5| HILE -

* spec.providerConfig : (WE) EFERIEEIRMEZE AppVault FTEERI4ERS © EE1E—(E
‘bucketName' W12 1t %Fﬁ SRR E aE AN E A o sAs0 MITEEENE > l*—i’:?ﬁ%%ﬁ@ﬁﬁ =Ry EL Ath
CR IER G RELEE - sA2E"AppVault B ]ER"UESE IR HER AppVault CR &34 °

* spec.providerCredentials : (Required) #FEERIETEIRHEZE AppVault FTENEARES

* spec.providerCredentials.valueFromSecret : (Required) R /&S EEKEEHE -
* key: (IE) ERPENNAERER o
* name | (WH) BISULBEAIER secret 258 o MBI E—1E namespace A ©

* spec.providerCredentials.secretAccessKey : (WE) HAREFEEUREENZEEE - name
FEEd spec.providerCredentials.valueFromSecret.name 877 ©
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* spec.providerType : (#WE) HEEBHIRTSH 5 B0 > NetApp ONTAP S3 ~ #&F S3 ~ Google
Cloud B{ Microsoft Azure o F]#5E(H :

= aws

= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. £ trident-protect-appvault-secondary-destination.yaml f2ZFIEAEENER > EF
CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. 1T B1Z%E I  #1I AppMirrorRelationship CR f&2E o

fEF CR B > 57T ER CR ZAIFEZE L BRIMan R ZER o Trident Protect {£7£{EMA CLI KA
EBEFRIUMBER -
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£/ CR ##1I AppMirrorRelationship
a. L.Lﬁﬂﬁﬁ (CR) HEZEUKHG®HA (HIU0 -~ trident-protect-relationship.yaml
)

b. RETHIEM :

* metadata.name: (#41E) AppMirrorRelationship Bi]&ERAIETE ©

* spec.destinationAppVaultRef : (WE) IHEXEHEBEERE FEHIZRABERA AppVault &

TBIETT ©

* spec.namespaceMapping : (#F) BEdHEEAKREGRLTESEHEEEERRBRER CR
hEZNERERHRZTEREAER o

* spec.sourceAppVaultRef : (Required) IHEXBEIRERIZRA AppVault ZIBFERT
* spec.sourceApplicationName : (%) ILEXBEHEEERFEEAER CR hEEMNAIRME

B BBATT
* spec.sourceApplicationUID : (HE) IHEXEREERFEEAER CR PEENKIEER
29 UID 4875

* spec.storageClassName : (Ef) FEERE LB HFENNGE o FENNBEEEH
;ﬁﬁfﬁiﬁﬁ%m ONTAP f#7F VM ° MR KIREFEFEER - AITER S FREE LNTERHEFE
Il o

* spec.recurrenceRule : % UTC BFERIBHLE HEBFEERIR o
YAML %55l

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2
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C. £ trident-protect-relationship.yaml HEZHIEAERENER > EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI Z1I AppMirrorRelationship
a. #IMEF AppMirrorRelationship ¥4 » #1ESRPREBHRATIRIEPIER :

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (FIE) EEREEL - BEERMFRIIARAENAAAS :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

HEEREERMEE

f£F3 Trident Protect > {ERAILIHFERNERRA S HBEEEIMEE - ILIZFEFILERAG - LEFEHAER
EEMEE ER E - MRRREE LHEARENIETEF > Trident Protect R E{FIEZEAE ©

1. EBZEEE L > 4588 AppMirrorRelationship CR 1828 (%0 » trident-protect-relationship.yaml
) » 4% spec.desiredState BI{EEE S Promoted ©

2. 77 CR 1 -
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3. EMCR:
kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (%) EREEBRAEIN_ LRIMEBNEMREDRE
o (FIE) BERRRARRAEMARE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

BRI HEEBHERRR

ENMAZ XS EMBUERMG - MITENETFER - RIGRFEBEXNERSRITHHERER - MEXN
EE FRITHRARAMMMNEMNEEHEWEE -

SRR QT BRI 2 A1 1L B MM L RS -
()  sresmsmrsA B ERARROEMENNEES -

55
1 B IR L R AR AR o EATRRIBERE SRS o

2. (£B1EEE L > 4788 AppMirrorRelationship CR 82 (fl#l > trident-protect-relationship.yaml
) Wi spec.desiredState FIEEEA Established ©

3. {#7FZ CRIEZ o
4 EACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MR BRMEE FEYT T EMREFZRFENFEZHNEMAERN » FFEBER - ERRERBIEES
EHIR&RIREM -

RAZEHES EAHEBENERRE

ECHBEERNERBRETRORDE  BREAREARERKFRARER » MEKREARENRERBRR
FARER - MIEEB IR Y B RE AR RS B R RS o

1. ERBBIZEEE L > MR AppMirrorRelationship CR ° EiEEIZEEEAIRELE « NRIFEIZEE LN
BEMIfREHER » B EMIBR o

2. EBREVANEILRERN CR EXERIERNESE - UBIUERME
3. HEMRHTER (RIAKIRHE) BCE T MfE AppVault CR °
4. THRMNBEE FRITERBF > TRERMANE -
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REERERERS M

EREERGEE - Trident Protect Si$EARENBZ EBMHEE R « AREEEREIFRGRRHTE
If; o Trident Protect E{FIERIFEAIET « LERHBBEENMEARENZA - REHEREB/M o

FEEREBERT @ CEEBICRN B M

1. ERIERE L - BIURIEIRE :
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£ CR ZILRAEIRR
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :
I BIB;TER (CR) HERLEHSGHRE (B0~ trident-protect-

shutdownsnapshot.yaml) ©
ii. 3BETFIEBMY :
* metadata.name : () BETERINATE o
* spec.AppVaultRef : (Required) IL{EX/BEIZKIERERATZINAY AppVault metadata.name

TROAIAETRT o

* spec.ApplicationRef . (WEH) IL{EXEEIEERAIZER CR 1B/ metadata.name 1
AR ©
YAML #4 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. £ trident-protect-shutdownsnapshot.yaml t§ZHIEAEHENER > EFACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI ZIIRAtRIRIR
a. BIURAIRER > WRHERPRERIRACIRIEFINER - HIi0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app_ to snapshot> -n
<application namespace>
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2. EFREE L > BAt¥ Snapshot SeAkE » EXSRAE Snapshot FUARES :

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. EHFHEE L > FRLUTHSEH shutdownsnapshot.status.appArchivePath f{E > T 0 ERHEZRIRISHY
RE—In (MWBAELALE ; SRRE—ERBEZENAERS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
jsonpath="'{.status.appArchivePath}"'

4. M EREEIMIRERERTRERHE > WETUTEE -

@ EHEERBIENT R 2 P > & spec.promotedSnapshot BB STE
AppMirrorRelationship CR 1§27 » W HEREATELENTER 3 PciriIERLHE o

S. £ [RAEMEBEL ERERENERMFR PRITRAEMRT TER

6. EFRIREE BB REDHE o

4ER
HMREES » SEELTENE :
* HRBHKRERAIZRAY Kubernetes BIRETTIRE o
« BEBMRERTERE Kubernetes BIE (1R52 PVC M PV) » B 1FEIASEEBZRE Pod °
* 7£ pod FAFA%E » THEATEIA Volume EITIRBAEITIES o
* SnapMirror A B R > FEE M E EEHTFETEIN/ BA ©

* ZMEFAREIR Kubernetes EIREWERIFAIBVRIBRIER » EANEERIGHIREAZ AR ERAIHER

* ERELUERI A REWRRIL -
RERREAEREERARIFESE
R Trident Protect » #ERILUEBU T REKFERFERER MEER) - HLIERRESR > B TRER
gét@%ﬁr'u] » Trident Protect B REER L RZAI » BAABERARINEEERR (ENEY) RRERRERE
T o
IR EE e AR EE Bt BIRERRLR » MR THITER -

* EHPEERTBARRERALA

* RAEMEDERRIE

@ FEHTEBNEMRT(FE > ARESRRETEREEFHESABMEENER
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* REERAR o
il‘%

1. ITREEREAY EFHEBERERARIDR
2. JITRAEAERERTHRPER
MFFE R RA%

é’gfﬂx%ﬁ%ﬂﬂu{‘%@%%ﬁ% o MFREARENEREFRR - REEMERILBELINERRER > EfZEREEMH

IR
1. 7ZBRIBZE#£%E L « MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{5 Trident Protect B EATET

%L“jﬂl,( BERBHER  TREZEBRRARASRERRENBR I FNEHES
|

@ BREAENR > IAAZERARIEENNTH FERSRRAREN LSS - MRETERE
T F > EERERREEETEENT

D EBIRIFE
AEHETNINENNTHRMREBREE » EAIUBBAITRENRDEERIE -

BREIE—EE
EBREAEENEIA—EEE  BRIRERED « ARREE R B -
. SERT TR TR
8 "BIRE

b. "I E1R".

2. ZR—#F& L RBECEINERBERHD > {ITFIEP—IA:
a. "fEIRRERER".
b. "R FIRIEER}".

EBRETENRE

EEREARENENIS—EEE MITEREER) » BAEREEELEIUEDR  ABRBEHENERIS—EZE
£ - BRBZEEE LB XL Trident Protect ©
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() AILUER "SnapMirror H4" TE RIS > R MAE RS -

1. "R
2. BREREE LERECHHNYHHEFRA AppVault CR o
3. ZEEEE L » "EHFIMEER"

i ERREIE —BRFER BB RIS —Ef#FER
TRILEER BHIERE B RFHEEN  REAENL —ERFERBBE S —E#EFER
N (FEEEZER CR FRIKER)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S$S{sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-snapshot-restore-cr.yaml °

2. EIEEBIRMERT - REUTEME -
° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault AfEFRIBABHIRRE o a]LUEAMU Fir < RS HRULEEE ¢

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFIREBAZRH AppVault %478 o

° spec.namespaceMapping : BR{EENRFinHZERE B 1R = RAVERE o 554 "my-source-
namespace ] “my-destination-namespace i A TIBIE HHIE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (ER) MRECEEEEEZEFNEABANELER » FHMEHERT - eI THRELAERE

RBENER

frsem

> resourceFilter.resourceSelectionCriteria : (EfiEEE) £ include or exclude B & S HRTE
resourceMatchers PEZRIIE IR o FIELL T resourceMatchers 2EUUERE O S BHENER -

* resourceFilter.resourceMatchers : resourceMatcher ¥J{4B9PES| o YNRIELLFES P EHZE
Tl:? » BjEMZ E% OR ERIE » SETHEABIFEAL (group ~ kind ~ version) Z ¥ AND
EHUE o

* resourceMatchers[].group : (FJ#E) EEFEMEREA
* resourceMatchers[l.kind : (FA]%E) EEFENERLEDR o
* resourceMatchers[].version : (A]3%) EENEMNZIRIRZS o

* resourceMatchers[].names : (F]iE) E@EAEIRRY Kubernetes metadata.name &1l
TS o

* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRRN Kubernetes
metadata.name I FAIER 2R o

O]
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* resourceMatchers[].labelSelectors : (FJ#E) HJRIE Kubernetes metadata.name ##1iL

hEZMIEEEEIZEIRRFEH "Kubernetes sREASZE" o i :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. f trident-protect-snapshot-restore-cr.yaml HEZEHIEAFENER > EFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

58 CLI BIRTRER
&u EX
1. BRRERETENH LR - LRIERPNESRACIBRRNEN -
° snapshot " 5|B{EA B EEMIRELTE > XA <namespace>/<name> ©

° namespace-mapping 28EHERDIRIMRER » R EmAEMEHEEDERNBEIERHZT
> #% sourcel :destl, source2:dest2°

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E12 Trident Protect H1171#80

T FR—EBTRE  ERI R HEEA LS ERAREINERMREIR(E—EET -
g0 > MREE—EERERAREL - IR UERIITH FERIIRIBZ A EEREER
BET > WEIRRTARINEST - ErRIURFARAREIVREN 2L -

HITH RVEERY
Trident Protect SZiR A T EBRITH FIRE » BURAIR EFIRVHITRIE
* [RERAD
* REER
* BnE
v
* BRE
* MEERR
HITIER
PITERHREIRRR > AITHSHERBUTIEFZE

—_

- AEEPEAN BT RIBFNITH FE G 7EAERMN A S LET - MBI ETERRENBITRIR N F
BB FEIRIEZ ARV AITIEF BE B A fReE th A RCE -

- WREA - EEREERE o "RABRENEIER Trident Protect sRENERRMRE" ©
- HUTERMREIEE -
- WNREA > IRRERERERERE o

- EEFERNBTRIRFRITH FE SEAERMN A 8 LET - CRMUEILETERRENBTRIRENTF
BELEHFERERIAITIER A RE L EALE -

a A W DN

MRERIZERERENNITHF (B - REBFHF) - MBS FHRTIEFEERS - B2 0 FRER
HFIRITIEFZE RED o A0 > TR ESPIEARLERH FEVERRBHITIER

1. BHITIRERATSF

2. JUTIRER B N

3. MITHRDATHN

4. HITHEND B

()  stEsREEERR T RERRA RN AR o

EEERSPRARNITHFRIANZA > SFHEO R EETAR o R MUERA kubectl exec' 15§<
@ EHAREENA - FEERIFTRANITHFR > SFAEEERNRBNER » UBERCMN—
% o SEIRERRENENEERR SR  BRIRBESED - ARAEHERERN -
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@ NRIREBRIMITEFHIE « EEHMIPR Kubernetes BIR > BIEEEE RO SERBHERD UK
EAREERIFER o

ENEHERRE L EE
ERBIERRE NI T FE, FEZ A TR -

* BATHIA A RIS TERMITENE o SF2MITHISIRI U2 RE—EE <

* Trident Protect K1 T# FEARIMZASLARTHAT shell RIARIE AR

* 5L HEAR/NIREIZA 96KB ©

* Trident Protect {83 1 THM 95 E FEAIMBRHME SR A ERPLEEM B AR IRER ~ BB RIEE -
HRHITH RS EREEER2EREMHHERREINNINGE > RtTEZAREEMERET

@ MITHFROBAITRRE - NRIGENEN T —EHA RN TI FREMSIRERIZ(E - BREEREUH T Z

1R1F > RABHEMVIRRIRFEERG - BEHFIHATURT - EEREBFHNHRATHFHER
HYBE T SERE BN BT

HITH ETEEER

B SRERARENNTHFR » SO UAZRITHFRINBIESS - UEEHFRECARILERES - BiEss
BRIRFIAERSEERERRRMREG - ESERKAISERNAERENEMAER (FIM Elasticsearch) B
BAECRUATHFERD (EF—E2H) HREHRLETHNSER - IRSE—THFRIUSERIES
EfifEaEE AND EE FETHES - BEPTHFRSZAUE 10 EESHBIES

BT FRSERESBEAERRTIVREERETHAES - BEfFLARREER » CREZSELE
ITHRABRIAZ o BIERNERKTNEAERRTR 2 (RE2) 5% e s A BRI S BERHR

AEIRVIEIEES © BRA Trident Protect IRV T Fi@iE2s ERRR T sa/ 2B S E » 552/ "Regular
Expression 2 (RE2) sB/&Z 8" o

@ R EBRIEREREZ BRAITHOITH F g e EREERESS » BIERSEIIRIRMN Bt
URAENSRERT > AlsLERHnEREERR BRIt R R -
HAITH SR

#&2h "NetApp Verda GitHub EZ" T #E AR Apache Cassandra # Elasticsearch SHAFIEREXNEETHIT
#HF o M AIUETFES - WEPESEE BT T FaAE% o

B TH

&R] LUE R Trident Protect AEBRENEI BETHITHF o EEEHEE Owner ~ Admin 3¢ Member #ER A SEE
THITHF o
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fEFA CR
HER
1. BiB:TERE (CR) ERUFZHEMBHS trident-protect-hook.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB M 4RRS .

° metadata.name : (IH) WWEFTHERNGHE ; HAENRIFEE—(AH—BEERRENELHE -
° spec.applicationRef : (#38) E#ITHITHFRIEATEILH Kubernetes 5478 ©
° spec.stage : (&) —EFH > IETRHITH FRTRENIHMERSESETT o RIREME :

- B

° spec.action : (ZE) —EFH > IFTRATHFRPITORIE - BRTSEMIEENRITHFE
a3 o FIAERYME !

- RER

- &5

* B
° spec.enabled : (FJiE) EMRUILMITHFEDRATER - MRKIETE » BITERES true ©
° spec.hookSource : (#IH) B base64 ARFEHY hook MIZASHIF &R o

° spec.timeout : (FJ%) —EHF > ERNTHFAFETHNRRER (UDEHEMN) - &/IVE
#1088 MRKIETE > AITERES 25 DiE -

° spec.arguments : (F[3%) KREIUABITEMIIEERN YAML 51805 ©

° spec.matchingCriteria . (FJ3%) FHREHNESE » SERESER—ERITHTFRIE
23 o BERITHFRZAILGIE 10 EREES °

° spec.matchingCriteria.type : (F]#E) FAR#ERHITIFBIEREIMFE - AJFERNE !
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName
° spec.matchingCriteria.value : (B]) BT FRIERENFHRFERKTT ©

YAML #5451 :

447



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. ZFIEFERIEIEA CR1EER > EFCR:

kubectl apply -f trident-protect-hook.yaml

M CLI
WER
1. B 8ITHF > WRERPIEBRATIRIEPREN o fla0 :
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEFITHITH

BT LAFE#IT execution hook MAETTRIE » B EERMBEEFHEIHIT hook o EFEEHSA Owner
~ Admin 3 Member #[E A SEFF#1T execution hook ©

FEHTHTHHLIMEERTE

1. BUBRER > ZBEMEREERLEZIICFNGER » RMEEH FRENVEFLE
2. HEFHORITRITEE

449



TERA  BUERED
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fEFA CR
HER
1. B B5]ER (CR) HEREIGHEMAS trident-protect-resource-backup.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB & 4RRS .

° irfnetadata.name D (WE) IEBTERENATE ; AALNRIEEE—([EA—HEERNA
g o

° spec.applicationRef . (W1H) BEAHEIEREHEHIERIEIH Kubernetes %478 ©
° spec.appVaultRef . (1E) EFHEDARH AppVault $4FE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< 2RFS IR

@

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. FEFIEHERYEIAA CRIEE®% > EA CR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
B
1. BB RPN ESRAKIREPNER - fl1 .

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>
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2. IREBNARE - EEIUEHEERLLERGS » BEIFETR

tridentctl protect get resourcebackup -n <my app namespace>
<my backup name>

3. HERBINEEMI -

kubectl describe resourcebackup <my backup name>
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WER 2 . #1T execution hook
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454

fEFA CR
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-hook-run.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB & 4RRS .

° metadata.name : (1) IEBEFTERNSE ; AACHNIRIZEE—(A—BEREZNS

7 o
° spec.applicationRef : (A1f) HERILEIRTED B 1 ERIIAI ResourceBackup CR HIEY
PR A TEIER o

° spec.appVaultRef . (4E) FAREMRILESRGTEDSER 1 PEILR ResourceBackup CR HY
appVaultRef 185 o

° spec.appArchivePath : FBERILESETELER 1 PEILAY ResourceBackup CR AHY
appArchivePath 87 o

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action ! (WE) —EAFH > ERPUTHFRAITHRE - BRRAFSEAEENRTH
FERERS o AIAERYME !

" RER
* fwin
T RiERE

° spec.stage . (WF) —EF&H > FETHITH FIRERIEOIMERRETT It FETAE
EEMEMPEERETTHF o AIAERYE !

i

YAML 34 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. TAIEMREIEA CR1E%%E » EFCR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
WER
1. B FEATHERITEANRK ¢

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. IBEHITHMIRITHIRES o WA UAERAITI S S » BEHRIETA ¢

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fmitt exechooksrun ¥4I E B R FHAE ARG :

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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fRBFZEE Trident Protect
NRICRER T BRRA R ETERRE MR » AR EBRR Trident Protect Joff ©
EEHEP% Trident Protect » SEHIT THIFER o

$ER
1. MIFR Trident Protect CR F£2€ :

() tds 25.06 REBRATEELSH -
helm uninstall -n trident-protect trident-protect-crds

2. 8% Trident Protect :

helm uninstall -n trident-protect trident-protect

3. #B% Trident Protect #p54 2R -

kubectl delete ns trident-protect
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Trident #0 Trident Protect Zf3%4&

SR LTS8 B — 1R R NetApp Trident 0 Trident Protect 2B5%4% :

Trident 2%
* 2025 £ 10 B 16 B : "BEAI Kubernetes R ARG "
* 2025 £ 8 A 19 B : "tEiaER—B4% . OpenShift E#ELH A Trident B Volume Group Snapshot”
* 2025 F 5 A 9 B : " Amazon EKS JMMETLA FSx for ONTAP BEIERTE Trident & im"
* 2025 & 4 B 15 H : "NetApp Trident £ Google Cloud NetApp Volumes for SMB 1##:&"
* 2025 £ 4 A 14 B : "#)A Trident 25.02 £ Fiber Channel Protocol £ Kubernetes L BIRIFA fE1E"
* 2025 F 4 B 14 B : "B NetApp ASA r2 RRTE Kubernetes &I ETE S ERIZRAINEE
* 2025 £ 3 A 31 B : "EHEZMRFERIEERE Red Hat OpenShift _£RY Trident Z248&
* 2025 % 3 B 27 B : "B Google Cloud NetApp Volumes 7z SMB ECE& Trident"
* 20254 3 A 5 B : "M iISCS| #FES | AWS £ ROSA #EHY FSxN $5/"
* 2025 % 2 B 27 B : "#H Trident * GKE #1 Google Cloud NetApp Volumes ZpEE x5 5"
* 2024 £ 12 B 12 B : "7£ Trident 5| AJt4EE T 1B"
* 2024 & 11 A 11 B : "NetApp Trident £2 Google Cloud NetApp Volumes"

* 2024 £ 10 A 29 B : "£ AWS _EfEF Trident B9 Amazon FSx for NetApp ONTAP 2 Red Hat OpenShift
Service (ROSA) "

* 2024 &£ 10 B 29 B : "/ ROSA #1 Amazon FSx for NetApp ONTAP #1T OpenShift Virtualization BYE
R ENEREERS"

* 2024 £ 7 A 8 H : £ NVMe/TCP 7 Amazon EKS 1§ ONTAP #E R ZIEEHNIRK AR LERTE
:—Eﬁu

* 2024 £ 7 B 1 B : "#/ Google Cloud NetApp Volumes Flex #1 Astra Trident BIF#4& Kubernetes #7z"
* 2024 £ 6 A 11 B : "ONTAP {E% OpenShift FE SRR MR E ni#T"

Trident Protect Z[3%4&

* 2025 4 5 A 16 B : "FIA Trident Protect BYR1E#&# FBIREEMEISHFEHBEEE - LUETKEER"
* 2025 & 5 A 16 B : "OpenShift Virtualization {# NetApp Trident Protect #1T X ##18R"
* 2025 £ 5 A 13 B : "{EA Trident Protect 5B RETHEFIERBR"

* 2025 £ 5 B 9 B : " Trident Protect :2[R& A ZHAE Kubernetes FEFATEZ"

* 2025 £ 4 A 3 B : "Trident Protect IHAEH 4R : Kubernetes #8 5 UAR R EL K B IRIE"

* 2025 £ 3 A 13 B : "OpenShift Virtualization VM BIE#—E 4 {0 BB R (EE"

* 2025 & 3 A 11 B : " GitOps B IBEZEA NetApp Trident EREXERRE
* 2025 % 3 B 3 H : "Trident 25.02 : FEi@< AEERFINEEIREF Red Hat OpenShift B2Eg"
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#IR Trident 2R E RERERN » EREEH NetApp BiH=Z1E » NetApp FRAEIRMTZELIE o
IR RSB ?

EERHIERS > FFAIT FIHEF—IRIRE !

1. FHE TN RE R IR » UESHENRRTE o
2. SEHAE "NetApp SZ1E"RHZIRZES

MR EEZIRCEREN ?
AT LUEB AT “tridentctl logs -a 2RI XEEN © BT EGPHEIMB B ZIM ~ BEHAEY kubelet BE « LUE
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52l Kubernetes imBYHMERIRE  HXS kubelet HEERI P ER A Kubernetes BV ZEE N MAFIARE o

MRBFEZREINEEANK > =B ?

7 "Trident Github" L7 RI%E » W ERIRER B HIZ & RFE

HFEZ IR IR HERRS 2
£ "Trident Github" L2 IZRIRE - BB SFTE HEEARNAEERNNES °

YNRIE Trident EREZEBHRERBE > FEEAEER ? SEALBIRIE ?
NRICHEMEER -~ BESEEK > 5E1EIAIRY Trident "Discord $H7E"8Y GitHub ELTEFIREAR o

BHHEERAATEEER > Trident EABI(F » FZMAIRIE ?
f#H tridentctl update backend myBackend -f </path/to new backend.json> -n trident’

FEETBIEERE o BHAIRE myBackend BIAAMEMEBIRLTE » LI /path/to_new_backend.json & 1F
F& “backend.json t&ZEAYERIE o

Trident R Z|FH Kubernetes £iZY o eI RIS (ERIRE ?
Trident $ A% Kubernetes EiELRISEA MITEIB L © AIAEE Kubernetes AEFRVABER EREEY, DNS B8 o £ &1E

Kubernetes EiEh_E#ITTHY Trident Ei%h daemonset W ZBFESEL Trident $2EHI233@5N » A BEMA Trident SEEIEY o
UNREZRE Trident 2B EEPERET > | I B EZEAIT Kubernetes BiZE EA ZEFIIERIRE o

R Trident Pod &S ~ THFEXENE ?

B Trident Pod #$HER » BRI AEIER o Trident TTERMETFTE CRD ¥ - FiBH Trident BLERY PV #1
i IEFREE

4K Trident

AT BRI ERRA AR ERRE (BB EMRZ) 157

NetApp Z1EH#& Trident ¢ —1EFE BRRAHARE T —ESHBAIEERRDS o KT LARE 18.xx ARASFHARE] 19.xx AR
7~ R 19.xx ARASFHARE! 20.xx HRES » fRIEEEEHE o BEEIENEEBEZ A - AEEREREFAEHAR -

TEALGE Trident AR ZESLHIBIARZS ?

WNRFHRE HIRFER « BEREERARE / A7 > FEEE > B "HIRZE Trident” WARFRERERAH
AR L RPHRE - BEFRE FHRANHE—EETS X o

EIEB IR IR E
KB EEE ONTAP E&inmE EiEP R EZ Management #] DataLIF ?
EIE LIF 2385148 o DataLIF ZARHER :

* ONTAP SAN : 55717 iSCSI 57 ° Trident f£F"ONTAP Selective LUN Map"5RIRZRZE I Z BRIE TIEMRELFR
RV iSCSI LIF - UNREFFEE R datallr > AIEEEES - IFFHMEE - 552B)"ONTAP SAN ECEEETAA]
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BH" -

* ONTAP NAS : NetApp #EFHRIEE dataLIF ° NRFKEM + Trident FH SVM £EEX dataLIF ° &R IUIEE T
B8 (FQDN) LR NFS #PE{FE « :BCEI1EIR DNS UTEZE datallF Z RETEEFE - 10
EIHAME R « FEZBI"ONTAP NAS 55 EEIEM &6 51"

Trident 5E5 72 ONTAP &i%z8E CHAP ?

=H o Trident Z3& ONTAP ZIRAVE [ CHAP 3E - EEETRIHACE TR E useCHAP=true °

UN{AIfER Trident EIEELRE) ?
Trident AJ1¢ 20.04 KRBBIAENREEN K EIREHRA - ErEHEFEIEE M HBImAREPIRH—2E CIDR &

1% » W5 Trident SEEIE LEEE MBIER, IP FMEEHZITAIERRRAY o YNIE—2K > Trident FIAEEENEE IP i
PYE%E CIDR Az BNREBYARARTIE B2 MIBRIESE o

IPv6 i3t AT LA AR Management #1 DataLIF 15 ?
Trident XA TIEBE IPv6 {7k :

* managementLIF # dataLIF @K ONTAP NAS &l ©
* managementLIF AR ONTAP SAN f&if o {K#ETE ONTAP SAN &% EISE dataLIF ©

Trident ABEAIESE -—use-ipve (A tridentctl &#E) - “1pve (FAH Trident operator) =
tridentTPvée (AR Helm &4E) #EITRE > A HEER IPv6 BT o

RERUERIGEMEE LIF ?

W > AILUERA tridentctl update backend IS EBHBIHEIE LIF o

/

BEAILUEEIFEHT DataLIF ?

A BEEH ontap-nas M ontap-nas-economy B DataLIF o

F O] LT Trident for Kubernetes &7 Z{E &R ?

Trident BEIARIR SR Z @& L% - BERIUEAERNESRER - AT UERTRNESRER -

Trident WA {FEFE R IH/&EE ?

Trident 1318 ima0:8 B EH#ETE 2~ Kubernetes Secrets ©

Trident YN{A S E R IT ?

MRBIREEARSERAN BENALEREZIEHRIM « AIEFE A storagePools Ml additionalStoragePools
BYREE—RSERA o

YNfATFESR Trident A EIEHENBIHETAE ?
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‘excludeStoragePools” PYFARENE Trident
RAREENFHEEFEMNE » TBRMERIRT SRIHTM o

MNBRFEZEIERELERMNBL > Trident {AEI2EAMMER L ?

WRAE T ZEHERIER AL « Trident @185 “StorageClass'# "PersistentVolumeClaim R 2 EEE
BEERIE o FIE0 ~ NREFEZE ontap-nas EEENFZNEBUH * Trident FE TS “StorageClass
‘PersistentVolumeClaim  FHIZ2 S ~ M BT S 8e50im /8 “StorageClass'# "PersistentVolumeClaim' %!
HERWNEIRE - MRFEZSEFRTEAEKNERILE » Trident EIEPFEIEEE—E o

Trident 25 % &1 Element/SolidFire HY& @ CHAP ?

2H o

Trident ¥11a]7f ONTAP HZiEE _FEFE Qtree ? B—HiIE&E F eI AEE %/ ME Qtree ?

It “ontap-nas-economy ERENFZ R 7E[E—1& FlexVol Volume FEZ AT 200 @ Qtree (AJEREZ 50 2| 300
@) -~ S{EZEEHZE 100,000 {E Qtree ~ S{EZELE 2.4M @ Qtree o E g A B E R ERENTZ IR MRS AV

‘PersistentVolumeClaim B ~ SBENIE N ZE BB EFE A AH Qtree 1HARTERY FlexVol Volume ° 1R F1F
FA14 Qtree 12HARFEEY FlexVol Volume ~ B EZIIEHY FlexVol Volume ©

fN{el% ONTAP NAS tECERVHIRERE Unix IR ?
TR LUBBATT R IR ERIETRESH » 4 Trident ELERVHIEREERTE Unix H#ERR o

TECEMIRER - A5k E —4ERAMERY ONTAP NFS HM#5EIR ?

FERIBM T ~ Trident NE % Kubernetes 587 {E{AHIEIEIE © I E1E Kubernetes Storage Class FIEE B &%
I8 ~ sAIKER "E1E" TRIEAVEE BT TIRIE

YAl ERC B VHR B R E AT ERERRA] ?
LAEAFHENERFIIRE » FERRIKEREPEED "exportPolicy 28

UN{al3%E3@ Trident £1 ONTAP R EMIEE N ?

R UERRIRERIEHRINZE S8 > ¥ Trident IRHABIREEEITINE o NTEFMAE » 552F © "Trident £
NVE #1 NAE B9ZEEA "

7538 Trident 2 ONTAP E1E QoS HWRESFEAM ?

{#H StorageClasses REE ONTAP A QoS °

gN{AERE Trident 5 ERBBE B TTERE ?

ONTAP EeBhfie N R B A RSAC B S /EACE - ONTAP ERENERNTEREARBAAE - MREEEARE > BIERER
HEHIE StorageClass ° MRMEHPEEIE > "StorageClass BILUBSE - 352 ONTAP EZBI TIER :

1. 7 “StorageClass’ t » #% “provisioningType & 45& 2 thick °
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2. FRIHTEHRIED > BIBRTE backend spaceReserve parameter 2 volume RENAEHIER o

AATFEREMEF A VORIBR T PVC > IETEEAH Volume RS MIFR 2
1% Kubernetes 1.10 RrZsFA%E > PVC {ReENAEZ BENE o

eI LUBEFE A Trident 231289 NFS PVC 1§ ?
J o IR LIEFEE Trident IR PVC ° s51 R @ HEE BERE ONTAP IhiE » REERR Trident ©

AT LATE SnapMirror Bil{R:E (DP) TEHFEX TFEAMKEENS ?
WMRIMNEBHAFRE &R Y DP E NS BRARARAE » AR EEA KR o SN EIUL T 8RR

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

NI ERECERERIA S NetApp 5 ?

HZE NetApp HFAETE ’ Kubernetes Storage Resource Quota FLIEFZIEEIE(E o E NetApp EFRERE
» HE5% M E Kubernetes ECXBERERS > Trident @ EREITERECE » B4R o

eI LUEH Trident 37 Volume Snapshot 15 ?

R o Trident ZIRIZFTE IR E RIBLURAREBRIIIFA MRS - EENRBEL PV » SARFESEA
VolumeSnapshotDataSource JFEME

2% Trident Volume RIZAVERSIFZ TN A HPLE ?

HZEBa1 > &M ontap-nas ® ontap-nas-flexgroup > ontap-san > ontap-san-economy *

“solidfire-san’# “azure-netapp-files & inEEENTE VIR HIRTIREZ IR ©

UN{ET% Trident 3558 ONTAP B B MR IR & B TIRBHEHD 2

Z0] AR ontap-nas  ontap-san # ontap-nas-flexgroup BREFED o B E]LATE FlexVol [B4k%
ontap-san-economy SEENFERIEE snapshotPolicy ©

‘ontap-nas-economy” EREIFETUHZIBULINGE » TEI FlexVol MR B EARNE > TIE gtree
[BRMIE - EERMF Trident FREHAIEERIRERINEE @ FHiFRIRDEIEIR
‘snapshotPolicy’ =RIEA ONTAP

®in L EHRNFIRIRIRIRR o EEFERIZSFREILAVEAIRER > Trident EOAEEA o
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H I UAAEE Trident ECERVHEIRE R E Snapshot (RE B LENS ?

=B BAILUE BT RIRERIEDERTE snapshotReserve BY » ARFREBRIATEBISE B 7 LLAIHEZE
o MRICBERIFERIEPAE snapshotPolicy M snapshotReserve » BI{RIETERE B9 LLiZRIBR IR
FEZREPISER snapshotReserve B LEEITRE © IR KIETE snapshotReserve B LE » ONTAP &
REBFEE BT DLEERTES 5 © Y1 snapshotPolicy #EIEA none » BIREETERE B D LEREA 0 ©

KT LUE#HFEX Volume RER B #RITHESIEZRF 2
=R BELUSBERIGERIETRE snapshotDir 282K7FEN Trident IREHHIEE ERVRIBEER ©

FKATLUE B Trident AHIREERE SnapMirror 15 ?

BHi > SnapMirror 2478538 ONTAP CLI 8 OnCommand System Manager #1T9MBERE ©

YAl Persistent Volume iZREE4FEH ONTAP Snapshot ?
EERHEEIERE ONTAP REE  sARIT IS8R :

1. {SIE7EfEA Persistent Volume FIFEATER, Pod 332K o
2. %38 ONTAP CLI 8 OnCommand System Manager &R FIFFFRAVIREE o
3. EMEEEATEL pod °

Trident EE I UEAE T BHEZHEHN SVM LECEHERE ?
A AER NFS IRHEBERA SVM R IREZE S HEZHEG - ONTAP 2 BEIFEHA Trident BRI AHIRER

EHLZHR - EUASERHEEENEIEE - B/ Trident B SEMEER > MEEMNERBEGRAT
ONTAP EHE#HE=HEG o

i EER R | HRNREFENERER 2 FgEt ?
Kubernetes R sFTEeR =B EAEEFLRR] (B2 » LRILUER Kubernetes B FERECZRZRIRHI B4

ERPREMEFERINERE « ELEAERKGMRERMREN - SERIFE L ERFIISE T © A axf#
FHERMERECEER S 0

FERETFAR
fEFL B IR (AR RO AR ICTE R EEAER Trident BF ] AEIBEIAORARE -

@ YNZE Trident 13%Bh > s51E M “tridentctl logs -a -n trident I STIREHAAS » WHEEBIELS NetApp
XIRERFT ©

—AREEEEHFAE

* Y05 Trident Pod #;AIEEENE) (5140 > & Trident Pod £7F ContainerCreating PEERHFiERIF D
M{ERF) > #MIT “kubectl -n trident describe deployment trident '#] “kubectl -n
trident describe pod trident--** FAILIRMHEZEH c BE kubelet HiEE (30 > BB
‘journalctl -xeu kubelet) tHiEBEER) o
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* Y02R Trident BEEPHERTRE » ERAIUEFRBENREEIE » BBEX -d RS RSHRMA
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Trident FY(EEEET, o

ABfER . /tridentctl logs -n trident FERERTEELE > WHEHFPES " level=debug
msg °

B %4 Operator

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

B EFENEIFTA Trident Pod » S AISER BTV E o (BRI LUBEBEEIZR kubectl get pod -n
trident BHHE TAGE] HRIEEE—%

HH? Trident 20.07 #0 20.10 » :51EMA tprov X torc ©
M Helm %t

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

{E 8 tridentctl 224

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

A UERIRERPER debugTraceFlags * UESEERIRNEERE - A0 > 85
debugTraceFlags: {"api":true, "method":true,} ®> BIAITE Trident HEEAERIF API FERUFD /5 7E
B o INAMRIRAUUER debugTraceFlags » MHEALD “tridentctl backend update 2RERE ©

£/ Red Hat Enterprise Linux CoreOS (RHCOS) B » sEHERTE LIEENEA_ERUA tiscsid W TERR A ENE) - &
BILAfER OpenShift MachineConfigs &R ignition iEHRREIR o

£ Trident $8EC "Azure NetApp Files"Ff » (SAISEEBINE REESHALSBNE P inEBRKBHREFR
EHFERERNEEM o AR Trident BERBVSTEEBEE » 5280 Azure NetApp Files"#H8E o

MR PV BB RRHIREE > AREARERELIIT rocbind © HERAEREXAMFARNEFEESR
» WiRE “rpcbind BB EEHIT © ,.’_'R—.U—X IBEIT “systemctl status rpcbind BEEMIES » KigE
‘rpcbind’ ARFEBYARRE ©

YR Trident BIRFREEEN failed ARRE > BMESLAPEFIES » U REREAEE 7 BRI SVM/E
IBE/REEFAE o A tridentctl update backend BHBIHRENHEFEE) Trident pod Bl AT AR IERT

R o

UNR7EEF Docker fEARSRHITRIZEE Trident BFRERHEFRRRE » :FEREHA --in cluster=false [EIE 228t
Trident o EF NMERALEIRT Pod » Wik H trident-installer EEF & MEMAIHEIRRIRE o

£ "uninstall parameter <Uninstalling Trident>"#{TXBBITERIVEIE o FERBER T > ZWEFT2MHIBR
Trident FrE23ZHY CRD » FHLLEMBEEBITHNEZE S » thel AL SRR LI EH st o

WNRICAEE[FARE FEHFRRZSAY Trident » *E%iﬂﬁ ‘tridentctl uninstall’ 3§ < LA&B& Trident © FEFTEEA
"Trident fRZ="EfEF “tridentct] install’ 155 TR ©


https://azure.microsoft.com/en-us/services/netapp/
trident-use/anf.html
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases

s ZHEMINE > R PVC K1 "Pending PEER > #1T "kubectl describe pvc RILIRHARA Trident RAEALL
PVC B2E PV WUEfhEE -

ERRIFEEEE Trident XH

UNRIE{ER Operator B2 Trident » Bl TridentOrchestrator AIAREEEW “Installing &5

‘Installed o YNIRE#RERE| Failed #REE > H Operator #EB1TIRIE > BIEHITUT@LIRE Operator FYH
ot -

ot

tridentctl logs -1 trident-operator

351t trident-operator & 2389 B FI LIS HEREFRTE © AIE0 » EF—EERSEREZERIRIE I LiFE
TERIENFr R YA 283 BR1R o

BT HAMEE Trident 2K > BEZESR TridentOrchestrator AkEE o
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kubectl describe torc trident-2

Name: trident-2
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvo6:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

IEFEERFRNEIFIE TridentOrchestrator  AMZEE Trident o AREME Kubernetes ZEREF—E
Trident HITERE > FItIRFE SRFRETALERBE R FE—EREIIN/ERS

"TridentOrchestrator ©

LS > BRER Trident Pod BUREE B E I UBEREREEREN ©
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kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

TAILUERMEE > AN —EEZ AR R REARHIEE > FELE pod HETTEAIAIE ©

EEMRIIERIRE > 8245 %8 TridentOrchestrator CR o B(& » BB LAMIBR TridentOrchestrator * A
BEABRENERERELFNEFEERK o

{8 Trident SFEXLHW tridentctl
A7 EMTHR B HENRE » S UER -d 28BRETRERRF » SREERRER » WEBKE T RRIEFT
T

./tridentctl install -n trident -d
R o AR TS RBIERE » ABBRHIT tridentctl install i< .

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.

BUEF8P% Trident A1 CRDs
AT S22 #bR Trident UK FRE#EILAY CRD MEEAMBEETER ©

(D LEIRERAIREY o BRIECARBERIRE Trident > TRIFBDHITLLIRE - BEEMBRZLEE Trident M
A %F% CRD » B2 "##lF% 5 Trident” o
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Trident 3220
EEMRIRZEE Trident LifER Trident BE FHIEFF CRD :

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout": ["crds"],"uninstall":true}}"
Helm

/A Helm E1E; Trident MG EEMIFR CRD :

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>

EEEFH tridentctl MRPREEE Trident 85228 b& CRD

tridentctl obliviate crd

Kubernetes 1.26 hrZ</ > f§£F RWX [R5 EIRen %2R ° NVMe EiEhED & B

MREHAITHIZ Kubernetes 1.26 > 7EfEEA NVMe/TCP #5F RWX [Rin&@iRss =M - BiRBUHEFAIRER
B o THIRPIHRHEMAA BN - 50 > AL Kubernetes FHRE 1.27 ©

fFR T 85 ZE ] pod

RERISE—ME Trident BEIEMHAZER (NVMe 1F5A%E) KIINE pod o MRIEEIZFN ONTAP & infbReZan &2
A > BIFEERMIER pod & > HIEHEFEEF - ERIERFEHE Kubernetes FE I EMINAE ©

IFEFET
W ERERE S AMHERE (Ao R=fEE) o WikEMER -

EHEREF LIF

If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.
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EY®) datalIr URIEZEFINGE o
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If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.
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apiVersion: storage.k8s.io/vl
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* £sType 2EAMNIES| SAN LUNs FrEHIIEZ R 4TEREY o tESh > Kubernetes th & TEfE7ZEER!
R £sType RERTIBRERACHET - RETERTE £sType B > ZHEFERA pod AY
fsGroup BEMABKIEHIHIFEEBE o 552/ "Kubernetes © %3 Pod 2 Container 52
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° fsType REILIFEIFLAR A ©
° PVC 77EUER & RWO ©
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Kubernetes VolumeSnapshotClass H&R

Kubernetes VolumeSnapshotClass ¥HEELIR StorageClasses ° EfIBNEEZEHAFLER » I AEIE
&REES|A > UERIRBEFTER AV RIREER BAEHEIR o SRR & RIBERE—(ERAIR & (REREER AR o

EEREITIRE > NERBEEEBESR VolumeSnapshotClass © Volume Snapshot Class U T EHREIL :

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

‘driver [@ Kubernetes 38X ‘csi-snapclass FHAIAEEREREBEEKRE Trident BRIE o
‘deletionPolicy IEENBMIFRIREBRIZEHITHEE 8 "deletionPolicy ERIEAY

‘Delete B > MIBRREBE @ FRREIREIRE RBMEURFEERE LNKERRE - 5(E » RERES
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Kubernetes VolumeSnapshot ¥R
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Kubernetes VolumeGroupSnapshotClass ¥{f
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apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete
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E2f9 Volume BLE
exportPolicy =)= = ontap-nas* : EfFHNE
HIREY
snapshotDirectory HBME 5 ontap-nas* . Snapshot H

486

BRELAR



B $ERY WAE sREA

unixPermissions FH S ontap-nas* : #J#& UNIX 1
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fileSystem T =5 FERASFER
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Trident ResourceQuota ¥4

Trident SFETZFEEA system-node-critical Priority Class (Kubernetes 1] FBRIER S Priority Class)
» LUFE(R Trident SE$07EENRLIB T RARHHAR MR A B IBHARRE » M 2257 Trident STETZF 5 Pod TEREIEH
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BLE "ResourceQuota ¥Jff o

LLFR—1E ResourceQuota YMFESE & Trident daemonset FYEEH o

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator: In
scopeName: PriorityClass
values:

- system-node-critical

WNEERECZENFAAE > 5528 "Kubernetes : Resource Quotas" ©

MRZELE > 55ET1TAIE ResourceQuota
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kubectl delete quota trident-csi -n trident
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Pod Security Standards (PSS) # Security Context
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