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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {
"name": "secret-backend-creds"
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREHIFERE o & <ONTAP Management LIF> F1 <vserver name> Z#AEIE LIF IP #1 SVM
%78 o ICAZAMER LIF BARFEIRRIE %A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +
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tridentctl update backend °

cat cert-backend-updated.json



{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :
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Settings > Users and Roles °
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d. EEMAERA] > SABEIE Save ©
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a. 7f Users THEE Add ElR +©
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

(ERILTHAERS » MERRIR SVM FRIVIRIEA B E TR EHRE - BRI S A5 CIDR
() EmmERRR BIMFEREHERA) o BHLEE NotApp EBNBEEHHE > B Trident B
FA SVM °
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* &% UUID 403b5326-8482-40db-96d0-d83fb3f4daec



autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MHET - &5 IP & > Trident A H B MHERERBVAR
I IP 3237 BEHRBIRAY o

BT BIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° f&RILLA BT IEMEIRMIINHT
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -



HR IS » 6/ tridentctl update backend B & innl FE{R Trident HEIEIREL/RE - EEEE
ERFERIMERELRE) > 9BILEBIKR UUID M gtree &T86% o Bin LR E T EI S EHHEE% - &
ERFEIIELEREA o

@ fFrEA B EEERE LR RIESHIREZIMNELRR - MREBMBIUZE > BIERKE
R R - WERITHTRIELRAY

WMRIEEBHITHRIERELRY IP ([ALEEFT - S BEFEENZE RS LAY Trident pod ° Trident B2 2 B HEIEN
BIREHRE] > LUBRILE IP 3T o

Z{5FCE SMB Volume
THINZEHE > BNR]{EMA ontap-nas SBEFZEXACE SMB Volume ©

T JATE SYM _ERIFFEETE NFS #1 SMB/CIFS 3BAE > 7 854 ONTAP AEPERE R EEIL
@ ontap-nas-economy SMB Volume ° HREEHAE—BAHRTE » 8 SMB Volume Ik
E& °

@ autoExportPolicy A5x#E SMB HIRE o

FIsEZ Al
ZECE SMB HiERE 2 Al ~ A BEEHUU TR o

* Kubernetes =58 & —1@ Linux ZEHI2SEEAFIE /D —{E#TT Windows Server 2022 BJ Windows T {E&f
2k o Trident 22 B H#E1E Windows EIZ5_ E#17TAY pod BY SMB HEREE

EDEZ—EGFIEH Active Directory /RsEHY Trident &8 - EE4 £88 smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E 2 Windows IRFS c BHERE csi-proxy ’ 2R "GitHub : CSI Proxy"5{"GitHub : 7
Windows Y CSI Proxy"LABE#ZTE Windows #1178 Kubernetes i34 o

S ER
1. W EREFE ONTAP ~ ERJLUSEIZ 427 SMB A& - 5 Trident I UAAEE L —1E o

@ Amazon FSx for ONTAP 5E SMB £ o

BRI LUEBMTEA VI SMB BIE4EM | /A "Microsoft Management Console" 2B KIS AR SIEE
TCH{EA ONTAP CLI ° ZHEFF ONTAP CLI ##37 SMB #A :

a. MAKE « FEIHAAER B SRR

Itt “vserver cifs share create I§ < IR EERE I HARHSELE -path FEIBISE R o NRIEENEREARE
£ Bl@mS8iTERm -

b. 327 BEFE SVM 1BRANIAY SMB £/ :
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vserver cifs share create -vserver vserver name -share-name

share

name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C. HESBHABET :

vserver cifs share show -share-name share name

®

¥ IBEB2E "B SMB HAE" o

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

#

smbShare

nasType

s5LPAA eyl

e LIEEELLTFIEIE . — © 8/ Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB

HA%E ; [AFF Trident 1L SMB HAR%HE ;5 3¢
% TE] AR L2 8 A T U H R R @ R AT AE
HY o HHERERE ONTAP » LB EAERIER - ¥
¥ Amazon FSx for ONTAP & » It B8 ANEIR
BEAREAZER °

* ACEES A smb © *UNERA null > BIFEEEA nfs ° smb
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* MREBATE

economy MR E(ET IRMEBEEAS o
2 SMB  Trident 1% ZE&&IGIEEIRY SMB £

* B PVC siAR ~ HFERR SN BIRIRI A S R SMB £ ACL °

* &% PVC sHREFEER SMB A ACL BN ARIRE PVC HRJACL

* Y% % SMB Ky » s MRIBEHMANAEI AD E£HE - BERERAER T SHMAZIACLF -

{;%T? $85#0 PVC H73[E—{E AD EAERMHARBER > BIRREBELIERFS : PVC - #F4E
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W1 FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser ISEMNFAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A% smbShareAdUserPermission BIERFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS % EEIEF R4

BB AT Trident 4L FN{ER ONTAP NAS EEEHTER, o ANERIR 1B inARRE &1L
RS in ¥ ERE StorageClasses BIEFAAE o

7 25.10 KRZSBE44 > NetApp Trident 238 "NetApp AFX (12 4%" o NetApp AFX f#1Z R 4GB HMEH ONTAP
K% (ASA ~ AFF #l FAS) EREEEMNEEAR LBFARR o

()  f#%B ontap-nas BHRK (BEFI NFS HHE) MR NetApp AFX R4 ; B SMB HiE ©

7£ Trident BIFRER » WEFIETEHMA NetApp AFX [EERG - BEEE ontap nas 1’|Ej%

“storageDriverName B » Trident & BENMER| AFX fAFRA c MTFRATR » FEBIHARSEFERR AFX #
B inABRSEETE

A2 R TRUT B RIRAERRER !

2 :RER TR

version YREL A 1
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ki iE

FRBCER Aggregate J58 (GER ; MRRE > Blws ™
JBIgIK4G SVM) o $5IK4E SVM BIFRE Aggregate #D
AR ECE FlexGroup Volume © ontap-nas-

flexgroup {#7ZERENTENZ IR ILLINAE ©

& SVM Hf Aggregate ;5B B S
> Trident & BEh%%58 SVM REM %A
B > EmESEHENE Trident Controller ©
MRIZETE Trident PREIER
Aggregate BERECEMIEE » BiX
(D Aggregate FHEE#im2RHE SVM
FFEE > Trident 15359 SVM
Aggregate FFEImIGE AR EARRE © &
WABHERZ Aggregate SEEE T A SVM
PEENEE > HRHEHTERMR > 45
PBIRIRIEEARAREE o

MRERHEIREA/NEBILE > AEFRREGRK - " (FERFEHINT)

AR RREEHEARRV(SEEREAR © BI4N ~ {"api":false, null
"method":true}fRIER IETEEITEREEHERR N R EFHAERY
SCERMEEN ~ TBRIFEZIEA debugTraceFlags ©

BCE NFS g SMB HAFRERIEEIL o EIEA nfs » smb’ nfs
B null °REA null BF> FER(EA Nrs RERE
& o MNRIETE > BIEN AFX HERFIBKRERTES

‘nfs°

LUESR2PRAY NFS #EEIE/BE © Kubernetes 1AM ™
MR E AR EETRE B EMAEERPIEE » BINRHEE
BRI RIS EEMAHEEIE > Trident iR EEA G
FRIHRTEIEPISE B EE - MRFEFHENMNRE
FERRIEEREEIE » Trident SR ERAREAYEA
MEHEREE R E (T SIS o

=@ FlexVol IR K Qtree IS ZB7E [50, 300] #F "200"
A

oIS E U TEIEZ — © A Microsoft smb-share
Management Console 3 ONTAP CLI #178J SMB £

F%#8 ; 225 Trident 217 SMB H£AMRTE ; HELK
AU 2 H B U HEHMIREEN AR AFE - H

RAERERE ONTAP » LB AERIEE - HiR

Amazon FSx for ONTAP &l » It BHANBIEER

REEAZER



W
st

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

=BA
R EFE ONTAP REST API BYTA A28 o useREST®

ArI EBIREH ; BREA “false B s Trident
5 onTaPI (zAPI) PMEMUEAfEERIEEN o LEINHAES:S
ONTAP 9.11.1 MEHMARAS o b5 > /Y onTaP
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FESXEERMN “vsadmin M “cluster-admin A
AMELEER o it Trident 24.06 RRZASF] oNTAP
9.15.1 HEHHRAFIIE > “useREST FERRESD
‘true ; 1% useREST #BEAL “false LUEHR
ONTAPI (zAPI) MO o YNR4ETE » HIL AFX EER
1% EIRIERTES trueco

7E ontap-nas-economy B IHFFEH Qtree FRFal:EKAY
K FlexVol K/\ o

PR “ontap-nas-economy & imiE LT FlexVol Wifik&
RIFHMHE Qtree ° {EFHTESTFEER Flexvol ZRECE#
B PV o

A Y SMB A2 FEUERRY Active Directory &
BEFERENEREEE - FRLLLSHETH SVMB
HAMWTEREEHIRER o

MR & A B R R iR A REIETR

CRILUER defaults BELEERD PRYELEREERIZFITARECE © HIU0 -

#

spaceAllocat

Vi

ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

A8
Qtree B9ZERI A ED

TRFREER ; Tnonel (1BRF) = T volume 1 (
528

E(FFHAY Snapshot REI

A MHIEEISRAY QoS HRIREHE - A EHE
| #3542 qosPolicy B adaptiveQosPolicy Effz—

AR RIS BEE QoS RAIEHAE - S1EfR#
FEIRM / Bimo]EE4E qosPolicy 5%
adaptiveQosPolicy EA 7 — ° ontap-nas-economy
Zik o

ARBARBRHIREF DL

BIURREAREERIEDE

2= £
A

6

true WA ONTAP 9.15.1 HES
BHTES “true B Trident A onNTAP REST KRz > FHH| false o

" (FERRASEHIIIT)

E

"true"

"none"

"none"

% “snapshotPolicy' %2 nonel °

A& Toy

"false"

B2 T EIRYAR!

)y

SE P o

%

» BRIA T
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W

#

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

nameTemplate

=R EH

TEETHERE & ERA NetApp Volume Encryption (NVE
) FERR(EA false o BIFFILETE » EENAECE
18 NVE IR A NVE o MR &R T NAE > 8l
£ Trident PR EMEAHIEEE S B NAE o IN5E:#
MR > A2 © "Trident B2 NVE 1 NAE BYE{ES
Et" o

I ERBEER "none”

R EET

PEI$ . snapshot B#RHY7ZER
EFEANELRA

RN Z2ETR o NFS 12 ‘mixed 1 ‘unix &
BT © SMB %1E “mixed # “ntfs 2215 o

RS B THAR & R BAYEE S o

=
HoxX

"false"

NFS WiiE& A 7771 ; SMB HihE
EAZT (REH)

NFSv4 7% "true" > NFSv3 &
"false"

"default"

NFS FE:Z{E#A unix © SMB FE:R{E
A ntfso

£/ QoS [RAIBFAERET Trident TE ONTAP 9.8 [FERARAS o WREZFEMIELZH QoS [RAIE
() 4 tREEFIBHESNIERNESERE  #2H QoS RABEGBRSIRIFE LIFaRne
HIRE LR -

Volume Bt & &34

TR EEARENEHR

18


../trident-reco/security-reco.html
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../trident-reco/security-reco.html
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 B> EFAEERMWERIBAZER > Trident #5%  snapshotReserve BEEEAREMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[FREAEE PVC A RFFAERMA © volume show sp<% FEBETRIEMLI ILEEHIAIAER ¢
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

SUNCELEE ]
UTHABRT EXRE > HAASHSHHRRERME - ERESRIBRMEBNSE o

(D AR IETE NetApp ONTAP LR Amazon FSx $&Hc Trident » #£:%% LIF 35 DNS &BMmIE IP
itk o

ONTAP NAS 575 & 45

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup £

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

20



MetroCluster 5

CRILAERE Bl ~ LUBRTE "SVM R ARG R HIMETYIRMTR B FHERRIFES °

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password


https://docs.netapp.com/zh-tw/trident-2510/trident-reco/backup.html#svm-replication-and-recovery
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B RERERE A

Ee—ER/)HRBIRRZEEHH o clientCertificate v clientPrivateKey
trustedCACertificate (WMIRFEAZSIEHI CA

BREPIR&SE

version:

1

backendName:

« FASRANZAS1ERY CA JRERY baseb4 RIG(E o

DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.15

svm: nfs svm

dataLIF:

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

BEELRAES

22

REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’

#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©

version:

1

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.2

svm: svm nfs

dataLIF:

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin

password: password

nfsMountOptions: nfsvers=4

BI|AAEE) DRETEE backend. json > W53 HY



IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iHARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

AR ERE RO RIRES

ETAFRRINEFRIFERIET » FIAREANERE T EHITER(E » B4 spaceReserve' % none *
“spaceAllocation’ % false 1 “encryption' % false o [EEHEEFEFEE D P ES ©

Trident 7£ MY BAIPRTEREEE ° HBEIUUEE ontap-nas'7E FlexVol £&&TE » 3#H#} "ontap-nas-
flexgroup' 1 FlexGroup E£&%7E ° Trident EECEFR & ER BRI LRFIARBENIFEERIREE - 27 H{EE
R #EEEETUASEERERNEREE  TIHERRHIEE S -

EELEEFF » R FERMERE T HSH spaceReserve » spaceAllocation #l encryption B » MM
B EFEERMNER T TEXRE ©
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ONTAP NAS 54

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin
password: <passwo
nfsMountOptions:
defaults:

: ontap—-nas
.0.0.1

rd>
nfsvers=4

spaceReserve: none

encryption: "false"

gosPolicy: standard

labels:

store: nas store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:

app: msoffice

cost: "100"

zone: us_east la

defaults:

spaceReserve: volume

encryption:

"true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"

zone: us_east 1b

defaults:

spaceReserve . none

encryption:

"true"

unixPermissions: "0755"

- labels:
department:

legal

creditpoints: "5000"
zone: us_east 1b

defaults:

spaceReserve: none

encryption:

"true"

unixPermissions: "0755"

- labels:

25
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"



ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

&I FEE StorageClasses

LUF StorageClass &G H [ A B ERHE R AMBVEIREF]] o T parameters.selector il > &M@
StorageClass #iEi5E WL ERE RN ARSEREER - MEEGAEMEERE RPN ERNSEEm -

* protection-gold StorageClass #&¥iFEZE “ontap-nas-flexgroup & IR E—EM E _EERZS R o 5
Lt B —IRHERFENEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #§#:53%] “ontap-nas-flexgroup % imAY 55 = F1 58 FU{E E R R
o EE 2 ME—IRH gold LUIIMBESRNE R -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass F¥HEZE “ontap-nas BiHENERERERA - EEM—% mysqldb
AR IRMEEE RANAREIRA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #E¥ifEE ontap-nas-flexgroup BimHIE
= EEREREA - ERE—IRMIRARIREF 20000 EHEMNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = EEHEZ RN ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident i’REEZEMMEERE R > WHRARTSHEFEX -

YA E B EHT dataLIF

ETehE » BelUBITIUA TS 3RETE datallF » MR E S EH datalIF F9F1& G JSON FE2 o

]

4

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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CD Y03R PVC & E|— (BT Z1E Pod ~ BIA/ARARAFT A AR Pod ~ AR BREENRE) « UEE
#89 dataLIF 43K ©

%% SMB £/

£/ ontap-nas SEENTENEITRIGAERE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEENFZTUiETTRIRARRS

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

‘infcE A REFERN
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENFZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D EISWEE “annotations' BN Z & SMB o fE:afgimsk PVC RIEEE ~ INRR

2% SMB #EAIEREE ©

B

=
n.

T
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£/ ontap-nas-economy EEENTE T AU ETF BRI &R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi



RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMEREREEBREHENE » TEXZHMALERE - ZEBFHNZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRRATAMIENERER » ERNERBFASHIEERAISAFRA
2 #E > WEREBITZENZENAER © IRIEAXIBERE » TRIEKRL NetApp Inc. EFIEEETH » 5
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

36


http://www.netapp.com/TM

	ONTAP NAS 驅動程式 : Trident
	目錄
	ONTAP NAS 驅動程式
	ONTAP NAS 驅動程式概述
	ONTAP NAS 驅動程式詳細資料
	使用者權限

	準備使用 ONTAP NAS 驅動程式設定後端
	需求
	驗證 ONTAP 後端
	管理 NFS 匯出原則
	準備配置 SMB Volume

	ONTAP NAS 設定選項和範例
	後端組態選項
	磁碟區配置的後端組態選項
	最小組態範例
	具有虛擬資源池的後端範例
	將後端對應至 StorageClasses
	初始配置後更新 dataLIF
	安全 SMB 範例



