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2 TRENRS

Kubernetes #8EFRIFAA TERREEEDA BRSBTS Pod EEMBIE - EZEET
Ve8RS » (SR RFT B2 R4 NFS ~ iSCS| » NVMe/TCP 5 FC T&
2B T A

MREFERZEEBIERN » AIFEREMAERETFZIPIFENTA - &RHThR4HY Red Hat Enterprise Linux CoreOS
(RHCOS) TEREZ4EELETA -

NFS TH

"ZEE NFS TE"WREIEREFER | ontap-nas © ontap-nas-economy * ontap-nas-flexgroup 3%
‘azure-netapp-files ©°

iSCSI TR
"ZA4E SCSI TE" MNRMIEFEFER | ontap-san ™ ontap-san-economy > solidfire-san ©

NVMe T2
"Z4E NVMe TE" MNREFER “ontap-san' JEEF 4L IERRSRTE (NVMe) over TCP (NVMe/TCP) 1#7E ©

(i) NetApp EEfER ONTAP 9.12 SUERTHRASHEAER NVMe/TCP -

i#i8 FC 17 SCSIWTIA
NFARIRTE FC M FC-NVMe SAN EHEIsFAEESN > 552 "ECE FC #ll FC-NVMe SAN EiRYT57E"

"ZdE FC TE" tNRIEFER ontap-san &AL sanType fcp (3Ei@ FC E4RHY SCSI) ©

JEEZEIA | * SCSI over FC 7£ OpenShift 1 KubeVirt IRIEHFZ FE o * SCSI over FC &A1& Docker © *
iISCSI BRINEERERN SCSI over FC ©

SMB T E
"EFERLE SMB Volume" MIRIGIEFEFER © ontap-nas KECE SMB Volume ©

ERRGARTS IR R
Trident @ E 5 BENRAIEHREZE S AJIA#1T ISCSI 2L NFS AR °
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

REIRREIRIARTS
Trident 354 Trident Bi%4 CR LS EERARIARIARTS - EERRERRAIRT « FIIT !

tridentctl get node -o wide -n <Trident namespace>

NFS HiiE&
FERERRITIEERRN G S LEE NFS TA © (R NFS BRFSTTRIKEERRE) o

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D %% NFs TAGERBEITIEEL - LIS EHIRE NI E S5 550 o

iSCSI HiE&E
Trident RTLAEBHEIL iISCSI T{ERSER ~ #3# LUN ~ IRRIERTEE BV EEB WG EBEE Pod ©

iSCSI BRIsES]

5 ONTAP &4t « Trident 8 R EEHIT—X iISCSI BIFKIEE ~ LU ¢
1. *3A*FrEEny iISCSI TYEPSERARREFN B ATAY iISCSI T{ERSERARRE o
2. *LEEFREERRAE B B ATARAE » LGBBIFFERIEIE o Trident B3R EISE B LIEF UK ARHB L ETIEE -
3. HUTHEMETE » FBRTEY iISCSI TIEFSERRRE MG ZIFTEERY iISCSI TEBSERAEE ©

@ BRUEENAI H 5L EHE Daemonset pod £ “trident-main" B2 - EEEEFH > SN BETE
Trident ZEE@IEHHE "debug' 5&% Ttrues o

Trident iSCS| BFEEIHRE I t#BIRALE -

* MR ERRERER A S MIRBHAS A2 RAY iISCSI TIEFEEL - MR TIEFEESAHR » Trident @F /L0 »
AT N EREAA O EILEIIER o



40 > AN REETFIEFISF LRI CHAP £I8%#17 7 iR » MAERELR T - BIER GARFM
@ ) CHAP &i&rIsE RSB FTE - BRILHITILGRRIERIER » Y BEEMREL TIEREUE
FEH1EM CHAP 248 o
* &b iISCSI TERSER
* &R0 LUN

F4R Trident B EZ =RV ER,

* MNREFHASEEER igroup (£ 23.04+ FR5|A) ~ A iSCSI BAINAEIRGEE) SCSI B LFrEEER
SCS| EFFH °

* WNRMEEABHEEER igroup (B 23.04 RASEEEERM) -~ B iSCSI BETHAEIEERE) SCSI EfiRi « US
& SCSI ERBFHAIFEY] LUN ID ©

* MNRFEEASELS igroup MBIHEEE igroup > ISCSI BFIEEZ ¥ SCSI ERBERAYFEL] LUN ID BkEh
SCS| Effiiei ©

ZH iSCSI TH
ERERNITEERRRGM LRI ISCSITA -
FRtaZ Al
* Kubernetes &R EEFELER—EE—H IQN - ERUENRHRIFM

* WNREA RHCOS 4.5 S EEERA ~ s E{thEd RHEL #BRH Linux 22{ThRZs » I HEHC “solidfire-san  EEENFE T,
#1 Element OS 12.5 SRE R hRZS » sFHEIRIT /etcliscsiliscsid.conf ¢ CHAP E&sBEE£:8E S MD5
o Element 12.7 12 T & FIPS ©Z22m% %2 CHAP ;E& % SHA1 ~ SHA-256 1 SHA3-256 ©

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* B{EAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) WIT{EEIZLIHEHD iSCSI PV B » 35
7£StorageClass F¥5%E discard mountOption LI TENRFZERAEUL o 35260 "Red Hat sRBASCH" o

* AEMRIEEABRERMIRAA multipath-tools ©
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 1% iscsi-initiator-utils FRASEE 4 6.2.0.874-2.el7 SERARES
rpm -gq iscsi-initiator-utils
3. BisH A NRERSFE !

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ FEHEMR “/etc/multipath.conf B & “find_multipaths no'7E “defaults’ ZF ©

5. FE{F “iscsid A “multipathd IE7EE1T :
sudo systemctl enable --now iscsid multipathd

6. RUFYERIE) iscsi -

sudo systemctl enable --now iscsi

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 3EHGE open-iscsi lRASEE 4 2.0.874-5ubuntu2.10 XESHRAS (@R bionic) 5 2.0.874-
7.1ubuntu6.1 SESHRZAS GERH focal)



dpkg -1 open-iscsi

S RFHANREATFH :

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D FEFELR Jetc/multipath.conf B & “find_multipaths no7E “defaults’ ZF ©

5. FEf{® open-iscsi M multipath-tools BERUBNIEIEETT :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

5 Ubuntu 18.04 » f&AZBER iscsiadm IRZRBEIZERIER » AR BEE) open-
@ iscsi s ISCS| ¥EEABERE) o HE » THAILUEN iscsi PR » FE EFHEE

iscside

REDFF iSCSI BRHIEE
AR ELLT Trident iISCSI BREERERIEEBR A TIEREE

* iSCSI B | JRE iSCSI BRINEERIFISER (Fask(E | 5 788 o ERIRER/ N WEBERRESTY
SRR > WRERABIBERFEEIFAYSER o

@ % iISCSI BREFRERA 0 7T 2(FLE iISCSI BRINAE - HFIFEZRIEH iSCSI BRINAE ; 28
iISCS| BRI E AT TRl RE B A RIFATE -

* iISCSI BEERMME | JRE iSCS| BREEHAMERN LRI ESABEMEAZRERFNERE FERE



L7 DiE) o EAURHERERSBRANHT - UER AT RN LIERRUOASHFRRIEZ EES -
AREAENBEA ; AREABNET > UEEFEHAEHREA o

Helm

HEFENEE iISCS| BRHRE » 551 helm &&E3Y, helm FEFFHARKIEIE iscsiSelfHealingInterval'
‘iscsiSelfHealingWaitTime 2 o

LUFE6HI# iISCSI BREERIRRES 3 N8 - BREESTRERES 6 018 !

helm install trident trident-operator-100.2506.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

tridentctl

LERENET iSCS| BRARE > 51T tridentctl Z8& 3, FHTHARIEIE “iscsi-self-healing-interval 1 “iscsi-
self-healing-wait-time" 2 & o

LT EHI# iISCSI BREERIRRER 3 N8 » BREESTRERES 6 D& !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe/TCP Volume
ERERARITEERFRGLZE NVMe TA ©

* NVMe ZEE RHEL 9 S{E#THRAs o

(D 9[1%“9’] Kubernetes BIEEHIIZIOERZAS K E » B EHIZORRZSZRE NVMe E4 » AT
EREHMNZOREEHRAES NVMe EFBIRRE ©

RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp



ZEETRE > AU TS EFE Kubernetes 2ETHSESZIETEAEM—AI NQN :

h=[1]}

cat /etc/nvme/hostngn

=

@ Trident 882X ctrl_device tmo fE > MUFEIR NVMe TERREPEIRF A GNEELR o 5577 B oL
E o

SCSl over FC FifikE

RGO UERYMEE (FC) 1BEM Trident 7£ ONTAP &4 LECEMEIBRHEFER °
FoRR

AcE FC PRV ENRAERTE o

1. B BEZENTER WWPN o INEFME T » 5526 "network interface show" o
2. BVfSEREnes (%) LA ERI WWPN o

ASRNENERIEERRARREN o
3. {EA MM BIZR WWPN 7£ FC B FRREDE °
INBAEREN ARSI X
INEFME > F2BT5 ONTAP Xf§ !
° "YL##BiER] FCoE &t
° "Bo & FC #1 FC-NVMe SAN F#p9757%"
R FCTA
ERBANTIEERFNGCREFC IR -

* B{EAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) HIT{EERELIHEHEC FC PVs B » B51E
discard StorageClass F$5%E mountOption LABITENEFZERIEIR - 55280 "Red Hat sRBASI " o
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi device-mapper-multipath
2. BAZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FHFEIR “/etc/multipath.conf &5 “find_multipaths no' £ “defaults’ 2 F ©

3. R multipathd IETE#IT :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. AR ERK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ SAFE1R “/etc/multipath.conf &3 “find_multipaths no'7£ “defaults’ 2 F ©

3. BfR multipath-tools BB IEFEETT :

sudo systemctl status multipath-tools



ZF&FCE SMB Volume
] LAER ontap-nas BRFIENECE SMB HIREE

T ZBTE SYM LRIBFEEE NFS #1 SMB/CIFS BARE » 7864 ONTAP AEFEpBRERE T
@ ontap-nas-economy SMB Volume ° HREEHEPE—BAGE > #&EE SMB Volume EILk
Bi o

@ autoExportPolicy AZ#E SMB HiHRE o

FIsEZ Al
EECE SMB HARRE 2 A ~ A ZEEFLUUTRE o

* Kubernetes =582 —1@ Linux ZEHIZZEEFIE /D —E#TT Windows Server 2022 BJ Windows T {E&f
Bb o Trident {232 1E# 83 1E Windows EiZE_EHTTHY pod HY SMB EEE o

FEDEE—(FGF Y Active Directory /RsEH Trident £i8 - EE4 £58 snbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E% Windows BRFS c HERE csi-proxy * sa2R"GitHub : CSI Proxy"8{"GitHub : 7@ H#*
Windows Y CSI Proxy"ABE#ETE Windows LE#1THY Kubernetes BfiZh o

HER
1. B AEPEEE ONTAP ~ ERILUEIZE MM IEY. SMB HAE - T Trident RIAAEEIL—1E

@ Amazon FSx for ONTAP 2 SMB Hf o

EAILUEBMEA VI SMB B4R | /A "Microsoft Management Console” 2B KR AR EIEE
T FEF ONTAP CLI o« ZHE{FFA ONTAP CLI 3L SMB H :

a. MAKE « FEMHAAENERREEE

ItE “vserver cifs share create’ {5 ¢ SR BRI HAKZER -path EIFEERIERIE o MFRIEENRERF
£ BIEp]ITRA -

b. ##37 85F SVM FERFHERY SMB HFH -
vserver CifS share create -vserver vserver_name -share—-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share show -share-name share name

(D semmen 2 sve #EE -

2. B Binls > WARBUTARIUIETE SMB HHEE - ARIFFA FSx for ONTAP &in:% EIEIE > (52
"FSx for ONTAP 5% EZEIEFIEF"

2¥ s AR Bl

smbShare RIS E LT EIE 2 — © {E A Microsoft smb-share
Management Console 2 ONTAP CLI }£37#J SMB
HALTE ; AFF Trident 3L SMB HFEN%E ; 5%
BRI 2B E U HERIEEN AR ERAE
EY o A ERERE ONTAP » LB HAERIER - %
% Amazon FSx for ONTAP i » It B EANEIR
BEEFREAZER

nasType * PAZEERA smb ° *YIRA null > BIFEERS nfs © smb
securityStyle M EMNZ 2T o ' SMB HEE » MBRTE ntfs B mixed BAR
72 ntfs B “mixed ° SMB it &

unixPermissions iR ERET - SMB iR E N BRE TN o

REMNMEE RIS
B

BIRER T Trident EEER A2 EINRE c ©55F Trident WAL ZHEERGAEN 0 UKk
Trident FEZANRITE P ECE IR &
Trident & B R IGREN SHEFENEEERNEFERM - BERENAACHHERARERI o

* "B2E Azure NetApp Files &im"

* "EC& Google Cloud NetApp Volumes 1&is"

* "8 7€ NetApp HCI 8 SolidFire %&im"

* & ONTAP & Cloud Volumes ONTAP NAS EBEF2 28 E & IF"
* "f§F ONTAP Z Cloud Volumes ONTAP SAN EEEf2 58 E & In"
* "# Trident &1 Amazon FSx for NetApp ONTAP &2 {E 8"

Azure NetApp Files

BCE Azure NetApp Files 1&if

&R LA#& Azure NetApp Files 527E 2 Trident B9%&i o &R LUEF Azure NetApp Files %
imMIAN NFS #1 SMB HEERE o Trident thSZ 1B EFEEEE A% Azure Kubernetes
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Services (AKS) EREEIT/REEIE o

Azure NetApp Files EEENF2 ¥ 4AE )
Trident 2L Azure NetApp Files f#FREIFZ VA E R E B - TIENEFEUENE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

EEie #isE  volumeMod IBMY7ZERIER LEMIEEASR

e

azure-netapp-files NFSSMB (EZZ4 RWO » ROX » RWX s~ nfs, smb
RWOP

EZEFH

* Azure NetApp Files BRFEFZ /IR 50 GiB BIHLIRE o UIRARBVHEFREE/)\ > Trident @ BE)EIL 50 GiB
HIBAREE o

* Trident X 1B#EEI7E Windows EiZi_E#H1THY Pod BY SMB HEREE o
AKS 2SR5 H A

Trident X1E "5t & 57" Azure Kubernetes Services # - HEF AT E R EIREMEL/REEIEINGE »
RN BEEEUTERGE .

* {5/ AKS ZBERY Kubernetes F&25
* 1£ AKS Kubernetes &5 FRENEE S D
* B2 Trident 8% cloudProvider L3ERE ""Azure" ©
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Trident 1212

L EFEA Trident BEE FZ4E Trident > 554R%8 tridentorchestrator cr.yaml MU#&
‘cloudProvider REA ~"Azure" o Bl :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

MUTEf e ERIRIEEE $CP #& Trident sets “cloudProvider Z4E | Azure -

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
LU EFL8E Trident i cloudProvider 1Z565874 Azure .

tridentctl install --cloud-provider="Azure" -n trident

AKS HIEwmS 5

Eim B9 E Kubernetes Pod Se#0iE B FA TEEEH B D EITERE RKFE Azure BIF » TEF e (HEERER Azure
FRE o

HETE Azure FRIBEIRS DI » B BERBUUTIRA

* {4 AKS ZFZERY Kubernetes =5
* 1£ AKS Kubernetes 25 _E&& T Workload identity #1 oidc-issuer
* BZREEM Trident 8$E “cloudProvider 3§ ""Azure™ 1 "cloudldentity 5 T{EE & 5
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Trident 1212

L EFEA Trident #R1EEZEE Trident > 5548%8 tridentorchestrator cr.yaml U#&
‘cloudProvider &EZA “"Azure" » Wi cloudIdentity sRIEAS
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXXXXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) # cloud-identity (CI) #1Z:5H91E :

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX """

LU T &6 & 248 Trident » M{ERIRIFEE cloudProvider ' # “$CP %A Azure ’ FARERIRIE
BB "cloudIdentity BRE “S$CI:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>
HERLUTIRIBEEERE cloud provider ] cloud identity 1Z:5891E :
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXKX-XXXX—

XKXXXXXXXXKK"

LU &665%8E Trident M cloud-provider 1Rk 4s $CP 2 i cloud-identity BRAEA $CI -

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident



#HBCE Azure NetApp Files 1&if

7EBCE Azure NetApp Files BiIfZ A » BERFRMEUATEX o

NFS F1 SMB Hifitt& S R4

MRETEBEREF Azure NetApp Files SRIEFIIMIERFA » AIFEEEIT —LVIBRTE KRR E Azure NetApp Files
WL NFS HAREE © 5528 "Azure © 557E Azure NetApp Files 737 NFS Volume" o

EBHEMER "Azure NetApp Files" Bl ~ BB T -
* £ AKS E& HFERFEEM AT > subscriptionID ™ tenantID™ clientID
@ location # clientSecret AR ©

* EAKS BZE HFAZERS DI > tenantID ™ clientID M clientSecret &R o

* BREM o 52R] "Microsoft : 7 Azure NetApp Files BII B Eth" o
* Z&4 Azure NetApp Files BYF4ERE o 35268 "Microsoft : 1§ FHIRZERAS Azure NetApp Files" o
* subscriptionID REBRUA Azure NetApp Files B Azure 5TR ©

* tenantID> clientID # clientSecret ZRE "EFATEINGEM" Azure Active Directory HEH EIHERTE
BX Azure NetApp Files IRFERIIRE o FERREXFMEERUTE—FR :

c ERESEMEAR"H Azure TRITER" ©

° "E5] Contributor B f&" fE5]BI/E4R (assignableScopes BIBTAE® » Z2AEHER FHHER » B
REPR1ZPRAL Trident FREEBVHERR o I BFTAGE » " Azure ADHEISIEIRARE" o
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
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ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

c BEE/MD—@ location M Azure "EZRFHIE" c B Trident 22.01 #° ‘“location 2 E&iH
ABREAETERE RUMERML - EERE RAPISENUEER KRB ©

* BEEMA Ccloud Identity’ @Bt "EREIERNZZES Z"BIE client 1D WTE
*azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX FFE§EZ ID ©

SMB it &R EMtEX
EEET SMB Volume A BEEEHUUTEE .

* Active Directory BsRE W ELRZE Azure NetApp Files © 2R "Microsoft : EIIFEIE Azure NetApp Files
Y Active Directory E4R" o

* Kubernetes =582 —1@ Linux ZEHIZZEEFIE /D —(EFTT Windows Server 2022 BJ Windows T {E&f
Bt o Trident {2322 # 2 7E Windows HiZ4_E#11THY pod BY SMB HAREE o

* E/VEE—EEE Active Directory &80 Trident &8 > L& Azure NetApp Files BJ L[\ Active Directory
HEITERES c BEE4 $I8 snbereds !

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* CSI Proxy :2E % Windows ARFS « HERE csi-proxy * 3R "GitHub : CSI Proxy"s{"GitHub : #ER®
Windows 4 CSI Proxy"LABE#ZTE Windows #1178 Kubernetes &i24 o

Azure NetApp Files % im4RAESEIEF S

T 2 Azure NetApp Files B9 NFS #1 SMB & in:RE 8IS » WEEHRTEH
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version YaskS 1
storageDriverName HIRERHSHEANLTE "azure-netapp-files”

backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

resourceGroups

netappAccounts

capacityPools

virtualNetwork

subnet

networkFeatures
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#

nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType

supportedTopologies

gosType

maxThroughput

()  mBmEBsUIAEsREREN » BB HE Azure NetApp Files HRLERIMRATAAE" o

FREBRERMER

=R EH BER

¥ NFS B SR E TR "nfsvers=3"
#l © SMB R RBRILEETE o BE(F

A NFS fR7s 4.1 885 » SBEUE
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nfsvers=4 LUEE NFSv4.1 o £
HEENEEPRENE SERT
BERIGAREPRTHREES o

NRBROBBREANARUEE > " (FERFREIHNIT)

AIECE R
SEEEBHARRHE PR EEEIEAR o HUn  null

\{"api": false, "method":
true, "discovery": true} °
PRIEICIEEEI TR B HHR T R E
ABRYECERIEED » BEIFEDERLETN

At °

BCE NFS 3¢ SMB BIR&RIEEIL ©  nfs
BEIEA nfs ~ “smb'EX null ° F2EA

null BYFEERIEIL NFS HRE o

RTUEBIRENE SN &S
B o IIEFMEN » 52H A8

CSI #aik" -

T QoS #HE! | BEIEHFH - BE
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- MiB/#) o {£52#RF 8 QoS FE
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YNSRFEEEIL PVC B5UREI TRINEIREM) #5R > BRI ERERE AR DFRAERMNER (FAEK -

EHIAEEE ~ BEM) o MIRA TEIEER > Trident @ERILBIHFECERIEIRM Azure BIR o AR

THEENAR -

‘resourceGroups

“subnet®
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£

‘netappAccounts’ v ‘capacityPools' s ‘virtualNetwork' I
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‘resourceGroups

‘netappAccounts” M “capacityPools®
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Volume BRELE

52

<resource group>

<resource group>/<netapp account>

<resource group>/<netapp account>/<capacity pool>
<resource group>/<virtual network>

<resource group>/<virtual network>/<subnet>

TCRIUEBERERBTE S D PIE U T EIERIERITARMERE R E - 5¥155726 [EHIMERE] -

W

#

exportRule

snapshotDir

size

unixPermissions

FAHIERS

st fam

iR ERELFRA o "0.0.0.0/0"
exportRule WBRMESR DR

IPv4 {i71t8§ CIDR &AM IPv4 F
PRHEELESRE - SMB HiEE

GRBRILFRA o

=4l snapshot BE:BIR] R NFSv4 7 "true" > NFSv3 %
"false"
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BREEANRBIKKE o EALAE > Trident ERIRITFAER NetApp tRP - SBEEMFHER (BEZIK
MM EREMEDR Azure NetApp Files ) > BRI RERETHF—EEEMFHERKL - B
‘nasType BB > At ‘nfs TRRERER > BiniF 75 NFS HEREETHE -

AR IEMIFASAEER Azure NetApp Files M3EITER » ERERERIEEN » BEERP > KEEATERCH
IRERHERIMNVEEE o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



AKS S SRS D5

I BIRAEEIET subscriptionID ™ tenantID clientID ' #] “clientSecret ® BELEEFEHEE
EBDREREN

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



AKS HEIxRS 5D

HEBIRACE AR Y tenantID ™ clientID M “clientSecret ’ EFERAERSDREMIERIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

A EAROFESNE RS RAN

LB IR SRR E N ETE Azure BY eastus (UEFH "Ultra BREE(& © Trident  BEIFRZUEFE
JIKk4A Azure NetApp Files FYFRA F48RE » PSS It E B EEP—EF4EE L o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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REDELEM o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

REFHENER
LAF “StorageClass' E& e s L illf#EFEE R o
£/ “parameter.selector 11 A& E 2

£ “parameter.selector &I LA 2 &{E "StorageClass 15 € AN s SR &M ERNT o ZHE&FEB g
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB Fift &S HE R

ﬁﬁﬁanasTypenode—stage—secret—name*ﬂnode—stage—secret—namespace’

B3R HFREERY Active Directory /&:8 ©

1R
o0

BILUHERE SMB bR
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

FERVAE- Y
I BIGAHRRIER > MITUTH L !
tridentctl create backend -f <backend-file>
WMRBIREIIKL » BRTEBIFHARBEMRE o o] U7 a8 < RIEFTCERAHIENR A -

tridentctl logs

RIS E I EABRRAE AR RETR ~ IR ABREIT create A5 % ©
Google Cloud NetApp Volumes

Bt E Google Cloud NetApp Volumes i

BRI L Google Cloud NetApp Volumes & E 2 Trident AY1& % o EB]LAEA Google
Cloud NetApp Volumes & imRiI0 NFS #1 SMB WAFRE o

Google Cloud NetApp Volumes EEEHTZE415

Trident $2f "google-cloud-netapp-volumes' SBENTZ AR EIE &R 3BT o STIRMVFEUE N B - ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

e hay f@EipE  volumeMod IEMTFEVET ZENEERY
e

google-cloud- NFS SMB  {EZZ4t RWO » ROX » RWX - nfs, smb

netapp-volumes RWOP

GKE HEmwmS 5

Eix B9 0l:E Kubernetes Pod FEBIU T EE # 5 2 1TER:EK7FEX Google Cloud B » MiEHIeHEARER
Google Cloud 3%:% °

HE7E Google Cloud FFIAEIRS DINEE » M ARBUU TR

* {3 GKE ZBERY Kubernetes =5 ©
* £ GKE 2E LR ETFEHE D > MER M EACE GKE MetaData Server ©
* BA Google Cloud NetApp Volumes BI2E (roles/netapp.admin) A BE:TAEMN GCP IRFEIRE -

* Trident B%% » EFREHE cloudProvider 5 GCPJ if cloudldentity I5EFTHY GCP ARFEIRE o LU it
#if o
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Trident 1212

L EFEA Trident #R1EEZEE Trident > 5548%8 tridentorchestrator cr.yaml U#&
‘cloudProvider EREA “"GCP" > Wi cloudIdentity REA “iam.gke.io/gcp-
service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com?®

fugn

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com'

Helm
ERTYIRIBEEEERTE cloud-provider (CP) #1 cloud-identity (Cl) 1Z35H91E :

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LUT &5 Z24E Trident Wi fERIRIEEE scP #& “cloudProvider 584 GCP» WM{FRIRIEEE
*SANNOTATION #&E “cloudIdentity :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$SANNOTATION"

<code>tridentcti</code>
EEAUTIREEEEETE cloud provider 1 cloud identity 1Z55R91E :

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LA E66%8E Trident M cloud-provider 1E5sek4y SCP » M cloud-identity BRES
SANNOTATION -



tridentctl install --cloud-provider=$CP --cloud
-identity="SANNOTATION" -n trident

#HHB T Google Cloud NetApp Volumes &1
7EECE Google Cloud NetApp Volumes BinZ Al *» EEERFHREUTENRK o

NFS WARRE B9 S 7RI

WRIERERER Google Cloud NetApp Volumes STEFVIE R » BIFEEEIT—LEAIRBCE KRR E Google
Cloud NetApp Volumes i #37 NFS FEIEE o 5208 "FIGZ A"

7E5%%E Google Cloud NetApp Volumes &R Bl » EEREEEEUTRG :

* B&&E Google Cloud NetApp Volumes ARF5HY Google Cloud #RF ° 552 "Google Cloud NetApp
Volumes" °

* f&HY Google Cloud lREBIERMRIR c AR "= -

* B%& NetApp Volumes Admin (roles/netapp.admin BB Google Cloud BRFSIRSE © 55200 "5 9 Bz
IREEAGHER" -

{689 GONV IRFHI API SIBIEERE © SSM B BHIEA 23"
BT o SESR RTEE o

BRIMMEIEREE Google Cloud NetApp Volumes ZEUERBVEHAE ~ 552 F "sXE ¥ Google Cloud NetApp
Volumes BY7FEUHERR" o

Google Cloud NetApp Volumes & ifs% & S IEF #E

T f# Google Cloud NetApp Volumes Y7 lim4H AR 352 TE M 143 B AR AR &5 45 o

R iImAERREETE

S{E&ImERTEE — Google Cloud BIFFECEMIRE - EE2EHMESPRIIMIRE » HRAIIEREMELR o

2 sREA TR
version YRHR A 1
storageDriverName EFEHEXLTE storageDriverName HY

BRRIEER Tgoogle-
cloud-netapp-

volumes] ©
backendName (ER) #ERIRNBIRE RS2 NLTE " " APl £i8
H—EB 5
storagePools BARisEHEE B Z HFAMAERZH -
projectNumber Google Cloud RFBEZ4R% © &% {ER £ Google Cloud
AORPLEHEHT -
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nfsMountOptions
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labels
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debugTraceFlags
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supportedTopologies

Volume FC& 518

=R EH

Trident 37 GCNV FFEER Google Cloud i & ° £
I BEEIH Kubernetes =5 » 1 “location’ A2 1L BV
& At AEEIZ{E Google Cloud &igiENEs EAIT
FEE - ERIETESELREINEGR o

=)=k =] netapp.admin\%@ﬁ"] Google Cloud
IRFEIRSEAY API £iE - EES Google Cloud AR
FEIRIEFAIBIEZEN gson BARD (REFEHER
B BIGRREIER) o “apiKey AU TRAVE
fE¥ | “type project id™ client email®
client id» auth uri ™ token uri:®

auth provider x509 cert url'#l
‘client x509 cert urle

¥ NFS #HEERETRMEER] o
NRFRHERE A/ NEBILE > BIFCERK -
EE R EERE AR ER o BUER flex

standard > premium'3{ ‘extreme °
EERRHEIRENER JSON ST HE

B Google Cloud NetApp Volumes f4tR&ERY Google
Cloud 43E& o

SRR EFRVIREETEAR o HIU0 {"api:false,
"method":true} ° FRIFIETEETTRERHAZIL T
SFABBYECEREEN - BRIE/NER LETHEE

BicE NFS 5{ SMB FEREERVIENT o BEIEA nfs
*smb T{ null ° ZEA null BIIFEERFIEIL NFS MR E o

KM IENEIFFPTARYR - MREZEH »
E2RER CSIFRE" - filun -
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

RBIATESRTERER defaults BEEPEHIFARMEIEEACE ©

W

#

exportRule

snapshotDir

snapshotReserve
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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I RIRAEEE—IERPEER T ZEERSEFA o [EREIFME storage BERPER - BENEZEZER
FIARTS B AR HEFEE IR « WABTE Kubernetes IR ARELERAMNHFENR - ERERNIEEE
B ERERMNERAREDEIRM o FI80 ~ 7ZELATEAFIF « “performance #Z2##1 “serviceLevel $5E!
REDERERM o

TR E —LEEARTA EEITERE > U ER SEERNNTER(E o T ~5FH -
snapshotReserve # exportRule MARRE ERAMAITERR(E o
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE MEixS 9D

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRRERHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EEEIINZEH
P& AEEER - BLEEIFHM T AERREFEN DI LIREN AT ESE - HNE s inRH
M&IFFM T A& FERHEFLE > Trident EEISEMNEIRMNTBEFEITHIEE o NEFMAZ > B2H"
{5 CSI 1" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

BRI BIRERRIER - FUTUTH< -

kubectl create -f <backend-file>

AERERINE D EMINEIL > FRITTIE< !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1££f9-0234-477e-88£d-713913294£65
Bound Success

MRBIHEBIKK > BIRTBIHACEFERRE o A LUER kubectl get tridentbackendconfig
<backend-name> fp LBl - HMITUTHRSERRFURERRA -

tridentctl logs
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RGB! MAZ IEABREAERVRRETR « (R LAMIBR B IRIE B 1T create A5 % ©

HEFENEE
LT R FilgiRAE A StorageClass' B ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{#F8 parameter.selector HHMEEFIESR :

fEF parameter.selector EAIUAEE StorageClass IEE AN TEMIEER "EHE A" o ILHIIRER
BEMERFIPTERNREE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN - 2R "B HTER -

SMB FifE &S HIE R

{#H nasType node-stage-secret-name 'l ‘node-stage-secret-namespace ’ &

BILUERE SMB

& W IR HFrEERY Active Directory /&:E o (EEBEEEREREIRAY Active Directory 1# & 5 18/250519 7]

FR{FERREPEER R o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR ERHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}



(D nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

i)

B84 FRIT MEm !

-

HE2EE PVC E

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi

RWX gcnv-—nfs-sc 1m

2 NetApp HCI 5§ SolidFire &
T HRUN{AITE Trident Z2EH2 I F{EF Element &l ©

Element SEENFE s EAHE R}

Trident 2t solidfire-san EFRENTENAEIRERT o ZIEMEFIIERXE | ReadWriteOnce (RWO)
~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) °

‘solidfire-san’ EEFREIENALIE EE N B BIRERN c Hi ‘Filesystem’
volumeMode * Trident HEVHEEWIEVIERRLL - EXZRMHEEH StorageClass &R °

EEEE e FwiE VolumeMode SHENEFERELR TIRRIIER RS
solidfire-san iSCSI &R RWO ~ ROX -~ BIERERLR - RIRE

RWX » RWOP IREEE o
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EEE e EHEiE VolumeMode SHENEFERELR SIERINERARR
solidfire-san iISCSI ERAR RWO ~» RWOP xfs, ext3, ext4d

BsaZ Al
7217 Element BimZ A ~ 8EETFFIER o
* #11T Element EXEEN S LIEHERY ©

* NetApp HCI/SolidFire &5 EIEE AR FERENRE > A EIEMIERE o
* FiE Kubernetes T{EENELENFEZZELHFERY iISCSI TH o s52 " L2 EFEE"

BiImABREEEIR
BRI TRUT REIRMERREER
2% =7 EH 8%
version YRER A 1
storageDriverName (HFEETEN LTS Y84% 2 "solidfire-san”
backendName EHEXBAETEEY "solidfire_" + f#1Z&%fE (iSCSI)
IP {31t
Endpoint BEEHFRFEEBERD SolidFire &5
# MVIP
SVIP E7FERME (ISCSI) IP {uitflEiEe
labels BERREEENEERE JSON I
1BEEE o
TenantName EEANEALTE (WRKAZAY
F=RV)
InitiatorIFace 1% iSCSI REMREHEMSFE X% m "default”
UseCHAP 5/ CHAP i E ¥t iSCSI #1751p true
E&38 o Trident RLfEA CHAP 3% °
AccessGroups EFRANEIEE ID BE F|H%% Trident) BITFEEE4E ID
Types QoS &l
limitVolumeSize MRFBREEE A/ NBBALLE > " (FERAEBIETT)
=3¢
debugTraceFlags SREFHEAR BT R AR BV EEETEAE o null

i ~ {"api":false, "method":true}

(D SIECEmE TR R BEFMATERIBED - TR/ debugTraceFlags ©
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&f1: solidfire-san EREMEN AR = EH R & BRI VB IHAER

teEEfIRR T —EfEA CHAP BREmv BRI X » TR =BABIE QoS Rz VHFEAEIET 7 BE - [GRA
FEEEER IOPS RFLER S BRE R HEFER - UECRASEREFER -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

&5 2 . solidfire-san BEENENIEAC B E AR IHFIETFEER4HRE
IEEHIEER TR T RN RIEERIEUR 2 EE L ER AR StorageClasses ©

Trident S1EECEFHRHEF BRI ERIRHERZIRIRMHT LUN - T HEER » EEESIUSASEERE
FNERIRE » WIIRERHEIRE DA o

T T AFmBEHRIFERIETR - IARENERE TIHENTERE » BLEER type sREA Silver o EHHNTE
‘storage’ BERFPES o TEULEHIT  BORHFMRE T BCHER > MEBORHEFHRIBR T LlifEzE -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
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LUF StorageClass EF98 _Fil EHEMAERA o £ parameters.selector i > & StorageClass #& 15
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SVIP:
TenantName:
UseCHAP:
Types:
- Type:
Qos:
minIOPS:
maxIOPS:
burstIOPS:
- Type:
Qos:
minIOPS:
maxIOPS:
burstIOPS:
- Type: Gold
Qos:
minIOPS:
maxIOPS:
burstIOPS:
type: Silver
labels:

store:

<svip>:3260

true

Bronze

Silver

k8scluster:
region: us-east-1
storage:
labels:
performance:

"4"

COSIE 3
zone:
type: Gold
labels:

performance:

cost: "3"
zone:
type: Silver
labels:

performance:

cost: "2"
zone:
type: Bronze
labels:

performance:

cost: "1"

zone:

solidfire

dev-

us—-east-

us-east-

us—-east-

us—-east-

<tenant>

1000
2000
4000

4000
6000
8000

6000
8000
10000

l-cluster

gold

la

silver

1b

bronze

1lc

silver

1d



ER AR EHRERERT - MIRERERFMEER NP ERNENL

% —1@ StorageClass (solidfire-gold-four #HHEIE—(AERHETN - EERM—IRHESRIGE
Volume Type QoS 2 Gold BIf&TFE M o 2% —1@ StorageClass (solidfire-silver BiEEEMIRHA R
BERVRETEA © Trident A EEZEMMEERHEEN » WEFRHEMERK o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4

ShELES
* "Volume TZEREF4R"
ONTAP SAN EEENFER
ONTAP SAN EEEHFE ATt
T fRAN{EE R ONTAP # Cloud Volumes ONTAP SAN EEBNFERERE ONTAP &1 o

ONTAP SAN EEBIFZTUEEANE IE

Trident FetLA T SAN AFEEENTETL « AAHLEL ONTAP HEE o TIENEFEUERN B | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EeEhiz=t FtpE  volumeMod IRMIFEUIET FIBIERRAS
e
ontap-san iSCSISCSI & RWO -~ ROX + RWX - EEZZRH ; RIEEIRE
over FC RWOP =
ontap-san iSCSISCSI {##&&4%4  RWO - RWOP xfs, ext3, ext4
over FC

ROX #1 RWX &
Filesystem MR EHEN T

ABJH o
ontap-san NVMe/TCP &1 RWO » ROX ~ RWX ~ HEIEREZRL ; [RIRERE
RWOP =1
A2MH
NVMe/TCP
HNEMEE
EIFo
ontap-san NVMe/TCP #EZ= A4 RWO » RWOP xfs, ext3, ext4d
A2H ROX #1 RWX 7£
NVMe/TCP Filesystem MR EEN T
HNEMESE ARAJA o
HIF o
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EEE {#ipE  volumeMod LIEM7ZERIET SEMIERAS

e
ontap-san-economy iSCSI &R RWO » ROX ~ RWX ~ HEIERRALR ; [FIREIRE
RWOP =1
ontap-san-economy iSCSI B4, RWO * RWOP xfs, ext3, ext4

ROX #1 RWX 1&
Filesystem Wi @R T
RaJF o

* EETRHAR AR & FER RSS2 ONTAP Volume [RHI"EF » Z £ ontap-san-

economy °

- EETEIRFAMHBREEFERREE R ZEN ONTAP Volume [RH" BfEASEA ontap-san-
@ economy SEENFETNERF > A {FF ontap-nas-economy °©

* MRETEAREE R RE - KHERIITENY » F7EH ontap—-nas-economy °
* NetApp B& ontap-san 9b » REEERTEFRE ONTAP ERENFZ L AEA Flexvol BENERINGE © 1E
AEIBHZE > Trident SIREARBTAR > WABEMIBRE Flexvol IR o

EREER

Trident &L, ONTAP 5 SVM EIEE 85 2¥1T > BEMEE admin REMFHAED "vsadmin'SVM FH%E > SfF
HEEHRIABEXBARERE o H#H Amazon FSx for NetApp ONTAP ZBE « Trident EE L ONTAP 5§
SVM BIEE B HHIT > FAHE fsxadmin EAE D vsadmin'SVM FHE > SiEAEAHERARELERRE
HERE o fsxadmin EREECEEEEFTHENERELFE -

ARMERA limitAggregateUsage 2% » QIR EREEIES R o % Amazon FSx for NetApp
@ ONTAP £ Trident 3ECEARF > “limitAggregateUsage’ 28 “vsadmin # “fsxadmin' &R
BEARER - MRIEE U8 » ARRIEEARFKRE -

EEPARILATE ONTAP FREIT ERAREIAE B Trident BRENZNER » BIHMITERESHKM - KSBHRAH
Trident G ILAYZESMN APl > BLE API BEEZE > EERARESRBEESZ HE -

NVMe/TCP HWEMMESEIE
Trident STIRIFIBZE M LIRS ENAE (NVMe) HRE » 8 ontap-san EBENET » B35 ©

« IPv6

* NVMe &R IREBRIE DR

* F3% NVMe Volume BIA/N

* B ATE Trident SMEBEEILAY NVMe FEIR& > LUE Trident EIEEHE 4 aniBHA
* NVMe [REZ BRI

* K8s EiftHYBIERARI S IFEMRARR (24.06)

Trident 715 ©
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* NVMe [FE42#E8) DH-HMAC-CHAP
* REHEREX (DM) ZEREK
* LUKS 1%

@ NVMe {££1& ONTAP REST API > R%1E ONTAPI (ZAPI) o

##{5F ONTAP SAN EEFEXEC B BiE
T #REF ONTAP SAN EEEHZTERE ONTAP BRI E RN 5 B88IE o

HHLFRA ONTAP f&if ~ Trident 3R ZE/DE—1E Aggregate 15/k45 SVM o

"ASA 2 4" BLELfth ONTAP 4% (ASA -~ AFF #l FAS) EfAGERMNEBEA XN LBARR © 7£
() AsAr2 mf#ih - EREEARETIE Aggregate « 525 5" AIHESCES - BRARYITIE ASA 2
R Aggregate $5iREE SVM ©

sAse(E ) EAUBITZERENRER » RIS EP—EHN S —ERSHIZNFHEEER o Fl > eI UERE—
1@ “san-dev' 485!l » € “ontap-san BEENFZR, > LAK—1E “san-default' $87! > {#/ “ontap-san-economy EEENTE
= o

FrE Kubernetes T{EEIBLERAAREEFEER iSCSI T A o ¥1E:ARRE & TIEEEL" o

ESE ONTAP 2%
Trident 1Z{HfHTE ONTAP &iFEEHIE R o

* EVUERE | AAFEHEIRR ONTAP FRENFERERBIEN - EREHABEAEENZE2EAAE » fl1
admin 8 “vsadmin > LFE{REL ONTAP IRASHIRAEEM ©

* BB | Trident thAJ U LR R IRAVETE ONTAP RERH - TEEBRT > BInERLEACLSH
Pin/&sE « 2MUKRRIEE CARE (MR > #5&) B9 Base64 fRHSME o

TR UAERIRA B - WERRSRMNENERNGEAZERE - BR » —RAXEERRTTE - B2HRE]
FRNERRETT A - B BARBIRERPRIFRES X -

@ NRICEARRRH/ERMNES > AR BB GRM > WHIRESR - IR ERERRE T ZE
BRsE /3% o

YA IRV

Trident FHFE SVM & / REHLENVEIEE/RFEZSEE ONTAP B iniEs - EREARETRLTERNAE - HIU

admin 8 “vsadmin ° $SRIFEMRELRIR ONTAP HRARAFIEE, E&RKIRA I SE G AR Trident hikZ<fEFRRY

IHAE APl o BE2AR] U BRI RE B A MBI HE Trident FEECEER B EREHM

& i E ZEHIIN A
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

HER ) BmEE e —MAXFHR A HEEREERNNMS c BYRIR2 % > FHERE / RIS (FH Base64
4RHS > A {174 Kubernetes 4% - B EHRIGEW —FRERATEERNNTE - Bt - E2ERBESH
THIEZE > BB Kubernetes/ (7 BIEEH{T o

B RENRFERVEEE
EFIRARILE AU FERREE ONTAP BihEH - BIREREE=—(E2# -

* clientCertificate : FiFim/&R:EH) Base64 #RI5(E ©
* clientPrivateKey: BE#TAZ £BHY Base64 #RiE(E ©

* trustedCACertificate : Z{51E CA /R:EH Base64 4RiS{E - tIRFEAZE1EHY CA » AIABIREIEZRE - 10
RRERAZEER CA » B ZRRIERE o

HAIWTEREEEUTESR o
TR
1. EERPIERENEE o EXEF > # Common Name (CN) :REAEHITEREM ONTAP FHE -

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. E%EE’\J CABRBHTIEE ONTAP & - RFEES A BAEREILIFE - MRREREER CA » F2

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP =& L ZE AR IR/GEMEHE GREFE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ PATUEER 218 > ONTAP ERTEIARE ° M EPER 1 FELER "k8senv.pem 1EEAZR > 2
BHA END MUSER R ©

4. FE5Y ONTAP Z2 B AABXIIE cert BEHE ©

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. [ERELMES AR ERS o #& <ONTAP Management LIF> #1 <vserver name> #ia% Management LIF IP
M SVM 278 o

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. f&F3 Base64 $/R:E « IMMNZIEERT CA RFTEITHR ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. fER L —PEFIERIRI o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T AT R IET R B

TR EMIRE B UERARNEDEEE 5 /AR ERE © ILIRFERAN : AEMAE SRS  BHENERIR
RIUEAMERESE ; ERAGENRIEIIUENBENERERSE / BB MEE - Alt » CUAEBRIRAERN
BB AN IS NS (DEESE - AREAEIFIESHBIENEH backend json HEEERMIT

tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SHINEIRE - fA7F EIRRAASREN ONTAP LIEREMEE - 2% - RHBEETEN - hik
() Bz LUARERETESERE - REMESBRLUSHIEE » BT ONTAP #
SRR EEE -

FHRIFEA GRS B2 THRENFE > AR E 2 RBIUNHIREER - RIRERMBIIZRT Trident AT
Bl ONTAP & @1l BRI R SRAVHERRE (F2E ©

# Trident F£1ZH5] ONTAP &2

TR —ERAREERA ONTAP £2EAE > SREMA LR ONTAP EESABIE Trident RHITIR
E o BIG7E Trident BiInAARE P B 2 EAELTEE - Trident EEAKGEIA ONTAP REABIRMITIRME

MEBIEIL Trident BT A ERIFMEEN > 552R "Trident BF]BEBELER" ©
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EERABRAI > ABESE Save
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEELEN  F2HTIIER !
* "AREE ONTAP WETAG" X "ERE: AR
cERAENERE
fEREM CHAP Bg:5E4R
Trident AT LUEFRE @ CHAP ¥1 iSCSI TERSEETTEREE » AL “ontap-san'#l “ontap-san-economy’ SRENTE

I o ERETRIHERTRUA useCHAPEIE o ERE 4 "true i » Trident 1% SVM WTERRENSRZEMRTE
#E M CHAP » W RIRIEZERTE A ELBNEN o NetApp EZEAEM CHAP RERRELR - FA2RUTE
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version: 1
storageDriverName: ontap-san
backendName: ontap san chap
192.168.0.135
ontap iscsi svm
useCHAP:

username:

managementLIF:
svm:
true
vsadmin
password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
1JF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

chapTargetUsername:
chapUsername:

useCHAP B AMMEREIR > HiE
7 false o

BCE—R

O

F%7T useCHAP=true Z%h>

‘tridentctl update’ REFE & o

BIEA

H{EA false © FHES true 18 » EZEHEHS

‘chapInitiatorSecret chapTargetInltlatorSecret‘

“chapTargetUsername #l “chapUsername I X BE SERIRERT °

o BIRIEIITTAE > FIAE BT

1% "useCHAP %4 true % > #1ZBIES 15T Trident EEFRIFRTE CHAP « ZE8IEUTASR :

* £ SVM L£E87E CHAP :
° 1R SVM HFER BIERRF L

248 % none (FERRTE) *BEIREHRBETALEFER LUN » BY Trident

BETER LR ARG A cuap > WALERTE CHAP BEERANBEEFERERBREE -
° YN SVM & LUN » Trident R~ E7E SVM LEA CHAP ° EfERE SVM EBFER LUN EERAR

ZPRE o

* BcE CHAP RiENasM BIREAERBINEN ; ELEBERYATT R

HEREHREE

E (HNEFR) o

BIREILTeAE 0 Trident B HER tridentbackend CRD @ if§ CHAP &i&fl{ERERIBHTES
Kubernetes £i& o Trident TELLBIRIEIIRIFAE PV &i§iE18 CHAP HEEITHIMSAELR o

T SV A

e LUBIBE T backend. json 1§ZEHEY CHAP 28K E 1 CHAP
tridentctl update ARS RIS LEEE o

O
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGRRAZZE ; IR Trident 7£ SVM _LE# 7 0BE K > BEEGREERS(ERTIRE o MERER
%%ﬁﬁ’ﬂ%’&%ﬁié*ﬁr » RAEGRAEERST(FATIRAE o hENERITEINEREN PV RERHEEREMIRESR
ONTAP SAN B & EZEEF A

T FEAAITE Trident 2RI FNEEA ONTAP SAN EBENFZT o ANENIR B ImARREEEHIIL
K in ¥ ERE StorageClasses HEFARE o

"ASA T2 Zift" BIELM ONTAP Z4% (ASA ~ AFF #l FAS) EREFENEFAEAMAR - ELEERGHEFL
SYHEAA NEEA) o "RABAE ASA 2 ZAEEEM ONTAP R ZHZER" o

(D ASAr2 R#fE%E ontap-san EBR (1A ISCSI ~ NVMe/TCP Fl FC 13 ©

£ Trident BiIRARRES « (BAEEIETE RS ASAr2 o EITEIE ‘ontap-san'fE% “storageDriverName'
B ~ Trident & BB1RRI ASA r2 SUE M ONTAP R4 o MITFRFIT ~ RERIGERSHEAERIT ASAr2 R4
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=R EH e
YRAETS 1

EEFREHEXNRE ontap-san 59 ontap-san-
economy

B &R IR BeENFET M8 + "_" + datalLIF

=& SVM BIE LIF B9 IP itk o "10.0.0.1", "[2001:1234:abcd::fefe]"

ALUEETEREMHBE (FQDN) -

R Trident ZERER T IPv6 1258 » BRI LRES
G IPv6 firtt o IPv6 bt ABER A IEEES > AN
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:355
5] e°

YNEEMAE MetroCluster )4 ~ 55280 MetroCluster &3
5l o

MEREERA T vsadmin 1 5858 »

‘managementLIF B #4782 SVM BIE3
() #®;mBEM M admin ) 238 -

‘managementLIF B 4B ERIER

FA3

kS
=o O
Rz

WRE LIF B9 IP i3k o SN Trident ZERFER T IPv6 H SVM &
1&s% > BRI LEREA(ER IPV6 itk o IPv6 itk ZEF

FIESRER » Bl
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1 o *E 52 iISCSI > FBFMIEEUEBE © *Trident &

F"ONTAP Selective LUN Map"5REIREBI S REE:

FREEMY iISCSI LIF o YR “dataLIF BRFEE S 7 L2 8L »

BEEAZE o *5H) MetroCluster > EEBRIERE - *

2 BMetroCluster i o

EFANEFEREES *MetroCluster BRIM « *552F  WRIEE T managementLIF SVM
MetroCluster &3] o » BIfT4E

£/ CHAP ¥t ONTAP SAN EEENFETNAY ISCSI #7178 false
5 [fAMME] © FRES true BF - Trident 1% & @ CHAP

REL FAERIRFISTE SVM MITERER:E  INTEFAE

- AR EFEEHE ONTAP SAN EEFiEREC B B iR

"o A% % FCP 3 NVMe/TCP °

CHAP EiE)282215 o YN "useCHAP=true B & 41ETE ™"

EERANHBEKRENES JSON RIVREE
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clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

svm

storagePrefi
X

aggregate

=RER
CHAP B1ZEREN23%HE o« MNREFE » AlAIEAEIE

useCHAP=true

AL {FERE TS - 1R "'useCHAP=true Bl AAIEIE
BiEFERE4LTE o R useCHAP=true B A& IEIER

R i#/&:5H Baseb4 RESE - ANEN/RENERE
AR iRFAZ$&EM Basebs FHEE o AN /&RERERS

Z{S1E CA &80 Base64 #REE(E o R - AN/&EER
%ﬁuﬂ ©

£ ONTAP %%Luﬂﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ%ﬁ FAREREE
RIEREE - ARE Active Directory %ﬁuﬂ ) B2 EA
Active Directory /Rs&¥ &K SVM 1T Trident 528" o

53 ONTAP SEIBFTREVERS - A E R 5305
8 o Aff Active Directory 5258 » 5528 & Active
Directory /ReE ¥ 181 SVM 1T Trident B#zE" ©

EEANRFERKS

£ SVM FECERHAERE R PR EABYATER AL
EEMIL2 Y « CREERITHNERIS o

ﬁHEAEEEEI’J Aggregate CGER ; MNRKRTE » BIKES

k45 SVM) o ¥/? ontap-nas-flexgroup SEBIFE
_t LEEETEAS 4 72 BE o YNRKIEIK » BRI IAERES
B FBY Aggregate ZREZE FlexGroup Volume ©

& SVM Ffy Aggregate A
> Trident & BEh#Rs9 SVM L EH > &
EEHELE Trident Controller o Y1RI&

B7E Trident FsE AR ACE Volume
R4S E Aggregate > BN R :Z

() Aguregate wEH AL SVM
H > B IRHETEE ) SVM Aggregate B
EAMPEARRE o MAZEr 5% Aggregate
HEA SVM FEEEN Aggregate >
H‘fﬁﬁmé@[‘? » 7 REfERIG RIS AR

“SHIIEERN ASAr2 R4t *

WMEIEE T managementLIF SVM

> BT

trident
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W

#

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

useREST

sanType
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SllE TE%
MREAFBBLIEDL > AIECEREK - MREFEAN " (FERFREIBIT)
2 Amazon FSx for NetApp ONTAP #&if » 5706 E
limitAggregateUsage © feffBY “fsxadmin #l

‘vsadmin' ~EL 5 Trident #EHY Aggregate fEFEE

TG ANAPBREIER FEAVAERR © 55704 ASA r2 RIRIETE ©

NRERHIRE A/ BBILE > AEREEXRMK - It " FERFEEIHIT)
5 > thEIRHIEEER LUN BRE R/ LR o

58 FlexVol BIEA LUN BB MZATE [50 ~ 200] #E 100
A

AR SREEBEARRVRERIELR © BILN ~ {"api™false, null
"method":true} FRIEICIETE T TRREED AR T 25+ 4RV
SCERIBED ~ [RIE/DER o

{£F3 ONTAP REST API B9%a A28 o true A ONTAP 9.15.1 SkES
hRZs > E) false ©

‘useREST Ei&EA true B> Trident
£ ONTAP REST API

Bl ; ERES false®

Bf > Trident fEF ONTAPI (

ZAPT) MPEOUEARIRZEEN © IEINREEEE onTaP
9.11.1 BKEHhRZS o kLS > EARY onTAP
SABBYWERR

‘ontapi FEARENFEUER - FALEED
“vsadmin M “cluster-

admin BAEIRELLEER o £ Trident
24.06 HRZASFN ONTAP 9.15.1
NEIhRASFAYE © " useREST FHERERES
“true® ; HEFEA ONTAPT (

zAPI) BMEDY > 554§ “useREST EES
“false °

useREST e2 A NVMe/TCP 1Z#E o

@ NVMe 1£3%1& ONTAP RESTAPI » &
% ONTAPI (ZAPI) o

?D%*EE B %% true (GEFAI ASA 2 241

FRRIEE iscsi WA ISCSI ~ nvme WA iscsi MNIRAZE
NVMe/TCP 2% fcp &R SCSI over Fibre Channel
(FC) o



W

% 55 AA 6

formatOption {#H formatOptions' % ‘mkfs er TIEEM LIS »

s LS| R ESIENCHEERER - B RS
Ri%E S RIFSNCHRE o SBRERIEER
formatOptions £2 mkfs fR < EIEEL » EREFEE
PR1E o &35 : "-E nodiscard"

F B iSCSI FE#itHER “ontap-san’# “ontap-
san-economy SEEIFER o *ItESh - {EF iISCSI
NVMe/TCP fE#itiERF > th321% ASAr2 R4

limitVolumeP {E ontap-san-economy &im{ER LUN BFRlsAKMIRK " (FERRAF5&HIFIT)
oolSize FlexVol K7Jx o

denyNewvolum PRl “ontap-san-economy #&imiEIIFTAY FlexVol Wkt

ePools EUBEEZH LUN  (EFRTESFEER Flexvol KA E
MBI PV o

£ formatOptions HYiE:E
Trident EaEIRAMU T EERMERERRF :

* -E nodiscard (ext3, extd): 7EHfT mkfs BAZEREREHER TEREENHT  BHEEREL -
DHEREREIREER) o IWEERAT BRMN [ -K ) 58  BEHR ext3 7 extd HEZRL -

* K (xfs): 81T mkfs RIAEEAEZRZZ R EIR o ILEIEERAR xfs IBRR4
f&£F8 Active Directory &:E¥11&i% SVM 1T Trident 5255
&R LAERRE Trident {8 Active Directory (AD ) R:E¥&iH SVM #E1T7ER:E o £ AD IRE AJLUfFEX SVM 2
A ~ SRR TE AD AR IEHIREEE R SVM FEHERR - BEM AD IRPETRESIE « BRI AN
B o WNEHAME « 520 "7£ ONTAP 18 7E Active Directory 48igiiZH2s77EY" o

FER
1. A%BiK SVM REMIAZTBAL (Domain Name System * DNS) RE :

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns_ server ip2>

2. H1{T 584 ~ 1E Active Directory 178 SVM EITERGIRS :

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. EFLEASEIL AD FRENBHEREERES SYM
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 1 Trident BURABAERER > #& username M password BEDRIRES AD ERAE N EHHRTBFMZEE o
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iR E A B R ImAARRETR
A AGER defaults ECERR D HPRYELEERRIZFITARACE © HIU0 ~ A2 A TEVAERRSES

2 =RAR TE%
spaceAllocat LUN BYZEE9HED "true" YIRIERE ~ 5FETE ASAI2 &
ion MERTES true ©

spaceReserve ZERMREER; nonel (#EfE) 3¢ I volume ; ( "none"
STEE) o §H¥ ASAr2 R854 none ©

snapshotPoli BEfERAYREBERE o 1% ASA r2 R4t:2EA none o "none”
cy

gosPolicy EAETNHMIEEISR QoS RAIEAE - SERKEFEE
TR/ IR AT 342 qosPolicy 3% adaptiveQosPolicy EH
Z— ° ¥&EC Trident £/ QoS [RAEF4HFEE ONTAP
9.8 HEHMhRA o LREZERIELZR QoS [RRIBFAE
» M RZFRBHARENERESERE - £ZEW
QoS RAIBHAE HFE TEA VAR RIEERFIHIT

FR -
adaptiveQosP AEIMEIEEIRKIEMEFE QoS RRIEHHE - A85E ™
olicy RBEERM / BIHEEE qosPolicy 3

adaptiveQosPolicy HEAz—

snapshotRese #RIBTEBNMIRE B LE 35707 ASAr2 2415 % “snapshotPolicy’# nones >
rve iE ° A% oy »J/AIA 1)

splitOnClone R FERTERIENDE "false"

encryption TEERERE & EERAR NetApp Volume Encryption (NVE  "“false" YIRS - :55H %1 ASA r2
) > TBsR{EA false o BEFFILEIE » BEENAECE ZRARTES trueo
18 NVE FAI B NVE o iNREBIHENE T NAE » 81
£ Trident ERRIEAVEAIREEEE AR S B NAE ° UN5E:%
BN 0 FA2E © "Trident 22 NVE 1 NAE B9EEA

Etu °
luksEncrypti EXFE LUKS 0% o 5828 "# /A Linux Unified Key " RES false BRI ASAT2 &
on Setup (LUKS) "o 4o
tieringPolic #EBREEFEA M) 574 ASAr2 RIFIETE ©

Y
nameTemplate FAREIN BiIHREE RIS o

Volume B & &34
UTRERTEREREH
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HHER “ontap-san EBFIE R YRR B HEREE ~ Trident EESMENN 10% MIBEZE FlexVol 1L

A4 LUN AR o LUN BRIBFERETE PVC AR R/VETTHEE o Trident ZEEIME
@ 0 10% BIBEZE FlexVol (£ ONTAP FREERAR AR/ o FREREFRESMMFERNTA

RE o ILEFIERIRFLE LUN TR AEBRE2FEHEZ A2 AME o ILEERFEA ontap-san-

economy °

HHIEE T snapshotReserve Bl » Trident 8RB T AR s EBHEER AN ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident 2 FlexVol Z85MENNEY 10% » ARH LUN JTTER} o L snapshotReserve =5% » B PVC 55
K =5GiB » #BHiIE& AN\ 5.79 GiB » BIAA/\% 5.5 GiB ° ‘volume show % FERERERILL SR BB LIAIAS R

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.508GB
_pvec_e8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

BAl > ARAXNERFSES AN RAMIRENME—T57% -
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/) \HERGHE S

UTEANRTTBARE - HRAZSHBHERETERE - EREERMREENTTX -

@ WNERIETE NetApp ONTAP _{EF Amazon FSx for NetApp ONTAP #2EZ Trident » NetApp Z:& &
2 LIF 157 DNS &#&mIE IP it o

ONTAP SAN 34

E=fFH ontap-san BREIERNNEARERE o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 15

WAL R RE B ~ LUBERFE "SVM SR AER" HIMETYIRMIR R FHERRIFERE °

A7 BIRBEATIAMEOER 5 55 E managementLIF 5 SVM MBS svm 28 B30 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

B RERERE LA

EEEEAREEHFIP clientCertificate » clientPrivateKey # trustedCACertificate (
A MBFEAZEEN CA) BIEA backend. json H > WA FHIRAAF &S « ABESBNZEER
CA /BB base64 #RIE(E o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz



& CHAP #if)

SLEEFIIEN T —EB IS > WAF useCHAP 584 “trueco
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ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &ifjl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>



NVMe/TCP &3/

1789 ONTAP Bl E8E—EZ1E NVMe BY SVM © 2 NVMe/TCP BE A& ir4R

0N

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &ifjl

fREY ONTAP B BR E—EZ1E FC B SVM 0 522 FC HIE ABIRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

e
BE o
100N
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ontap-san-economy EBE7F2 = &34

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAERERHHRIREA

EELEEHFBIRERETR » FTARFHIERE THENTERE > fI80 spaceReserve' % none
“spaceAllocation’ 7 false 1 “encryption'7 false o ERERMEHTFERPESR ©

Trident 7 T&sE) WO RERBEIZE o HIRETE FlexVol volume £ o Trident 1EEC & B B & Rt _EBYFR
EEHENIHREEERE - AT HEER > BEEESTUASEERE RNERZEE » TIHEERRHIEESD

48 o
n
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FEiELHfY > BARFERMKRETHCH spaceReserve v spaceAllocation # encryption B’
MmEMEFERNAER 7 FERE -
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ONTAP SAN 54
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"
NVMe/TCP il

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation: "false"

encryption: "false"

B In¥IFEE StorageClasses

AR StorageClass E 239 ILAER [A A S

FAY B IRER ] o B5iBEX parameters.selector FE& ' &
& StorageClass E &P FIEEWLEER M AN EMIRE - MIR&AGMEER NP ERNAHE °

#% protection-gold StorageClass #&#:54Z] "ontap-san' BiFH M E —EERE Rt - EEH—IRHES

RIRERVE R ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* #% protection-not-gold StorageClass iE¥FEE ontap-san BimPRIE _EFE =(EEHEHZ R - &
LB —IRESRLIMRERBRIE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass #$¥ifEE “ontap-san-economy #BifH 5 = EERE R - E2H—2
mysqldb $EEFE AR IRMEFEAFEIRAMARRNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥IfEZE “ontap-san' BixHE _EERER
A o SRR HIRAR(RER 20000 {5 ARSRVE R ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass iE¥ifEE ontap-san BIRAYE =BEEHEZ RN ontap-san-
economy & IRAYSEIIE EHRE IR o B2 —IEH# 5000 creditpoints FYE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* Itk my-test-app-sc StorageClass &R testaPP EHREIRM ° £ ontap-san BRI HEH
sanType: nvme ° EeM—iRH testApp HEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident RERTEEZEMEERE RN - WHERTSHERNK

ONTAP NAS EEENFE

ONTAP NAS EEspf2 T\t

T fRIN{EE A ONTAP # Cloud Volumes ONTAP NAS EEBNFZRERE ONTAP &1 o

77



ONTAP NAS SEFNFEHE R

Trident 2L T NAS EFERENTER - BB ONTAP & - TIENEFEUENE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) - ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

mEnes @tE  volumeMod HIBM7ZAVIES S BIR A
e
ontap-nas NFS SMB BRI RWO ~ ROX ~ RWX ~ ™ nfs, smb
RWOP

ontap-nas-economy NFS SMB  {EZEZR4 RWO » ROX ~ RWX ~ " nfs, smb
RWOP

ontap-nas-flexgroup NFSSMB Rz RWO ~ ROX ~ RWX ~ " nfs, smb
RWOP

* EETRHR AR & ER RSS2 1Y ONTAP Volume [R#I"EF » 7 £ ontap-san-

economy °

c EETEHRFAMEEEERXREEN"SZERN ONTAP Volume [EF" BE%#H ontap-san-
@ economy SEENFETNEF > A {EF ontap-nas-economy °©

* MRIEFEAFTEENRE « KEHERHITENE > 5570 ontap-nas-economy °
* NetApp B& ontap-san §b » REZTEFRE ONTAP ERENFER A Flexvol BENE-RINAE © 1F
AEIBTSEE > Trident ZIRFERRIRTEY > WABEMIER Flexvol HAIEE o
EREER

Trident 2L ONTAP 3% SVM BEIEE 52817 > BEMFH adnin BEFHEDN vsadmin SVM FHEE > fE
BEEHERABELBARNERE -

¥ Amazon FSx for NetApp ONTAP & ~ Trident 5 Z X ONTAP T SVM BIEE B2 #1T > AIUERESE

fsxadmin A&+ “vsadmin SVM &  SfEREEHERAGEBLBARNERZE o fsxadmin FEHE
EREEEESFERENERERAE -

YRR limitAggregateUsage' 28 > AIEEHREEIE SR © i§ Amazon FSx for NetApp
@ ONTAP £ Trident 2B > limitAggregateUsage' 282 “vsadmin 1 ‘fsxadmin {ERE IR
BARER - IRIEE 28 - ARRIEFEFRE -

EEPARILUTE ONTAP HRE I EARRIAE B 1H Trident BRENZNER » BIHMITERESHKM - KSBETRAH
Trident B EILAYZESINGY APl > BLE API REEZE > EERARESREESZ HE -

A (EH ONTAP NAS EEFZ R EEis
TH#R(EF ONTAP NAS EEENFZETNACE ONTAP BIHHIER « EssBEIaME H[RE| o

fit 25.10 hRZsFH4A > NetApp Trident <& "NetApp AFX #1Z &4 © NetApp AFX ETF R AEEE M ONTAP %4t
(ASA ~ AFF # FAS) TEfREEFEBNEIFAN LAFAR -
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()  AFPXZ#fEXIE ontap-nas WIS (M NFS %) ; FXiE SMB HE ©

7E Trident BIRAHRSH ~ [MEMBIEE R MR 4 AFX o BITEELE “ontap-nas 1% “storageDriverName B ~ Trident
ZEEMER AFX R4 ©
BR

* LA ONTAP &l » Trident EXRZE /D —1{@E Aggregate 154G SVM o

* BRI AT ERRENTZET - MRIIEREAP—EH S —ERBIEXEZEER] o FIa > ST AR EER
ontap-nas FEENFEILEY Gold $85FEA ontap-nas-economy BEEIFZTLAY Bronze 87! ©

* BB Kubernetes T{EEIELER N ELRIEFEERN NFS TH - NEEZFMEBE > 552E) 58" o

* Trident (£ 1EHME2I7E Windows 025 EHITHI Pod B9 SMB HEIE®E o INEFAEN > ;520 EHELE
SMB Volume °

E#:¥ ONTAP &if
Trident 12 fitM1& ONTAP &imEREER o

* EURGE | EEXFEY ONTAP RinEA EHNEIR - BERFHHEBAEELE2TAABMBBIIRE > F)
U admin 3 ‘vsadmin > AHE(REL ONTAP FRASHIER KMEEME ©

s HVES | HERERTRIELIERES » LUE Trident 81 ONTAP £&£3E: - TEREFERT > Bl EENMNA
BEBPIRES « EUKRZEE CAKE (WREA » B:RFH) # Base64 HRISE o

TCRIUEMIRE Bin - UEENENENRRENGEZEBE - B2 ) —RAXE—ERELE - BEUHAE
TRIBVERETT % » C AR RIREEPRIRRAE L E -

@ MRSERFRHRARENGE » BIREILG R » W HIRHER » IR ARBEPIRE T 21E
ERs8 % o

EYRE R SREREREE

Trident BE SVM #[E / EEHENEIEE /KRB EE ONTAP Bimi@s o R FAEETALATEEZNAE » Fla

admin '3 “vsadmin ° 35 AJFE{RELRZK ONTAP FRZASEFIES, A& R KIRASATSEE ARH Trident ARZASERRY

INEE API o BESARTI U B ] 2B A BB HE Trident HECER (ERERSHERM o

& imE ZE AU TFR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {
"name": "secret-backend-creds"

HER ) BmEE e —MAXFHR R HEEREERNNMS c BYRIKEZ % » FHELE/ZIES(ER Base6s
RIS TE A Kubernetes 1% o BI/FHHEIREHW —FEMETEENNTE - it ) S2EREEEMNIEE
> B Kubernetes/{f#FEIEE#1T ©

BB /RERERE
MEMIRA RS LERREE ONTAP BiHiE c Bl EREE=([E2% -

* clientCertificate : F P im/&R:50) Base64 4RES(HE o
* clientPrivateKey: BIE#TAZ £i&HY Base64 #RiE(E ©

* trustedCACertificate : Z{51E CA /R:EH Base64 4RiG{E o tNRFAZE1EHY CA » AIABIREIEZRE - 10
RKRERAZEER CA » B[ ZBRIERE o

HAWTEREEEUTESR o

1. EXEZRI/ERENTSEE c B4R > ¥ Common Name (CN) :BREAEEITESEH ONTAP EHE -
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREHIFERE o & <ONTAP Management LIF> F1 <vserver name> Z#AEIE LIF IP #1 SVM
%78 o ICAZAMER LIF BARFEIRRIE %A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

EHTERE AR EE B

TR UAEFIRA RIGUERA TR S (05275 AR &SR - ILIRFEmAR | ERERERE/ZEBNERIR
AIUEMAERESE ; FRRENREIUEMSENEAELR/BBNI MR - Bt - COABRRERN
BB AN AIE B (DEEE % - AREAEIFIESHBIENEH backend json HEERMIT

tridentctl update backend °

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

RN > EFEIEEW AR EN ONTAP LERERRN - 218 » BinRBEITERN © il
@ el IUBRERENESERE - BRinEREEMUERNES » ZRENARE ONTAP &
EPMPRESES -

EMRIEAGREMNERIHRERNFHN » I AEREZRBUNEIREER - BInEHAIIZRT Trident AT
£1 ONTAP & im &8 sH 3l BRI R RAYBARRE (F3E ©

# Trident 1. H:] ONTAP A&

o B —EERE rfEVf&BEE’J ONTAP £E£AT » EREMANER ONTAP BIEEA /T Trident R#1TIE
£ o BIR1E Trident BimABREP B SEAE LB > Trident E{ERAEEILA ONTAP E2EABKMITIRE o

YNERERIL Trident BT B EMEFHAE > 5520 "Trident HEJABELSE"
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7 ONTAP System Manager F#{T 5585 :
1. BB TA8
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EEMAERA] > SABEIE Save ©
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEEZEN - F2HRTIER !

* "EIEIZ ONTAP TS B "EBEITAE"
 ERAEAERE

EIE NFS EEHREE

Trident {8 NFS B[R RZRIZTHIE HFrfcE 2 Wik ERITEE ©
Trident £ IEE /R B R (M ARiEE1E
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* Trident AIUBIREEIREH RIS ; EERIERT » FAFEESIEE CIDR BIfY)R 5 FLE CIDR @R A
B9 IP i3k o Trident E7E M B EAGLEEHBEARBEREIR 1P (FIE EEHSER - & » IRERE
}5%E CIDR > RIS RHSE & S MR EN RS IR EIRVFRAE 210 (E RIS EERE IP (I3 HIY 2 0 1 5REK o

* REFEES R URIELRRY FEFIERA o BRIFHERPISE RNERNELRARTE « TR Trident &1
FATERMEHRE -

BEEIEE LR

Trident 2t 7 SRS EIE ONTAP R imtE L RAIBIINEE - BEEFHEFEESANDTIFER IP I5E AFFHAMIEE
B > MEEFEERAERFL - BAKBIETEHRINERE ; HEHRINEIFBETEETREEELETF
8T8 o IS - EBEAPNREREEENTFIRFITTEHSEHERER P tEisE SERN TR L > i

M2 EBEMBEEERE

(EFITIAE T SERERS » S/ ERERALASR (NAT) o BURE NAT 1% » (77 SIS BB ATi
() NAT fittt > TR P T > B > MREESIRAP ARG AT » BIRiEEE

Y o
Ll
WRERAMERRREIE c U T ERIHE R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

FERIULTAAERS » MBRER SVM FRRVIRIEARE BSR TELRR » BRRAIES 256 CIDR
() GEnELRE GNERELER) - ARLEE NetApp RENBESHHE > B Trident §
H SVM °

BUF A Lt g 25 ~ sRBALLThAER TRRIE

* autoExportPolicy BEREA true ° E7n Trident EAFERILEIEA svml SVM BEENSEMIEEE
I —{EFEHZRE » Wi autoexportCIDRs L@ IRERIEF B BVFTILFNMIBR o EHAEEEZTIENRZ AT
» TR & F R — A=AV E L R » AR BEARAIZKE I HZM IR BN REIRENTEZR - EHIEEZE M
FEARLEEF > Trident 22 —EHKE gtree FARVEHZREE » 5% qtree B 215 CIDR &IBARVERRS IP {iI
It o 3L IP M EINAZIR FlexVol fEhEE {5 A AYE LSRR o

o fyn :
= &im UUID 403b5326-8482-40db-96d0-d83fb3f4daec
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autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MET - B5EE IP & > Trident A H B MHERERBAR
I |P 3237 BEHRBIRAY o

EiIBiIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° KR4 BT IEME M
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -
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HR IS » 6/ tridentctl update backend B & innl FE{R Trident HEIEIREL/RE - EEEE
ERFERIMERELRE) > 9BILEBIKR UUID M gtree &T86% o Bin LR E T EI S EHHEE% - &
ERFEIIELEREA o

@ fFrEA B EEERE LR RIESHIREZIMNELRR - MREBMBIUZE > BIERKE
R R - WERITHTRIELRAY

WMRIEEBHITHRIERELRY IP ([ALEEFT - S BEFEENZE RS LAY Trident pod ° Trident B2 2 B HEIEN
BIREHRE > LUBRILL IP 3T o

#EFEIE SMB Volume

THINZEH > BIRIfEF ontap-nas BEFIENECE SMB Volume ©

{ERATE SVM _ERBFETE NFS A SMBICIFS MBI » A 8% ONTAP FuZRapE s R 1T
(D) ontap-nas-economy SMB Volume » EBEEFE—BRIE * B2 SMB Volume R ir5
Bi o

@ autoExportPolicy A& SMB HHRE

ez Al
ZECE SMB HAERE 2 AT ~ A BEHU TR ©

* Kubernetes =585 —1@ Linux ZEHI2SE2GF1ZE /D —{E#1T Windows Server 2022 BJ Windows T {E&f
Bt o Trident {232 #2#E2)7E Windows HiZ4_E#11THY pod B9 SMB HAREE o

* BOEEZEEEFEH Active Directory /&RsEHY Trident &8 - EEL£18 smbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E% Windows BRFS c BERE csi-proxy * s82B"GitHub : CSI Proxy"8{"GitHub : & HEH*
Windows F9 CSI Proxy"MBEf#27E Windows _E#177HY Kubernetes &% o

1. HHEPERE ONTAP ~ ERTLUSE MR T SMB HA& ~ 5 Trident AT A% I —(@ o

@ Amazon FSx for ONTAP 5% SMB £ o

EAI B AMESVEI SMB BIEHA © #/ "Microsoft Management Console" BRI KRHRARNEIEE
70 fEEF8 ONTAP CLI - HE{FH ONTAP CLI {17 SMB 4 :

a. MAXE « FREUHAENBHRREERS

ItE “vserver cifs share create’ 15< Z B EEEII L ARFES -path HIBIEE IR o NRISEBRERE
£ > SR SBITRER ©

b. 337 B5F SVM HEREHEAY SMB HFH -
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https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

A [ S
C. EEW{JJ;:I\:%E:ELL .
vserver cifs share show -share-name share name

(D semmem 2 svB #EE -

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

4 s5LPAA eyl

smbShare R LIS E LT EIE 2 — | {# A Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB
HALTE ; AFF Trident #3Z SMB HEMN%TE ;
% TR AR 2 E B L EH IR EN AR EAE
HY o IR AEPEFE ONTAP » LB A EARATER - ¥
 Amazon FSx for ONTAP &l » It ANEIR
BEBEFREAZER

nasType * ACEES A smb © *UNERA null > BIFEEEA nfs ° smb
securityStyle R ENZ 2T o HHY SMB HAERE » MBRE ntfs 5 mixed BAR
A ntfs o “mixed ° SMB H4HEE

unixPermissions T ERET - SMB HiEE N BRETEH o "

R % ZH SMB

it 25.06 hrZsBEY44 > NetApp Trident 2 3EfEF “ontap-nas'# “ontap-nas-economy % imiE 7 SMB iRt &M%
2MERICE - BNAZZ2 SMB & » (S UERERIEHIEE (ACL) % Active Directory (AD) fERZEFER
EEHBIRMY SMB HAMNSHEFEHER o
SpmEL

* RZBFE A “ontap-nas-economy FAREE o

* ontap-nas-economy WG E IEMEEA o

* MIREAT X2 SMB » Trident 2B B IHIEEIAY SMB £ o

* B4 PVC 5% ~ 7R SR B ImRE AN E E 5 SMB HA ACL ©

* 188 PVC HEIEER SMB A ACL #HELH IR PVC HEJ ACL ©

* %2 SMB B > ARERIZEERN AD FHAE - EXERERATEWIAZIACLAH o

* MRERL {;%T? $85#0 PVC H73[E—{E AD EAERMHARBER > BIRREBELIERFS : PVC - #F4E
B > ABERIR
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W1 FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser ISEMNFAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A% smbShareAdUserPermission BIERFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS =% 7E ZEEAN &5/

BB UNAITE Trident Z4EAEEITFIEER ONTAP NAS EEFHTZR o ANENIR{1E iRARRE &1L
Fig % im ¥t FERE StorageClasses BYEFAHE o

fiE 25.10 FRABIIE > NetApp Trident 3245 "NelApp AFX 77 244" © NetApp AFX iz RS ELT ONTAP
BIRE (ASA ~ AFF Fl FAS) FERTEREYEIESR LBRRR o

@ {278 ontap-nas BEFFETN ((FF NFS #%7E) FAHY NetApp AFX 4% ; A& SMB t#7E °

7E Trident BIFH/ED > TEEISTEZAS NetApp AFX ETZ R4 o EITEEZ ontap-nas £%&
“storageDriverName B » Trident & BE)ER] AFX BERR c NTRAT » FERIBHEBSERERR AFX 4

RIRAERGIETR

2R TRINT AR IRERREE

2 s2RR FE=R
version er =
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B AR B EhEE K R BRI AN ER [(FAME] ©
“autoExportPolicy' #1 “autoExportCIDRs %18
Trident AIA HENEIEEHRA o

EUF autoExportPolicy RF A fE Kubernetes EfiEh
IP 89 CIDR B E ° {3 "autoExportPolicy

“autoExportCIDRs %18 » Trident A B EEE LR
]I

EERANERERNES JSON BAREE
P in/RsER) Base64 MRiS{H - AREIN/ERIVERE
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password ERTRE / SVM BN - ARENRENRE - A
Rl Active Directory B&5& ~ 5522 "{£F Active
Directory &R:E¥%&m SVM #1T Trident E&z5" o

storagePrefi 7£ SVM HECEMMIFERFIERMNAIEF T ° RER "Trident”
x HORERM

& ontap-nas-economy i B
@ storagePrefix & 24 AFTHERE
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o IEETERS AR AR o MNRKIEIK > BT A RA{ER
BBy Aggregate ZRECE FlexGroup Volume ©
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SEEHENS Trident Controller o JIR &
B7E Trident s ERNECE Volume
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> Bim SR8 SVM Aggregate BF
HEABREARRE o ML B EZ Aggregate
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"method":true}fRIER IETEEITEREEHERR N R EFHAERY
SCERMEEN ~ TBRIFEZIEA debugTraceFlags ©
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USeREST FAER ONTAP REST APl BI#E A28 © useREST" true A ONTAP 9.15.1 SRES
HHRES true B> Trident fFMA ONTAP REST KRS > FHH false o
API PABIRIEE , BREA false BF> Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 FEHThRZS o L4k » MY onTap
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HEHMARARE > “useREST FERRES
“true ; % useREST &HEA “false MUEHR
ONTAPI (zAPI) MO o YNR4ETE » HIL AFX EER
4 SRIRKRERTES true©

limitVolumeP fE ontap-nas-economy &ixF{ER Qtree FFa]sAKHY " (FESRA5AFIFIT)
oolSize B K FlexVol X/)\ o

denyNewvolum PRl “ontap-nas-economy #&imiEIIF FlexVol HEiEE
ePools RIFME Qtree o EEATAETFEN Flexvol RECEH
B PV o

adAdminUser B SMB HAZTE2FEUERM Active Directory &
HEFRENEAERAE o (FRL2HEETEH SMB
HAMSTTRIEGIER o

MR E A B R InARRREIR

A AR defaults BCEBR D HRYEEERRIZFITARACE - HIU0 ~ 552 R TEVAERSES

2¥ Sk fBs%
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ion

spaceReserve ZERMREHEIN; Tnones #BfS) =X volume ; ( "none”
STEK)

snapshotPoli EfEFH Snapshot RH] "none"

cy

gosPolicy ARIHIEEIEIRE QoS KRB - AEERMETEN
| #&ImiEE qosPolicy 3% adaptiveQosPolicy iz —

adaptiveQosP ARV HVHIF&ISKFIBER QoS [RAIEHAE - SEM ™
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X<i& ©
snapshotRese ZAREBRENHEEEFDLE % “snapshotPolicy’2 nones
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 B> EFAEERMWERIBAZER > Trident #5%  snapshotReserve BEEEAREMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[FREAEE PVC A RFFAERMA © volume show sp<% FEBETRIEMLI ILEEHIAIAER ¢
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

/) \HERGHE ()
UTHHRTTEAREE » HRARZSUSHEREARE - ERERBITRHENTIE

@ NRITIE NetApp ONTAP LfEF Amazon FSx ¥&ET Trident » #£:%% LIF 35 DNS &f8mIF IP
{3k o

ONTAP NAS #&% &

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup il

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

CRILAERE Bl ~ LUBRTE "SVM R ARG R HIMETYIRMTR B FHERRIFES °

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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B RERERE A

Er—ER/)\WEIHREEH © clientCertificate v clientPrivateKey
trustedCACertificate (VMIRFEAZSER CA» BIARE) DRIEFTE backend. json B 2 W53
EBREPRIRESE « TAIBFZSER CA RSB base64 4REE(E ©

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEELRAES

REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’
#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4



IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERERNNRIGER

ETAFRRINEFBIRERIETR > FIAREANERE T ETER(E » B8 spaceReserve’ % none »
“spaceAllocation’ % false # “encryption' % false o [EHMIEHEEZEIBDHES °

Trident 7£ M&&E) WRAIPREREIRE  HETLEE "ontap-nas’1E FlexVol LE&7E » S(#t¥ “ontap-nas-
flexgroup' 1 FlexGroup E&&7E ° Trident EECER SR ERE RN LRFIAEBRENIFEERIREE - 27 H{EE
R REEESIUASEERERNIERER » WHFHREIEES4HE -

AT » REFERMBRE T HCOH spaceReserve » spaceAllocation #l encryption B * MM
B EEFEERMANER T TEXRE °
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup &l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

& IREFEE StorageClasses

LAF StorageClass E&RIIIEH AR EHEIRMEIRED]] o i parameters.selector M > &E
StorageClass # &5 E ML ER BRI AREERERE - e AAMEERERIPERNZERZHE -

* protection-gold StorageClass i ¥ifEZE “ontap-nas-flexgroup &MY 5E —EM E _EERZ RN - &
L2 MRS RFENE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #&41Z| “ontap-nas-flexgroup & imHY 58 = F S A EH E R
o BLEZME—IRM gold UIMREZRME R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass F¥HMEE “ontap-nas BiMFENEERERAM o E2M—% mysqldb
A FE AR IR HETEEIRAMARNERA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #E¥ifEE ontap-nas-flexgroup BimHIE
= EEREREA - ERE—IRMIRARIREF 20000 EHEMNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = EEHEZ RN ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident i’REEZEMMEERE R > WHRARTSHEFEX -

IEBCEREH datalIF

VAR ETERE > eI AT T e @ 2RETE dataLlF » MR E 2 E#1 dataLIF B9F{&iR JSON 12 -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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CD Y03R PVC & E|— (BT Z1E Pod ~ BIA/ARARAFT A AR Pod ~ AR BREENRE) « UEE
#89 dataLIF 43K ©

%% SMB

£ ontap-nas SEENFETUET TR IRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

&£/ ontap-nas-economy SRENFZ TN EITIR IRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

‘imfc B R FEIRA
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENFZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D B ATIIE “annotations’ UEIEEZ 2 SMB ° Eig&inDl PVC HUNIECE ~ MNRIRESLLEERE -
2% SMB #PEEIE FIE(E o
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£/ ontap-nas-economy EEENTE T AU ETF BRI &R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-smb-sc

annotations:

trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3

parameters:

backendType: ontap-nas—-economy

csi.storage.k8s.io/node-stage-secret-name: smbcreds

csi.storage.k8s.io/node-stage-secret-namespace:
trident.netapp.io/nasType: smb

provisioner: csi.trident.netapp.io

reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I

trident
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

#& Trident £2 Amazon FSx for NetApp ONTAP 1&F2{E A

"Amazon FSx for NetApp ONTAP" @—IB5E 255/ AWS IRT > Al:EE P RE I TH
NetApp ONTAP ZEEEAMRIBHZIBIIER R4 o FSx for ONTAP B FE£9F) AAEH
NetApp 4514 « MEEFIBIBTHAE > R ESE AWS HEGFERMNGES M « gl - 224
FETHEFT M o FSx for ONTAP 21E ONTAP 1EZ RIS EIE AP o

& AT LA#& Amazon FSx for NetApp ONTAP 1EZ &4t Trident 24 » LUFE{RTE Amazon Elastic Kubernetes
Service (EKS) H#1THY Kubernetes 5 LAACE H ONTAP XIEHE IRFNIERIFEUIRE o

ERRAE Amazon FSx FHEEER » B AEREZER ONTAP FE ° TESE SVM A » ERIIEII—(ES
LEHIEE > ELERIREERARFEFERZRARPIERZMER KRB RIAES © Amazon FSx for NetApp ONTAP
FHEAZIRTEERAMIEH - SEMNERAMIEITES NetApp ONTAP ©

#% Trident 2 Amazon FSx for NetApp ONTAP 12EZfEA » RIHE{R1E Amazon Elastic Kubernetes Service (EKS
) FREITEY Kubernetes SREESESIECE R ONTAP ZiRH & IRHINESAFEBUIEE o

112


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

LtESN "Trident E=3R" » ZH& FSx for ONTAP £ Trident B & » IREE .

« B8t kubectl H9IR7 Amazon EKS 25 B EIE Kubernetes 2 o

* IIAB Amazon FSx for NetApp ONTAP IEERFMFEFER M (SYM) » AIEEERN T (FERATFEL ©
* BEMHEYF "NFS 5L iSCSI" BV T{E&ARES o

@ ERERIREEN EKS AMI $88! > 3288 Amazon Linux #1 Ubuntu "Amazon Machine Images"
(AMI) PR ERRLAEB D SREITIRIE ©

E =
* SMB MR :
° {24538 “ontap-nas EEBIFEZ L2 1& SMB HAIRE ©
° Trident EKS SMHZTUASZHE SMB HARRE o
° Trident {237 #E# & EI7E Windows EiZ5_E#ITHY Pod B9 SMB iR &E o INFEHAAE » A2 "EERE

FI=hex
SMB Volume" °

* 1£ Trident 24.02 Z &1 > TERNF BENMEHY Amazon FSx R A HEM AHIEE FAH Trident bR o A7
B RTE Trident 24.02 SYEShRAF HIRLLRERE » 557 AWS FSx for ONTAP Ry imARREERISE
fsxFilesystemID > AWS apiRegion * AWS apikey #l AWS ‘secretKey ©

@ WMRIEEA Trident 357E 1AM B > BIe] A A EEAEFEISRE apiRegion » apiKey
secretKey f#fi#45 Trident - MNFEEZEH > 552 R"FSx for ONTAP 5% E ZEIEFEF" o

[EIFFfEF Trident SAN/ISCSI #1 EBS-CSI SREET

WNRETITERE ontap-san EBEIFER, (B0 iSCSI) & AWS (EKS ~ ROSA  EC2 SR E 1 TERE) 2fcfE
F > BUEREE FRRSEm 2 IRISECE AT AE & B Amazon Elastic Block Store (EBS) CSI ERBIFZTNEZE - BEEZ IR
EIREIE E B IEMATERE—EIRL LAY EBS HilE » MEEEZRERETHR EBS c U TEHFIER T —E
‘multipath.conf #£2€ > HREI SRR Trident BE > FEIFRHE EBS ML 2 IRISHES :

defaults {

find multipaths no

}
blacklist {

device {
vendor "NVME"
product "Amazon Elastic Block Store"
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Trident $EHMEEREIET ©

 HVERE (B | BRELEHEETETE AWS Secrets Manager & o #EB[IUfE “fsxadmin EHEEAE
HIEERZRH Eﬁﬁﬁﬁj% THY SVM R ERY “vsadmin ERE o

Trident B2 vsadmin SVM EHEES ST » IUEFHRABRELBEAENERES D
@ 11T ° Amazon FSx for NetApp ONTAP 127 —1{E “fsxadmin'{EAZE > AI{E% ONTAP
‘admin' REERENARER A E - HFIRZEZR vsadmin' B Trident HEECEA ©

* BE/REE | Trident RERARETE SVM LRVREEA FSx EERW LR SVM E1THEH ©
ERRAS 2 EENFEEN » F2REHNERESRENRENS D EERA -

* "ONTAP NAS 358"
* "ONTAP SAN Ezz8"

285 Amazon Machine Images (AMI)

EKS B2 IRZEBEERMAK > B AWS E'.ﬁ'ﬁ]‘@%%?ﬂ] EKS 815 T L Amazon Machine Images (AMIs) ° 1
T AMIs EfEH NetApp Trident 25.02 TR o

AMI NAS NAS £&375 iISCSI iSCSI 47514
AL2023 x86_64 ST =2 =28 21 21
ANDARD

AL2_x86_64 = =1 =r =h*
BOTTLEROCKET x S#y** Sy N/A N/A
86_64

AL2023 ARM 64 S =g =26 =21 21
TANDARD

AL2_ARM_64 =/ = Z=hHy* =H*
BOTTLEROCKET A Efy* Spy N/A N/A
RM_64

o ERIE AR B ENRIEARYIE R T RIER PV
o+ 43R B Trident fRZS 25.02 B9 NFSv3 1BHECEER ©

@ YNRITFREREY AMI RTELETIH » WABEREZEEARZIE ; BEEEREZCHARECEAE o 7%
EH2E > JIH T EXNAIEREER AMI ©

ERAUTITRETAR
* EKS hfg7s 1 1.32

* ZHEFE T Helm 25.06 F#iA AWS Hitnro 25.06
* ¥ NAS > NFSv3 #1 NFSv4.1 #3177 3RI5 o
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* #5 SAN 5 ERIE T iSCSI 2 FAIFE NVMe-oF ©
2sTRRE :
* #37 : Storage Class ~ PVC * Pod
fIBR : pod ~ pvc (FE#R - gtree/lun — &55EE « 5 AWS #H{2HY NAS)
SHEZEM
* "Amazon FSx for NetApp ONTAP 3Z{4"

* "BAF® Amazon FSx for NetApp ONTAP HYZRSE AR S E"

37 1AM A& AWS Secret

RE] LR TE Kubernetes Pod LUEE AWS IAM A #E1TERERZEE AWS BIF » MAZIE
{HEFFERY AWS /&:E o

(D == AWS IAM fBEEfT5H:E « EAARARER EKS 281 Kubemetes #1E o

#2317 AWS Secrets Manager

A% Trident & &+¥#} FSx vserver 2 API RA R EIRFEEFERE - RILEEMERENEEEN - BIRELEREER
L2551 AWS Secrets Manager 285 o At » MNRCIEREENE » AFEEREI—EE S vsadmin 1RE
REEERIAY AWS Secrets Manager ZH o

IE&E 72 7 —1E AWS Secrets Manager ZHE3{#7F Trident CS| 32:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

I IAM BEE
Trident 17E AWS 1R SEERIE(E o AL  CRBERI—ERD ~ F Trident FAAHER o

DU EERFIfER AWS CLI 237 IAM [RE :

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON &3/ :
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

#2137 Pod Identity 5 IAM £ & U BIHERFSIES (IRSA)

] LAfEERE EKS Pod Identity 2% IAM role for Service account association (IRSA) 527 Kubernetes FRFSIRF 2
7AHE AWS Identity and Access Management (IAM) B o (FRIEREAFEAZRFIRE R Pod ZRA]LUFENEZA
BEEFERMER AWS ARFS o
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Pod Identity

Amazon EKS Pod Identity BAE#PI RS EERAENAREE > 88105 Amazon EC2 TSR EAER
Amazon EC2 #{T{ERSIRM/RBHVA R ©

£ EKS &% %4 Pod Identity :

IRB] LUER AWS 16 ST Pod B4 » tha]LUER %) AWS CLI &5

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

WMEHAAE N > 5528 "58E Amazon EKS Pod Identity Agent" o
#2137 trust-relationship.json :
#2171 trust-relationship.json &2 » f§ EKS Service Principal SE£17&#& Pod Identity FYLEAE o JARERILE

EEBRELAS !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json 125 :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BERRIMINE 1AM B
i E—E D SRR ABRAMNEIEZIR IAM At
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

#2137 Pod B)RAE :
£ IAM A&F0 Trident BRFSHRE  (trident-controller) Z %I Pod &9 R

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

RFEMEERAE: (IRSA) BV IAM &€
{5F AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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SRS trust-relationship.json XHFFHHUTE :
* <account_id> - {&#9 AWS #R5E ID

* <oidc_provider> - f&f EKS £/ OIDC o ERILUE BT T on< IREZ oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

1% 1AM A 1AM [RE| R
Btk FRLLGSRR (ELRSEPEN) MNEseE

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

BesE OICD fRfHtE R E R

AR OIDC {RIEE BRI ERRE - ERILERN T < EThE :

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MBEEADZE ~ FHEANUT LR IAM OIDC RHEEIITRIERSE !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

NRICERBIZ eksctl > HERUATEAITE EKS PARFBFIRAEIL IAM A !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

Z24E Trident

Trident f§15T Kubernetes 1 Amazon FSx for NetApp ONTAP {#77E1E » :ZITRIRIEA
ENMEESEME INERERIE -

ERILUER 55522 —% % Trident :
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* Helm

* EKS MImnsofF

MREASERREIAL > R CSI RIEHISSMATER o MBSAEN > HBM "4 CS| HIKERBIRIET)
BE"o

%38 Helm Z#E Trident
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Pod Identity
1. #7% Trident Helm {72 -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. SR THIEERIZZEE Trident :

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace

CRILUER helm list SPLRMAEREFMEN » HIUNGTE « v =M « B* - ARRE ~ BAREIRZA
MUEFTER o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RFEIR A REE: (IRSA)
1. #73% Trident Helm 472 .

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 327 cloud provider #1 cloud identity f9& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident \

——Create—-namespace
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CRILUER helm list SPLRMAALEFHMEN » HIU1RTE « sz « BR K& « BAREIR
AFUESTR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

WNREITEEA iSCS| » AR FER A B _ EEEUE iISCSI - INREFERRZ AL2023 Worker
node OS » BILUFEETE helm LRI B EILEENEHE SR EEZE iSCSI BRI :

(:) helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

&8 EKS SN ZTIZE Trident

Trident EKS HAITTH E1 2 BAR 2 MR « SHMETE > 048 AWS BRSBTS Amazon EKS JEE(E
A ° EKS HNNToHEPTERIEISMITERR Amazon EKS BEMZ2MAMEEN - I/D R  REFEHHIMITHA
BIITIEE -

FoRIGH
43 AWS EKS 527 Trident M0 2 AT > sARERIGE BB TRA

* BAMINETEIA Amazon EKS #EEIRE
* AWS ¥t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* BREREERY ¢ AMD 3 ARM
* IFER Amazon FSx for NetApp ONTAP t&Z &4t

EXFRERR AWS 89 Trident M0
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BEIES
1. 7f https://console.aws.amazon.com/eks/home#/clustersBEEX Amazon EKS 4 o
2. TEAIEEREET ~ ZEE Clusters ©
3. BHEEAHFIE NetApp Trident CSI HiNNTTHFAIEERTE
4. 342 Add-ons > 7A183%1E Get more add-ons °
S. SAMERIAT P BREEZEMI N IO
a. [ THEIE AWS Marketplace [fiINrc Z893 » RABEIESHEPRE A "Trident” ©
b. #EHY Trident by NetApp A iRA _EAMIIZENS IR o
C. 3%E1Z Next ©
6. 7£ Configure selected add-ons FREEM@E . E > #MITIUTIRME :

@ MR IEEARZ Pod Identity association > :5BKBELESER o

a. EEVCEERA Version o
b. iNRIEFER IRSA B15 5 » SAR(RRE A EhL B R EPIRHNEEE !
» AR EF AR Version ©

* {88 Add-on configuration schema #17#2{E > Wi configurationValues 2#7
Configuration values Z3 7% E A EIE L —EIPFREILR role-arn (EFERATIIER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MREE [BE) FRAEREALN > BIRAIMNEAN—EZERE I SEGH Amazon EKS Fhi
RUNRERE - WRAMABIUEEHSRARERER » ARER R - Mr] LRI B EEREER
BIRHFEER o BIZIEIRY A > AR Amazon EKS SMIMEVS B EIRTREGTEEMNRE °

7. 3EFE Next o
8. 7f Review and add E& I > #E#Z Create ©°

T RETTHE  EEEIIERERWMTH

AWS CLI
*1.383] add-on.json EFE *

12 Pod Identity > sAERAL T :
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G ==

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¢ IRSA 3058 « sAEEAMUTHEI !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

() # <role ARN> Bt E— S BRI M E ARN o

2.%24E Trident EKS N o
aws eks create-addon --cli-input-json file://add-on.json

eksctl
LUT&568n % Z4E Trident EKS Mifnrcf :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

7 Trident EKS MiNTT
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BEFES

1

N

- BEX Amazon EKS E#E& https://console.aws.amazon.com/eks/home#/clusters ©
- EEAIZERES « ZEH Clusters ©
- BEEAH T NetApp Trident CSI SMIMETNAI R E LT o
. #8412 Add-ons 1Z%; °
. 3EHY Trident by NetApp > 7A%%3%HY Edit ©
. 1£ Configure Trident by NetApp BE Lt « 1T TIRE :
a. ERESE(ERAB Version o
b. FEFH Optional configuration settings T iRIETEEITIEN o

C. 42 Save changes °

AWS CLI

X

TEBIER EKS Mo :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* BB FSxN Trident CSI SM#ZTURIBRIARZS © & “my-cluster BB IEHERE RN

eksctl get addon --name netapp trident-operator --cluster my-cluster
HHlEL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BHINTHEEHRZE L —F B UPDATE AVAILABLE TFEREIMIRRZS o

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force
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https://console.aws.amazon.com/eks/home#/clusters

UNREFEPF *--force #E1E » B1E{a] Amazon EKS MIME R E EICIR AR E®ZE » BIIEHT Amazon EKS
SMEMETUI E R ; CEUREITERAE » LRI IGHRESE o TEIEEILEIB 2 i » ;A (R Amazon EKS 4h
HEXFEERCEEEENRTE  AASLEREEWILRIEES - BRALRENEMBRBENEZEN > 5
28"9MEMEZL" © AR Amazon EKS Kubernetes I EIENEZ B » 520" Kubernetes HIIEIE"

FRI&Z25E | #5142 Trident EKS Mif0rc
1A MiEEIEA % Amazon EKS Mol :

s (REEHEE FHIMIINERES — HHEIEHEFEPR Amazon EKS HFIARENEIR - BIE 28R Amazon EKS BT
BHUREEEENE%E BB EH Amazon EKS MIINEREEAITHEE - (B2 » ©EREBHESE LAIMIINEEE o It
BEIE(HEMNERE R A B B L > AR Amazon EKS Mi/NEREE o 5 ILEEIE » MINEEER S HIR SR
S o A SRS “--preserve BEIE LR B M NEREE o

© REBEESTEBIRMIMNTHEEE — NetApp BFHEEEHNESE 8B T ARBZMMTHE R » TRHEE
PR Amazon EKS KNIt o 7 *--preserve 15 < IR "delete BB PRI AN TTH ©

() MEMMTHRIT 1AM IRE - ARG AM IEF o

BEFES

. TE https://console.aws.amazon.com/eks/home#/clustersFEEX Amazon EKS F & o
- BEAIEEREES « ZEH Clusters ©

. EEIBETE05 NetApp Trident CSI IMIENRIEELTE o

- #EHY Add-ons 154 > 7A1%2%EEY Trident by NetApp ©

. ¥£4Z Remove °

. 7 Remove netapp_trident-operator confirmation 135514 « 117 F5IR1E :

a. NRIEFHE Amazon EKS EIEEIRIMIMETLBIERE » 5515E1E Preserve on cluster o MR EHEH
MR REEERE L » UWEETUBITERIMNIEXNFIERE » BHITILIRE o

b. #i A netapp_trident-operator °
C. 3512 Remove °

—_

o o0 b~ WD

AWS CLI
i “my-cluster AR IEHNERERM > ARAITUTEHL ©

aws eks delete-addon --cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
LUF e < S ERZLEE Trident EKS MiNTT -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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BERF RN
ONTAP SAN 71 NAS EEEIfi2 &S
EEEN#FR  KEEEI JSON 5% YAML MV AVARRENE - ZIEREEISTCAAEMNHFER. (NAS &

SAN) ~ HERARM « ERPEUSERR SVM URINMETEE - U TEHABRTMAERER NAS Bi#E=RE
» RN fER AWS ZEEREFEREAR SVM 58858 ¢
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1l",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"
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1T 7 E < LAEBILAESREE Trident Backend Configuration (TBC)

* 1t yaml $2ZE Trident &IHZHAE (TBC) » WHITFAGHS -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* BR5E Trident RIn4ERE (TBC) REEMINEIL !

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP EEENFZTUsHARE 1
&R AfEFA T BEENFZTAE Trident 82 Amazon FSx for NetApp ONTAP 24 :

* ontap-san . SEBEEER PV EE2EBH S Amazon FSx for NetApp ONTAP FZREE FAY—1E LUN o H#EE
BAREIREETE

* ontap-nas . SESEEN PV #E— BRI Amazon FSx for NetApp ONTAP HEEE o #EE R NFS
1 SMB

* ontap-san-econony . FEBEEN PV #E—1{E LUN > & Amazon FSx for NetApp ONTAP FHRE A]
5R7TE LUN FUBE o

* ontap-nas-economy . SEBEEN PV #E—1E gtree » &{E Amazon FSx for NetApp ONTAP R &
AIBECER gtree (= ©

* ontap-nas-flexgroup : SEBAEN PV #E—E5TEE Amazon FSx for NetApp ONTAP FlexGroup
MR & o

BRAEREIIZRFAAE R « 2R "NAS EEHIFZT0" F0 "SAN EREIFZZ" o

K

REASZEITTHE » MITU T e R EBIIE EKS A ¢

kubectl create -f configuration file

AEEREER  FBFRITIR S -
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kubectl get tbc -n trident

NAME

PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

& imE RS AR S A

Y

s 2B TR T BBRIRAER

storageDriverName

backendName

managementLIF

130

2

Bound

BACKEND NAME

backend-fsx-ontap-nas

Success

HFRREE TN ATE

ERIEZY e T

=g SYM BIE LIF B9 IP {idlk »
AILEE eI ZTE (FQDN) o
R Trident 2fFEH IPv6 FEIZEZEE
By > AILEREAER IPV6 i

3k o IPv6 (b E R FIESRE R

B0
[28e8:d9fb:a825:b7bf:69a8:d02f:9
e7b:3555] ° WIRITIE

fsxFilesystemID ~HY aws i
et managementLIF > B AREE
EH1EM managementLIF ° A&
Trident &7 AWS £EEX SVM &l ©
Ht > 485 SVM FHERE (
4N : vsadmin) 1EHEE:E 0 B
BEXNERE vsadmin B °

BACKEND UUID

7a551921-997c-4c37-aldl-

&
YRER A 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

EEENT2\ %8 + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"



W
st

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

=R EH

7 LIF B9 IP fiI3it - ONTAP NAS
EEFNTZT © NetApp E:HIEE
dataLIF o gNSRKIRM » Trident 1
SVM EYf8 datalLIF o & LUEE—
BEx2REMFE2TE (FQDN) AR
NFS BMRIR(E » MBI DNS
L TE %A@ dataLIF ZFEHL‘T—TFE\%?;:F
187 o FURREB T LIEN - 52

S - ONTAP SAN EE&7725 : iSCSI
MBIETE o Trident £/ ONTAP &
M LUN BREREIREIZSHREE
EEPTEERY iISCSI LIF © YRR E 2
T dataLIF » BISEFESL - NR
Trident 21F A IPv6 {25 L4EH »
BIF LS EA(ERA IPv6 itk o IPv6
it BRAIERER » Flt
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] °

RUF BEhEE R BZ LA R [FAA
{&] ° £/ “autoExportPolicy 1
“autoExportCIDRs %18 ~ Trident
AU EEEIRELEREA -

EUF “autoExportPolicy” B FA 7% fidse
Kubernetes &i%4 IP B9 CIDR JEEE o
/8 ~autoExportPolicy #l
‘autoExportCIDRs #£18 » Trident &J
UBEEEEHRE -

EERRHIRERNER JSON &R
REE

AR iH/&R:EM Baseb4d 4RIE(E o A
REPRIEEERS

AR iRfhAZE % i8H Baseb4 RI5
B - B/REEERS

Z{S1E CA &80 Baseb64 4REE{E ©
BEA o AN EREEERE o

BREEEEs SYM ERES
& o ANEN/RENEDEREE o #l
0 > vsadmin ©

EiEE D SVM RS - ARER
BB EEEE

EEANFEEERKS

£ SVM FREcERHARRE R PR A RY
AR o BATREIAEDR - BEEMN
Jtt*%t CEERIERIR o

g

false

"["0.0.0.0/0", "::/0"]"

MRIEET SVM B

Ho

trident

2 LIF > BEPT
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W

#

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare
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*2&7 Amazon FSx for NetApp  &70{£M
ONTAP 157 © *#2f#By “fsxadmin®

# “vsadmin' A EZEA Trident 1%

2= Aggregate R IE R IILABR S

FrEEIRERR o

MRARWEIEEA/NEALLE > " (FERTREIET)
AIBCE KRR o E5h > BIEREITH

EIBH gtree F1 LUN HBHIR K/

» W B#% “qtreesPerFlexvol AR

#rE:TEE FlexVol HiEEMR A

gtree (=2

1@ FlexVol volume BI&A LUN 2 “100”
BT [50, 200] EER o ER
SAN o

FAR RREEHERR RV ETEREAR © B null
a0 ~ {"api":false, "method":true}BRIE

IR IEEEITRR B B R B S F AR
sCERRED ~ BRIFEIER

debugTraceFlags °

LUESEDFRAY NFS #8185
B o Kubernetes FA M HERE & AYH
HRIEREEAFENPIEE 0 B

W R GEFLHER hR e E A EE

15 » Trident i$EEREIF A REERIG

SR ERE RIS E AV EEETE o YNGR
FHERMRERPE RIS TR EE

15 » Trident i A E7ERABIRVFAE
AR & & E (T I 88T o

BoE NFS 3¢ SMB HAHEERVIEIL ©  nfs
IS nfs ~ ‘smb g{ null o *AE
REA smb A BEIEIL SMB HEEE

& o *2R7E A null BIIFEERIEIL NFS

MEREE o

1& FlexVol volume BY& K Qtree  "200"
BE W ATE [50, 300] EERN

BRI LIEE Ty %8z — @ FH smb-share
Microsoft Management Console

ONTAP CLI #1789 SMB HH %8

» BLAEF Trident #1Z SMB A/

%78 o L2 Amazon FSx for

ONTAP BifEHNERN o



W
st

useREST

aws

credentials

iR e E N RInERRER
CRIUER defaults ELEERD PRYELEEERIEFITARECE © A0 « F26 TERVAERRESG o

W

#

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

siLPH eyl

w28 > AREA ONTAP REST false
APl o BB ES “true'BF > Trident 1%

£/ ONTAP REST API Ei1&i%iE

# o LEIHAEEE ONTAP 9.11.1 B,

EHTHRZ © b9k > EFEAY ONTAP
BEABBHXNERR ontap FERAER
F7FEVERR o AL EEM vsadmin®

zg “cluster-admin" Ao imE L E

I&BILUTE AWS FSx for ONTAP £
HERSEFRIEE TFIIEE | -
fsxFilesystemID : &7 AWS "
FSX IEERZM ID © - apiRegion "
: AWS AP| &15{%f8 - apikey "
: AWS AP| &8 © - secretKey

: AWS WZEER o

15E ERETEIE AWS Secrets
Manager H1#J FSx SVM £%:E o -
name : B8 SVM sR:EH SR
Amazon Resource Name (ARN) o -
type : BRIEAY awsarn ° HIFEFF4H
&l > 552 R"E1L AWS Secrets
Manager 225" o

Sk TE=%
LUN BYZ=ERE S EC true

ZeRMEEE ; Tnones (EfS) none
g volume s (%)

E(FFRY Snapshot FREI none

EARBIUMMBIEETSK QoS K& ™
4 - BEREF IS BIREE

qosPolicy 8 adaptiveQosPolicy H
2z — o ¥A#C Trident £/ QoS &
BRE¥4HEE ONTAP 9.8 S E iR

7 o fEFEZERIEHZH QoS K&
B4R > WHE(REX SRR BHAHERER
ESERKE - H=ZM QoS FKI&KEFH
RFIREIFE TR HMEEL
2R o
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W

% 55 AA 6

adaptiveQosPolicy ARSI EISRKE BEE QoS
[FRIE#E - BEAREERNHER
B]#%$2 qosPolicy 3¢
adaptiveQosPolicy EF 2z
— o ontap-nas-economy A3 1% o

snapshotReserve ARBREBIEIEE B2 "o R snapshotPolicy /& ‘none
> “else™

splitOnClone BIURRERNERIBEDE false

encryption TEEHEREE EEYA NetApp Volume  false

Encryption (NVE) ; TE:R{ES
false o EfERILIEIE » FENE
B3 NVE 5Fa B NVE o 1
B1BIEEA T NAE > BITE Trident
hifp iR AR E &2 B
NAE o UNFEHME » B2 H

> "Trident &1 NVE #1 NAE HYZE{F
FIl" e

luksEncryption ERFA LUKS 1% - 5526 " H
Linux Unified Key Setup ( LUKS
) "o {£PR SAN

tieringPolicy EFRNSERA none
unixPermissions R EREL - SMB Bl &EHR "
BZER o
securityStyle HHERMZ2RN - NFS X NFS T8 /E% unix © SMB FER(E

‘mixed 1 “unix 2 c SMB X A ntfs ©
1 ‘mixed ' 'ntfs' Z21ER, °

EZ& SMB Volume

B LUEH ontap-nas SEENTEINRECE SMB HARE o TE5ERE ONTAP SAN #1 NAS ERENFZNEES Z A » 3BT
SR TR | "EEECE SMB Volume"

FeEf#FE4RA PVC

BcE Kubernetes StorageClass ¥4l 217 A 7F485! » MAFET Trident YI{AECEMLIRE o 32
3 —1@& PersistentVolumeClaim (PVC) RfEFEAER Kubernetes StorageClass :5K1F
BY PV ° 781& > &0 LA PV $#181E Pod ©

B (EEEER

fic & Kubernetes StorageClass #)14

#% "Kubernetes StorageClass ¥ 5 "¥{4#& Trident &5 A28 AN FACE RS » W35 Trident UNEIFCET

RR& o EFLLEEHIAER NFS MR &EEE Storageclass (ARATEMEMYIER > A2 T A Trident BiE
) -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

AEALUTEFIAFER iISCSI IR &EERE Storageclass -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

HE17E AWS Bottlerocket EECE NFSv3 HAIR&E » 551G AAHTIE “mountOptions’ E{#EF4ER! -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

FHZR"Kubernetes 1 Trident ¥{4" W BER A TZEER AN {AI B2 *PersistentVolumeClaim B & » M K&1%EH| Trident fiC
BBV EEEHE -
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Bif#EFER

1. E2—18 Kubernetes ¥)F > EIL:EEA kubectl £ Kubernetes FIEIIE ©

kubectl create -f storage-class-ontapnas.yaml

2. IRTTIRFEZTT Kubernetes # Trident F& | basic-csi #7185 > M Trident FEZ DRI T BiR _ FWEHTE
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
#37 PVC

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim "] (PVC) eHEE L persistentVolume

HAFEREER o

PVC AIMUECE A KT EA/NBIHFEREFEUEL - FiBRANBY StorageClass > FEEE S NMERLUEH]
PersistentVolume A/NIFEVRT » ER]LUEFIMBENRIFZSF RS ES2H -

#2311 PVC & > ISR LUTE pod H#HE, Volume ©

HEHEFBE
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PersistentVolumeClaim #&74</5 8

ELEFIRETT PVC MEARFEEE o

H7E RWX FEURAY PVC

L& FIRET T —{BEd$a 2 “basic-csi'BY StorageClass BRI AR RWX ZEUEERIEZ PVC

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

£/ iSCSI K1Y PVC &5

L& B R T —EE% % protection-gold #Y StorageClass BEE#AY « A RWO 7ZEUERRY iSCSI EZs

PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

#2317 PVC

1. #3 PVC o

kubectl create -f pvc.yaml
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kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

2B Kubernetes # Trident ¥{4" LA B R TZEE R AN {1 EL “PersistentVolumeClaim B & > LA K3%EH| Trident fi
BEHEEN 2 HGEME o

Trident B4

BESBURE T FEERMLE Trident EENEFE MR EREHEENEREE o

Bt faR BEH BE K XiEE
YA 3= HDD * JB& Pool B8 ILEER! 15ERVEASEERY  ontap-nas ~
I » SSD ByYERS ; BRE ontap-nas-
RTMERE economy
ontap-nas-
flexgroup ~
ontap-san +
solidfire-san
provisioningType =& B BRI BIEEMERZE thick : FiF
BRE ONTAP ; thin :
FiE ONTAP #1
SolidFire-SAN
backendType F& ontap-nas Pool BIiETE E (EERI FrEBeEni2zl
sontap-nas- R
economy ~ ontap
-nas-flexgroup
» ontap-san
+ solidfire-san
» azure-netapp-
files ~ ontap-san-
economy
TRE] mE true » false Pool SZIEHIREB BERUAIRIEAVNL ontap-nas
HIHAIR & e * ontap-san
~ solidfire-san
B mM{E true ~ false BN IEER CRUBEA/E ontap-nas
MR & R&E * ontap-san

~ solidfire-san
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B4 L BESR (- 23K XEE

= mikE true - false EFMZIENE CERAENZENE; ontap-nas
HER & R& * ontap-nas-
economy * ontap
-nas-
flexgroups ~ onta
p-san
IOPS int EEH Pool BESHMTEELE  Volume {R2ET3& solidfire-san

ZEERNA IOPS £ 10PS
. ONTAP Select 4R %15

EEHGIEAER
I f#FLERIA PVC & > BIRIAE PV #MF) Pod L o ZER%IHE PV E1ZE] Pod RIEEHI

an S AAERS o

TER
1. 7£ pod ##E volume ©

kubectl create -f pv-pod.yaml

MUFEEAIRTR T #§ PVC &5 pod BUEZAAERE | BAHERE !

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage
@ A LUER kubectl get pod --watch BESiF#E o
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2. AR @ EHEE /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREEAILUMIER Pod T ° Pod ERRIRTERFE ' BERRE -

kubectl delete pod pv-pod

7T EKS &5 557 Trident EKS MiA0c

NetApp Trident 15T Kubernetes 1 Amazon FSx for NetApp ONTAP fA7ZHIEIE » ;BT
MR ASMEIESENE TN ERAIEREE o NetApp Trident EKS SMIMEX B RIHY
L2 M EMIEXTEREE > WS AWS 558 » T8 Amazon EKS $8E2fER © Itk EKS
MR BT R Bh (I B FE(R Amazon EKS F2ENZ2MMIZTE M » WiE/ Zik - REME
FIMIEPTRR LIRS ©

FERAE
E74 AWS EKS 527 Trident fiINTfrZ Al > sERERIGE R HTRA

* BEFERAMINTTHEHERRAY Amazon EKS ZEMRE o 3528 "Amazon EKS MiNToE"

* AWS ¥ AWS Marketplace FIHER :
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $82Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* ENEREEEY ¢ AMD T ARM
* IRBEH Amazon FSx for NetApp ONTAP 1EZ 24t

TR

1. SBIENEIL IAM AEF] AWS g » LUE EKS Pod BE$A7ZEN AWS BHE - BRAERAA » 52/ "E17 IAM A&
&F AWS Secret" ©

2. £ EKS Kubernetes &% F » EEZF Add-ons 1Z%; o
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

3. Hi{E AWS Marketplace JMEET » SRR EEIZ storage $87) ©

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. % Z| NetApp Trident > #EEY Trident JMEFEXHIEEEIE > JA%EIE—T Next ©

o. FIEFTR M INTTHFRRES
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

NetApp Trident
Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X
You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel

6. ECEFTRBYMIMNTTHRTE ©

7. NRICTEEER IRSA (ARFEIRAR IAM Af)

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J

Add-on name & Type v Status

netapp_trident-operator storage ® Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name 'y Version v IAM role for service account (IRSA)

netapp_trident-operator v24.10.0-eksbuild.1 Mot set

EKS Pod Identity (0)

Add-on name - 1AM role [# v Service account

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Previous

SRHEMBRT R EE" -

3
\

8. E4Z Create °
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9. FESTMIINTTHRIAREE S Active ©

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by
NetApp, Inc | K]

10. HITU T an S LUEREE Trident ST EIERZEEEE L ¢

kubectl get pods -n trident

N @EETREVRERFR - IFEMENR - F2H "LEFFER"

fEF CLI ZE/fEMRZEE Trident EKS MNTT

/3 CLI Z4E NetApp Trident EKS M2 :
LU EEHIF5 S L4t Trident EKS YMiMER ©

eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.0-eksbuild.l (EFFAZEMAIRZ)

LR &5 < 224E Trident EKS MiMEZCHR S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.1-eksbuild.l ({EFAZEMARZ)

LUFEEfI15 < 224E Trident EKS 9MiMEZCHR S 25.6.2 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.2-eksbuild.l ({FRAZEMARZ)
£/ CLI )& NetApp Trident EKS M2 :
WU Ten S GRERLEE Trident EKS MifNoc -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{# /A kubectl 7B H

BIREERT Trident BABEEFER A2 BIRIRAER o EEFF Trident MR EEFERRBE » UK
Trident FEZANEIEFECEMIRE o L4 Trident & > T—F 2RI B o
‘TridentBackendConfig' Bz & REZ (CRD) m[:EXEEER Kubernetes N EEIIME
I Trident &% o fBIAfERA “kubect! FEE A EHY Kubernetes #¥1ThRAVZERY CLI THAK
SRR LEIRAE o
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TridentBackendConfig

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{ERIiHiFHZER CRD » AJ:EEFHEH
kubectl EIE Trident &l ° Kubernetes fM{FEEIESIREAUEREEB Kubernetes CLI BIIFEIRR G » M
BEEHHNGLSHERRERX (tridentctl) o

#1317 TridentBackendConfig ¥4 » AU TIEMR ©

* Trident \RIREIRMEMEETE BB ILBIS © EEAEIRTA TridentBackend (tbe tridentbackend)
CR-

* TridentBackendConfig ME—#FEEIMH Trident #IZHY TridentBackend ©

@& "TridentBackendConfig &B£2 "TridentBackend {R{F—H—HIPLGIR% o A& BIRBHRFERERTHNEER
W 5 BER Trident RTEBRBIEYENAR

@ TridentBackend CR H Trident BE)EIL o I FEZMENEM - MRIECHEEFTHERIE « 58
IBIERK *TridentBackendConfig ¥4 BRI T UL o

FA2BLLT TridentBackendConfig CR & L& :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T AIUER "trident-installer” BERBVEEH] » T BEPIERHF T A/ARFEHISEARE -

‘spec R BIRFTENHERERHY o E4HFIF « BiR{ER ontap-
san fEFEEENRET - MERILERKEHIHAVBESH - NEFEFEFRESENEREIEEE « 5
Z[1ink:backends.html [ "HFRIIEXNRBIHERER"~] ©

‘spec’ BEEtMEE credentials’ # “deletionPolicy’ M » EBLERAIEE
"TridentBackendConfig™ CR FHETSIAR

* credentials ! IEB#ALERIL > BFARARER/RBFETRENNEERN  L2HRERERE
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

#2371 Kubernetes Secret © 5358 BRI A SEAIX FH. A EE - BRIREHEER ©
* deletionPolicy : IEMIER TridentBackendConfig MIBRIFESITHNIRIE - ERJUBUA THEEZ

° delete . EFER TridentBackendConfig CR K E AR BY & IR EAR PR © S TERIE ©

° retain . & TridentBackendConfig CR P& » BIGEREFEE » WrFEB tridentctl EITE
12 o BMIFRFERIEE2 retain’ AlEEREFERERTEIRAE (21.04 ZRTARA) LFREEERILINELR o B
“TridentBackendConfig 2 & > RIUAEFTULHANIAY(E ©

BiImATEIBEB spec.backendName RE ° MIRKIEE ° BInBBERES
@ TridentBackendConfig ¥R %FE (metadata.name) ° #E:H{FH spec.backendName B
MR TR IHHE o

{#H tridentctl BIMBIRRZBEE TridentBackendConfig ¥I5 o (ERILUEIEE
BEEIL "TridentBackendConfig CR {#FH kubectl REIBELERI - W B IEIEEHERE

BU4BRE2 B (BI¥0 spec.backendName * spec.storagePrefix »
‘spec.storageDriverName' %) ° Trident & BE&HEEILAY "TridentBackendConfig' B3R A HI1&
IHADE ©

EfERA “kubect BILHBI RIS » SEZHITUTRE :

1. #8137 "Kubernetes Secret" o It & E = Trident B {#Z &£/ IRFS B FIEMNIEEER o

2. #37 "TridentBackendConfig ¥4 - EH B S B RMFEESE / IRISAVGEAE N « UKRE L—FhEIEE
28

EirEimRE > e LA#EHA kubectl get tbc <tbc-name> -n <trident-namespace> REREREAREEMI UL
EFZFMEN

HER 1 . 37 Kubernetes Secret

BII—EE 2R mFIN0ER Secret o BERFARE /| ToEZMHE—RY - UTE2—EEM :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREE T BER#FT A Secret XA ZHIMNL
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https://kubernetes.io/docs/concepts/configuration/secret/

#7748 Secret Fields it
Azure NetApp Files

Element (NetApp HCI“SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

473

clientID

fERERTE

28

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

1R IsRER
FERmRUEE MR P 1D

BEEFPIEERB SolidFire 5
B MVIP

FAREERE | SVM NfERE4
8 - AR ENERRENE (1 5EE

EIREE /SVM KIS - ARER
RS0 EREE

ERinfAE&I%H Baseb4 4RI5
8 - ARER/RENERSE o

ANILERERE - IR
useCHAP=true Bl 38IH A
B? ontap-san'# ‘ontap-san-
economy

CHAP ZEH 18 o TR
useCHAP=true > BIIA#IEIE © &
A ontap-san'# ‘ontap-
san-economy

BEERERLE - MR
useCHAP=true » RIlZ#41H1E - M
% ontap-san'# ‘ontap-san-
economy

CHAP B1ZRREN23ZHE - IR
useCHAP=true |4/ 1EIH o A
#? ontap-san'# ‘ontap-san-
economy

TFUEP BRI Secret * i EE F—HEIM TridentBackendConfig ¥4 spec.credentials i

REIA o

WEE 2} TridentBackendConfig CR

CIRTERI LRI TridentBackendConfig CR T o fERFIF » FF ontap-san EEENENMRIGEFERUT
FrAY TridentBackendConfig ¥4iEIIRY !

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

B 3 E§iE TridentBackendConfig CR HYAREE

#2317 TridentBackendConfig CR & ~ & nILABSEE EKAS o SRR TEF) :

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIGEMINEINAHEE TridentBackendConfig CR
B EZ BT LAUER A T H A —{E(E :

* Bound : TridentBackendConfig CR 212 > BZBIRE R configRef RES
*TridentBackendConfig CR BY uid BYE °

* Unbound : f#f """&RMR° “TridentBackendConfiqg ¥MEARERRR o FAAFIEILN
‘TridentBackendConfig CR FEREPEEISULPEEL © PEEREE TR » HIZHMIEZ Unbound ARES o

Deleting : TridentBackendConfig CR FY deletionPolicy HREAMR - &
‘TridentBackendConfig CR #fHIFREF » ©EEA TEEMBR) AKRE o

c MNRBIZEAFEFAMEBEESTS (PVC) » RIfIBR TridentBackendConfig i &%% Trident filp&1& s A

Kz “TridentBackendConfig'CR ©

° WNRBIRTFE—ESZME PVC > BIBIHEAMIPRIREE © TridentBackendConfig CR BE&EAMIER

PEER © & ImAN "TridentBackendConfig' R B TEFAE PVC & MIbRE A 2 Ib o

* Lost : 8 TridentBackendConfig CR BHEHI R IR 2 INHEMIPR » M TridentBackendConfig

CR MARBHEMIIREBIRAZRZE o iR TridentBackendConfig {HAfI > ‘deletionPolicy CR 1}

FART AR B o

* Unknown:Trident #ZfEEE TridentBackendConfig CR BRI B IRAVAREE S S FE1E o FI90, 401K API

{AlAR232 B EIEDL tridentbackends.trident.netapp.io CRD ff5k o BRIEEEEST A ©
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Et > BIHEMTHAE | BRILEEE—EEH MR > FIU0 "2 ln BTN inflfR" o

GEF) S5 4 BUSESHMMER
EEIMBITIA T2 B R AR E S &R -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LtESh ~ FHE RIS YAML/JSON 8 fi# TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Bl & backendName M ‘backendvUID [E]fE ‘TridentBackendConfig CR MEIZAYE
I °© lastOperationStatus iR/ TridentBackendConfig CR & —RIR{ERVAREE » sZ1RIERI AR
ERAERE (FIM > FREEEET spec PHELERS) FE Trident fF52E (FIUN > 7E Trident EFTEAEIHAM

) o H{EFILLZE Success I{ Failed °© phase FR/R TridentBackendConfig CR &% FRARBIAREE o 1
L+ mEEEHIF > phase BYEA Bound ° 5 EMkE TridentBackendConfig CR BB imRERN: o

BRI LAFIT kubectl -n trident describe tbc <tbc-cr-name> Bp < KREVSEHHENFAE

@ 1&48E5%(E M "TridentBackendConfig #4351 “tridentctl REF MR E SRR c- EE TR
£ “tridentctl £ "TridentBackendConfig' Z BEITIIAFRERIP IR » B B A G ©

BB % I
{EF kubectl 11T HEIE

T EEAAI{ER “kubectl TR In B IE4R(E o
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

LlERES

filPf TridentBackendConfig B35 Trident MHBR/{REBEM (BURK “deletionPolicy) o &EfM
FR1& iR » sEFE(R deletionPolicy REAMIFE - ZEEEMIPR TridentBackendConfig ’ iBHELR
“deletionPolicy 5 E AR o Bk I UARBRBIRNIATEE » L EAIUER “tridentct ETEIE ©

HIT e -

kubectl delete tbc <tbc-name> -n trident

Trident A& F& Kubernetes IE7E{#EFEAY Secret TridentBackendConfig © Kubernetes AR & &5
Secret ° filfF Secret RRAZEIEIN I o IBE Secret FBEW R IRFEHRF > 74 FEMIB o

BRRANRR
PUTFHIHS -

kubectl get tbc -n trident

&t AT LL#N1T “tridentctl get backend -n trident 8%, “tridentctl get backend -o yaml -n trident’ JREV{SFR B IR A % ik
HEE o ILEEES SRR tridentctl BIL & ©

R
EHEBIENERAEERS :
s HERGHREEEN - EEFH/RSE, MAFH TridentBackendConfig YMFPEAN Kubernetes
Secret © Trident i {ERIREMNRIT/RE B TR o MITLU T < E# Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* BEEWBY (FIMEEZFERN ONTAP SVM B&TE) o
ISR UER U T2 EiZE8 Kubernetes ¥ “TridentBackendConfig #14 :

kubectl apply -f <updated-backend-file.yaml>

o IE O UFERAUTHRSHIRA TridentBackendConfig CR #ETHEN :

kubectl edit tbc <tbc-name> -n trident

150



* MRBIHEMKRY > BinHEERTH L REMBECE  ERILUBBHIT kubectl get the
<tbc-name> -0 yaml -n trident’ 3% "kubectl describe tbc <tbc-name> -n trident’ 2R&EF H 5
O  m=rr-
© EEHEAE EAARRERNRER - ERIUERMITEMSBS ©

{5 tridentctl H{TRIHEIE

THEEUNEI{E A tridentctl BTR IR S IEIR(E o

tridentctl create backend -f <backend-file> -n trident

MRBIFRILKY > ARTRIFEEFERRE o LA UHITU T ap < RAZFTEUFIEREA

tridentctl logs -n trident

BRI EEREREPRMER > EETUBRHIT create’sp < ©

fpR1E i
B Trident MBKELS - FHHTFIIRIE -
1. BUSHHEHE -

tridentctl get backend -n trident
2. MBREL

tridentctl delete backend <backend-name> -n trident

@ YNR Trident ERCUILBIRECE TNHAFERVHEREFIRIR > BUMIPREX18 tnns B LE HL FC B RTAVRENR
& o ZBImIAEAELL TIEEMIPR) ARRETFTE ©

BARRE R
LR Trident ENBYRIR ~ 5HAIT FHIDER
* EERSHRE  BRIT TGS
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

ey
BRI RIRHERER - TUA T !

tridentctl update backend <backend-name> -f <backend-file> -n trident

=113

MRBIREHRY > MIRTRIGECEFERE » HELER T BEUNEMIRE - LRIRTUTHLEERREMU

HEERR :

tridentctl logs -n trident

R W EIERENEPEER » LRAIUBRHIT update B2 ©

s Bl 15 FR R IR BY (17 58!

E—ERILUER tridentcetl ARRMIMEHEA JSON BRIREIZNEZEEHA - ERERT 9 ERAEN >
WERBRREZIEL °

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

EtBERAMNER TridentBackendConfig BIIAIEHE o

TERInEIREEIAY M

T #E7E Trident PEBRRIENAR S o

BIERBIRAVEEIR

Mg "TridentBackendConfig' V¥ » BIESIRTEMEEENRIFEIEA c 5518 TUTHRE :

* (£ “tridentct BiZ Y& IR PI A "TridentBackendConfig SR EIEME ?
* f£/ "TridentBackendConfig i IZ & IHAILAER “tridentct! 2R EIEME ?
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fEF tridentctl BIWEIE TridentBackendConfig

KEIEREAUNEEE Kubernetes NWEIETZEI tridentcetl WHEIL TridentBackendConfig ¥R EIR R IR
HILBR o

RARUTER :
* BFEEMRIR °» )8A TridentBackendConfig * AATEMEA tridentct! 1LY o
* {8 “tridentctl EIIAFHE L > FRFEEEM  TridentBackendConfig #)14 ©
EaRMEER  BinEbRHEEFT © Trident B EHIZHAIRE I B EUETTIRE - SRS IR A MEERE

* HEAEFR tridentct REBFEA BRI
* BfER tridentctl ij1§jﬁi%%5§:¥ﬁm TridentBackendConfig ¥ o EHRMEKER IR (ER
kubectl MJE tridentctl EITEIE o

EEFH kubect BEIRIRA %N > MEEREII—@ TridentBackendConfig 48 E ZIIRA %im o U TR T HIE
JRIE :

1. #37 Kubernetes Secret ° Itt Secret £1 5 Trident Ed{# 1z as &/IRFS B FAERIEER o

2. ¥ TridentBackendConfig ¥t - HHEERFEE / RFHFMEEN - URAEL—PHEITHIE
PR o E/NIMEEHERBIAAREZRE (FIM]  spec.backendName © spec.storagePrefix ©
“spec.storageDriverName'Z%) ° “spec.backendName' N7BREAIRB R IHIILTE o

TR0 : BRI

BB TridentBackendConfig i ZIIRBE B iR » EHREBSRIRECE - 40 » RAIRKRBHEIEEAUT
JSON EHREIRY :

tridentctl get backend ontap-nas-backend -n trident

fmm Fomm e

e o t——— +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o ———_—

e it o t——— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc-
96b3beb5ab5d7 | online | 25 |

e e ——

o e it fomm - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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HE% 1 . 37 Kubernetes Secret

By — A8 5% /&EN Secret » MNTFHIFATR -

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

B 21 3 TridentBackendConfig CR

T—# R TridentBackendConfig CR > FHBEMIESIIRA ontap-nas-backend (WIABIFAR) ©
REfRmENL FEXK !

* HHEINBIHAIBET spec.backendName FEF ©

* BeE 2 M RIGRIRMER o

* ERERAM (WNREFT) HARSTERIGRHEEENIERE o

* BRRENFEB Kubernetes Secret Fefft » MIEAESXFR R IR o

EEBBERT > TridentBackendConfig' EER G EKRIEH :

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25'
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

WEE 3 | B8:8 TridentBackendConfig CR AYAKEE

7f TridentBackendConfig ¥iIZ 1% » HIEERWESA "Bound ° BERKRMEARARIFERENERIGATEM
UUuID °
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did

not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

RERIHERETTE2MFR tbc-ontap-nas-backend TridentBackendConfig ¥HHEITEIR o

TridentBackendConfig k= “tridentct
A Trid kendConfig BIHEE d 1

‘tridentctl’ ATFAMRFILEEER TridentBackendConfig®
I &G o tbSh 0 BEEMALIEESER tridentctl’ REBEFLREN 0 HiAEMER
‘TridentBackendConfig' WifEfR “spec.deletionPolicy’ REA “retain’ ©

TER 0 R RIR

I8N > RE%MER TridentBackendConfig I T &R -
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

e AREIUEL > "TridentBackendConfig' BRXTHEIEE » MEHEE IR (BRZE LKA UUID) o

TEE1 | HEEY deletionPolicy E&ES retain

SEIMIZRE—T deletionPolicy HIME c EEERTES retain © & AJFEFMIPR TridentBackendConfig
CRFf» BIFERNMEEFE > WalfFH tridentctl EITER 0

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

@ FRIE deletionPolicy ERAES ‘retain’® [REIFREBEITTF—F o
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WEE 2 . WP TridentBackendConfig CR

B%—% ZMB& TridentBackendConfig CR o F#EsR “deletionPolicy s2 €% ‘retain' % > ENa]#1TMIBRIR(E

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Fmm - Fomm -

R ittt R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o

e ettt o t——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e e ——

et et fomm - fomm - +

% TridentBackendConfig ¥4 » Trident RERFHBR » MA L EEMIREB RS ©

B MEIREFER
FERVAE TN
BcE Kubernetes StorageClass #1142 37 72485 > MA3E Trident Y{AIECEMEFEE o

AL E Kubernetes StorageClass ¥4

Lt "Kubernetes StorageClass ¥5"# 7! Trident 2% i85 ERMNMHEER > WIS Trident WAIMHEIRE o 5]
a
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

B2 ["Kubernetes # Trident ¥4 LA BRAR{HEZLERI AN EL " PersistentVolumeClaim B &f) » LAK3ZEH! Trident Fg
BEHIRENRHEEAEN o

B #FLER
#1I StorageClass ¥+ > BNRJEILHFERR! o [EFIERIE0] R T —LEr HERSERBE G

1. E2—1@ Kubernetes ¥)% > EIL:AEEA kubectl' £ Kubernetes I E ©

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. %ET’:T:,@ %1 Kubernetes # Trident P& 2| basic-csi 77485 » M Trident FEZ BRI T Bin EMEHTE
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

Eaczbll ot
Trident 121t IS E R IRAI S EETFEIER"

HE ~ AR EIZTUREMIEY sample-input/storage-class-csi.yaml.templ FEE - WiiF
BACKEND_TYPE AR H#FREIZN M o
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EIRHEFRR!
TR LR IR AR  RETAREFERR] « SR EFER Rl - LUKMER#EFLER

BRIRENREFER
s HEEIRIAM Kubernetes #12487) > 3817 Folsp < -

kubectl get storageclass

* BENIR Kubernetes FEFLERIEEHAE » 55817 R < ©

kubectl get storageclass <storage-class> -o json

* BERA Trident BIRIP HTFLER » FHITFIa< ¢

tridentctl get storageclass

* BERAR Trident WRZ HEFHEMFMEER « SFRIT &GS -

tridentctl get storageclass <storage-class> -0 json
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RE TR fEFARA

Kubernetes 1.6 #i% 7 R E R EFARRIBINEE - MREREBREFALMIFERES (PVC) FIsE TR
> iR AR LT AR A RECE SIS A MEBAR & o

s BB EFARNERPR R storageclass. kubernetes.io/is-default-class &4 true REE
TERRFETELER o {RIEMRE - (I EMERFRINERAE S RFETES false ©

* WRAIMER T an <R A RFEN R EATRRFER

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* B > IERTLUER TS e @ B IRTAR R AR A1 ¢

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident ZERAEHFPHEE I ULEERRIER)

(D BEP—RAEFETE—ETRRHETFIER o Kubernetes &Alf E I R G FE L ETRR TR -
BENTASURRIRARRMFER—K -
EalllE e shill|Efe

BR—EFIUGERA tridentctl £ Trident iR+ #IHEY JSON BERIZREIZRIESS o ILEFIERT jq
BAREI CAkERERREZIEN

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
bR ETFLER

EE Kubernetes IR EATFLER) » SBHITUTH T !

kubectl delete storageclass <storage-class>

<storage-class> EZBEMMIEIHEEFER o

BB FEFER BRI ERFAEHIREER AR AE > Trident IKEBEEIETH o

Trident @A HEE I AHEEREIFHITER £sType © ¥7% iISCSI & « &1 StorageClass &
@ DBHIEIT parameters. fsType ° EIEZMIBRIRE R StorageClasses i fEHIEE Y
‘parameters.fsType BEHEILE ©
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ECEMEERIEE

FeEMIRE

##£17—1@ PersistentVolumeClaim (PVC) - {ERBEEER Kubernetes StorageClass 2K:A
RIZEX PV © 9318 » &L PV #1802 Pod 1 o

B

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim ""] (pvc) BHEE L pPersistentvVolume

HFEEER o

PVC AIUEEE A KIS EXR/)\WHEFEBHFEUED o BiBERAKAY StorageClass » BFEEIEE NMERTLEH]
PersistentVolume K/NFIFEET » BR] UAEFINERIRFEREELLRH
1 PVC 21 > &8I LUTE Pod M EHEIEE o
##37 PVC
1. #3I PVC o

kubectl create -f pvc.yaml

m

2. ¥ZE PVC #REE o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. 7& pod A#EY volume ©

kubectl create -f pv-pod.yaml

@ RATLUER kubectl get pod --watch ESiFEE o

2. PR B EHEE] /my/mount /path ©
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kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. IREEAILUMIFR Pod T ° Pod FEARXRRERTE » BERRFE -

kubectl delete pod pv-pod

HHOENBE
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PersistentVolumeClaim 1458

ELEHFIETR T PVC ERAEEIE o

B7A RWO FEERRY PVC
IEEEHIEETR T —EE %% basic-csi B StorageClass REFEAIE AR RWO ZEUERRIEZS PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

PVC £ NVMe/TCP

L& B R T —EE% % "protection-gold B StorageClass BEE#RY « BEH RWO ZEVHERRAY NVMe/TCP &
K PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod ;5 E#f)

BLEHPIET TR PVC EHEE| pod FUEALERE -
EAAERE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP #HES

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

FA2F"Kubernetes # Trident ¥4 " LA B R TFLEE R AN {A1EL “PersistentVolumeClaim B &) > M K3%EH| Trident &t

EWRENS#EFAE -
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REHRE

Trident & Kubernetes &R TR HIEE BIEFTHEEAINGE - SHARER
iSCSI ~ NFS ~ SMB ~ NVMe/TCP # FC Wit EFrERARAEE T o
&7 iSCSI Volume

eI LAER CSI BcETZTVHET iSCSI HF@t#iRrE (PVv) o

@ iISCSI| HiIE&EIEFES ontap-san © ontap-san-economy > solidfire-san EBENFETNHE »
I BHEE Kubernetes 1.16 ESARZS ©
$ER 1 . 52 StorageClass MBI EIET

#REE StorageClass % ’ i allowVolumeExpansion M2 true °©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

HNBETFER StorageClass » HHEEITHRIEBUE S allowvolumeExpansion B o

WER 2 ¢ EATEEILAY StorageClass #£17 PVC
4REE PVC E&IEH spec.resources.requests.storage URMHEHHFAER S » 2R T BRRRIER
F o

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FRIUFFHEMIRE (PV) > URFHAFEHREES (PVC) ZBILRAH -

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

S$ER 3 EFEEE PVC B pod
& PV E#E1% % Pod UFREEE K/ o SHE iISCSI PV K/NEFEMEFR

* MR PV #E#EF pod » Trident ZIREHEFEIF LR Volume ~ EFREE BN BAEERZRFR/)

* EElEEARBE PV BIA/NE » Trident BTER#FRINIRITZHIRE - PVC #E R Pod % > Trident &5
WBHRRE T ABERRRIIAN o IRITRIEMINTTME  Kubernetes EEERT PVC BIA/ o

FEUEEEAIF ~ FEILfEM san-pvc BY Pod °
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV
EEREEM PV BIA/NE 1Gi SRS 2Gi » :A4REE PVC EXL

spec.resources.requests.storage B4 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HEE 5 ESEIER
R LU PVC ~ PV # Trident Volume B9A/N » UEERIB R R IEREE ©
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

&7t FC Volume

Al LUER CSI R EFZXIER FC Persistent Volume (PV) o

@ FC Volume #87t% ontap-san SBENFETNZIE ° BE Kubernetes 1.16 KB EhRAS ©

EE 1 5R7E StorageClass U IBMIEE BT

#REE StorageClass % ° 1 allowVolumeExpansion MfiIs&4 true ©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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M BETER StorageClass » HHEETAREUE R allowvolumeExpansion 28 o

SWER 2 . EARTEEILAY StorageClass 717 PVC

4588 PVC E&RMEH spec.resources.requests.storage URMEMWAER T » ZRTHBRKRRER
F o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FRIUFEHIRE (PV) > URHHARFEHIFEES (PVC) RN

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3 . E&RER PVC B pod
i PV MiINZE Pod LGREHE K/ « 58E FC PV K/NEFEMEER -

* N8R PV &E#ZE| pod > Trident EEREHFR IR LR Volume ~ EBMEB T RAEERZRRFAAN o

« EFREREEN PV BIA/NE > Trident EEREFERIFIETZMIEE o PVC #7EE] Pod & > Trident &
FHREE T RBEZRGFIIA o BRIEEMINTEAE » Kubernetes B PVC BIK/) o

FEULEHIFR ~ GEILHFA san-pve B Pod ©
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV
EEREEM PV BIA/NE 1Gi SRS 2Gi » :A4REE PVC EXL

spec.resources.requests.storage B4 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HEE 5 ESEIER
R LU PVC ~ PV # Trident Volume B9A/N » UEERIB R R IEREE ©
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

#&7¢ NFS Volume

Trident X¥E1E ontap-nas * ontap-nas-economy * ontap-nas-flexgroup # “azure-netapp-files’ & i _LAC
B NFS PV B EIETE ©

$ER 1 . 3R StorageClass MU IEHIEEIETT

EHEE NFS PV IR/ » BEEESBARBREERFHENUASHIREER » HERR

allowVolumeExpansion H#Is&% “true:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas

allowVolumeExpansion: true
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MREELREIL T —ER B LLEEN TR » ST UGEMER kubectl edit storageclass #m#EIR
BREFENUAFTHIREIET o

WER 2 . EARTEEILAY StorageClass 317 PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Trident fEz% 1L PVC 337 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2mé2s

$EE 3. B PV
EERBIEN 20 MiB PV 8% A 1 GiB » 5458 PVC % spec.resources.requests.storage 584y 1
GiB

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

FTER A4 EEIETR
R LS PVC ~ PV # Trident Volume BYA/NRES =5 HEE A/ NS IEFE -
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |

PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +

PEARLRE

&R LUER “tridentct] import BU3BBMEA Trident EAGHREIIFAMHEEES (PVC)
» IIRA FHFHEEEE A A Kubernetes PV
A EEEIE
IR AAS R @ BB A Trident IX -
c BEARERN SO EEFEREREENE
« AIREEREXNFERERENER
* BB Kubernetes S5
s EXHERIMERERREXEN

ZERH
EEAMREEZA > SRR TIEEFE -

* Trident FEEEEA RW (GEE) #BTUAY ONTAP HIR&E - DP (BkMFR:E) ERMHIEE R SnapMirror B1EH;
& o (THGHAIEEEE A Trident ZA0 » (BFEZPEEEETRAZ o
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* BFIEZREARBERPERNEIRE - SZEAETTERNMBIRE » SAERZHRE » ABHITEA o

@ E—UHNEREEE LHEE » A2 Kubernetes AR FcAIELR » BB ZEERD
MEEMIINEI Pod L o SRIAEEERIERIE o

* #7R "StorageClass W7ET1E PVC 387 » 1B Trident ZEFE AR A SFEH LS8 o fAEERN BN ER IR

& RIRIBREF R I T ANREFE R ETERE - ARNEREEET - FItEEARB I ERZEE TN
It > BMERIR & FERE PVC RIEERFER AN BRI EELL - EAtHAGRK -

* HAWRERNAR/VE PVC FRENRTE © HFRSHEXNEAMITER » FRIL PV LA H ClaimRef £

PVC REH#EER o

° BIREREIRAITE PV FREA retain © £ Kubernetes FiINE4E PVC 1 PV % > BIURREI & B34 4
Storage Class FIEU/RRAIFBET o

° YN Storage Class RIEIWREZR delete » BIE PV tRMIFRE > RE1FHIRE th S HRMIER

* FERIBER T » Trident EEIE PVC » MERIREHE% FlexVol Volume F1 LUN o f&B]LAEIE "--no-

manage FEIZ2RE A JEEEE Volume » LUKz “--no-rename FEIZZR{REE Volume & 7E ©

° -—no-manage* - IRFEMA --no-manage 125§ » Trident T ESHBEEIRAREEH PVC ¢ PV $1TEM
HARE o Wbk PV B » FFHIRER SRR - Hitig(E (AR RMNERERAER)) the
W 2B o

° —-no-rename* - NRFAH --no-rename 1Z5& * Trident BEEEAMIGERREZIRBHIEERE  IE
IR @AY A an B R o IEBETE{E 48 ontap-nas © ontap-san (831 ASAr2 &#4t) # ontap-san-
economy EeEpigt o

WNRIEHEFER Kubernetes #E1TR 2 ELEEE » EXETE Kubernetes Z IMNEIRETFHEL
IEMEDELR > BEEEEIEEESA -

PVC #1 PV E¥mE—E:1E - HIEBAME | —BIEm%HMIEEEEA » Z2IEm PVC Ml PV Z2ERE
12 o LR REE I MIBR o

BE AR &

COILUFH tridentetl import BB AE Trident EBEAGEER PVC KEAMIEE o

() wREmPvc R ASEETHIER tidenict EARIKE -
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£ tridentctl

1. 337 PVC #2ZE (¥ pvc.yaml) ° AREI PVC ° PVC #£ZXEEE S name © namespace
accessModes M “storageClassName ° &t BJTE PVC E&EHISE unixPermissions ©

WU RREREEEE

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: my claim

namespace: my namespace
spec:

accessModes:

- ReadWriteOnce

storageClassName: my storage class

() w#earmsm-EHMSK GNPy LBEIHREA)) TETEREADSLH o

2. ffMA tridentctl import IESIECESHEER Trident BIHABU KT L M—ZHZEEEN
%8 (%0 : ONTAP FlexVol * Element Volume) ° -f 282N ERN > ARIEE PVC IEEMNKRRE -

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>
{#F PVC 178
1. 3 —{@ PVC YAML 82 (I8 > pvc.yaml) > EFESFAER Trident EEAGTAR - PVC 1EZX=MESR
=

° name M namespace EHFEE I
accessModes ~ resources.requests.storage A0 storageClassName TR
° BhEE

* trident.netapp.io/importOriginalName . BiRAVIEIEETE

* trident.netapp.io/importBackendUUID : MFREFRTERE IR UUID

* trident.netapp.io/notManaged (AJ¥) :&EA "true" RMIFFTEMIRE - TARE
7 “"false"o

T REATEHRER AR :
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. % PVC YAML t12ZEAFEH Kubernetes F£ .

kubectl apply -f <pvc-file>.yaml

Trident F EBIEAMKRELFEREE PVC -

gl
AEENUTHRREASED - UTRZIRNESREL -
ONTAP NAS #1 ONTAP NAS FlexGroup

Trident Z#E{#H ontap-nas M ontap-nas-flexgroup SRIIZNETHIREEE A

@ * Trident A3 EM ontap-nas-economy ERENFETVETTHARREE A ©
®* ontap-nas 0 ontap-nas-flexgroup EHEX AT EENHLIRERTE o

{#H ontap-nas BB EIUNSEMEEEZE oNTAP BE R Flexvol HHEE o A ‘ontap-nas®
EENTENEEA Flexvol MAMRERIZIERIUAERE o onTAP BEFBEER Flexvol HEETIMUES
‘ontap-nas PVC EEA ° [E#k * FlexGroup HiEE AT LA{E% ontap-nas-flexgroup PVC EEA °

{EF8 tridentctl B ONTAP NAS &5
T EEFIRRINMAFER tridentctl EE AT B &M IEFTBEHIEE
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SEEMIREE
LU T E56IE A %7 "managed_volume B9 Volume » 3% Volume {iIi¥%47% “ontap_nas Byl :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

o Fomm—————— Fomm -
fom - o fom fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o i fommm - +
| pvc-bfb5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o - fommm - fom -
fom— - o fom - e +

Rt EHERE

fEF --no-manage 2%F * Trident A2 EH e RHIEE o

MUTEHFETE ontap nas BIKEA unmanaged volume :

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

{EF3 PVC :1fi#HY ONTAP NAS 5
MUTEFIRRIEER PVC sHREATEMIEEEHIIEE o

183



SEEHRE

LR E5I1E1&1R 81abcb27-ea63-49bb-b606-0a5315ac5F21 BA—{E%HZ “ontap volumel HJ
1GiB ‘ontap-nas HifRE » MfFHA PVC 53R E T RWO FEUET :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

KL EHIRE

W& % 5 34abcb27-ea63-49bb-b606-0a5315ac5£34 BEA%A “ontap-volume2 By 1Gi
‘ontap-nas HHRE o MEfER PVC 52k E RWO FEUETR :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Trident S2#&{#H ontap-san (iISCSI~ NVMe/TCP #1 FC) Jz ontap-san-economy EBENFE T EITHARE & B
)\ o

Trident BIIAFEEA B2 28— LUN BJ ONTAP SAN FlexVol Volume © 358 “ontap-san EEBIFZ T —2X - LLEEBHFET
Z45{E PVC #EiL—{E& FlexVol Volume - i FlexVol Volume R#EiI—1E LUN ° Trident @& A FlexVol
Volume i E 8L PVC E&HEILRAR: o Trident BTLLEE A “ontap-san-economy &5 %1 LUN BY Volume °©

WTERRTIFIEASSEMIFEEWRE :
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SEEHRE

HIFEEMIEE « Trident B4 FlexVol BB E#ap 4 pve-<uuid> MR ~ WiF Flexvol HEER
By LUN EFds%A lun0e

LUF#EBIFEA ontap-san-managed FlexVol volume » 5% HHE@7Z7EHS “ontap_san_default & :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

FEEHIRE

LT EHIE7E unmanaged example volume ontap san BIREA !

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

WNERIEHE LUN HFEEIEL Kubernetes E1%5 IQN F£AE4ERE] IQN Y igroup » I FHIFRT » EiFUWREI LI TFEEER © LUN
already mapped to initiator(s) in this group ° EERREEIZEHECHMET LUN 7 5EE A LR

[=]
oo ©
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

avE S

Trident SZ4B{EF “solidfire-san EREIFZTLEE A NetApp Element EXE2F1 NetApp HCI BAREE o

@ Element SEEN12 T\ IR ERAVHIIRE 18 o (B2 > MIRFEEERIHMIRERME > Trident EF[0]$HE
a2 o FEHMEERERE  RHE—pHERE RN - AREABRNRE -

T &5 &R IR element default EBEA—1E element-managed volume °

tridentctl import volume element default element-managed -f pvc-basic-

import.yaml -n trident -d

e ELEEtatattat bt e i Fommmmmmemememe=
Fommmommmme Fommomemeressmsreerenessosoeseoomomoms Fomommmme e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e L L Fommmmom= Fommmmmmemoomo=e
et et Fommmmmos Fosmmmmmes +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
e Fommmmmms Fommmmcmcmsmsmss
Pommmmmmm== e mes e s s s s s ssss Pommmmm== o= +

Azure NetApp Files

Trident S2#5{# M azure-netapp-files BREIENEABIRE °

EEEA Azure NetApp Files HERER » A5 @AM & BRISH A MR E - Mt E RS EHEERE
() hEsime ./ BHOES) o AU > MBHWMISSS 10.0.0.2:/importvoll » AIHBREISIES

importvoll °

LT EHIE7ERIS azurenetappfiles 40517 EEA—1@ azure-netapp-files volume » MifHF volume
F&1E importvoll ©
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tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

fossssssssss s e se s s oses oo sssssss s s e fememesmmeeeaa=
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Google Cloud NetApp Volumes

Trident S2#&{#H google-cloud-netapp-volumes EBENFETNE AMIERE o

LUTEBHNERMIEE testvoleasiaeastl B IK backend-tbc-genvl BEAMIEE o

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

Fommmmmmemsmesesesese s s s s e ss s o=
Fommmmmmmcemeoeoeoeoom= Frommmmomom= Fommmmmmrmesrrrrrrrre e meme s e emm o
Fommmmm=e Fommmmmme= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmcmcosososssrsres e e e T T E eSS eSS Pommmmmme=
Fommmmemeceessesesesee= o= Bt et
Fommmmmoe e +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8cl8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

Rttt P

o essesesesees Rttt Bt e e
Fommeomoe e +

T EHImE a7 R—&EEE mERE &R E A "google-cloud-netapp-volumes HEIEE :
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tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"

-f <path-to-pvc> -n trident

o fomm -
e R e et
fmm====== fememe==== 4

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssss=ssscscssssssssosossssssss=sssa=s fememe====

fm e e
e e +F

| pvc-a69cdal9-218c-4ca%-a9%41-aeal5ddl3dcO0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8cl1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

fossssssssssssesessssssasosossssssasssssass fememema=a

frosssssmeemes e from=mee==== frecsmeeem s m s s o s e e
fre=m====s fremmmeme=s WF

BEJER &R BNIRE

£ Trident » AT AR IR EISE EENLBNEE - SRNEHMIER I
B HE R FERIFEER Kubernetes BB (PVC) o el IUEBIHEZRIEMNR » BAREIL
B R E LB EIER ; I - BEARERN MR E I T BIEELEENR
FHtRZ Al
Y BT E A TRFIEE ¢

* Volume 337 - BAFIEREZE o

* HH? ontap-nas-economy ERFIFEXME » R A Qtree MR EN LB S BBEAE o

* H? ontap-san-economy SEEIRZEXME » RE LUN RBRISBMEEA o

PR

© BFTHFE R TB(EH ONTAP AZIEEEEEFZERS ©
RES ontap-san  ontap-nas | ontap-nas-flexgroup BEEiEXN IR TER -

* BRI ELBANEARIRAMIEE o

F] BRI R E 2R R R T

* MNRHPRBEARPIEEBENMERIE - AIRIFRIKY - B - MREBAEARALY > BIHREE
RIRBIRA R RIENEG R o

* BERRIHARPINLEHAGLIEGEER » BEFEREFTAER o EAFENEEFoEE I U B
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EHA
RinHRSEED) « LIBHLAMITR
BIATEIREARA / SCtBARER B LiBE o
R AR &

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQ0",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"
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HIRtE R s

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

LTS A E
i1 :

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{
.config.BackendName }}"

il 2 :
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

RELENER
1. WRHREEA - EERAURENRERBRERIR » 788MERE - Al :

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} °
HINEEHIRREA » HMIFeLBERRRERPRERERNBHEEL

Trident A ERTI R EE FHRMFRIEF T —IEER °

MRESBAFEEEWE—IHIRE ST > Trident AN —LEFEI F o A2 L M —RVIAIRE 18 o

Y15R NAS (EERHIRE R B LBREBE 64 BF 7T > Trident FHKIRIRAN SRR RHIZE - BT
FREEfth ONTAP EEE)IZT( - R E LIEEARIERS - AIMREZRIZFRERM -

o &~ W DN

DD%D\EFEﬁ _7r NFS Volume

M Trident ~ IERIATE E s B =B PR IEIRE « WE— (A ZEXRB b =R PHEAZ
HiTR& o

ThAE

TridentVolumeReference CR FI:EIEE—{E TN Z1E Kubernetes fn# 2R 2 2 2+ ReadWriteMany
(RWX) NFS & o 5% Kubernetes REMABREBUTES !

ZBIRFEUERIUEREZ DS
R ETA Trident NFS Volume EBENFETL
* R tridentctl FEREMIEIRE Kubernetes s

IEEET T Bm{E Kubernetes #r54ZEfGAHY NFS WA E B
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@ &

________________________

namespace

TVol €—p» TVol

1
1
]
1
1
secondary |
1
1
1
1
1

=
3
2

.......................

TridentVolumeReference

K ---------------- s Primary PV Secondary PV y

primary/pvci

\ .PJ
Storage e e i s *
Volume

O
N

5
2

AEP ERENAI R E NFS MR &HA o

FLE R PVC LI AR E
BB A BT IR PVC RERBIHER o

Y

BRI EBIZHmE TP CR FIHEIR
EEEIEEIRTEIEHATEMER &I TridentVolumeReference CR FIHER o

EEEa R LRI TridentVolumeReference
Edn 4 2 RS F 12 3L TridentVolumeReference CR LS| FZKJE PVC ©

|

EEEmR TR EILRE PVC
BiEmaTRNEE ZEEINE PVC » WWERAKIE PVC FHERIZKE o

R E AR B Byt an 54 22

wiERLE > BadEZRARRER SR EEEEE - REEESN B Raa=RMEAENIGENRE - 5@
TRESIEEEREAR -
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1. KEGLEREEEE | EHRHREMPEIL PVC(pvel » #% PVC BT EB1Z6 %2R ( namespace2' 1t
ZHIHERR > 8 “shareToNamespace 51#% ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 2217 PV KHE &% NFS EFHIRE o

° WA UERESR D IRAVEER PVC HBAZEamZmR - Al -
trldent.netapp.lo/shareToNamespace.
namespace?2, namespace3, namespaced °

@ ° [WRILURER ~ HAEIFrA R ZER - flg -

trldent.netapp.lo/shareToNamespace: *

o ] LABERF BT PVC B & “shareToNamespace 7% ©

2. ZEEEHE | BFCIBFENENAGHERIES] (RBAC) @ UEFEHEGLTHBEEETEERAE
R I7 TridentVolumeReference CR HIHEIR o

3. BEmaTEREE | TEEHhETERIPEIL—E TridentVolumeReference CR » 5|z IR % 2=
pvcl e

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BEGATEEESE | TEEHRAZER (namespace2) HEI—IE PVC (pve2) » MfEMA
shareFromPVC sEfERISTE IR PVC ©
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() Bt PVC HAIMSBIREER IR PVC -

LS

Trident 3&EX “shareFromPVC' B1E PVC LHVsEfE » Wik B1R PV BIAKBHIFE » ZMIREAE RBRHEFE
R famAR PV HAZKIR PV M#EEEIR - B1E PVC Ml PV BERMEEBHE—1X

PRI ZHLR &

IR LA PRES 2 Bl en & =T ZAIHAERE © Trident A2 FRARIR AR = B A AR E U2 EVAERR » i fREE HAthH
PR &R A EENFEER o EFFE 5| BAERE a2 EMERBIRE > Trident 24 SMIFRZHIRE o

fEF “tridentctl get TARBHIEE
R [tridentctl 2T ~ EBEIUBIT get MLTREFNBHIEE o INFHFME ~ 552/ tridentetl

AR ANEEIA o

Usage:
tridentctl get [option]

1=ae
* °-h, --help: BRAMEIRERIREA o
* -—parentOfSubordinate string : iFEHRFITERLBRIFHIEE o

* —-subordinateOf string : BFEHEHITE Volume BYTEK ©

PR
* Trident #AM L B En R ERR AL BHIRE o TR ERERHEIH MR LERLRERESR

o
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* B IBBBPR shareToNamespace 3 shareFromNamespace sEfREEfMIBR
TridentVolumeReference CR REFEHEKIE PVC FEEHEIR o EEREHFEER » S BfIBRIEE
PVC o

* B EA 1T Snapshot ~ AT IREHR(E o
MEEZE
EERARRIS ST EEEEFE

* SHR "ERR TR BMEZHRE | DiEEhATMEIREEEE"
* B1E "NetAppTV" LHIREEA ©

B EEERERE

&/ Trident ~ AT LU FE— Kubernetes ¥/ RREIGH & R NMNIR AL E NME
REBER S AR o

TR
EEREIRE Z A  SFRMAIRRN Bt RiRrREAER - BABHERRFEER

() E®2EREREEE ontap-san Al ontap-nas HFEHER « R EHFEN o

S
S

F

R
QEFXED REI AR EMRERR o

7N\

FRB IR PVC LUEURIE &
RepRZEREEA ER TEECRIR PVC RERIBVER -
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- BETREGIEEEREAR

1. WEMLTEEEE | ERFEHFRALER (namespacel)FEIL PVC(pvel) » MfEMA cloneToNamespace®
SRR EEBEM TR (namespace2)HEF o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 137 PV REBIRHIFHIIEE o

o ERIAERESR D PRAVEER PVC A2 EdGm%ZER © fit »
trident.netapp.io/cloneToNamespace:
namespace?2, namespace3, namespaced °

@ ° [CRILUER ~ HAEIFrA R ZER - flg -

trident.netapp.io/cloneToNamespace: *

o ol LUMERFE T PVC LB & “cloneToNamespace 517 ©

2. BEEHES | MRCHRELERN RBAC ) LR FEEGATEHEEEEEEmATMPEL
TridentVolumeReference CR BY#FR(namespace2) ©

3. BIZMATREAE | TEHIEZEMREMFPEIL—E TridentVolumeReference CR » 5| KR % =M
pvcl °

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel
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4. BEGLTHEEESE | TEEDHRZEM (namespace2) HEI—E PVC (pve2) ° A cloneFromPvC
& cloneFromSnapshot * MK cloneFromNamespace sHfEIIEEKIE PVC ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvcZ
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:

storage: 100Gi

PR
* HHEA ontap-nas-economy ERFNFEXECERI PVC ~ RZIEMEEEZ o

{8 SnapMirror R

Trident ZIEEZE FHRFEHIEEMHBEERE TR EEHGE 2 MBI RGRF - LB
BEBETKEER o Er]UFERA% % Trident Mirror Relationship (TMR) Mg Z=RIE
F]EJREZE (CRD) ZR#ITRINHRIE :

- EHIEE (PVC) ZRIEIEBRRIA

- BIRHRLE > RIS RIA

- THEE R R

- EXBIERT (REBE) BAREMEE

- A BIAMIEERE BRI  BREREATEENNEIRED

ERBATER IR
ERBZAD « SAHEIRTT S THSERIGM -

ONTAP &5

* Trident : £/ ONTAP {EA&IRBIEE Kubernetes =5 B1Z Kubernetes 2 4 7B7Z1E Trident ixas
22.10 S EHhRZ ©

SR WEERREFM BRI ONTAP E5£ VB ERERHMREEHSH ONTAP SnapMirror JEEICIZIE - {NE
HAME > 352 "SnapMirror F2HE4EEE (ONTAP) "o
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& ONTAP 9.10.1 B%5 » FRAEIRIEILL NetApp IRIEEZR (NLF) B9 iRE » ER—Er BB ZIBINEEN
B—1E2E o NFFME > 5528 "ONTAP One FEMIBYIEIE" o

@ {£3742 SnapMirror JEEIF1R:E o

HE

* SR SVM | ONTAP (7S IS R IS SR - ISR - 35200 54571 SVM S Bt o
()  m®EmME ONTAP #5E2 IS RRIA-RERE SVM 2IBRE—1 -

* Trident 1 SVM : ¥FiRix SVM B BRI EE 89 Trident {88 ©

X ErEESNEIl

NetApp Trident 2R {#F T3 ERSNFZ X ZIBAVETZEER ~ 3548 NetApp SnapMirror SATETHIIREER !
ontap-nas : NFS ontap-san : iSCS| ontap-san : FC ontap-san : NVMe/TCP (FEE&H{K ONTAP ki
75 9.15.1)

@ ASA r2 ZEAZHEE A SnapMirror FVEEIREES o tNFE ASA r2 RAAVERIER ~ sA2 /" 72
ASA 2 BIZRM" ©

BI85 PVC
RIKIRE LS BRI (EA CRD &£ » EXHEREMRNEMIRE 2 MR HRKRRE

TR
1. £ Kubernetes & FHIT AL -

a. BI7—{E#A trident.netapp.io/replication: true 28 StorageClass ¥4 o
il

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs

trident.netapp.io/replication: "true"

b. {4 AIEILA StorageClass 1L PVC ©
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vl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. BB E A E N MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Trident BUSHEE AP E MR EN BRI ERRE (DP) AKES » ZA%BIEA MirrorRelationship BYAK
REHRMIL o
d. BY48 TridentMirrorRelationship CR IEX{S PVC BIAERLFEF SVM o

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. ffRE Kubernetes #£&E FHITTYITER :

a. #17 StorageClass iz&E trident.netapp.io/replication: true 2% o
Ef

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. 13 B BIZMFIRENH MirrorRelationship CR ©
el

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”

201



Trident ¥FAE R EMNRIAERNLTE (3 ONTAP BITERE) EII SnapMirror BEMANLHEELAIHA1E o
C. B3 —1E PVC > 1§ 5cAii2 I StorageClass E&%#HBI (SnapMirror B1Z) o
g

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident 18 & TridentMirrorRelationship CRD » U1RBIHEARIZTE > BIRBIIHREE LB o TN REARIZTE
» Trident HEFE{RIG T FlexVol HAREE B 7252 MirrorRelationship FEZMiE iR SVM %R SVM L
Volume #EE R

Trident $%1%F8% (TMR) 2—%& CRD > E&X PVC ZEESEEZMN—iE - BAZ TMR BEE—EHRAE » sZAkkE
HH Trident FREEHYAREE - HIE TMR BB LA TAHRERE :

* BRI &t PVC REREGRAGIBENGGEE - S —EFBIEA o
* Promoted : 75t PVC 7 ReadWrite Ba#E; > BRI B HRGRAERER
s B . A1 PVC BEGBFRABERIM Volume » BRI RN IR G RAERT ©

° YR BEHE volume B4LELZIE volume BRFHH » B BEREMEIIAREE » BAEZE R B1Z volume
HRA o

° WMRMIRE 2 IR EIREI FAF > BIEMEIIAGRAEER ELM o
EIEst B AR EIARIEAXE PVC
EXE Kubernetes 225 L #1T 3P ER -
* ¥ TridentMirrorRelationship B spec.state f{ILE % promoted ©
Esr 8RR ERE PVC
EEMRERE (BE) R ITUTERUIRARE PVC !
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1. 7% Kubernetes #£ F ~ #37 PVC HIREE ~ W SEFIREBEITTEHH o
2. 7£F Kubernetes 2%  « #1317 Snapshotinfo CR MU EVSAZRFAAE o

&)

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 1£4##BN Kubernetes #£ t > #& TridentMirrorRelationship CR BY spec.state {17 promoted > Aif
spec.promotedSnapshotHandle EHi A 1RERAY internalName ©

4. 1E%HBh Kubernetes 25 + > BT TridentMirrorRelationship BIHREE (status.state (1) SEZIEF ©

WEEBRIERRGRF
TERBESEZA  FERCEMANEERN—IF

1. 7£84B) Kubernetes 2% I » F#{R TridentMirrorRelationship _E spec.remoteVolumeHandle H{IAIEEE
o

2. {£§4Bh Kubernetes #£ I > 1§ TridentMirrorRelationship B spec.mirror BIE#% reestablished °

H{EZE

Trident XIRH T EMIRE N REHIR&NIT FHHRE
&2 PVC EREIRBIRE PVC

mRIERISERBEE PVC MIRE PVC °

1. REBIIMEE) (B1E) EE MR PersistentVolumeClaim 1 TridentMirrorRelationship CRD ©

2. £ (FKR) #FEHMIER TridentMirrorRelationship CRD ©
31X (TR BELABEVMFEE (B1E) PVC EBI—E#BI TridentMirrorRelationship CRD °

BEHE - TBRRE PVC BIA/)
PVC AU E—EEEE A/ » RSN S@BEATA/ » ONTAP ¥ EEHERT[BEZ FlexVol o

it PVC BiR1EE
EERRER » A BN R EMIREEHIT FIEP—IE{EE ¢

* MIB&EHEN PVC LA MirrorRelationship o ERGIEE BRI ©

203



* I & » 1% spec.state I EFH %A promoted °

fib&—18 PVC (ZRIEHEK)
Trident EIRERSHAERN PVC » WX ERAMIFHIRE Z AIERERRE

kg TMR

fpRERERAAE—AIR TMR EEEFIERRY TMR £ Trident SEAMIBRIESRE Z AIEHZS promoted ARRE o YNSRIELEER
BREY TMR BEEZIX promoted ARRE > RMATFIER G > LR TMR REA2ER > Trident St PVC 2A %
ReadWrite ARR& o HEMIFRIRIFETEM ONTAP FRAHEHEIRER) SnapMirror RAEE K] o I RKRIERERAFE DL
FRItHIR & » RIFER IR G RAR R RERIRES established IR EETHT TMR ©

ONTAP LB EH IR G %

BRRAZEIIBOIEREL o ISR LUER state: promoted B, “state: reestablished i 3R E R o 1§ B 1ZHE
EIRFA A EIR ReadWrite FAREEEF ~ &R LUER promotedSnapshotHandle F5E 1% B aitiiiE & B R 284S
TEIREE o

ONTAP BH4ZBFEHTIRGRBAR

ISR LAER CRD #14T SnapMirror 5837 » M#EE Trident £2 ONTAP £ HIZELR - :F2EUT
TridentActionMirrorUpdate &5BIH& R, :

Ll

apiVersion: trident.netapp.io/vl
kind: TridentActionMirrorUpdate
metadata:
name: update-mirror-b
spec:
snapshotHandle: "pvc-1234/snapshot-1234"

tridentMirrorRelationshipName: mirror-Db

status.state M TridentActionMirrorUpdate CRD BYAKEE o BRI LUEVER Succeeded ~ In Progress 3§
Failed °

{5 CSI R

Trident AJLAFI R "CSI Topology THAE"EE3E 4 #h 2 17 MARR & Wi A EL MY AN E Kubernetes 25
FREVERE, o

B
f£F3 CSI Topology That > FILURIE& IS o] A @i iR & A9 77 BV IR FRBIFE BB D ERRE | - M5 » RinfAER 1

#F Kubernetes EIREZ BN o] HEREE: o BIE A MUMRE—EEANARTAE » el B EE -
A THBEEZIHERRERATEEHECEMIEE > Trident £/ CSI Topology ©

SRR CS| Topology THAE 578" o
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Kubernetes et MiEEtsoViEE BEAEL ¢

* # VolumeBindingMode '8&%4% Immediate BF » Trident BERRIIRENER FTEIMEE o Bk
BRENBEEFLESEET pvc KRR - EETER VolumeBindingMode ~ BRARAREHIHITH
ERFINEE - FBHIREENEIINERKRIBEK Pod HHHEEX -

* #& "VolumeBindingMode &% "WaitForFirstConsumer B ~ RAAGIERE PVC HIFEHIRE TR HER
45~ BERIHMENEIFRZ PVC B Pod A LE o WtE—2R ~ I MRHIRE LA R S 1RIE T KRR %I TAIHE
2R o

() waitForFirstConsumer HEMKFREIHHITE o CAILEIR CS| AR -

TEEEENIER
EEEA CSl Topology * IEEETFIER :

* 1T "ZHEH Kubernetes HrZ" BY Kubernetes 25

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1le4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492z2",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* REPEREZTE BN S| AREREIIZES (topology . kubernetes.io/region " Hl
‘topology.kubernetes.io/zone) ° ELEAZEFEZIEZLEE Trident ZHTFITEIEN EERAVEIRE B> » DL
f& Trident BESTRAKIIAIE ©
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

TER 1 | BRI &R

Trident {#F B im Pl s 5t A IREE A A &IEF A B MR G - SER A AU T —(ER] 2R
supportedTopologies BREIR » FARIEEZENEEM I BEFE - HidEHIbHE& IR StorageClasses
 (EEREINR R/ ATRAENRARNEKE » 7 EZ I ERMNHEIEE o

TR RImEZREG
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

JSON

"version": 1,

"storageDriverName":

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl
io/zone: us-eastl-b

ontap-san",

"backendName": "san-backend-us-eastl",

"managementLIF": "192.

"svm": "iscsi svm",

"username": "admin",

168.27.5",

"password": "password",

"supportedTopologies":
{

[

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies FARAEERIRREEFMNIRAESE - FLEIFMTAERERTU
() & StorageClass SPIRIAIIAHERE © BN 1R IRIRHIB LA FHE T £
StorageClasses * Trident B 1E&RIHE —ERFE o

T PT LUZEFME R supportedTopologies © 2R LA T &M
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall

topology.kubernetes.io/zone: us-centrall-b

TEUEEERFIP  region M zone EHEARMEFERMIIIE o topology.kubernetes.io/region
topology.kubernetes.io/zone BIIEE AR FERBEEFEIRM o

FBR 2 | EERAIKANIEEED StorageClasses

R R AR E P ETRAAVIRIEARE « StorageClasses RAIE &R AT S HREEN  ERIAEWMLEFEFTERMEIES
PVC 2RBVREZEHR ~ UL FER LG Trident FRECE BYHAERE o

A2 TS
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: extd

£ _bittiR 89 StorageClass E&EH » volumeBindingMode #EREA WaitForFirstConsumer © I
StorageClass 553K PVC R E7E Pod F#5|FHEAZTEM o MA > allowedTopologies et EFHARN
zone # region ° netapp-san-us-eastl StorageClass B L FE &MY san-backend-us-east1 &l L
JBiL PVC ©

SEF 3 BIA{ER PVC
#2137 StorageClass WS RN B iR » EKIRTERTLAIEIL PVC

Ba FEBF)F spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLLEREERL PVC REETIIER !
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

B EE Trident BB W AAHBLEEE PVC » 5572 Pod FRfER PVC ° 2RI T A -
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

&1@ podSpec 5 Kubernetes & pod BFZE us-eastl BIFHPEFEMER L > MR us-eastl-a 3 us-
eastl-b BIFFPFERERIEAREFEITIER o

A2 TIEL ¢
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHERAER supportedTopologies

AIUEHIRE R > FEES supportedTopologies jBE » A “tridentctl backend update °© &
FEFECREENHEE » X BERREERN PVC o

SEREZEH
c "EIERRER"
* "nodeSelector"
* FRANME B RRRAD 14"
* ERERTE"

fEFRIR

Kubernetes 1FAHIRE (PV) BYHLIRE REBINSERT LARR I HERR & AU4S TE RFRE BEEIZR o (&
BRI fE R Trident I AYREREE RER ~ BE ATE Trident YMSFEEILAYIRER  CIRB REBE
IR 0 DU IRERIZ[REEIRE B R o

R

Volume snapshot &% ontap-nas * ontap-nas-flexgroup * ontap-san‘ ontap-san-economy *
solidfire-san  “azure-netapp-files 1 "google-cloud-netapp-volumes EBENFET 2 15 ©

FIsEZ Al

LEFRARRE  CAERAINIREBIEFIZIMBIERER (CRD) © iR Kubernetes #R#Ess (FIN
: Kubeadm * GKE ~ OpenShift) BYEE

IMNRITH Kubernetes B1THRAE S 1REBIEHI23F] CRD > :52B9 262 Volume Snapshot Controller ©

@ YNIRETE GKE IRIFEPRIIZFHIRERIR « 5F70Z I IRIRIEHIZS - GKE ERARRIRREIRIRE
a3 o
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#17 Volume Snapshot

1. #3I VolumeSnapshotClass ° UIEFAME ~ A2 H "VolumeSnapshotClass" ©

° driver ¥5MA Trident CSI EBENFE

° deletionPolicy AILLE Delete B Retain © 8REA Retain B » BIfF VolumeSnapshot ¥R
fiirR > EEEE LNEEERRBHERERSE o

)

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

2. #7IRAE PVC KUIREE -
&l
o WWEHIEEITIRA PVC HYIREE o

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° EEFIZA%% pvel By pvc BIHIREREBYIM » LAFIRBLTERS pvcl-snap
o \VolumeSnapshot 384 PVC > £ “VolumeSnapshotContent #){+8RAH: > 2R RBEIRE o
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o fRAILUEBIEIMEZ VolumeSnapshotContent ¥R A! pvel-snap VolumeSnapshot © 5%
Snapshot Content Name EiAIeHIERIER VolumeSnapshotContent ¥ © %2 Ready To Use
BRI IREB T AR I PVC ©

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap

Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660

Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl

Status:

Creation Time: 2019-06-26T15:27:29Z

Ready To Use: true

Restore Size: 3Gi

N & RIBEEIL PVC

& B LAfEA “dataSource 3R#EIL PVC » A% "<pvc-name>'HY VolumeSnapshot fEA B KIZKIR - #31L PVC
% > ATLUBEMIINE pod k> MEFERAEM PVC — 1R ERTE -

@ PVC REHER IR @ABRNBIREL - F2R "NHE | EAEERRIRIE Trident PVC RER

¥ PVC" ©

LUTFEEBIER pvel-snap {EABRAREIL PVC ©

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

EEA IR & IR

Trident i%“KuberneteS FELAL B R RTE EEEBIE BT "VolumeSnapshotContent #4431 FE A 7 Trident
SMERERILAVIRER

FtaZ Bl
Trident AZBE RIS E A REEAIR Volume ©
FTER
1. ZEEIEE | BiI—1@ VolumeSnapshotContent ¥4 » REREIRIREE o EE1E Trident FEENRBITIER
2o

° 7f annotations P BIFIREIAIEIEES trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

° 351E <name-of- -parent-volume-in-trident>/<volume-snapshot-content-name> “HIEE

*snapshotHandle ° EIMEBIREE T BTE “ListSnapshots I AR {45 Trident BIME—EET ©

@ ;’}70lumeSnapshotContentName> L CR % [RH > BIRIRAR BB IRIRIBRIEAE

el
LAFEEHIEEIL T —1E volumeSnapshotContent ") » M5 | BEIHRIRE *snap-01°
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. Cluster admin : 337 volumeSnapshot CR » 288 VolumeSnapshotContent ¥ o E & ERFEUE
IR > UEEIEENGBZERAPER " VolumeSnapshot ©

L]
LU EEFIE I —1E volumeSnapshot CR » #4%% import-snap ’ % CR 2
VolumeSnapshotContent’1%Z%import—snap—content°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *REPERIE (EHBIRME) | *IMERREBIENAFIFEEILAY VolumeSnapshotContent * ME#IIT
‘ListSnapshots MY o Trident I ‘TridentSnapshot ©

° 4MEB snapshotter 1§ volumeSnapshotContent 54 readyToUse * Wii§ VolumeSnapshot 524
true °

° Trident 3&[8] readyToUse=true °

4. FEfERE © B —1@ PersistentVolumeClaim MZHBHH VolumeSnapshot » EHMA
spec.dataSource (3 spec.dataSourceRef) %HIBE VolumeSnapshot %fE o
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#45)
LUFEH)EIL T —1E PVC » B2E% 7% VolumeSnapshot "B “import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERREIEHIR R E

BRIBET o REBEERENFEEHREE » UHERER ontap-nas M ontap-nas-economy E&ENFE VA & AMERE
EMNRAESY c BYE . snapshot BEREIREHIZFNCIRBIEREN °

& volume snapshot restore ONTAP CLI & AR & 2 /R 2 AT IRB D $RATARRE o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

@ 2[R Snapshot #EZ4Kf ~ IRARY Volume HREEE R ° I Snapshot EAREY Volume BEilFR
M EEREEK ©

WIREREITFH Volume ER

Trident {8 TridentActionSnapshotRestore (TASR) CR #EIRIRRIFEITRMELIEEER o It CR fEA—
1580 Kubernetes 12{FB1T @ 1RFER B A GRHFARE ©

Trident SZ#27f ontap-san © ontap-san-economy  ontap-nas > ontap-nas-flexgroup > azure-
netapp-files * "google-cloud-netapp-volumes'# “solidfire-san EEENTZ T\ _L I TIRFRER o

G Z Al
RAEEA BAER PVC R ARV EIRER o

* FESY PVC IRREREHITE ©
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kubectl get pvc

* MR E R E EEMAE R HAER o

kubectl get vs

IR
1. 337 TASR CR o &2 PVC pvcl FIRHEE RER "pvci1-snapshot #1 CR ©

() TASR CR B PVC i VS FERIs 2 2RI ©

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. £ CRIERIZER o LEHITERIER pvcl °

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

RmR
Trident EERIRIBRE R} o EETUABRRRIRIERARRE ¢

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident
resourceVersion: "3453847"
uid: <uid>
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:

resourceVersion: ""

* EARZEIERT » Trident FEEIRFRBEREHES - EEEBRPITZIRE -

* REEIEEHMRM Kubernetes EAE Rt EEEIEE R FHRA ST HEARER N fhaZRF
33 TASRCR ©

R E A ERIRIEE PV

MIFsE = RARHIRIB AU A MR E RS > WFER Trident B € T4 TEAEMER AREE o MR IRIZENE
P& Trident BEREE o

Z82 Volume Snapshot Controller
WMREH Kubernetes ¥1THRAE1 2 TRIGIZEFSH CRD ~ eI LUKEB TIIA X EEEM ©

TR
1. £37 Volume Snapshot CRD °

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37 Snapshot Controller °

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ MBENE > 55¥TF deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml i &E# namespace EfSAY AR 4 ZER o

TERAEAS

* "Volume [REB"

* "VolumeSnapshotClass"

fEFRHR&BFAHIRER

Kubernetes 1A M4HLEE (PV) BYEEEREEF4HIRER NetApp Trident 1e{HZ 1 Z AR E
1RER (BAPR&RIREFAH) RUTHRE o LIS EAHAEIRRARER BRI ZEEE RS
RIEZS o

@ VolumeGroupSnapshot & Kubernetes FRE9—IEAIZARINAE > EARIERR API o Kubernetes 1.32
2 VolumeGroupSnapshot BIR{EIRAERK o
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#17 Volume Group R&
LU #=EEENFE T2 48 Volume group snapshot :

* ontap-san driver - £ iSCSI M FC € » FEAI NVMe/TCP 7 °
* ontap-san-economy - {£EFA iISCSI tHRE °

®* ontap-nas
@ NetApp ASA r2 3¢ AFX #7241 321& Volume group snapshot ©

BRtE Z Al
AR Kubernetes HrZs% K8s 1.32 S E kR4S ©

. EE@FH TRER » A BHERIMNPIRBBIEFIZZN B TEIRER (CRD) © 5= Kubernetes #RBEes (I
. Kubeadm ~ GKE * OpenShift) RJEE

ANRITHY Kubernetes ETHRA & 2 SMEBIRIREZEHI23H] CRD » 552 0% Volume Snapshot Controller ©

@ YNRETE GKE IRIFHEIT IR BT &R - 557 RIRERIZR - GKE EAMERRRE
TRERIZHIES o

* TEIRERIZEHIZS YAML A > 4§ CcSIVolumeGroupSnapshot INEERFREA 'true' » LUIFETREN IR E BF4H IR

[= el
i

© EEUHIREBHEIRIBZA 0 SRS FIE VIR E B AR IRERERR
* FE{RFRAE PVC/ HiFE&ERTER— SVM L ~ A BEEEIL VolumeGroupSnapshot ©

* T£#217 VolumeGroupSnapshot Z &l » 551 VolumeGroupSnapshotClass - fIEELEN > :52
R&"VolumeGroupSnapshotClass" ©

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERRANFEFENEZIAEAMEREN PVC » SiEERBMEERAR PVC -

LT EHIER pvcl-group-snap {FABERRIFEMIZES consistentGroupSnapshot: groupA EIL
PVC o SAiRIBEHN R RERIZBAVRMNE -

221


../trident-reference/objects.html#kubernetes-volumegroupsnapshotclass-objects

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* B BEAH PVC FIEEMIZE( consistentGroupSnapshot: groupA'1BEHY VolumeGroupSnapshot ©

HEEEA S 2 AR @ BHARIRIR

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

ERBHERR IR E E

&R LUERTEA Volume Group Snapshot —38493 217 FUE B! IRFRZKIZRE R Persistent Volume © & EAS
Volume Group Snapshot {FA—{EETTEITIER ©

&£/ volume snapshot restore ONTAP CLI itk & 12 /R 2| Ao Fi 1R BR A e &R AVAKEES o

clusterl::*> volume snapshot restore -vserver vsO0 -volume vol3 -snapshot
vol3 snap_ archive

@ =5 Snapshot B4 ~ IRARY Volume 4HREZHWE R © 217 Snapshot #E4& ¥ Volume BEELFR
MEVE TR EEK -
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WIREBEITRIU Volume ER

Trident £ TridentActionSnapshotRestore (TASR) CR #EIRERIRIREI TR MR EER o Ik CR fFA—
IEE LT Kubernetes #R1FETT » BRIFEHB A ERHARRT

NFHEE © H2H WCRIRETRLM Volume ER" ©

B 2 A ERIEFARIREREY PV
MrsE#4E Volume 1REBHF :

* AT LUERBEMIRR VolumeGroupSnapshots » MR EMIBREFAEPAVE —REE o

* YNERMIBR PersistentVolumes BFs% PersistentVolume BE1EEIRER » Trident Bzt &R E IR AR
fE > FANBEBIRREBASELZ 2 BIRZMIRE ©

* MRFERDERREIL THEAE - AREMIFZEE - AIERBEERSEEE - LAEDEITRZ A EEMER
B4 o

ZR8ZE Volume Snapshot Controller
MREH Kubernetes E1THRA 8 & 1RERIZHIZZH CRD ~ A UKEBE T AR IEEM ©

1. #37 Volume Snapshot CRD

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. #1317 Snapshot Controller °
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ MBENE > 55¥TF deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml A EEHT namespace By aR L ZERE o

TERAELE

* "VolumeGroupSnapshotClass"

* "Volume [REE"
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